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BACKGROUND
Field
[0003] This application relates generally to wireless communication and more

specifically, but not exclusively, to improving communication performance.

Introduction

[0004] Wireless communication systems are widely deployed to provide various
types of communication (e.g., voice, data, multimedia services, etc.) to multiple users.
As the demand for high-rate and multimedia data services rapidly grows, there lics a
challenge to implement efficient and robust communication systems with enhanced
performance.

[0005] To supplement the base stations of a conventional mobile phone network
(e.g., a macro cellular network), small-coverage base stations may be deployed, for

example, in a user's home. Such small-coverage base stations are generally known as
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Consequently, RF interference, jamming, and out-of-service issues may arise between

these base stations and nearby access terminals operating on a macro cell. For example,
an access terminal that is not authorized to access a nearby base station (e.g., a femto
cell) may be subjected to interference from that base station. Thus, there is a need for

improved network interference management for wireless networks.

SUMMARY
[0008] A summary of sample aspects of the disclosurc follows. It should be
understood that any reference to the term aspects herein may refer to one or more
aspects of the disclosure.
[0009] The disclosure relates in some aspects to assigning restricted access nodes
(e.g., femto nodes) to a designated channel (e.g., carrier). Moreover, access terminals
that are in active communication with a macro access node also may be assigned to the
designated channel while access terminals that are idling on a macro access node are not

assigned to the designated channel. In some cases, active access terminals with low-



SUMVARY [ 0008] A sunmary of sanple aspects of the disclosure foll ows.
It should be understood that any reference to the term aspects herein
may refer wo:mne:@s: nore aspects of the disclosure. [08e9ithRs073341
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the access terminal may determine whether it is within a coverage area of a designated
(e.g., preferred) access node that is operating on a different carrier. If so, the access
terminal may perform a handoff to the designated access node. In some aspects such a
scheme may reduce interference between restricted access nodes and access terminals
associated with macro access nodes by facilitating a handoff to a designated node if the
access node is near the designated node.

[0012] The disclosure relates in some aspect to controlling access to a restricted
access node. For example, when an access terminal attempts to gain access to &
restricted access node the restricted access node and/or an access terminal (e.g., a home
access terminal) that is associated with the restricted access node may determine

whether to allow the requested access. In some aspects a decision as to whether to



[ 0012] The disclosure relates in sone aspect to controlling access to
a restricted access node. For exanple, when an access term nal

attenpts twn gmb/medCcess to a restricted access node thectmsionscized
access node and/or an access termnal (e.g., a honme access termnal)
that is associated with the restricted #cess node may deternine
whether to allow the requested access. In sone aspects a decision as
to whether to 4 allow access is based on one or nore defined
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be descri bedssbeiatethevittl ecaichtaictedl @sessinotieon and t he appended cl ai ns t hat
follow, and in the acconpanying draw ngs, wherein: [0014]FIG 1 is a
sinplified diagram of several sanple aspects of a network including
macro coverage and snaller scal e cover (@%0015 FIG 2 is a
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sinplified block di agr atAERRERCRIPE S conmuni cat i on

system [0013] These and other sample aspects of the disclosure will be described in the

detailed description and the appended claims that follow, and in the accompanying
drawings, wherein:

[0014] FIG. 1 is a simplified diagram of several sample aspects of a network
imcluding macro coverage and smalier scale coverage;

{0015] FIG. 2 1s a simplified block diagram of several sample aspects of a
comrmunication system;

[0016]  FIG. 3 is a flowchart of several sample aspects of operations that may be
performed to assign carriers for wireless nodes;

i0017] FIG. 4 is a flowchart of several sample aspects of operations that may be
performed to perform a handoff to another carrier based on received signals;

[0018] FIG. 5 is a flowchart of several sample aspects of operations that may be
performed to perform a handoff to another carrier based on location information;
[0019] FIGS. 6A and 6B are a flowchart of several sample aspects of operations that
may be performed to control access to a restricted access node;

(0020} FIG. 7 is a simplified diagram illustrating coverage arcas for wireless
cominunication;

[0021] FIG. 8 is a simplified diagram of a wireless communication system including
femto nodes;

[0022] FIG. 9 is a simplified block diagram of several sample aspects of
communication components; and

[0023] FIGS. 10 - 16 are simplified block diagrams of several sample aspects of

apparatuses configured to assign carriers and control access as taught herein.



[0016]FIG 3 is a flowhart of several sanple aspects of operations
that may be perfornmed to assign carriers for wrel ess nodes;
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on received signals; [0018]FIG 5 is a flowhart of several sanple
aspects of operations that nmay be performed to performa handoff to
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comuni cation; [0021]FIG 8 is a sinplified diagramof a wreless

comuni cat i éatsysshendd abitudiyrgpireied or RE6RE for clarity. In addition, some of the
drawings may be simplified for clarity. Thus, the drawings may not depict all of the

components of a given apparatus (e.g., device) or method. Finally, like reference

nurnerals may be used to denote like features throughout the specification and figures.

DETAILED DESCRIPTION
[0025] Various aspects of the disclosure are described below. Tt should be apparent
that the teachings herein may be embodied in a wide variety of forms and that any
specific structure, function, or both being disclosed herein is merely representative.
Based on the teachings herein one skilled in the art should appreciate that an aspect
disclosed herein may be implemented independently of any other aspects and that two
or more of these aspects may be combined in various ways. For example, an apparatus
may be implemented or a method may be practiced using any number of the aspects set
forth herein. In addition, such an apparatus may be implemented or such a method may
be practiced using other structure, functionality, or structure and functionality in
addition to or other than one or more of the aspects set forth herein. Furthermore, an
aspect may comprise at feast one element of a claim.
[0026] FIG. 1 illustrates sample aspects of a network system 100 where a macro
access node 102 provides macro scale coverage 104 (e.g., a large area cellular network
such as a 3G network) and an access node 106 provides coverage over a smaller
coverage area 108 (e.g., a residence or a building). In some aspects, access nodes such
as the access node 106 may be used to provide one or more of incremental capacity
growth, in-building coverage, and different services (e.g., for a more robust user
experience). Thus, as a node such as wireless terminal 110 moves through the network,
the wireless terminal 110 may be served over a wide area by the access node 102 and at

a specific sub-area by the access node 106. As will be discussed in more detail below,
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the access terminal may experience C/I degradation on the downlink, and also cause
interference on the uplink at the restricted access node. The active access terminal also
may attempt a handoff to another macro channel with better C/1. 1f such a channel
cannot be found, however, the active call may be dropped due to loss of signal.
Moreover, before the call is lost, transmissions from the access terminal may cause a
temporary out-of-service condition at the restricted access node.

(0028} The disclosure relates in some aspects to managing access and/or
interference issues that may arise when an access terminal is in the vicinity of a
restricted access node. These and other aspects of the disclosure will be described with
reference to a communication system 200 as shown in FIG. 2 and the flowcharts of
FIGS. 3 - 6A.

[0029] The systern 200 will be used to describe the scenario that follows. The
wireless terminal 110 (e.g., a home access terminal) is associated with the access node
106 (e.g., a restricted base station) whereby the wireless terminal 110 may have full
access at the access node 106, In addition, initially the wireless terminal 112 is
associated with the access node 102 (e.g., a macro base station). At some point in time,

the wireless terminal 112 enters the coverage area of the access node 106 and attempts
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describes several operations that may be employed in conjunction with assigning
carriers to nodes in a system. FIG. 4 describes several operations that may be employed
in conjunction with switching to another carrier based on detected signals. FIG. 5
describes several operations that may be employed in conjunction with switching to
another carrier based on location information. FIGS. 6A and 6B describe several

operations that may be employed in conjunction with controlling access to a restricted

node.



to establish communication (e.g., as a guest access termnal). As

wi |l be described below, the system 200 al so includes a centralized
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(e.g., over backhaul connections). [003Q]J]FIG 2 also illustrates
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appl i cabl e Bt Refuch g sealigration seaydiesskigvess fos sprmrie. by esondizionaf ehe
referred to c&lajn%!aﬂgedoctopr&'éﬂérgﬁp ar?cf) tlheoggc'ess node 100,

[0036] Blocks 304 - 316 describe a procedure that may be employed to assign a
channel for an access terminal operating within a macro cell. Such a procedure may be
implemented, for example, by cooperation of carrier selector components 222 and 224
of the nodes 112 and 102, respectively. For example, the carrier selector 224 may

configure the carrier selector 222 to operate on a designated carrier.



[0034] Referring initially to FIG 3, the channels (e.g., carriers) on
whi ch fento nodes and on which access term nals associated with macro
nodes ar e vdeplooymaszay be controlled to mtigate interperesmestizai
may ot herwi se be caused by a restricted access node operating on the
sanme channel as a macro node. Moreover, %his may be acconpli shed
whi | e mai ntai ning sufficient utiIization of the channels. [0035] As
represented by block 302, all of the restricted access nodes in the
system nay [R3essi qae@hatneelaas&gm@@ Fob@aﬂ@éomﬁa{cegmmgm & % @f the
femo nodes in a given operator's netmork may be depl oyed on the sane
carrier (desdrguatiedwitheénakiigtaaall hevidiedent). AR réprésentdd b$ BRBK 306, this channel
configuration may be achi eved, for exanple, by cooperation of the
centr al i zedassgntmend ther bedg@edagrowhdileer dlpcasssss tﬂmmam&urr{erﬁa%]iﬁi @aksn-304

- 316 describe a procedure that may be enpl oyed to assign a channel
for an accesdDpeidf fasowpEnpempyatignsfhpacsessd@ppnad s cpmrensirage may be

el ector co gﬁﬁa%d% S50 it RS TR D, h
t. | i t
respectivel yhsgpr 2%@@%&@?&&%@@ ftﬁglagc%%sqgm%gﬁ lm}ingggz trgg@e e

carrier sel e on-a desi carri 7] The
channel assh@RMBEbheREPCAAHAGNSOIERIAERS B dm&&{f cBfithel(tRarbthe fdrflo channel

conjunction with making a call” assignnent). As represented by bl ock
306, this cifanabémasshgnoEntvaiaylebén hasedpan, Wiehbad atdess REGIRSS may
termnal is currently active (e.g., in-call) or idle. In sone

i mpl enent at PUKsced gngaod sthet bmpigchsarvisesc ilenem therrdey mu e begeatafrmerkd
by a node determ ner conponent 226 as shown in FIG 2. [0038]As
r epr esent ed™§adsbalues Hisse agopssitgimninplyacsass el chanagls: By nptmlacieg Wi magiacr o

ThaCt oo eRaRRIphrML At te A SFamRR N B b Bybrs i Ehep i Phgme "
aspects, idlgeRecife aﬁ&%sd%%etgs{emai Shobiftfe r9mexeﬂﬁ%d9§ggﬂggada&ftxﬂﬁ{e

limted services. Hence ere nm e as great o

| oad- bal anC@vehhﬁé@c@§§t@ﬁﬁm§l%W"ﬂcﬁt%|t§ AR &R tnodk te ghanaehs accgéé t&%mal
pl acing idle macro access termnals on the fento channel, id

handof f s t hedceimesya dadl),0bdverceds sempent fray ve dssigneda tiifEerénd bi&nﬁa(at maam:iﬁess
term nal encounters the fento node may be avoided. In the event the
access ter n{er@ln§o«mw@qﬁ@9w1thaemllaemwntﬂode (e.g., when the access

term nal ﬁﬁ’ c%al I o éﬂﬁb }((: ?&l dﬂ{@ nz%l may b((a: assi glned aa

different cHYA pHERene ?Jé 3 ) andd 2o 3ty RERPEHRCGESS ferginalympay be

assi gnnent ) a531gned to the femto channel under some circumstances. In some aspects the
assignment of a macro access terminal to a femto channel may take into account
whether such an assignment may result in relatively high overhead. For example, it
may be undesirable to place an access terminal that has high mobility on the femto
channel since this may result in a relatively large number of handoffs as the access
terminal passes by different femto nodes in the network. In contrast, if the access
terminal is relatively stationary and not within the coverage of a femto node, there may
be a much lower likelihood of interference with femto nodes and inter-frequency
handoffs. In this case, placing the access terminal on the femto channel may result in
better utilization of the femto channel.
[0040] Accordingly, in some aspects a determination of whether to assign a macro

access terminal to the femto channel may be based on the nobility of the access



[ 0039] As represented by block 310 and 312, active nacro access
termnals may be assigned to the fenmto channel under sone

ci rcunst ank@go0okrs160ne aspects the assi gnnent of a nMacPOTAGLE®S/B73341
termnal to a femo channel nay take int8 account whet her such an
assignnent may result in relatively hi gl% over head. For exanple, it
may be undesirable to place an access termnal that has high nobility
on the femo channel since this may result in a relatively |arge
nunber of h ] ' 0
nodes. i n ¢ heAatior R A AR PO, FR 2S8R Y Aol Y
relatively sicatid @sriayedanich Mehcisbd BinlindINGHCENRNT a@ee BfesRolll aibditPadeic
there may be a nmuch | ower |ikelihood of interference with fento nodes
and i nt er - f velgese Atys,hanghodstged bnbloblk 314; asthe epdnathemgpbilitg ofithe @sss
termnal on the fento channel may result in better utilization of the
femt o channé&rmirRbi4eaase dwp gnva g/ thresheld meobilgp eelue, the dreessierming mem bof

et fer o, S0, TR SR R sy M SRR SR ™ oo
det erm nati 9@@)1 S C}e%)\ll g}{ ﬁ%ﬂﬁﬂéf ﬂ{thg)é\a%ﬁ) ]ch%!m@%liit‘%\ﬁgfﬁ%%&&gs t%rm%gl ig letﬁ%! tggrh%rl d

nmetric assoclra e access termn one or nore

mobi ity metgifovahkesold fibbiity 8dud BRHERE LR mE) lﬁ%%si%ﬂe‘&to b2 ftfr%
event the nobility of the access termnal is greater than equal to a
t hreshol d nekdnhilty val ue, the access termnal nmay be assigned to a
channel that is different than the femo channel. Conversely, as

r epr esent ed [W#ibl ockm8libly ingiric e devebrd dbhe: mobbd intpjenpdntddhe vatassslys.
terminal is _|ess than or equal to _a threshold nobili tP/ val ue the
access t er nfABSXaHRIE: Besogsdmglsaynteonsidomespeest/ ptapived clapsiiog max be

bility metri i bed ab be i npl enent ed, | i
ways. For eXBRBETCY i IS AT BifeH df Foms B S pae e R phay

classifier H@&ésﬁ@w&iﬂﬁ' td%{% | ﬁeﬁ'ﬁﬂe@%ﬁ%ﬁth&%ﬂéﬂ@é W%S?e%ger@gﬁon the

i npl ementations the nmobrlity of an access termn rmned

based on wheihglchahePeddu¥RlyAF6Rass kRfdhd¥RIC/PRpde ke B alheNRbess
frequently provides fenmto node C/|I reports (e.g., to the macro access

node) . Her epoddle Haree the acdesy feimiahl maygcpeneratporacvegpimne itevesuyitctd dignaist
encounters signals froma different fento node. In the event the rate
of these repomasdifernsicoto rodse dnlthe gvent theaita of Feestispdrts, medtreorazcwdsa

termnal may be cglla% ct;tg%away framthe femo channel. Al so, in the
event fent o &Rt E@ié RTSSHEEYRE Maydesiresdiay# Bom siafemie chaprel.

fent o channgl,_may,. be solely dedjcated to fento,nodes. [0042] Referrjng
now to 1 G 0 hian kB bR PRV Rt BprsPBaarERRE mt BTG sramin
its current .ppecahi Sgpcg%ac%qca(egégf iGaygLed by restricted node), the
access termnal may switch to a different carrier (e.g., in

cooperati on[yideh a Refdrth@HovR ECEES 4N0EG) an albRs Rpamal dphscss akb{zrage
commence at bl ock 402 where the access termnal 112 is initially

associ at ed Wwklhnats raicen operetipscanom ée. 4.0Zwme ey rgstviend aadel,itier adcess germinal
designated as the first carrier). [0043] As represented by bl ock 404,
the access Dwyvigh tomdfprenigarrior Keg.r BrepRastiongih a serving access node). The

operations of FIG. 4 commence at block 402 where the access terminal 112 is initially
associated with a macro access node 102 on a given carrier (e.g., designated as the first
carrier).

[0043] As represented by block 404, the access terminal 112 (e.g., the receiver 210)
will receive signals on the first carrier from the access node 102 and, potentially, other
nearby access nodes. The access terminal 112 may thus determine the C/I associated

with signals (e.g., pilot signals) received from the access node 102. In some



will receive signals on the first carrier fromthe access node 102
and, potentially, other nearby access nodes. The access termnal 112
may thus oeoemnmiorast he C/ | associated with signals (e.gcr/up2dogt7334i
signals) received fromthe access node 102. In sone 11

i npl enentations the access termnal 112 ?e.g., the transmtter 208)
may send this C/I information to the access node 102. [0044] As
represented by block 406, as the access termnal 112 approaches a
coverage ar g, oheARRME e REEERIMAALA (kS HAGRS: it PA0R 9%2 S&J&h@'cﬁ)
may receive signals fromthat access nodé on t firs rrier.

r epr esent edindyrtiog o #HOBcceishRdacgress term nal 112 may determ ne
whether it is allowed to access the access node detected a bl ock 406.
[ 0045] As r efiddEent éd ripredshied by HBk 406, ab He aacse gsminel MiZrepbroddiRs as
allowed to access the access node, the access termnal 112 nay el ect
to associ at BOYRFAZR arcpaf anpslkes gecenppde. thepccesenmprinal 1b2 also maymceiva sigaals

node) Tof t RETELebe erdhindte bl e B atead by @{%ﬁgﬁ’r%%@@g’&f e
termnal 112 45% PO G8NIHEELAMAIOHAE WD ALPLSLSTCRA ACTERS

node whenever e acc erm nal tects the presenc

node. To thpgceddk in sonme inplenentations the access termnal 112
may nmaintain a preferred roamng list ("PRL") that identifies its
preferred agmass noedespredctfdd 6} biock Ae0,atme ascebLefming!1 12 12alloSeA €S access
al l owed to access the access node at block 408 (e.g., the access node
i's restrict 8d aceespnaigi te agmpscmanild 18 omy etcherasgcreswith hamdcne npda he
access term_nal 112 and/or a serving access node nmay determ ne

whet her to E% qxewp{eoow Wi e PRRES NOdes My Dadesignagiedk as referred aopessdiwdes 16.

For exanple one. cases access termngl 112 . the carrier
el ect o " 22 BTy eEo b BAERS sl Rt Stitieds st on
detection o de
106) and/ or %ﬁ;%f&f*&ﬁ“é’ BRoRARiE) Hd SLRAHRTRDrPRR ebisfnoqeRiE o AR
carrier hasageeraeas (182 detectsihe p&égeﬂc@toegmra%ﬁ@ T6 & deinaesess node
106 operating on the first carrier). Here, degradation of G/ may be
i ndi cat ed, frople@xaagine theidecdsherfinkl 1 12 hesmahana pefeagd edantigr Bst (“PRL)
threshold value. [0047]1n sonme cases, one or nore of the above

oper at i ons &ﬁyﬂb@ﬂﬁﬁwmeﬁéﬁﬁédcgysE@bperation of the access term na

112 and the cess 02. For exanple, the access term nal may
send mforr‘rﬁéﬁ“éh r P@Fﬁ%ﬁ%f&ﬂ%@ 147 dmot allgvirddp gergssiie 5?06%(1%'54“%

408 (e.g., the access node is restricted to provide service to some other access terminal),
the access terminal 112 and/or a serving access node may determine whether to switch
to a different carrier at blocks 412, 414, and 416. For example, in some cases the access
terminal 112 (e.g., the carrier selector 222) may elect to switch to a different carrier
based on detection of signals from a restricted access node (e.g., access node 106)
and/or based on a determination that the C/I on the first carrier has degraded (e.g., due
to interference from the access node 106 operating on the first carrier), Here,
degradation of C/I may be indicated, for example, if the C/1 is less than or equal to a
threshold value.

[0047] In some cases, one or more of the above operations may be implemented by
cooperation of the access terminal 112 and the access node 102. For example, the

access terminal may send information relating to the signals received at blocks 404 and



12 406 to the access node 102. Then, based on detection of degraded

C/1 at the access termnal 112 and/or the presence of the restricted
access node0:08/0¢@and/ or a preferred access node) as i ndcaatsedsboyssiihe
i nformation, the access node 102 (e.g., the carrier selector 224) may
i nvoke a handoff operation. As a resul t 12the access terminal 112 may
switch to the second carrier and attenpt to establish conmunication

[0048] The above procedure may be used when the access termnal is in

either an i Qb@ttﬁﬁgﬁcc@gs rﬁ‘)'ae a6t | M DL of&rtecﬁﬁﬁlgpéi%edgﬁ 87’1 aqgﬁ lQc G CESS

terminal idling on the fento channel detects degr eto a

near by rest térgiied 1 fRadtor ideeschdten fAkCRSE e @ bt odY6 (aRll/bt AbRfdrile
handof f operations. Here, if the access termnal determnes that the

fent o node iascesy mdde}asop@nataib)guhamfmwshe t@etshedattes ., tler curmal |
the access term nal may, si rrplg associate with the fento node as
descri bed aB@@‘éOfa%mbméﬁ kavalia hyrdoff operetien. chheresHh ke, aceess teamingl 512 may
termnal is not, al ilowed 0 associ ate Wthbig? fent @ node, the access

term nal mayVBeh PIRRIEROREIR IS AN pcIpRt Ehestabligh squppuiHertiop. coverage
i | | f {
Tnohct i ve cOORENEC TR R oot Hav ot R AR ACFERRAFIN B g Ben e

to a near by idiegdotié 6 ﬁﬁacﬁ@é’%@d@mexérﬁﬁﬁe AEL BRASrolaBL Qﬁhngﬁ){?l?ge&fjth@ Ca

report to its macro node along with information about the fem o node
as di scussedembetignnelldeeecopizprdatCASiSe RodafByreitnand teitehsddtictababs t he
C/'1 degradation is due to interference fromthe fento node and
initiate antawiial gy ntieste fdepndol ppératimief Herd, GO0 ckéss sermégudserntiyest he
access termnal 112 to associate with the access node 106 i s deni ed
and no al teﬁhﬁéfhe\fen@a{wﬂ? sreither %%PT eﬁméa%eﬁsﬁpﬁhet%é%émﬂ@g@eaace@s of

t he access node acce al dro

such a case’ W}@%g TP PR ?ﬂ‘“ f?fW%‘f?& agggsicﬂﬂeéfﬁbp %z‘{ gt4eb If,
(e.g., W thipdNenG AR ﬂgzeacfiéc@%{epﬁmgpﬁ?ﬁ&kfe%? 1o R83cid OQRA e AYnode,

event, the access term nal contin or rece

signals as EI%MC@@%@&E@QaDMa)OFQF&HaCHE@{ mféncaweﬂaaﬂks ﬁtna nkailceccl@vé@%ee& Enal on

on the original carrier he new carrier). hi s way, access
term nal 11Znothy ceepeat edly nonitor for cover age hol es caused by
nearby restricted access nodes and attenpt to mitigate any associ ated
i nterferencd049]  Ifamacro access terminal that is in active communication on the femto
channel detects degraded C/T due to a nearby restricted femto node, the access terminal
may send a C/ report to its macro node along with information about the femto node as
discussed above. The macro access node may then determine that the C/1 degradation is
due to interference from the femto node and initiate an active inter-frequency handoff,
[0050] If a request by the access terminal 112 to associate with the access node 106
is denied and no alternative carrier is available within the coverage area of the access
node 106, the access terminal 112 may drop its call. In such a case, the access terminal
112 may end up in an idle state (e.g., within the coverage of the access node 106)
[0051] In any event, the access termmal 112 may continue to monitor received
signals as represented by operational flow back to block 404 (e.g., on the original carrier
or the new carrier). In this way, the access terminal 112 may repeatedly monitor for

coverage holes caused by nearby restricted access nodes and attempt to mitigate any

associated interference.



13 [0052] Referring nowto FIG 5, it may be desirable for an access
termnal to conduct off-frequency scans to determ ne whether it has
ent er ed awowp/agesarea of an access node that is oper aCTWg20081073341
different carrier. For exanple, if a pregerred access node has been
designated for an access termnal (e.g.,”in a PRL), the access

term nal may repeatedly conduct off- frequency scans in an attenpt to
detect signals (e.g., pilot signals) fromthe preferred access node.
The oper at | %2 Rerrifl AAMERNGES At mbl eeaesmemeaaecéeeeeﬁﬁﬁe%
termnal 112 is initially associated with a macro access node 102 on
a gi ven car edriict(oft-feque@sicgiab deteAding Rbether is hasGatekddes Jovera@OR3] é&an
represented by block 504, the access termnal 112 (e.g., a location
det er mi ner 228js npdt Brhismpsraticrat 4 dififeionf crmat Fonexahale, Maypriferredadesso
det erm ne whether the access terminal 112 is in the vicinity of a

gi ven acces8o4dus beeprfiesignaiedfor ahaqeatsdriringl dhe nihp REWeth 4pqesisrpiglns .

conpr 1 6 Leae%grpaﬁtﬁﬁa e T i A S (T
case, the | 60l ORI RILIRY o228 TRY HRShULETUREI6 B ol S lock

GPS function unc i'onal | ty, SO on) erm ni ng

this geograpim ﬁrh&r@@l@tdc@é&s tdr@Bfat] ASs BRI K S8RcRekdRYitP fGdo 288 ss AdAe 308
i npl enentations the access termnal 112 al so may determ ne whether it

i S experi enechagivenyardegicadaksigmtédusithsfineeeiaed signal s. For exanpl e,
a decision to switch to another carrier also may be based on whet her
t he signal {HS§3] t he\sraressnied beSipch §84 thocess tyradmil hy(oaklogation. , C/ |
i s degradi ng) [.0055] As represent ed by bl ocks 508 and 510, the access
termnal 118Ste@niger 228) Wsmv%mﬁemamtram@r Recised il deterpnsesthet o

nodes.  Aa il SREA AV S0 gaﬁ%ﬁﬁzﬁ?ﬁ%&ggéé‘c%ﬁa‘}%oésdffﬁa&%haf he
location i “gr%r‘ﬁ?ahbf?ﬂ]a&rgakg vari& AL Ha B E cﬁ‘r&%‘éﬁsgthe

t erm nal I'S proxi te to a given acce S I’IO Op ratrn

di fferent cajchii®@ ihforf@iior N8y ER8RIsOR 56(9@?Wlfabzﬁroh%$ﬁ{é ab@b@@fchﬁiﬂal 112. In
information, the search controller 230 may, for exanple, determ ne

whet her to srmhdu:ase ghedeautioh detasiederd28 anay dnghatel foonioodlity feg.cUPS ent
geographic | ocation as determ ned at block 504 with a known | ocation
of the spec ftfrice@lnaézecé@lbdlarémctlonamy,[ar)@sce?roef@reciqﬁqrﬁmm@ isasepappliic fagatipn.

given acces ?OO%OFe misy regrgse%ge%%mhocﬁ @8& in some implementations the access terminal

112 also may determine whether it is experiencing any degradation in its received
signals. For example, a decision to switch to another carrier also may be based on
whether the signal from the macro access node 102 is becoming weak (e.g., C/1 is
degrading).

[0055] As represented by blocks 508 and 510, the access terminal 112 (e.g., a search
controller 230) may determine whether to conduct an off-frequency scan to search for
one or more other access nodes. As mentioned above, such a scan may be invoked
based on the location information (e.g., by determining whether the access terminal 112
is proximate to a given access node operating on a different carrier). For the case of
geographic-based location information, the search controller 230 may, for example,
determine whether to conduct a search based on a comparison of the current geographic

location as determined at block 504 with a known location of the specified access node.



vari ous ways. For exanple, when access nodes such as femt o nodes are
setup (e.g., upon installation), each access node may upload its
coor di nat &0 ¢@9926162 ati tude and | ongi tude) together w POT/US2008/073341
identification information (e.g., its PN and sector ID) to a

dat abase. This information may be sent,l?or exanple, via an IP
backhaul . [0057] As di scussed above, the access term nal determ nes
where it is based on, for exanple, coordinates froma GPS conponent.
The access {Ri58] NalpABYidiNERoRBAESS alofiRn dad-aPARE nl -b@-accotxﬁlﬁs@é&l%ss
termnal may be configured a priori with the URL of the database) and
query the deirdwesayf. oForanymple celss d06RleBodee sigth,as f@nb aodsdesietipcighe
vicinity of the access termnal. |If the access term nal determ nes
that there uporsinsthilaionheamsscasdeds maytupdoadiisicndrdinates heg. deteds and
teimnal may conduct an off-frequency search in an attenpt to find
the access Budep gnestapridh idsatifyrtion ifpraatiantcrs ifsFdHanticaBal thray
advant ageou

| i npl.if . Kk t. . | wh
access nodea?%@gg??@é ggﬁhgg%?fggg%gﬁgf$@3?ﬁgkﬁ%§iﬁg%§PWQegndgtgggge
my be updajggs) An Aascu?sfcﬁ%e& %d@eﬁg!e a%?séé’s tEJPrﬁHal%Ft%Fer%m&ergﬁtisﬁtg%&eon for.

whenever it *needs to. |In sone aspec an 1 nplementation s as’'this

may be nor ecefddi€icesiidaRafonf PGPS ¥R Rat. AhelafRLERBAL A hANhWRLEsthe
PRL for an access termnal is updated every tine a new access node is

instal |l ed. pH&aE9¢ fsp patdcenaemabd neydedonfigiran: priorcehidthetURL stha may
optionally be based on any degradation in the signals received on the
first carri detabaserand qaeryltles datdbaseiot enysactess nbdeal(e.g.1 emimyodse) imlraevicinity

| i kely to conduct a scan when the signal degradation is high.

[ 0060] As r epF B8 esReetenying} dbike gacsss teiung deteluingsihnl thetp 1ol dbisest nes

whet her any_signals .are received on the second c ier. If s t he
Access t or pTd R PRy dRCEeSS Sl Bk PR T SansseRRin b
an access n i second carrier (block 514). For
exanpl e, ifgt g9§§§@i§@?g§ﬁ§%a "112 (e.g., a handoff controller 232)

detects a hoyssf entige RQCSE s0th 4 Bt BLANda6ak Mha adv i caGELSMpliS di stk
112 may elect to associate with that hone fento node. If the access

term nal 1l1zhangpenmenarfoackdme,mide a ntly aCesgngodei(agc &nhth nodg) i npnllat the

context transfer procedures may be used to performan active handoff.
centralized database may be updated. An access terminal may then query that database
whenever it needs to. In some aspects, an implementation such as this may be more
efficient than, for example, an implementation where the PRL for an access terminal is
updated every time a new access node is installed.
[0059] As mentioned above a decision to conduct a scan may optionally be based on
any degradation in the signals received on the first carrier. For example, the access
terminal 112 may be more likely to conduct a scan when the signal degradation is high.
[0060] As represented by block 512, the access terminal 112 determines whether
any signals are received on the second carrier. If so, the access terminal 112 may elect
to perform a handoff to associate with an access node operating on the second carrier
(block 514). For example, if the access terminal 112 (e.g., a handoff controller 232)

detects a home femto node on the second carrier, the access terminal 112 may clect to

associate with that home femto node. If the access terminal 112 is in an active mode



[0061] If the access terminal 112 is denied access to a restricted
access node (e.g., access node 106) while in idle node, the access
term nal MW@2WeM26en€@quest associ ation with the access nedewwstdosbizesn
access termnal 112 is denied access to . the access node while in
active node, the call may drop if the cd erage on the first carrier
runs out. In such a case, the access termnal 112 may end up in an
idle node within the coverage of the access node. [0062] The
initiation afs &nREAESAHESdDEnAE LB PR IS NEY bd Bed W §&rhn active
anot her carrier nmay be acconplished in various ways and based on
various cri hatdoff, For exanple, in some cases a macro access node that
is aware of the possible existence of a fento access node nay request
an access t ¢l hal If the penctsoemmiazl 142 fis denied veresytosigastGeteditccassinode (eency
that is periodically specified by the network, In sone cases, a fenmo
node may seRAtFCH méai%@twmlﬁrm e wpde. theagersh ymiah F rmasoregueshssesiagion
termnal that,is connecte oit to determ.n ether it is

hppr opri at 6 ih BeAGOR Ao s 1 1 spfess rH Ll et derliRsR)  hogapace
mentioned abaye, YWie034d Lﬂt?eséap(n?ar Abp BHe RCEETSod %E fﬁ'rs{? A @PRLOAGNES @
restricted access node, I’nterference, janmm ng; and ou CofTservice
condi tions gRY 2QG6UFhe al@sTid-hGal £12SHA endQRdh bh AMSmodGitRA HRSDvAASE F
may grant some form of access to the ‘access term nal in accordance

wi th the tedrhctgsndter ei n. For exanpl e, the access node may grant
tenporary access, restricted access, or sone other formof access to
the access (M6 nalThe Thagtwnaid porchdyre dupdaerminds vihsthetioswlitoh to anodlick |
now be described in conjunction with FIGS. 6A and 6B. For .

conveni ence faTHeH B3} bq dceiplaie Bsvanigaewiis and aser op ¥Rl cfifrias Fohe

access node _106.in the follow ng discu sdp . Simlarly, .a quest Or
Al ien acoes S HihaMq S 2 Mgt acCeR Rp0g AL is avart of hesidssiBle dxElReq
b f d i )

e ref o o0 5400 B ORORRS Sk B, Liinel B90ALAS! SRERSRALFH i o

bl ock 602, in sone aspec access to a restri access

based on pohifefudhed tHaeH pbasditdNE sBEGERESHNAERet WOk, IASok tdsed)@ felBSGbibed
in nore detail below, such policy may relate to, for exanple, one or

nore of whi chyacekesisquestior en nffffeksempycdoeh granteds @oniasishat ioswnhengl to
the access termnals may be granted access, and whether there are any
restricti ond todetemmine whetherdt is poReBriate todunedord §pe clos, madieacgetsawde).

controller %(90%3]( © %S,mén%lr]g({rﬁ)%%’%eg apg?ll:sit %3{' alien) access terminal approaches a
restricted access node, interference, jamming, and out-of-service conditions may oceur.
To mitigate such conditions, the access node may grant some form of access to the
access terminal in accordance with the teachings herein. For example, the access node
may grant temporary access, restricted access, or some other form of access to the
access terminal. These and other aspects of the disclosure will now be described in
conjunction with FIGS. 6A and 68. For convenience, a restricted access node will be
referred to as the access node 106 in the following discussion. Similarly, a guest or
alien access terminal (e.g., which may be granted guest access) will be referred to as the
access terminal 112,

[0064] As represented by block 602, in some aspects access to a restricted access
node may be based on policy defined for the access node 106. As will be described in

more detail below, such policy may relate to, for example, one or more of which access



manager) |ocated at the access node 106 determ nes whether the access
termnal 112 is permtted to access the access node 106 (e.g., as a
guest accegg2tenmgiéal ). I n some cases, policy for the 2¢¢rS300M03841106
may be defined by another node in the network. For exanple, an access
controller 220 (e.g., a policy manager) lﬁrrpl enented at the
centralized controller 202 (e.g., a central access nanagenent
functi on managed by an operator or service provider) and/or an access
controller (e, ' ' ' d
home acoess o R dy bR SAAIRORG] o TRLATRARAY Hp B0 FRIACLELES
control | er 2dbwhdh@sker&Melahi RStrFBYnd dHRRiseBRGs.t he policy to the access
node 106 via an appropriate conmunication link (e g, wired or

W rel ess) t@sonf i dus@enodspegs aiceacpas cantrodier 2 I166(e 26 taplemBRtR alfdbicy | n
some cases, policy associated with one policy manager (e.g., the
access cont rehigsr) loctyd arthe ageass nodeel Opdleicoyinaswhethatlekontss erawred he is
policy nanager,ée g., th% access controller 218). For convenience, in
the fol | owi REFHieineeseshiby aprshenode d 08 &-§- s VS 2GRept tepainpler Brsomg t o

i | h i | 1 0066 by . bl k 604,
2t "Some. poi fEebRoipne Fraediad Togmiviareind Baf SOR e i pugbirage
area of thePapéaﬁﬁalen%ﬂ&cé&%nmgﬁggdogg?% pﬁﬁi@?g%ﬁ%?%g{n%%%rﬁg@alat #hi2 may

request access to' the access node cover age
area) in sogentBRIRontrdINer SOPE:. € F5@StrhINRcdsE ARSI mIRY LRI of §fkinaYdd@yain
nmessage such as an SMS nessage. | n sone cases the access termnal 112
may i niti at epaatoeguestceyyodatdrpaptorng staess egistlar2 18i(¢.4., & heliganesger)
node, initiate a call with the access node, or handoff to the access
node (e.g., vpeneited gringesoriated hpmeaycess israionl mancddfion the rotics weHemented
request, th ccess termnal. 112 may send an identification paraneter
{0 the acceDkMigaess oo 506 7] Eﬁ%@éﬁ?l@%%éﬁ%yefaerbﬁfngr%@ 180t theprsass node

i f . O i
st PL o SBE L RYGR e MG AGERRNREES PRl B Bre B ARG,

F | ey t AL Zakd:
or exanp eupm@pcﬁfeylafﬁe nedes 6 166 msom@rea@y,.aaﬁléy %aiaga @ﬁﬂbﬁ%&ggy

234) may issue a challenge to the access termna and verif
response it na@get «es, the adbetswntrdifer 220RES) dvfriie@licildsdocidtéd $ARBnother

i npl enentations, the access node 106 may cooperate with an

aut hori zat i policyavarheet(k.gatheongesanehtmticolil).i Py cemvenencd, @ ghe following
associated with the centralized controller 202) to authenticate the
access t er niiisgyssipn 2 howe gecesyiprpigplieifibecaferpdtoginale es Hanecesy tegpinal 110.

AL S R G

det er m ni ng S e aC term .
repr csent oy bt og RS RSIER AR ab IR TSRS BedEesf g
policy inpl enepjeetdayst biRsA6 GRS c&INbAO J6QE. g2 5&cqNE theARVLARAAL Y in
input fromthe access termnal 110. As an exanple of the latter
scenari o, tbkenomwaederoin dohe caee dsSreadEmdObe wRYvikS eckdage ARAAS Sn SMS
terminal 110 to authorize a guest access termnal to use the access
node 106. [ 0B8QEThls spukiceses Hesectsoizanmgl biZgnayi injtiatze rdesst hybeidmplingto
with reference to bl ocks 612 and 614. As represented by block 612, a
request may 'ES PG HeRcEY NoAe IpERE aralah g acsgss pade. athasdetTple 106
requesting toegll w .t he access term'tgél 112.to.&giq access to gie.g.,
register wi fRPYIEC S&c¥iHDHR 2108 S FLEPELCHILY U GgeReay e
based on theg.pal tleﬁx{inaitllﬁ nﬁ?%gtﬁfsanﬁggﬁiﬁw@onﬁﬁrﬁ&&% AR &R daaKest _or

grant the request (e.g., aflow ng tenporary or pernanent access). The
policy inpl eyt ed AieprasaRa Dy bR 600 8ipoR YeckPKES M@ FdqQss b MeBeesEfde
exanple, a policy may involve one or nore of the criteria set forth
bel ow. 1007006 (e.sahercasipacitid), shqeekess yiodmld6onayuiigeticun: the 6&sss temmihalol

l'ist that identifies
112, For example, the access node 106 (e.g., an authorization controller 234) may issue

a challenge to the access terminal 112 and verify any response it receives from the



permtted access termnals and/or non-permtted access term nals.
Here, the access controller 216 may conpare an identifier of the
access tewbnpab/oddd® W th the access control list to determsmmswiieiiher
to permt access. [0071]In sonme aspects _a policy may all ow all
requests to be tenporarily admtted for 14 speci fied duration and
permt sonme formof restricted access. For exanple, the access
termnal 112 may be granted access for 15 m nutes, one hour, and so
on, and/or LAesAEEaRs 118! A ddle ihpRolRMHOS, HeABLEIh R85 RadeoGREAEL My
times. In this way, potential out-of-service events nay avol ded at
the access a@d@hdi@tion, hthERR4Ad, Aand FBURBRSEHEr (@.pRAkdoEMtcdRMhIRANT

per manent access to certain access termnals (e.g., permanently

ent er ed i nt certthbzal cosiecl law362) tgrutip)ticatedlre mxespdrajnabhl Ofenebymay gr ant
per manent access to a nei ghbor access termnal. Such cooperation.

bet ween nei gHboisatng Weiea ortsemp ofer el pssaeinted wWithghg appess yesaninal
grade of seryice for each neighbor. [00731ln sone aspects a policy
may define &X#%erent types of access that nay be permtted under
different ci t aneces.. [ . I lic ant access to
any. access. (ORI PRl LT R 6B ghe SRR b S EE SRR g PREGES )
some aspect §eRrmifink WhelFRY 0deRR Ak Mo tieatak terfial 8120fAL REreRGERSH
termnal 112. For exanple, a response to a registration request "may
depend on wheich610,tkie daeeasaiohefayiadlasciba thepdlidy afplefhefedd the@bcadd
active node. As a nore specific exanple, a policy manager nmay be
confi gured tontelicoigtdnd adpitipnadiyt @put e dreaacyess erminekb] 100 Aswn cagmpleof
termnal 112 if the access term nal 112 is an active node. )

Conver sel y, e [piar sespangfasgernerafthp acesntqdg d Pe may gseibe peogssopianiagl 190 th
of the access,controllers 218 an@ozzo mhenevere? equest is received

from the acé‘é@gn‘?eear%eﬂéllcceﬁffr%ﬁ% ipe the 2pogps 104 10mer eby t hese

T o TR g 0 AL A, S AT RGEPR B0

on the signgh2 sid @RIIAR @re®h@BBY Block 612, a request may be provided to the policy
manager of the access node 106 requesting to allow the access terminal 112 to gain
access to {e.g., register with) the access node 106. As represented by block 614, based
on the policy, the access node 106 may then deny the request or grant the request (e.g.,
allowing temporary or permanent access). The policy implemented the access node 106
may take various forms. For example, a policy may involve one or more of the criteria
set forth below.
[0070]  Insome aspects a policy may comprise an access control list that identifies
permitted access terminals and/or non-permitted access terminals. Here, the access
controller 216 may compare an identifier of the access terminal 112 with the access
control list to determine whether to permit access.
[0071] In some aspects a policy may allow all requests to be temporarily admitted
for a specified duration and permit some form of restricted access. For example, the
access terminal 112 may be granted access for 15 minutes, one hour, and so on, and/or

the access terminal 112 may be granted access at certain times. In this way, potential

out-of-service events may be avoided at the access node 106.



received at the access node 106 (e.g., fromthe access termnal 112).
For exanple, a policy manager nmay be configured to automatically

of fer tenwoo znyoxes2vi ce to the access termnal 112 if tPtheusiogseds4l
strength fromthe access termnal 112 exgceeds a threshold (e.g., to
reduce interference at the access node igG). I n addition, when the
measured rise over thermal and the noise floor at the access node 106
i's approaching an out-of-service threshold, a policy may permt
tenporary agmess o ldik AGERSSpdIRY M Prant bérmteQeUOlHs Blkertain access

out -of -service condition at the atcess node 106. In sone aspects the
access nodetchHmal¥ay.¢hgcrtRségiedterdd iftoahd Sbfdederdreif) OF&@TexhiigleN B owner
limt to allow the access termnal 112 to transmt at a hi gher power
t hat causesmay gangpermange agessto meighidr acd@s tehmimalvtarch nenpetadion Yegiveal
in a macro cellular deploynment. In this way, the nunber of

out - of - ser vp‘?}éh'@&%‘ﬁt‘?éb%ﬁ{%h auEesky sbsingompipygd sade elngeees fof el 6] | n
sone aspects ., olicy my define different types of access (e.g., in
conjunctionnﬂﬁlﬁ“tenporary access). For exanple, a policy may specify

that the ac term ' ' i At

(g furl TRFLi cof O ehertyl Boled S RARYLIRHL oy ASASE BH AR be
policy may spefidduddbeditfbiRf GeaRSEndes! Fbrahmab2iht @ﬂi@ e RauLEsdo

|l ess than full service (e.g., to restrict consunption of resources
such as bandwy sticbssad¢rniil tiactagsmpirgeo b} an BOIT @kanpl e, the access
termnal 112 may be restricted to signaling-only association. Here,
the access {M7d] nalln sdre mpycibe peldhyimdyedtpers arttbe eadlbwge ofibd ecce@demiinala
path provided for signaling. The access termnal 112 nmay thus send

si gnal i ng t élAnkPrcst@plyer SERpASE PrfgcEistEtion fravsy suy deppdontdsthephes ome
ot her network el enent .(e.9., a,macr,0 RNC).. This type of sigpaling,my
Celate to PrREaTBrd TS SIREES ot Bty Rate ST mie PegRErr AR
However, th gﬁqg j | | gwg@ : Lve
user traffi?ot ro%%ﬁ&?ﬁghgg%gé ﬁ% ém%%g%fg.g.,r%ﬁﬁﬁ%%gﬁupmgggﬁgt
perm tted). ofQO/RIhiRalyab iANOLAEEs tEXAM 182 ishnRelii CodBYCoRPasET Ya oty
the access termnal 112 is to be restricted to |ocal signaling-only
associ at i onmahiges nmy dho abafiyratey nomiyene er bétbbf tx amqebecontrolbat L8 and 220
generated signaling such as redirection nessages, resource
utilization “gﬁes@agwq(l@si tp.receivsd diomt thelacdep temhiagldd @ evhen #nglidhagvarhereby
control nessages.. ln so aspects, this signaling may relate to nedi a
access cont H§Pe ERiEEMRY p é‘lpaﬁb'ég%{?‘?‘ﬁ?f&g ther to ,ggangﬁ RE P Hiy access
connecti on k&PB{?Yi?ed to the core network. In addition, paging and
mobility-rela ed'5|gnaling is not supported. [0079] Referring now to
bl ocks 616 , Lapl | 3 y
obtain pernﬁggﬁgn H?gﬁﬁggﬁggga%gﬁg%?ﬁyﬁgﬁgaﬁgfﬁgﬁﬁfﬁgﬁg ngggﬁg%e
106) bef or e rgeaRl bitlc aGeaSHAE 004 ke FEHE TS bekfcnanallli2). Fafexaxplop e,
at block 616 the access node 106 (e.g., the transmtter 212) may
forward a reqligsmaragergnyy e guégtred tcassnateglestdr tamahaoy satvivero thel at ed
information to the access termnal 110. As nentioned above, in

access terminal 112 if the signal strength from the access terminal 112 exceeds a
threshold (e.g., to reduce interference at the access node 106). In addition, when the
measured rise over thermal and the noise floor at the access node 106 is approaching an
out-of-service threshold, a policy may permit temporary access to the access terminal
112 to avoid an out-of-service condition at the access node 106. In some aspects the

access node 106 may be designed with a relaxed rise over thermal limit to allow the

access terminal 112 to transmit at a higher power that causes a [arger rise over thermal



20 sone inplementations this request may include an authenti cated
identification paraneter associated with the access termnal 112
(e.g., a vserpomarayz |t shoul d be appreciated that thePaEASs®S/ 073341
terminal 110 is not required to be present in the coverage area of

t he access node 106. Rather, this nessagg exchange with the access
termnal 110 may be enployed as |long as the access terminal 110 is in
service sonewhere in the network (e.g., when the access termnal 110
i's register gy SAREMALHE ptaBil a38RACbALRE dVISEnt O tABLWIT the nuhlDQRP] As
represented by bl ock 618, based on the recei’pt of this fequest (e.g.,
by a recei veut-ofsetvichwemy at thtieccagsards | demay batedddd. (e. 9., the access
controller 218) may determ ne whether to permit the requested access.
I n sonme i npll@Yeht atli eerse adpeds apylidynn] deénodiffstnt fypes of anatss fd.cani on
relating to the request via an output device (not shown) of the
access t er nFPEPnction WithgpmparamIress)a Fpegiawle. mngliayanyi etifybat thpaggess

di spl devi ce. ' - inal. 110, Th h
Cer mi nal 1LV | oR CEETRNer R Reua8 SRSl Mo e SRS

termnal 11Qpto provide a response to the request that indicates
whet her the request is allowed (and, optionally, the form of access

al | owned) . [ 8] As AlepiBsant £eblRy nﬁ&@?&iﬁzﬁat tH R cARE &BShal BN RALe 110
(e.g., atransmtter, not shomm) may then send an appropriate
response t o ptdvédeddse gan fiaterdi®ble. gho matrict corsdmpdove redolitcss B ponse
may aut horize access to the access termnal 112 (e.g., associated

wi th an aut hewxtvidtaeticiagess idded86) dier paamenie tiler acpese varad! A2 mbolk
616). Upon receipt of this response by its receiver 214, the access
node 106 nay°SiTH&H {§eigRrlngronky 50Fiatioe- @%é&%@%&@@gl basew bsradpmiged

bl k 622). 2] 1 . . i f
rccess ter mAdt SE6 kiG] B BPRYART B b PR B RicEy KatEH by
above (e.g. th@%edd@érﬁﬂﬁé‘foﬁﬂd bYeell %igﬂ&lﬁ%sﬁbnq %taﬁ&JsLL ﬁ(fdezl%g,) or sbile ﬁﬁfg‘f

cases, the access termnal 110 may configure the policy nanager

the access noWerdObmwhtlhgan maBRHNE). erhiofpasr sagff:aﬁﬁ$ n}hﬁ[‘dﬂté‘ﬁ}l, fhref ore
the access termnal arrives in the coverage area of the access node

106. For exarphme, pagingpnobibiyednalxgy endiregseatioma\Hosteget, thieacaiwd Roninziel 18
nei ghbor to _access the access node 106. |In such a case, the 21 user
may cause a9 plopid tasendarecpiviestréraffgatbraugh theacerse aeds 106/¢-gofall segp
mai nt ai ned Qy t he access node 106.
15 not permitted?.
[0078] In yet another example, a policy may specify that the access terminal 112 is
to be restricted to local signaling-only association. This signaling may involve, for
example, locally generated signaling such as redirection messages, resource utilization
messages (e.g., to control interference), and power control messages. In some aspects,
this signaling may relate to media access control (“MAC”) level operations. Here, no
signaling connection is provided to the core network. In addition, paging and mobility-
related signaling is not supported.
[0079] Referring now to blocks 616 - 622, in some implementations the access node
106 may obtain permission from a user (e.g., the owner of the access node 106) before
granting access to the access terminal 112. For example, at block 616 the access node

106 (e.g., the transmitter 212) may forward a request (e.g., a guest access request)

and/or other related information to the access terminal 110. As mentioned above, in



[0083] It should be appreciated that access manager functionality may
be inplenented in a variety of ways in accordance wth the teachings
herein. FOYO@90amslle, in sone inplenentations a fent o n&d&USEOSYBSE4INAY
be enpl oyed to tenporarily or permanent gé/ admt access termnals to a
cl osed user group and permt access to restricted fento node. In
one exanpl e, where one or nore devices belong to a honmeowner, an
access termnal nmay be configured to be a fento node manager if it is
assi gned aceqadintpdddnfaions thixel 5t ARNASRHe &t Althkhiicdtdd ABAIMSHoeXxanpl e,
a service provider may deploy a network elenent with fento node
manager funpiremntet Ssapqpbd witk thel aceespteartindel 1 2ok, e iues namek | losedlduser
group managenent. The service provider may configure either the
access t er nppragciftedrihat tho aecessepranyes] 160 istiebreunedoiorbo decserd imthe coYauagst i on
in the network override the other. [0084]1In view of the above it
shoul d be apiP et IS PhoRe e hisigesstrsrariingayith deageanteagislis| y

enployed to,mtigate interference in a wrel comruni cati on syst.em
Voreover ¢ hotihOs Fab Bl SAoR g feBo Bt L R P U A e iR s
and associ ahb@RrkaCHith & acbi R IRAs IEANES TRentE A% ES860H N 2
nore effective manner 1 n sone aspects as conpared to, for exanpl e,
techni ques thatarédyenagidy.ess these i ssues via lower |ayer (e.g., PHY
and/or MAC) nodifications (e.g., by adapting radi o paranmeters or
enpl oyi ng t (1980[i vissiropresenictlibplbéck 6¢3,.bajdd@BFhddecepnifition eduadd Gaie, byi
sonme aspects the teachings herein nmay be enployed in a network that
i ncl udes maEcevee BPtshewe hagecesetermninalyl Ifde sothsartass egntralengdd Bkmay
envi ronnent ), and srTEI ller scal.e. cover age ., a r.esf denti.al or

o €

e.g
bui | di ng nefABTHISH Pyt thy Frauge! a;&g%t {orre imglemyniziionsdais may
termnal ("AT" - thr th et K, the access termn nal e
served i n ciphe g AuRHAE b E A R red P RE S ST B oy ¥y
MaCr o cover gogc Wck@tetiRalaG0 €88 dxGfPieNleqIBY nid§ bS BlYRFBn aO&i.gﬁéy
| ocations by access nodes that provide snaller”scale toverage. 'In
sone aspect 8evitdf thamktR terfinae 1 B €1 ieadeSof iiRyach&ss usmthal 01 (PHOVIhGLUse an
i ncrenental capacity growh, in- 22 building coverage, and different
servi ces (elnguf ddvise (motsbeen)rodithesiccess ermanep bl te pow)de d mspohe: tditlecugisison
herein, a nqde that provides coverage over a relatively large area
may be ref efitbmdicatenwhatherdhe wanestis allawebiadaptiengivolhe fam dfegessage
over a rel atli veId smal |l area (e.g., a residence) nay be referred to
as a fento ﬂ&%e: ‘A node that provides coverage over an area that is
smal | er tha cr I fent , .
referred t ofba@ lgapij%g%{g%gég Geé?’é’ fk{cﬂ %?%&F%%ﬁ%bé%\aﬁe@égfe&%ig[‘r’ﬁ%ﬁd%gmmer’ not
comer ci al  bawd i@ khen LABE AhpepriatcassOndcab &t Abdstndic"RB! AsMBoned
femo node, or a pico node may be reférred to as a macro cell, a
fento cell, alwveahireponelthay dudmpiec tdces| ty theladccsoeminapl 12eRL alsbeinsd a
given cell may be further associated with (e.g., divided into) one or
nmor e sect or ¥ithao@atpntivaied ideptificatipp biremricoproyided heroakdrM. ndbagycaiptyfbe
used to reference a ymacro

this response by its receiver 214, the access node 106 may then grant or allow the
requested access based on the response (block 622).

[0082] In some cases, the operations of the access terminal 110 employ policy
similar to the policy described above (e.g., as implemented by the access controller
218). In some cases, the access terminal 110 may configure the policy manager of the
access node 106 with an identifier of an access terminal before the access terminal

arrives in the coverage area of the access node 106. For example, as mentioned above a

user may elect to authorize a neighbor to access the access node 106. In such a case, the



node, a femto node, or a pico node. For exanple, a macro node may be
configured or referred to as an access node, base station, access

poi nt, eNodeBjsmmes2o cell, and so on. Also, a fento nodermaywokar3sds
configured or referred to as a hone Nodgg hone eNodeB, access poi nt
base station, fento cell, and so on. 8]FIG 7 illustrates an

exanple of a coverage map 700 for a netvvork where several tracking
areas 702 (or routing areas or |ocation areas) are defined.

Speci fi cal | Yeor #a§@5usRlan GOUEFRAEASIOBE ﬁ{a@gto"‘ﬂlé Qcc%gs%ﬁfr&gls%%ﬁﬁm ?%ﬁ
702B, and 702C afe delineated by the wide lines in 7.

syst em pr oviidescoss iclce®s. conmuni cation via nultiple ceI S 704
(represented by the hexagons), such as, for exanple, macro cells 704A
and 704B, w083kaclt shelld boeppycised thatadedsynamago furesporiity mgy becess

node 706 (e.,g., access nodes 706A - 706C). As shown in FIG 7, access
terninal s 7ORlgetied indopasty of s acsordgra vahdheroaBingnhgreve For sifarded

Bach- accessi BRI FOR Ay EOVRIIECRASH oY b R s Gmaietber
nodes 706 o 3(18&%(19111] acgégs e\g\ﬁh} ﬁ tg‘gg{gl)%d el @Xﬁﬁ Sl rﬁlemﬂ{f %g‘m)a at a

gi ven nomen ependi'ng u e acce

active and Y@@ﬁfcbﬁrfeﬁﬁo rlo%e' Ih (ﬁﬁfekalﬁﬁi@ dofdre ofcddr merd d&)f@é%l%l%ng the
network may provide service over a |arge geographic region. For
exanpl e, theomesser,ealabssy 2dnimymeobedonsgved &l bdd RekKSndda nfanager if it is

nei ghbor hood. [0090]The tracking areas 702 also include fento

cover age ar esign?d accessriemting fenctiopmanagsagthiuef Intdnethbentmploy erreige ar eas
710 (e.g., fento coverage areas 710A) is depicted within a macro
coverage ar e@vmameié deploy sretrarkcberasi gathprayw mpde mypnager fungtien tg apaly

appr eci at ed e area 7 i

o Te o o s oSy %Oqt%fegpagoéeﬁ?sgagf%ﬁ%wemct gerbige Pgﬂvgﬁér may
nunber of f %r[ﬁlggga MGEAHE 188 mfitd] R IBS%gﬁﬁdg%f& AL ERLeR n@degt'nélrﬁlﬁcr
ea . SO,

tracking ar Oor macro coverage area one or nore
coverage ar @agtidiRtthShWOk t8BYerfige BRftRed Wi thin a given tracki ng
area 702 or macro coverage area 704. To reduce the conplexity of FIG
7, only a f¢l084Lceds viRadeshe/dbye Acmsdbd gprdchaddsthat@B; teashéhgh detein mades
710 are shown. [0091] Connectivity for a fento node environnent may be
est abl i shedb¢ pdvpaiapesuslywapdoyeftor miigaiepiterferenag, in 8 witelags eqramesscaiion
communi cati on system 800 where one re fenmt o nodes are depl oyed
within a nef MAtROY GnthEriteh ﬂ@p@eaog Fi@gq'rlgvel P&ediyesSHER @d@“fi‘ﬁ%aﬂées

mul tiple fent, installe

inarelatiVve Cl‘ihonaqr?ceé'é‘éeé ;m% f?%?%“@ﬁ?ﬁ“%ﬁ%%‘l?%f éjn 9 dm?%%?fé”%?“%ﬁ’e
user resi deﬂpﬁﬁqega?&)cts eg%ﬁ 851‘35’100 fcpr%qgmgl eéﬁ@@ﬂh&%&! StirdsQ 1Rs s des

area network 840 (e.g., I'nt ér net) e operator core

net wor k 850 viilgweér 1BRk (¢, @UPHY,ana/oERDi@ eEeMHods (8igl, Q)k%ﬁ@ting Rédio OF
ot her connectivity neans (not shown). As discussed herein, each fento
node 810 mayalmeoitiricgplaythg tonsdrismnasdoeedtgd access term nals 820

(e.g., access term nal 820A) and, optionally, other access termnals
820 (e.g., HW88ks termentigncRop). in pameashents e tegshingicheens mey bf: émpbyed

nodes 810 may be rele(c}%l ééed% wher ebé |ve access te[@ nal

be served by A EEPTHIFAUGRSTERGAELP SERC Gover $ # EREG N ‘?}W%f 0 but

may not be : - des| ed f 8 a

nei ghbor ' s ?@#@g’lﬁg% 89381%8?93? S&?e c!oggl%ée 61 ,ea%ﬁd&%gﬁﬁ- buillgmé Geldlork
environment). In such a network, as an access terminal (“AT”) moves through the
network, the access terminal may be served in certain locations by access nodes
(““ANs") that provide macro coverage while the access terminal may be served at other

locations by access nodes that provide smaller scale coverage. In some aspects, the

smaller coverage nodes may be used to provide incremental capacity growth, in-



[ 0092] The owner of a femto node 810 may subscribe to nobile service,
such as, for exanple, 3G nobile service offered through the nobile
oper at or owdeommeaexr Kk 850. In addition, an access ter npoaiusdReorsmiyt be
capabl e of operating both in macro envirgnnents and in smaller scale
(e.g., residential) network environnent ¢ In other 24 wor ds,
depending on the current |ocation of the access term nal 820, the
access termnal 820 may be served by an access node 860 of the macro
cell mnobile ; f f

(el g MthePIRHBEASAED B0 0P 08 s, Sy2eha b BN B0dEELELS,
correspondi b dikessidndRtddenaRdIS88Q) protides @¢apt Gver WGRHRISIMAS GFdagdy YeS
outside his hone, he is served by a standard macro access node (e.g.,
t he node 860 eragticowhemativenodelb4apilbthat prevides doverege dvet 8 hdativelyseialleteady
a fento node (e.g., the node 810B). Here, it should be appreciated
that a fent &-Botesidurehimyy berafurrvnrte Eorpaedchllenadetthat pxavides govesesess
termnals 820. h0093 A.fent o $§ge 810 may B? depl oyed on a single
frequency ofYCTiPh 2{ANAE 1S SERNSE N a MO ATaANE a8t Ti%eyea PahEHdi ng
on the parti r ' i.an, iLngle frequency or. one or . nore
of the nultk%#é%ﬁngg %gﬁé§§%§?Eg%%@ﬁéggafﬁﬁvgﬁgl%g)ﬁ%?gm ﬁﬁlﬁﬁﬁcies

used by a Mhwse) n0@?ce(ll%s%ciatédhf@itlﬂ@%cr%@g)le, alfORRHME 2 PR 0FRAER bg{: ﬁg

access termnal 820 may be configured to conmuni cate either wt

macr o net worder8&iGo @ a traerof el ofemslas], 8AOpichdudll, ~dpeddiotld. In some
sinmultaneously. In addition, in sone aspects an access term nal 820
bei ng ser vetnpymentétems.c: giveheced Mryriwyfuntiodr afpeciated avithde ., Hambidviep) steatre
with the macro network 850. [0095]1n sone aspects, an access term nal
820 may be BWHFi%§®%ed to connect to a preferred fento node (e.g., the

hone fentp %2 of .the. access }erniPau 820 mheneger @uch
connect|V|t®ﬁ1 I podB gjious appijcationg pper tergiudiogymay beyind g iefragncs a agkes s
term nal 82Q.4 i.1.hi i ' i it

oot 1 od t hafoddhs MaknBad, B pESGE BEF cRuuh Bl ARRP o e RN o
fento node &kQredt9Q9R AddeH B, BERAEHDN, dcbest PEinACNBESD, hBLR 8! arfd28 on.

operates within the macro cellul ar
Also, a femto node may be configured or referred to as a home NodeB, home eNodeB,
access point base station, femto cell, and so on.
[0088] FIG. 7 illustrates an example of a coverage map 700 for a network where
several tracking areas 702 (or routing areas or location areas) are defined. Specifically,
arcas of coverage associated with tracking areas 702A, 702B, and 702C are delineated
by the wide lines in FIG. 7.
[0089] The system provides wireless communication via multiple cells 704
(represented by the hexagons), such as, for example, macro cells 704 A and 704B, with
each cell being serviced by a corresponding access node 706 (e.g., access nodes 706A -
706C). As shown in FIG. 7, access terminals 708 (e.g., access terminals 708A and
708B) may be dispersed at various locations throughout the network at a given point in
time. Each access terminal 708 may communicate with one or more access nodes 706

on a forward link (“FL”) and/or a reverse link (“RL”) at a given moment, depending

upon whether the access terminal 708 is active and whether it is in soft handoff, for



network 850 but is not residing on its nost preferred network (e.g.,
as defined in a preferred roamng list), the access term nal 820 may
conti nue twWogeaneneX or the nost preferred network (e.gPCTiUS@008/073341
preferred fenmto node 810) using a Better3System Resel ection ("BSR"),
whi ch may invol ve a periodic scanning of3avail abl e systens to

determ ne whether better systens are currently avail able, and
subsequent efforts to associate with such preferred systens. Wth the
acqui si ti onegahgly, TRNRHAGESS FréVile flice AR B2Pgd MY glabictedifle 1Rar ch
for specific band and channel. For exanple, thé search for the nost
preferred sysingie,nimymixeo capadl ethypeviradvaalbloctks ldpomeighbetouery of a
preferred fento node 810, the access term nal 820 selects the fento
node 810 fof08hpi rAdewiaekinpatcess’0@alsoragiedcdemto, coy@B9T A Hénthi tired
above, an access node such as a fento node nay be restricted in sone
aspect s. FoFXBé&ri?rﬁ%h, ofgheyferio cavsrAEs 2158 8L higg-» SR Y ossscas i Pal i
services to,certain, ,access termnals...ln depl oynents wt -calle
estri cted (onoet ynATHRE e At 208 drhaty BRE b Al a7 B hel ol
be served b i ' {.:.fento
nodes (e.g. ?Se %‘ﬂgdf@%’gmﬁ?déébﬂ%%éﬁﬁg%@@é%@a}@ﬁ?ﬁ%t%%g%r%be‘g%%ﬁ i ng
user resi deRe@roddVdragd ST Th FRIEER AR AMSoer 8f RAAG cARYagB8reas 710 may
restricted to not provide at | east one of: signaling, data access,
regi strati obg dpagidgthiros giser wickengtaoeasti2loe agmtroaoecragekaca TR0 94Q}d, onsone
aspects, a restricted fento node (which may also be referred to as a
Cl osed Subsé&rbpico Grsiyge ksre(tNbeheBy) Moy badefined twithiroy giders trading acen 108 a
restricted provisioned set 72)% access termnals. This_set nay be

t enpor ar i | y “bP8FFRERETTS t dAd C’%lg‘er?éﬁ’&e§5¥9f.mﬁ17s%a§e§b%?§, a
Ol osed Subs ) Rohy GLop: 3 7hs TR 5 IFHLIAR R840, Set of access

nodes (e.g., Ténto node t "share a ¢ a c%‘é“sm‘control | ist of

access ter m#mllﬁ : @oﬁh@dﬁ!@ﬁ& £ ¥hicathdakbhvifca et ﬂ%g@fesga"aﬁslﬁ%g by various

restricted fento nodes) in a region operate nay eferred to as a

fent o channelays.[10R22QUnvsle AGS S iIRIsRittPNES SN PR sTlisn 830 Fherb@h¥BERoR
given fento node and a given access termnal. For exanple, fromthe

per spect i ve fofitoandaccedyldyed mithal a ncaworbpenrdrerno Spedidicatby theefaemti00 a
fenmto node with no restricted association. Arestricted fento node
may refer t&cdeempbivkogate mues $L0 (eastipmomedes H 0dormd StBRhaptalled ig a,
restricted fqr . agsocillati on and/ or . re]ﬁi stratjon). A hone fe,glo né)%g
may refer t & HFEENTBIREHE NENORhTYHOTHEN & 80 NOTE OF HOFRYSS] BSigeRcRb$iled
to access a { Q. . r to f ,
node on whi ?ﬁclﬁ%ﬁ%@%ﬁdgé&qg gf& %%%gﬁﬁﬁléue gﬁ”plgfgglr%fl y gﬂlfe%@;(le"fé&%t%%ﬁe e‘l‘é‘csl
or operate @RaobAB opdrht8RcdrEAEtRoROEHD VIBY DREMStted @ cabIf BBl OS8R 1ki &h

the 26 other connectivity means (not shown). As discussed herein, each femto node 810 may
be configured to serve associated access terminals 820 (e.g., access terminal 820A) and,
optionally, other access terminals 820 (e.g., access terminal 820B). In other words,
access to femto nodes 810 may be restricted whereby a given access terminal 820 may
be served by a set of designated (e.g., home) femto node(s) 810 but may not be served
by any non-designated femto nodes 810 (e.g., a neighbor’s femto node 810).
[0092] The owner of a femto node 810 may subscribe to mobile service, such as, for
example, 3G mobile service offered through the mobile operator core network 850. In

addition, an access terminal 820 may be capable of operating both in macro

environments and in smaller scale (e.g., residential) network environments. In other



access termnal is not authorized to access or operate on, except for
per haps energency situations (e.g., 911 calls). [00100] From a
restrict e 2itpi@2on@de perspective, a hone access term Ra/USEPs/HBsar
to an access termnal that is authori zeg to access the restricted
fem o node. A guest access term nal may f}ef er to an access term nal
Wi th tenporary access to the restricted fenmto node. An alien access
termnal may refer to an access term nal that does not have

perm ssi on LArRCepeRdih @aih@%aﬂ%érﬁn&dtﬂxﬁdﬁt@e mek%,terﬁm@mo fRr acB&E RaRal
energency situations, for exanple, such as 911 calls (e.g., an access
term nal th&20 deebe mtedh@r\aa abdeas addeden bf e Snaero @elrnmlﬁlsmeﬁvdriafw(e@ st er
with the restricted fenmto node). 1001011For conveni ence, the

di scl osur e Aer@ewfdesiarfiftyate H@é¢8| Ph<e puthetivroioalodes8 1i0n MA@ BB Hrexsidef a
fem o node. It should be appreciated, however, that a pico_node nmay
provi de the% Weﬁwegioeﬁqnaﬂﬁ%% epeﬁw%% Dt’;orfeéﬁmale; \ah@@r*@w@?ra@@ufaﬁdéa

def i neq T or " g5 SR SR Ao S DS HRBe ST v g
mul ti pl e- a?ﬁl%%?bs%ﬁﬂ@ﬁ?étqﬂ%{e%/%ﬁ%% &%g@ggb@ﬁ%@ﬁf@%@&%% Here,

comruni cati on e wreless a nment i

above, eachitlsRéumd B@hpﬁﬂ@:)’at&pﬂl’fﬂﬂmﬂeﬁﬂi £0deist B nfH) Be BhckIRFEcRFRELIS vkl 0 ns
via transm ssions on the forward and reverse links. The forward |ink
(or downl i nkjistimefaecass teominals 80mmuni cation |ink fromthe base stations

to the term nals, and the reverse link (or uplink) refers to the
conmmuni cat i BWIBT nk 4 feavie nede &18imayibealerloyesl artresingle Beayicaey emin thahi s

comuni cation |ink na bhe established via a sjngle-in-single-out
system a nﬁllﬁirilaﬁ’i"&‘? DppleifinaRensife: ?’@Rﬁ%ﬁfﬂé@%@%ﬂ %Fo%f?ﬁ%atb‘?h@?

type of Sysg\gg% f{e%?afn(@% {) 5 el\grl\r/r%rg 4PthE u‘ﬁﬁ}? 4R errlrryi%s;r{l Ay ?ve({ zr’ﬁltfg gﬁ%ﬁrm t

ant ennas an recelve an

M MO Channebo@@ﬂ‘r@@n@é’s&@@b mTaEI%QI%HéF g’"r}ﬁe%erﬁ%@}a' ve antennas may be
deconposed into i ndependent channe which are also referred to

as spatial ¢iasnel Sp sovhessPedys ar aedvgwmhﬂ}szo g ®l cOhfidub®l Disommunicate
i ndependent channel s corresponds to a dinension. The M MO system may
provi de i npritheedithehd macraneero(le8 . qr thd fginey nades BLY bptutot dortl stnulgnersigr
reliability) if the 27 additional dinensionalities created by the
mul tiple trénidtionalidomeasnes apaeeaniaamiarld2(Oring sased pookonp naded 1o

i/ vi of on cupleRo( by ifeserds ¥ b actmarvefiGPy and rever se
Link tr ansm[oi}%!sﬁm p{fl ﬂlgwb taﬁ@%bféﬁﬁpﬁ%ﬁ a?%' %H?f?ﬁ%réaﬂgtcpﬁﬁégt toa

reciprocity pri e es ifon o

channel fro F?effé?&drf&iﬂ%ﬁﬁﬁe ?’" $1kh € RSO Rlmto I@a@«afevf@éalc@s% téﬁﬁlaagﬂﬁ%eﬁwept
to extract transmt beamftormng gain on the forward |ink

nul tipl e antehrasncatieitys abisiiid. eFatexdhige ae}ceas&rp@ub"sbnbe[r%i&éi te}ihmai
teachings herein may be incorporated into a node (e.g., a device)
enpl oyi ng v&20 ssthaioip svlsotiler's orsidseeriizhg i¢ sl e devitet that the@assss ©mainal
ot her node. EéﬂG 9 depicts several sanple corrponents that may be
enpl oyed t o3#deqmipyeae %‘Hm‘?ﬁﬁk}@c}é’ﬂe&ﬁmﬁ’éﬁﬂééh ‘nodes. SpeC| fically,

= ui rol ess DIPPLe” SRR IR G e dibrRa r P S Bk iR
900. AL thedeheeotfis ol AL 1ab i PlreReRBRAL ggaagfaeﬁﬁerdq@gs E

provi ded froma data source nsm t ata processor
914. preferred roaming list), the access terminal 820 may continue to search for the most

preferred network (e.g., the preferred femto node 810) using a Better System
Rescelection (“BSR”), which may involve a periodic scanning of available systems to
determine whether better systems are currently available, and subsequent efforts to

associate with such preferred systems. With the acquisition entry, the access terminal



[ 00106] In sone aspects, each data streamis transmtted over a
respective transmt antenna. The TX data processor 914 formats,
codes, and¥{3t@frda¥es the traffic data for each data PCTERRABATEH on
a particular coding schene sel ected for éhat data streamto provide
coded data. [00107] The coded data for g ch data stream may be

mul tiplexed with pilot data using OFDM techni ques. The pilot data is
typically a known data pattern that is processed in a known manner
and may be lssema?uipﬁhﬁe EREI Y LIpeEiis baid 4nd cBEine Bt ckdifnl€ NRNRGIch for the
response. The nultiplexed pilot and coded data for each data stream
i s then noduolcat mefe(red eystensynah bt rapapeeptyiodasitd Uponadigardry o0k arcferred
nodul ati on schene (e.g., BPSK, QSPK, M PSK, or M QAM selected for
that data steaiamoddd ik diiagecsarisaninat $28relsotythsl fsmtomngde §2§ for camping within
codi ng, and.nodul ation for each data stream nmay be determ ned by

i nstructi ond®FRYFHEHEG by a processor 930. A data nenory 932 may 28

t de, ; i nf ti by, th
530 or ot het Camorsrietsn &l fhe%dfees U o R o s b BT
synbol's for i@éclmedé%@ctss.tﬁo?@%mﬁé,% ﬁi\h:%rferﬂfo%\ﬁ!dg%g%%r&s%?égeg@n%%%?&§ ¥

920, which may further process the nodul ation

OFDM . The Ttdih Mocprtoeasdor mAplothens Rith wb-daised\Wsthneioatiosya) sy mbol
streans to NT transceivers ("XCVR') 922A through 922T. In sone
aspects, thesstdiatidrvDgpreoeessoermad ngypinlebe fseahbtlyohainago wel ghbisk t o
the synbols of the data streans and to the antenna from which the

synbol i s barhgr idisdalinedert of Gotougdesins. the mte apdas81 0 ort rasisleiwithin
and processes a respective s ol reamto ovi de one or nore
anal gg si gngl}esﬁorfgw&g&ﬂgflﬁ%,m%%ﬁ%ﬁ }ﬁ%gm@ S(’@‘F’@‘?"F{egﬁbtﬁl?f}se%?o iMYes, and

upconverts) | J Vi Je dul at ed .si.gnal suitable
for transm ééisslngcrt]&lggé?ggra{élg%%%ﬁ%egér’]fg 1% g’ﬁ%ualcgﬁsgeﬁg%i Bang?’sp VBN
transcei ver ge:922 4 1ihQu@R 42T are then transmtted from NT antennas
924A t hrough 924T, respectively. [00110] At the device 950, the
transm tted[0098)I atiedomt gipatts, aacdricied Rinte tdodey(wiishandyeswdas r&BRA to as a

t hrough 952R and the received signal fromeach antenna 952 is

provi ded t o GloseeSplesctibardirpvmHome NodeB )Y i$ X@VIR4) proGdes setviugh r@54Rd Each
transcei ver 954 conditions (e.qg., filters, anplifies, and

downconver t 850visiqnsd setof perssstemanste dThip g anay beitgaorady of prsmeesidt i oned

[ |t ' I d furth .th ] N

o ovi de & CORRLRARATTE o JRarvE et o SRR BT L S e e
"RX") dat ‘ ' GES, R.Lecei ved
Synbol St 7 oSmaR S BN T e bEREL oE AL BRRAET pifgfhLere! Ve

receiver proggesilifthibesh tcaialt OARKMesh Mlich dBFekbeddesS¥ MI0kstricted
streans. The RX data processor 960 then denodul ates, deinterl eaves,

and decodes feaomodes) ect edionppirete sdyrteanfetred toeg avfentotdhentdet. af f i ¢ dat a
for the data stream ThefeE)rocessi ng by the RX data processor 960 is

conpl enent af§09b t Rarioperdasionsdipsbpay thies eRist REtMEeIpr givers Borto 904 wrdd gitee

TX data processor 9.1% i:t t he e¥ri ce 910. [Q0112] A processor 970
peri odi cal | J°& ETHNHe S OWFIAER raMdBaPHEPREYG Ihanpecess Emignls Besad

gg lrrg\er) 'Si Ige gf%tg SS&@S 1%53/ rge%)r tg grfngtlo %to Swith 0§ ¥e%{1'1s(:(taedl a'ss%l((:ia 101? g geestricted femto

node may refer to a femto node that is restricted in some manner (e.g., restricted for
association and/or registration). A home femto node may refer to a femto node on
which the access terminal is authorized to access and operate on. A guest femto node
may refer to a femto node on which an access terminal is temporarily authorized to

access or operate on. An alien femto node may refer to a femto node on which the



matri x index portion and a rank value portion. A data nenory 972 may
store program code, data, and other information used by the processor
970 or ot NP 2WeAIsdelent s of the device 950. [00113] ThePEEWEHERONFHIK
nmessage may conprise various types of iggornation regardi ng the
comuni cation |ink and/or the received data stream The reverse link
nmessage is then processed by a TX data processor 938, which al so
receives traffic data for a nunber of data streans from a data source
936, nodul ah@dsshyrnandiohd: atioriR80 2@ bh&BRGnPikcbit@orl JedPS hMBEIRY
954A through 954R, and transmtted back to the device 910. [00114] At
t he devi ce 9t@tionsHe.gn@dutalsed signals fromthe device 950 are

recei ved by the antennas 924, conditioned by the transceivers 922,
dermpdul at ed ¥ 0Y dErrsn arestristed fepavrde pegpgtive pdiopredeesss samipgl mayRxer
data processor 942 ract t

. | j nk t itted b
he dbvi co. B30 sotiie BrOELEEG: 485 R IrAaB S HEE SR "o Aty

trix t i nd f ; ; :
the. extr act Bl Hlsbleh e ddfesS B Mol BBty hdeE heppiaar s
comuni cat i Q6 AQFRONENLIRn TBYst REhMIENBNRILR o SPILek MRARE Hafddeb bt have
perform access/carrier control operati‘ons as taught herein. For

exanpl e, anpaetgis/téacdeisthe eomictedlfertMpOR Rt RN pBRYPLRRPEmAY Situstibis,

t he processor 930 and/or other conponents of the device 910 to

send/ r ecei véorskgnplk.suttods $1d ree dntanhen aderss eamifel, that, doekavit bevedbO)redamtials
taught herein. Simlarly, an access/carrier control conponent 992 may
cooper at e WPE PEIBEIOP fyicaisten pith Foe rgpfEeied fegptpapdQonponent s of the

devi 950 d/ [ [ |,s to/f ] t devi Q.
devi oo 010) I BAC EaF Gt RefsrBEnSebins hAPhARR-Baur- iy foe e inae
950 the Tungl)angkh k¥ni@hodd\Qs %u%e%gﬁiegi%%ﬁb@g%%ﬂ, had, GOrRonSALs My

be provided Dby a single conponent. F a’single processing
conponent NMBy,vRIANd ftheloRSinfilP Gink@6YAlity fr Ofarded 8o RELR 3R/ C BHF L:@MpEOA I8!
conponent 990 and the processor 930 and a single processing conponent
may provi denddeendyseotstncad,isthonefpidtdedaace $s/deftadi for a gioat fooksscampahent
992 and the processor 970. 30 [00116] The teachings herein may be

i ncor por at e#ind §¢tas. vari ous types of communi cation systens and/or
system conmponents. In some aspects, the teachings herein nmay be

enpl oyed i n[81ARI t iAvielas ey Eplepetsh CAPUHFRI0B FYLGHH BBY sitpytancously
comuni catign wi.th nultiple.users,by. sharin he. avai,l abl g system
Fesour ces ( ngoteyMipisafartiond Rl WreB eheh BB o oo HaheE
pover., - codi B thiftifl L& bRl RAL A Mlor nch 1L MR vid hRAGH fihe
herein nmay be applied to any one or conﬁlnatlons of the tollow ng

t echnol ogi esgrwiid@d REwtseiliaRs. MHet foltd AGIE@S Jown! efdrs S/t @Bmunication
Mul tiple-Carrier CDVA ("MCCDMVA"), Wdeband CDVA ("W CDMVA"),

Hi gh- Speed Rak ket thcoams staididSP e teriBidallJ the ysicesadink Tormplifd)vefetsan the
Mul tiple Access ("TDVA') systens, Frequency Division Miltiple Access
("FDVA") sy seamynicaionding o thie éermipigao (hredmseawmony. Sl cemgunicptindpdnal
Frequency Division tjple Access, (Y OFDVA") systens, or other
mul ti pl e acBB¥LCFHE ﬁLﬁt@%?sﬂg *P@F@?*“E iECa PR Ryt @l oyi ng

Standar ds, | LaINgd PeBBLorEuL ESEERRE pERHE' e Toscom, and
ot her st andfmﬂﬁs] A Mo a@ﬁfésn&scrg%sﬂlﬂ?ﬁ%@%@ﬁsrﬁ@%&ﬁaﬁ&mﬁﬁhmg%éwh

as Universal Terrestrial dio S , ¢dma2000, or s

ot her t echnedcoigy anteHRA fdriiiatatieh@ Smddi GIMVA MINMIO eBminehiopmddiyethé M- ERignit The
cdma2000 technol ogy covers | S-2000, 18-95 and |1S-856 standards. A
TDVA net wor knddlyrecerpt eremias may hdiloompobadohtodys isdepéndast dBhioishl, wBichtaem
for Mbile Cbnnunications_("GSNr}. An OFDVA networ k may i npl enent a
radi o t echndPdEferssddn aagpatiglahgglsyrhese Vs S rumir YVe} | B odthe a1, | EEE

802.16, | EEEdggezndgrg ’ch&"i‘!n%l% thgezs%(!s)té a%%ngéns%% he Eﬁwd:\)s"é}stefannga%%ﬂw E:e

improved performance (e.g., higher throughput and/or greater reliability) if the




[ 00120] As nentioned above, in sone aspects a wrel ess node may
conprise an access node (e.g., an access point) for a conmunication
system SoEd28/0deess node nmay provide, for exanple, CCHASRWBATBHN
for or to a network (e.g., a wde areawa?twork such as the Internet
or a cellular network) via a wired or wifel ess conmuni cation |ink.
Accordi ngly, the access node nmay enabl e another node (e.g., an access
termnal) to 32 access the network or sone other functionality. In
addi tion, ikddfieddl ginkasiaRitiesiraitedhy hatmMi)fe finshht hdbcetRaAnRALRSrdTRY
be portable or, in sonme cases, relatively non-portable. Also, it
shoul d be applizdi ated that a wirel ess node (e.g., a wreless device)
al so may be capable of transmtting and/or receiving information in a
non-wi r el es$0BdneA MIMChsysigppnapsupaetd tine hirosio e duilex(“TRDEY dnldfecqency. |
via a wred connection)., [Q0121] A w reless node npy compuni cate via
one or rmor e TN ‘@%’g"g?ﬂﬂ]&?}r dneiTHR psierts therfarvasd andyguate ik tpnsmissions
ot herwi se sypport_an uitable.wirele communi cati.on techpol agy.. For
axanpl e, i niRahe S AL R Fai S 3R SRRk SRR RP ahiFy R 5 Hation
networ k. | n pQE®,a3REGHS kR Er@ﬁlvy% FovBRY LiROORAAS € TRis RGRs tﬁézt'?c%%srs point

network or a w de area networ A wreless device may suppor

otherw se Usfex®e: teisii bear@fortiNvagdiby the ffordaF Eli8SSh&aRMHPle GAfeh R are

t echnol ogi es, protocols, or standards such as those di scussed herein
(e.g., CDMAavdibMRat BEBMesORDMA, W MAX, W-Fi, and so on). Simlarly,

a wirel ess node may support or otherwi se use one or nore of a variety
of correspof@i1fAg nddaleschises sreipmay bp incRinertercinorerode fe.9v ¢ 8¢vee3 node

may thus include. appr.opri ate conponents (e, g., .air interfaces) to

est abl i sh aﬁlalp@mwﬁv%&ceﬂwae raqmmléﬂtwgwethééieaetmﬂﬁe&%q Coh1G. 9

| i nks using her w rel ormbzniction. echnol ogi es.
For exanpl eflwaa\%mgé&e aggagﬁpr%%%pe&?%l?mé%ﬁgﬁﬁgée 5 loyee 8§3§mltﬁtflt§r? CEWETR 64 th

associ at ed LERRSIThdE! SRFiCLBE T 6F i) ! g s ks 208
or 212 and receiver 2101%&102%) ?ﬁga%l&%a%?&irhﬁg%rﬁ%{g%\?gﬁ %Eog@(%éﬁ%p%%%ﬁis

(e.g., signabinpaneésatielss évibeIsgnak., i agessahsjalidfatMiMoishitérabeo. At
communi cation over a wireless nmedium [00122] The conponents

descri bed hérealenica{V, reffiaratcireanedbirnf date atr¢aptsyis ploviday SomRedagar soiurvg
to FIGS. 10- 16, apparatuses 1000, 1100 1200, 1300, 1400, 1500, and
1600 are rePieSeriraamid X Idntaguosssor fbrrel at ed functional bl ocks.

I n sone asp the functionality of these blocks may be inppl enented
as a procesiﬁ}gﬂsy(jf' &S ?’?@F%ﬁieﬁ %Stﬁﬁm%?@swtbeéé’é’g%arreﬁw SR | n
some aspect guklif 1RGN ARRbbLs o 1h RERGLOLARK SnTReREvds TRL EIRBLEH for
using, for exanple, at TeasSt a portion of one or nore integrate
circuits (eegbhdafibirbeth Gdsed D aPafidBd SSik}eIcRERe scldttddTheAhla8nChh G T
may include a processor, software, other related conponents, or sone
conbi nat i onptdvéteeolied dEe f unctionality of 33 these bl ocks al so may
be inplenented in sone other manner as taught herein. In sone aspects
one or norel¥07he Thashéad dstadekerch daRiSESIm 1y bd Biuitiplexed with pdpt datnal
functionality. 1001231The apparatuses 1000, 1100, 1200, 1300, 1400,
1500, and 188088 REPM kehygeesodge prlotdaiads yptallve kegvat dataRatisey heim one

o 1oL oL P AR SRR RIS W R R
correspond EfPannEiorEsggﬁmh@ rmfiti i q fgglt ﬁﬁ%&@rda{z&z@r 9&%]& Q%%%H?agrr? fjs then

herein. A carrier si gni ng 4 may correspon

exanpl e, a e@dilaRl (58] $eiber meptdfsusel scagatciiheniutiofsdRIFI(H2] BPSK,
configuring neans 1006 may correspond to, for exanple, a carrrer

sel ect or 220SRK, M-BSKszad-(heke selectd foethat dtngreamao pralidaanadmiation
correspond to, for exanple, a receiver 210 as discussed herein. A
carrier sw syRbadet Ercrdat maty. easlanes andioaduefiondor sagk geadireag mppbe exanpl e,

a carrier sgl ector 222 as discussed herein. A rgcei vi ng neans_1202
etermined by instructions performed by a processor 930. A data memory 932 may



34 discussed herein. A paraneter presenting neans 1606 may correspond
to, for exanple, a transmtter 212 as discussed herein. A receiving
means 1608vorggpvewnézespond to, for exanple, a receiver PCHUEH08/073341

di scussed herein. [00124] It should be zgderstood that any reference
to an elenent herein using a designatiofA®such as "first,"” "second,"
and so forth does not generally limt the quantity or order of those
el enents. Rather, these designations nmay be used herein as a

conveni ent  gBtR6kah ceuéuhtagdﬁu%memf&%a%ﬁnséd@_t% 0B 6or8B 6 BRShS: OF

i nstances of an element. Thus, a reference to II‘S? and second

el ement s doeanpwknwedtheidaate @1y two el ements may be enpl oyed there
or that the first el ement nust precede the second el enent in sone
manner. Al st0108l edde stoduletionsymehols foealhdaestrasis eteghempreovided/tocohpr i se
one or nore_elements. In addition, termnology of the form"at | east
one of : A NIM{ precessad#0; which may dagher propess tisrmedwdation sy molsahsior A or
Bor Cor a i, nat.j ereof " 125] Tho of, skill in.the art
woul d under YR cHERc % SHCEDF St 950 o ot €S A pRisu b puraBh b0
using any o i 2 inf &m0l pgl t [ . For
exanpl e, da%vg?}a%{%élk rgl{SJ tﬁﬁg)%g%%ﬁ i nf 3??}%‘??%%%%.@%2& EI ts,
symbol s, angdroekspso2ohgplid¥pak Somaherentado tRIsPMBNBE the A PGS and to
description nay be represented by voltages, currents, electromagnetic
waves, magnéteiaatehnefrois worichpe syrobod & bedpyt tramahitfetel ds or particles, or
any conbi nation ther eof [00126% Those of skill would further

appreci at e {Hd0%an\Fagh rusecivadild teseives uslprenebses 2 resgeatiat syhlsd kisgam to
nodul es, processors, neans, circuits, .and al gorithm steps. described
'n connect i BIPVREEHS Ph@ogsaa@eséigaﬁ'lgaémeééﬂwﬁ%qr%ftwnﬁé@g-baénniﬁﬁﬁs Hisk 8l as
el ectronic hard e.g...adgital. .inml tation,.an analog. .
ol ement at Hoi s efipe aleb  dvies EReNER Hebil e A7 Hulyrien

usi ng sour cg,GRH NEMEY chSRTE ﬂ}&%&m&@&Eﬁghayﬁbm_teﬁﬁgée%ﬁi%gggyg h 9227

program or design code i1 ncorporating Instructions
referred toakehdi tanshifed CORVENIRAEGEs OB\ thERish W E Tedbctivelysof t war e
nodul e"), or conbinations of both. To clearly illustrate this
i nt er changedlilll¥}t y Agfthehdevae@6@, thadarsofittedemeaiularal signaks ard teasveddiy Ve
conponents, bl ocks, nodules, circuits, and steps have been descri bed
above gener anEgnas 3534 thiguadfdsgRand theypeived signpliijom gysbapiepnaehs provided
functionality is inplenented g rdwar e saof t war e depends upon
the: part: cul s Snssi T SO A e D dadhoren i FashGeBet R THe
overal | sys ... Ski| | e i o .ol L 1h ri-ped. .
Functt onal & EgreioRsic bR AL LBARS, WY cRGRITR s IS fPRbuPREens)
such i npl emaphdlel MR cHRfilileAREMSNG B iRAhmPRs, Al %Irﬁfe?%l%ges% RSP t&
departure fromthe scope of the present disclosure. [00127] The
various il | psivideta cofredpogiiagtrebtioeksymbeidukes, and circuits described
in connection with the aspects disclosed herein nmay be inpl enented
within or péirldtimed: tepeinn (RN datapadespr YWithen(re¢edyes andproaessesghe Nk
termnal, or an access point. The |IC nmay cor‘rgri se a general purpose
processor, &CgVET panbod sigrans e fanseerypsp4 bagad aipppEgwlpgRcdECi fi c
integrated circuit (ASIC), a f.ield.progra l.e gate .arr, FPGA) or
other pr ogr BiRFENInE FSBIEE el Moy BiREE Rty SePihe ReirlY o poghes
di screte hagpgygl.g d&%&}l@ﬂ@g,ﬁhémeﬂkﬁ%&,rah&éécoﬁ@@f%@?&é%&éeds?z bF&lcam to

mec

conponent s, ani cal conponents, 'or any conbi nation ﬁ‘fereo

desi gned t orfgldrakdmdrhe ddthl RetthOdSa SRS/ TS PrddedRipby (RORXHRNK (RIREd ©
codes or instructions that reside within the IC, outside of the IC,
or both. A §ébharcaimppurcpasetophoperdaarcd g ythdEX MIMQ papegcedaind thufXi n
the alternative, the processor may be any conventional processor,
control | er, darerasesnr g a4t ghe device 81Git e nachi ne. A processor may al so

be i npl enent ed Slls a conbi nagti on (())Jica%orrputing devices, e

.g., .a
[0011 A processor 970 peri ly determines which pre—coding%natnx to use

(discussed below). The processor 970 formulates a reverse link message comprising a



36 readabl e nedi um Conputer-readabl e nedi a i ncl udes both conputer
storage nedia and conmuni cati on nedi a i ncludi ng any nmedi um t hat
facilitat S¥OReAMTIEr of a conputer program from one pl REEFUS&NBBHeEr .
A storage nedia may be any avail abl e nedja that can be accessed by a
conputer. By way of exanple, and not lififitation, such
conput er -r eadabl e nedi a can conpri se RAM ROM EEPROV CD- ROM or

ot her optical disk storage, nmagnetic di sk storage or other nagnetic

storage devinfz@ss in@x RMordnde rafeiW Bl A afta BRSO A Ba @bk hrédram

store desired programcode in the formof instructions or data
structures aodt, tdtatandathechmf@oetasedd by tla prarepuwt 870 orAltls® compynents of the
connecti on is_prggfrly termed a conputer-readabl e nmedium For
exanpl e, if detiee tware is transmtted froma website, server, or

ot her renote source. usin coaxi al cable, fiber optic _cable, twsted
pair, digi ¢ {013 e WB%VF%@?%H}%%@? may, CORRPYE| VEHQUY R RE MBSO uch as
infrared, radi 0, 1 crowave,. then the coaxial, cabl e, .fiber e
cabl o, tui st Babb AR ink DE0et I8 R e SRGHE e e ke,
radio, and HClOMRMEAEcdsRlbydek ldla pRR.AS 9381 §hiaR o RE rJBIL UM PusY
and di sc, aseuggd heﬂg?ﬁfﬁghcwudes c%hpa%t &%sé %@Iﬁ, fas%ry%%§€?

optical di s€orativgibeabf 46 Sidkim SosliaSduta( SOV 936, apRatddl 15k apelihbregoay
di sc where disks usually reproduce data magnetically, while discs
reproduce datralitopied bpkHeytransdelvetsdiSd AshroTaindidRg bndnssofittddivaclatoakedevice
shoul d al so be included wthin the scope of conputer-readabl e nedia.
In summary, 19 shoul d be appreciated that a conputer-readabl e medi um

The previ oulMIRAEr iAstheotise St habeedied aene §é§%&ﬁ‘qm%e‘%§c%$3§ fisq eayed
bl jnl4| j . ek
i 2ol osuro. TGan R A AR AR R} bl folTBS So B e B8 RTS8y

apparent to (‘f‘[ﬁEl@@Ds’Ebtid, 86l hidcdshel B d RX A9 phdl@sQEOLS b GxREd: BRI BV link
defined herein may be applied to other aspects wthout departing from

the scope ofnckfage disalivsibyehe déwis, 950N @hP pSENET IS EINARIAincS whh pre-
intended to be limted to the aspects shown herein but is to be
accor ded t heodinglmetrixde oprefor detsimsnieg theieah-fomang ricizbisphaspragedsen theel
features discl osed herein. 37
extracted message.
[00115] FIG. 9 also illustrates that the communication components may include one
or more components that perform access/carrier control operations as taught herein. For
example, an access/carrier control component 990 may cooperate with the processor
930 and/or other components of the device 910 to send/receive signals to/from another
device (e.g., device 950) as taught herein. Similarly, an access/carrier control
component 992 may cooperate with the processor 970 and/or other components of the
device 950 to send/receive signals to/from another device (e.g., device 910). It should
be appreciated that for each device 910 and 950 the functionality of two or more of the
described components may be provided by a single component. For example, a single
processing component may provide the functionality of the access/carrier control

component 990 and the processor 930 and a single processing component may provide

the functionality of the access/carrier control component 992 and the processor 970.



THE CLAI M5 DEFI NI NG THE | NVENTI ON ARE AS FOLLOAS: 1. A net hod of

wi rel ess conmuni cation, including: receiving, at an access node, a
request f dYOaWeOHI6X rom an access terninal; and 5det er BCHIUSZN08/AT3341he
access node, whether to allow the requeﬁéed access based on a policy
mai nt ai ned at the access node; wherein the policy allows
tenporary access to the access termnal a signal strength of the
access term nal exceeds a threshold. 102. The nethod as clained in

claim1, wheyaie theepakhitys AefeiP haybe @forpatatdEiablvatiBud@pds.orby anot her
access termnal that is associated with the access node. 3. The
met hod as ctanmedcativnclstems dnddor s@stemicempodmentshdn sheheaspeatg thedeachingt her
includes: transmtting a nmessage regarding the requested access to
anot her accé¥sintmeaniarapleyedin p sruitiiesacsessay wemwinahle Heuppotte®s node;

o0 ot es SRR RERETRE s S e ST s rtpenie

?a " f lh:ir med g&c@%g ohE oror]:'xor%lo?i)%sdw]fdthotra%slmﬂg\%%l, rc‘o&izrl]g% irﬂgrtle%{fmgp aar;[disg rc])n).
For example, the teachings herein may be applied to any one or combinations of the
following technologies: Code Division Multiple Access (“CDMA™) systems, Multiple-
Carrier CDMA (“MCCDMA”), Wideband CDMA (“W-CDMA?”), High-Speed Packet
Access (“HSPA,” “HSPA+”) systems, Time Division Multiple Access (“TDMA™)
systems, Frequency Division Multiple Access (“FDMA™) systems, Single-Carrier
FDMA (“SC-FDMA?”) systems, Orthogonal Frequency Division Multiple Access
(“OFDMA”) systems, or other multiple access techniques. A wireless communication
system employing the teachings herein may be designed to implement one or more
standards, such as 1S-95, cdma2000, IS-856, W-CDMA, TDSCDMA, and other
standards. A CDMA network may implement a radio technology such as Universal
Terrestrial Radio Access (“UTRA)”, cdma2000, or some other technology. UTRA
includes W-CDMA and Low Chip Rate (“LCR”). The ¢cdma2000 technology covers 1S-
2000, 1S-95 and 1S-856 standards. A TDMA network may implement a radio
technology such as Global System for Mobile Communications (“GSM™). An OFDMA
network may implement a radio technology such as Evolved UTRA (“E-UTRA™), IEEE
802.11, IEEE 802.16, IEEE 802.20, Flash-OFDM®, etc. UTRA, E-UTRA, and GSM
are part of Universal Mobile Telecommunication System (“UMTS”). The teachings
herein may be implemented in a 3GPP Long Term Evolution (“LTE”) system, an Ultra-
Mobile Broadband (“UMB?”) system, and other types of systems. LTE is a release of
UMTS that uses E-UTRA. Although certain aspects of the disclosure may be described
using 3GPP terminology, it is to be understood that the teachings herein may be applied
to 3GPP (Rel199, Rel5, Rel6, Rel7) technology, as well as 3GPP2 (IxRTT, 1xEV-DO

RelO, RevA, RevB) technology and other technologies.



20i ncl udes determ ning whether an identifier of the access termnal
Is in an access list nmaintained by the access node. 5. The
met hod as WP a8 16 any one of clainms 1 to 4, wherei n PCHAISPHBD TG4
relates to at | east one of the group CO%?IStIng of : access duration,
access time, type of access, received signal 25strength, call state,
and access term nal |dent|ty 6. The nethod as clainmed in
claim5, wherein the type of access relates to at |east one of the

group consi $60109, OfThe fdabhin@siscdsih @izl ®B incdi@hadd 1&1@)‘(@ @I Ymﬁl%ﬁl@ﬁth@{vﬁtﬁﬁl,or
and | ocal signaling-only association. 30 he met hod as

clai med i n ptdermed by whesrehynoftapparsiuggsdé. gnyamhlsgmoalsséo@maﬁmamlec el afces to
| east one of the group consisting of: paging, nDblllty si gnal i ng,
regi strati oﬁOd@sﬁsgiﬁﬁéWSﬁ‘éh@é@t(P Aed Nfagio nofe afeminstodacte, pleprpds) @mlpq ng

desti ned for ode 38 8. The od.as cl ai ned
Sher el it hocprtare sqrg%aqr%tg 230 wcag%w&tép’r’ga SheseinspIn s Radie ine

SI i ][ Ihga?[ gﬁpaﬁdgcg IEG%‘LV&IIk %gtr@ er R@%@?S Con ?%1 a lge{sg nt?i{r(} Sc%m%oller é“]ﬁ%@% ase

and si gnal i %ns‘é@%&ﬂ s'ﬂﬁgnf((%'l’g he, RGCESWRr 'ﬂﬂl@ﬁon F’QFT)hg raﬂﬁ; Redr,aSgbal med
in any one of clains 1 to Wwherein the access ‘node 1s

transceiver, a basic service set (“BSS”), an extended service set (“ESS™), a radio base
station (“RBS™), or some other terminology.

[00118] In addition, an access terminal as discussed herein may be referred to as a
mobile station, user equipment, a subscriber unit, a subscriber station, a remote station,
a remote terminal, a user terminal, a user agent, a user device, or some other
terminology. In some implementations such a node may consist of, be implemented
within, or include a cellular telephone, a cordless telephone, a Session Initiation
Protocol (““SIP”) phone, a wireless local loop (“WLL”) station, a personal digital
assistant (“PDA™), a handheld device having wireless connection capability, or some
other suitable processing device connected to a wireless modem.

[00119] Accordingly, one or more aspects taught herein may consist of, be
implemented within, or include variety types of apparatuses. Such an apparatus may
comprise a phone (e.g., a cellular phone or smart phone), a computer (e.g., a laptop), a
portable communication device, a portable computing device (e.g., a personal data
assistant), an entertainment device (e.g., a music or video device, or a satellite radio), a
global positioning system device, or any other suitable device that is configured to
communicate via a wireless medium.

[00120] As mentioned above, in some aspects a wireless node may comprise an
access node (e.g., an access point) for a communication system. Such an access node
may provide, for example, connectivity for or to a network (e.g., a wide arca network
such as the Internet or a cellular network) via a wired or wireless communication link.

Accordingly, the access node may enable another node (e.g., an access terminal) to



restricted to not provide at |east one of the group consisting of:
signaling, data access, registration, paging, and service to at | east
one node. WQ®2009K621¢%et hod as clained in any one of cl ai RETASRYS/G73341
wherein the access node includes a 10fegto node or a pico node. 11.
An apparatus for wreless comunication, i ncluding: a receiver
configured to receive, at an access node, a request for access from
an access termnal; and 15an access controller configured to

det erm ne, aécefdtBe AGHBESOrROME nthehRIhBEMali§. 3 h@Mid @ shQUUBS 4BEecRREESS
based on a policy naintained at the access node; wherein the

policy all ovimt brenpdotirof tiacoeissmipb¢ hatabboesis sbme miseg relatively wingpadable.
strength of the access termnal exceeds a threshold. 2012. The

appar at us aélso Hishradd banpregiaigdithat ajwissiess godoe.gp @l wisslesp deiea)wlsa ary bat

| east in par anot her access t.erm, that is associated wi,th the

t, I
access node APHaIPALE RBREEAILCLECTY R IRATTAOR It PATCE O TR GRYF 8
the determ Qﬁ%rbﬁjﬂaté égrﬁrgﬁ{lcitfaﬁ liﬁ{gr?asc:e (e.g., via a wired connection).

[00121] A wireless node may communicate via one or more wireless communication
links that are based on or otherwise support any suitable wireless communication
technology. For example, in some aspects a wireless node may associate with a
network. In some aspects the network may comprise a local area network or a wide area
network. A wireless device may support or otherwise use one or more of a variety of
wireless communication technologies, protocols, or standards such as those discussed
herein (e.g., CDMA, TDMA, OFDM, OFDMA, WiIMAX, Wi-Fi, and so on). Similarly,
a wireless node may support or otherwise use one or more of a variety of corresponding
modulation or multiplexing schemes. A wireless node may thus include appropriate
components (e.g., air interfaces) to establish and communicate via one or more wireless
communication links using the above or other wireless communication technologies.
For example, a wireless node may comprise a wireless transceiver with associated
transmitter and receiver components (¢.g., transmitter 208 or 212 and receiver 210 or
214) that may include various components (e.g., signal generators and signal
processors) that facilitate communication over a wircless medium.

[00122] The components described herein may be implemented in a varicty of ways.
Referring to FIGS. 10 - 16, apparatuses 1000, 1100, 1200, 1300, 1400, 1500, and 1600
are represented as a series of interrelated functional blocks. In some aspects the
functionality of these blocks may be implemented as a processing system including one
or more processor components. In some aspects the functionality of these blocks may
be implemented using, for example, at least a portion of one or more integrated circuits
(e.g., an ASIC). As discussed herein, an integrated circuit may include a processor,

software, other related components, or some combination thereof. The functionality of



25transmitting a nessage regarding the requested access to anot her
access termnal that is associated with the access node; and

recei vi ng WORE¥®d 16 to t he nmessage, wherein the respofEa/usp@BOZEHS
whet her to allow the requested access. ?) 14. The apparatus as clai ned
in any one of clainms 11 to 13, wherein e determ nation further

I ncl udes determ ning whether an identifier of the access termnal is
I n an access list nmaintained by the access node. 15. The apparatus as

claimed in ai¥e BREksAfisoGha B¥mblentcicddn soMEStRE A RAhighYhdrghatESHnio
35at | east one of the group consisting of: access duration, access

time, type efpcaoess;moecéihcetsiziddimks stFIGSgL 0, 1€@ldte totoptienal and
access term nal identity. 39 16.The apparatus as clainmed in claim
15, wher ei nfgnsdonaliie of access relates to at |east one of the group

onal St oo ambaiash o tpedanatide 1. 11061360, 1956 40, 3358 Snd 60 hay Thctuce
one or more rodules that may perform one or more of the functions described above
with regard to various figures. For example, an active or idle determining means 1002
may correspond to, for example, a mode determiner 226 as discussed herein. A carrier
assigning means 1004 may correspond to, for example, a carrier selector 224 as
discussed herein. A terminal configuring means 1006 may correspond to, for example,
a carrier selector 224 as discussed herein. A receiving means 1102 may correspond to,
for example, a receiver 210 as discussed herein. A carrier switch determining means
1104 may correspond to, for example, a carrier selector 222 as discussed herein. A
receiving means 1202 may correspond to, for example, a receiver as discussed herein.
A carrier switch determining means 1204 may correspond to, for example, a carrier
selector 224 as discussed herein. A receiving means 1302 may correspond to, for
example, a receiver 210 as discussed herein. A location determining means 1304 may
correspond to, for example, a location determiner 228 as discussed herein. A search
determining means 1306 may correspond to, for example, a search controller 230 as
discussed herein. A handoff performing means 1308 may correspond to, for example, a
handoff controller 232 as discussed herein. A receiving means 1402 may correspond to,
for example, a receiver 214 as discussed herein. An access determining means 1404
may correspond to, for example, an access controller 216 as discussed herein. A
receiving means 1502 may correspond to, for example, a receiver as discussed herein.
An access determining means 1504 may correspond to, for example, an access
controller 218 as discussed herein. A transmitting means 1506 may correspond to, for
example, a transmitter as discussed herein. A terminal identifying means 1602 may
correspond to, for example, a receiver 214 as discussed herein. An authenticating

means 1604 may correspond to, for example, an authorization controller 234 as



517. The apparatus as clained in any one of clains 11 to 16, wherein
the access node is restricted to not provide at | east one of the
group consv@eipg606z signaling, data access, registratiPOMUSPEASNTIZH
and service to at | east one node. 18. An apparatus for

wi rel ess conmuni cation, including: 10medhs for receiving, at an
access node, a request for access froman access termnal; and
nmeans for determ ning, at the access node, whether to allowthe

request ed agRefSedIReGE RPafnRed: b%ﬁﬁg%@h@%ﬁa@ﬁaﬁa@re%ﬁgﬁs f(ﬁ%@mplc
wherein the policy allows tenporary access to thé access ternminal if

the signal stmemgtér 00 o HBcaseERseit.e Afedbatingear d S0 8imbin E@ S pdidl to,lf'ér
19. The apparatus as clainmed in claim 18, wherein the policy is
provi ded, BX$@ﬂswrhWhpa2b4Mhyaaﬂﬁdhermaccess terminal that is
associated wth the access node. The apparatus as clai ned
in clai m18[WH24lo, Tghenldits upfarstaed @ﬁtrﬁnﬁa@ﬁe@ﬁcer QrpKementhiin yees a
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convenient method of distinguishing between two or more elements or instances of an

element. Thus, a reference to first and second elements does not mean that only two
clements may be employed there or that the first element must precede the second
element in some manner. Also, unless stated otherwise a set of elements may comprise
one or more e¢lements. In addition, terminclogy of the form “at least one of: A, B, or C”
used in the description or the claims means “A or B or C or any combination thereof.”
[00125] Those of skill in the art would understand that information and signals may
be represented using any of a variety of different technologies and techniques. For
example, data, instructions, commands, information, signals, bits, symbols, and chips
that may be referenced throughout the above description may be represented by
voltages, currents, electromagnetic waves, magnetic fields or particles, optical fields or
particles, or any combination thercof.

[00126] Those of skill would further appreciate that any of the various illustrative
logical blocks, modules, processors, means, circuits, and algorithm steps described in
connection with the aspects disclosed herein may be implemented as electronic
hardware (¢.g., a digital implementation, an analog implementation, or a combination of
the two, which may be designed using source coding or some other technique), various
forms of program or design code incorporating instructions (which may be referred to
herein, for convenience, as “software” or a “software module”), or combinations of
both. To clearly illustrate this interchangeability of hardware and software, various
illustrative components, blocks, modules, circuits, and steps have been described above

generally in terms of their functionality. Whether such functionality is implemented as



25 21. The apparatus as clained in any one of clains 18 to 20,
wherein the determ nation further includes determ ning whether an

i dent i fi erWQf2009[2616cess terminal is in an access |i st REAYUSREBOTEA4DY
t he access node. 3022. The apparatus as %Iained in any one of clains
18 to 21, wherein the policy relates to at | east one of the group
consisting of: access duration, access tine, type of access, received
signal strength, call state, and access termnal identity. 23.The
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to at | east one 350f the group consisting of: full association,
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24. The apparatus as clained in any one of clains 18 to 23, wherein
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[00127]  The various illustrative logical blocks, modules, and circuits described in
connection with the aspects disclosed herein may be implemented within or performed
by an integrated circuit (“IC”), an access terminal, or an access point. The IC may
comprise a general purpose processor, a digital signal processor (DSP), an application
specific integrated circuit (ASIC), a field programmable gate array (FPGA) or other
programmable logic device, discrete gate or transistor logic, discrete hardware
components, electrical components, optical components, mechanical components, or
ary combination thereof designed to perform the functions described herein, and may
execute codes or instructions that reside within the IC, outside of the IC, or both. A
general purpose processor may be a microprocessor, but in the alternative, the processor
may be any conventional processor, controller, microcontroller, or state machine. A
processor may also be implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core, or any other such configuration.
[00128] It is understood that any specific order or hierarchy of steps in any disclosed
process is an example of a sample approach. Based upon design preferences, it is
understood that the specific order or hierarchy of steps in the processes may be
rearranged while remaining within the scope of the present disclosure. The
accompanying method claims present elements of the various steps in a sample order,
and are not meant to be limited to the specific order or hierarchy presented.
[00129]  The functions described may be implemented in hardware, software,
firmware, or any combination thereof. If implemented in software, the functions may

be stored on or transmitted over as one or more instructions or code on a computer-



defining a policy for allow ng access to an associ ated access node,
wherein the policy allows tenporary access to an access termnal if a
si gnal st ré@gen/oyfier he access term nal exceeds a thresRETAIS2008/073341
transmtting the policy to the access nﬁge; 10receiving, at a first
access termnal, a first nessage fromt associ at ed access node
regardi ng a request by a second access termnal to access the access
node determning, in response to the first nessage, whether to allow
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node indicative of the determ nation. 1526. The nethod as clained in
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properly termed a computer-readable medium. For example, if the software is
transmitted from a website, server, or other remote source using a coaxial cable, fiber
optic cable, twisted pair, digital subscriber line (DSL), or wireless technologies such as
infrared, radio, and microwave, then the coaxial cable, fiber optic cable, twisted pair,
DSL, or wireless technologies such as infrared, radio, and microwave are included in
the definition of medium. Disk and disc, as used herein, inchudes compact disc (CD),
laser disc, optical disc, digital versatile disc (DVD), floppy disk and blu-ray disc where
disks usually reproduce data magnetically, while discs reproduce data optically with
lasers. Combinations of the above should also be included within the scope of
computer-readable media. In summary, it should be appreciated that a computer-
readable medium may be implemented in any suitable computer-program product.
[00130] The previous description of the disclosed aspects is provided to enable any
person skilled in the art to make or use the present disclosure. Various modifications to
these aspects will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects without departing from the
scope of the disclosure. Thus, the present disclosure is not intended to be limited to the

aspects shown herein but 1s to be accorded the widest scope consistent with the

principles and novel features disclosed herein.



30 30. The nethod as claimed in any one of clainms 25 to 29,
wherein the policy relates to at |east; one of the group consisting
of : access duration, access tine, type of access, received signal
strength, call state, and access termnal identity. 41 31.The nethod

as cl aTmedCLAIMS DERISING W NVENTION Xg: 06 rocsepsss el ates to at
| east one of the group consisting of: full association,
signaling-only association, and | ocal signaling-only association.

532. The nethod ag dwdi@ideEeiteRssCoininBdionVAeh&ng t he signaling-only
association relates to | easf one of the group conS|stLQ$_of: pagi ng,
mobi ity si BREFPRGE 2 ¥GTE 7%t § GAUCSSORSPT AigmdeLeierda it a'le access
node, and sigaaliiifng a0esidcBedodvhaR@thBlowna8Rquested access baseddn a pHcy
nmet hod as clggggd In claim31l, wherein the |ocal signaling-only

associ Zfire fares e at | east one of the group consisting of:
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access control oper tlonsh redi rection, and signaling destined for

the acR¥es gi@de! cxceedsathreshold, — The nethod as claimed in any one of

clainms 25 to 33, wherein the access node is restricted to not provide
one of e 0 nsjstjng of: signaling, data access,

?te &# gta ? ;t i 02. Il“pe mg&o&] ePs c(fa?med in clain%] 1, wherein fhe policyg13 provided, at least in part, by

another access terminal that is associated with the access node.

3. The method as claimed in claim 1 or 2, wherein the determination further includes:
transmitting a message regarding the requested access to another access terminal that is

15 associated with the access node; and
receiving a response to the message, wherein the response indicates whether to allow the

requested access.

4. The method as claimed in any one of claims 1 to 3, wherein the determination further
20 includes determining whether an identifier of the access terminal is in an access list maintained by the

access node.

5. The method as claimed in any one of claims 1 to 4, wherein the policy relates to at
least one of the group consisting of: access duration, access time, type of access, received signal

25  strength, call state, and access terminal identity.

6. The method as claimed in claim 5, wherein the type of access relates to at least one of
the group consisting of: full association, signaling-only association, and local signaling-only
association.

30

7. The method as claimed in claim 6, wherein the signaling-only association relates to

least one of the group consisting of: paging, mobility signaling, registration, signaling destined for the

access node, and signaling destined for another node.



15pagi ng, and service to at |east one node. 35. The nethod as
clainmed in any one of clainms 25 to 3433wherein the access node

includes a fento node or a p co node. 2036. An apparatus for wrel ess
comuni cati on, including: a receiver configured to transmt a

policy to as. assaat mbRed acta86d Metem aNehean e Jatarihnbngl @HEAsV R iatidh refates
first access termnal, a first nmessage fromthe associ ated access
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access niteid iceftoaLsl @p&rattdirEdieti®tn, &ANR{dngliHeMEstned e tieneccth@apol i cy for
all owi ng access to the access node and 25configured to determine, in

response to the first nessage, whether to allow the requested access,
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si gnal streg th of the access term nal exceeds a_threshold; and
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node i paiig@bid/enede tb Rgededenbddnati on. 30 37. The apparatus as cl ai ned
in claim36, wherein the determ nation includes: out putting,
via an output device, a notification relating to whether the

requested aggess TabaEIhGd BerlahtOMREy o claims 1 to 9, wherei® Bleabdbsdihde inlludes a
response to the outputted indication, an indication that indicates
V\Ih he en%tﬂ 80 € Or a PICe nodae.

11. An apparatus for wireless communication, including:
a receiver configured to receive, at an access node, a request for access from an access
terminal; and
15 an access controller configured to determine, at the access node, whether to allow the
requested access based on a policy maintained at the access node;
wherein the policy allows temporary access to the access terminal if a signal strength of the

access terminal exceeds a threshold.

20 12. The apparatus as claimed in claim 11, wherein the policy is provided, at least in part

3

by another access terminal that is associated with the access node.

13. The apparatus as claimed in claim 11 or 12, wherein the determination further
includes:
25 transmitting a message regarding the requested access to another access terminal that is
associated with the access node; and
receiving a response to the message, wherein the response indicates whether to allow the

requested access.

30 14, The apparatus as claimed in any one of claims 11 to 13, wherein the determination
further includes determining whether an identifier of the access terminal is in an access list maintained

by the access node.

15. The apparatus as claimed in any one of claims 11 to 14, wherein the policy relates to
35 atleast one of the group consisting of: access duration, access time, type of access, received signal

strength, call state, and access terminal identity.



35requested access is allowed. 42 38.The apparatus as clainmed in
claim 36 or 37, wherein the policy reggates to at | east one of the
group consisting of: access duration,”"access tine, type of access,
recei ved signal strength, call state, and access termnal identity.
539. The apparatu |

the access %‘% de ?l%eafpggljtaﬁig Ersega }ng% ﬁ%%atlﬂqrgot@e %Lf% F&&eg Z%CEQSS ?e%ltef-s\'\?% lgasp one
group cithsgretp erysiting ofi fgh aﬂsomgsonmailmgﬁom@n,gnd bciloigpalipgeinhyg,
and sefyjce to at |east one node. 40.An apparatus for wireless
conmmuni cat1on, including: 10means for defining a policy for allow ng
access to an aSSOCIated access node, wherein the policy allows
tenporary acgess e n tren h. of the
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node rs%gl{&gér&%g%é%«&g ?%tsto | second access termnal to access the

access erm ni ng, in response to the first
nmessage, whether to allow the requested access;
18. An apparatus for wireless communication, including:
10 means for receiving, at an access node, a request for access from an access terminal; and

means for determining, at the access node, whether to allow the requested access based on a
policy maintained at the access node;
wherein the policy allows temporary access to the access terminal if the signal strength of the
access terminal exceeds a threshold.
15
19. The apparatus as claimed in claim 18, wherein the policy is provided, at least in part,

by another access terminal that is associated with the access node.

20. The apparatus as claimed in claim 18 or 19, wherein the determination further
20 includes:
transmitting a message regarding the requested access to another access terminal that is
associated with the access node; and
receiving a response to the message, wherein the response indicates whether to allow the

requested access.

25
21. The apparatus as claimed in any one of claims 18 to 20, wherein the determination
further includes determining whether an identifier of the access terminal is in an access list maintained
by the access node.
30 22. The apparatus as claimed in any one of claims 18 to 21, wherein the policy relates to

at least one of the group consisting of: access duration, access time, type of access, received signal

strength, call state, and access terminal identity.

23. The apparatus as claimed in claim 22, wherein the type of access relates to at least one
35  of the group consisting of: full association, signaling-only association, and local signaling-only

association.



and means for transmtting the policy to the access node and a
second nmessage to the access node indicative of the determ nation.
2041. The apparatus as clainmed in claim40, wherein the determ nation
i ncl udes: outputting, via an output device, a notification
relating to whether the requested access should be all owed; and
obtaining, in response to the outputted indication, an indication
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at | east one o e group consi st né) of " atces uriati on, access
tinme, Pypesofidwodiedsatleastaiewede-si gnal strength, call state, and
access termnal identity. 3043. The apparatus as claimed in any one of
claims 40 to 42, wherein the access node is restricted to not provide
at | east on@Sof tMheetedefpvictmstostniumgrandn, islugimgl | ng, data access,
registratio I 0G: YRV 0 I t opne node. 44 A nethod
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al | ow trnpRcTessess o arpcase Bssingaf agignaldengh nf thh eccpoltérmynabdxkands a threshold;
t enporary

transmitting the policy to the access node;

10 receiving, at a first access terminal, a first message from the associated access node regarding
a request by a second access terminal to access the access node determining, in response to the first
message, whether to allow the requested access; and

transmitting a second message to the access node indicative of the determination.

15 26. The method as claimed in claim 25, wherein the determination includes:
outputting, via an output device, a notification relating to whether the requested access should
be allowed; and
obtaining, in response to the outputted indication, an indication that indjcates whether the

requested access is allowed.

20

27. The method as claimed in claim 26, wherein the outputting includes displaying.

28. The method as claimed in any one of claims 25 to 27, wherein:

the first message includes an anthenticated identifier of the second access terminal; and

25 the determination is based on the authenticated identifier.

29. The method as claimed in any one of claims 25 to 28, wherein the policy relates to an
access list that identifies the at least one guest access terminal as being allowed to access the access
node.

30

30. The method as claimed in any one of claims 25 to 29, wherein the policy relates to at
least one of the group consisting of: access duration, access time, type of access, received signal

strength, call state, and access terminal identity.



access to an access termnal if a signal strength of the access

term nal exceeds a threshold; 43 ideﬁtifyi ng a first access term nal
operating in proximty to the access point; aut henticating the
first access term nal based on an identification paranmeter associ ated
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the authentication, an authenticated i'dentification paraneter
secondoBhegreuscansistirigrig] fuld sssonitan eignalingron hesairties sng bical tsignd Big Thnky

met hod,as.i&i.al med in claim44, wherein the identification of the
first access termnal includes receiving, fromthe first access
termnal, a request to access a coverage area of the access point. 10
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I dentification paraneter, I catron fromthe second access
term nal that indicates

33. The method as claimed in claim 31, wherein the local signaling-only association
10 relates to at least one of the group consisting of: power control, transmission of resource utilization

messages, media access control operations, redirection, and signaling destined for the access node.

34, The method as claimed in any one of claims 25 to 33, wherein the access node is
restricted to not provide at least one of the group consisting of: signaling, data access, registration,

15  paging, and service to at least one node.

35. The method as claimed in any one of claims 25 to 34, wherein the access node

includes a femto node or a pico node.

20 36. An apparatus for wireless communication, including:

a receiver configured to transmit a policy to an associated access node and configured to
receive, at a first access terminal, a first message from the associated access node regarding a request
by a second access terminal to access the access node;

an access controller configured to define the policy for allowing access to the access node and

25  configured to determine, in response to the first message, whether to allow the requested access,
wherein the policy allows temporary access to an access terminal if a signal strength of the access
terminal exceeds a threshold; and

a transmitter configured to fransmit a second message to the access node indicative of the
determination.

30

37. The apparatus as claimed in claim 36, wherein the determination includes:

outputting, via an output device, a notification relating to whether the requested access should
be allowed; and

obtaining, in response to the outputted indication, an indication that indicates whether the

35  requested access is allowed.



whet her the first access termnal is allowed to access the coverage
ar ea. 48. The nethod as claiped in any one of clainms 44 to
47, wherein the access point is restricted to not provide at |east

one of the group consisting of: signaling, data access, registration,
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policy for allow ng access to an access point and configured to
identify a first access ternminal operating in proxinmty to a
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to an access term nal a Sl reng_ e access termn
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aut hen%)g,gqﬁagt gnd REidelid StieRCHESSqd ©r m nal based on an identification

paramet er associated with the first access terminal; and a
transmtter configured to present, based on the aut henti cat | on, an

aut henti cat gg 'dﬁﬁtabﬁalrﬁéstﬂop&r @Js%%ﬁﬁlcétfana}néﬁcﬁ%‘d access term nal

associated wth e restricted access point 51. The apparatus as
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a threshold;
means for receiving, at a first access terminal, a first message from the associated access node
regarding a request by a second access terminal to access the access node;
15 means for determining, in response to the first message, whether to allow the requested access;
and
means for transmitting the policy to the access node and a second message to the access node

indicative of the determination.

20 41. The apparatus as claimed in claim 40, wherein the determination includes:
outputting, via an output device, a notification relating to whether the requested access should
be allowed; and
obtaining, in response to the outputted indication, an indication that indicates whether the
requested access is allowed.
25
42. The apparatus as claimed in claim 40 or 41, wherein the policy relates to at least one
of the group consisting of: access duration, access time, type of access, received signal strength, call

state, and access terminal identity.

30 43. The apparatus as claimed in any one of claims 40 to 42, wherein the aceess node is
restricted to not provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

44, A method of wireless communication, including:
35 receiving a policy for allowing access to an access point, wherein the policy allows temporary

access to an access terminal if a signal strength of the access terminal exceeds a threshold;



552. The apparatus as clainmed in claim50 or 51, further including a
receiver configured to receive, in regponse to the authenticated
identification paraneter, an indication fromthe second access
termnal that indicates whether the first access termnal is allowed

to access tla@mﬁga\agm%a&ag@emal operatingin plEmAPRAREI LS gamcl ai med in

any one of claiims 53 to 52, wherein the access point 10restricted
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dat a agEeessacck&Umidaftbh®n, Ppaging, and service to at |east one node.
54. An apparatus for wreless communication, including: nmeans for
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identifying a first access termnal operating in proxinmty to a
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terminal based on an Identification paraneter assocl ated

first Heeaalgngledepioneiving.dfpen the first access termipalh A seqpest topeessentdvergge dsessd theon
the authentihpation, an authenticated identification paraneter to 20a
second access termnal associated with the restricted access point.
5510 The apparatus as claimed in claimb54, wherein the identification
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access term nal ar equest to access a cover age area € access

poi nt . authorization, authentlcatlon and accounting server.

47. The method as claimed in claim 45, further including receiving, in response to the
15 authenticated identification parameter, an indication from the second access terminal that indicates

whether the first access terminal is allowed to access the coverage area.

48. The method as claimed in any one of claims 44 to 47, wherein the access point is
restricted to not provide at least one of the group consisting of: signaling, data access, registration,

20  paging, and service to at least one node.

49, The method as claimed in any one of claims 44 to 48, wherein the access point

includes a femto node or a pico node.

25 50. An apparatus for wireless communication, including:

a receiver configured to receive a policy for allowing access to an access point and configured
to identify a first access terminal operating in proximity to a restricted access point, wherein the policy
allows temporary access to an access terminal if a signal strength of the access terminal exceeds a
threshold;

30 an authentication controller configured to authenticate the first access terminal based on an
identification parameter associated with the first access terminal; and

a transmitter configured to present, based on the authentication, an authenticated identification

parameter to a second access terminal associated with the restricted access point.



25 56. The apparatus as clained in claimb55, further including
means for receiving, in response to the authenticated identification
paraneter, an indication fromthe second access term nal that

i ndi cates whether the first access termnal is allowed to access the
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to 56, wherein the access point Is restricted to not provide at |east
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53. The apparatus as claimed in any one of claims 53 to 52, wherein the access point is
10 restricted to not provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

54, An apparatus for wireless communication, inciuding:
means for receiving a policy for allowing access to an access point, wherein the policy allows
15 temporary access to an access terminal if a signal strength of the access terminal exceeds a threshold;
means for identifying a first access terminal operating in proximity to a restricted access point;
means for authenticating the first access terminal based on an identification parameter
associated with the first access terminal; and
means for presenting, based on the authentication, an authenticated identification parameter to

20 asecond access terminal associated with the restricted access point.

55. The apparatus as claimed in claim 54, wherein the identification of the first access
terminal includes receiving, from the first access terminal, a request to access a coverage area of the
access point.

25

56. The apparatus as claimed in claim 55, further including means for receiving, in

response to the authenticated identification parameter, an indication from the second access terminal

that indicates whether the first access terminal is allowed to access the coverage area.

30 57. The apparatus as claimed in any one of claims 54 to 56, wherein the access point is
restricted to not provide at least one of the group consisting of: signaling, data access, registration,

paging, and service to at least one node.

58. A computer-program product, including:
35 computer-readable medium including instructions for causing a computer to perform the

method of any one of claims 1 to 10, 25 to 35 or 44 to 49,



61. A conputer-program product substantially as herein described with
reference to any one of the enbodi nenis of the invention illustrated
I n the acconpanyi ng draw ngs.

59. A method substantially as herein described with reference to any one of the

embodiments of the invention illustrated in the accompanying drawings.

60. An apparatus substantially as herein described with reference to any one of the

5  embodiments of the invention illustrated in the accompanying drawings.

61. A computer-program product substantially as herein described with reference to any

one of the embodiments of the invention illustrated in the accompanying drawings.



