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An SQL engine obtains configuration information, where the configuration 

information is used to configure, for each type of data security policy, 

source software corresponding to the type of data security policy

210

The SQL engine executes the data security policies provided by the 

corresponding software sources to protect security and/or privacy of data 

stored in a database

220

 

FIG. 2 

Access configuration 

item

Masking configuration 

item

Row-level filtering 

configuration item

Security policy source 1

Security policy source 2

Security policy source 3

 

FIG. 3  



 

3/7 

H
iv

e
S

p
ar

k
P

re
st

o
..
.

S
Q

L
 e

n
g
in

e

S
ec

u
ri

ty
 p

o
li

cy
 c

o
n
fi

g
u
ra

ti
o

n
 i
n

te
rf

ac
e

A
cc

es
s 

co
n
fi

g
u
ra

ti
o

n
 i

te
m

M
as

k
in

g
 

co
n
fi

g
u
ra

ti
o

n
 i

te
m

R
o
w

-l
e
v
el

 f
il

te
ri

n
g
 

co
n
fi

g
u
ra

ti
o
n
 i

te
m

H
M

S
R

an
g
er

O
th

er
s

..
.

A
cc

es
s

M
as

k
in

g

M
as

k
in

g
R

o
w

-l
e
v
el

 f
il

te
ri

n
g

F
IG

. 
4

  



 

4/7 

Verification fails

Yes

No

Yes

No

Start

Verification succeeds

Does security 

verification of other software 

succeed?

Does security 

verification of Ranger 

succeed?

 

FIG. 5 

Obtaining 

module 610

SQL engine 600

Processing 

module 620

 

FIG. 6 

SQL engine 

600

Database system 700

Database 710

 

FIG. 7  



 

5/7 

System bus 1540

Compute device 1500

Memory 1520 Communication interface 1530

Processing 

unit 1512

Processor 1510

Processing 

unit 1512

Memory control unit 1514

Cache 1516

Processing 

unit 1512

Processor 1510

Processing 

unit 1512

Memory control unit 1514

Cache 1516

... ... ...

 

FIG. 8  



 

6/7 

Processing 

unit 812

Processor 

810

Processing 

unit 812

Memory control unit 814

Cache 816

...
Processing 

unit 812

Processor 

810

Processing 

unit 812

Memory control unit 814

Cache 816

......

Memory 820

System bus 840

Compute device 1500

Communication interface 

830

Processing 

unit 812

Processor 

810

Processing 

unit 812

Memory control unit 814

Cache 816

...
Processing 

unit 812

Processor 

810

Processing 

unit 812

Memory control unit 814

Cache 816

......

Memory 820

System bus 840

Compute device 1500

Communication interface 

830

Processing 

unit 1512

Processor 15100

Processing 

unit 1512

Memory control unit 1514

Cache 1516

Processing 

unit 1512

Processor 1510

Processing 

unit 1512

Memory control unit 1514

Cache 1516

System bus 1540

Compute device 1500

.........

Memory 1520 Communication interface 1530

 

FIG. 9  



 

7/7 

M
em

o
ry

 1
5
2
0

S
y
st

em
 b

u
s 

1
5

4
0

C
o

m
p

u
te

 d
ev

ic
e 

1
5

0
0

A

C
o
m

m
u
n
ic

a
ti
o
n
 i

n
te

rf
a
ce

 1
5
3
0

M
em

o
ry

 1
5

2
0

S
y
st

em
 b

u
s 

1
5
4
0

C
o
m

p
u
te

 d
ev

ic
e 

1
5

0
0
B

C
o
m

m
u
n
ic

a
ti
o
n
 i

n
te

rf
a
ce

 1
5
3
0

N
et

w
o
rk

F
IG

. 
1
0

P
ro

ce
ss

in
g
 

u
n
it

 1
5
1
2

P
ro

ce
ss

o
r 

1
5
1
0

P
ro

ce
ss

in
g
 

u
n
it

 1
5
1
2

M
em

o
ry

 c
o

n
tr

o
l 

u
n

it
 1

5
1

4

C
ac

h
e 

1
5
1
6

P
ro

ce
ss

in
g
 

u
n
it

 1
5

1
2

P
ro

ce
ss

o
r 

1
5
1
0

P
ro

ce
ss

in
g
 

u
n
it

 1
5
1
2

M
em

o
ry

 c
o

n
tr

o
l 

u
n

it
 1

5
1

4

C
ac

h
e 

1
5
1
6

P
ro

ce
ss

in
g
 

u
n
it

 1
5
1
2

P
ro

ce
ss

o
r 

1
5
1
0

P
ro

ce
ss

in
g
 

u
n
it

 1
5
1
2

M
em

o
ry

 c
o
n
tr

o
l 
u
n
it

 1
5

1
4

C
ac

h
e 

1
5
1
6

P
ro

ce
ss

in
g
 

u
n
it

 1
5
1
2

P
ro

ce
ss

o
r 

1
5
1
0

P
ro

ce
ss

in
g
 

u
n
it

 1
5
1
2

M
em

o
ry

 c
o
n
tr

o
l 
u
n
it

 1
5
1
4

C
ac

h
e 

1
5
1
6

..
.

..
.

..
.

..
.

..
.

..
.

 


