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DIGITAL ACCESS CODE
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This international application claims priority to U.S. Patent Application No.
62/641,928, filed on March 12, 2018, the disclosure of which is herein incorporated by

reference in its entirety for all purposes.
BACKGROUND

[0002] It is possible for a fraudster to steal payment credentials when a user
enters account information during a transactions. For example, card skimmers or
cameras can be used to gain payment credentials or account information as a user
enters the account information during a transaction (e.g., entering an account number
on a keypad of an automated teller machine (ATM)). Current fraud prevention
techniques to protect payment credentials or account information may be limited to
further authentication techniques which still require a user to provide sensitive
information which also may be obtained or stolen by fraudsters. In addition,
implementing additional authentication techniques may slow down the authentication
and ultimately the authorization process such that interactions by users are reduced.

Improved access systems are desired.

[0003] Embodiments of the invention address these and other problems,

individually and collectively.
BRIEF SUMMARY

[0004] Embodiments of the disclosure are directed method and systems for
hands free interaction at a specific location. Through the user of a user device, a user
may request and receive an access code to initiate a transaction at an access device in
lieu of using a physical device such as a card to access a resource obtained through the
access device. The access code may be transmitted to a user device via a particular
communication channel and may be associated with an expiration time period, which
limits the time period with which the code can be used to conduct a transaction at the

access device, thereby increasing security.
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[0005] Some embodiments of the invention include a method including
prompting, by an access device, a user to enter an access code; receiving, by the
access device, the access code from the user; transmitting, by the access device, the
access code to a validation computer, which validates the access code; receiving, by
the access device, an access identifier or access token from the validation computerin
response to validating the access code; transmitting, by the access device, an
authorization request message including the access identifier or the access token to an
authorizing computer; and receiving, by the access device, an authorization response

message from the authorizing computer.

[0006] In some embodiments, the access device is an automated teller machine
(ATM). In some embodiments, the method further includes, after receiving the access
identifier or the access token: prompting, by the access device, the user for a personal
identifier comprising a PIN. In some embodiments, the authorization request message
includes the access identifier or the access token and the personal identifier. In some
embodiments, the method further includes generating a notification indicating a result of
authorization by the authorizing computer; and transmitting the notification to a user
device associated with the user. In some embodiments, the notification includes an
access code and a geographic location of the access device associated with the
authorization. In some embodiments, the authorizing computer maintains information
including an account number associated with the user, the type of transaction being
conducted, a monetary amount of the transaction, and the personal identifier of the

user.

[0007] Embodiments of the invention are further directed to an access device
including a processor; a wireless communication device coupled to the processor; and a
memory element including instructions that, when executed with the processor, cause
the system to at least: prompt a user for an access code; receive the access code from
the user; transmit the access code to a validation computer for validation; receive an
access identifier or access token in response to validating the access code by the
validation computer; transmit an authorization request message including the access
identifier or the access token to an authorizing computer; and receive, from the
authorizing computer, an authorization response message. The memory element can
include code, executable with the processor, for implementing any of the methods

described herein.
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[0008] Embodiments of the invention further include a computer-implemented
method including receiving, by a validation computer and from a first user device, a
request for an access code; determining, by the validation computer, the access code
associated with an account number corresponding to the first user device; transmitting,
by the validation computer, the access code to the first user device; receiving, by the
validation computer and from an access device, the access code; validating, by the
validation computer, the access code based at least in part on the access code
associated with the request; generating, by the validation computer, a message that
includes the account number associated with the access code in accordance with a
determination that the access code is validated; and transmitting, by the validation

computer, the message to the access device.

[0009] In some embodiments, determining the access code further includes
determining an expiration time period associated with the access code. In some
embodiments, the expiration time period is specified by a user associated with the first
user device. In some embodiments, the expiration time period is transmitted with the
access code to the first user device in response to the request for the access code. In
some embodiments, the computer-implemented method further includes determining
one or more geographic locations for access devices that are configured to utilize the

access code.

[0010] In some embodiments, the computer-implemented method further
includes updating a user interface of the first user device to display the one or more
geographic locations for the access devices in response to the request for the access
code. In some embodiments, determining the access code associated with the account
number is in response to a user authenticating with the first user device prior to
requesting the access code. In some embodiments, the validating computer maintains

information that identifies a delivery channel preference for the access code.

[0011] In some embodiments, the validation computer and access device
communicate by invoking an application programming interface (API) that uses mutual
secure socket layer authentication and channel encryption. In some embodiments, the
computer-implemented method further includes: receiving, by the validation computer,
the access code from a second user device; validating, by the validation computer, the
access code based at least in part on the access code associated with the request;

generating, by the validation computer, a message that includes the account number
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associated with the access code in accordance with a determination that the access
code is validating; and transmitting, by the validation computer, the message to the
access device. In some embodiments, the computer-implemented method further
includes: generating, by the validation computer, a notification indicating that the access
code has been used by the second user device; and transmitting, by the validation

computer, the notification to the first user device.

[0012] These and other embodiments of the invention are described in further

detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 depicts a block diagram of a system and a process flow according

to an embodiment of the invention;

[0014] FIG. 2 shows a swim-lane diagram including a process flow according to

an embodiment of the invention;

[0015] FIG. 3 shows a swim-lane diagram including a process flow according to

an embodiment of the invention;

[0016] FIG. 4 shows a swim-lane diagram including a process flow according to

an embodiment of the invention;

[0017] FIG. 5 shows a swim-lane diagram including a process flow according to

an embodiment of the invention;

[0018] FIG. 6 shows an example user interface for a digital access code feature

according to an embodiment of the invention;

[0019] FIG. 7 shows an example user interface for a digital access code feature

according to an embodiment of the invention;

[0020] FIG. 8 shows an example user interface for a digital access code feature

according to an embodiment of the invention;

[0021] FIG. 9 shows an example user interface for a digital access code feature

according to an embodiment of the invention;

[0022] FIG. 10 shows a block diagram of an exemplary validation computer

according to an embodiment of the invention;
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[0023] FIG. 11 shows a block diagram of an access device according to an

embodiment of the invention;

[0024] FIG. 12 shows a block diagram of an authorizing computer according to

an embodiment of the invention;

[0025] FIG. 13 shows a flowchart illustrating a method according to an

embodiment of the invention; and

[0026] FIG. 14 shows a flowchart illustrating a method according to an

embodiment of the invention.

DETAILED DESCRIPTION

[0027] Embodiments of the invention are directed to systems and methods for
improving upon conventional interaction systems. In some embodiments, a user may
utilize a user device to request and receive an access code to be used at an access
device, such as an ATM, to initiate any ATM transaction (e.g., deposit, withdrawal,
transfer, etc.,) in lieu of using a physical card with payment credentials. In
embodiments, the access code may be a one-time use access code that is unique from
other one-time use access codes. The access code may be associated with an
expiration time period that is configurable by an entity such as an issuer or by the user
themselves. The access code may be configured to work with an ATM only within the
time window before the expiration time period expires. For example, a certain access
code may be associated with a 30 minute expiration time period. A user who receives
such an access code may only use the access code during the 30 minute time window
atan ATM.

[0028] In accordance with at least one embodiment, upon the user interacting
with an access device and providing the access code, the access device may
communicate, via networks, with a validating server or computer for validating the
received access code. If the access code is validated by the validating computer, the
validating computer may identify payment account information associated with the
requesting entity (e.g., user or user device) and transfer an access identifier or access
token to the access device. The access device may request a personal identifier or PIN

from the user upon receiving the access code, and the access identifier or the access
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token. In embodiments, the access device may communicate with an authorizing
computer for authorizing the transaction initiated by the user at the access device (e.g.,
a withdrawal). The access device may generate and transmit the authorization request
message that includes the access code, the access identifier or the access token, and
other transaction information such as a type of transaction, an amount of the

transaction, etc., to the authorizing computer for authorization of the transaction.

[0029] Embodiments of the invention provide several advantages. For example,
in some embodiments a user does not have to enter any sensitive account information
into any device including the access device during a transaction. In embodiments, the
user can initiate and conduct a transaction with an access device without presenting or
physically interacting with a card that includes relevant payment account information
with the access device, as is conventionally required to conduct a transaction at an
access device. Authentication and ultimately authorization processes are made more
efficient by the embodiments of the invention as a transaction need not proceed to
generate and transmit an authorization request message if an access code is not
validated by a validation computer. In addition, with embodiments of the invention,
fraudsters are unable to utilize electronic card skimmers or other skimming devices
such as cameras to obtain or otherwise steal sensitive account information.
Embodiments of the present invention also provide for multiple authentication points
ensuring more security during a transaction. For example, a user may be required to
authenticate with an application of their user device to request the access code, provide
the appropriate access code at the ATM, and provide a corresponding appropriate PIN
to conduct the transaction at the access device. Additional advantages may be
achieved by informing the user, via a graphical user interface of the user device, of
locations of geographically close access devices that are configured to utilize the
access code. Other advantages include the presentation of notifications of successful

transactions utilizing the access code by the user or by other authorized users.

[0030] Prior to discussing the details of some embodiments of the present
invention, description of some terms may be helpful in understanding the various

embodiments.

[0031] An “access device” may be any suitable device that provides access to a
system. An access device may also be used for communicating with a merchant

computer, a transaction processing computer, an authentication computer, or any other
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suitable system. An access device may generally be located in any suitable location,
such as at the location of a merchant. An access device may be in any suitable form.
Some examples of access devices include POS or point of sale devices (e.g., POS
terminals), cellular phones, PDAs, personal computers (PCs), tablet PCs, hand-held
specialized readers, set-top boxes, electronic cash registers (ECRs), automated teller
machines (ATMs), virtual cash registers (VCRS), kiosks, security systems, access
systems, and the like. An access device may use any suitable contact or contactless
mode of operation to send or receive data from, or associated with, a user mobile
communication device. In some embodiments, where an access device may comprise
a POS terminal, any suitable POS terminal may be used and may include a reader, a
processor, and a computer-readable medium. A reader may include any suitable
contact or contactless mode of operation. For example, exemplary card readers can
include radio frequency (RF) antennas, optical scanners, bar code readers, or magnetic
stripe readers to interact with a payment device and/or mobile communication device.
The POS terminal may or may not initiate processing of transactions. In some
embodiments, a access device may enable financial transactions without the need for a
resource provider entity to be present. The access device may implement a secure
cryptoprocessor for implementing cryptographic operations of sensitive information
provided by and/or associated with a user. The access device may include a number of
alarms, housing, tamper resistance mechanisms that prevent physical access. An
access device may implement one or more authentication provisioning mechanisms,
such as a key pad for entering a personal identification number, access code, or a
biometric scanner for processing user provided biometrics (finger prints, iris, facial

recognition, etc.).

[0032] A “digital wallet” can include an electronic device that allows an individual
to conduct electronic commerce transactions. A digital wallet may store user profile
information, payment credentials, bank account information, one or more digital wallet
identifiers and/or the like and can be used in a variety of transactions, such as but not
limited to eCommerce, social networks, money transfer/personal payments, mobile
commerce, proximity payments, gaming, interacting with access devices, and/or the like
for retail purchases, digital goods purchases, utility payments, purchasing games or

gaming credits from gaming websites, transferring funds between users, and/or the like.
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[0033] An “access token” may include a substitute identifier for a real identifier to

gain access to a resource. An example of an “access token” can be an “account token.”

[0034] An "account token" may include a substitute identifier for some
information. For example, a payment token may include an identifier for a payment
account that is a substitute for an account identifier, such as a primary account number
(PAN) or account number. For instance, an account token may include a series of
alphanumeric characters that may be used as a substitute for an original account
identifier. For example, an account token "4900 0000 0000 0001" may be used in place
of a PAN "4147 0900 0000 1234." In some embodiments, an account token may be
"format preserving" and may have a numeric format that conforms to the account
identifiers used in existing payment processing networks (e.g., ISO 8583 financial
transaction message format). In some embodiments, an account token may be used in
place of a PAN to initiate, authorize, settle or resolve a payment transaction. The
account token may also be used to represent the original credential in other systems
where the original credential would typically be provided. In some embodiments, an
account token value may be generated such that the recovery of the original PAN or
other account identifier from the token value may not be computationally derived.
Further, in some embodiments, the account token format may be configured to allow the
entity receiving the account token to identify it as an account token and recognize the

entity that issued the account token.

[0035] An “access code” may be a unique alpha-numeric string generated by a
validation computer that is associated with a payment account or account information of
a user. An access code may be valid for only a certain time period as indicated by the

associated expiration time period.

[0036] An “expiration time period” may represent a range of time that an access
code may be valid for use by a requesting user. In embodiments, the expiration time
period can be specified by a user (by interacting with a user device or first user device)
requesting the access code or by another entity such as an issuer or validation
computer. The expiration time period can be for any suitable time range including
seconds, minutes, or hours. For example, a given expiration time period could be thirty

minutes or as little as one minute.

[0037] A “validation computer’” may include one or more devices that can validate

data. In some embodiments, it can process access code requests. An exemplary
8
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validation computer may include data processing subsystems, networks, and operations
used to generate, maintain, and transmit access codes as well as payment account
information to requesting entities. A validation computer may validate access codes in
response to communications with user devices or access devices. A validation
computer may be in communication with an authorizing computer. In embodiments, the
validation computer may be configured for generating and transmitting notifications or
messages to an access device or a user device regarding the status and/or user of an

access code.

[0038] A “user’ may include an individual. In some embodiments, a user may be
associated with a first user device or a user device. The user may be associated with
one or more accounts and/or personal accounts. The user may also be referred to as a
cardholder, account holder, or consumer. A user may authorize another user (a second
user) to utilize a second user device for providing an access code to an access device

in accordance with embodiments described herein.

[0039] An *acquirer” may typically be a business entity (e.g., a commercial bank)
that has a business relationship with a particular merchant or other entity. Some
entities can perform both issuer and acquirer functions. Some embodiments may
encompass such single entity issuer-acquirers. An acquirer may operate an acquirer

computer, which can also be generically referred to as a “transport computer”.

[0040] An *authorization request message” may be a message that requests
permission to conduct an interaction. For example, an authorization request message
may include an electronic message that is sent to a payment processing network and/or
an authorizing computer operated by an issuer of a payment card to request
authorization for a transaction. In embodiments, an authorizing computer may send an
authorization request message to an issuer of a payment card to request authorization
for a transaction. An authorization request message according to some embodiments
may comply with (International Organization of Standardization) ISO 8583, which is a
standard for systems that exchange electronic transaction information associated with a
payment made by a consumer using a payment device or payment account. The
authorization request message may include an issuer account identifier that may be
associated with a payment device or payment account. An authorization request
message may also comprise an access identifier or an access token, and/or additional

data elements corresponding to “identification information” including, by way of example
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only: a service code, a CVV (card verification value), a dCVV (dynamic card verification
value), an expiration date, etc.. An authorization request message may also comprise
“transaction information,” such as any information associated with a current transaction,
such as the transaction amount, merchant identifier, merchant location, etc., as well as
any other information that may be utilized in determining whether to identify and/or

authorize a transaction.

[0041] An “authorization response message” may be an electronic message reply
to an authorization request message. In some embodiments, it may be generated by an
authorizing computer operated by an issuing financial institution or a payment
processing network. The authorization response message may include, by way of
example only, one or more of the following status indicators: Approval -- transaction was
approved; Decline -- transaction was not approved; or Call Center -- response pending
more information, merchant must call the toll-free authorization phone number. The
authorization response message may also include an authorization code, which may be
a code that a credit card issuing bank returns in response to an authorization request
message in an electronic message (either directly or through the payment processing
network) to the merchant's access device (e.g. POS equipment) that indicates approval
of the transaction. The code may serve as proof of authorization. As noted above, in
some embodiments, a payment processing network may generate or forward the
authorization response message to the merchant. In some embodiments, a payment
network or issuer may generate or forward the authorization response message to an
authorizing computer that indicates approval of a transaction or declining of a

transaction.

[0042] An “authorizing entity” may be an entity that authorizes a request.
Examples of an authorizing entity may be an issuer, a governmental agency, a
document repository, an access administrator, etc. An “authorizing computer” may be a
computer operated by or associated with an authorizing entity and may be implemented

by, for example, a server computer.

[0043] An “issuer’ may typically refer to a business entity (e.g., a bank) that
maintains an account for a user. An issuer may also issue payment credentials stored

on communications devices.

[0044] A “resource provider” may be an entity that can provide a resource such

as goods, services, information, and/or access. Examples of a resource provider
10



10

15

20

25

30

WO 2019/178075 PCT/US2019/021818

include merchants. A “merchant” may typically be an entity that engages in transactions

and can sell goods or services, or provide access to goods or services.

[0045] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may comprise one or more computational apparatuses and may use any of a
variety of computing structures, arrangements, and compilations for servicing the

requests from one or more client computers.

[0046] A “transaction processing computer’” may include a computer that
processes transaction. It may be in a network of one or more devices that can process
and route transaction request messages. An exemplary transaction processing
computer may include data processing subsystems, networks, and operations used to
support and deliver authorization services, exception file services, transaction scoring
services, and clearing and settlement services. A system that has a transaction
processing computer may include VisaNet™. Transaction processing systems such as
VisaNet™ are able to process credit card transactions, debit card transactions, and
other types of commercial transactions. VisaNet™, in particular, may include a VIP
system (Visa Integrated Payments system) which processes authorization requests and

a Base Il system which performs clearing and settlement services.

[0047] A “user device” may comprise a device that may be transported and
operated by a user. A user device can be a “mobile communication device,” which may
also provide remote communication capabilities to a network. Examples of remote
communication capabilities include using a mobile phone (wireless) network, wireless
data network (e.g. 3G, 4G or similar networks), Wi-Fi, Bluetooth, Bluetooth Low Energy
(BLE), Wi-Max, or any other communication medium that may provide access to a
network such as the Internet or a private network. Examples of mobile communication
devices include mobile phones (e.g. cellular phones), PDAs, tablet computers, net
books, laptop computers, wearable devices (e.g., watches), vehicles such as
automobiles and motorcycles, personal music players, hand-held specialized readers,
etc. A mobile communication device may comprise any suitable hardware and software
for performing such functions, and may also include multiple devices or components

(e.g. when a device has remote access to a network by tethering to another device - j.e.
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using the other device as a modem — both devices taken together may be considered a
single mobile communication device). A mobile communication device may be
configured to utilize an application for communicating with a validation computer, an
access device, an authorizing computer, or other entities described herein for enabling
the digital access code features described in embodiments herein. A mobile
communication device may be configured to run one or more software applications such

as mobile applications or a digital wallet application.

[0048] An “application” may be computer code or other data stored on a
computer readable medium (e.g., memory element or secure element) that may be
executable by a processor to complete a task. An application may include a mobile
application or a digital wallet. An application may be designed to streamline the process
for accessing or otherwise interacting with an access device to conduct a transaction.
An application may allow the user to request an access code, select one or more
access credentials, and conduct a transaction or request access to secure data at an
access device without presenting a physical card (such as an identification or access

card).

[0049] Details of some embodiments of the present invention will now be
described. In the following description, various embodiments will be described. For
purposes of explanation, specific configurations and details are set forth in order to
provide a thorough understanding of the embodiments. However, it will also be apparent
to one skilled in the art that the embodiments may be practiced without the specific
details. Furthermore, well-known features may be omitted or simplified in order not to
obscure the embodiment being described. For example, memory elements, processors,
and storage are present in the user device 102, access device 108, validation computer
106, transaction processing computer 110, and authorizing computer 112 but are not

specifically illustrated for clarify of illustration.

[0050] FIG. 1 depicts a block diagram of a system and a process flow according
to an embodiment of the invention. FIG. 1 illustrates at least some of the components
for implementing embodiments of the invention. FIG. 1 includes a user 102, a user
device 104, a validation computer 106, an access device 108, a transaction processing
computer 110, and an authorizing computer 112. In embodiments, the access device
108 may include a processor and a wireless communications device for communicating

with the user device 104 as well as the validation computer 106 and transaction

12



10

15

20

25

30

WO 2019/178075 PCT/US2019/021818

processing computer 110. In embodiments, the access device 108, validation computer
106, and transaction processing computer 110 may communicate via available

networks including the Internet via wireless or wired communication channels.

[0051] The user 102 may be associated with user device 104, which utilizes an
application and/or a digital wallet that is further associated with one or more payment
accounts or account information maintained by the authorizing computer 112. In
embodiments, the application of the user device 104 may be configured to present,
maintain, and update a user interface enabling the user 102 to request and receive an
access code from the validation computer 106. In some embodiments, the user
interface of the application of user device 104 may be configured to display geographic
locations of one or more access devices (e.g., access device 108) for utilizing the
access code for conducting a transaction without presenting a physical card. The user
device 104 may be configured to utilize geo-location software and hardware for
identifying a location of the user device as well as identifying distances between the
user device and the locations of one or more access devices (such as access device

108) configured to utilize the access code.

[0052] The access device 108 may be any suitable device having wireless or
wired communication capabilities and be capable of conducting any of the methods
described herein. The access device 108 may comprise a processor and wireless or
wired communication device. In embodiments, the access device 108 may be an
automated teller machine (e.g., EMV enabled terminal, etc.,) that can enable financial
transactions without the need for a human bank teller. The access device 108 may be
configured to receive an access code from user 102 as well as a personal identifier or
PIN from user 102. The access device 108 may be configured to generate and transmit
a validation message to the validation computer 106 for validating the access code
provided by user 102 as well as receiving the result of the validation from the validation
computer 106. The access device 108 may be configured to receive an access identifier
(e.q., a primary account number) or access token (e.g., payment token) from the
validation computer 106. The access device 108 may be configured to generate and
transmit an authorization request message from the access device 108 to the
transaction processing computer 110 as well as receive an authorization response
message from the transaction processing computer 110 for conducting a transaction

with the user 102. The access device 108 may include hardware that carries out
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instructions embodied as code in a computer-readable medium (e.g., non-transitory
computer-readable medium). An exemplary processor may be a central processing unit
(CPU). As used herein, a processor can include a single-core processor, a plurality of
single-core processors, a multi-core processor, a plurality of multi-core processors, or
any other suitable combination of hardware configured to perform arithmetical, logical,

and/or input/output operations of a computing device.

[0053] The transaction processing computer 110 may be configured to receive
messages, data objects, or packets from the access device 108 that include the
personal identifier (PIN), access code, and access identifier or access token for
authorizing a transaction conducted by the user 102 at the access device 108
(authorization request message). The transaction processing computer 110 may be
configured to maintain and transfer a result of an authorization process using an
authorization request message (i.e., the authorization response message) to the
validation computer 106 as well as information about the transaction such as the
account number associated with the transaction, the type of transaction (e.qg.,
withdrawal, deposit, transfer, etc.), a monetary amount of the transaction, and a
personal identifier of the user. The transaction processing computer 110 may
communicate with an authorizing computer 112 for authorizing the transaction
conducted by the user 102 at the access device 108 such as by transmitting or
otherwise providing the authorization request message to the authorizing computer 112

and receiving the authorization response message from the authorizing computer 112.

[0054] In embodiments, if the authorization response message indicates that the
transaction is authorized, the transaction processing computer 110 may transmit the
authorization response message to the access device 108 where the user 102 can

conduct the intended transaction.

[0055] A method according to the embodiments of the invention can be described
with respect to FIG. 1. FIG. 1 shows a process flow of a method for conducting digital

access code features as described herein.

[0056] Additional methods and processes may be included within these methods
and may be recognized by one of ordinary skill in the art, in light of the description
below. Further, in some embodiments of the present invention, the described methods

may be combined, mixed, and matched, as one of ordinary skill would recognize.
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[0057] One embodiment of the invention is directed to a method. The method
comprises: prompting, by an access device (e.g., an ATM machine), a user to enter an
access code; receiving, by the access device, the access code from the user;
transmitting, by the access device, the access code to a validation computer, which
validates the access code; receiving, by the access device, an access identifier (e.g., a
primary account number) or access token (e.g., a payment token) from the validation
computer in response to validating the access code; transmitting, by the access device,
an authorization request message including the access identifier or the access token to
an authorizing computer (e.g., an issuer computer); and receiving, by the access
device, an authorization response message from the authorizing computer. FIG. 1

shows a method according to the embodiment of the invention.

[0058] At step 1, user 102 may interact with user device 104 to request an
access code from validation computer 106. In embodiments, the user device 104 may
be configured to utilize an application and/or a digital wallet which presents a user
interface enabling the user 102 to request the access code. In accordance with at least
one embodiment, the user 102 may be required to authenticate with the user device 104
and/or application to request the access code from the validation computer 106. For
example, the user 102 may provide a password, an answer to a security question, or
utilize a biometric input to authenticate themselves with the application, user device
104, or validation computer 106 for requesting the access code. In some embodiments,
the request for the access code may include the authentication data provided by the
user 102 to the user device 104 or application of the user device 104 used to
authenticate the user 102. In some embodiments, the request for the access code may
include an identifier of the user 102 or of the user device 104 such that the validation
computer 106 can determine an appropriate payment account to generate an access
code corresponding to the request. In some embodiments, the request for the access
code can include information from an application of the user device 104, such as login
information provided by user 102, such that the validation computer 106 can identify the
user and generate the appropriate access code that corresponds to their payment
account and can be validated upon being received by an access device 108 as

described herein.

[0059] At step 2, the validation computer 106 may identify an account number or

payment account number associated with the user 102 and/or user device 104 to
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generate or otherwise obtain an access code. The validation computer 106 may obtain
or generate an expiration time period for the access code requested by the user 102. In
embodiments, the expiration time period may be of a certain length as specified by the
user 102 at some previous point, by the validation computer 106 or authorizing
computer 112 according to policies. For example, a given policy may determine certain
expiration time periods based on the number of access code requests the user 102 has
requested in a given time period (day, week, month), based on a location of the user
device 104, or based on a threshold period such as not to exceed thirty minutes. In
embodiments, the expiration time period can be specified by the user interacting with
the user device 104 (first user device) that presents or is configured to utilize an
application or user interface for specifying the expiration time period to associate with
an access code or a request for an access code. In cases where the user 102 has
successfully authenticated themselves with the user device 104 and/or validation
computer 106, the validation computer 106 provides the access code and expiration

time period to the user device 104 for display or presentation to the user 102.

[0060] At step 3, the user 102 may interact with the access device 108 by
providing the access code received at step 2 from the validation computer 106. In
embodiments, the access device 108 may prompt the user 102 to provide or otherwise
enter the access code. It should be noted that the digital access code features
described herein may include a different user (not user 102) utilizing the access code
provided at step 2 to conduct a transaction on behalf of user 102 or with the authority of
user 102. In such cases the different user must still know or otherwise request the PIN
and access code from the user 102. In embodiments, the digital access features
described herein may include a shared application or mobile application among trusted
devices that enables a requested access code from one party to be shared or otherwise

transmitted to another user device of another party.

[0061] At step 4, the access device 108 may transmit the access code provided
by the user 102 to the validation computer 106 for validation. In embodiments, the
validation computer 106 may validate the access code by determining whether the
access code received from the access device 108 matches the access code provided to
the user device 104. Validation of the access code by the validation computer 106 may
include utilizing other factors such as identifying the status of the access code since it

was provided to the user device or the status of the associated payment account. For
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example, the user 102 may have interacted with user device 104 which in turn
communicated with the validation computer 106 to cancel the access code, and/or

delete or suspend a payment account or corresponding payment card.

[0062] At step 5, if the access code is validated by the validation computer 106,
the validation computer 106 may transmit a data object or data message to the access
device 108 that includes a response code indicating the status of the validation
(successful or not successful), the access identifier (e.g., a primary account number) or
an access token (e.g., a payment token) if the validation was successful, and the
access code. If validation is not successful the access device 108 will only be informed
that the access code is not validated and no access identifier or access token is

transmitted to the access device 108.

[0063] At step 6, if the validation was successful, the access device 108 prompts
the user 102 to provide a personal identifier or PIN for conducting the transaction. The
access device 108 generates an authorization request message that includes the PIN,
the access identifier or the access token as well as transaction details or information
(transaction type, account type, amount of transaction (if applicable) etc.). The access
device 108 transmits the authorization request message along with a transaction time
and date to the transaction processing computer 110 for authorizing the transaction. In
embodiments, the transaction processing computer 110 is configured to resolve the
access token received from the access device 108 to determine a primary account
number such as by performing a mapping of data included in the access token to
determine the primary account number or decrypting data included in the payment

token or the payment token itself to determine the primary account number.

[0064] At steps 7 and 8 the transaction processing computer 110 and authorizing
computer 112 authorizes or declines the transaction utilizing the authorization request
message from the access device 108. The authorizing computer 112 generates an
authorization response message which is transmitted to the transaction processing
computer 110 which indicates that the transaction being conducted by user 102 is
authorized or declined. At the end of the day or at any other suitable period of time, a
clearing and settlement process may occur between the transaction processing

computer 110 and authorizing computer 112.

[0065] At step 9, the transaction processing computer 110 transmits the

authorization response message to the access device 108 which enables the user 102
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to conduct the transaction (if authorized) or not conduct the transaction (if declined) as

indicated by the authorization response message.

[0066] At step 10, the transaction processing computer 110 communicates the
result of the authorization (authorization response message) to the validation computer
106. In embodiments, the validation computer 106 maintains a status of access codes,
usage of access codes, and results of transactions conducted utilizing the access

codes.

[0067] At step 11, the validation computer 106 generates and transmits a
notification or message to the user device 104 indicating whether a transaction was
successfully conducted or not successfully conducted using the access code and as

well as what time and date the transaction was conducted.

[0068] FIG. 2 shows a swim-lane diagram illustrating a process flow according to
an embodiment of the invention. FIG. 2 shows a method for retrieving or obtaining an

active or issued access code.

[0069] Some or all of the process 200 (or any other processes described herein,
or variations and/or combinations thereof) may be performed under the control of one or
more computer systems configured with executable instructions and may be
implemented as code (e.g., executable instructions, one or more computer programs or
one or more applications). In accordance with at least one embodiment, the process
200 of FIG. 2 (as well as other figures in this application) may be performed by at least
the one or more components including the user device 104, validation computer 1086,
access device 108, transaction processing computer 110. In embodiments, the
validation computer may include the mobile application backend server. In some
embodiments, the mobile application backend server may be a separate component
that is in communication with the validation computer 106, user device 104, and/or
transaction processing computer 110. The code may be stored on a computer-readable
storage medium, for example, in the form of a computer program including a plurality of
instructions executable by one or more processors. The computer-readable storage
medium may be non-transitory. FIG. 2 includes a user 202, a mobile application 204, a

mobile application backend server 206, and a validation computer 208.

[0070] The process 200 may include, at 210, displaying by the mobile application

204 a display access code button or feature of a user interface for requesting an access

18



10

15

20

25

30

WO 2019/178075 PCT/US2019/021818

code. In embodiments, the user 202 may be required to authenticate with the mobile
application via a password, security question answer technique, or biometric technique.
The process 200 may include at 212 receiving input from the user 202, at the user
device, for selecting an access code. In embodiments, the mobile application 204 may
present a plurality of existing access codes where each access code is associated with
a different access identifier or access token, request, and issuer. The process 200 may
include at 214 retrieving existing access codes for a particular access identifier or
access token. The process 200 may include at 216 the mobile application backend
server 206 requesting from the validation computer 208 the access codes for the
access identifier or access token. The process 200 may include at 218 transmitting the
existing access codes and associated expiration times for each access code to the
mobile application backend server 206. The process 200 may include at 220
transmitting the existing access codes and associated expiration times from the mobile
backend server 206 to the mobile application 204. At 222 the process 200 may include
displaying the active or existing access codes along with the associated expiration time
periods for each access code to the user via the mobile application 204. In
embodiments, the process 200 may include at 224 updating a user interface of the
mobile application 204 to present geographic locations of one or more access devices

where the access codes can be utilized to conduct a transaction.

[0071] FIG. 3 shows a swim-lane diagram including a process flow according to
an embodiment of the invention. FIG. 3 shows a method for requesting a new access

code.

[0072] FIG. 3 includes a user 302, a mobile application 304, a mobile application
backend server 306, and a validation computer 308. The process 300 may include
displaying an option or feature via the mobile application 304 to the user 302 for
requesting an access code at 310. The process 300 may include receiving input or an
indication of an interaction by the user 302 with the mobile application 304 and the
request for the access code at 312. In embodiments, the process 300 may include an
indication of a delivery channel for the access code from the user 302 when the user
302 requests the access code at 312 by interacting with the mobile application 304 of
the user device. The process 300 may include the mobile application 304 transmitting
the request for the access code to the mobile application backend server 306 at 314.

The process 300 may include the mobile application backend server 306 obtaining or
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retrieving the access identifier or access token associated with the user 302 or user
device that requested the access code as well as an expiration for the access identifier

or access token at 316.

[0073] The process 300 may include the mobile application backend server 306
requesting an access code from the validation computer 308 at 318. In embodiments,
the request from the mobile application backend server 306 may include the access
token or access identifier and expiration date for the access identifier or access token.
The process 300 may include the validation computer 308 generating an access code at
320. The process 300 may include the validation computer 308 associating the access
identifier or access token, expiration date, and access code at 322. In embodiments, the
validation computer 308 may generate an expiration time period to associate with the
access code which is also linked or associated with the access token or access
identifier and expiration date. The process 300 may include transmitting the access
code and expiration time period from the validation computer 308 to the mobile
application backend server 306 at 324. The process 300 may include the mobile
application backend server 306 transmitting the access code and expiration time period
to the mobile application 304 at 326. The process 300 may include the mobile
application 304 displaying or presenting the access code and expiration time period to
the user 302 via a user interface of the mobile application 304 at 328. In some
embodiments, the transmittal of the access code and expiration time period are
transmitted to the mobile application 304 via a push notification as indicated by 330
which may be optional depending on delivery channel preferences of the user 302 to

request access codes.

[0074] FIG. 4 shows a swim-lane diagram including a process flow according to
an embodiment of the invention. FIG. 4 shows a method for providing a notification that

the access code was successfully validated.

[0075] FIG. 4 includes a user 402, a mobile application 404, a mobile application
backend server 406, and a validation computer 408. The process 400 may include
generating and transmitting, by the validation computer 408, an access code validated
successfully message to the mobile application backend server 406 at 410. The process
400 may include transmitting the access code validated successfully message from the
mobile application backend server 406 to the mobile application 404 at 412. In

embodiments, the validated successfully message from the mobile application backend
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server 406 to the mobile application 404 may be provided as a push notification
message. In embodiments, the validation computer 408 and mobile application backend
server 406 may also be configured to generate and transmit a unsuccessful validated
message in cases where the access code is not validated by the validation computer as

described herein.

[0076] FIG. 5 shows a swim-lane diagram including a process flow according to
an embodiment of the invention. FIG. 5 shows a method for canceling an already issued

or generated access code.

[0077] FIG. 5 includes a user 500, a mobile application 502, a mobile application
backend server 504, and a validation computer 506. The process 500 includes a user
500 interacting with the mobile application 502 at 508 to indicate a cancelation of an
access code or a deletion or suspension of a payment card at 508. In embodiments, the
mobile application 502 may transmit the cancelation of the access code or the deletion
or suspension of the payment card to the mobile application backend server 504 at 510.
In embodiments, the cancelation of an access code may occur at any time after a user
500 has requested an access code. The process 500 may include transmitting, by the
mobile application backend server 504, the cancelation of the access code or the
deletion or suspension of the payment card to the validation computer 506 at 512. The
process 500 may include canceling the access code or deleting or suspending the
payment card by the validation computer 506 at 514. In embodiments the validation
computer 506 may communicate with one or more components to process the
cancelation of the access code or deleting or suspending the payment card such as by

communicating with an authorizing computer.

[0078] FIG. 6 shows an example user interface for a digital access code feature
according to an embodiment of the invention. FIG. 6 illustrates a user interface 600 that
represents a home page or origination point in an application such as a mobile
application for implementing the digital access code features described herein. The
example user interface 600 may include one or more options to select appropriate
payment accounts or payment cards at 602, balance information for a selected payment
account or payment card at 604, as well as an option to request an access code at 606
such as by interacting with a card less ATM feature. In embodiments, a user may
interact with the user interface 600 to scroll 608 through available payment cards or

payment accounts associated with the user. In accordance with at least one
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embodiment, the user interface 600 may be presented via a user device of the user. As
described herein, a user may be required to authenticate themselves with the
application or mobile application represented by user interface 600 prior to requesting
an access code 606.

[0079] FIG. 7 shows an example user interface for a digital access code feature
according to an embodiment of the invention. FIG. 7 illustrates several features that
may be presented via user interface 700 upon a user requesting an access code or
interacting with the card less ATM feature 606 of user interface 600. The user interface
700 presented to a user via a user device may include several options or features
including an option to locate an ATM or access device that is configured to utilize
access codes at 702, request an access code at 704, or use an access code at 706.
The user interface may also include buttons or other features for requesting an access
code at 708 or locating a nearby ATM or access device at 710. As illustrated by FIG. 7
at 706 the user interface 700 may inform a user of the expiration time period associated
with an access code. The find ATM or access device feature 702 may be utilized by a
user to identify a geographic location of an ATM or access device that is configured for
using the access code to conduct a transaction. This can enable a user to find an
appropriate access device without attempting to provide an access code to an access

device that is not enabled to conduct a transaction using the access code.

[0080] FIG. 8 shows an example user interface for a digital access code feature
according to an embodiment of the invention. FIG. 8 includes user interface 800 which
is displaying or presenting an access code 802 as well as an associated expiration time
period for utilizing the access code 804. The user interface 800 also includes features
for locating an access device or ATM 806 which the user can interact with to utilize the
access code 802. As described herein, the user interface 800 may also include a
feature for canceling an active access code (i.e., an access code that has not been
active past the associated expiration time period) at 808. A user may interact with user
interface 800 to cancel a plurality of existing or active access codes. Other features (not
pictured) may be presented to a user via the application and user interface for canceling

a payment card or suspending a payment card or account.

[0081] FIG. 9 shows an example user interface for a digital access code feature
according to an embodiment of the invention. FIG. 9 includes user interface 900 for

displaying a geographic location of access devices that can utilize the access code 902
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as well as other qualifying resource providers or merchants who can utilize the access
code at 904. The user interface 900 also includes a feature for identifying the access
devices in a current location that can use the access codes or to search for access
devices 906 that can use the access code in other locations such as other

neighborhoods, cities, or states.

[0082] FIG. 10 shows a block diagram of an exemplary validation computer
according to an embodiment of the invention. The validation computer 1000 may be
implemented to provide a digital access feature in accordance with embodiments of the
disclosure. In embodiments, a validation computer 1000 may be in communication with
one or more components of FIG. 1 such as user device 104, access device 108, and
transaction processing computer 110 via network connections. The network
connections may include at least a transaction processing network. In some
embodiments, the validation computer 1000 may be an example of validation computer
106 of FIG. 1.

[0083] In embodiments, the validation computer 1000 may include at least one
memory 1010 and one or more processing units (or processor(s)) 1012. The
processor(s) 1012 may be implemented as appropriate in hardware, computer-
executable instructions, firmware, or combinations thereof. Computer-executable
instruction of firmware embodiments of the processor(s) 1012 may include computer-
executable or machine executable instructions written in any suitable programming

language to perform the various functions described.

[0084] The memory 1010 may store program instructions that are loadable and
executable on the processor(s) 1012, as well as data generated during the execution of
these programs. Depending on the configuration and type of validation computer 1000,
the memory 1010 may be volatile (such as random access memory (RAM)) and/or non-
volatile (such as read-only memory (ROM), flash memory, etc.). The validation
computer 1000 may also include additional storage 1014, such as either removable
storage or non-removable storage including, but not limited to, magnetic storage, optical
disks, and/or tape storage. The disk drives and their associated computer-readable
media may provide non-volatile storage of computer-readable instructions, data
structures, program modules, and other data from the validation computer 1000. In

some embodiments, the memory 1010 may include multiple different types of memory,
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such as static random access memory (SRAM), dynamic random access memory
(DRAM) or ROM.

[0085] Turning to the contents of memory 1010 in more detail, the memory 1010
may include an operating system and one or more application programs or services for
implementing the features disclosed herein including at least a module for processing
requests for access codes (access code module 1016) using data from the access code
database 1018, and a module for generating and transmitting notifications or messages
to other computers or servers (notification module 1020) using data from notification
database 1022. In embodiments, the access code module 1016 and notification module
1020 may process requests for access codes including generating access codes,
generating and maintaining expiration time periods, validating access code requests
from an access device, and generating and transmitting access codes as well as
validation request responses including an access identifier or access token upon a
successful validation to an access device. The access code module 1016 may be
configured to generate messages or responses to validation access code requests
which include a result of the validation of an access code as well as the access identifier
or access token. The response to the validation access code requests can be utilized by
the access device for generating and transmitting an authorization request message

upon requesting and receiving a PIN from a user to conduct a transaction.

[0086] In accordance with at least one embodiment, the access code module
1016 may be configured to cancel previously requested access codes upon receiving a
cancel request from a user device as well as verify validation of an access code by
communicating with an authorizing computer regarding the status of an associated
access identifier, access token, or payment account such as the case when a user has
canceled a payment card or account or suspended a payment card or account. In
embodiments, the validation computer 1000 may store the results of validating access
codes as well as the status of access codes (existing or active, inactive, declined) in the
access code database 1018. In accordance with at least one embodiment, the
notification module 1020 may be configured to generate and transmit messages, data
messages, or data objects that can be utilized by an application of a user device or by
an access device to indicate an access code, a status of an access code, or a status of
a validation procedure for an access code provided by an access device. The

notification module 1020 may be configured to provide messages or data to a user
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device, such as a status of an access code, via particular communication channels

(e.g., SMS text or email) based on preferences specified by a user or an issuer.

[0087] The validation computer 1000 may also contain communication
interface(s) 1024 that enable the validation computer 1000 to communicate with a
stored database, another computing device or server, one or more remote devices,
other application servers, and/or any other suitable electronic devices included in FIGS.
1-5. In some embodiments, the communication interface 1024 may enable the
validation computer 1000 to communicate with other electronic devices on a network
(e.q., on a private network). The validation computer 1000 may also include input/output
(I/0O) device(s) and/or ports 1026, such as for enabling connection with a keyboard, a
mouse, a pen, a voice input device, a touch input device, a display, speakers, a printer,
etc.

[0088] FIG. 11 shows a block diagram of an access device according to an
embodiment of the invention. The access device 1100 may be implemented to provide a
digital access feature in accordance with embodiments of the disclosure. In
embodiments, a access device 1100 may be in communication with one or more
components of FIG. 1 such as user device 104, validation computer 106, and
transaction processing computer 110 via network connections. The network
connections may include at least a transaction processing network. In some
embodiments, the access device 1100 may be an example of access device 108 of FIG.
1.

[0089] In embodiments, the access device 1100 may include at least one
memory 1110 and one or more processing units (or processor(s)) 1112. The
processor(s) 1112 may be implemented as appropriate in hardware, computer-
executable instructions, firmware, or combinations thereof. Computer-executable
instruction of firmware embodiments of the processor(s) 1112 may include computer-
executable or machine executable instructions written in any suitable programming

language to perform the various functions described.

[0090] The memory 1110 may store program instructions that are loadable and
executable on the processor(s) 1112, as well as data generated during the execution of
these programs. Depending on the configuration and type of access device 1100, the
memory 1110 may be volatile (such as random access memory (RAM)) and/or non-

volatile (such as read-only memory (ROM), flash memory, etc.). The access device
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1100 may also include additional storage 1114, such as either removable storage or
non-removable storage including, but not limited to, magnetic storage, optical disks,
and/or tape storage. The disk drives and their associated computer-readable media
may provide non-volatile storage of computer-readable instructions, data structures,
program modules, and other data from the access device 1100. In some embodiments,
the memory 1110 may include multiple different types of memory, such as static random

access memory (SRAM), dynamic random access memory (DRAM) or ROM.

[0091] Turning to the contents of memory 1110 in more detail, the memory 1110
may include an operating system and one or more application programs or services for
implementing the features disclosed herein including at least a module for generating
and processing requests for utilizing access codes, PINs, and conducting a transaction
(messaging module 1016). In embodiments, the messaging module 1116 may process
requests for utilizing access codes including transmitting access codes as well as
validation requests for access codes to a validation computer. The messaging module
1116 may be configured to prompt a user for a PIN upon receiving a successful
validation of an access code from a validation computer. In embodiments, the
messaging module 1116 may be configured to generate and transmit an authorization
request message to the authorizing computer that includes the access code, the PIN,
and the access identifier or the access token from the validation computer. The
messaging module 1116 may be configured to receive and process an authorization
response message from the authorizing computer which enables the access device
1100 to decline or authorize and conduct a transaction conducted by a user at the

access device 1100 as described herein.

[0092] The access device 1100 may also contain communication interface(s)
1118 that enable the validation computer 1000 to communicate with a stored database,
another computing device or server, one or more remote devices, other application
servers, and/or any other suitable electronic devices included in FIGS. 1-5. In some
embodiments, the communication interface 1118 may enable the access device 1100 to
communicate with other electronic devices on a network (e.g., on a private network).
The access device 1100 may also include input/output (1/O) device(s) and/or ports
1120, such as for enabling connection with a keyboard, a keypad, a mouse, a pen, a

voice input device, a touch input device, a display, speakers, a printer, etc.
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[0093] FIG. 12 shows a block diagram of an authorizing computer according to
an embodiment of the invention. The authorizing computer 1200 may be implemented
to provide a digital access feature in accordance with embodiments of the disclosure. In
embodiments, a authorizing computer 1200 may be in communication with one or more
components of FIG. 1 such as user device 104, access device 108, and validation
computer 106 via network connections. The network connections may include at least a
transaction processing network. In some embodiments, the authorizing computer 1200

may be an example of transaction processing computer 110 of FIG. 1.

[0094] In embodiments, the authorizing computer 1200 may include at least one
memory 1210 and one or more processing units (or processor(s)) 1212. The
processor(s) 1212 may be implemented as appropriate in hardware, computer-
executable instructions, firmware, or combinations thereof. Computer-executable
instruction of firmware embodiments of the processor(s) 1212 may include computer-
executable or machine executable instructions written in any suitable programming

language to perform the various functions described.

[0095] The memory 1210 may store program instructions that are loadable and
executable on the processor(s) 1212, as well as data generated during the execution of
these programs. Depending on the configuration and type of authorizing computer
1200, the memory 1210 may be volatile (such as random access memory (RAM))
and/or non-volatile (such as read-only memory (ROM), flash memory, etc.). The
authorizing computer 1200 may also include additional storage 1214, such as either
removable storage or non-removable storage including, but not limited to, magnetic
storage, optical disks, and/or tape storage. The disk drives and their associated
computer-readable media may provide non-volatile storage of computer-readable
instructions, data structures, program modules, and other data from the authorizing
computer 1200. In some embodiments, the memory 1210 may include multiple different
types of memory, such as static random access memory (SRAM), dynamic random

access memory (DRAM) or ROM.

[0096] Turning to the contents of memory 1210 in more detail, the memory 1210
may include an operating system and one or more application programs or services for
implementing the features disclosed herein including at least a module for processing
authorization request messages and authorization response messages (authorization

module 1216) using data from the account information database 1218. In embodiments,
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the authorizing computer 1200 may store results of authorization request messages
(authorization response messages) as well as information associated with the
authorization request messages in transaction database 1220. In embodiments, the
authorization module 1216 may process authorization message requests and
authorization response messages. The authorization module 1216 may be configured to
communicate the authorization response message to an access device or a transaction
processing computer for conducting a transaction with a user as well as to the validation
computer for generating and transmitting notifications to a user device indicating the
status of a transaction. In embodiments, the authorization module 1216 may update and
maintain the statuses of one or more payment cards or payment accounts associated
with a user in account information database 1218. The authorizing computer 1200 may
communicate the status of a payment card or payment accounts to the transaction
processing computer and/or the validation computer in response to a request for a

cancelation or suspension of a payment card or payment account.

[0097] The authorizing computer 1200 may also contain communication
interface(s) 1222 that enable the authorizing computer 1200 to communicate with a
stored database, another computing device or server, one or more remote devices,
other application servers, and/or any other suitable electronic devices included in FIGS.
1-5. In some embodiments, the communication interface 1222 may enable the
authorizing computer 1200 to communicate with other electronic devices on a network
(e.qg., on a private network). The authorizing computer 1200 may also include
input/output (1/0O) device(s) and/or ports 1224, such as for enabling connection with a
keyboard, a mouse, a pen, a voice input device, a touch input device, a display,

speakers, a printer, etc.

[0098] FIG. 13 shows a flow diagram for a digital access code feature according
to an embodiment of the invention. FIG. 13 illustrates process 1300 which can be

performed by an access device depicted in FIGS. 1-5 and 11.

[0099] Process 1300 may begin at 1302 by prompting entry of an access code. In
embodiments, the access device may prompt a user for the access code to initiate at
transaction that utilizes the digital access features described herein. In some
embodiments, the prompt to initiate the transaction may be transmitted to the user
device via available networks where the user may provide the access code via their own

user device. In embodiments, the prompt to initiate the transaction may be transmitted
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or otherwise provided to the user device based on the location of the user device with
respect to the access device. For example, the user device may be required to be within
a certain distance of the access device to utilize the user device as the device for
providing the access code as opposed to providing the access code at the access
device. The certain distance may be based on a type of communication network or
channel utilized. For example, the certain distance may be an optimal distance that
works with Bluetooth technology or near field communications technology. The process
1300 may include receiving the access code from the user by the access device at
1304.

[0100] The process 1300 may include transmitting the access code to a
validation computer for validation at 1306. The process 1300 may include receiving an
access identifier or access token from the validation computer in response to validating
the access code at 1308. In embodiments, if the access code is not validated because it
does not match the access code that was previously provided to the user device, it has
subsequently been canceled by the user, the payment account has been suspended or
canceled, or it is being used outside of the expiration time period, the access identifier
or access token is not provided to the access device by the validation computer. The
process 1300 may include transmitting an authorization request message including the
access identifier or the access token to an authorizing computer at 1310. The process
1300 may conclude at 1312 by receiving an authorization response message from the
authorizing computer. In some embodiments, the authorization response message may
indicate that the transaction is authorized and may continue or that the transaction is not

authorized and will not continue.

[0101] FIG. 14 shows a flow diagram for a digital access code feature according
to an embodiment of the invention. FIG. 14 illustrates process 1400 which can be

performed by an access device depicted in FIGS. 1-5 and 10.

[0102] The process 1400 may begin at 1402 by receiving, by a validation
computer and from a first user device, a request for an access code. The process 1400
may include determining, by the validation computer, the access code associated with
an account number corresponding to the first user device at 1404. For example, the
validation computer may generate a unique access code for the account number
associated with the first user device upon receiving the request for the access code.

The process 1400 may include transmitting, by the validation computer, the access
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code to the first user device at 1406. In embodiments, the validation computer may
maintain information which indicates a preference for a certain communication channel
to provide the access code to the first user device. For example, the validation computer
may provide the access code to the first user device via a push notification of an
application of the first user device, via a short message service (SMS) text message, via

email, or via a phone call.

[0103] The process 1400 may include receiving, by the validation computer and
from an access device, the access code at 1408. The process 1400 may include
validating, by the validation computer, the access code based at least in part on the
access code associated with the request at 1410. In embodiments, validation of the
access code may include determining that the access code that was previously
provided to the first user device matches the access code received at 1408, determining
that the access code is not being used outside of the associated expiration time period,
and/or that some other account activity has not occurred which suspends the access
code or associated payment account. In some embodiments, the access code may be
received by the access device from a second user device. In embodiments, the user
(first user) associated with the first user device may transmit, provide, or otherwise
authorize another user (a second user) associated with a second user device to utilize
the access code to conduct a transaction at the access device on their behalf or with
their authority. In such cases, the user (first user) may receive notifications from the
validation computer indicating when the access code was utilized and the result of the
transaction (e.g., the validation of the access code was successful, a transaction was
successfully conducted, etc.). The process 1400 may include generating, by the
validation computer, a message that includes the account number associated with the
access code in accordance with a determination that the access code is validated at
1412. The process 1400 may conclude at 1414 by transmitting, by the validation

computer, the message to the access device.

[0104] It can be understood that any of the embodiments of the present invention
can be implemented in the form of control logic using hardware (e.g. an application
specific integrated circuit or field programmable gate array) and/or using computer
software with a generally programmable processor in a modular or integrated manner.
As used herein, a processor includes a single-core processor, multi-core processor on a

same integrated chip, or multiple processing units on a single circuit board or

30



10

15

20

25

30

WO 2019/178075 PCT/US2019/021818

networked. Based on the disclosure and teachings provided herein, a person of ordinary
skill in the art will know and appreciate other ways and/or methods to implement
embodiments of the present invention using hardware and a combination of hardware

and software.

[0105] Any of the software components or functions described in this application
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C, C++, C#, Objective-C, Swift,
or scripting language such as Perl or Python using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions or
commands on a computer readable medium for storage and/or transmission, suitable
media include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact
disk (CD) or DVD (digital versatile disk), flash memory, and the like. The computer

readable medium may be any combination of such storage or transmission devices.

[0106] Such programs may also be encoded and transmitted using carrier signals
adapted for transmission via wired, optical, and/or wireless networks conforming to a
variety of protocols, including the Internet. As such, a computer readable medium
according to an embodiment of the present invention may be created using a data
signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from
other devices (e.g., via Internet download). Any such computer readable medium may
reside on or within a single computer product (e.g. a hard drive, a CD, or an entire
computer system), and may be present on or within different computer products within a
system or network. A computer system may include a monitor, printer, or other suitable

display for providing any of the results mentioned herein to a user.

[0107] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0108] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.
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[0109] All patents, patent applications, publications, and descriptions mentioned

above are herein incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.
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WHAT IS CLAIMED IS:

1. A method comprising:

prompting, by an access device, a user to enter an access code, the
access code determined by a validation computer, the access code associated with
an account number corresponding to a user device associated with the user, the
validation computer configured to determine an expiration time period for the access
code, the expiration time period of a certain length based on one or more policies,
the one or more policies including one or more of a number of access code requests
previously transmitted by the user device compared to a certain time period, a
location of the user device, or a threshold period, the validation computer
transmitting the access code and the expiration time period for the access code to
the user device upon receiving a request for the access code from the user device;

receiving, by the access device, the access code from the user;

transmitting, by the access device, the access code to the validation
computer, that validates the access code and the expiration time period for the
access code;

receiving, by the access device, an access identifier or access token
from the validation computer in response to validating the access code;

transmitting, by the access device, an authorization request message
including the access identifier or the access token to an authorizing computer;

receiving, by the access device, an authorization response message
from the authorizing computer;

receiving, by the access device, the access code from a second user
device;

transmitting, by the access device, the access code to the validation
computer that validates the access code based at least in part on the access code
associated with the request, transmits a message that includes the account number
associated with the access code in accordance with a determination that the access
code is validated to the access device, generates a notification indicating that the
access code has been used by the second user device, and that transmits the
notification to the user device; and

receiving, by the access device from the validation computer, the

message.
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2. The method of claim 1, wherein the access device is an ATM.

3. The method of claim 1, further comprising, after receiving the
access identifier or the access token: prompting, by the access device, the user for a
personal identifier comprising a PIN.

4, The method of claim 3, wherein the authorization request
message includes the access identifier or the access token and the personal
identifier.

5. The method of claim 1, further comprising:

generating a notification indicating a result of authorization by the
authorizing computer; and

transmitting the notification to the user device associated with the user.

6. The method of claim 1, wherein the authorizing computer
maintains information including an account number associated with the user, a type
of transaction, a monetary amount of the transaction, and a personal identifier of the

user.

7. An access device comprising:

a processor;

a wireless communication device coupled to the processor; and

a memory element including instructions that, when executed with the

processor, cause the system to at least:
prompt a user for an access code, the access code determined

by a validation computer, the access code associated with an account number
corresponding to a user device associated with the user, the validation
computer configured to determine an expiration time period for the access
code, the expiration time period of a certain length based on one or more
policies, the one or more policies including one or more of a number of access
code requests previously transmitted by the user device compared to a
certain time period, a location of the user device, or a threshold period, the
validation computer transmitting the access code and the expiration time
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period for the access code to the user device upon receiving a request for the
access code from the user device;

receive the access code from the user;

transmit the access code to the validation computer that
validates the access code and the expiration time period for the access code;

receive an access identifier or access token in response to
validating the access code by the validation computer;

transmit an authorization request message including the access
identifier or the access token to an authorizing computer;

receive, from the authorizing computer, an authorization
response message;

receive the access code from a second user device;

transmit the access code to the validation computer that
validates the access code based at least in part on the access code
associated with the request, transmits a message that includes the account
number associated with the access code in accordance with a determination
that the access code is validated to the access device, generates a
notification indicating that the access code has been used by the second user
device, and that transmits the notification to the user device; and

receive, from the validation computer, the message.

8. The access device of claim 7, wherein the instructions when
executed with the processor further cause the system to at least after receiving the
access identifier or the access token: prompting, by the access device, the user for a

personal identifier comprising a PIN.

9. A computer-implemented method comprising:

receiving, by a validation computer and from a first user device, a
request for an access code;

determining, by the validation computer, the access code associated
with an account number corresponding to the first user device;

determining, by the validation computer, an expiration time period for
the access code, the expiration time period of a certain length based on one or more
policies, the one or more policies including one or more of a number of access code
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requests previously transmitted by the first user device compared to a certain time
period, a location of the first user device, or a threshold period;

transmitting, by the validation computer, the access code and the
expiration time period for the access code to the first user device;

receiving, by the validation computer and from an access device, the
access code;

validating, by the validation computer, the access code based at least
in part on the access code associated with the request and the expiration time period
for the access code;

generating, by the validation computer, a message that includes the
account number associated with the access code in accordance with a determination
that the access code is validated, the validation computer maintaining information
that identifies a delivery channel preference for the access code, the delivery
channel preferences specified by a user associated with the first user device and
including an email or an application push notification;

transmitting, by the validation computer, the message to the access
device using the delivery channel preference;

receiving, by the validation computer, the access code from a second
user device;

validating, by the validation computer, the access code based at least
in part on the access code associated with the request;

generating, by the validation computer, the message that includes the
account number associated with the access code in accordance with a determination
that the access code is validated;

transmitting, by the validation computer, the message to the access
device;

generating, by the validation computer, a notification indicating that the
access code has been used by the second user device; and

transmitting, by the validation computer, the notification to the first user

device.

10.  The computer-implemented method of claim 9, wherein the

expiration time period is specified by the user associated with the first user device.
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11.  The computer-implemented method of claim 9, further
comprising determining one or more geographic locations for access devices that
are configured to utilize the access code.

12.  The computer-implemented method of claim 11, further
comprising updating a user interface of the first user device to display the one or
more geographic locations for the access devices in response to the request for the
access code.

13.  The computer-implemented method of claim 9, wherein
determining the access code associated with the account number is in response to
the user authenticating with the first user device prior to requesting the access code.

14.  The computer-implemented method of claim 9, wherein the
validation computer and the access device communicate by invoking an application
programming interface call that uses mutual secure socket layer authentication and
channel encryption.
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