; e3e L|r6Tg~ ~ f~ V 2002 5 SELECTI VE BLOCK PROCESSI NG BACKGR‘JJ\S:}\IIi)\!Qy 12992
| NVENTION This invention relates generally to the field of steganography.

More‘particularly, the Presg (9 bo | |&he enbeddi ng and
ot lTon of taxty St AT o e e

devel oped data conpression techni ques, high 10 capacity storage nedigsmdhe
I nternet and ot her hi gh bBAGKEROUNDOBIHBINENTI®Ns have render

digital media nearly ubiquitous. In view of these devel opnent S\\“\W\\“\\N‘\W\m
technol ogi es for the control of distribution, copying and ident )

aut hor shi bield @fdhedaMentiBnp of such nedia are gaining i nportance arighoo2*

rel evance in the marketplace. In particular, the effective enforcenent of
copyriéghts in digi.tal nedia is a ongl ex roEI em primarily due to 15 the
natur@ of the WBHiBvetigRrelates genserlly totheldd gt geatogtaphy Mose particulatly thaken,
digital data is easily and perfectly reproducible, wth no | oss of
fidelity.pBsent dhventiohdielpitesato theet embedding' ahddetegdomefl vadttrantl datar @cerdaky as
one possi bl e weapon in a content devel oper's arsenal to conbat piracy or
unaut hor i gednfléuthlak et eRdnfE, & AREPSHG. on of digital nedia, such as video
In general, waternmarks are a nessage, synbol 20 or any distinctive marking
that is transparently added to the video signal for the purpose of

i denti fyi Dgsetiptioer of thee RepatedsAetn aut hori zed one, the author of the video
content, its distributor, owner or like information The process of adding
the distinctive nessage, synbol or marking to the digital nedia is

general |y ref eThedsynergies bwe@nﬁé@mﬂvigdwegmeésdatPrcwi’rmredsioy, tedhmjqteal high
wat er marks are enbedded in the digital nedia (whether audio) still 1 ~ ~

~ 0ar1g-00capatiey Wo?ﬂfgeolhe&ih,dﬁx@)m@meﬁ%n@ Qtlic? MG bANUNTAth"UstFbIM EHnhdl® have
e

i nt ended audi enc such as, for exanple, noviegoers} and reliably

det ect abl . i i yai el n I isihilit nd

det ect abi by R Bl AY BELAB,SYELER of sl SR 7 Brmentt Soploiles 35
watermark is, th re.reliably.it wil|l he detected. Conversely, a_,

wel | - conc@’ﬁl@&tr\ﬂgp distribution, coRying am fJee tatiog ofequthassiyp @ad/es wowngpship of
accept abl e conprom se between visibility and detectability, therefore, nust
t ypi cal | ysush media raeel gaiBingeimpiortianceh anth rélemascd o thepmanketpdatet dnepdvechlar, the
watermark in a data stream In the case of a video stream for exanple,
each vi degffdctiasenfiboeniaat o vopigightsih digaPhudialid 4 ugrﬁ{ﬂei@ pSHfen, Prinfarly ¥&US! Z€.
Each bl ock, therefore, consists of a matrix of picture elenments 10

(her ten, piLxel . i s aracteristi associ.at ed

t her gl\insf t h{,hes'@kc"ﬁggz)ﬂ?euﬁn%%%r'\%@{ c regcrlﬁq#g@r%gé’ réé{erét%g%? W%\sﬁ'ﬁsoarrﬁg%ef?maﬁgﬁ} d%ga
carried out for each pixel of gach, block. For exanple, a Di screte Cosine
Tr ansf or misEaglyandperfec rodycipies Mg lpssfitdelityr ansf orm (hereafter, DFT)
or sone other transformation may be carried out for each pixel of each

bl ock of each fra f. t he vide tneam Such, transformtjons produceg,a
singl e 15 cosi 8'°gﬁecgi H@S‘ \é‘}ag%-g\aﬁscﬁéqf g%l?edeéé?f‘qﬁnxéqcfnt nds "\‘?epgss{%le

information related to the spectral _ _ _
weapon in a content developer’s arsenal to combat piracy or unauthorized distribution or

reproduction of digital media, such as video In general, watermarks are a message, symbol
20  or any distinctive marking that is transparently added to the video signal for the purpose of
identifying whether the copy is an authorized one, the author of the video content, its
distributor, owner or like information The process of adding the distinctive message,
symbol or marking to the digital media is generally referred to as the embedding process.

Preferably, digital watermarks are embedded in the digital media (whether audio, still



content of the video stream Once this information is obtained, a1vétu|0¥1r2<002
or a portion thereof may be enbedded in one or nore bl ocks by eval uating

and selectively nodifying the coefficien of .the transformed bl ocks of

pi xel s. P@Furs&éhm ,05 X0 A8 RRdeE tI}?mdﬂ\GSFfﬂi tontheBteaded gudience (el d8efPras
perturbations in the coefficients of single or a plurality of 20 bl ocks. By
sel ect i vekamp#imhoviegpery)and aelfablycietastablediy appropriate detectidiilsystenidE Tin general,
coefficients, for exanple, a waternmark may be enbedded with low visibility

This is pRgithafd dOREABEE irEﬁiréﬁlﬁélavédsﬂé?énead?ﬂtt%ﬂ{h%%é(rleS\Xﬁﬁl‘ériswgtg?rgﬁcng .

readi |y distinguish between small” variations in spectral content,

possi ble.for video.infaq i 0 i ven frrequency to sk _watermark data
of the s eoV‘°&enfe§8@§déﬁ’?f #er g%fgétﬁ@y@%versgly,va ﬂ'{%c?aiéaawate&'ﬂa%wy fal
met hods relying on the transformati on of each pixel of each block to

det er & ndiffiewds to refially dateck of\n @seepiabia eamproglisesbatwaer visibilityliand detestabiliey .

| ndeed, processing a | arge nunber of bl ocks, each of which may contain, for
exanpl e, tieréfotd; mausofyplylly be veatied. or 16x16 pixels is a highly

conput ati onal Iy intensive process. Such brute 5 force processing of each

pi xel in each block of each frame is very demanding in terns of

conput at i onal Seesralumethods havesbegnprepnsed tGembed aswatermarktin aogasa stream. In
efficiently, requires costly dedi cated hardware and substantial nenory

I esour ceshd éask 6P vidas Stredrh,fot BaniplgRastptided Bhme nidy: bd divided ait®lasluraliyi i t al
vi deo. These problens are exacerbated on the detection side. t er mar k

d i. v _daeal Ct i o 0 |
et AEcAPRSE Ui OB DR AU U L S gl b
st GERINLIE TR Sl SRR AR Y

schenes, each pixel of each block nmust be transforned into the frequency
dommi n, duminaive, olroaiimende ftce garangfocnatidn may be camied ot fod efich pixessf &dch
shifts indicative of a portion of a watermark. To gain w despread 15

accept anggodkn t&eemﬁféltdobwete !@Miﬂk,‘el!'ranstf&?n @%&ﬁ%&p@cﬁg@h@k%& FORSL 2

nunber of criteria, including sinplicity, reliability | ow cost, so that

it may be.inexpensively jncorporated in vard et f mass: market consyner
el ectr on&f@“sg‘@gl @’855,""&5%%?" BRI §§§f gﬁ%‘&"%ﬁé’?@ %%Y??ee?%e%g‘gteéf e IE)‘ééiat
odds wth a detection systemrequiring the transformation and testing of
each pi x@f ea¢h blaek ofleadtkirame ofehe Yidembiream.+ fucl transformations Twoduqecm finglan
article by Holliman, M, et al, “~Adaptive Public Wternmarking of DCT-based
Conprés s e@dsiheag emusoilPreoeffieidhnis eath pixel, 3RY Fgiveviiforndiiba, reldfed7tor BeXspeddfl 7,
pages 284 295, discloses an adaptive schene to enbed watermark information

in DCT b'c%ﬁ&tﬁ%&f thwmoes%r;egﬁ | GRGEhHARRrmAYidd fs3ttsindd) 4 @Etgérﬁ&ﬂgsﬁtsfgbﬁiohhe

bit rate o e conpress 25 wat er mar ked 1 nage are "avol
j udi ci ous, sel ection of ropriate blocks, for 3 . ~5Na\2002 water.nar
| heer t§ onheraotnon e erbheRREin oo 8 g HBESS PR aliagioBanhan FO BT PEARY (e
determ ne the specific coefficients to nodify in a particular block. The
t echni queoefficients| efimbnatteaasformed hiocks ebopixelar & or saxdmiple, auwatatsharkfara pegidont i me
software only insertion of watermarks in JPEG conpressed i mages, and MPEG
or MIPEG tHéd6POmay be@adBbeddE® as perturbations in the coefficients of single or a plurality of
20 blocks. By selectively shifting the coefficients of matrices of DCT or DFT coefficients, for
example, a watermark may be embedded with low visibility This is possible, because the
human visual and auditory systems do not readily distinguish between small variations in

spectral content, making it possible for video information of a given frequency to mask

watermark data of the same or an adjacent frequency.



5 techni que can al so conpl enent existing DCT-based wat er mar ki ng

copy protection and detection applications. Wat are needed, therefore, are
devi ces and net hGosvehtionalimgthydsaretying bn alid frarsfidradidon @f @ach pigeeef éde8 block
wat ermarks or other simlar hidden nessages or synbols in digital data sets

or data strgagdermité ihdr WpbRFIRpkitehrbems ﬂgma@%ug%??gicg%&@%tiag&.s Hfted

nmet hods shoul d al so be i nexpensive to inplenent na w

array of deyi . S rvel.ectroni cs devi ces, for exanpl e.
et ar e aratuned e dR DR Hen O Sic e SoiEl. Bl ARa
reduce the nunber, of operations required to invisibly enbed and reliably
det ect wat edfrfxdiixels, astlox10 pixels g2 Mighly éﬁmaaftaaomilydnénelap precgss. Such brute
Preferably, such devices and net hods woul d be conpatible with a great
vari ety 5of foadegroeasking o eath pigelana@aciebleck ofiepchitahreds verynddmediditg in terms of
conventional frequency domai n-centered enbeddi ng and 5 detection schenes.

Al S0, such piAhKl RIDRA, Ml ARt CSLiA sl & ofdttheEriBRAy SeRMHA
mb e data

decrease the tinme and nunber of conputations necessary to process t

stream as [ i i S RY. IH

| NVENTI ON |Ct%gﬁg?eﬂﬁgaet%?‘%gg&%ﬁ‘ggﬁét@gﬁ%lfﬁ?‘ﬁ%%@%@%%%qgﬁ‘x?%%S}‘}‘@c\)éswf%%er e
devi ces and, net hods _1Q for sinply.apd.religbly e ddi ng and detectin

wat er mar ks B2 &t L oA Fé%mwﬁdééataﬂ&ieggezf%% g%& o) eaa@rtfaﬁdc @t e
streans. It is another object of the present invention to provide watermark
enbeddi ng aletection eidei Watdanarkalstegtods anettypidallyt deployad avithie xpmsugiey electyonics,

i npl ement and to deploy in a wide array of devices. A further object is to
provi dgode\suEle gs, Foflexmip1e,dSigithlaVides dotCEersitile) ¥R (hepdafiRR OD VD) O There el to €d
to invisibly enbed and reliably I S detect watermarks or other simlar

hi dden dat g.j; (Mo j n{ﬂﬁllﬁ?e'} ' i: ' j and
nmet hods th;}%e h:g)rlg ag%tr%g%??%ﬂ,eeeﬁt a grogg!t1 ﬁgg?élgﬁ/%gg n&é{%&ﬁgﬁﬁ&éfg@dgﬁ%& and
det ecti ng t hods. stil.l further object is ta pr.ovide devices and t hods
f or errbeddirIﬁ@ ‘ﬁ%ﬂ@l@l‘%c‘f% ‘W&Y?&WE&@C S cfé‘g[? s Pﬁeeafl\{nél%ﬁ]ﬁdmﬁffgﬁgr of
conput ati ons necessary to process a_given nunber of bl ocks) as conpared to
convent i ondfansfyriged;i thﬁdffﬁ%%eﬁ%sdonﬂqén,a@é@)r@ﬁn@btametihﬁleﬁ@n&ho(?@r}g@%tﬁi bed
objects and those that will be nmentioned and will becone apparent below, a
wat er mar k pwvelnetedifogpossibhoshifts anlicative of & porionesflaowtatemmarkofTot gein pridespread

i nvention, conprises the steps of 4 1 ~ N~ 20~~ dividing a source data

set inyg atacé&r?zﬁice%@h@h%ﬂéetpﬁ;@é}rho%}c@&?@ﬁe BdtedtitR $RHLE BuRRnieed 8invAdber Y at
| east one characteristic associated therewith, testing each block to

d i whet her. . . . b i bi .

or o sel oot SR G ARRE SR RFETespiRy R0y R Sotd P e The TPl .
and processing a termark only in those bl ocks that .exhihit at Ieaf)%he
pre- sel ect dBFARYPIEE 182 YA Qi JRASIMATKE cuswBtoelettfonich feyipes such as

Systems. These criteria appear to be at odds with a detection system requiring the

transformation and testing of each pixel of each block of each frame of the entire data

20  stream.
An article by Holliman, M., et al, ‘Adaptive Public Watermarking of DCT-based
Compressed Images’, Proceedings of the SPIE, Vol. 3312, 0277-786X, 1997, pages 284-
295, discloses an adaptive scheme to embed watermark information in DCT blocks of
compressed image data. Artifacts and an increase in the bit rate of the compressed

25 watermarked image are avoided by the judicious selection of appropriate blocks for



(4
According to other enbodi ments, the testing step may include a “SISE‘INGV 2002
conparing 10 15 20 the degree of variation of the selected characteristic
with'a thr eWh§rmatkainsertionhe 4 ddedkrdepsndant pegd igsneratien algarithmois prayvidedctd ng
a maxi num val ue of the selected characteristic of the selected el enents
from a mi nidetenminé tee specifive cosfficients doanadifi e i pdrticulaf blobke. SEetchtique is
el enents, the absolute value of the result being conpared with the

threshol d viliigmedi if S0 SofthR, HRYisl ARUNEIToAreal B onIBRP A iR Aordb™ Of

absol ute val Udes of differences of the selected characteristic

selected el enents, t.h of differences I Q w.fh the thrgshold
val e, The GPRERaR SPEL SoHupit Ract, MOERG BF VUG Midmetriars it
The sel ected characteristic may include one or nore characteristics

sel ect ed f rigphniaee gam@socenmplemppigedsting RGTabesed waewmrkingcschemes fapcopye
measure of variation nmay be determined in a pixel domain. The dividing step
may di vi de protection anddeta¢tionsapplications a plurality of equally sized bl ocks,
each block including a matrix of data set el enents having a size of at

lleast 2x 1 el enegtmat afd)RedRUA tHRfoR] AREAbicARYInd REHER R PR SlEraRbY

(pi xel s). The processing step may include a step of enbeddi ng 't he wat er mark

in each bl og .t he t i bj ul -sel .
degree of vea{ﬁ egdfn(?nmgfﬁ%%%&%c w%{e%é?&g E)é dstfé%esg]{melale gﬁ&gf }égﬁ ees?alﬁée P iog.s?%bgg n
processing step may include a step of detecting {he wate rk. only, in those
bl ocks. of 1 it st Or 44 StEaISH IO R Walsgerk HEbSIGAER @amaélg%s%s Bd
variation of selected characteristic or characteristics. A step of

de- enpHési zinsthodsaishauld ciso bé indxpemsive 165 implen2002and db alspley ttharwide artagtofc or
characteristics along edges of each block relative to variations of the

sel ected chguvivesafuch tas Boe conQn®s lelictrbhics devibds fdt eRBmblY, eWhay aroblseaetdddl ock
may be carried out. The de-enphasi zing step may i nclude a step of assigning
a weightin fici.ant to each el enent within each block, elenents al ong
edges of e%gﬁgg%%%ﬁh@éing assigned a lower 5 coefficient than el enents
within an interior of each block. The present invention may al so be vi ewed
as a device to enbed a watermark in a data stream the data stream
including a plurality of data el enents, each el enment having at |east one
characteristic associated therewith, conprising: neans for buffering and
dividing the data streaminto at |east one block; 10 neans for selecting

bl ocks according to a texture criterion that nmeasures a variation of a

sel ected characteristic associated with each data el enent of the data
stream neans for enbedding the watermark only in sel ected bl ocks.
According to further enbodi nents, the texture criterion may include at

| east one neasure of variation of the characteristic or characteristics of
sel ected el enents of the data 15 stream The sel ecting nmeans may eval uate
the texture criterion in a spatial domain. The buffering and dividi ng means
and the sel ecting nmeans each may provide bl ocks to the enbeddi ng neans, the
enbeddi ng neans bei ng sel ectively disabled and enabl ed based upon an out put
of the selecting nmeans. The buffering and dividi ng neans may be connected
to a first input of a logic device and to an input of the block selecting
means, the bl ock selecting 20 nmeans being connected to the enbeddi ng neans
whose output is connected to a second input of the |ogic device, the bl ock
sel ecting neans controlling an operation of the logic

3a



device to cause the logic device to selectively output blocks t
w t hout watermarks. The | ogic device may include a nultipl exegyﬁquouz
sel ect i ngmethads timyredudeptie mumizert off epdationkrehited AOARisisY Wwenbe@ dnidereliably
enbeddi ng neans, the enbeddi ng nmeans nodul ating a strength of the watermark

dependi ngdé{@é;flvdég%m B gm@e stfildr Hdded datd By éﬁggél ediC ??&*'eﬂaglyg g%&gg{vg%ﬁ

enbodi nent , vice to detect a watermark I n ata stream

stream i ncl udi a plurality of .data. el enents, .each. el enment hayi at | east
one 5 cha?“&ﬁf’@? i‘goggg}?fcic 'P’Bﬁ“ﬁﬁe‘?"é%at ﬁfeagéféﬂ?tﬁi ?fgwtaﬁ‘r‘?’ﬁ’é( ﬁiné‘é&%?g and
invention conprises: neans for buffering and dividing the data streaminto
at | east detecthigooiethodsanaclyding sonuentiongl iieqesrsy adamainkcenteted embedding and
criterion that neasures a variation of a selected characteristic associ at ed

wi th eachidadtnsdchemes. Alsol BecirWatermbikeanbeddiadndf medﬁa% RieVicBYand ethods
watermark only in selected blocks. 10 According to still further

enbodi nment,s e textur 1 i I . east one asure_of

vari ati ons}}ﬂm({ ﬂegr?ﬁ%f%ctﬁgfﬁﬁsc{ ‘l?l%hgér} og%érrnggfdégﬁsggel%%%skgﬁo%?ceeﬁ ﬂ% %faeﬁjéeﬁfns of
the data stream The selecting neans may evaluate the texture criterion in
a spati al azienrapased tpreonyentiangl %&ﬁ%"ﬁﬁiﬂdﬁe sel ectively disabled and
enabl ed dependi ng upon an out put of the selecting neans. The texture
criterion is preferably the sa i i i to 15 sel ect bl ocks
in which to enbed the water mr%ﬁﬁ&@%}ﬁm\ﬁh@mddi ng process. The
sel ecting neans nmay be the same selecting nmeans that is used to sel ect

bl ocks 1n whi cf § oerps. LDSHYBE f IR edtt Iieniith ATRB0ME MV REOGRP frentRO! NET

enbodi nment of € present invention i's a waternar

validating a.data stre conpr,i,sing the steps of. 20 enbeddi ng.a watermark
only 1% p C Rl and (REARaET fiﬁlégn%iéhB%%Wwaéﬁepwt@sc@@&g Audden
predeterm ned threshold according to a texture criterion, to create a

wat er mar k mgssagesorsstymbats)in digitall data Strexm 0B ds pnashéraibjegt ofthe ipdésent iduengiostto eam
pl ayback devices with a selector configured to evaluate the texture

criteri onpARile WartRhAktentitdiing hodaddbedting @esiced addRethdlis ik RRAMHYHDSIe to
spectral energy exceeds the predeterm ned threshold; and detecting the

wat er mar k. ol v i QL . I he I e 0k d} to
ot hor pr o ENPEER S BBl ISP a0 0E ablicds " BRe BHiGEAR o PSASCISIAR, ' 2
step of validating the data streamaonly when a watermark is detected in the
dat a st r eand methods shat seducsthe membgr: of oReratiops sAquiTed &9 Inyisibhy embed, Bt relighly t he
vi deo stream when the data streamin not validated may al so be carried out.
A still$ fdetebiewarriadkisnanothef sintifar driddeandata v eligiiabmeddia a Amptie dobdéet is to
detecting a 10 watermark in a waternmarked data stream generated by a

wat er mar k Pdv?&d%gg]‘emce&s $ meSRIRIthat 449 dohpat 1@%2@ :égr&mﬂé Qoft\bﬁlex‘i'ﬁérﬁ

streami_nPoap rality of equally sized bl'ocks; ecting ohly those _
bl ocks Lt kebyihoy LnPLudsia Mol kR Kt Bl BuR3ME (S HRAGHL 808 B ety 11

for embedding and detecting watermarks that decrease the time and number of

computations necessary to process a given number of blocks, as compared to conventional

20 devices and methods.

In accordance with the above-described objects and those that will be mentioned
and will become apparent below, a watermark processing method, according to an

embodiment of the present invention, comprises the steps of:



15 accunul ating the selected blocks in a spatial domain to reirf{ Nsoyn%[m?
watermark, if present, relative to a relatively uncorrelated data s -
BRI EF DESCRI PTI QN OF THE DRAW NGS For a further understandi ng of the

obj ects and adiiuifinggbsousee data st dde gt laaphene bloek, cacke element efhthelsoutse datede t o
the follow ng detail ed description, taken in conjunction with 20 the
acconpanysetfavingatriesst onechdracteristicpssatiated thefewathk di agr am of an enbodi ment
of the selective block processing systemaccording to the present

i nvention. 8 15 N aV 2002 Fi 2 is a flow chart of an enbodi nent of the
sel ective bl octkstingoeash dlark Mﬂ%@@%&bﬁ@?h@ﬁl@éﬁd elempnts of wach bloek exhdbit ati g.

3 is a block diagram of anot her enbodi nent of the selective bl ock

processi rl@asﬁﬁgj @Beleqed deliragof variakion pf etslesst ohe veedtédchartddEBERINGTI ON OF THE
PREFERRED EMBODI MENTS A system for sel ective block processing according to
an enbodi rent of the present invention will now be described with reference
to Fi g 1. Ref eprepessingumwatermarki onlgidn ithpsattdecka thatt edhitiit it leastettiel @re-salected
functional block that inserts a watermark in a data set or a data stream

W thin t heocQi¥fRuatiatén bftee BEleGeA thariteidticon, the term watermark includes
denotes 10 any intentionally conceal ed nessage, synbol or other artifact

t hat conveys sone infornmation such as, for exanple, indicia of ownership or
aut hor shi p andAtdeading so déier gmbddinenits; thaitestimmnstepimay inclvdesa bley dfiicdmpariignt o
the data stream The data set or data stream may include, for exanple, a
video si ggldegre Jfi Varialibs bl iR Sécled Bradteriiddiwitld attAreshdil iU, THTeSRNCE

nuneral 150 dénotes a waternmark detector, a functl onal bl ock 15 that

detects the waterpmark denl datast or .t

stream FoYP BaY gxcg%e&eszipr %SP%%I’%@%’E %ﬂé‘g ‘t’e? the Sl eﬁtﬁg dﬂ"ﬁ%‘”%ﬁ'&?ﬁ@? and
the detector in Fig. 1 are connected by a cormunl cation channel 145 | abel ed
"wat ekdrarsetegted; dg@cnts oAF Q‘ﬁo%n@lﬁnwhﬂ’éd’al@ elutheopplecsgsh charaetedsiicoel theesqbecsssient

i nvention. Moreover, in practice, the conmunication channel 145 may be a

di stri butélements;ahe absaiete vafuesofihe aeaisbeingnovmnparad ivith efeadireshold aval@. VWitieed
comuni cation channel such as coaxial cable, the Internet, telephone |ines

and the |jke iﬂ : Oapmyo%' é’ste?n?? géx%a&ﬁxgrwms ok B%ﬁéwgmgseé@%ﬁ of de?

Gar ner such r- exanpl e etic tape

vi deodi sk ot her netic i C br dat a tora e de The
embedder @f@%ﬁ@&%&%@ ElRC seiewre B, e iy o TSR Bk SRmp R vTEY
wher eas the detector be di sposed within 9 15 NOV 200z consuner

pl ayback thevhregho]d salum be surcpiaty setanastiocludwyidex anddpeothetiypendfatitier The1 0
may enbed watermark data in a video stream and encode a DVD disk with the

vat eryer ksepithRdgadacténteio iy aafideThiee BVROHE ShardBiriéthe kelReied Ur & aRe Eralip
rented by a consuner for |ater playback on a playback devi ce equi pped vmth

mhoddor PHOCRG Ry e SnRRHRELE e RER TPhEirhisiherhf Shridihn By b

determined in a pixel domain. The dividing step may divide the source data set.into a

plurality of equally sized blocks, each block including a matrix of data set elements having a
size of at least 2x1 elements. The data set elements may include picture elements (pixels).
20 The processing step may include a step of embedding the watermark in each block of the
data set that exhibits at least the pre-selected degree of variation of the at least one selected
characteristic. The processing step may include a step of detecting the watermark only in
those blocks of the data set that exhibit at least the pre-selected degree of variation of

selected characteristic or characteristics. A step of de-emphasizing variations of the



bl ocker/buffer 115 buffers a source data set (a video data strealns Nﬂv 2002
exanple) in an internal nenory thereof and divides the buffered i ncom ng
stream i Rejacidd Rhavadletibtic 6f ciRtatésicsSiléntlede® 3 9 AR2 G
streamis used for purposes of |IIustr‘%ji(?n, F?aﬁlﬁé@@?t&g&i\% tén\g@rg% ood t hat
the present invention.is not to be.limted thereto. The bl ocks each incl ude
. mat 1 x (O SRHEH ShAPactraE Y SharadBistt WD HinieTopof ercvinek maH PR uaEiSd | n
the case of video data, a pixel having at |east one characteristic

associ at eut.t itheede-¢rhphasizing siep mayriincludeaa stapl/of assigningranaeightingl beeffitientkts may
be as small as 2x 1 pixels, up to an entire frame of video data. Far

exanpl e, eaaf BeRleRCithiRleatHIBlovk telemenbil dlbng @geSuBeddh bidck Wing R¥ighSEh Yierd 15
matri x of 16x 16 pixels. The matrices of data set el enents need not have

t he sanme n r.Qf r § f I s. The out put of the
bl ockgr/ 68?&2%“&??"?2?%%@“’@@3?. a sfto(r?g%fﬁoocl#&gqual |y sized bl ocks that are
sent to a block selector 120. The bl ock selector 120 tests each incom ng

bl lock to det ermheigreydififiRhtion RiadRb VeVidvsl £ 4 UBVIEOT, bibsdhl witkfflrk ih at he

criterion is not satisfied, the 20 bl ock sel ector 120 sends a si gnal f25 to

the waterynprk enbedder 1 di j dding of the watermark in the
bl ock 1 h AP EFARb IS atip e hting £Blalfy BERSE RIS, colCelbPoliiRintet: or
120 may evaluate a "texture" criterion for each block and output a texture
val ue whdeast ong charasteristigiasseciatedhereyith.ccogipyisingat | f eat urel ess and
relatively unchanging field within a bl ock and where hi gher nunbers

indi cate increasin t.ral L .15 N 002.content. The output of the
bl ocker/bufferm"lafg?‘?rztp‘&%%g%%S‘V{dglgtthﬁd%tséf’%f’ﬁoé gﬁ&@pbﬁcg:%_, Therefore,

t he wat er mar k enbedder 130, according to the enbodi mrent shown in Fig. 1,

[POSIESS, Sach MEd oildatihe bloRka a6 dlaR s iftbridr Prar L1005 98

bl ock sel ector es no% generate drsa enbeddi ng
of the waternark, wat ermark i.s epbedded i.n eac ngd every bl ock.

However , oté"ﬁésnﬁateér?ﬁaw@e&“% %?F?C“%‘B‘?g’gg?%‘g\fgf%@e’@?’ittogrtﬁ%&%ta 84| ock sel ect or
120 wi Il disable the enbedding of a watermark for that block by outputting
a | ow unsi gne I e wat ermar k det ector
130 bei ng Con%néé%rsg%%@%ﬁ@gﬁﬁ%ﬁfé\%ﬁ%&ﬁlﬁ%ﬁ&?%&%ﬁé@@l&%@nt bl ock only when

t he val ue generated by the block selector 120 exceeds a predeterm ned

threshol d val ugcchdiAg tterfiahdrverhbodinidnes, whd tuxte keritsonogey idchiem@yleiftGRieve a
texture value fromthe block selector 120, and nodul ate the strength of the

enbedded . : [ : ' | ue.
T this. dhglte Btbridfaste AR ErIRAR chitdGefiich 1P sLEREN KRN IARE 4B 10
enbed_a water kK havi.ng zero strength, in effect not enbedding a er mar k
at alqls. ﬁng%ﬁ@%%ﬂgﬂ%§ ,maglcgggﬁq}p g YeWﬁtheé‘HBdﬁian%f‘?dl dRsoater hecause
the watermark enbedder 130 to enbed watermarks having progressively

st ronger bnfiedngwnid sdivigingl inednsr anidethe enlootttigrmeans edcht mey gbede diockstoathe
possi bl e. For exanple, as shown in Fig. 3, instead of the bl ock sel ector

120 genereaitedding ridah@the ebedtidg hank !B@in%@él@ét%fykdiﬁﬁ%%%renlﬁlgd Basedpen 1 n
Fig. | ) the block selector 120 of Fig generates a select control 20

signal to a | oqi evi.ce. such a - L mul ti,pl exer 140. e input ,to the
't pl exBroutig e aETne el Theb FetofEhd HARE meddnay b eoRRBEASS o npu
of the nultiplexer 140 orjginates fromthe watermark enbedder 130.

Accor di ndirstdnputi of adagisdievienend tona ippus o thechledk splecting mfesnsyahaiblook ssleatings e

bl ocks that satisfy the criterion (or only those bl ocks that do not satisfy

the QUi t afi¢add beltgpeordidied updine braveddihg mednt evlicss ouspudaé icoRbetddotdt Hgecond
wat er mar kK enmbedder 130. 11

input of the logic device, the block selecting means controlling an operation of the logic

device to cause the logic device to selectively output blocks with and without watermarks.

The logic device may include a multiplexer. The selecting means may output a texture



~G.~~t~ ~ ?0-~ Alternatively, the block selector 120 mayT@Na@V 2002
bl ock to the watermark enbedder 130, the watermark enbedder 130 then
‘enmbeddi ng a watermark in each and every bl ock. Conputationally, however, it

i's nore egslpertoctie tmbeddigy eank thel embeddid® Gndans desdulding 4 herenpikber thé
bl ocks it sends to the watermark enbedder by forwarding thereto only those

5 bl ocks i hAGn&H IHeGhd Qgﬁf,g 1 on the state (0 or 1)
of the co{r’lvtgro ﬁ@%%ﬁfgﬁdlg%ngrat egﬁt)@ ?ﬁe ogt)&%gfvg@tgbr 120, multipl exer 140
wi |l output a block having a watermark enbedded therein or a bl ock w thout

a water mar k enpedskthg fdemeiter efbbdiment)Rl devRatatitetisa Whtekiak e RAdAredd) are
possi bl e, and all such inplenmentations should be considered to fall wthin

t he scope,qf 1 pvent | h k I 0 .0 tests, each

i ncom ng. Bieoe SyBiiRdhang CRIAR, of dark ReRbR colf oRleR] nhll of T BB
criterion. As alluded {o above, one sych criterion, according to the
present i pRASHteTTC associtettheremithyaoqording i the Presepiivsntionspapasesy, t he
texture nmay be defined as the degree of variation of any characteristic or

pixels in a vi BSAE SAEhe s ang chd MR BT IR bIe oBe BRER o e

criterion is a neasure of the variation (or |lack thereof), within each

bl ock, of one gfeafPfR selRAIBBISKsHebSringL6 ActeRuRIeritbAdh BRCRARNS! &Haﬁéﬁ h
sel ected pixels wthin each bl ock or selected bl ocks. For exanple, the

texture cripternion et er ni ne. variation.of the | um nance

char act erfz’g"l1 F@e%?d g@%&?rg cﬁfsﬁ?g a&‘:‘w&%ﬁa‘{%ﬁ %E’Rfmtoﬁéhe\fgwr %{an’h of the
chrom nance characteristic of selected pixels within a block, the variation
of both 20 | umpance: AREHY AEWRAHANABAK M PRI bIGhAr acteristics. In
general, the texture criterion may be thought of as a neasure of the
variation of one or nore characteristics of selected pixels within a bl ock.
For exanpl e, blAretmsiiighed still figther erbsdinentse skntexnge arifetivhung) BRRidorat NeRt
featurel ess blue sky likely would not satisfy the texture criterion, and a

wat er nar kgg\%’ B‘h&sﬁ‘x‘%tof v%ﬁﬁt%rgiﬂ;tiﬂe tRarhEteri RIS Hardc YK cﬁ”%ele&@g %%Bgntg rﬁ? é%g‘é

200z enbe I'n those blo I ndeed, 1f a watermark were

i n bl ocks ose constituent pixels represen ear featurel ess. for
exanpl o - (HB eaBanite 1 Hneeifa PuiBARRf theteRiE w Bl i pebyied e
increases. This would constitute an unacceptable degradation in the

appar ent @he deteeting mepnsymay be salectively dlisgbled apf ¢nablest depandingupeman outpot 0ob
hand, if the |um nance characteristic, for exanple, varies greatly for the

sel ected giex®feeting nfdais. 8 The @@tureccriveri@ ¥epriferadly he semb eAeeidnhithis 38edito

results, neaning that such an enbedded watermark wi Il probably not be
vi si bl e. ' j I i al
cont obt t peiech UbeiSTHIRALE S, bl Fhe Riterrdel U 2 RSB BRAE RS |
for exanp| % t he, wat er mar k rra% be enbedded with | ow V%Si b'il i E)ly and 10
accept abl &haaelgetingdneans mayhe the, same, MIFHINE JEaps Pk is isediResslesh OP’é%l'&i”}}l}‘Ch
di scern small changes within i mages having hi gh spectral energy For
exanpl e, & @&Bkdbtheiwasermzirlo diringharn eroloasldingrosess.i sfy the texture criterion
for the | um nance characteristic may be defined as a block in which the
magni t ude of the 256 | um pance | ues are around the same value, or as _a
bl ock i n which qudém%“to?yﬁﬁeprﬁeqtdﬂﬁ’é‘ﬁeés aPatesmek-based metpdypkel s
wi thin the 256 pixels of the block are around the sane

validating a data stream, comprising the steps of.

20 embedding a watermark only in portions of the data stream whose spectral energy
exceeds a predetermined threshold according to a texture criterion, to create a

watermarked data stream,;



value. This may be quanti zed by placing a value on the degree f

of the [ um nance val ues of the selected pixels of the bl ock. Fg‘! Sé%% ggﬂz
the texture cr ptoviding reaydibg daedt stséane playbankodeliicey Wwith aneeleciop dofBgliredftot he
present invention, when the maxi num | um nance val ue of the sel ected pixels
exceeds t bR BIICARRBR M8l tHelY: SRy %h deleermned

t hr eshol dgé\?dzlal ue Thf@édthrceshol d val ug may %Z r%:sg strég?sa%ﬁg{%p&égesf%%“ﬁ@&eor
may be ad Ret ur now,t o Fi t he bl ock sel ector 120 may

det er mi negﬁ‘fitcfgle%e@exﬁ%g"ﬁﬂ@%‘ﬁ%ﬁ&é@’lﬁﬁagi g“dof the block that has the

greatest |um nance value and determ ne that pixel anong the selected pixels
that has the sgal \ | 1% L0 qum | um nance
val ues may then egtﬁ%tt})]% %@g&ﬁ%ﬂ}hﬂﬁglgﬁ%tﬁéé@&@%rgapalﬂgeam, ~V ~~0~
stripped, |leaving only the nmagnitude, and the result conpared with a

predet®r mi ned AQBSdRR tooéthéxd?#éférlﬂéﬁ éxﬂlﬁcﬁﬁrﬂé}{tg-thfefdah{‘@tréa‘?ﬁ Yhiy intlde8AVRE, t han

(or greater than or equal to) the threshold value, the texture criterionis

deened to_have he k.51 t ck and the bl ac el ecto il
enabl e enBE 'ng s?%’r gﬁ?!{@tl{‘ggfc‘ig%&i‘%%%Wo‘?k"eé‘&wgrm%f Sﬁﬁfﬁf* I’B}@’r ‘wafﬁo 5
to output a waternarked bl ock output fromthe bl ocker/buffer I 15 (Fig. 3).
Anot her , $treaar mgy alsacre GrEtsdoRptofA giep ©f disallowging ipdaybask of thecvidee stream when o
generate a sum of absol ute values of differences of the sel ected

char act er tirtdaca stfeatrhia noelvalcibied neyatdoshe aarriedsoutt of this sum of absol ute

val ue differences then being conpared with a predeterm ned constant or
adaptive threshold value. This is believed to yield a nore accurate nmeasure
of 10 the text éy stilbfurthes esmahodimeny ofiihe fresens inveatiomis ai methed| of fesecting a

| ar ger-si zed bl ocks. For exanple, the texture criterion may be defined as
fol | ols: watenihrk ih a-ReatdPaharked daea Rream generalted~BmdDWatemerw\/Gﬁhb@dd?ng:’ErocE’Q; Pc,
Pd... Pmand Pn are values of the selected pixels within the bl ock and
wherein i : - i ned constant or adaptive threshold value. The 15
absol ute%%@%@%@ﬁxse%ggg?ﬁlat the polarity of the result of the differences
do not affect the final result. In other words, the phase of the individual
di fferences i sdivitifgd theldata sheamiite amlurﬁn@%f@ﬁuargadizeatﬂld&si he texture
criterion. In selecting the pixels within the block on which to performthe
di fference operations, sone pixel pairs work better than others do. For
exanpl e, diff esclemtimgpnly thopmblopks ikedys tninglute) a avasemiank misiygae sange criteriepresent
frequenci es that 20 best mask the watermark. The spacing preferably should
be suffi C'waﬁltlseIdQnkﬁlﬁw&t@nﬁhﬁbnﬁb@diﬂglbﬁwésspf t he selected characteristic
(lum nance, chrom nance) etc ) survive mani pul ations, such as digital to
anal og conversions, cropping, stretching and the |Iike. Such mani pul ati ons
may bB mal evol acaumaMatingythdsel¢atesd bleeks in@ spotistalomaireto Faimforoeatinp | vegtemiark, Hé
video stream( 14Sin Fig. 1 ) were to be recorded on an anal og nmedi um
such as a?ws_@lﬁ,mﬁ@té g rdlabelydeicoftdlated HataNtr@ym2002 (hereafter, VCR) tape,
the detectability of the watermark would suffer if the selected pixels were
hori zontal | y adj acent or spatially too close to one another. This is
because conventional VCRs BRIERRPESCGRIRTIGNOFi THErBRAWINGSat attenuating
hi gh frequency content. By carefully selecting the pixels to use in the
eval uation of the texture criterion to insure 5 that such frequencies are
not unaccept abF9r aduhasanderstapdiag W the alipgts andyadantaggs efithe present invention

sign

reference should be made to the following detailed description, taken in conjunction with

20  the accompanying figures, in which

Fig. 1 is a block diagram of an embodiment of the selective block processing system

according to the present invention.



chance of surviving such conversion processes with acceptabl 1 % NOV 2002
detectability. The separation between sel ected pixels; their 'I'0catl on

and/ or pattern be | e rLQr i representative sanpl es o
Video ol ps. 1ol BAanaE S ol ek eholinul BEHidaite Hnak wobtong imelbonse
representative _sanples. The block selection criterion, noreover, is 10

pr ef er abl yacshetiegitosthe prrsentimeniPdcks sel ected for enbeddi ng do not bias the
subsequent wat ernmark detection. For exanple, in an incorrect

i npl ementation, _jf_anly, blocks having.,a fr enc ntent sipjlar to that
of the water mar El&vérl%a%&%ecﬁ%w&fl@d*%ﬁwFﬁﬁgglgre@gpf?}w qetiye H?ﬁﬁ PPgETNS

bl ocks that do not contain a watermark could resenbl e video bl ocks that do,
in fact, csystem accardisg torthepfesemaneentipel t hi s, the video content of each

bl ock preferably 15 should remain uncorrelated to the watermark during all
of the steps of the bl i ing .t n_enbodi ment of
t he pre‘Sent i nventi on, Wﬁﬁ@ﬁ?ﬁﬁﬁ@%ﬁﬁ@%ﬁ&ﬁ&ﬁ&ﬁégwﬁ ocks that
satisfy the texture criterion The bl ocks that do not satisfy the texture

o 56 et o A ehFE EAOE ok PRer el H B BhAR b E, "
receive a weak watermark. According to a preferred enbodi ment of the
present i ningeatioswillines kedeserbegdeyith refgrangedoibig | u Referencemymeradfl 19 designates
watermark is included in a given bl ock) as opposed to sonme conventi onal

t echni quesa wWasdriark emtsedde, @ finmtionatbidckithat iheerdiastatbimdre ¢h 8 dEasst dradata
bl ocks, each DCT or DFT coefficient of the watermark being turned off and

on dependi g&%aﬂaﬁ \é’(i)tmrﬁhE 9&’e/xt~om€%ﬂé9&9 iﬁvQﬂti&; %ﬁetk%ﬁﬁxua%e}ﬁ{aﬁ%c%e @&}Bhegse

coefficien rast) accordihg to the present inv I on, on

bl ocks_that are hest able hi de the waterpark do, in fact, receive the
wat er nﬁ‘f’ k. a%léteﬁla@‘iyeav“@#&aé%ﬁssa&ﬁ’ PYPY Pégﬂﬁf af#ﬁ%ﬁém%ﬁt SRYSYS 8MGr eat | y
increase the signal to noise ratio SwWNv, where Swis the strength of the
wat er mar k ifiormidtion suchtes, for exanple, indiciated osvngrebipr orsfusharship aoid thag tsrdesigned to

I ncreasing the signal to noise ratio SW Nv greatly facilitates the

detection pé sitRenGally igvisibgthidueh @itoah&kdah gftedm WIhé d5@SBE6H ddt Ostidagh may
uncorrel ated video content, if only those blocks that contain a watermark

The pr esenidbelit Pt 3R AR SRAAl ol Pid Y Gl efiR™ 200757 18 s

shown in Fig. 1 and 3, the detector 150 includes at |east three main

functional Dbl ockskewlseDteBsibde/nuuiet£n 50 @endruf & Vaterinifk 4616067, AGUNGOREITSKEd
vi deo stream 145 and divides the streaminto a series of blocks, matched in

Size to.th t / 0 enbe . The
o1 ookl bufPSEES i #ftediack BE WA GRARS MO khcPer LP RSP 61

bl ocker/ buffer 115 of the enbedder 110. The gl dck selector 170 _is 15

pr ef er abl y #8&tof §%¢TIPHOR Prfgthﬁlpff'éﬁméé‘t'eé‘&‘?'brthi?@ 6‘? ef pad thersletreier in Tig. traee

mat chi ng bl ock selector 170 applies the sane criterion to the bl ocks

gener at ed bynrtebeed by acdoemiunidatiore chan@e! S latbhatedfveatkrnsekatvideo] ARbughpldeads t o
t he bl ocks generated by the bl ocker/buffer 115 of the enbedder 110. In this
manner, th i [FaTed i 3 t it erion: f.0 [ re
dent 1 cal . DB B O e e B e B AT e
110 and theh20 ldff{;eCtOl;F 150, . tpe Waé.ermar}; detector 180 onI%/ll rﬁ_lcei es those
bl ocks t hafanRe! HintBRY B BFEERURRIEETE UL 3° ALE ST SPRMMBI Lo g

candi dates for containing watermarks. Under perfect conditions (the
enbedd@® omisdicomsnumipatidn ehpnnélsucteascetasial fabirithelnternet. telepborelinasgnd tiweo
processi ng has occurred), the matching bl ock selector 170 will select all
or nearly gké Alternatively, reference numeral 145 may designate a data carrier such as, for

example, magnetic tape, 2a DVD disk, a CD-ROM, a videodisk or any other magnetic,
optical or hybrid data storage device. The embedder 110 may be located at a
manufacturing or distribution facility, whereas the detector may be disposed within

9




of the same bl ocks for watermark detection that the block sel-ra t&;ovzg ﬁ?s
sel ected for 16 ~5 (~O~I ~~~~ watermark enbeddi ng. I n one 'pre eU
enbodi ment, therefore, the matching bl ock detector 170 filters the incom ng
bl ocks anePnsumerRlayback deviges sycheask DYE? pleyess etrg Fasrekgmplepthe ebeddes 110 kel y t 0
contain a watermark. The matching bl ock detector 170 thus decimates the

i nconi ng by embediwatermarkgiatointheidee btecieghdCaricb@s b VB ALKGARSHE WardhBaeNt
the 5 watermark detector with a great many bl ocks that do not contain

wat er mar [ t pterd { t he hi ng bl ock
det ect or k?%éd\%gﬁlggleg gﬁre%né.r %ﬁ% Wb o?&ég ’ﬁ%}vﬁﬂ%&;bgp {1'%5\/93& g&r é@r{%# gbf %ﬁ‘?’iﬂ”@ef 0
reach the ternmark detecto 80. . Thi s, detection nethod is particularly
advant ag e@é\@at ?‘Vb@f)gﬁp ﬁé’gay&ﬂ“gl%&vf‘i?req@}?& iwét}‘ ac§yutablg detestannquich as detector
according to the present invention. Wen video processing has occurred at
some poi n13Q.n 10 the communication channel 145 of Fig. 1, the threshold
val ue for the selection criterion in the detector 150 may be set to a

di fferent val u§6¢ehan he t resrh%lég val ue for the same criterion in the
embedder 110. "B&aﬁﬁﬁ?@,t fer %’i@&al““i"ﬁra{ AdS Eenapseats ablgckes/bufferenTihbe ed,
sneared, sharpened or otherw se changed, the detector threshold val ue may

be | ower eblodeeribufferedl$ dufforsss soumel data s&6 (4 videbedatasereah, forcewaipd)i @nar n
the spatial, or pixel domain (as opposed to accunulation in the frequency

domai n af fnfima nfdory thdrbof ahd ARGd QAR AR d inbbﬁggogg 5 iR n@ﬁg@ggﬁﬁegp ther

and then divided by the nunber of accunul ated ccu 6x16

bl ocks, for anmpl e,..d S _done by, t.aking the gverage of all of the top, |eft
nand. cor e iR, “phdigh i ined b Slrietn i SsellEr §ihoses, ollugiiaion. & pelorksc
pi xel in each block and so on 20 until all 256 pixels of each 16x 16 bl ock
have Heerungeestenscthal thepresgat/iamentinndp nqhmebmlanuecﬁdteeato.o fThestoeks eachtinchngy
detection on each block of the entire waternarked video stream the signal

to noi se & atrix Shda sstaildrende Budlt 6f fhe\data RPERMeRE HELES! irPthe Tadd SiiidieNd
| ess reliable. This is because the nmany bl ocks that do not contain a

' : . J wat Keni
the rel at ik s PUEI 3aftg sk ol WaRicREKTe SRR IRASWI sbicts dmRERS ve
to the uncarrelated videq sjignal On.the other gﬁnd, according to the

oresent [ ARATGHERMINERGE. Lhe PRERS MR b mallens I BikPlBoen toan BrveKEmanel ar e

likely to contain a watermark. Since the watermark pattern repeats nodul o
t he bl ockvid¢w datandor lssamplecench ibpekl maysinglude arneataix ed 8x8 hixalsbremanpidchaieands
out and may readily be recognized and 5 detected. Therefore, the matching

bl ockissel matrirlof 16016 Prkelsh eTHoah @O of dhed 84 tleimehBOndéBrot hivCARGRNE nhftber
increase the SwW Nv by supplying the watermark detector only with b oc?(s

likely toofchWs%L Q-neartu‘@?nte?f) lhmng_enderi ng detection |ess susceptible to
entl

fal se positivei Icatrons, for exanple. If all blocks of a given
bl ocked video streamwere to have a watermark enbedded 10 therein, it is

i ghly pr obabl Pnd bitpul Pae biterbibufretaubds BRSHRFRARHA| bYefigt) agafhioand the

wat ermark woul d then be highly visible. In that case, we etection by

spati al in_accunul,ati on u deni abl cilitated, as the
wat er mar %%%%IF (§e'fc)lgt°?a]él? lﬂ?‘%?eéeézggri Lﬂe\?@l?e;lb%ﬁ%%&%a%ﬂ I LGS SAgh Insoming tE?“cS‘c‘IQ is
provided with a watermark, according to the
determine whether a predetermined criterion is satisfied. If the criterion is not satisfied, the
20  Dblock selector 120 sends a signal 125 to the watermark embedder 130, disabling the
embedding of the watermark in the block that did not satisfy the criterion. For example,
the block selector 120 may evaluate a “texture” criterion for each block and output a

texture value where O (zero) indicates a completely flat, featureless and relatively

unchanging field within a block and where higher numbers indicate increasing spectral

10



present invention, each block input to the watermark detector 1I§(NU§,/hZ@{B|2y
likely to contain 15 a watermark, as the criterion is used in the matching
bl ock sel ect or 1%{& is ide tig}i& t(}@i&je criterion used in the bl ock sel ector
120) and £€nteAt khg SuioNE Ohihs tockerbuies 118 i3 3isq sanhite the watersarly pobedder 33@.he
wat ermark detector that are likely to contain a watermark. Fromthe

per spect i VEheoéfote ¢hevaatermark enibedsiet d30,188ordirpetcetier embodtasd: yshewariy Big oLk of
the video stream appearing at its input contains a watermark This nethod,

ther ef or e e QN ¥aciRblocRioutfut tfn ARVASKRYBSHS 118 ”bﬁsdl%b ds theRO& sreégé'c{%ri [3peach

bl ock of the video stream but suffers none of the arorenention

vi sibility, drawbacks. reover uch. spat i ccu ation ayoids the tjne
consuni ng 9958 "eLEsTate :t\%n%q%/? 1?%?5&@"& Sﬁef ?%@Wﬁhﬁﬁﬂ?@?&n atsraario$s
characteri zi ng a_great nmany conventional enbeddi ng and detection schemes.
Al t hou§h pmbedded iar¢agh and avery flasks Hawevershould aby block fak tot satisfy thes entterion,
invention is not limted by spatial 18 15 NOV 2~(l?_ or pixel domain

accunul at ithe Hisdkeséle@dr MO haills dishiledakel ,eniblaediﬁgl 6TC4 | whtelaPIE o P tRAEBISEI By
devi ces and net hods descri bed herein are equally applicable to watermarfk

enbeddi ng { t I I i r at a
et (for  SHRpuEE 00 Rl Valle!the szl WERBRE IS ek oot
sel ective bl ock procgssi deyi gces and 5 nethods according to the present

i nvent i on 18Pebeirg re rF‘g%Bé"é’éaé’r paterparknia theprueanh §logk Prde meen j they vislehod
enpl oyed. However, it is believed to be advantageous to accunul ate the

i ncom ng lgeaedatediby thhblskatlector dd0rexceeds 4 predétepmetd thireshold valuansf or mat i ons,
as video data is typically initially presented to the enbedder 110 and to
the detector 150 in the spatial dqmain. 10 There are situations wherein a
bl ock IR ght sat’?*]é?‘?att‘YFiv’ttE‘)(f'YﬁWF Pfé\?ffd@ﬁr A3Q mayt reprive Adetergoyaduefrom theock
in which to enbed a watermark. Indeed, such a block nmay have been

det er m nedlocksselggtarh2Orend odsuliiesibk syengthef dienembeddbd watesmfrk isahtpon thegh
frequency content to warrant the enbedding of a watermark, yet be

unsui t abl g {fin 8616 tRe RIERES Cextiir@vaR%aNR this dalle b eokurdi ARk &amhteaﬁse\gﬁkgisn

its borders and along one of its sides a high 15 contrast feature su

for exanple, a ance stlgp an eg%ﬁ the&gof agai.nst a featurel ess sky.

Al 't hough tHEFERNALK eipbedend 3D le eovq, A WatermarK; BVt oo Sgsrnt e oiieit | R on
of a watermark, the enbedding thereof mght result in visible artifacts in
t he enbeddsbedilingle weikimadik @t alht Highes tesaire valeess atopedingitp this egheslimeny, would
phenonenon upon pl ayback. To address this issue and to decrease the
probalisl i teausdrefe whrhmarkognibcdder a3 tdlembksd wierniatlts hevirgeprogiasivélp stronger
inclusion of a watermark, the bl ock selector 120 of the enbedder 110 may
enpl oy a Wﬁ&gﬁﬁ&ﬁg schene wherein the selected characteristics of the
selected pixels toward the center of the block are assigned a hi gher wei ght
coefficient than the sel ected characteristics of the selected pixels at or

toward the edgeStif further hbodimeftoof exambeddertlne sseperivhd Fnakaapler dsshbea of
the selected pixels at the edge of the block may be ignored or de 19 15 N

.o o s B OBl Sitol 31 WG GARL ABAER] PR
3;»[ EP%PLO%%QS%E&O\]{%&%g%H F%L ll gtﬁgéfggﬁtsﬁla?t&l’( lf(? L I(T:itgo?’r gelnzeg)atésoa geilgc?lgtlnﬁrglhe
20  signal to a logic device, such as a 2:1 multiplexer 140. One input to the multiplexer 140
originates from the blocker/buffer 115 and the other input of the multiplexer 140 originates
from the watermark embedder 130. According to this embodiment, the block selector 120

forwards only those blocks that satisfy the criterion (or only those blocks that do not satisfy

the criterion, depending upon how the criterion is defined) to the watermark embedder 130.
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m ght have triggered the enbedding of the watermark had wei ghtiqng pm\,bqﬁﬂr)
used. The 5 weighting coeffl cients may, for exanple, exh| bit a 1kneaf

variatio her or an

vari ati onAlftérﬁqueglf ﬁéjg@ 8@%& q% If}\@ }‘%?’ fEd |%>ﬁ<°e tW@tegaﬁr ?‘P@%ﬁer
bott om and si des of bl oc zero c f| CI ent and wei ghting all other
pi xel s of 130n ghepwatermaixiem d@ﬁﬁ @39 ‘@B%FF’ibE a waternmpgk in ey andh geery thhesk.

sel ected characteristics) of the selected pixels at the edge of the bl ock

woul d be Cemputetierally, tpwever it i oFé econdmidablis the blockwselémni 120 toadeciiiedhérent
of the selective block processing nethod according to the present

i nventi Orhun?%]{f teq,gg(}kg B Ednds tg théiQ/atéi‘Exgm Bﬂbéﬂd@ﬁ@y gcﬁte Yahg

strean) IS er |n step . In ste eo S reantls

di vi ded | [ ur, of equ | | d bl ocks crl erj such_as_ the
t ext ure &9‘3@ thdgsatistk %y ¢he eragron, e ﬂdtn;g then e e eteA(‘S i the sentrolrsignabp
S3. For each block, it is then 15 determ ned whether the criterion is

sati sfi ecgenemtedhbyvrthb rblecle selgator | ¥20¢ imaultiplexerr €4@ rwilleputpat is bbaaki dihvieg,a an
entire watermark is enbedded in the current block, as shown in step S5. If

the t ext URefhirk QbRAdE tHRRSin Rlal ibEIe SithbHER wilmfaHE lefibed MdoBlerdiR I eOther
evaluation is determned to be an unsuitable candidate for enbedding of a

v T e S U ShARBRS Tl TOSESRIL S S MSEBE RSB GRS Lo

may be rcCHIALA"
over a transm ssion channel Ste S6 thrqugh S 10 may be carried out
Wi t hin, WS@R@%¢@H‘¥§“}W&R§(§°§P? WF[BF"&?’H&I&‘RC"&IBW ce, for exanple. In step
S6, the wat ermarked video streamis read from the recordi ng medi um or data
carrigr or received fr th S i on.channel a buffered. |.n st S7
he. OF f or ed vibepingh RORbf §ab EREER TR PSR o tierping Shefr R B460 1
sized 20 15 N Ov 2002 bl ocks, preferabl of the sane size (8x8 pixel

bl ocks, 1®Bisfiesp pefletpmyagds cateron. A aliyded {ﬁbalswe Phe seaneriteripn,eadcording to
calculated for the current block of the blocked video streamin step S8 as
was cal cuhatpeesenninvemipnS3s aGakcalledit texturtherisivn. ¢ Geherallynthe rtesfue nBy bad
step S8 mnimzes the nunber of watermark detection steps in step S 10. In

step S9, jdfink a9 (HIFHEHE GF@aﬁi‘ﬁﬁmﬁ*m}I On fe??sfi& oPlcl %éct%ﬁ&ﬁc%f%s%ﬂmﬁ with

criterion, such as the texture crit I SC OSE ereln e criterion

is satisfied t f .the evaluat of t texture criteri

i ndi cat escootlsfﬂtus*eﬁfim?}‘?%%t date sFtorgu‘tht*ﬂ? gFBéR’ei‘rﬂa tlge ﬁ?sﬁtfgpa Yifleth t he
predeterm ned threshold, the detection step shovvn at S 10 is carried out
for tHat $teany thrdxtureicsiteriontie adeeasurd of thet wriatibn ot (acksthseods seithif leach
detection step shown at S 10 is 10 preferably carried out by accunul ati on

in the spgbéllof éte &ff MmBle Blrmiteristias ashosiatedswith alael Qixef or kit ablested Afigdess
may optionally be carried out, depending upon the results of the detection

st eps. § n o]
stream rra‘é“‘@ﬁs‘% e@gﬂ ed &l%bér,ég%géelga F‘g’er?%a@ﬁg e‘?\w%mre %gél-ﬁr?ﬁlr r%afg egeg@“%ftﬁgult
task that often cannot be carried. out vmtho t .unduly degrading the quality
of the vivswtienef & lumigane chasaqeindiciof Selected pixels Withing Blogk.ctei wagation of
copying the video content. Alternatively, the video stream playback device
may ref usthetchrominhmge thaeactéribtio oft sebemad pixelsewithideo bidckeahe ivarimddn wélbottat ed
(e.g., no watermark or tanpered waternmark present), or sonme other action
may bgy tajg %@eg&t@({roﬁ%ﬁﬁ&rdmr&mt&hﬁcﬁﬁsﬁ&tent| onal degradation of the
pl ayback q Ity. Acco ng to the present invention, a very weak waternmark
may be inserted in 20 selected bl ocks of a data stream such as a video
stream for exBigdneral tthe teinyre fctitdrivarmayeliutionghtva st inedsyrobf tHeevatiatien oar k
with little effect on its detectability. The strength of the enbedded

wat er mar k u
sel ect or T%éfr ﬁgre@%%éhﬁ%sweél%%%ﬁéﬁg hY H@é eié Péxa%{)pg %%%&#%t or
;ﬁ?e r SO}AB%RI\QG%&;S%'{&: Eifgétﬁ?e tl.s(s:I of %Q::'[nfi fe r;tu?el\évsast t(;]trng% khkit? rw&ﬁé‘ rItpolt esatlsfy the

HKD

texture criterion, and a watermark would not, according to the present invention, be
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21 ~ ~ ~0ov zo0~z bl ocks and average themso the relatively stror'gqmo(ycznuz
correlated (al beit weak) watermark stands out fromthe uncorrel ate I"de

stream Th t chi 0 eGt in, the detectqr ,150. "knows" which
bl ook, s e A UG, gﬁhﬁﬁkﬁr%ﬂtﬁu’gyki\yerp 0 Grﬂﬂﬁ%ﬁﬂa%gmt @0@%‘7"!5%% the
sane criterion (e.g., the texture criterion) as its counterpart bl ock

sel ect or copgfitgent rpixgke repsessntdamean featurplesseskor dor example, etherprobahilityt thanthal | ows
good detectability of a weak enbedded signal, thus enjoying the | ow

vi si bi | i tembeadedrivgtersiatkewbualtitel tisiblecinirgases. athiwoaRCCONBHiRESTRA inaddplaBlet he
foregoing detailed description has described preferred enbodi nents of the

present i EQn: . it o V, SCH,.PELON IS

1 ust r aogERaticHin e dehalct Rt aBanl. ok tite BOF G Srel i i tipdr
exanple, th resent. i nvention i s eguall ppli.cabl e tq t er mar k., epbeddi ng
pr oceése§’ﬂ§e&éﬁ?ﬁ‘f‘ﬂ‘§% aPﬁaé’qusf‘%’ (‘]d’éﬂ‘%l’éu pResc gReatly rf?ﬂmglepﬁfil%cé?d epels into
to a data set, such as a video stream audio, single-frane pictures and

ot her datwithilmerock, snwhterniaryr may b¢ emrbeddedi with @dodedsilis; meemiap thatt mchaas not
conprom se the usability of the data. Mreover, the watermark nay be
enbedded caihdiadd datepMbRIwIN plobBbly ot Heavitible. OB fdrﬁ;ﬂuglﬂe%diégqawﬁuenﬂéma DCT,

DFT, fixed or random noi se patterns, patches etc. 'l ndee he present

i nventiong] t | i . e I ver agi ng or accumnul aty ng
el thor i npR R e o el b B iR UR ol T e AE e BE I i
may be individually evaluated and all such bl ocks nmay be statistically
accumul atthel vateraarkefon sxampley the Svptermark mant by embeddedewish dpud visthility aad
correlation. The selected 20 characteristic may be | um nance only,

chr ortionarseespably detoctabilityias tierhmenaandsuahsysighndoes eot RERilpdiseern sidliedhanges
characteristics associated with the constituent el ements of the data set in
questi on. Gt Ld:1 £l A doubt occur to those of skill in this
art, and“él1 gﬁ%@ﬂ%ﬂ#gﬁ?ggﬁ%ﬁsﬁﬁ géeéégeened to fall within the scope and
spirit of the present invention. Thus, the present invention to be limted
only by the clRirrxamples@6%16 pilteltstbeknthaloes nbb siisBV/t1ROGRuY Bfiterion Fhadheed
is: 1. Adevice (150) for detecting a watermark in a waternmarked data

stream tjhe: o i i Ly: 0 t ,
ol cront pAGiraRtECRIERTS iy Bl 09AR P B QY i bnlch e FEHRINE or IR 250
maternar§ enbeddeq in selechig blockﬁ of the data. st egnhthat nf&; g
texture dPPMBRFOYANRSATRAIGIANS SFTeYeldn Brasa Rlarkin wHicEHEs Raspitnds picthe
associ ated with each data el enent of the data stream the device conprising
meand5( deminanes valugsialselaeted pexelsi Witlin tle 2 Hepixels of the Wock aret arownd tersaimat o at
| east one bl ock; means ( 170) for selecting bl ocks of the watermarked data
st ream bagfi@. OIThis fabsieaqhamized bsi platiag & exherch eel a?rb@rbfaﬁadahaﬁ afsgd i n
sel ecting the blocks for enbeddi ng the watermark; and neans (180) for
detectin 0, I o S i . , to
decr case Y ERRIATE fellodd b 6i e BRLETES ol GBI LNOF R,
nunmber of blocks., 2. The device of_clai t%’ wherejn the sel ecting neans

eval uat esber $abishicd GFIdiag; P NeFMBdimens Rt the IPressHainventn, hendhe ineaximemc| ai m
1, wherein the texture criterion used in the detecting device is identical
to that usmihance vaaeofithe lselectbe gikielsgxcekds Treemhémumduminandeavained by wioe¢ €an t he
selecting neans is a sane selecting neans as is used to select blocks in

whi ¢ ; i i f
i chyt o aeﬁéﬁaeﬁﬁ‘ﬁedf"ﬁfr@a‘hﬁﬁr\yahﬁuthﬂQtfﬁ‘é’sh@m@@ M8y BE e§ﬁ&é afd (ﬂ%h%é&'ﬁdgﬁe 0

claim1l fu er conprising a device (110) for 1nitra

watermark in a source data stream and incl udi econd ne 115) for
bt £ ef { neprIHH B8 SHoafiFy RHOTCU Aok (aEies LandinR hieR30ear 287 ey SRlepmiBens
and third neans (120) for selecti ng the bl ocks of the source data stream
t hat meetthatapivel amongdhe sel¢atsd pikels oh ther daekuthat basi the greatgst bminanveanriueaddby
means (130, 140) for enbedding the watermark only in the sel ected bl ocks

t hat neetdegethiheSHhas pirélt dntdrighths isetedtad pixelstthidtehas thd §halRe: ludsnancd Yalle 0rhe 200
6. The device of claim5, wherein the second neans (115) for buffering and

maximum and minimum luminance values may then be subtracted from one another, the
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dividing and the third neans (120) for selecting each provi del?gﬂmt&qge
d

enbeddi ng neans, the enbeddi ng neans bei ng sel ectively disabl

e
based o | G
Clarm 5 e lesding! iy Uh. PSR ahd I SpRE ehRfared il ARG S
ted t f 0) dt t of th
hi T moanemiaey oo g éxtt%? o Bt Fo o Aok rddbaliob i mg

bei ng connected to the enbeddi ng, neans whose output is connected to a
second i nheeshsiid value,|thetexture ¢ritesiontih deankridrte hawe heenf satisfiddafok thme bleck iand)the
controlling an operation of the I|ogic device to cause said |ogic device to

sel ect i velbjodkUeRbfor Wil @kisbleveinbedisl Yn&r&h&%lod]@(ﬁ% nﬁrd?sconﬁ'ol mqnﬁtﬁ)ﬂeﬁa 1Qrfo

claim?7, wherein the | ogi ¢ device Includes a ti'pl exes

devrce of ng outputs a
texture va ua{pt n@té&qﬁr%%} %@étgéégefg #%h@eﬁgmdul ating a
strength of the vvatermark dependi ng upon a magni tude of the texture val ue.

10. A net hod OfWE&Cﬁhéi%&nwwm &f edtbredaing thetexfilre CHedionl 19%(?e&frat@ a

wat er mar ked dat a stream at neet a texture criterion that neasures a

variation a h el. errent of
'he wat or AP EERFE reé*émd?f?tgﬁée% R terhle SR PR Ry it

wat er mar ked dat a strea nto a r%r ty of equal |y sized bl ocks; sel ecting
only bl ocKesultreftthigsum ¢ PIé}FFtY Wg} refcesthen bging comparedewith @ paedetermineds ed
in selecting the blocks for enbedding the watermark; and detecting the

wat er mar k constyntior adaptivel thedsholdedakuet eThibis Helievedab gidld agnéreaicliratedaedsersst t he
ti me and nunber of operations necessary to process a given nunber of

bl ockgg 1dpe 1 géyﬁjrggfmdsegfae@& 5 h‘?du'ihr qéeg% .J.eﬂ 16&¥0Itl=\6?§xan%q1e

cal cuI atr ng the average anplitu orrespon enen

sel ected bh] ocks in.a.spati may n Iatrvetoarelatrvely uncorrel at ed
dat a strea*ﬁtefﬁ“’e cqteno&&ay%g&%gaegaﬁgo%t hod of claim 10, wherein the data
streamis a video stream 13. The nethod of claim 12 further characterized
by preventing playback ofp HePq St pg: mhen+ mark is not
detected. 14. The net hod lo% Iar m 1(J k/\hg,rﬂer n't he dewaégon texture
criterion used in the selecting of the blocks is identical to that used in

vat er mar k enbedeliengn Pa5Pb,TRe, Pd:t.hdh ahd PhadrewaRied uf thecselsepstpikels Rathih e
steps of initially enbedding the watermark in a source data stream

and tost | oot Eid vl 10 %Sﬂfec&t%‘@%"? EBES?tﬂéam ?dﬁélgt%sm\?a‘t‘*ﬁ' VL

source ermne i ey rreet
sai d bstantially simla xtu erro char cteriz by enbed
he vdsor ARG eles insuasaharft e BRoRpLE cestlhar HruReisares e aagee af Fpal

simlar texture criterion. 16. The rrethod of claim 15, wherein the testr ng
i s char actresultz dd obler sydstls, abe phage af thexindividuakdifferengestih emmelecilt fod the purpose
characteristic of the texture criterion froma m nimum val ue of the

sel ect ed fajalaheig fHel @xite EH&n‘bﬂXtmrﬁl&ﬁh% eHd a&elsaﬁtrﬁhstﬁé BiRkVSH WhichTtod
result being conpared vuth a given threshold value. 17. The nethod of cI aim

15, wherei S te i y fin sum soI

val ues of pgrfg)ﬁgrdelgc&elg&g é&g{' {e)hécﬂ)aga%;g 8@?% tg? then ?@%rtsuﬁ?
criterion, the sum of drfferences ber ng corrpared with a given threshold
val ue. 18.example diffarsacepaigs ramemhosmmté.aweﬁh@ SHRAiRE ) kepEasen feaquensisedhas
and the difference operations are performed on pairs of pixels having a
separ a0i orbest maskt ihanwvatahiavk. pPEitet graningtyreferabbpsteakhnbeé shiffieRue i irgeret that theest
mask the watermark. 19. The nmethod of claim1l S, further characterized by

de- ermhas'\auag of Bld dctiScififact iRiié RhRffaRe CHRSARLALY SId ol QRMAAARRORL

each bl ock re atrveto varl ati ons arac eristic

interior eac
such as cﬁgrtal to analog conversions, cropping, stretching and the like. Such manipulations

may be malevolent or may be incident to normal use. For example, if the video stream (145

in Fig. 1) were to be recorded on an analog medium, such as a videocassette recorder
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25 15 N OV ~. ~(I~ 20. The method of claim 19, wherein the de-ipNE\Vz2682
is characteri zed by assigning a weighting coefficient to each data el enent

within eagh bl.o a e l.ong..edges of, each, bl.oc ei signed a
| oner coe&Ff 8¥1t ?ﬂghpﬁaﬂl’gr%&g}%&ﬁ% Oaihteﬁ?ﬁe‘?m rk ¥ou %ﬂﬁgbktg“aﬁ%g%qadéﬁfﬁas 21.

The nethod of claim 10 further characterized by: selecting only those

bl ocks | i Wefrey hogzontaliuadiacert Ratpatieliyk tagsidinget tee opananothext urlhiscis becdusn as

was used in the watermark enbeddi ng process; and accunul ati ng the sel ected

bl ocks i ncahvednab VORI &L As bdowgasd filters, sohrwhat ffdiaktin l'u h ﬂé@ﬁéﬂﬂ] coftghtat i ve
to arelatively uncorrelated data stream 26 .Al,.A3.

A'I:E3 éi Aﬁﬁﬁd &eﬂﬁp{sﬁécﬁﬁ héa‘ﬁge]&stlo Jisg ir in Ah%g\ﬁlrluakgn fﬁé@ptﬁlre criterion to insure
4w e cal o salealco) ol oo chal ol ol ol ol ol ol ool oo
s*5E8: CK>} xsnid_Z] ] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]ca]c(a]calca]calc
a] ca] ca] cellanad cef] catvividg sguch] cariversjara|pradesses GeibL &cceptable detectability.  The
\~nt 4, }xsnid_Z]]ca]ca] ca]ca]ca]ca]c.a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c

a] cl( 2] ca] %%23535;@%% O/Wé‘;oa %gggﬁ‘]eﬁ%é‘ma?lﬁﬁcﬁd/or atteﬁ‘ncnﬁay b Se]]eCtefca]] r]| cal c

o e e i e Lt pbosL om st o 6 oL sph
ca) ca)ca]ca]ca]ca ca] cal ca] ca] c*a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] cal 7222 a8 Quith thasgAsems ewB Yy 7589950 9k hg: block selection criterion, moreover, ‘is
;}xsnid_Z]]ca]c*a] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]calc
a] ca] @] cpdeferitsly ahosdnCsl tiat el biakksafeledted for embedding do not bias the subsequent
; =<<<@z==>8>{ >>>5???@ @AAA AAABB+B} BB2CC} xsnmhc”Y] ca] ca] ca] cal] ca] ca] ca]

fal ca] ca] GhAGANCAE@INIFRlAhAR] FRCREGRIE RhRBhERbAG %ﬁ}%ﬁ@i&ﬁd\,ﬁ@ gal ca

DDD2EEE’>F FGGGEBHHHHHDI I |, | KJJJ xsnid Z a] ca cal ca
ca] ca] ca] Sﬁ‘@&]’k’:&?&'&]’%éﬁ"&l’aaf%a‘}aé préf%%%]“@a] %‘g%é 5‘]9 aﬂ)’cé‘F ]EE ’EL] c!a
I MMMNNQ] OOP* PdPgPQy QQORRR, SxSS! Tz TT#Uy UUULVWVI V\W/\ZX} xsnid_Z]]ca]ca]ca]ca]ca
] ca] ca] ca]:mia]‘xow,]wdc]cch]ochs] thal da] e coatava} ovitaadaboud (reé]enfbh:] dddcechlocksy thaf ca] ¢
a] ca] ca] cal ZX XbXdXgXkXr XXYWYY- ZZZ*[ h[[\o\\(]]]:~""+___ 9 "~~~ {vql gb] X] ca] c:

a] ca] ca] cad Galsd] éalisinhomdiemiaR] Tl m]dca]scaiecﬁaézﬁ&&ﬁ&x%r@@dhq%m}r@é}m calc
al c( aU] c(al]’c(alUc(a]c(a]cal" Raab] bbcAccd9oddd;

ceott 14 UMY Rk LBk Yo TPl sobnel Shenl ok sl bR ool ¢

nozoo3pppppUgqr _rrscsstktt uvquv} xsni d_Z] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] B¥F€a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! OvOvvv;
WMSXXXXXYXyyzpzz-{{{{C || C}}N~~\| wnhc”Y] ] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]c

al ca] ca] ca] ca] aak GRS AnCahbalifeRbf (R GRdER! iRbARIT Ahe W SBNEM Ge]aHy M3+

b&4 D} xsni c cacacacacac ca] cal ca] calca] ca] ca] ca] ca] cal]ca] ca

ca) ca] ca] SEPEIRHL Shse oD G e AT 48 ERPDBIVE bseko s aning: SH5FCh] ch
] ca] ca] ca] ca] ca] ca] cal c(a] ca] ca]ca] ca] ca]ca] ca] ca]ca] ca]ca]ca]calca]ca]calc
a] ca] ca] cdjec tknat calt&idi-Rbaw ¥6-2hdde} kiscksdthd} Jekhibit clittle alaciafierafic a¢ras] ofa]foa] ca]
ca] ca] ca] ca] ca] ca] c*a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! ECpt &

48DALyq ce_or chrominance, do _not_receive a wate we
} xsni %I _Z] ﬁamfa] calc ]nca] caj ca] cal ca] ca] caJ ca] ca] cal ca ca é’é] rgg]“c%]aca] aca] cal

. 3&?5 ﬁ%calﬂc"?‘% ¢ ag@&]‘ﬁg gﬂl;\ h‘je@](fé g‘]‘ﬁ’?]?%(a]’fgg]ecﬁ esel}t dAYRHPBaile L] ca] ¢

a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! AGTLni b9R /zc3} | wmhc”Y] ] ca] ca] ca]
ca] ca] c: a}uaadxﬂnadq xsar]alwqeda]rm]lca}'ﬁm]wa]enm]rb&] ineljided inal giwdncldpdape appatd & ca] ¢
ajca]calcalc*a]cal } 26cW@ ' 63Ke} x| wmhc” Y] ] ca] ca] ca]calca]c:a]]ca)lca]lca]ca]c
a] ca] ca] cg&ﬁ@k&ﬁdéﬁh@]@%&ﬁ] el Khkfen] 9@!]1181%]»0@&13&?&]&%] eCHABIERRER mflﬁscD 10
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U& () - EPDatstehfirk 1 (Phe practical effect of the present invention is to greatly increase the signal to
noise ratio Sw/Nv, where Sw is the strength of the watermark and Ny ;, the strength of the

5 uncorrelated video stream. Increasing the signal to noise ratio Sw/Ny greatly facilitates the

detection of the correlated watermark signal with respect to the uncorrelated video content,
if only those blocks that contain a watermark are presented to the watermark detector 180.

How this is done, according to the present invention, is shown in the detector 150 of Figs.

1 and 3.

10 As shown in Fig. 1 and 3, the detector 150 includes at least three main functional
blocks. A blocker/buffer 160 buffers the incoming watermarked video stream 145 and
divides the stream into a series of blocks, matched in size to those generated by the
blocker/buffer 115 of the embedder 110. The blocker/buffer 160 of the detector 150 may
be identical to the blocker/buffer 115 of the embedder 110. The block selector 170 is

15  preferably matched to the block selector 120 of the embedder 110 The matching block
selector 170 applies the same criterion to the blocks generated by the blocker/buffer 160 as
the block selector 1120 applies to the blocks generated by the blocker/buffer 115 of the
embedder 110. In this manner, the criterion for embedding and the criterion for detecting
are identical. By virtue of this identity of criteria utilized by the embedder 110 and the

20  detector 150, the watermark detector 180 only receives those blocks that the matching
block detector 170 has determined are likely candidates for containing watermarks. Under
perfect conditions (the embedder output is equal to the detector input and no intervening
video processing has occurred), the matching block selector 170 will select all or nearly all

of the same blocks for watermark detection that the block selector 120 has selected for
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decimates the incoming blocks according to the selected criterion and does not present the

5 watermark detector with a great many blocks that do not contain watermarks. Indeed, if a
texture criterion is used, the matching block detector 170 would not permit blocks having a

low degree of texture to reach the watermark detector 180. This detection method is
particularly advantageous when combined with, for example, spatial accumulation
according to the present invention. When video processing has occurred at some point in

10  the communication channel 145 of Fig. 1, the threshold value for the selection criterion in
the detector 150 may be set to a different value than the threshold value for the same
criterion in the embedder 110. For example, if the signal in the channel 145 is attenuated,
smeared, sharpened or otherwise changed, the detector threshold value may be lowered or

raised for best results.

15 In the case of accumulation in the spatial, or pixel domain (as opposed to
accumulation in the frequency domain after a DFT or DCT transformation). the blocks may
be added together and then divided by the number of accumulated blocks Accumulation of
16x16 blocks, for example, is done by taking the average of all of the top, left hand comer
pixels of each block, then by taking the average of the next pixel in each block and so on

20 until all 256 pixels of each 16x16 block have been averaged If a conventional watermark
detector were to attempt detection on each block of the entire watermarked video stream,
the signal to noise ratio Sw/Nv would be quite low, rendering detection difficult and less
reliable. This is because the many blocks that do not contain a watermark are averaged in

with the blocks containing a watermark, weakening the relative strength of the correlated
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blocks likely to contain a watermark, rendering detection less susceptible to false positive

identifications, for example.

If all blocks of a given blocked video stream were to have a watermark embedded

10 therein, it is highly probable that image quality would be substantially degraded, and the
watermark would then be highly visible. In that case, however, detection by spatial domain
accumulation would be undeniably facilitated, as the watermark would be reinforced in
every block. Although not every block is provided with a watermark, according to the
present invention, each block input to the watermark detector 180 is highly likely to contain

15 a watermark, as the criterion is used in the matching block selector 170 is identical to the
criterion used in the block selector 120, and as the matching block selector only forwards
those blocks to the watermark detector that are likely to contain a watermark. From the
perspective of the watermark detector 180, therefore, nearly every block of the video
stream appearing at its input contains a watermark This method, therefore, enjoys all of

20 the advantages of embedding a watermark in each block of the video stream, but suffers
none of the aforementioned visibility drawbacks. Moreover, such spatial accumulation
avoids the time consuming and computationally intensive frequency domain transformations
characterizing a great many conventional embedding and detection schemes. Although

particularly advantageous, the applicability of the present invention is not limited by spatial

18



C444A55596dENDCY10%8 ()- S 10%m& ()- f"10%€ ()- &LO%N& ()- NOV 2002
10%1& () -"10%1& () - 496667s77* 8dEMDCY" 10%1& ()- "10%1& () - $10%m& )-

&10%T& () or gik@YM&Em4ih-accumulation detection methods. Indeed the se ectlve block processin
10%r& () ~8885998: dEnbCL- 10%re: ()- * 10%e: ()- V(" cm& (5 &51006m () - 2 Fooeme:

_ 0%, (Y- 5B::i:3::3" r- 6100 04
82$10%m& ?'%*&%fad/ thods desg%\ég 1594 J%?\Tg%‘%gﬁépﬁ ”ﬁ%%?nbi%“% 0

f" 100 () &LOY& g % 109%& () - Z<<§:z::>8>dEYNC 910%& () $10%&' ()- 109%& () -
109& () - dmeamg eMes Jfgat (requiss. frap ng ethRisogreeodaga (st (fooxgamplega video

Y409 ()-"109%&' ()- 10%& ()- 109%& ()- ?@ @@Q@@oAdE:/ 10 10;

S109% () - stAaW@ itio thel B¥ienpy dbRiabiR’ (ddeed,” e%&lective Skﬂ;ﬁ gﬁoééssm@%mé&AEﬁtBXY /
10 g 109%& ()-Y 109%& ()- 3 109%& ()- Y109&' ()-3 10%& ( 109

o B2 e oo ek v o2 AP drk AR i O F

detecting method employed. However, it is believed to be advantageous to accumulate the

incoming blocks in the spatial domain without preliminary transformations, as video data is
typically initially presented to the embedder 110 and to the detector 150 in the spatial

domain.

10 There are situations wherein a block might satisfy the texture criterion and yet be
unsuitable as a block in which to embed a watermark. Indeed, such a block may have been
determined, using the methods disclosed herein, to have sufficiently high frequency content
to warrant the embedding of a watermark, yet be unsuitable for such a purpose. For
example, the block might include within its borders and along one of its sides a high

15  contrast feature such as, for example, a fence post or an edge thereof against a featureless
sky. Although the evaluation of the texture criterion may trigger the inclusion of a
watermark, the embedding thereof might resuit in visible artifacts in the embedded block,

which might manifest themselves as a “ghosting “ phenomenon upon playback.

To address this issue and to decrease the probability that such inappropriate blocks

20  will be selected for inclusion of a watermark, the block selector 120 of the embedder 110
may employ a weighting scheme wherein the selected characteristics of the selected pixels
toward the center of the block are assigned a higher weight coefficient than the selected
characteristics of the selected pixels at or toward the edge of the block. For example, the

selected characteristics of the selected pixels at the edge of the block may be ignored or de-
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to the center thereof, or any other variation, including, for example, weighting pixels at the
edge (top, bottom and sides of block) with a zero coefficient and weighting all other pixels
of the block with a unity coefficient. In the latter case, the selected characteristic(s) of the

selected pixels at the edge of the block would be completely ignored.

10 Fig. 2 shows a flow chart of an embodiment of the selective block processing
method according to the present invention. As shown in Fig. 2, an incoming video stream
(or other data stream) is buffered in step S1. In step S2, the buffered video stream is
divided into a plurality of equally sized blocks. A criterion, such as the texture criterion
described herein, is calculated for each block in step S3. For each block, it is then
15  determined whether the criterion is satisfied, as shown in step S4. If the texture criterion is
satisfied, an entire watermark is embedded in the current block, as shown in step S5. If the
texture criterion is not satisfied, then the current block under evaluation is determined to be
an unsuitable candidate for embedding of a watermark and step S5 is bypassed. Thereafter,
the watermarked video stream may be recorded on a recording medium or data carrier, or

20 transmitted over a transmission channel.

Steps S6 through S10 may be carried out within, for example, a video stream
playback device, for example. In step S6, the watermarked video stream is read from the
recording medium or data carrier or received from the transmission channel and buffered.

In step S7, the buffered watermarked video stream is divided in a plurality of equally sized

20
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criterion indicates a frequency content for the current block that is higher than the
predetermined threshold, the detection step shown at S10 is carried out for that block.
Otherwise, the detection step of S10 is bypassed The detection step shown at S10 is

preferably carried out by accumulation in the spatial, or pixel domain, as disclosed above.

A validation process may optionally be carried out, depending upon the results of
the detection steps. For example, when a watermark is detected, recording of the video
stream may be prevented. Moreover, removal of the watermark is a difficult task that often
cannot be carried out without unduly degrading the quality of the video content, which
constitutes a further disincentive to copying the video content. Alternatively, the video
stream playback device may refuse to replay the video stream if the video stream is not
validated (e.g., no watermark or tampered watermark present), or some other action may

be taken to deter tampering, such as an intentional degradation of the playback quality.

According to the present invention, a very weak watermark may be inserted in
selected blocks of a data stream, such as a video stream, for example, thereby further
reducing visibility of the watermark with little effect on its detectability. The strength of
the embedded watermark may be modulated by the texture value output from the block
selector 120. Moreover, as the matching block selector 170 in the detector 150 “knows”

which blocks should contain a watermark, for example, it is able to look only at those
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While the foregoing detailed description has described preferred embodiments of
the present invention, it is to be understood that the above description is illustrative only
10  and not limiting of the disclosed invention. For example, the present invention is equally
applicable to watermark embedding processes wherein the watermark is added, subtracted,
multiplied, etc. into to a data set, such as a video stream, audio, single-frame pictures and
other data where a small degree of error introduced into each byte does not compromise
the usability of the data. Moreover, the watermark may be embedded and/or detected in
15 the spatial or frequency domain, using DCT, DFT, fixed or random noise patterns, patches
etc. Indeed, the present invention is not to be limited to, for example, averaging or
accumulating either in the spatial or frequency domain. For example, each selected block
may be individually evaluated and all such blocks may be statistically accumulated Other
methods may also be advantageously employed, such as correlation. The selected
20  characteristic may be luminance only, chrominance only, both luminance and chrominance,
RGB and/or other characteristics associated with the constituent elements of the data set in
question. Other modifications will no doubt occur to those of skill in this art, and all such

modifications are deemed to fall within the scope and spirit of the present invention. Thus,

the present invention to be limited only by the claims as set forth below.
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means (160) for buffering and dividing the watermarked data stream into at least

one block;
means (170) for selecting blocks of the watermarked data stream based on a

substantially similar texture criterion as that used in selecting the blocks for embedding the

watermark; and
means (180) for detecting the watermark only in blocks selected by the selecting

means, to decrease the time and number of operations necessary to process a given number

of blocks.

2. The device of claim 1, wherein the selecting means evaluates the texture

criterion in a spatial domain.

3. The device of claim 1, wherein the texture criterion used in the detecting

device is identical to that used in watermark embedding.

4, The device of claim 1, wherein the selecting means is a same selecting

means as is used to select blocks in which to embed the watermark during an embedding

process.

S. The device of claim 1 further comprising a device (110) for initially
embedding the watermark in a source data stream and including second means (115) for
buffering and dividing the source data stream into a plurality of blocks and third means
(120) for selecting the blocks of the source data stream that meet said substantially similar
texture criterion, characterized by means (130, 140) for embedding the watermark only in

the selected blocks that meet said substantially similar texture criterion.
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dividmg are connected to a first input of a logic device (140) and to an input of the third

means (120) for block selecting, the third means for block selecting being connected to the
embedding means whose output is connected to a second input of the logic device, the
third means for block selecting controlling an operation of the logic device to cause said

logic device to selectively output blocks with and without watermarks.

8. The device of claim 7, wherein the logic device includes a multiplexer
(140).

9. The device of claim 5, wherein the third means (120) for selecting outputs a
texture value to the embedding means, the embedding means modulating a strength of the

watermark depending upon a magnitude of the texture value.

10. A method of detecting a watermark embedded in selected blocks of a
watermarked data stream that meet a texture criterion that measures a variation of a
selected characteristic associated with each data element of the watermarked data stream,
the method comprising:

dividing data watermarked data stream into a plurality of equally sized blocks;

selecting only blocks that meet substantially similar texture criterion as that used in
selecting the blocks for embedding the watermark; and

detecting the watermark only in the blocks selected by the selecting step to
decrease the time and number of operations necessary to process a given number of

blocks.

11, The method of claim 10, wherein the detecting involves calculating the
average amplitude of corresponding data elements in the selected blocks in a spatial

domain relative to a relatively uncorrelated data stream.
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14.  The method of claim 10, wherein the detection texture criterion used in the

selecting of the blocks is identical to that used in watermark embedding.

15.  The method of c!a.im 10 further comprising the steps of initially embc?dding
the watermark in a source data stream, buffering and dividing the source data stream into a
plurality of blocks and testing the blocks of the source data stream to determine if they
meet said substantially similar texture criterion, characterized by embedding the

watermark only in the selected blocks that meet said substantially similar texture criterion.

16.  The method of claim 15, wherein the testing is characterized by subtracting
a maximum value of the selected characteristic of the texture criterion from a minimum
value of the selected characteristic of the texture criterion, an absolute value of a result

being compared with a given threshold value.

17.  The method of cldim 15, wherein the testing is characterized by generating
a sum of absolute values of differences of the selected characteristic of the texture

criterion, the sum of differences being compared with a given threshold value.

*

18.  The method of claim 17, wherein the data elements are pixels, and the
difference operations are performed on pairs of pixels having a separation, location and/or

pattern which represents frequencies that best mask the watermark.
19.  The method of claim 15, further characterized by de-emphasizing variations

of the selected characteristic along edges of each block relative to variations of the selected

characteristic within an interior of each block.
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