NETWORK TRAFFI C REDI RECTI ON (NTR) I N LONG TERM EVOLUTI ON (LTE) Rel at ed
Appl i cations This application clainms priority to US Provisional

Pat ent apwbi2estdoesvsNo. 61/ 504, 977 titled "Roam ng VAS i mciiuS2g12fou37e@d on
July 6, 2011. This patent application is incorporated herein by this
reference inits entirety. 10Field of the Invention The present

i nvention general Iygral@iesortie econmemisst tong) Mrerspegriical ly, the
invention relates to nethod and systemfor redirecting roaming traffic to
preferred operators across nulti prePbEFES bR cati on networks. 15
Background of the Invention As tel ecommuni cation technol ogy has
progressed, nunerous nobile comuni cati on standards have been devel oped.
These st andariéidated &ppledighry 20 categorized into second generation (20),
third gengration (30) and the future, fourth generation (40) technol ogies.
Exanpl es of 20/ 30 technol ogi es include G obal Systemfor Mbile
comuni cati ons ( s eral. Radi g LG8 (  IOY ed Data
rates for GSM Evgl%%si %&%ﬁﬁﬁﬁﬁ%gﬁg% g%sﬁﬁyigﬁﬁ}gliﬁégm%if%gﬁﬁgﬁs System
(UNITS), and the,lhke. ;. Th andatgd. f Jr r V0 ed .- .

t echnol ogy ué)éf4%ﬁé§¥ﬁgr?ﬁég#§§23$oﬁ gg?fn%%éﬁ%bﬁéggTéé¥?(éégﬁ%#ﬁtLTE
technol ogy offers.a w.reless hroadband system w.th. higher data rates, |ower
| at ency, and‘%P%a%?}%5%6?%%@%%#%?%$€%g§%¥%%&%g§%gﬁgggith the conpetition
nore and nore operators are adapting the 5 newer LTE technol ogy standard.
These network operators provide voice and data services to their own
subscrib%HS 3@% t? s§§scrjbers from ot her networks. Wen the network
oper at or 'provided BT PP, a subscriber froma foreign country, it is
referred to as "international roam ng". Wen the network operator provides
service to a subscriber fromanother network in the same country, it is

referred to as "d stic 10roam ng". L
%H? present {mfenr']i?ong generally relates to telecommunication. More

specifically, the invention relates to method and system for redirecting roaming traffic
1o preferred operators across multiple telecommunication networks.
i35

Backeround of the Invention

As telecommunication technology has progressed, numerous mobile
communication standards have been developed. These standards are broadly

20 categorized into second generation (2(3), third generation (3G) and the future, fourth
generation {4G) technologies. Examples of 2G/3G technologies include Global
System for Mobile communications (GSM}, General Packet Radio Service (GFRS),
Fnhanced Data rates for GSM  Byolution (EDGE), Usiversal Mobile
Telecommunications System {(UMTS), and the like. The UMTS standard further

25 evolved to LTE technology under the Third Generation Partnership Project 3GFP)



An operator always has a preference for one or nore operators over another
set of operators. Various network operators have partnership agreenents
wi t h eachwotzheroosdeat | ncl ude nore favorabl e roam ng chaPgeaské045780
non-partners receive. Partner 15 networks are "preferred” networks for the
network operator's subscriber to register with when roam ng. Non-partner
networ ks ar e LTDRchicdi@r S840 a natanak kfoalitint NesHbsiar hisk . doetvmr leweperat ors
can maxim ze their margins and the roaners can get nore attractive roam ng
rates and seriv&8SandihifiRAR S 0@, t heir hone nobile operator's
preferred partner networks. 20 Over the last few years, the revenues
to network operators from honme subscri bers have consistently declined due
to increased conpetition and resulting pricing pressures. On the other

hand, revenues fr Qmﬂe&atr?ﬁ,\ﬁmhﬁé/@otﬁ&%ﬁbz§tzﬁﬂé ¥ %E&%}edéﬂar& Q% KGR PeE i od due
to |ncreased nobil e penetration in |ocal markets and an increase in

travel . |isenGRy PLokaciihhBel NBn&X STHB0nEQaM 5&15&&5’%@% and grompg them
further has becone an inportant priority for the network operators

wor | dwi de.  Sqpg zc@P?J @t&&”o%m@@%n@&@ a&?%"@s&é‘c’?;béx@ e &ﬂH‘Sﬂc@wQHQst rwﬁa t J hese

operators 5 would e sure their out-roaners stay with

group proper t vk Qﬁerﬁg%\g&s&gg LW g E@rtb\épfrﬁ i} f{)r@:vg';gt%rtrx R ;s%fe c$ he best

service experlence even when roam ng. ey w sO be able to o

geogr aphy basgd, t&%ﬁi&n@?ﬁmﬁn fi QRANDLE e oBl Wgérgtot g»?é(} %g'sef%? 05, V‘éSt ern

Eur ope or Sout East sers who have subscri such pIans In

B P 2 R ERIRLANES e o TE REROL] 1100y GRE-ALRLR, con 10

control the f make sure
i nt er oper %blhgéy i,ssues are taken care of Keeplng roanlng subscri bers on
preferred’netmork% gi ves the best service experience to the subscriber.
However, current nmethods of controlling which network a subscri ber

regi sters on when roam ng have disadvantages, 15 Che previous patent
fromthe inventors of tp $ Ilcatlg directed tomq, a Eh and
system for facilit&tIRGY&E gé‘ﬁ BATOT HEC RoT R Qt1 ﬁ%‘t"t P%crf tné”‘“afs*“‘ié} bt ef erred
net wor K. Ilomever t hat pat ent m@gﬁfocu5|n on Q; dgrlng t he
current scenafi® SHELES u\t‘ﬁm‘% OGGET PR iPRY ﬁ‘ﬁgﬁ é‘@ agfeﬁgif%ts i"§"a"%ded in
the art for 20a stertand 2t h q facilitating redirection of E wor k
Lraf {1 acr oSSherile IS Ee HOTBH RECKE FAUR Fig et BB g CEIeT™ T&iiifal § " Fhe

resent invention is dir t owar ds met hod and em.for redjrectin
P I35 petworks are q‘pre?erregdnemorks for the network operatarsy tbsuibu to register 9

with when roaming. Non-pariner nefworks are "non-preferred” networks to the
subscriber. Network operators can maximize their margins and the roamers can get
more aftractive roaming rates and services if roamers roam on their home mobile
operator's preferred partner networks.
20

Over the last few years, the revenues 1o network operators from home
subscribers have consistently declined due to increased competition and resulting
pricing pressures. On the other hand, revenues from roamers have counsistently grown

in the same period due to increased mobile penetration in local markets and an



5 roam ng network traffic in an LTE network. The nethod incl udes observing
a registration process of a subscriber in a visited network. The nethod
further iwolzatbamesopon successful registration, sendi ng ®e0e/UsSROITORITSESSAgES
to the visited network to induce a re-registration attenpt by the

subscri ber to another visited network. 10The present invention in another
enbodi ment  alig@eRE Qvirfles HRnd® bhodudOhe EaGINLR6IHING rdvORIRE BY petprientraffic
in an LIE. network. The nmethod includes intercepting a Dianeter

registrati on {REHESS bedbmaaSMYRAkI DAL TodhVishéRdphebardidwidie et hod
further includes sending a Diameter Update Location Answer (Reject) message
to the visited network, where the D aneter Update Location Answer (Reject)
15nessage results in an error code. The present invention in another

enbodi ment al so pr@yk d§ragortBlsB ol f %mroegl RGN0 HOAMNTRARt WRFdGE raf fi ¢
in one or nore tel ecomruni cati on networks. The nethod includes observing a

registratison pLACESSYard sSHRIG duRflanieR sﬁxy\ﬂd%r{ &d gﬁ}%})Wp%mes 20 sthh g, et hod
further includes identifying the subscribér's regi'stration on at | east one

of an LTE net &I?T(cpﬁetﬁmk@hﬂoﬂﬁ} WP ‘g% Belt Ak Ehgpé?é!?&fcer\%yb Shed foal@Q Stered

at the GSM net wor en'the It 131 |f|e whet her the registration is

due 0 1055 Ofycl T 6OV BI AFE: Al CoRBruph HEEOhAL AL O Linile, Logboss of LTE

coverage, then { he net |nc dlng ne “or ssage

visited netwok, %—]03 b\é&?{é&e?&eéeeor s%%[hei%@t\gig‘)i Joqgeigkwths%gﬁ D¥s e %&)UQ@QH ber to

anot her VISIte resent invention 1 n another enbodi ment

al so provi des ks, ﬁyﬁagcﬁmnkgigﬁ_el\?d{e&%% o ldd ?i?hngc x{ﬂ% Kok T Icut gl @

t el ecommuni cdt1 On |nc nodu t observes

a registration pro a}guts&wgagc&ﬁg\rﬁmg {&nt %x§ %d”§t¥Q££w IF? NTR

modul e fbrt her sen S one or ol e nessag ed netmork 0 |nduce

are-registration a subscr ber to anovh L epl ted ne I n
accor dance mﬁ?%“@%?%gﬁngeﬁ%é’ Wgﬁﬁ%ﬂ%? BY%PE é%%%?ﬁﬁ%véﬁ?“‘“’p ﬁ?% R 10
modul e is capabl e of . steering roanmers across n

networks, ThiGUBKLENEh (1 CPRPTEABN TG RTRS] 5° n&?éﬂa Frlgrrer S
|nterchangeabl eferre s, NfR LTE or . NIR sol Brief Description
of Drawi ngs f@“}gho‘ﬂ of GPW“?HH HOHGS™ § h‘g’“%rﬂjﬁ%reéf“te& ‘rﬁ iwg?n PEPEIEITER nunber s

identify S|n1{ar elenents or acts FIG | illustrates a systemfor
i mpl ement i ng $HEVAMES i n LTE sol ution, in accordance with an embodi nent of
t he pres%@t |nvent|on

One previous patent from the inventors of this application was divected

towards a method and system for facilitating redivection of network traffic towards a
preferred network. However, that patent was focusing on GSM network. Considering

the current scenario where LTE is widely getiing adapted, there is a need in the art for

23 a system and method facilfitating redirection of network traffic across multiple

networks including LTE and GSM.
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20FIG 2 represents a flowhart for redirecting roamng network traffic in
a tel ecommuni cati on network, in accordance with an enbodi nent of the

present iW0oentimes05 FIG 3 represents a flow di agramsedian4s7so
i npl ementing NTR solution in nonitoring node using an | SD nessage, in
accordance with an enbodi nent of the 25present invention; FIG 4

represents a flow diagram for inplenenting NTR solution in nonitoring node
usi ng a Cancel Location nmessage, in accordance with an enbodi nent of the
present i nverds@Raryand FIG 5 represents a flow diagramfor

i mpl ementing NTR solution in an in-path node, in accordance with an

enbodi nent of the present invention; Detailed Description In the foll ow ng
description, for purposes of explanation speci fic nunmbers, 10 materials and

configurations areyg ?ks&x@?ﬁ‘ygﬁﬂdﬂ @a@&reatf&w@asoyrn@ﬁe@a&mg@ﬂq& dadenst andi ng

of the present invention be apparent, however, to one having
ordinary %k'|Lwﬁ&htﬁ%@@%tnﬁﬁéﬁntBeipﬁ%éﬁﬂkk'@Mﬁﬁkh@ﬁ ﬁBMmQQﬁR&QG%'&ed

wi thout these specific details. In sonme instances, well-known features may
be om ted oreglARbh bideth &gsa%uﬂ&r &Qvemcgr«rr\eighm% SREMurh R V&R ON

Fur t her nor e, re eren e specr |cat|on to "one nbo |nent" or "an
erbodi ment " TR Sud Ak &RALEC Ul FRLIES: ALLe! Qfsrr&ﬂ%‘i&ﬁk%' sti c,
described i n ¢onnection wi mBodi ment . 18 Inc In at [east one

enbodi ment of;, § e, pI& gﬁ{?&rfem%‘!ﬁ%% s?rgrﬁs Qﬂgirr@f&ﬁ?%&%}%h&%ﬁ idig.Rhrase "in an

enbodi nent"”, 1n vario ecification oes not necessarily
refer to the sane enbodrnent 20 The present invention provides a
system and a met hod for redirecting roaming traffic across multiple

tel eco i cation et | . n i;Se.t 0 al |l ow
ar aperai 0 o apgly RiR oBIU B acr oo 58y onrt RETb Lo s
The FI PMN operg tcgtrmgp?gamzxo neﬂ\rleggtna@c n:‘_hainsgltnytwgﬁ rTht he ﬁ l’r'r%dh% ;a

25described iRt nodu énabl e ' the op erator to
st eer away |ts K)ir\rfscr ber§ fron1§ non- g eqbVQNNV%g'$nth;e%Eed VPIWN,
The pref erred™ 4 BEShSEREF TN U R OBF Y EEMREL fork™

method further includes sending a Diameter Update Location Answer (Reject)

message to the visited network, where the Diameter Update Location Answer (Reject}

1§ message results in an ervor code.

The present invention in ancther embodiment also provides a method for
redirecting roaming network traffic in one or more telecommunication networks. The
method includes observing a registration process of a subscriber in a visited setwork.

20 The method further includes identifying the subscriber’s registration on at least one of
an LTE network or a GSM network. In case the subscriber is registered at the GSM
network, then the it is identified whether the registration is due to loss of LTE
coverage or CSFB. If registration is due to loss of LTE coverage, then the method
includes sending one or more messages o the visited network to induce a re-

25 registration attempt by the subscriber to another visited network.



I n accordance wi th anot her enbodi nent of the present invention a group of
5 operators may deploy the NTR solution to steer their subscribers to a set
of preferwedompes@tors. I n such an enbodi nent, the NTR modaiseoize4ztepl oyed
at a centralized location that is connected to a host network. Inits
various inplenmentation of the present invention, the NIR solution is

i npl emented in nonitoring node or in node 10 FIG 1 illustrates a
system 100 that inplenents the NTR in LTE solution, in accordance with an

enbodi ment of theypt es@BL HPMEBE iR Mo ReiRAUh 8 102 b:Svideph Qygeni @ HPI VI N
104 to apply traffic steering on its subscriber 106, who is roamng in a

VPMWN 108. This;e080 &Snlille nQReRaL% 1R JHeRMnk8niPRic8bleBndr@ $ELEY stdnl S
subscribers 15 to preferred operators in VPWN 108. For sake of

representati QR &Y $haud Q£ EPHESARLS NS L NRGK (S BIBAL Sl embeLhiLIE and
I18S 110 th / DRA

GSM net wor ks. HPWN 104 i ncl udes an that "connects via a

112 in H ( - ED% r*g@ﬁ@% el \[P R i.n::VPVN 108.
The MVE m 3‘2&? %E%{F@F "cOhér?]ect‘éd&%‘oﬁ%iﬁerﬁg%@ﬁ%?%{/%?}Ig%%?s T égﬁlﬁe\}%ﬁtﬂyﬁ 108 vi a

13SSAP+ pr ot | vt 20 - - o HPMN.10D further includes, an -1 MLRy 1-1 120,
an SGSN-H 12 ‘%R‘&%ﬁgﬁ“i‘ﬁ’h,d gﬁ%%gﬁ ﬁ*%‘ggﬁf b gggli,gw?ﬁg@ g#ﬁes?é’ net wor k

el enent s comm%}ggte W th each other over a Signaling System 7 (SS7) |ink.
System 100 further includes in VPMN 108 an SGSN-R 130, a GWSC-R 132, and an
STP-R 134 25t hat connects to STP-H 128 over SS7 |i nk. It will also
be apparent to a person skilled in the art that I1IPW 104 and VPW 108 nmay
al so include various other network co nent s .(;not shown in FlG,.4),

dependi ng on the %?’ 3%’10{%8%%7\’%}& ander e&n%ﬁagiim & & }(1)cn?r"§npmwmgﬂﬂ"llstrlr\b%%n e 102
connects w th various onents within FIRPWN 104 and VPLVIN 108 to

ol enent 0 nd R SoRREROR TEr S ahAiG EUbacs PEBr T IR PoRet 106, The
primary objective.of NIR mpdule 102 is to .be ahle to dg.SoR across nultiple
t el ecomuni cﬁt SOEOEWWril?g&f‘*‘i“q?gng;gé}{aﬁ*dh‘t%ﬁm.‘t()‘mm%‘mgeéihw “F%g‘? &ents a
flowchart for redirecting roamng network traffic in a tel econmunication
network, in é\é@%gééﬁb@%ﬁﬂ% enmbodi ment of the present invention. It will
be apparent to a person skilled in the art that various steps of the

fl omchart woul d be executed by the NTR nodule 102. At step 202, a
registration of a 15 subscriber in a visited network is observed. In an
embodi ment of B RSN WA TR nrodul e 102 observes the registration of
roamer 106 in VPIVIN 108, Thereafter, once the registration is successful,
at step 2034, the NTR nodul e 102 sends one or nore nessages to VPMN 108 to

induce a re-registration attenpt by roaner 106. In one enbodi nment_ of the
present inventionln terasepvinge teegina e §inilr JAfIoNES FERGET KISHE PRuls

clements or acts,
FIG. 1 illustrates a system for implementing the NTR in LTE solution, in
accordance with an embodiment of the present invention;

28 FIG. 2 represents a flowchart for redirecting roaming network traffic in a
telecommunication network, in accordance with an embodiment of the present
invention;

FIG. 3 represents a flow diagram for implersenting NTR sohstion in
monitoring mode using an ISD message, in accordance with an embodiment of the

25  present invention;
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20 nessages are Dianeter nessages. In one enbodi ment of the present

i nvention, NTR nodul e 102 sends these nessages, while being deployed in
noni t or i yorosao6dos anot her enbodi ment of the present i mreerusz@n/04398R nodul e
102 sends these nessages, while being deployed in in-signaling node. In
anot her enbodi mrent of the present invention, at step 206, NTR nodule 102

sends a |ist of prefenr agadsi edRetnpiks i&On@@Em&aﬁngaWR 106eishil e bei ng
in VPWN 108 to induce a re-registration attenpt by the roanmer 106 to

anot her Vi si tedhngiyahkic ThESe, NBSSATCScRLE S8RLgediih esdbMate b@aM 106" s
SIMcard. FIG 3 represents a flow di agram for inplementing NTR solution in

5 nonitoring AMdeinits! AhARedefni®BASA46s I N accordance with an enbodi ment of
the present invention. In order to initiate registration to -VPW 108,

roaner 106 sends afy;, 5'%#&&3%%@0&@&1&'&% S OmMVR etk TR VEIMN 108 1MV, 116

further sends a D aneter - date Location Request towards |-1S 10 of
| TI PMN 104. |0 £.eSRONsE Eyb@ ;“’LQ Sends Qéﬁféﬁeﬁ?ir antidpdat e Location Accept
to MME 116, Tt ereaf t er‘mcu 176 nlO‘ con iei;lms 1 P‘éegnl Estratl on roanmer 106 by

sendi ng PAM Attach accept msssage to roaner 106. Now, when roaner 106 is
successfully registered in VPWN 108, NTR nodul e 102 attenpts SoR to
redirect the 0 anot her preferred LTE operator, 15Therefore,
NTR. nodul e EL%%EJS gpt& aneter |1SD request to MVE 116, with ODB as the
par anet er, The MVE 116 acknow edges the nessage and returns Di anmeter 1SD
accept to NTR nodul e 102 Thereafter, MVE 116 sends a EMM Det ach request
with an error cod The ro gg% s and
sends EMM Det ach g&% epft0 1§1§§ebmfp {im‘ivl\/g 118 Hehed ‘m% ‘r%m % éﬁgg\rlr%e 6 is
successf IIy steered .a | represen flow
di agr am f UE I%ﬁ: @IEFEWF c\,\%%l%mgz erraﬁt é(ﬁgx dr}l ml;f%r wtpém i«%ga 1?1;%1“ plat usgagdi ncel
Locati on rress i n_accor.danc a t he sent, .

i nvent i on. E%Faﬁi?wflﬁ G n 1 RS eaar R e & ‘i"§§|f£%¥ S“f%r% 3

enbodi nent , ce at NTR nodul e 1Q sends a, K % . catl on
Request to M\% i §1 ’tch"tSaﬁ‘” BYTEPT GRY By pEecheedsyy L@Fﬁ‘ﬁfe (i ﬁdﬁawn to
force the roaner 106 to steer avxggiflfromv MN 10 Al.so n th| sgi se when

MVE 116 sendsSOBfi EMICHet AL hEaguset e ¢, %l&%‘ LRI RGP @ for EPS
not allowed. 5 As mentioned_above, NTR ,sQ] uti OJ} can be, depl oyed
both in noni tS8F§UFy FEneFeTeht ﬁéf’“%‘oﬁ’oﬁ‘é‘““heﬁpiﬁe ‘:'?f*?‘%'b?égéiﬁﬁ PR Qi 25F am for

i npl ementi ng NTR solution in an in-p in accordance with an

enbodi ment® of<tttRESRES 8nt 34 KTERTH ’SW ‘P?ﬁ“ﬁ I"ﬁl%I ¢ d8giculgh & BafteEt 16" sends

the EW Attach request to MVE 116 and
characteristic, described in connection with the embodiment, is included in at least

one embodiment of the present invention. The appearance of the phrase “in an
embodiment”, in various places in the specification, does not necessarily refer to the
same embodiment.
20

The present invention provides a system and a method for redirecting roaming
traffic across multiple telecommunication networks. The general idea of this invention
is to allow an operator to apply NTR solution across LTE and non-LTE {GSM)
networks. The HPMN operator deploys an NTR module to implement the solution as

25  described in the present invention. This module enables the operator to steer away itS

&



10 subsequently the MVE 116 sends a Dianeter UL request, this nessage is
received by NTR nodule 102 as it is deployed in signaling path. Now, in
order to wppbis/BesAS NTR nodul e 102 sends a Di aneter UL AOIMsSeoieRej7ect) t hat
results in an error code, The Dianmeter LTE steering enables to control the
radi o access technology. In 15 other words, it enables the depl oying

operator of favprbHgsbhelf @hlBPRl VREN Bk BFBtddOVINIRIThN R clef-ad FPRIN
di stribution between networks but al so between Radi o Access Technol ogi es

(RAT) ;H&ﬁm&@hﬁ&&lﬂh&%o&h@aEh@ﬂﬁ%ﬂ&LReglStfatlon procedures results
in various error codes in the radio interface of the nobile of roaner 106.

In accordance with various 20 enbodi nents of the present invention, the
NTR nodul e 102 is able to induce the follow ng new error codes on the radio

interfaces: 1. Cau?t?aﬁ:%éiaﬁ&ow bt Rl @mg& nln§ﬂ§"d? i ﬁ‘é%@ﬂ@&véﬁ%@)a gflg of tracking
area not allowed", 413 "roamng not allowed in this tracking area and it

forces the efafdr] ﬁ%@%&&a@&\, sﬂg@g@%mﬁﬁ]—td Qeér*ﬂ%w%%@%nﬁ’é\}% TQeot gealklon area

is added to t i st for den LAs for roanlng Is stored in the

?2213: \e/e d by toﬁemijlrf {%H&? # je?ﬁb gEWS%{CfVR%ﬁ ol a?sl &%)Y\ﬁgd 130 at(@ 1’§aiP L,é\l N' is

the chosen entity s e'stored I1n the

S"for bi dden P{\f !\IE l:0%s gr{?@at&? [V %%@t ﬁfsgu,%?gﬁ dx.ts {o 15 ﬁ%\lcﬁm{tﬁ!oln%feshe the LIE

my set the a tte COUI’]t er I rec tenpt to regl ster on

anot her net \A%relgcni inventio he 11\ M%’(ﬁ%ég zmﬁi 11%}*1&@8‘ i 9 1&8{'@ 1%%';%1'[1 u]%ual

rejection prifncrpl €sav eri use 411
(PMN Not Allq

sxgna})mo mode
10
FIG. 1 illustrates a system 100 that implements the NTR in LTE solution, in
accordance with an embodiment of the present invention. NTR module 102 is
deployed in HPMN 104 to apply traffic steering on its subscriber 106, who is roaming
in a VPMN 108. This enables the operator in HPMN to be able to steer its subscribers
15 to preferred operators In VPMN 108, For sake of representation, system 100
represents network elements from both LTE and GSM networks, HPMN 104 includes
an HSS 110 that connects via a DEA / DRA 112 in HPMN 104 and a DEA / DRA
114 in VPMN 108 to an MME 116 in VPMN 108. The MME 116 is further connected
to an MSC-R/VLR-R 118 in VPMN 108 via BSSAP+ protocol.
20
HPMN 105 further includes an MSC-H / VLR-H 120, an SGEN-H 122, a
GGSN-H 124, an SMSC-H 126 and an STP-H 128, These network elements
communicate with each other over a Signaling System 7 (S87) link. System 100
further includes in VPMN 108 an SGSN-R 130, a GMSC-R 132, and an STP-R 134

25  that connects to STP-H 128 over §87 link.



It forces the nobile UE (User Equipnent) to performa PM resel ection. The
nobil e UE shall store the PWN identity in the "forbidden PWMN list" 15in the
card and wbeolsosseal | no nore reselect this PVMN.  CausePETUSENwRIBK
Failure) --- leading to additional registration re attenpts (up to 5
attenpts) fromthe nobile before changi ng network. 20Since the N TR
solution intercepts the DI AMETER Update Locati on Request, it can respond
with the correct Dianeter Update Location Answer (Reject) leading to the
expect ed radi 0 er nowiiC@de bangyhands atpcbBRaANIOR in theDart Y HPMN 104 and

2013/ 006805PCT/ US2012/ 045780 The mapping table to be applied is as

fol lows:. |n yeiNanetReriehodiiRabeddindNRORER S8BEorRY @Rk kiivd RerilNTR nmodul e
102 5 perthrns OTA based steering in LTE environnent. There are sone nobile

devi ces whi chydRp& @R (R BtHeoflreMRrShAGderdi B LTE networks. Hence, they
need an applet to open an I P channel for specific events. For exanple, the

SIMcard isn the handset may detect the entry in a new PW or handset may
restart, In such a scenario, the SIMcard nmay open an | P channel with OTA

server. The OTA sef€holBY 1@*@%5‘1@&9 %%ﬁtvaf'x&fs LAacLynaNiics RIrekieriences | i st.
This request is intercepted by the NTR nodule 102. At this stage, the NIR

modul e 102 sepdant B8 b 1i9hieREnPEERETR &8 RAIMORK S MIQT SnidibWaRLS (J.RiBT €er
its subscriber. Upon recéiving the li1st, the oTA sérver sends rel evant EF

files to the i@@”@ﬁ@%ﬁmdﬁ Q&&%Ed%@e@r}i"‘n&ﬂui\éaﬂeﬁ%‘% QLNel. fNRPILEBRLPT the

present invention
multiple telecommunication networks like LTE and GSM.

10
FIG. 2 represents a flowchart for redirecting roaming network traffic in a
telecommunication network, in accordance with an embodiment of the present
invention. It will be apparent 1o a person skilied in the art that various steps of the
flowchart would be executed by the NTR module 102, At step 202, a regisiration of a
15 subscriber in a visited network is observed. In an embodiment of the invention, NTR
module 102 observes the registration of roamer 106 in VPMN 108. Thereafter, once
the registration is successful, at step 204, the NTR module 102 sends one or more
messages to VPMN 108 to induce a re-registration attempt by roamer 106. In one
embodiment of the present invention, roamer 106 registers to an LTE network and the
28 essages are Diameter messages. In one embodiment of the present invention, NTR
module 102 sends these messages, while being deploved in monitoring mode. In
another embodiment of the present invention, NTR module 102 sends these messages,
while being deployed in In-signaling mode. In another embodiment of the present
invention, at step 206, NTR module 102 sends a list of preferred visited networks to

25 the roamer 106 while being in VPMN 108 {0 induce a re-registration attempt by the



5 NTR nodul e 102 is also able to redirect network traffic across nultiple
networks fromdifferent RAT. E.g. NIR solution can steer a roanmer fromLTE
t o GSM orwoi20ss/00e80Sa. In the context of coexisremas2abl/olsTR0 Wit h
pre-LTE technol ogy, the nobility 10 nanagenent of outbound roaners nmay
happen in different fashions, froma core network perspective: 6 EPS only

rengtrath”rbmﬁa1@@@0%&9&§Rﬁ§&&%&mb§\Qﬂ&ﬁhﬁ&#&@@QQGQMﬂﬂa£@$%ﬁﬁﬂn&he MVE
and HSS. 150 ET'S and non-EPS registration for CSFB and/or Single Radio

Voi ce Call Cognbisrgstyg( SRVCC) i.e. the registration happens between the
MVE- HSS and MSC/VI: R-1ER tion-EPS registration i.e. the registration
happens between the MSCNLR HLR and the SGSN-EI LR 20 It should be
noted that while CSFB nakes the call happen on the CS-domain, an advantage

of the SRVCC is teprevidelhe apﬁi§‘§' Blabizhy £ H@pgé{m&ﬁaowk L¥idkh0 i @l | back

to 2GL3G w t hout dlsruptlon to t o0 ain, or loss of conversation, in

case of an LTE |09 gsf?nf gé&hooar?g%tg A, NG BhLEHIE 1O h G RE N QUS

steerlng sol UthI’] | tO iden current registration status of the

Subscr i ber | fe“?*ﬁ Aol B oreh Egﬁ'ﬂ%@%g e SN AL A
e " O TR0, L3 BRUE RO ERLSEMY L BRRIE I LERRL AN L AET i e

| i nked to the o serve SOMe cases appen

combined 5 Epsggﬁ@ ERRibT M iahe0, PRE L 30 PR 8l %99%;@9«@9 sgengsio. in

case of MJY MI occurrln er 'a néew COoVer a Theretbre

or ovi ded any “TAPct REFTH “?ﬁfaiﬁog R Wﬁ"ﬁ'ﬁgﬂ%ﬁu SWC% foes et
() B ane Bt é?@@wﬁ?éfbé%af%é?@ rFoenflE R OE BGPTSR b ocess

et er m RgdCSFB R LRy et Pt prOdEE%%a%ﬁ@é%é’é%sF!%%fn i?’%ﬁff@f 01
fD O?Irrg;[/ve[ thspr OC%dg U2 at(telgrlfpgé lgléié) to xegm(z?cg Q}?J r&x%trigsl’% Oig Sd?nr}t et pﬁerreggf:ﬁ: will

operator,

15 Therefore, NTR module 102 sends a Diameter ISD request to MME 116, with
ODB as the parameter. The MME 116 acknowledges the message and returns
Diameter 18D accept to NTR module 102, Thereafler, MME 116 sends a EMM
Detach request with an error code #19 for ESM failure. The roamer 106
acknowledges and sends EMM Detach accept message to MME 116, Hence, the

20 roamer 106 is successfully stecred away from VPMN 108,

FIG. 4 represents a flow diagram for implementing NTR solution in
monitoring mode using a Cancel Location message, in accordance with an
embodiment of the present invention. The call flow for this embodiment, is identical

25 to Fig. 3 embodiment, except that NTR module 102 sends a Diameter Cancel



15 1. D aneter ULR D aneter ULA (assunmed successful) 3. GSM UL 4. |1SD/ | SD
ACK 205. GSM Lit ACK Now if standard SoR is applied on MAP it woul d mark

t he Di amewenror3ags®sr ati on as successful but with fail ureconsean/oERs domai n.
This would lead to ineffective SoR or new steering attenpts but with
counter rules associated with the 25 EPS domain and not the GSM donai n,

Thi s m sl eadst.dchgosNIEusndel heviE ab Wit abcalisSunBpaaPassdirption mebdaln w

regi stration of the subscriber. The observed behavior will vary on handset

type (data- ObrodGhCRa@entisi 6 )sicebittayiis o PReN [ ok eliyo, totendhsdprhénhvaie
ineffective steering of roam ng action. It should be obvious for a person

skilled in thasafehdd HaEren Bagdapendent MK «& based: NIR phabf gpmdes |ikely

tointerfere with the MAP nessage as it would be unaware of a previous

D aneter regigttation. This woul d affect negatively the user experience at

atinm of a call activity. Hence, the NTR solution of the present invention
is enhanced with Di aneter-handling capabilities |like the NTR solution nust
have information about the two sets of registration procedures (Di aneter

and MAP). 10 As mentioned above, the NTR sclution can be deployed both in moniforing
and in-path mode. FIG. § represents a flow diagram for implementing NTR solution

in an in-path mode, in accordance with an embodiment of the present invention. In

this case, when roamer 106 sends the EMM Attach request to MME 116 and

10 subsequently the MME 116 sends a Diameter UL request, this message is received by

NTR moduls 102 as it is deployed in signaling path. Now, in order to apply SoR,

NTR module 102 sends a Diameter UL Answer (Reject) that resulis in an error code,

The Diameter LTE steering enables to conirol the radio access technology. In

15 other words, it enables the deploying operator of favoring preferred partner or

controlling the traffic disiribution between networks but also between Radio Access
Technologies (RAT).

The rejection of the Diameter Registration procedures results in various error

codes in the radio interface of the mobile of roamer 106, In accordance with various

20 embodiments of the present invention, the NTR module 102 is able to induce the

following new error codes on the radio interfaces:

i. Cause #1535 (no suilable cells in Tracking Area), #12 "tracking

area not allowed”, #13 "roaming not allowed in this tracking area and it forces

10



in accordance with an enbodi nent of the present invention, the NTR nodul e
102 in such case perfornms SoR by first observing a registration process of
t he subscwoOlzers/iossoyPl VI N 108. Thereafter, the NTR nodul ecIA®20120e3780 f i es
the subscriber's registration on either an urE network or a GSM network. In
case of registration at 15 GSM network, NTR nodule 102 further identifies
whet her the roanegheSUF @QicSdidcdbibcdifer RS\ TdMahd SrdedB8N Ofhel iMniicoOWRE agRided due to
CSFB. If registration is due to loss of LIE coverage, then NTR nodul e 102
sends nmessages t 0 e [iMVE “bifddeR LIAR UGB ndin§ OwKiBigls SloFaatih 0l rafbiienpt by the
subscri ber to another visited network. 20However, in order to check for

above- nenti oned condi tpons, dbe NI RuedwWe-.gahRS 15008 knew edgevahout the
regi stration. Firstly, the NTR nodul e 102 detern nes whet her

roamer 106 is attacheds 9 8k UEEqQr cRfsér PTROOSHUEEK shffObe tdir8d i finlNTR
modul e 102. observes Dianmeter ULR (and 25t he corresponding interface S6a),

then it can be dedpaegid:habnioarerrdQfyis on LIE network. Simlarly, if
NTR nodul e 102 observes GPRS UL or a Dianeter nessage on the S6d SGSN- HSS

interface, then the roamer Q6. k& RSP Gk € 001 GBM seD@EWRLY, ariggoNdl Yy,
the NTR nodul e 102 identifies whether observed MAP nmessages 5 are related

to CSFI3 activity.iidhal of sty AtbARGOLydl MM GRLRCLTVILY) of 2

regular registration In a egacy network due to a lack of LTE
radi o coverage or LTE roam ng agreenent. D fferent approaches may
be used for identify these cases - their application 10w || depend on the

i nformation f Ound (]Q h&@m%ﬁé %ﬁg@g ﬁsﬁi@@g %"ﬂs!jﬁg hgﬂping%?ﬁ? Q%ia@@ ik he

Rel ease i npl enente par amet er tf ntal ned by the
system — r (T-ULR) will be started after each all owed
D anet er 1lest Sﬁieggé"a}eﬁ%a&ﬂﬁeher IS mai ntained per subscriber.

e Cause #11 (PMN Not Allowed)
It forces the mobile UE (User Eqguipment) to perform a PMN
reselection. The mobile UE shalf store the PMN identity in the "forbidden PMN list”

13 in the card and the UE shall no more reselect this PMN.

e Cause #17 (Network Failure) ~ leading to additional registration re-

attempts {up to § attempts) from the mobile before changing network,
20 Since the NTR solution intercepts the DIAMETER Update Location Request,

it can respond with the correct Diameter Update Location Answer (Reject) leading to

the expected radio error code and handset behavior.

11



Atimer (T-GPRS-UL) will be started after each all owed GPRS UL. (or

D aneter ULR on S6d). The tinmer is nmaintained per subscriber. A tiner

( T- GSM Ulwowmidoobsssst art ed after each all owed GSM UL. TireTiSR®R/083780

mai nt ai ned per subscriber. 20 A second set of information is based
on the observation of specific fields in the MAP nessage e.g. CSMO fl ag GSM

UL, CSMT f1ag in GabboindEREe ks edPRSolbws: €t C,

Athird set of

information is based on active subscriber state polllng The NTR sol ution

of the present

i nventi on sends MAP PSI

nmessage to the | ast known VLR or

D amet er |
det er m ni ng
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cover age.
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stration.
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q
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it c
If the tiner val

ey be overrul ed by specif

%ﬁghﬁydsm&egéﬂ?&&$ a% %@gﬁe‘aleﬂ
hi

#1232 "Roaming not all ’3W u i xrea‘vg} §
|gurat|0n it

@2 bﬁu&xi@ 26L& fie ¢ gﬂ r el at ¢
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intelligeng
conbi nat i or

S,..as.shown_i.n_the tahle

EEPMETER ERROR ROANING at
SR IdEBVEDAFMHBan depl oy

4t M GO HEVEPS domain, Wth abd

the NTR solution in multiple
hel.ow. MAP_ Modul.e

to a
e is
2S to
can be

ag) or
20i s
e

DIAMETER UNABLE TO COMP
LY (5012),
DIAMETER_INVALID AVP VAL
UE (3004)

#17 "Network failure”

DIAMETER - Roaming restricted in
MME
due 1o unsupported feature, in of the

Subscription-Data, part of the Update
Location Answer

#14 "EPS services not allowed in this PLMN"

'OPERATORMDETERMINED’WBAR
RING is
received in the Subscriber-Status

- AV, part of the Update Location

L Answer

#19 “ESM failure”

10

In yet another embodiment

performs OTA based steering in L

of the present invention, the NTR module 102

TE environment, There are some mobile devices

which do not maintain an SMS stack in LTE networks. Hence, they need an applet to

open an IP channel for specific events. For example, the SIM card in the handset may

detect the entry in a new PMN or handset may restart, In such a scenario, the SIM

card may open an P channel with OTA server. The OTA server may then request for

a dynamic preference list. This request is intercepted by the NTR module 102. At this

stage, the NTR module 102 sends th

¢ list of preferred networks where it wants to steer

12



Passive Yes Yes 17 It wll be apparent to a person skilled in the
art, that the present invention can also be applied to Code Division

Mul ti pl e woces#0SBOMA) / Areri can National Standards | nsPCratseoi4/04378)

(ANSI -41D), and various other technol ogies such as, but 5 not limted to,
Vol P. WF1, 3GSM and inter-standard roam ng. In one exenplary case, a CDVA
out bound T oaNEYsubLAYE! Spi fcbei®Ag HRNNY:, QM RaBdselendd Ricanetirerieexanpl ary
case, the CDMA outbound roaner travel's with an HPMN GSM SIM and a GSM
handset. In yghi@anot her exenpl ary case, GSM out bound roaner travels with an
HPWMN CDVA RU M and a CDVA handset. To support these variations, system 100
10 w Il have a separate SS7 and network interfaces, corresponding to both
the HYMN and VPWN networks. It will also be apparent to a person skilled in

the art that these, tun, dagtce{wtt@q,ﬁt%odsrbt@rf@ﬁr@%@i%md!}ﬂr @a@tp'r&% IRMRuRotinbave to
be the sane technol ogies. Moreover, there could be miltiple types of

interface < n e N et ween
CBM Wb and ARG o Qe R SHREPhARYY *fﬁﬁa‘% R R orRe

The present Inyeniy.on: 888 £aKATRNGL J;mn <A ERLL f6hY 1RALday 8, apodi ment
an entirely software enbodifient, or an enbodi ment contai ni ng oth ardwar e
and softwareV,%sgrrents. I n accordance with an enbodi nent of the present

i nvention, software, including but not limted to, firmvare, resident
software, and m crocode, 5inplenments the invention. Furthernore, the
invention can take the formof a conputer pr ogram product, accessible from
a_conput er - usabl €t ecozqtp:%t efrcoexngtgtg‘,glo?i% wu {Tlés%rf% {%{,}Qy% (‘B( OdE aM.g00€ for
use by, or in connection Wi Th ruction execution 10
system F r the ur descrl t|on t sahl e or. conputer
readabl e ‘edi Uit %‘?‘n@pﬂgé)?éﬁ§ “p‘{;‘ém%‘tf‘ m@hg‘fppg%ﬁn %f)f%j SNPL%‘H‘S%OPE i%)mco(?ror]ﬁ]n cate,
pr opagate, or nsport .the programfor use by or in connection with the
instruction &Xt ‘é%]t ‘%FF’%VS(Y em apparatus, or device. 15The nmedi um can be an
el ectronic, nmagnetic, optical, elect rorragneti c, infrared, or sem conductor
system (or apparatus or devi ce) or a propagation medium Exanples of a
conput er -readabl e nmedi um i ncl ude a sem conductor or solid st agﬂ nmenory
magnetic tape, a rerf‘ovg?)SF 8"‘@6‘?&(5@1“%‘?‘“& S st Eraign B RYEH MR TS PRRYTE?P y (RAM
a read-only nenory g id magnetic disk and an optical disk.

Current 20 exanpl es ofﬂ‘ﬁét“iﬁéép 8i*sks i ncl ude conpact disk. - read only

menory (CDROM), conpact disk - read/wite (CD-R'W and Digital Versatile
Di sk ( DVDY. s EPS and non-EPS registration for CSFB and/or Single Radio Voice

Call Continuity (SRVCC) fe. the regisiration happens between the
MME-HSS and MSC/VLR-HLR.
¢+ non-EPS registration ie. the registration happens between the

MSC/VLR — HLR and the SGSN-HLR.

it should be noted that while CSFB makes the call happen on the CS-domain,
an advantage of the SRVCC is to provide the possibility of a Voice over LTE to fall
back to 2G/3G without disruption to the CS-domain, or loss of conversation, in case
of an LTE loss of radio coverage. One challenge of the previous sieering solution is

25 to identify the current registration status of the subscriber. o other words, the NTR



The conponents of present system descri bed above include any conbi nati on of
conputi ng conponents and devi ces operating together, The conponents of the
25pr esentweystansswan al so be conponents or subsystens wpChius2@2loas7ger
conputer systemor network. The present system conponents can al so be
coupled with any nunber of other conponents (not shown), such as other
buses, contr Qblug6S, dcbRAREY CiRNicehe abtrihat as | MPeHel Ot pHt EAdEVMRLRSor | N any
nunber of conbinations, In addition, any nunber or conbination of other

pr ocessor - based: COMBEONENLSWABRY Qs carryi ng out 5the functions of the
present system It should be noted that the various conponents

di scl osed herein mRy he-A8RGNI Q:gﬁiiiéésth RO SOTRBSIC ihleffo0aslcghslinebs and/ or
expressed (or represented), ata and/or “instructions enbodied in various

conput er - r eadah)e g, u%ﬂ& EEV WP Qe LR&L rG‘N«tOt belay in@hRh  fof %&h&h‘%{
transfer, |ogic conponent, transistor, I'ayout geonetries, and/or other

character IQSt Ih(%)% I\WP& %QIEQO Igegl I‘i(k m%[&t@rits L!ﬁ Qa&fecﬁt mtﬁ@ﬁ ggﬁt a

FhGad
and/ or instructions may grd ﬁbodled inclu e but are not limted to,

non-vol atile %éb?tr!i%%%n(ﬁ@dé ?;blvrlo\/ rd’g}o!ﬂ%afﬁrigﬁhé&mg ret]tgfétti' t%aﬁdmtiwgt?eihé c or

seni conduct or’ ge nedi a Tarrier waves be used to transfer
such formatt Q ngi% St t%pq b%nbep r‘r%lé:m {%n&)eg’?t%:gyrr&’ﬁgg a}% ﬁ}%t&%ﬁ@ﬂ optical, or
wired S|gnaI|n i nation reo

-Unl ess the context clearly reqU|res othermﬁse, throughout t he description
and the clains, the words "conprise," conprising, and the like are to be

constr uteﬂa![ nl 2‘n ¢ 1) g%:ldgtlh\({gbe%%?tgﬁt %Src,mp Qw?c%pd %gltbaigk %é%i“ %ﬁ ltheqeoc%g‘y' §’X@8 St I ve

senfe rnclu limted
to. dE§UUSI ij%?%gs%ie%%%‘] 8%{&8& ;:%\ata?ci L{ ?}éﬁ @«’[’@ ful‘;]d ﬁ!a?n%tg;s,nrgl %&Qy t, \@Palstur al or

S|ngular Iy,
hereunder, Lreter to th
app i oati on ARE RGPERE T ‘t%u%tﬁﬁﬁﬁi Eivetisare dﬁt{’%ﬁ%ﬁ‘a"r*‘t’%gft@@ '

application. W "or" efpr nce t two or
nore itens, i kﬁ‘%\}éﬁ% iW%I‘F!’ ei“frf’i‘éns fgf‘? gﬁ“ﬂg}‘h A8, Bttqé*‘t ay g‘ﬁ%pm gmo? t he
itenms in the list, all of the itens ﬁfg list and any conblnatlon of the
items in the SPPStsTul PSRy pﬁéﬁ%ﬁﬂﬁ%ﬁ% ¥ |IIustrated enmbodi ments of the
present systemis_n é_ 5 intended to be eﬁE% ve or to limt the present
systemto the predt SBETHHHT APEEIE0 SEEF2 ST 'ef P98 Shbodi ments of , and
exanpl es for, the present systemare descrlbed herein tbr |IIustrat|ve

pur poses,'Svari ous equi val ent nodifications are possible within the scope of
the present system @spthnsgisikilled in the art wll recognize. The
teachings of the present system provided herein can be applied to other
processing 10 systens Bifehcieihddgssemrdichttytiot be linmted to the syst ems
and net hods descri bed ahpve; The el enents and acts of the various
enbodi ments descri bed above can be conbined to provide further enbodi nents.
These and ot her charfgeBLl¥E® Heknade in

24 5. GSM UL ACK

Now if standard SoR is applied on MAP # would mark the Diameter
registration as successful but with faihwe on non-EPS domain. This would lead to
ineffoctive SoR or new steering attempts but with counter rules associated with the

25 EPY domain and not the GSM domain, This misleads the NTR module that would

assume a possible manual registration of the subscriber. The observed behavior will

14



15l i ght of the above detailed description. Oher 'Variations Provided above
for the edification of those of ordinary skill in the art, and not 20 as a
i mtati omoeniddoesoscope of the invention, are detail ed iPCrusstoaisrse of a
schenme for proactive roam ng tests, discoveries of roam ng partner services
and di scoveries of frauds in roam ng using sinulated roamng traffic.

Numer ous var i ats ensaane IRdidsiacat voinscomid RuttRiB R hikdly @f oddep pr esent
invention will of course occur to those of ordinary skill in the art in
view of the ew&aﬁiam&i@sm%habam@gmn@en di scl osed. For 25exanple, the
present invention is inplenmented primarily fromthe point of view of GSM
nobi | e networks as described in the enbodi nents. However, the present
invention may al so be effectively inplenmented on GPRS, 3G CDVA, WCDVA,

WMax etc., or any; $barnenslwel kr afpeCommieCArNRd 8F tlhehe e eatAons in
whi ch end users are normally configured to operate within a "home" network

to which tshew.R0KTRI LikrsmbsaeRe, Rutehaye, theneaPabishdd % RfwalS8e
operating on ot her nei ghboring networks, which nay even be across

! nter nat i Onaltm_@@&@%ﬁ’ S previoys Dia;géfcr ?B{g?smkﬁis ﬂ’l&%&ui& Q§6&3ﬁ§éa%%19fiheoﬁs%§ent
invention detalled in the 1llustrati've exanpl es contained herein are

described usinge aLds: and,£APSLLMCLs Y. & e%],atrhge}h% ol @MESM ombi | e
t el ephony infrastructure. However, use of these exanples should not be
nterpreted asdiil LioplhybANMER PRkt BR9GIRAIE mliR: SYBiAMANd et hod
can be of use and prOV|3e t hrough any type’o

t el ecommuni cati ons nedi um

i ncl udi ng wi thout,. ol i.0dt.aki.on; . :'3) bl l.ephomy. net.v Amcl udi ng
without |im t&al?{i %1%&%1& %@lr\% © é\ s SN } Emgr(': Wax@%ﬂgﬁ{i F%d\eﬂbhones or

ot her 15.,obile tel ephone networks or systens; (ii) any so-called WFi
apparatus normally used in a honme or subscribed network, but also

.Confl gur ed for use, gcrg:oa%aﬁ/'!-esiii&ae fdn %}%0@%9@11?8%@ Oi"’eségi??-‘V'%}%&)%?&lgﬁfﬁi &8&1}%) rk,

i ncl udi ng apparat us 1ot dedi cated to teleco ni cat1"ons” such as personal

conputers, Palmtype or Wndows Mbile deyvices. (m.an.entertai nt
consol e pl at ?igf nsUEh A% BRI %s%’%t%ir‘grf}\,g%@goar I;Qé’fsg%trmna %ﬁ?sgtoggg that are

oo ks, or BUBRT0Y PRI S 1 TRe Gev e St s BP HlE PR s Rlearo OTE
conmuni cat i ons,.

but ca | e of .depl oynent .in nunmerous |ocation: .}whi | e
preserving a ‘perEst Qﬁlt%% ?jt?é‘cirgtbgﬁgm? f ‘E'L?cﬂé[g[s“eg‘ﬁ%["e&’?e‘é‘é‘y%" %‘é\?‘ir%’ég %rom
D ink; or, tel ecommuni cations Lpment .neant for voice over IP . .
comuni cati orféb%gl?éwc’éiﬁ%ghﬁ%o@@d‘ gjﬁ%;rptﬁvgﬁé%gﬁ PSSR R 6 FOAPEE k el ration is I'n

describing certain enmpodinents of the system under the present inyention,
this specifi CHEI"OMSF OF FOWOF At ‘%’F*cﬁ’ @a{r“’i‘ﬁgeli EBIRTR Ca s odar ﬁ[ f? rom a
calling party to a called part%/. For t he avoi dance of doubt, such a call
can be a nor rraFeREs dndhlF madylest igneed Treaeeh s H0 YRIE ¢ 81 BcSdvREH ©ati ons
equi prent is also capable of visual, audiovisual or notion-picture display.
Al't er nat i vel yesitibee syt be drespbedbyr & ¥uthepusfssmete®® video, pictures or
ot her conmmuni cated dat a.

e

20 However, in order to check for above-mentioned conditions, the NTR module

gains some knowledge about the registration,

Firstly, the NTR module 102 determings whether roamer 106 is attached to an
LTE or pre-LTE network. For this, if NTR module 102 observes Diameter ULR {and

25 the corresponding interface $6a), then it can be deduced that roamer 106 is on LTE

15



In the foregoing specification, specific enbodi nents of the present

i nvention 10 have been descri bed. However, one of ordinary skill in the art
wi | | apprwoizatsmosdeat vari ous nodifications and changes eam/useommeiyssi t hout
departing fromthe scope of the present invention as set forth in the
clainms bel ow. Accordingly, the specification. and the figures are to be

regarded in aRpddet. @@&1&@;‘«' M@wﬁ@{‘n@&f e AR BvL:@HIHY OF LVEDSERES medRt & | such
modi fi cations are intended to be included within the scope of present 15

i nvention. The Qengidd §ES§§£’(¥@% %Qéﬁ%e x%%!nl:';t!{%Q§o;¥&c@1@%@@§m andoany

el enent (s) that may cause any benefit, advantage, or solution to occur, or
to becone nore pronounced, are not to be construed as a crltlcal reqU|red,
or essential feature or elenent of any or all of the clains.

2013/006805PCT/ USEQ&%Q&C%IZE\JF@EFE{\@' i A%B& AT %@E&&%&i%@@%@[

generati on of mobi | etlon ssage ANM | %%P Answer

Message ANSI -4 i%@@ %S%}%%h%?‘]g%ecz&%}g%%g&?mﬁﬁ k¢ }\"!bﬁ\/ﬁ%}i wi@m{r Time

I nt errogat’i on

regular registration in a legacy (Le. 2G/3G) network due to a lack of LTE radio

coverage or LTE roaming agreement.

Different approaches may be used for identify these cases — their application
16 will depend on the information found in the MAP/Diameter signaling, which depends

on the Release implemented.

A first set of parameter that is mantained by the system:
~ A timer (T-ULR) will be started after each allowed Diameter ULR on
15 Séa. The timer is maintained per subscriber.
- A timer {T-GPRS-UL} will be started after each allowed GPRS UL {or
Diameter ULR on 86d). The timer is maintained per subscriber.
- A timer {T-GSM-UL) will be started after cach allowed GSM UL. The
timer is maintained per subscriber.
20
A second set of information is based on the chservation of specific flelds in
the MAP message e.g. CSMO flag GSM UL, CSMT flag in GSM UL, EPS info in

GPRS UL, ste.

16



CAMEL CAP CB Bask Call State Mbdel Base Station Controller Barring
Qutgoing International Calls Barring Qutgoing International Calls except to
hone courwoyoGuetsesi zed Application for Mbil e EnhancedPCogiseoiCamiyko
Application Part Call Barring CCCountry Code CDMACode Division Miltiplexed
Access CdPACal | ed Party Address CDRCall Detail Record CF Call Forwarding

CgPACal |'i ng Party sAdds e8¢ Gkl bash@lenkdif b callaR: Rdeonkk tahdimng LMe
| dentification
solution of the present invention sends MAP PSI message to the last known VLR or

Diameter InsertSobscriberData Request (IDR) fo the last known MME for

determining the current subscriber state,

5.4

The NTR solution of the present invention is also able to check content of
Cancellation message (Diameter Cancellocation Request (CLR) or MAFP

Cancellocation {CL}, and more precisely the Cancellation Type.

16 In case the NTR module {inds that roamer is within the LTE network, it then
validates via & timing condition or message content whether the registration is

expected {0 be related to a CSFB or an actual loss of coverage.

s If the timer value is below a configurable threshold, it can be expected
i5 the GSM UL relates to 3 CSFB registration.

¢ Ifthe timer value is above a configuration, it can be expected the GSM
UL related to loss of coverage. However, the timing condition may be
pverroled by specific messaging fields {e.g. CSMO flag) or by
implementing a polling mechanism which informs that the subscriber

20 is currently busy in a call or still attached to the EPS domain.
With above intelligence, an operator can deploy the NTR solution in multiple

combinations, as shown in the table below.

Diameter Module
.................... ?ESSEVQ E!’E"Path
MAP Passive Yes - Yes
Module in-Path Yes Yes




CSDCircuit Switched Data CSI .Canmel Subscription |Information

DPCDest i nati on Poi nt Code DSDDel et e Subscri ber Data DEA DTM- ERB EU FPMWN
FTN D anwoenifddegwsAgent Di aneter Routing Agent Dual PTOMES2012/045780
Mul ti - Frequency CAP Event Report Basic call state nodel Eur opean Uni on

- Friendly Public Mbile Network Forward-To- Nunber

it will be apparent to a person skilled in the art, that the present invention can

also be applied to Code Division Multiple Access (COMAY American National
Standards Institute # 41D (ANSE41D), and various other technologies such as, but

5 not limited to, VoIP, WiFi, 3GSM and inter-standard roaming. In one exemplary case,
a CDMA outbound roamer travels with an HPMN CDMA handset. Tn another
exemplary case, the CDMA outbound roamer travels with an HPMN GSM SiM and a
GSM handset. In vet another exernplary case, GSM outhound roamer travels with an
HPMN CDMA RUIM and a CDMA handset. To support these variations, system 100

16 will have a separate S87 and network interfaces, corresponding to both the HPMN
and VPMN networks. It will also be apparent to a person skilled in the art that these

two interfaces in different directions may not have io be the same technologies.

Mareover, there could be multiple types of interface in both directions.

1§ An exemplary Hst of the mapping between GSM MAP and ANSE41ID is

described in the table below as a reference.

GSM MAP ANSI-41D

Location Update/ISD 1 REGNOT

Cancel Location : REGCAN

RegisterSS FEATUREREQUEST
InferrogateSS ~ FEATUREBREQUEST
SRI-SM SMSREQ B

SRI LOCATION REQUEST
ForwardSMS SMSDPP )
ReadyForSMS SMSNOTIFICATION
AlertServiceCenter  SMSNOTIFICATION
ReportSMSDelivery | SMpPp
ProvideRoamningNumber ROUTING REQUEST




GLRGat eway Location Regi ster GGSNGat eway GPR. S Support Node C- I MSC Gat eway
MSC GUMBC- FAGMSC in FPMN GVSC-HGVSC in |1 PWN GPRS General Packet Radi o System
GSM4d obalw6Byst3anssosr Mobi |l e GSMAGSM Associ ati on GSM SSFEBNITSe12i0¢%780

Swi t chi ng Functi on GsnSCFGSM Servi ce Control Function GId obal 'Title

GIPC PR. S Tunnel Protocol 24

The present invention can take the form of an entirely hardware embodiment,
an entirely software embodiment, or an embodiment containing both hardware and
software elements. In accordance with an embodiment of the present invention,
software, including but not limited to, firmware, resident software, and microcods,

5 implements the invention,

Furthermore, the invention can take the form of a computer program product,
accessible from a computer-usable or computer-readable medium providing program
code for use by, or in connection with, 8 computer or any instruction execution

10 system. For the purposes of this description, a computer-usable or computer readable
medium can be any apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the nstruction execulion

system, apparatus, or device.

15 The medium can be an electronic, magnetic, optical, electromagnetic, infrared,
or semiconducior systern {or apparatus or device} or a propagation medium. Examples
of a computer-readable medium inclide a semiconductor or solid state memory,
magnetic tape, a removable computer diskette, a random access memory (RAM), a
read-only memory (ROM), a rigid magnetic disk and an optical disk. Current

20 examples of optical disks include compact disk — read only memory (CDROM),

compact disk — read/write ({CD-R/W) and Diigital Versatile Bisk (DVD).

The components of present svstem described above include any combination
of computing componenis and devices operating together, The components of the

25  present sysiem can also be components or subsysterns within a larger computer

1%



V5l SDN-H MSRN MSRN-F  NMSRN-11 M MTP NDC NP NPl NRIRDE O CSI OCN
HPMN MS/ SDN Roami ng Mobile Station Roam nf, Nunmber FPMN MSRN HPMN MSRN
WO 2013/006805 PCT/US2012/045780

system or network. The present system components can also be coupled with any
number of other components (not shown), such as other buses, controllers, memory
devices, and data input/output devices, in any number of combinations. In addition,

any mmber or combination of other processor-based components may be carrying out

Ln

the fonctions of the present system.

It should be noted that the various components disclosed herein may be
described using computer aided design tools and/or expressed {(or represented), as data
and/or instructions embodied in various compuier-readable media, in terms of thewr

10 behavioral, register transfer, logic component, transistor, layout geometries, and/or
other characteristics. Computer-readable media in which such formatted data and/or
instructions may be embodied inchude, but are not limited to, non-volatile storage
media in various forms {e.g., optical, magnetic or semiconductor storage media) and

carrier waves that may be used to transfer such formatted data and/or insfructions

[
(¥4

through wireless, optical, or wired signaling media or any combination thereof,

Unless the context clearly requires otherwise, throughout the description and
the claims, the words "comprise,” "comprising,” and the ke are o be construed in an
inclusive sense as opposed to an exclusive or exhaustive sense; that is to say, in a

20 sense of "incleding, but may not be limited to.” Words using the singular or plural
nomber also include the plural or singular number respectively, Additionally, the
words "herein,” “hereunder,” "above," "below,” and words of simiar import refer to
this application as a whole and not to any particular portions of this application. When

the word "or" is used in reference to g list of two or mote ftems, it covers all of the

20



Mobi |l e Term nated Message Transfer Part National Dialing Code Nunbering

Pl an Nunmbering Plan Indicator Near Real Tine Roam ng Data Exchange

O ri gi natwogoBAE0s Subscri ption Information O iginal Caclras2nNanissso ODB
OPC OR ORLCF OTA OrPl | Operator Determ ned Barrina Oigination Point
Code Optimal Routing Optimal Routing for Late Call Forwarding Over The Air

following interpretations: any of the items in the list, all of the items in the list and

any combination of the items in the list.

The above description of illustrated embodiments of the present system is not

§  intended to be exhaustive or to limit the present system to the precise form disclosed.
While specific embodiments of, and examples for, the present system are described
herein for illustrative purposes, various equivalent modifications are possible within

the scope of the present system, as those skilled in the art will recognize. The
teachings of the present system provided herein can be applied to other processing

16 systems and methods. They may not be limited to the systems and methods described

above.

The elements and acts of the various embodiments described above can be
combined to provide further embodiments. These and other changes can be made in

1S light of the above detailed description.

Other Variations

Provided above for the edification of those of ordinary skall in the art, and not

20 as a limitation on the scope of the invention, are detatled illustrations of a scheme for
proactive roaming tests, discoveries of roaming pariner services and discoveries of
frauds in roaming using simulsted roaming traffic. Numerous variations and
modifications within the spirit of the present invention will of course occur to those of

prdinary skill in the art in view of the embodiments that have been disclosed. For

B2
L

example, the present invention is implemented primarily from the point of view of

21



Qut bound Test Profile Initiation PDP Protocol Data Packet PDN 1 Packet
Dat a Network Packet Data Unit PDU PRN PSI | MAP Provi de Roam ng Nunber
MAP Pr oviwe 28wsmeesosber i nf or mati on PCT/US2012/045780
GSM mobile networks as described in the embodiments. However, the present
invention may also be effectively implemented on GPRS, 3G, CDMA, WCDMA,
WiMax etc., or any other network of common carrier telecommunications in which
end users are normally configared to operate within a "home" network to which they
5  normally subscribe, but have the capability of also operating on other neighboring

networks, which may even be across international borders.

The examples under the system of present invention detatled in the illustrative

examples contained herein are described using terms and counstructs drawn largely

i from GSM mobile telephony infrastructure. However, use of these examples should
not be interpreted as Hmiting the invention o those media. The system and method

can be of use and provided through any type of telscomumunications medium,
including without limitation: (i) any mobile telephony network including without
fimitation GSM, 3GSM, 3G, CDBMA, WCDMA or GPRS, satellite phones or other

15 mobile telephone networks or systems; (it} any so~called WiFi apparatus normaily
used in a home or subscribed network, but also configured for use on a visited or non-
home or non-accustomed network, including apparatus not dedicated to
telecommunications such as personal computers, Palm-type or Windows Mobile
devices; (iil) an enterfaimment console platform such as Sony Playstation, PSP or

20 other apparatus that are capable of sending and receiving telecommunications over
home or non-home networks, or even (iv) fixed-line devices made for receiving
communications, but capable of deployment in numerous locations while preserving a
persistent subscriber id such as the eyeleye devices from Dlink; or

telecommunications equipment meant for volce over IP communications such as those

e
L

provided by Vonage or Packet8.

22
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In describing certain embodiments of the systern under the present invention,
this specification follows the path of a telecommunications call, from a calling party
to a called party. For the avoidance of doubt, such a call can be a normal voice call, in

5  which the subscriber telecommunications equipment i3 also capable of visual,
audiovisual or motion-picture display. Alternatively, those devices or calls can be for

text, video, pictures or other communicated data.

In the foregoing specification, specific embodiments of the present invention

16 have been described. However, one of ordinary skill in the art will appreciate that
various modifications and changes can be made without departing from the scope of

the present invention as set forth in the claims below. Accordingly, the specification

and the figures are to be regarded in an illustrative rather than a restrictive sense, and

all such modifications are intended to be included within the scope of present

15 invention. The benefits, advantages, solutions to problems, and any elemeni(s) that
may cause any benefit, advaniage, or solution fo occur, or io become more
pronounced, are not to be construed as a critical, required, or essential feature or

element of any or ali of the claims.

o]
(]



Roam ng Not All owed Roami ng Restricted due to unsupported feature _ CAP
Request Report Basic call state nodel RRB RSD Restore Data RTP SAl
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APPENDIX
Acronrym Description
G Third generation of mobile
ACM ISUP Address Completion Message
>>>>>>>>>>>>> ANM ISUP Answer Message
ANSE41 American National Standards Institute #41
ATY Any Time Interrogation
BCSM | Basic Call State Model
BSC Base Station Controller
BOMC Barring Oulgoing International Calls _
BOIC-EX-Home Barring Ouigoing International Calls except to home
country
CAMEL ' Customized Application for Mobile Enhanced Logic
CAP Camel ApplicationPart
CB Calf Barring
CC Country Code
CDOMA Code Division Multiplexed Access
CdPA Called Party Address
CDR  Call Detail Record
CF Call Forwardipg
CgPA Calling Party Address
CIC ____Circuit Identification Code
CLI Calling Ling Identification
CSD Cireuit Switched Data
S Camel Subscription Information
) O Destination Point Code
DSpD Delete Subscriber Data
DEA  Diameter BEdge Agent
DRA Diameter Ronting Agent
DTMF Dual Tone Multi-Frequengy
ERB AP Event Report Basic call statemodel ™
EU FwopeanUnpion
FPMN ~ Friendly Public Mobile Network
FTN Forward-To-Number
GLR Gateway Location Register
GOSN  Gateway GPRS Support Node
~ GMSC Gateway MSC
GMSCE T GMSC i FPMN
- GMSC-H GMSC in HPMN
GPRS General Packet Radio System
GSM Clobal System for Mobile
GSMA GSM Association
GSM SSF GSM Service Switching Function
GsmSCF GSM Service Control Function
GT Global Titke
GTP GPRS Tunnel Protocol




Send Aut hentication Info Short Code SCA S CCT SCP SF  Snmart Cal |
Assi stant Signal Connection Control part Signaling Control Point System
Fai | ure S0 20138iogsval i ng Gat eway Serving GPRS Support Nede/UuSS8aR045780

HLR Home Location Register

HEMN Home Public Mobile Network

IN Intelligent Network

107 Inter-Operator Tarift

GT7T Global Title Translation

1AM Initial Address Message

Dy Toitial DPIN/CAP message

1BD International Divect Dial

IMSE fnternational Mobile Subscriber Identity

IMSI-H HPMN IMSI

N Intelligent Network

INAP Tntelligent Network Application Part

INE Interrogating Network Entity

P Internet Protocol

IREG international Roaming Expert Group

IRS International Revenue Share

ISC International Service Carrier

ISP MAP Insert Subscriber Data

ISG International Signal Gateway

IST Immediate Service Termination

ISTP International STP.

ISTP-F  ISTPconnected to FEMNSTF
_ISTP-H ISTP connected to HPMN §TP

ISUP ISDIN User Part

ITPT Inbound Test Profile Initiation

ITR Inbound Traffic Redirection

IVR Interactive Yoice Response

LU Location Update

LuUp MAP Location Update

MAP Maobile Application Part

MCC Mobile Country Code

MCC Mobile Country Code

MD MissingData

ME Mobile Equipment

MGY Mobile Global Title

MMS Multimedia Message Service )

MMSC Multimedia Message Service Center
~ MMSC-F FPMN MMSC

MMSC-H HPMNMMSC

MNC Mobile Network Code

MNP Mobile Number Portability

MO Mobile Originated =~

MOS Mean Opinton Seore

MBS MobileStattion, .~~~

MsC oo b Mobile Swiiching Center ) 7

MSISIDN Mobile Station International  Subscriber  Directory

Nuntber
MSISDN-F FPMN MSISDN




SGSN- F

| dentity Mbdul e

FPW SG SN SIM SIGIRAN SME SM RP- Ul
Si gnal i ng Transport Protocol

Message ReEDay13R0et08C Ol

SM5  SMSC
Short Message

|  Subscri ber
Entity Short

User Information PCT/US2012/045780
MSISDN-H HPMN MBISDN
MSEN Mobile Station Roam ing Number
MSEN-F FPMNMSRN
MSRN-H HPMN M3SRN
MT Mobile Terminated
MTP Message Transfer Part
NDC National DHaling Code
NP Numbering Plan
NPY Numbering Plan Indicator
NRTRDE Near Real Time Roaming Data Exchange
O-C5H1 Originating CAMEL Subseription Information
OCN Original Called Number
ODB Operator Determined Barring
OPC Orrigination Point Code
OR Optirnal Routing
. ORLCF Optimal Routing for Late Call Forwarding
OTA Cver The Air
QTPI Cutbound Test Profile Initiation
POP Protocol Data Packet
PDN Packet Data Network
PDU Packet Data Unit
PRN MAP Provide Roaming Number
PSi MAF Provide Subscriber Information
oS Qualtyof Serviee
RAEX Roaming Agreerment EXchange
RI Routing Indicator
RIS | Roaming Intelligence System
RDN Redirecting Number
RNA Roaming NotAllowed
RR Roaming Restricted due to unsupported feature
RRRB ~ CAP Request Report Basic call state model
RSP RestoreData
RTP Real-Time Transport Protocol
SAL Send Authentication Info
sC ShortCode
SCA Smart Call Assistant
S0P Signal Connestion Control part
SCP __Signaling Control Point
SE System Failure
SG Signaling Gateway
SGSN Serving GPRS Support Node
SGSN-F CFPMNSGSN
SIM Subscriber Identity Module
 SIGTRAN Signaling Transport Protogol
SME Short Message Entity )
SM-RP-UL Short Message Relay Protocol User Information
SMS Short Message Service
SMSC Short Message Serviee Center
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Short Message Service Short Message Service Center FPMN SMSC FI PMN SMVSC
Steering of Roam n-g Signal Point Code MAP Send Routing Information MAP
Send Routwogpidieésesmat i on For Short Message Suppl enent aP¢TESeM20e%780
Signaling., System 47 Sub System Nunber Service Switch Point SIM Tool Kit
Application Signal Transfer Point FPVWN STP FI PMN STP Transferred Account

Dat a | nterchangev@omp ' TransfigmwiedpAecount Procedure “Transacti oh
Capabi | i ti es; Appliseatii on Part W @akTer m nati ng CAVEL "Service
| nf or mat i on {SMBgJg ansport l-’r"t‘)“f“qggj;g;ggﬁ{g&ﬁgg'C""Re‘d‘i"r"é‘ct"i""0‘n“"T“STT‘af‘f"i"C“‘
St eering e “Signal ot Code

SR . MAP Send Routing Information

SRI-SM MAP Send Routing Information For Short Message

S8 Supplementary Services

S87 Signaling Systern #7

SSN Sub System Number

Ssp Service Switch Point

STK | SIM Tool Kit Application

STP Signal Transfer Point

7777777 STP-F FPMN STP
STP-H HPMNSTP

TADIG Transferred Account Data Interchange Group

TAP 7 Transferred Account Procedure

Ay Transaction Capabilities Application Part

VT-C51 Visited Terminating CAMEL Service Information

1 T SMS Transport Protocol

TR Traffic Redirection

T8 ~ Traffic Steering

o Translation Type

v User Data

UDH User Data Header

UDHI User Data Header Indicator

USSD 7 Unstructured Supplementary Service Data

YAS Value Added Service

YiP  Yery Important Person

VIR , Vistted Location Registor

VLR-F  FPMN VLR '

VIR-H | HPFMN VLR

VLR-V VPMN VLR

VMSC Visited Mobile Switching Center

Vol Yoiceover i

YVPMN . Visited Public Mobile Network

ATI ' Access Transport Information

UDy Unexpected Data Value

Ust User Service Information

WAP Wireless Access Protocol




| TTransl ati on Type UD User

Dat a UDHUser Dat a Header

User Data Header

I ndi cator USSDUnstructured Suppl enentary Service Data VASVal ue Added
Servi ce WB\erpobsoport ant Person VLRVi sited Locati on Re@CItuseoiEliadse/LR

VI R- HHPMN VLR VLR- WPMWN VLR VMSCVi sited Mobile Switching Center Vol PVoice
over | P VPM\Visited Public Mbile Network AT! Access Transport |Information
UDVUnexpect ed Data Val ue

Technical references

Betwoen AS and HER
Between AS and SLF
Between AS and OFCS
Between AS and QCS

Between OCF and Rating function
Between CSCF and HSS

Between CSCF and SLF
Between PCRF and SPR
Between AF and the PCRF
Rx reference point for EPC
Between PCEF and the PCRF
Between OCS and PCEF
Between PCEF and OFCS

Between AF and PDF

Between Packet Domain and av external packet

data network

between the EPC based PLMN and the packet data

network
Between BSF and HSS

Between BSF and SLF

Between BSF and NAF

Between BSF and Zn Proxy

IGGP TS 20328 & TS
29,329

IGGP TS 29328 & 18
29,328

RFC 4006, 3GGP TS
32225 &£ TS 32.29%9

RFC 4006, 3GGP TS
32225 &£ TS5 32299

IGPP TS 32.296

IGPP TS 29.228 &
T829.228

IGPP TS 20228 &
TE2%.229

3GPP TS 23.203, TS
29.328 & 1529329

3GPP TS 23203 & 1S
39214

JGPP TS 32820, 3GPP
T8 23203 & TS 29214

JGPPTR 29212 & TS
23.243

3GPP TS 3229, 15
32251 & RFC 4006

IGPP TR 32.240, 7S
32.295

IGPP TS 29.209
IGPP TS 29.061

IGPP TS 29.061

IGPPTS 29109 & 18
33.22¢
JGPPTS 2008 & T8
33.22¢
JGPP IR 2018 & 1S
33.220
IGPPTS 20109 & TS
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US User Service Information WAPW rel ess Access Protocol 27 Techni cal
ref erences between the EPC based PLMN and t he packet data3GPP TS 29. 061
net wor k BetzesaeSF and FI SS Bet ween BSIF and SLF Bet weem/UBSH 2amziSNAP
Bet ween BSF and Zn Proxy 3GPP TS 29.109 & TS 33.220 3GPP TS 29.109 & TS
33.220 3GPP TS 29.109 & TS 33.220 3GPP IS 29,109 & TS 33,220 28

Between the 3GPP AAA Server and an SLF AGPP TS 20234

Between the WLAN AN and the 3GPP AAA 3GPPTS 289234

Proxy

Between the 30GPP AAA Proxy and 3GPP AAA 3GPP TS 29.234

Server

Between the 3GPP AAA Server and the HSS 3GPP TS 28.234

Between the 3GPP AAA Server and the PDG IGPP TS 29234

Between the 3GPP AAA Server/Proxy and the 3GPP TS 29234

WAG

Between the 3GPP AAA Server and the PNA AGPP TS 20234

Between the 3GPP AAA Server and the PDG 3GPP TS 28.234

Between GGSN and BM-SC IGPP TS 29.061

Mz is the roaming variant of the Gmb reference 3GPP TS 29.061

point with the same functionality

C{CF i BS AGPP TS TS 32.225

Multimedia Messaging Service (MMS} OMA MM interface

Between AGW and PCRF 3GPP2 TSG-X X .S3013-
{14

Between AF and PCRF 3GPP2 TSG-X X.80013-
413

Between MME and HSS IGPP TS 29272

Between the 3GPP AAA Server/Proxy and the 3GPP TS 23402

PDN GW

Between MME and HSS IGPP TS 29272

Transfer of {((Qo8) policy information from PCRF 3GPP TS 32826, TS

to the S-GW. 23402

Between PCRF in the HPLMN (HPCRFyand & AGPP TS 23203 & T8

PCRF in the VPLMN (V PCRF} 29215

Between MME and EIR 3GPP TS 28.272

PCRF and the BBERF 3GPP TS 23,203

Between ePDG and vPCRF 3GPP TS 23.203

PCRF and the BBERF IGPP TS 23,203

Between an un-trusted non-3GPP 1P access and 3GPP TS 23402

the 3GPP AAA Server/Proxy

Between the 3GPP AAA Proxy and 3GPP AAA 3GPP TS 23402

Server

Between Untrusted Noo-3GPP [P Access and 3GPP TS 23462

ePDG




Bet ween the 3GPP AAA Server/Proxy and the ePDG 3GPP TS 23402 Between the
3GPP AAA Server and the HSS3GPP TS 23402 Between a trusted non-3GPP | F
access amdiohsaGRBSTS 23402 3GPP AAA Server/ Proxy Betwe@nTiuseoi3GPRSHAA
Server and the HA3GPP TS 23402 WD 2013/ 006805PCT/ US2012/ 045780 | cl aim

1. Anethod for redirecting roam ng network traffic in an LTE network, the

Smet hod conpr i SRBGc:RBS LY A SEQMIRELALLGR ProCesSHf TR fMbSCTTDEE in a
vi sited networ KeppaG upon successful registration, sending one or nore

messages to the visited network to induce a re-registration attenptiby the
subscri ber tio aRBfiER iP6F Tt et h8tigrakd hed®s The netH¥d b1 23%i m 1, wherein
the one or nprepsResRgessal @noErab DR masage and {dmanet ergp€ancel Locat i on
Request ( CLR ) BESBBAGE\ Scrver/Proxy

Between the 3CPP AAA Server and the HA 3GPP TS 23402
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3. The method of claim11l, wherein sending one or nbre nessages conprises
sending a list of preferred visited networks to the subscriber while being
in the viwotems/metodor k, to i nduce a re-registration attecptuskyi2ohesso

subscri ber to another 15visited network. 4. The nmethod of claim 3, wherein
the list of preferred visited networks is sent in response to an applet on
subscri ber's hamdset being able to detect one of roam ng, network

regi stration change, handset start, or activation timer, and opening a
comuni cation channel to get the list of networks. 205. The nmethod of claim

1, wherein the registration process i.s executed hetween an MME in. the
vi sited netmnrk?‘g%ﬁ“P%%%Bfai@ﬁgﬁéwﬁ@F%ﬁ?ﬁerﬁmghénéﬁﬁggﬁﬁﬁgffi . The met hod

of claiml1l, wherein é e one.or nore nessages are sent to an MMVE
correspondi ng to CHEEIHCEIFREr' s visited networ k. 7. A method for
redirecting roamng network traffic in an LTE network, the 25method

conpri si ng: i nt BPEEHIE TGRS Birstar! ¢ MFSLPRRITORIPLBTREE of a

subscriber in a visited netmor%a and .sending a Dianeter Update Location
Answer (Rej ect) messagBPPCUHRE N T EBHOhHRBRIN RHEPEIHSTHE Dmet er Updat e
Locati on Answer (Reject) ssa%e results in an error cade. 8. The
net hod of clain17f“%%é?%WW’ﬁ%§‘é?%%w*ﬁ%ﬂ@“wkmﬁﬁ@tEﬁﬁéﬁﬁﬁmﬁTfﬁﬁﬁ@@ﬁlz, 5code
13, code 14, code 15, code 17, and code 19. 9. A nethod for redirecting
roami ng networ k t MEf#4 &¥¥kone or nore tel ecommuni cation networks, the
met hod conprising: observing a registration process of a subscriber in a
vi sited nédtwork? i'deREIPPPhgehe EuBsTihe prrorsnaregeseseaticon: 6hiHt | east one
of an LTE 10network or a GSM net wor Kk; ) for registration at the GSM
network, identi fyirigsaghecHapmeeCsgiotatiae ResrepidCHemewateoss of LTE
coverage or CSFB; and

3. The method of claim 1, wherein sending one or more messages comprises

sending a list of preforred visited networks to the subscriber while being in the

visited network, o induce a re-registration attempt by the subscriber to another

Ja—
V3

visited network.

4. The method of claim 3, wherein the Hst of preforred visited networks is sent in
response to an applet on subscriber’s handset being able to detect one of
roaming, network registration change, bandset stari, or activation timer, and
opening a communication channel {o get the list of networks,

20 5. The method of claim 1, wherein the registration process is execoted between

an MME in the visited network, and HSS of a home network of the subscriber.
6. The method of claim 1, wherein the one or more messages are sent to an MME
corresponding to the subscriber’s visited network.
7. A method for redirecting roaming network traffic in an LTE network, the
25 method comprising:
intercepting a Diameter registration request of a subscriber in a visited
network; and
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if registration is due to | oss of LTE coverage, then sending one or nore
nmessages to the visited network to induce a re-registration attenpt by the
15subscriwenotimoesvst her vi sited network, 10. The net hodPpofr/ush@izougsd urt her
conprising rejecting the subscriber's registration invoking a radio

t echnol ogy change fromLTE to GSM 11. The method of claim9, wherein

t he subscri ber's regi stehaihg aidSetdialdake @giBbn ahinen (ROeci Gk geavere LTE
network for data access and GSM networ k 20fur voice access. 12. The net hod
of claim9 further conpkisesadiisahcfina DhgcbetpegpLsubisennber' s dual

regi stration or consecutive registration, by analyzing the signalling
pattern. 13, #RefySthRMabOFcskifdh kie&tdr Bl 0am ng network traffic in a
t el econmuni cati on 25network, the system conpri sing; an NTR nodul e
that observes agregi sbfhold bR Ve@SSin0he SrFUREAE bRl chdk B, Vdagiibed network;
the NTR nodul e further sends one or nore nessages to the visited network to

i nduce a re-regi styRti0ndath ennt 1NYedne sidhgss ier to another visited
network. 514. The system of claim 13, wherein the NTR nbdul e sends one or

nore message popt sSHGGESSE MhiL&dk SdahAld Rv@k b iR iSHRSEHper in the visited
network, 15. The system of clai m 13, wherein the NIR nodul e sends one or

nmore messages pPri el O SHEEESSktlok S $lckiRlil00p0fnd he subscriber in the
visited network. 1016. The systemof claim 13, erein the NTR nodul e sends

one of 1DR nmessage a”doi%ﬁggta%gi N6 &9&@%@%&9‘5@&%\15%&@; Bgsage. 17.

The system of cl aim 13, ein the R e sen I'st of preferred

visited networks to the, .her. ile, ;L Ln.the vlskigdrpetwork, to
ﬁmﬁﬁﬁﬁg%g&%ﬁ@bﬁ; s‘%‘? 206 %ﬂ&@‘i% Vi §F 480

induce a re-registration a scriber to another visited

net wor k. 10 network or 2 GSM network;

for registration at the GSM network, identifying whether the
registration is due to loss of LTE coverage or CSFB; and
if registration is due to loss of LTE coverage, then sending one or more
messages to the visited network to induce a re-registration atterapt by the
i5 subscriber fo another visited network,

16. The method of claim 9 further comprising rejecting the subscriber’s
registration invoking a radio technology change from LTE to GSM.

t1. The method of claim 9, wherein the subscriber’s registration is dual
registration for CSFR, over LTE network for data access and GSM network

20 for voice aceess.

12. The method of claim @ further comprises discriminating between subscriber’s
dual registration or consecutive registration, by analyzing the signalling
pattern.

13. A system for redirecting roaming network traffic in a telecommunication

25 network, the system comprising;



1518, The system of claim 13, wherein the NTR nodul e: identifies the
subscriber's registration on at |east one of an LTE network or a GSM

net wor k; wo 2013/006805r egi strati on at the GSM network, i demCirfises 2Tsher t he
registration is due to loss of LTE coverage or CSFB; and 20if registration
is due to loss of |I.:TE coverage, then send one or nore nessages to the

visited network to |ndh;camm@ureamsiﬁemek@nomr&r@rmimd@a@ drhReusulss i per to
anot her visited network. 19. The system of claim 13, wherein the

regi stration processed Ser@Xx@Cut 8dRDEINRENHAN sMEchdbrtlfe MeShiQ G et wor k, and
HSS of a home network of the subscriber. 20. The system of claim 13,

wherein the NTR mygubensendso QA@@&@%&&)%@MW&@Q@%\I 9o absMVe: £OLEGaPONdI ng
to the subscriber's visited network 21. The systen1of claim13. wherein

t he NTR nodul e rekgg&§mg®§ksubscrlber S registration in the visited network
i nvoking a radi o technol ogy change from5LTE to GSM

5 t4. The system of claim 13, wherein the NTR module sends one or more message
post successiuf registration of the subscriber in the visited network.

15, The systern of elairo 13, wherein the NTR module sends one or more
messages prior to suceessful registration of the subscriber in the visited
network,

10 16. The system of claim 13, wherein the NTR module sends one of IDR message
and Diameter CancelLocation Request (CLR) message.
17. The system of claim 13, wherein the NTR module sends a list of preferred
visited networks to the subscriber while being in the vistted network, to induce
a re-registration atternpt by the subscriber to another visited network.
15 18. The system of claim 13, wherein the NTR module:
identifies the subseriber’s registration on at least one of an LTE
network or a GSM network;
for registration at the GSM network, identifies whether the regisiration
is due to loss of LTE coverage or CSFB; and
20 if registration is due to loss of LTE coverage, then send one or more
messages {0 the visited network to induce a re-registration attempt by the
subscriber to another visiled network,
19, The system of claim 13, wherein the registration process is executed between

an MME in the visited network, and HSS of 3 home network of the subscriber.
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28, The system of claim 13, wherein the NTR module sends one or more
messages to an MME corresponding to the subsoriber’s vistied network,

21, The system of claim 13, wherein the NTR module rejects the subseriber’s
registration in the visited network invoking a radio technology change from

5 LTE to GSM.



