
The present invention is a method for pre-    venting unauthorized copying
and use of infor-    mation which is stored on a storage medium    and for
restricting the use of such information    to designated devices. Copy
protection is    achieved by generating a signature from a given    storage
medium. The signature is derived from    an arbitrarily selected list of
nonuniformities,    uniformities and their attributes. The selected    list
may contain nonuniformities at any granul-    arity level. As such, this
signature is unique to a    given storage medium in the same way finger
prints are unique to a human being. This signat-    ure is used to derive a
key for encrypting the    information on the storage medium. Any copy-
ing of the distribution information from one    storage medium to another
results in the muta-    tion of the signature required to decrypt the
information. Therefore, the present invention    obviates the need for
introducing artificial indi-    ca or requiring a special hardware
subsystem    for achieving a copy protection scheme.       Restricting the
usage of information on a    distribution medium to a designated device is
achieved by verifying the device ID (DID-D) of    the device with the
device ID (DID-S) stored in    the distribution medium before the
decryption    and transfer of information are undertaken. De-    cryption
of the information is accomplished by    generating a key from both the
signature of the    distribution medium and the DID-S.    


