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ARCHITECTURE FOR NETWORK-ENABLED TOOLS

BACKGROUND

o001} The present disclosure relates generally to network

architecture and mors particularly to network enabled tools.

)

i
Still more particulariy, the pregent disclosure relates Lo a
data procegsing system for monitoring and managing network

enabled tools.

ooz} Toole used in production programs are often equipped
with computer contrcls that electronically control process
parameters for the tools. These process parameters require the
tools to pe checked into a remotely located tcool crib and
updated manually when procesg parameters change. A tool crib is
a room or physical location in a production environment where
tools are stored when not in use. The tool c¢rib, or tool
library, manages the inventory of the tools when they are
checked into the tool crib.
[0003] When a toocl is checkad into the tool crib, process
data from operation of the tool in the production environment
may be downloaded or retrieved for storage and analysis. If a
process parameter has been updated since the last time the tool

was checked into the toel crib, the tcool may receive a process

update manually at the toeol c¢rib. If a process parameter
changes while a tool is in operation in the production

environment, the process update is not applied to the tool until
tha tool is next checked into the tool crib.

[noo4] Some point-to-peint wired Ethernet solutions exigt in
limited scenarics to capture process data from a tool during
operation, storing the captured data on a server. This stored
data may be automatically or manually captured by the tool
operator. Manual method of capture includes downloading of

information onto a laptop computer that is connected to the tool
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by Ethernet. The data stored on the laptop hard disk drive
esides there until deleted or it may be further downloaded to a

portable memory media such as a CD-ROM. Automated solutions
incorporate goftware to create a point-to-point connection with

a remote database on the network or a data repository within or

nearby the machine.

{00051 Therefore, it would be advantageoug tc have a method

and apparatus that addresseg cone or more ©of

i

. e -~ Ve * 3
the igsuesg discussed

above
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SUMMARY
(00061 The different advantageocous embodiments provide a
gyatem comprising a wireleass network, a number of tools, and a
central server. The number of tools is  in communication with
the wireless network. The number of tools is configured to
perform a number of taske and collect procesg data while

performing the number of tasks. The central server is in

2
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communication with the wireless network. The central server
configured to menitor the number of tools performing the number
of tasks and receive the procesgs data colliected by the number of
tools over the wirslegss network.

{00071 The different advantageous embodiments further provide
a method for tool management. A number of tocols is implemented
in a wireless network. Tool processes for the number of tools
is monitored at a central location using the wireless network.
Procesas data i3 received at the central location for the number
of tools during the tool processes usging the wireless network.
{0008l The different advantageous embodiments further provide
a method for toocl process updates. A tcocol mechanism is
contrelled to perform a task using a nunber of process
parameters. Process data ig collected during task performance.
The process data collected is sent to a remote location.

[0009] The features, functions, and advantages can be
achieved independently in varioug embodimentg of the pregent
disclosure or may be combined in yet other empodiments in which
further details can be seen with reference to the following

description and drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

{00103 The novel features believed characteristic of the
advantageous embodiments ave sset forth in the appended claing.

The advantagecus empodiments, however, ag well as a preferved

mode of use, further cbisctives and advantages thereof, will
best be understcod by reference to the following detailed

description of an advantageous embodiment of the present

~
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isclosure when read in conjunction with the accompanying
drawings, wherein:

FoO11l Figure 1 is an illustration of a smart tool
environment in which an advantageocus embodiment may be
implenmented;

[0012] Figure 2 ig an illustration of a data processing
gystem in accordance with an advantageousg embodiment;

[0013] Figure 3 is an iliustration of a tocl in accordance
with an advantageous embodiment;

[0014] Figure 4 iz an illustration of a network enabled tool
environment in accordance with an advantageous empodiment;
[(0015] Figure 5 is an illustraticon of a flowchart
illustrating a processg for tool management in accordance with an
advantageous embodiment; and

flowchart

i)

{00163 Figure 6 is an illustration of
illustrating & process for tool process updates in accordance

&

with an advantageous embodiment .
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DETATLED DESCRIPTION

[0017] With reference now to the figureg and, in particular,
with reference to Figure 1, an illustraticn of a smart tocl
environment ig depicted in which an advantagecus embodiment may
be implemented. Swmart tool environment 100 may be any type of
envircnment in which tocls operate. For examgle, smart tool
environment 100 may be a production environment, a manufacturing
environment, a maintenance environment, a service environment,
and/or any other suitable environment.

[6018] Smart tool enviromment 100 includes network 102, back
office 104, and factory 106. Network 102 provides wireless
access between components of factory 1086 and back office 104.
Network 102 may be a secure wireless network with protected
access uging certification protccols, such as, for example,
without limitation, WPA, WPAZ2, and/or any other suitable
gsecurity protocol. Back office 104 may include central data
server 108, dynamic host comnunication protocol (DHCP) server
110, certificate authority 112, database 114, and usger interface
116. In cne advantageoug embodiment, back office 104 may be a
computer implementing processes, such as central data gerver
108, dynamic host communication protocol (DHCP) gerver 110, and
certificate authority 112, for example. In ancther advantageous
embodiment, back office 104 may be a remote location having one
or more computers, such as central data server 108, dynamic host
comnunication protocol (DHCP) gerver 110, and certificate
aunthority 112, for example.

(00191 Central data server 108 provides procegg parametbers
for tools, such as number of tools 120 in factory 106. Centra
data server 108 receives process data from number of toolg 120,
analyzes the process data, and detesrmines whether one or more
process updates are needed for number of tools 120. Central

data server 108 is a central source for monitoring and managing
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{0020} Dynamic host communication protocol (DHCP) server 110

o

allowg number of tocls 120 to request IP addresses and log onto
network 102, in this iliustrative example. Certificate
authority 112 processes a number of certificates for security
and manages the secure interaction of number of tools 120 with
back office 104 over network 102. Ag uged herein, a number of
items means one OY more items. For example number cf tcols 120
is one more tools.

[0021] Factory 106 includeg number of access points 118 and
nunber of teoolsg 120, Number of access points 118 may be a
number of wireless accegs points af a number of locations
throughout factory 186 that enable number of toclg 120 to have
network access throughout factory 108. A wirelesgss access poeint
may be a device that allows wirelegs communication devices to
connect Lo a wireless network using Wi-Fi, Bluetocoth, or
related standards. A wireless access point may connect to a
router to relay data between the wirelesg devicesg, such as
nunber of tools 120, and cother devices on the network, such asg
back office 104, for example. Number of wirelegs accesgs points
118 may be stand-zlone devices or integrated devices with number
of tocls 120, for example. Number of toolg 120 is a tool that
slectronically controls process paramefers for tool mechanisms,

for exampile.

D

[oo22] Tool 122 is an illustrative example of one
implementation of number of toolg 120. Tool 122 includeg data
procegsing system 124, gateway 126, and contreoller 128. Data
procesging gystem 124 manages data collected from tool 122
during operation and data received from back office 104 during
operation, for example. Gateway 126 provides access for data
procegsing system 124 to network 102 using number of access
pointg 118, for example. Gateway 126 may be, for example,
without limitation, a dedicated computer, a router, a Wi-Fi

gserial bridge, and/or any other suitable gateway device.
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[0023] Controller 128 controlsg operation of tool 122 using
process parameters received from data processing gystem 124,
Controlier 128 may be, for example, without limitation, a motion
controller.

[0024] Nurber of tools 120 may be any type of computer aided

tool, such as, without limitation, contour drilling machine 130,
drill motor 132, fastener 134, and/or any other suitable toocl.
{00251 The illugtration of gmart tool environment 100 in
FPigure 1 iz not meant te iwmply phyaical or architectural
embodiments may be implemented. Other components in addition
and/or in place of the ones illustrated may be used. Some
components may be unnecegsary in some advantageous embodiments.
Algse, the blocks are presented to illustrate some functional
components. One or more of these blocks may pe combined and/or
divided intc different blocks when implemented in differvent
advantageous embodimentsg.

{0026} In some advantagsous empodiments, back office 104 may

k! .

be implemented as a data procesgsing system, such as data
processing gvstem 200 in Figure 2, below. In other advantageous
embodiments, back office 104 way be implemented as a number of
data processing svetemg connected over network 102, for example.

In an illustrative example, back cffice 104 may be local, such

ag an office adjacent to factory 106, or remote, such as a

server farm.
[0027] With reference now to Figure 2, an illustration of a
data processing svstem is depicted in accordance with an

advantageous empodiment. Data processing system 200 may be an
example of a computer, such as central data server 108 and/or
data processing system 124 in Pigure 1, in which computer usable
program code or instructions implewenting the procegges may be
located for the advantageous empodiments.

[eoz2s8l In this illustrative example, data processing system
200 includes communications fabric 202, which provides
communications between prccesscr unit 204, memory 206,

]
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persistent storage 208, comnunications unit 210, input/output
{(I/0) unit 212, and displav 214.
(0028} Processcr unit 204 serves to execute instructions for
gsoftware that may be loaded into memory 206. Procesgor unit 204
he a get of one or mors processors or may be a muiti-
processor core, depending on the particular implementation.
Purther, procesgsor unit 204 may be implemented using one or more
hetercgenecus procegsor asystemeg in which a main procesgor is
pregant with secondary procesgors on a gingle chip. Az another
illustrative example, processor unit 204 may be a gymmetric
multi-procesgeor svstem containing multiple processors of the
game type
{00301 Memory 2088 and persistent storage 208 are examples of
storage deviges 216. A storage device ig any piece of hardware
that is capable of storing information, such ag, for examgle
without limitation, data, program code in functional form,
and/or other suitable information either on a temporary basis
and/or a permanent basis. Memory 208, in these examples, may
e, for example, a random access memory or any other suitable
volatile or non-volatile storage device. Persistent storage 208

may take various forms depending on the particular

implementation. For example, persistent storage 208 may contain
ong Or more components or devices. For example, pe gtent

storage 208 may be a hard drive, a flash memory, a rewritable
optical disk, a rewritable magnetic tape, or some combination of
the above. The media used by persistent storage 208 also may be
removable. For example, a removable hard drive may be used for
persisgtent storage 208.

[0031] Communicaticong unit 210, in these sxamples, providss
for communications with other data processing systems or
devices. In these amples, communications unit 210 is a
network intervface card. Communicationg unit 210 may provide
communications through the use of either or both physical an

wirelegs communications links.
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[0032] Input/cutput unit 212 allows for input and ocutput of
data with other devices that may bes connected to data processing
gystem 200. For example, put/output unit 212 may provide a
connection for user input through a keyboard, a mouse, and/or
some othey suitable input device. Further, input/output unit
212 may send cutput to & printer. Display 214 provides a
mechanism tc displiay information to a user.

[0033] Instructio for the operating system, applicationa
and/or programs may be located in storage devices 216, which are
in communication with processor unit 204 through communicationg
fabric 202. 1In these illustrative exawpleg, the instructions
are in a functional form on persistent storage 208. These
ingtructions may be lcaded into memory 206 for execution by

processor unit 204. The processes of the different embodiwents

o]

may be performed by processor unit 204 usging computer
implemented instructions, which may be located in a memory, such
as memory 206.

[0034] These instructions are referred to as program code,
computer usable program code, or computer readable program code
that may ke read and executed by a processor in processor unit
204. ‘The program code in the different embodimentg may be
embodied on different phvgical or tangible computer readabl
media, such ag memory 206 or persistent storage 208.

{00351 Program code 218 is located in a functicnal form on
computer readable media 220 that is selectively removable and
may be loaded onto or transferred to data processing system 200
for execution by processor unit 204. Program code 218 and
computer readable media 220 form computer program product 222 in
these examples. In one example, computer readable msdia 220 may
be computer readable storage media 224 or computer readable
signal media 226. Computer readable storage media 224 may
include, for example, an optical or magnetic disc that is
inzerted or placed into a drive or other device that ia part of
persistent storage 208 for transfer onto a storage device, such

9
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as & hard drive that is part of persistent storage 208.

Computer readable storage media 224 also may take the form of a
persistent storage, such ag a hard drive, a thumb drive, or &
flash memcry that is connected to data procesgsing system 200.

In gome ingtancesz, computer readable storage media 224 may not
be removable from data processing system 200. In these
illustrative examples, computer readable storage madia 224 is a
nent-trangitory computer readable storage medium.

[0036] Alternatively, program code 218 way be transferred to
data procegsing asystem 200 from computer readable wmedia 220
using computer readable signal media 226. Computer readable
signal media 226 may be, for example, a propagated data signal
containing program code 218, For example computer readable
signal media 226 may be an electrco-magnetic gignal, an optical
gignal, and/or any other suitable type of signal. These signals
may be transmitted over communications links, such as wireless
communicaticng links, optical fiber cable, coaxial cable, a
wire, and/or any other suitable type of communications link. In
other words, the communications link and/cr the connection may
be physical or wireless in the illustrative exampl

[0037] In some illustrative embodiments, program code 218 may
be downloaded over a netwerk to persistent storage 208 from
another device or data procegging system through comput

readable signal media 226 for use within data processing system
200. For instance, program code gtored in a computer readable
storage medium in a server data processing system may be

=

downlcaded over a network from the gerver to data processing

k

system 200. The data processing system providing program code
218 may be a server compute a client computer, oOr some cther
device capable of storing and transmitting program code 218.
{00381 The different components illustrated for data
processing system 200 are not meant to provide architectural
limitations to the manner in which different ewbodiments may be
implemented. The different illustrative embodiments may be

10
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implemented in a data processing system including componentg in
addition to or in place of thase illustrated for data processing
gystem 204. ther componentsg shown in Figure 2 can be varied
from the illustrative examples shown. The different embodiments
may he lomplemented using any hardware device or gystem capable

—

xecuting program code. As one example, the data processing

th

of &
ratem may include corganic components integrated with inorganic
components and/or may be comprised entirely of organic
components excluding a human being. For example, a storage
device may be comprised of an organic semiconductor

00391 As another example, a storage device in data
processing system 200 is any hardware apparatus that may store
data. Memory 206, persistent storage 208 and computer readable
media 220 are examples of storage devicesg in a tangible form.

gystem may be used to

jesd

{0040} In ancther example, a bu

b2

impiement communications fabric 202 and may be comprised of one
or more buseg, such as a system bus or an input/output bus. Of
courge, the bus system may be implemented using any suitable
type of architecture that provides for a transfer of data
between different comgonents cor devices attached to the bus
gystem. Additionally, a communicatbions unit may include one or
more devices uged to transmit and receive data, such as a modem

or a nstwork adapter. Further, a memory may be, for example,

memory 206 or a cache such as found in an interface and memory

controller hub that may be present in communications fabric 202.

{00411 As used herein, the phrase “at least one of”, when
used with a list of items, meang that different combinaticng of
on2 or more of the items may ke usad and only one of each item
in the list may be needed. For example, “at least one of item
A, item B, and item C" may include, for example, without
limitation, item A or item A and item B. Thig example also may
inciude item A, item B, and item C or item B and item C.

[0042] Asg usged herein, when a firgt component is connected to
a second component, the first component may be connected to the

11
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second component without any additional cowmponents. The first

component also may be connscted to the second component by one
or more other componsnts. For example, one electronic device
may be connected Lo another slecironic device without any

additional electronic devices between the firgt electronic

device and the sscond electronic device. In some casges, another
electronic device may be present between the two electronic

deviceg connected o each other.

[0043] The different advantageous embodiments recognize and

take into account that current systemg for updating tool process
parameters require the tocls to be checkesd into a remoctely
located tool crib and updated manually when process parameters
change. Thege updates occur locally when the teool is idle or
inactive and placed into storage at the tcool crib until needed
again or until updateg are complete. Remote updatesg may be
gent to the tool crib, but the tocl dcoeg not receive the update
until it is checked into the crib after operations are finished
whereupon the tool must be manually updated by a technician.
[0044] The different advantagsousg embodiments further
recognize and take into account that current methods for
monitoring tocl procegses reguire human monitoring of an
individual tocl for visgual inspection of resgulits or tool
parameter performance, for example. Some limited computer
monitcring may ke provided, with the results of tcocol processes
analyzed after the processes are complete and the information
has heen downlcaded or manually retrieved for analysis.

[0045] Thus, the different advantageous embodiments provide a
gsystem comprising a wireless nestwork, a number of tools, and a
central server. The number of tools ig connected to the

wireless network. The number of toclsg ig configured to perform

s

a number of tasks and collect ocess data while performing the

ol

onnacted to the

w0
2

. The central gerver i

n
{

numper of task

6]

wireleas network. The central server ig configured to monitor
the number of tools performing the number of tasks and receive

]
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the process data collected by the number of tools over the
wireless network.
[0046] The different advantageous empodiments further provide
a method for tool management. A number of tools is implemented
in & wireless network. Tool processeg for the number of tools
iz monitored at a central location using the wirslegs network
Process data is received at the central location for the number
of tools during the tool processes using the wireless network.
[0047] The different advantageoug embodiments further provide
a method for tocl process updates. A tcol mechanism is
ontrolied to perform a task using a number of process
parameters. Processg data is collected during task performance.
The process data collected ig sent to a remote location
[oo48] With reference now to Figure 3, an illiustraticn of a
tool ig depicted in acccordance with an advantageous embodiment.
Tool 300 is an illustrative example of one implementation of
tool 122 in Figure 1.
(00491 Tool 300 includes control case 302, tool mechanism
304, housing 306, and power supply 308. Control case 302 ig the
procegssing and control center for tcol 300. Tool mechanism 304
iz the mechanical component of tocl 300 controlisd by components
of control case 302. Tool mechaniam 304 may be, for example,
without limitation, drilling mechanism 310, fastening mechanism

312, and/or any other suitable mechanism for performing tool

operations
[o050] Housing 308 may encase tool mechanism 304 and/ox

control case 302 to contain components of tool 300 in a single

implementation, for exampls. Power supply 308 may include,

without limitation, factory-supplied alternating curvent {AC) or
direct current (DC) electric power, a battery, ultra-capacitor,

fuel cell, gag powered gensrator, photo cells, and/or any other
suitable electrical power connected to the source by hardwire or

eless connection. In an illustrative empodiment, tool 300
may be powered by power 308 using a cable, for example.

13
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[0051] Control casge 302 includes data processing system 314,
database 316, sgensor gyvstem 318, gateway 320, and controller
322. Data processing system 314 may pe implemented using data

procesgsing system 200 in Figure 2, for example. Data processing

aystem 314 includeg data manager 324. Data manager 324 vecgeives
collected data from sensor gystem 318 and manages transmission

of the collectad data to a centralized locaticn, such as back
office 104 in Figure 1, for sxample. Data manager 324 also

receives data from the centralized location and uses the data

received to update process parameters and network parameters for

{0052} Database 316 includes process parameters 326 and
security certificates 328, in these illustrative examples.
Process parvameters 326 may be received by data procegsing system
314 from a centralized location, such ag back office 104 in
Figure 1. and stored in database 316 for use by controller 322
in operation of tool 300. Procegss parametesrg 326 may be, for
example, without limitation, an amount of torgue applied to
install a fastensr, a degree cof acceptable vibration in drilling
operationg, a gize of a hele for drilling operations, a feed
rate of a cutter into a material for drililing and milling
operations, spindle speed, pilot hole formation, countersink
depth, and/cr any other suitable process parameters for tool
300.

[00533] Security certificates 328 provide a current
authentication frame for gateway 320 to authenticate with the
network, such as network 102 in Figure 1. Aunthentication with
the network is controlled by an authentication control server on
the network, such as network 102 in Figure 1. The certificate
ig sgent to the network via access pointsg, such as number of
accesg points 118 in Figure 1, for example.

[0054] Controller 322 operates to control tool mechanism 304
of tool 300. Controlisr 322 may include tool operation procesgs
330, for example. Tocl operation process 330 may process

i4
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instructions and/or process parameters, such asg process
parvametersg 326, Lo use in controlliing operation of tool
mechanism 304.
f00558] Sengor system 318 ccllects process data 332 during
operation of tool 300. Sensory system 318 may include, without
limitation, number of cameras 334, videco server 338, image
procesgor 338, and/or any other suitable sensor. Other suitable
sensorsg may include, for example, without limitation,
accelerometers to collect vibration, thermocouples to detect
temperature, strain gauges to detect flexion, humidity sensors,
hole probes, tachometers, and Hall effect gensors. Number of
cameras 334 may incliude, for example, without limitation, a
color camera, a bhlack and white camera, a digital came
infrared camera, a video camera, and/cr any other suitable
camera. Video server 336 may be any type of computer device
dedicated to processing video images from number of cameras 334,
for examples. Image processor 338 gathers luminance and
chrominance information from individual pixels generated for an
image by number of cameras 334 and uses the information to
computer the correct color and brightnesg values for each pixels
using a number of algorithms. Luminance ig a photometric
meagure of the luminoug intensity per unit arvea of light
traveling in a given direction. Luminance describes the amount
of light that passes through or is emitted from a particular

area, and falls within a given golid angle. Chrominance conveys

the coloy information for an area or obieci. Video server 3386
and/or image processor 338 may generate lwmage data, for example.

Image data 340 is an illustrative example of cne implementaticn

of process data 332.

{00548} Data manager 324 rveceilves process data 332 from sensor
avstem 318 and uszes process data 332 to generate process reports
342. Process reports 342 wmav be transmitted by data processing
syastem 314 to a ntralized server using gateway 320. Gatesway

320 is an illustrative example of one implementation of gateway

i5
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128 in Figure 1. Process reports 342 wmay be analyzed by a

umbery of applicationg at the centralized server to determine
whether process parameters 326 raquire updates.
{00571 In some advantagscus empodimentis, gateway 320 may also
manage network authentication for teool 308 using security
certificates 3328. Data manager 324 may generate security report
344 when authentication issuesg ave detescted by gatsway 320, for

example. Further, data integrity is addregsed on the network

~

media o prevent collection of erroneocus

&

lata or to prevent

-

valuakle data loss.

./

(0058} Data manager 324 also receives processg updates 346 and

t,

security updates 348 from the centralized location, such as back
office 104 in Figure 1. Process updates 346 may De used to

update procesgs parameters 326 in database 316. Process updates

346 may be received while tool 300 is in coperation. Controller
322 may detect updatad process parameters and adjust tool
operation process 330 accordingly during operation of tocl 300,
for example.

[06059] The illustration of tool 300 in Pigure 3 is not meant
to imply physical or architectural limitations to the manner in
which different advantagecus embodiments may be ilmplemented.
Other components in addition and/or in place of the ones
illustrated may be used. Some compeonents may be unnecessary in
some advantageous embodiments. Algo, the blocks are presented

te illustrate zsome functional components. One or wmore of these

2

biocks may be combined and/or divided into different blocks when

ferent advantageous embodiments.

rh

impiemented in di
{00601 With refersnce now to Figure 4, an illustration of a
network enabled tool environment is depicted in accordance with
an advantageous embodiment. Network enabled tool environmen
400 is an illustrabtive example of one implementation of amart
tool envivonment 100 in Figure 1.
{00611 Factory 401 is an illustrative example of factory 106
in Figure 1. Factory 401 includes drill 402. ©Drili 402 is an
16



illustrative example of one implementation of number of tools
120 in Figure 1. Drill 402 includes control case 404 and
drilling mechanism 406. Control case 404 is an illustrative
example of one implementation of control case 302 in Figuxe 3.
Drilling mechanism 406 iz an illustrative example of one
impilementation of tool mechanism 304 in Figure 3.
{0062} Driil 402 may be used to drill holes in workpilece 408,
for example. Factory 401 includes access point 410, which
provides network access teo drill 402, in thig illustrative
example. Accesgs point 410 is an illustrative example of one
implementation of number of access points 118 in Figure 1.
Control case 404 may interact with back office 412 cover network

414 using accegs point 410, for example. Control case 404

collects process data during operation of drill 402 and sends
the process data collected to back office 412 using wireless
network 414.

[0063] User interface 416 is connected to central data server

418, in this illustrative example. User 420 may use user

interface 416 to accesg the process data collected and sent by

-

drill 402. User 420 and/or central data server 418 may analyse
the process data to determing whether process updates are needed
for control case 404 of drill 402. If process updates are

date

server 418 and sent wirelessly over network 414 to control case

may be gensrated at central data

[¢1}
4]
3

nesded, the process u

o]

{

404 of drill 402. These process updates may ke recelved by
drill 402 while drill 402 is in operation within factory 401,
for example.

[0064] The illustration of network enabled tool environwment
400 in Figure 4 is not meant to imply physical or architectura
limitations to the manner in which different advantageous
embodiments may be implemented. Other components in addition
and/or in place of the ones illustrated may be used. Some
components may be unnecessary in some vantageous empodiments.
Also, the blocks are pregented to illustrate some functional

17



1
<&

B
o

o3
-
s
f“'
Sals
TS
)
LJ
-t

components. One or more of these blocks may be compined
divided inte different blocks when implemented in different

advantageocus embodiments

00865} With reference now to Figure 5, an illustration of a
fiowchart illustracing a process for tool management is depicted
in accordance with an advantageous embodiment. The process in

Figure 5 may be implemented by a component such as pack office
104 in Figure 1, for example.

[0066] The procesgs beging by implementing a number of tools
in an enterprige network architecture {operation 5082). Tools on
the network may be nodes that are available to interact with
other network endpoints, such as data integration appliances,
enterprise process middleware, and database software, fov
example. The number of tools may perform the role of data
server or behave as a client to centralized configuration
management serviceg. The process monitors tool processges using
a network (operation 504). The process may monitor tool
processes over a wireless network, such as network 102 in Figure
1, for example. The procesg collects process data from the
numper of tcols uging the network (operation 506). The process
data may be collected by sensor asystems implemented on the

toolg, such as senor system 318 of tool 300 in Figure 3, for

example
[0067] The process analyzes the process data from the number
of tocls (operation 508). The process data may be analyzed by a

centralized server, such asg central data server 108 in Figure 1,
and/or by a user accessing the process data on the centralized
server, such as user 420 in Figure 4. The process determines
whether a process parameter update is nesded (operation 510}. A
process parameter update may be needed if procegs data indicates
that a tocl is not operating within a certain specified
parameter, or a tool ig not operating to produce a result within

a certain apecified parameter, for example.
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(0068] If a determination ig made that a process parameter
update ig not needed, the process returnsg to operation 504. I
a determination is made that a process parameter update is
neaded, the process sends a nuwber of process parameter updates
te the number of toeols using the network (operation 512}, and
then returng to operation 504.

(00691 The process in Figure 5 may iterativel
ag a tool is in operation, for example. The process nay
terminate when a tool is idle or inactive for a given period of
time, for sxample.

{00701 With reference now to Figure 6, an illiustration of a
flowchart illustrating a process for tool process updates is
depicted in accordance with an advantageous embodiment. The
process in Figure 6 may be implemented by a c¢omponent such as
wmber of tools 120 in Figure 1 and/or tool 300 in Figure 3.
[0071] The process begins by contreliing a teol mechanism to
perform a task uging a number of process parvameters (operation
602} . A tool mechanism wmay be, for example, without limitation,
a drill bit or fastener mechanism. The task performed may be,
for exampls, without limitation, drilling a hele, fastening one
component to another component, and/or any other suitable task.
The process parameters may provide sgpecified parameters for tool
operation and/or for results from tool operation, for example.

data during task

w

[go72] The process collects proces
performance (operation 804). The process data may be, for

example, without Ilimitaticn, visual data of the tool process

and/or tocl process sulte, such asg the size of a hole drilled,
for example. The procese data nmay also be information about

corque expended during a fagstening operation by the tool, for
examplie.

{00731 The process sends the process data colled
remote location (operation 606&). The remote

for examplie, back office 104 in PFigure 1. The prac

(el
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the process data over a wireless network, such as network 102 in

»

Figure 1, for example
[0074] The process determines whether a process update 1s
received (operation 608} . A process update may be received over
the wireless network from a centralized, vemote location, such
as back office 104 in Figure 1, for example. A process update
may be received as a rssult of operation 512 of Figure 5, for
example. If a determination ig made that a process update 1is not
received, the procesg returns to operation 8§04.
[0075] If a determination is made that a process update is
received, the process updates the number of process parametiers
using the processg update received tco form new process parameters
(operation 6§10). The process then controls the tool mechanism
to perform the task using the new process parameters (operation
612}, with the process teyminating thereafter.
[0076] he process in Figure 6 may ilteratively repeat as long
as the tocl is in operaticn, for example, receiving a numper of
process updates asg needed during operation of the tool.
[0077] The filowcharts and block diagrams in the different
depictad embodiments illustrate the architecture, functionality,
and operation of gome possible implementations of apparatus,
methods and compuber program product In thisg regard, each
biock in the flowchart or block diagrams may represent a module,
segment, or portion of computer usable or readable program code,

which compriges one or more ewxecutable instructiona for

implementing the specified function or functions. In sowe
alternative implementations, the function or functions noted in

the block may occur out of the order noted in the figures. For

*<
&
[

example, in some cases, two blocks shown in succession may
executed pstantially concurrently, or the blocks may sometimes
be executed in the reverse order, depending upon the
functionality involved.

[0078] The different advantageous embodiments can take the
form of an entirelyv hardware empodiment, an entirely software

20
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or an embodiment

containing both

hardware and

software elements Some embodiments are implementsd in
scftware, which inciudes but ig not limited to forms, such as,
for example, {irmware, resident goftware, and microcode.
{0079} Furthermore, the different embodiments can take the

ferm of a

computer readable
in connection
that executesg instructions
disclosure, a

generally be any tangibie

comput2y program pr

with a computer

computer usable or computer readable

apparatusg

cduct accessible from
medium providing program

or any device

For the purposes of this

that can contain,

oxr

a computer

code for

system

edium can

gtore,

1

communicate, propagate, or transport the program for use by or
in connection with the instruction execution gystem, apparatus,
or davice.

{60801 The computer usable or computer readable medium can
be, for example, without limitaticn an electronic, magnetic,

or

optical, electromagnetic, infrared, or semiconductor system,
a propagation medium. Non limiting examples of a computer

readable medium include a

magnetic tape, a

memory (RAM), a read-only me

and an optical disk. Optical

read only memory (CD-ROM),
and DVD.

{gos81] Further, a
may contain or store a
such that
the

executed on a comguter,

or uaable program code cauge

adab

(‘(

omputer re ie or usable

G
Q

¥

link. This communications

example without limitation,
[0082] data processing

executing computer readable

semiconductor or

removable computer diskette, a

computer us

computeal

g0iid st
random

mory {ROM},

ate memory,

o
access

a rigid wmagnetic disk,

digks may include compact disk -

ble or computer

readable orv

when the computer readaple or usable program code

execution of thisg computer
the computer to Lransmit
program code over a communic

link may ugs a medium

physical or wireless

gystem guitable for
or computer ugadleée program

21

readable

that is,

compact disk - read/write (CD-R/W)

medium

usable program code

is

readable

anctheayr
ations

for

gtoring and/or

code will



20

30

b
)]

inciude one or more processors coupled directly or indirvectly to

memory elements through a communications fabric, such as a
system bus. The wmemory elements may include local memory
empiloyed during actual execution of the program ccde, bulk
storage, and cache memories which provide temporary storage of
at least some computer readable or computer usable program cod
to reduce the number of timeg code may be retrieved from kulk
storage during execution of the code.

00831 Input/output or I/0 devices can he coupled to the
system either directly or through intervening I/0 controliers.
These devices may include, for example, without limitation to
reyboards, touch screen displays, and pointing devices.
Different communications adapters may alsc be coupled to the
system to enable the data procesging system to become coupled to
other data procegsing syetemg or remote printers or storage
devices through intevrvening private or public networks. Non-
limiting examples are modems and network adapters are just a few
of the currently available types of communications adapters.
{0084} The differsnt advantagesousg embodiments recognize and
take into account that current systems for updating tool process
parameters require the tools to be checked into a remctely
located tool crib and updated manually when process parameters
change. These updates occur locally when the tcool is idle or
inactive and placed into storage at the tool crib until needed
again or until updates are complete. Remote updates may be
gent to the tool crib, but the tool does not receive the update
until it is checked into the crib after operations are finished.
[0085] The different advantageous embodiments further
recognize and take into account that current methods for

ire human monitoring of an

‘

menitoring tool processes v

T

<

qu
individual tool for visual ingpection of results or tool
parameter performance, for example. Some limited computer

-

monitoring may be provided, with the results of tool processes
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analyvzed after the processes are complete and the information

1

]

U
[£4]

hag besn downlioaded or manually retrieved for analvs
1

Thus, the different advantagecus embodiments provide

O

1]

an enterprige-level network architecture for deployment of

- N

numerous smart tools, tools that electronically control process

O

parameters and are equipped with senscrs to report the resulting
process parameters, to existing production programs. This
aystem createsg bi-directional cowmmunication between tools and a
centralized adwministration syvstem for uniform updates Lo process
parameters and monitoring of tool processes.

[00871 The description of the different advantageous
erbodiments has been presented for purpogesz of illustration an
description, and is not intended to be exhaustive or limited to
the embodiments in the form disclosed. Many modifications and
variations will be apgparent to those of ordinary skill in the
art. Further, different advantageous embodiments may provide
different advantages as compared to other advantagaous
embodiments. The embodiment or embodiments sgelected are chosen
and described in corder to best explain the principles of the
embodiments, the practical apgplication, and to enable others of
ordinary skill in the art o understand the disclosure for
varioug embodiwents with various modifications as ave suited to

the particular use contemplated.
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CLAIMS:

What is claimed is:

1. A system comprising:

a wireless network;

a number of tools in communication with the wireless
network and configured to perform a number of tasks and collect
process data while performing the number of tasks; and

a central server in communication with the wireless network
and configured to monitor the number of tools as the number of
tools perform the number of tasks and receive the process data

collected by the number of tools using the wireless network.

2. The system of claim 1, wherein the number of tools performs

the number of tasks using a number of process parameters.

3. The system of claim 1, wherein the central server is
configured to analyze the process data received from the number
of tools and determine whether a process parameter update is

needed.

4. The system of claim 1, wherein the central server is
configured to send a number of process parameter updates to the

number of tools using the wireless network.

5. The system of claim 1, wherein the number of tools further
comprises a data processing system configured to send the

process data to the central server.

6. The system of claim 1, wherein the number of tools further

comprises a data processing system configured to receive a
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number of process parameter updates from the central server

while the number of tools performs the number of tasks.

7. The system of claim 1, wherein the number of tools is
selected from at least one of a contour drilling machine, a

drill motor, and a fastener.

8. The gystem of claim 1, wherein the number of tools further
comprises a sensor system configured to collect the process data

while the number of tools perform the number of tasks.

9. A method for tool management, the method comprising:
monitoring tool processes for a number of tools in
communication with a wireless network, wherein the monitoring is
performed at a central location using the wireless network; and
receiving process data for the number of tools during the
tool processes at the central location using the wireless

network.

10. The method of claim 9 further comprising:

analyzing the process data collected from the number of
tools during the tool processes; and

determining whether a process parameter update is needed

for the number of tools.

11. The method of claim 10, wherein the process parameter
update is needed if the process data indicates that a tool in

the number of tools is not operating within a given parameter.

12. The method of claim 10 further comprising:

regpongive to a determination that the process parameter
update is needed, sending a number of process parameter updates
to the number of tools from the central location using the
wireless network, wherein the number of process parameter
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updates ig gent to the number of tools while the number of tools

ig in operation.

13. The method of claim 9, wherein the number of tools is
selected from at least one of a contour drilling machine, a
drill motor, and a fastener, and wherein the number of tools is

a number of nodes on the network.

14. The method of claim 9, wherein the number of tools includes
a number of sensor systems, and wherein the process data is
collected by the number of tools using the number of sensor

systems.

15. The method of claim 12 further comprising:

determining whether a process update is received at the
number of tools; and

responsive to a determination that the process update is
received, updating a number of process parameters at the number

of tools.

16. The method of claim 15 further comprising:
controlling a tool mechanism to perform a task using the
number of updated process parameters;
collecting process data during task performance; and
sending the process data collected to the central location

using the wirelegs network.

26



