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(57) Abstract: Provided are a system, method, and computer pro-
gram product for authenticating a transaction based on behavioral
biometric data. The method includes receiving an authorization re-
quest message associated with a transaction between a merchant sys-
tem and a payment device. The method also includes determining
that an additional security authentication should be applied to the au-
thorization request message based on transaction data. The method
further includes communicating an authenticity assessment request
to a behavioral biometrics server computer and receiving, from the
behavioral biometrics server computer, an authenticity assessment
response generated based on at least a portion of the transaction data.
The method further includes generating, based on the authenticity
assessment response, an authentication response message configured
to authenticate or decline the transaction.
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