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UNI FI ED STORAGE SECURI TY MODEL BACKGROUND [ 0001] Data
st orage/ managenent systens and ri ghts nmanagenent

woeyest7ansigay each be inplenmented in various di PeTAS2006/028382

manners. Thus, many rights managenent formats are
i nconpatible with each other. Unified storage nmakes it
possible to treat various data storage / managenent

data formats SUNIFEEDSTORAGESRCUREVE MOBDEL
per spective, by using an APl architecture that

i npl enents a superset OfBAOKGROBNBNt underlying
systens, and a user interface perspective, allow ng

dat a tl90BH r dPafp wedageamanagemerl systemshandorighte manggement systems
[ r enLr Lye. of 1 act y i .

a@%f n%a%gsb% h@@%@? ﬁt!f; % ]tnhfé’aéggci ?etgse‘eg]a{{m %.%Tsh o?gégr’ {ngﬁy rights
ansmpenicat firglatss argeinagepativie wifhoeavht other. aliified s@re makes it

referenced or contained in a unified storage syste
i ROSHBIA ta trrat waus dafastarasc/gRmagemaniaty foematssanily @hnffgm both a

Ry ! . - ariainal
BARRBE rsdobli ol Bt el cf 201 0l pRERL: 4 ot of the
[ @6t Mhderbsod sysians, puldl i sbedinterfiod gerspentivepabowingglata to be
ri ghts, mapagenent, i nformation and the. data it protects )

A (R fieteer b GGG e 1 BHP ST BPBTBI thilm ayglent et actually s
Sﬁc&iﬂ%téér & P 9Re s&c‘iﬁ’@tdgfa.edh?tg?([eégg £84di e Srights (rjnanagement

consrstent netadata and schema properties and data
winfdrinatiom ebduitlitessi mfevdniced of tortsined sy umifiietl stordge system, it would

RERRHTRG TSRO AryBs it SinteliTaa e aHEn fam fy orisinal
| fortngt tdadoaesh tPmBestée8dnd Liedd VBl Sedstamsef rom a

consi stent schema to identify aspects of the files.
Struct 10083 stMicaepsfl kpsqubbsheadin modgltfor powbBérs fights granggement

ERSAIER o TR B b ARy IEL LR B oot cae

Udthicaired aiochg@OthEhesd stabie dFRey h @bagstellymalndits asd isciggma for
the various formats into a unjiform schenma and netadata
t prapetfies pndfatawithin therfilepinawbish 4t isyisedy whalpdhe implemented format

a ' ' t Cl.f4i j . 1

SREAQBHLE! ol e DRI TRLIo SRS GANSAY i
sisalesigfed {0080Gded] Mt Miveww dfavtshfeorh ar @gsistegt sdhlemago idensify aspects
need for systens and nethods that overcone s

h
dif i Blse: oStructErep SURER 1% COBRRNE rYighPCHIRE aRsh management
_T_ﬁ?lgh%ﬁég A% Y otHe n%g% 1 Efﬁha%@lh@nt &leolsS ilhglggé]insure a

unmary 1S provi O I'ntroduce a selection o
conifoept snd womsistent user experience, by abstracting the various formats into a

uniform schema and metadata that will allow a user to access, at a level appropriate to
the rights management specifications on the data, data that is stored or referenced by
unified storage.

[0003] In view of the foregoing, there is a need for systems and methods that
overcome such deficiencies and provide a common rights management model to go

with the common data model.

SUMMARY
[0004] This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This

Summary is not intended to identify key features or essential features of the claimed



sinplified formthat are further described below in
the Detailed Description. This Summary is not intended

woaoitastipfy key features or essSential featureBCofuStiee/028382
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cl ai medsubj ect matter, nor is it intended to be used

as an aid in determning the scope of the clained

subjeciChati@t heis i RRAbd €oby eseidi gnral aid it es@iibiis the Scapk of the

unified storage are extended with a uniform schema to

Slaiwgd peied atight s nanagement engine to provide

uni f or j,gh j Lf .

ypes 098P o5 ERNRAA HiBlenkERLOLFuRBE P At S ldcd wim o

usefdr risch@ng o allow rfoma trightsninbnapgmehvesges td POGle uniform rights

Access control data is transcoded for. translated intpo a

U eRtopehaY lorsT Rerogh AHifesent PP Te! Tights PRSPy Biftpms when
[ . : : : n be transcoded

e o B AR mnageront

i nf or N@09GNn Awmyess eovtoriviata isdranscodad pF @dnéatog age adwifzed format.

f.Qr use in a ynified storage system The construction
oftie,ted Tofpdlc ARG g PR IS PR 145aEE can be
NRIRGSIEE Mo it @LiBd kRhatonpri ses transcodi ng both the
original data (if not already in the unified storage

f or mat[P00Y t Réghtninkhagemenbindeyenation mey kescopspitedyty unified storage

D Bimioh Boife Sobfies Sishti dHe ooy TRACGE Bagy object that
t ditaiil Hhte dandil ApIE SmpdagbihenitminféHaEbn RohERsE h@hbdolingHmth the
DRAW NGS [ 0008] Figure | is a block diagram of an

eorigipl daigy(sinatalrendyin dvseb Bpchyomae farmapita dhg yyfied storage format
S hins FR Ay AREHEAZASE o o the g

Vibh£pumenxmphtused dhtise umfiabeormpt pfatiormt s. [ 0010]
Figure 3 is a flow diagram of an exanple nethod of

| accor dancoPRIEE ESCRE LR SR R BHAWRIRE ' 3",
bl ock ngg]{ a?]r%%%)ms@gbl@& X8RI S % SARPW dy8@m for transcoding and

enviro whi ch aspects of the invention nay be
i stputirege glite chan DECTAdnt B0 DESORIIPTEON4n00 W2t ththmveutijrect

T S SR it
| piapded to limt the scope of this patent. Rather,

the inventors have contenplated that the cl ained ,
subj ec[00#8]} t Eiguns 3in a Hpwdiageane abaripxagnle methadrofiggpecoding and

t s?torliIQgC 1"151%‘53 rrtljain];éeei‘lrleenr’e bRtk 2SURIREWiNEe Rlvesti&GPS
[0011] Figure 4 is a block diagram showing an exemplary computing

environment in which aspects of the invention may be implemented.

DETAILED DESCRIPTION
[0012] The subject matter is described with specificity to meet statutory
requirements. However, the description itself is not intended to limit the scope of this
patent. Rather, the inventors have contemplated that the claimed subject maiter might
also be embodied in other ways, to include different steps or combinations of steps
similar to the ones described in this document, in conjunction with other present or
future technologies. Moreover, although the term “step” may be used herein to

connote different elements of methods employed, the term should not be interpreted



10

15

20

25

30

35

simlar to the ones described in this docunent, in
conjunction with other present or future technol ogies.
wohoEmneny al though the term™step” nmay be use8CHIS2I06/028382
to connote different elenents of nethods enpl oyed, the
term shoul d not be interpretedas inplying any
& rifn;p%g'i EnP pARIcuBIRGerodimBgl Ve BBtweat ivatisus tieps hheiredisclosed
di scl osed unless and except when the order of :
iumiisy il yiceptywlen the owdep pf widiniguad steps sisEplicifly desspibad
convengdonal if I f] ' f 4 :
rancdtilg (RaAtiPondl b b IRoL R St fRs i franscoding
Iv?}lmmdﬂdw fliey hieeaddedooage raysted nfroihths i fiers sodigegsystem.  This
e data storage / managenent da I.s,done t ke.the
fmesads B JURHROTERS | MBEPETSaGee &5 STB P AHa P ek Ygble by
E}Eﬁgﬁi@é@fé@ﬁ@%ﬁ%ﬁ Hhé Pl%geﬂvE 6B Erigihdl MRCRDS 86 ¥ caABLif necessary,

_ S "ori gl na state. Thé invention is
dier éahared to isdsigihadnstaé. alhei pivestiomaisadjesetadt topadsiiiden of a rights

/ denotion phase that converts right
RRRAEREETO PIOTOUOR | c4FTaY md’iaf‘é?@atzt Qe ity | mapagement

ﬁgg;er{nﬁf\?\%r?fgﬁfrﬁ‘ﬁgd $¥13k6 MetdddR181 ud iHhd B Hed a6tigE bystem.

_ may include rights managenment shoul d be
appl i @14 t oAdanidieil rsecuity imoeded tvitiely mayepsiude aighty management

the rights age t. for S tecti Mollz

ogxpgfd t%en@}pé{ggl?lg q&} %Faowsum@%ée gtoga][g% ggaghf%gsr Er;rft:a k sl ﬂgﬁgs management
ok prEEaaRBdindladRt TherBreXliensi 9ped of dhe fammssas] rights
used to contain data in the unified storage system

beenagmenisormats. cunextprsion s clssagerb R quﬁarlardﬁﬁtlpgﬁg unified
ot SR8 s pRSLUElifey HP4ATR Bichih MANNERLRCIIGARORC In tis

si'ngl orma ocess t hat

(rjl%ﬂ‘o_ﬁél,r ﬁiuﬁ%/ metata@ns @Gﬁivdfﬁ@d ﬁ%m she naivesystenh foox smgle format — a

esirably beconmes part of the data object _when . it |
a?n@e@ss tthatsrefareegeto gsoanspodinguy rTénSﬂr?%SCJ‘.ﬁ%f Bfgﬁlaﬂ rissg}'f%f% becomes
0 N..eXx | @. f. Lng and storin
rP@ﬁ?gSﬁgﬁgééﬁéﬁghgg#é?%%%?gﬁé?%%gbcordance mﬁt% t he
i nvent joons] Datgard Oisd block dightam ofaregrmpid systeiofordtensyeding and
12 is provided to a transcoder 20. The da% 10 is,.
t PIGFBE SEEH PoNIgeRSNLIRIATRANCR rAcFPdANG: BF habe tige o Dete 10
38 A D LB S PRAALSTER s Bl ALY 4 Bnsk3ddr0aI B@ data 10 is
t ranscoded Into an 1 nternmedi ate format, and
utrthsvedezl 32 innd datarwifli exified glotagemastadpsnd it andrihe Fightsitaanagement

S?rgglgga%o%aggc sgi tn S(gclfd&g\é%i 1::1&);%{ l1;1] e d%§%%%%%h§ hﬁgnately into
'sgﬁﬂfxﬁ’g%nr}%ga%gf% leﬁﬁin%rﬁ{aﬁen 30, Umefti@ec 0wl AlRvsSHs tiendata with

cot I'le can be created that contains both
t heifisdi torege siatadatpe 3Aemddatifed 2ichisdmanagersdt Aniganation 34 to be

managenent. .i nformati on 3 Th ifi .
TR oL ARHB SR e S A O R D oo
U H8iSiEe %ﬁfﬁeldrstt&age GRMIRA IXugEinified Mghis MA@ gamedt iafbrmation 34.

storage system 30 stores the .
The unified storage system 30 consumes data of various formats translated by the

transcoder into a common target format. The unified storage system 30 stores the
rights management information that has been transcoded by the transcoder 20. More
particularly, the unified storage system 30 stores data in such a way that it associates
the rights management data with the data protected by the rights.

[0016] Access control data is transcoded or translated into a unified format.
The unified format is acceptable and extensible so that other control languages can be

transcoded into the unified format. In this model, the construction of a data object
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ri ghts managenent information that has been transcoded
by the transcoder 20. Mre particularly, the unified

wete7age1syst em 30 stores dat a%i'n such a way t Rar/uiS2006/028382

associ ates the rights nmanagenent data with the data
protected by the rights. [0016] Access control data is
tthatnoanbeddatd ahd sighlsahathgement idformafioe thviodredeatansdddéng both the
unjfied format is acceptabl e and extensi ble so that i
Sevt 8 g theaﬁa%&eﬁoaa&% Bemet 8s Bededs itFﬁ“écqur%g the rights
a8 e diQhfSRhatid b A ABhmble 6t ARRS IS LIRS pfin t
dat a0 jeectt ar 1Crg%§1§ia§¥@ga? amgnlg I‘Ifig ts Sﬁgﬁgge%ren% agernen
i fofroatmaed bp thewwlfiee staragendetbetion g Thosdodinpemey iogeurah a transacted

data to the pynified storage format as 1. as :
PkRatBatag e R SR (Pl IKon detgdapyback is
Pos@bRUMRHr&esPladttf orms to the rights managenent

f'or mat useg by the unified storage platform

Transd881Hg Meyirddgugronps of datanbjgels del bewhangedreémultansously can

t.hat failures,. co ete W not rade or lo
bt iels SREAR. Srdiebly, Plenib B0 el Plised on user,
[Hadvdre [R5 #yBb) ot aseictitivss Bétwdad Rer@dj eCcts to be changed

si mul t aneous %1/ can beﬂ?g%egat ed. Rights are also

desi r d8PI8lasEhyp dafpevi gregageanash Bderneptiogde promoted/demoted

B Sy SRSl BRI BE MBS ER Bagmacon i
| desRasIobeitde ib@idr fodhiplanem awnl ffddedcigito hagiel. nodel .

Both data and rights managenent .information s,

desi r d8P3lcoAi@re edisiandiagramy shoyy e prampleni ghid granagement
SOAHEL LW %ﬁ% has[:0QLHe HHAM®0Z0t ﬁgﬁts %a"ﬁgéé'arfA{%xﬁpM fhrget has a
various exanpl e rights nanagenent formats: sour ce
hagreafamat 220 formgtts 200adentent.i Plotisabip reagetvembdiagnidraat 210 for
target has a target format. 220 for, ri.ghts managenent., .
CRENTY AEPECTeR 1 (HEPHERIAATS. TIoFHnt [5A eripgRodigigHpEmat 18 desirably
BRag 13 CQ%F‘% HRH 1o 1081 bfEBSvehGons. Th
for rra?ﬁ[%gtsgesfrab ’%ggggﬁ?igg g dselcf)- descri bi'ng, and ne °
ciaterinedietepfomubet] 200 isoz dtansedad i foymaotmens ivsed .as Tire intermediary
i.nternmedi ate format 210fis transcoded format that is
lE%W%’E‘“%&’WWWB‘F&ESﬂ%{E? BEt#Een known source and

t ar get[oh2ejmalss scHeB24Bhy Be GBRABeIBY tHRardREATeeAa8Tthe ¥ource and
the transcoder after t¥1e source and target formats _
htaxget feentshavei seadpedified.s e reahated ideiéres commmen characteristics or

O B POurE S e tber, BN BB AP G BRTo R i sregificd. then
tieRah 8 dinb PR EQHANS0R b 1AE intBMedsdtOformbt. t he
internmedi ate format. [0021 Exaggl e source and target

f or mat ORHc| Uéanmip Feurcsensy fargyt faongs ﬁn@mﬁ%Anﬁﬁa§@% Windows
Lﬁé@géﬁg#hmeenlt RYER, OPné AR REUSE DR RRY arly QEIIH@ management

format or access control format.

—

[0022] Figure 3 is a flow diagram of an example method of transcoding and
storing rights management information. At step 300, an incoming or source format is
read. Predetermined data is identified, at step 310. Identifying the predetermined
data may comprise identifying a schema that defines common characteristics from
each of the different sources and targets at step 315, tagging the common data at step
320, and storing it at step 325.

[0023] The schema may exist outside of the transcoding system, with the

transcoding system making use of the schema. The schema preferably does not
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format or access control format. [0022] Figure 3 is a
fl ow di agram of an exanple nefhod of transcodi ng and

wetaerringp1yi ght s managenent i nformation. At st epCB@82008/028382

incom ng or source format is read. Predeterm ned data

is identified, at step 310. Identifying the

Rhegettrsa dShethed;atlﬁe R Yargetrfprat cariddastead s m@n’ammdm ranstant. It
t hat defjines_conmon characteristi ci)éfrom each of th

d+ poripEplatady @PWégeraH&t i geemagnay pgypgrased ag g’rr?étefﬂﬂ%d €.g-

, r at step 325.
%8%% %ﬁ?s@%ﬂﬂoe y ex(}r??&iigé{lés:ll g%%n?ést he tr agscodl ng
syst erfp024]t h t e texampiodighty membgememksahgmases ckienkible right

schema. The sche refe bI does no e based n <
PRSPt pRiegs (B K br HE, dath b RS SsG AL & fgn b idmediate
FormeANAtRY 330, L ThiS ieRh &RAL %rﬁﬁmalj‘ PRMUSTar tb ré‘i’éméd’ﬁ@lo in Figure
schema may be upgraded and/or extended, e.g., using
di.rectory obJects to get new or addltlonal properties.

[ 0024]

N RN E e e S -

| aSsuf@D BhOFiSkks Idatadis RMsded MitSrRFHBbE foreialil.c., aﬁ intermediate
step 330. This internediate formmay be sim| ar

dbapanfor 2rights rmagement) . witlgnp sjesradizg t]@;atqga]étyn@f ,t]gg ,\lgderlymg
SRR RCRLRUEHLE 558 BRI s o

f or matjo626]e. Acaratyhiml seediintiectintueB imdydse used ien converting to a
managenment) w thout degrading the quality of 't

umdfeed fprmat. (Bhis meyba degrable tom@@@%@d&b@d&é&l@?éaﬁs Bes added
t a target format. [0026]

Zb %‘?‘g@%geﬁ ﬁgélé Fl er)‘}h'{éec hni ques nmay be used when

conver[oozy t & i& nordfthaXRMIndktws dhitlse mglddnmnubaﬁhg afpabilities of

to make sure that no additignal rlg a

SRy ind e, Rseriprs et o 1 ek e Bie Bherenioss) xipripioe Aspests
r

i et S A

XRild atoe havh ar emxidrgtambb\feryi estentidi ﬁwgna‘rﬁ‘mﬂem thab thet wafied format
i nvent

LR E PR PP aoa o et WAl tE@r et ek ffbrived the
SErdidn Qf{h% Rinkffla fEHﬁﬁﬁha’cqggelﬁg ubddadn dpbsifid e, eﬂuﬁ %ﬁﬁit allow for

can evo I'n such an exanpfe scenario, a field would
bibe pevision}egbdptieg, aué stiensieniof the soleansi that isfusechto @mplflbfe@e format

for t hat bei n sed on. sp ecifig.fil.e
ogthah areioe: Be Prachst FERGR iBGen P alet Ml el iy g format of
Efb@acﬁﬁh}%f%ﬂ&ﬁhe kéhemed to descrl be the for mat
out breaking the previously created instances of

f| | es Exemplagy Comnprtinghenyivenmmentof

[0028] Figure 4 illustrates an example of a suitable computing system

environment 100 in which the invention may be implemented. The computing system
environment 100 is only one example of a suitable computing environment and is not
intended to suggest any limitation as to the scope of use or functionality of the
invention. Neither should the computing environment 100 be interpreted as having
any dependency or requirement relating to any one or combination of components
illustrated in the exemplary operating environment 100.

[0029] The invention is operational with numerous other general purpose or
-special purpose computing system environments or configurations. Examples of well

known computing systems, environments, and/or configurations that may be suitable
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the previous version of the schema. Exenplary
Conputi ng Environnent [0028] Figure 4 illustrates an

wexermphe1ef a suitable comput' ﬁg syst em envi r OROEMIS21D6/028382

in which the invention may be inplenented. The

conmputing system environnment 100 is only one exanple

fbr aseswithald sventig@iinclde et iaroneEivhitedith, ipsrsonil computers, server
i ntended to suggest_any limtation as to the scope of
ﬁ@%?er%uh@drl@fg‘glqrt &?P@P ‘lieﬁ’éc%‘:n HRTBPESSMe PYSHARS, SHIFGPRyoCessor-

tHaSed Qgé%éigé NGkt ecB YRR cB‘ﬁs%féE &h&roARsN AWK PCs,

any de éncy o requirenent r ating to any one or
oninidongivters, ofaicdape nenisitdars,| detritateld domputieg exempheaeyts that

aperatin vi yonment 100., [.002 |nvention is

dﬁgﬂg‘f ?%g%ﬁe %%Verﬁyﬁt@?léﬁgd%‘% mléieth * pur pose or

Speci goop" Pa%He 119%@915 g b%yd%ﬁﬁ'meﬁriﬂ 'tﬁ@@%ﬂl%oﬁfext of computer-
confi gurations. Exanples of well known Conputing

s@@cléaldg iestuictionsremicls as guogram modilegubang enecutdiaby ragomputer.

sui.t abl ef or us vention incl,ud but are
e Pateetis, MREME i B ivEr o ubhert ki iR, dat
fbmdtuml Gt thhtopérBind exHiceSy a8k tor INPIESER pasliGil@NBostract data
n1croprocessorbased systens, set top boxes,

PYDY aFhainventon sayerlsebe pracseedin dlﬁ@thnéqdkcqnmutmg environments
t t

C\gﬁ% d ag%\?’ﬂfnlﬁf}rléén {J% "?rﬁ&t%”{ﬂ 6]%515% 1%%5 #l?a? a?g thed through a

Sdb‘iﬁrﬁiﬁﬁczﬁ[ondeﬂétﬁ/@ﬂc oangthéhdathl K@snﬁ@s@cﬁﬂ]m&hﬁnl nJgn4 i Agtributed

may be described in the general context of
commtiag ereiseraet P eny edylenand eherrlatpsmpy b logated in both local

%%Lijeﬁ%te g{jh%r%%g trggdlg ¥nc ?Jcﬁlgérﬁ%i%@ stgﬁgg '&@tk Dat s,

progra rou

con‘pon[tBDB]s] dwith rsfel‘remé 6 Euret Can é)k@iplﬁl@rr éystem for 1mplementing
particul.ar  tasks or ggl enment particul ar abstract data

t hp daventip inciides @ SSRCABRUBP S UsPa deYice dt | 'form of & computer

{31 ft&ﬂg&gen@s"&%&ﬁ Ny Iﬁ%p{ﬁ%g\tdv s, bhekne Btaﬁllﬁﬁe@'ic? a rocessmg

perfor me r enot roceSSI ng ices t at are I'’n
tinrio Lzl aasycsmmnmnmylléﬁsamba \E@S‘tkmdjuso]ﬁhetﬂlaﬁmles varlous system

transm ssi-o dium hi a distributed conput

cHFRDRR udipig ey RBrBeT A aheowrﬁg?ssw&%ﬂ&?’ (e system bus
aﬁ'x edbé Qn 8f fbpg e@ijblfseé%EﬁrééQHHH&%F s OF Temory
|a I ncl udi ng menory storage devi ces 00

chfnmonc e ptanp]E&rg]dns and za]ncai)bela-plslag pngpe gameptm |of bus arch1tectures

e o T 35BS S PHIREP St

QQfB%B&ﬁfes (18A) COIDR WIRFo 1HAnARY AldhetebtdRs (IA)abEs, MBihanced ISA
limted to, a'processing unit 120, a system nmenory

1@0SAxnlbisa Widst e Fldstrenies 1Stetdardsc d\ssp@aiianar(VEird))s mb fus, and
p]? %@’3’% rri}ﬁ%l?n %ﬂ%%otlﬁﬂgﬂ g@@]{) 2%5 gqmisgokr%wn 25 MAEzzanine bus).

[0032] Computer 110 typically includes a variety of computer readable
media. Computer readable media can be any available media that can be accessed by
computer 110 and includes both volatile and nonvolatile media, removable and non-
removable media. By way of example, and not limitation, computer readable media
may comprise computer storage media and communication media. Computer storage
media includes volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as
computer readable instructions, data structures, program modules or other data.

Computer storage media includes, but is not limited to, RAM, ROM, EEPROM, flash
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woeoni7phenal bus, and a | ocal

~ tyPBR

121 may be any of several types of bus structures
i ncluding a nenory bus or mL)Zry controller, a
usi ng any of BCYAISR6/4)28382
of bus architectures. By way of exanple, and not
[imtation, such architectures include Industry
Smamda_,r dr Atlehimhendnyr ecdobRy, WB-ROWIC digitehasretile disks (DVD) or
hi tect u éI\/C‘A bus, Enhanced | SA (El SA) bus, Vi deo
=4 ﬁert %ﬁﬁlcésls (QFRE5 aIRES aeﬁssttt%owagm@p% sragnolig disk storage or
a&ﬁetp 195 rs‘%ra&&@@&@ Ngr irgﬁ &ﬁ&orﬂgcﬁﬁfn which)cah bR L{S@(h store the
known as Mezzanf ne bus). Conmputer 110 typically
i desired egoanatimni aatlywloéh cmmesecd bpadapiier iib@li Gommunication media

dable medi a n.be any avail b e nmedi a
CRBRAE bR SeGolls’ 1 AR P b0 i o B Foio Bioe mrocutes
ved &b ﬁatﬁrlﬁ a{‘ﬁ{b\dﬁia&td' dfa H%hlasuchei@é/ RhRr 8 eNGother transport
renmovabl e nedia. By way of ‘exanple, and not

| mmhaatsmmnd mlml@s any indemization detivird rpedya. c She tdrme “modulated data

ra a_and conmuni.cat i on d]. a. ) .
C%%éﬂ’t eag§ gr l ﬁg hgs one of, Jore \98 (8¢S Ihﬁléacgﬁaﬂcs set or changed in
NQIRH @l Abhde? as It6 BRYGHR! i forMELi 1O fir th%fﬁ)%fﬁtﬂ Bgmaszly 8f example, and not
i mpl enented in any method or technol o or storage of
i Findptien icommewentian raetip incded eﬁefﬂﬁ@om@ ian%wh \#6t4 wifed network or
ct p

B S on RO AP IE S a hTRE R, infrrge and ot
t erelBé’d\»ﬂnetﬁi@VlCdﬁEi?R(ﬂﬁhs bf &S}hﬂﬁﬁe hboxfer shotildedlsoresrimcuded within the
t echnol ogy, CD- digital versatile disks (DVD) or
ot REef Og‘ﬁﬁm@&Fr grdblemediage, nagnetic cassettes,
magnet pe; [ r
ot or aglSe3S) cLLeRgRER BfbRLIS) HRERs RorBh B SRR RIS in e
t formitodivelatifteeartided Iroadollanfeoncfmdmycmc}aij@M ¢B1 emhRAM 132. A basic
accessed by co 0. Communi c ion nmedi a

@‘?HW Sivtsan Hﬁ%@@?’fa@%% SRS IgER fighdelp to transfer

dﬁlg h[) ﬁéfﬁ/@én e%’fsa'@alﬁ?rg WoiHuRh PloN&ucH 3atsadﬁ1'i‘n§ start-up, is

data si gnal suc s a carrief wave or ot
t typwsby) rstomfé chaRDMn 18hd RiAI h3jZe$ym¢1ayly| odainmtdatn and/or program
del i,ver

dla The term at data sjghal" nea
CoityRR ol e Srame Ly besaplE or i edr iy B e (PRl on by
SplocOkingN@Nee90] NBY WY & BRARANE, ARl hot BRG@HSH, Figure 4 illustrates
information in the signal. By way of exanple, and not

| pperating systene vy apdaiion praginas i3 ofties pwigrand mediiles 136, and
such as q ﬁ§5ed network or direct-wired connecti on,
aPrq et g ¥'a nmedi a such as acoustic, RF, infrared and

ot her Wo38] eghetd F)ater @P@’ﬁiaﬁ%!%%@u@é otﬂBﬁ/reﬁ{ovhBl%/Iﬁh%ﬁovable
shoul d al so be included within the scope of conputer

r eclat@loinonvielatils. cqpag] storagespsdiemBewsy yofl goaiie | andwsTigure 4
yt.er sto d|a of v 11e.andl/

SR i bE RGBS 4 WG R il A Fomovabte

bﬁﬁiv@ldtﬂ'@ﬂia@ﬂéﬁoﬂﬂédﬁyaﬁhﬁgﬁéﬁ%&hﬁ&ﬂ@ 151cthat fdalé RYnt Hewrites to a

basi c routines that help to transfe
removable, nonvolatile magnetic disk 152, and an optical disk drive 155 that reads
from or writes to a removable, nonvolatile optical disk 156, such as a CD-ROM or
other optical media. Other removable/non-removable, volatile/nonvolatile computer
storage media that can be used in the exemplary operating environment include, but
are not limited to, magnetic tape cassettes, flash memory cards, digital versatile disks,
digital video tape, solid state RAM, solid state ROM, and the like. The hard disk
drive 141 is typically connected to the system bus 121 through a non-removable

memory interface such as interface 140, and magnetic disk drive 151 and optical disk
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i nformati on between el enents within conputer 110, such
as during start-up, is typically stored in ROM 131.

weaM73d1v ypi cal |y contains daa and/ or pr ogr arCTms06928382

that are inmedi ately accessible to and/or presently
bei ng operated on by processing unit 120. By way of

eiBRPl 35, arniypitally lcontdeadd @Nthe FHysidirebds 121 b§td adm6vable memory
operating system 134, application progranms 135, other

pRisERemsiguan atsrfags150ind progr am data 137. [0034] The
Corrputa@P #]10 ﬁPeydr‘?\Lfﬁ %Inhncﬁéﬂ"?&ogta{%?ncgﬁn\})ulteartsit?rage media, discussed

r enov non-renova act | e~ conput er
&dbevagﬁd ithdirated By Figwre df psovadepdteragaloy compgtar esadable instructions,

Iustratesahard dISk drjve 140 that reads fr ro_.
{3 gruchges, grogramovadiles alr‘doﬂkﬁsw g%tw for gﬁqgtpu@fdg@ Z‘n Figure 4,
Rg %%lgxpled'h%{‘d ‘E’l‘iékV@nT?lé]Mi h@tluﬁ&@a@éd b %fﬂrﬁfg %ér&t%?g Sfstén 144,

renova nonvol at | magneti ¢ di sk 152,
ogpplicatlondirefradhsi ¢, 06r progtam gadslesridm ard puogtags datg 147. Note

é&m) ablo(gri‘m%qnq%gﬁt%g%{]:é tgproﬁﬁeg}c aslan% %g?r (? ?feren%J %rom operatmg system

I eIy, (%{1819%1‘(5%53%1495 Loth¥0prd a'n?h{bﬂmé@'l%' hﬁi BRIFPA @ata 137.
storage medi a that can be use he exenpl ary

dPperating syséem i I4én applicatior Ipm%am) lllﬂS,awtbemmOgrarmnmceiddQSoI46 and

TROBEH Fub 0SS5 e AT ey B i,

s@by Ars UatRefPdpicdnd At figer | ke entbh@ ofviahdsliagl 1ﬂfdrﬂ1@tldi4rlnto the
is typically connected to the system bus 121 throug

resmanrseroM At uﬁb ey devieesr ugls @s 8 lreybogsd 16d and mlétlngléevwe 161,

d 1
T T e e e S
r@ﬁ'ﬁmzlﬂla@ iAEI00¢ ¥ thidtdphbas Goyssivk, fga@.ﬁe padk estliceditbOscanner, or the

[0035] The drives, and_their associ ated conputer
besged otheri igpuisdevires ey efteh gommerisdttp dhe grqcqssing unit 120

%’%ngu i usd) iﬁ%tdﬁqt&}‘ QLGS @bt fso i &l 1d %dﬂmeﬁl bus but may be

ions, ructur es, r gram nod
otdnaectedba ofteer irftéréace ang ﬂ:btleﬂtnilci;lﬁes IsuclrFasgaJpaIakkal pfoﬂr game port or a
exanple, hard disk drive 141 is il Iajstrated %s staorin
1

olyuveaﬁalrﬁsrlglyl@,%w&% Agmgniteal Y loar phsh tiigsoT1¢i8p! aistdﬁtéltcg is also
p QYEAR PP teijn4§us fndy ﬁraﬁﬁ%ﬁ?e?%gé‘ts%cﬂ%ga N Finkdlce 190. I

ese conmponernts can either e ‘'sane as or
dacfdﬁtmrreta)t the nmmmp,ecr(mtpungs syt dso i8kide ethrm pmphcral output devices

Dr 0 ra%g:iaeg]%g%,lg aﬁé pr og e&'gﬂv thag%b’i a?‘?’%‘ﬁc B{i’&]&%&g}% an output

1€re'§, h@ltaﬁ‘ﬁ{te Qguam rmdul es 146, and program data 147
e glven fferent nunbers here to illustrate that,

at a ni(hOBﬁ}Jm Théreymputer 811G frayy erperato pi emet\mrlssépnmgmnent using
nds .and informati on i nto the conputer

er, co
e RS deone S gt e e SRt Anel Fhbtaae tomputer 180.
PPhdntde d6Mb6Rr 183 may be a personal computer, a server, a router, a network

PC, a peer device or other common network node, and typically includes many or all
of the elements described above relative to the computer 110, although only a
memory storage device 181 has been illustrated in Figure 4. The logical connections
depicted include a local area network (LAN) 171 and a wide area network (WAN)
173, but may also include other networks. Such networking environments are
commonplace in offices, enterprise-wide computer networks, intranets and the

Internet.



10

15

20

25

30

35

coommonly referred to as a nouse, trackball or touch
pad. O her input devices (not_shown) may include a

woierropdane, joystick, gane pa%; satel lite di SRCT/US2006/028382

scanner, or the like. These and ot her input devices
are often connected to the processing unit 120 through

a useroosmut whvhaistaeea 10N hbaforkiag @auipbiederitothe emputer 110 is
system bus, but may be connected by other_ interface

snanastes! torthabAdt BAL thioneh ametworkapierfoes opglapier ddfe inpused in
. | | opisip
BTN ATl LBl TR AL 8Kl 4 o 172

S Sdthen Mesnsl it astablisting rbemiwudetions oheratheaWANel73, such as the
interface 190. In_addjtion _to the_nonitor, conputers dto th
ratprnet.s She Podemd /3¢ waich gy hsdatemal gLeHemab sAYdeLonpedied to the
iRpi A0, Whb t hanism. In
e e
[1268&ked bevicwommpant,eprogrhfn madulepdepitediralativeréd ther ¢osaputer 110, or

R S e A

re@;‘é{ﬁgfe, GRARHL BmithB6h, MAYuBe AubesSORMotE pPbalbn plograms 185 as
server, a router, a network PC, a peer device or other

Cosithing amememoky St 18indltiwibi teaippyeciates haktherrayorsy connections

all of the el.ements .describe ve rel ati 1.Q.

ot Serep EaTE Uk oA ey S Bl icalohf B beween
184 chasutbReRay bd wetirated in Figure 4. The | ogi cal
connections depicted include a | ocal area network

(LAN) [0938]landhg variois sysemsneethods andisghniopgs dpieribgeperein may

| so iincl ude ot her. net wor, e . .
SR REE TSI T A biRuorPHE S Mt with  combintion
SRR TEES, @ ethodp uﬁ@ﬁ%ja&dtwwﬁe prdstiitainedsioandr ¢drrin aspects
Internet.[0037] When used in a LAN networ ki ng . .
el greof, jiease tshvp theeformuaf pragigBhtrset (b g itpdonshrmbodied
SESGhORLAR, RBIA! b 065, SR st 1y V6E y ot
t yipdtead-tendabie Iswdgs medide nviefdnowhet iier progeams cbde is loaded into
est abl i shing comuni catj ons over the WAN 173, such as

tand Pieedeh oy, 2 TREVADASAR 272, COMRUES, Wayn 4R menResPgP op Apparatus
te%‘f ﬁf&ﬂkinfg%%rngnﬁ&ﬂ?xgg{eee%g%?f f()){b%gﬁ Sb&m et drdn Yidkrammable

e-user i nt er er appropriate _
nesiands,mhd vompuiet woillk geheeailyi imrindent, pcesgonm redetage snedium

depicted relative to the conputer 110, or.portions
tlﬁé(.#a@éq by m.fyprggesgqro(‘nggu ing f/%tlfﬁéﬁlﬂt@.nﬁéﬁ%}lg rrgeltrborrg égd/or storage
2&? QISES)t, BY 19RY off iptRtRlRe, Mi0at"Rhst! dl® &idbiktOdbvidel 9ORE or more

strates renote application prograns 185 as )
r g hinsgare rpreferably idplemeestedd. a highvlieVél frecedupal ewi chjeay oriented

that the. network connecti ons shg are exenpl ar d
CPRErHERR B EUALE | RoPBIRRAtS B (PRI L S However, the
bEiBEENs) can be implemented in assembly or machine language, if desired. In any

case, the language may be a compiled or interpreted language, and combined with
hardware implementations.

[0039]  The methods and apparatus of the present invention may also be
embodied in the form of program code that is transmitted over some transmission
medium, such as over electrical wiring or cabling, through fiber optics, or via any
other form of transmission, wherein, when the program code is received and loaded
into and executed by a machine, such as an EPROM, a gate array, a programmable

logic device (PLD), a client computer, a video recorder or the like, the machine
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the conputers may be used. [0038] The various systens,
nmet hods, and techni ques descri bed herein may be

wonm7erenbed wi th hardware or Wsftware or, whePeT/US2006/028382

appropriate, with a conbi nati on of both. Thus, the

nmet hods and apparatus of the present invention, or

HeEdraés ardgipRednSs fF pRetiting e inRedtenf , WiBy ihpletehttd dnad Feneral-
of programcode (i.e., instructions) enbodied in .
HFRPIS® PEOCREANANe BIPEHIA 04 OBy ik thedsocestyr feprovide a unique
Dbl i Sple Wit RECIL AR SRR SR g0y,

and eXee4d(]ed Wiilatheambsent inveniddn hss Beenaleperitexd, intdoanection with

nmachi ne becomes an apparatus fqr practicing the
the ratrsed. SRogmenisaMeh vy EIeE ot ds &% BB nrstagy that other
erﬁzg&%%%bﬂhﬁeﬁgﬂﬁ teRed bPRGHIRESR anW ailiitRES &le Hedmade to the

include a processor, a storage medium readabl e by the .
piesaribed cmmiddnmentsl ifogpartirating theasathenfimetioisaof the present ynvention

and/ or _st.ora el.ement.s at .| east _one inpu Vi -
it aPu R aenit el s Pt eniRgholEiion by timited t
3§ PRIk 8heddithehiBLhEBR 8ondied b @RdthanelscafLtafbs@hnce with
or “object orientéd progranm ng | anguage to comruni cate

whe iprendehglaines: system However, the progran(s) can be
i npl emented in assenbly or machi ne | anguage, if
desired. In any case, the |anguage nmay be a conpil ed
or interpreted | anguage, and conbi ned with hardware

i npl enentations. [0039] The methods and apparat us of
the present invention may al so be enbodied in the form
of program code that is transnmtted over sone

transm ssion medium such as over electrical wiring or
cabling, through fiber optics, or via any other form
of transm ssion, wherein, when the programcode is
recei ved and | oaded into and executed by a machi ne,
such as an EPROM a gate array, a programmuable |ogic
device (PLD), a client conputer, a video recorder or
the like, the nmachi nebecones an apparatus for
practicing the invention. Wen inplenented on a
gener al pur pose processor, the program code conbi nes
with the processor to provide a unique apparatus that
operates to performthe functionality of the present

i nvention. [0040] Wile the present invention has been
descri bed in connection wth the preferred enbodi ments
of the various figures, it is to be understood that
other sim |l ar enbodi nents may be used or nodifications
and additions nay be nmade to the described enbodi nents 1
for perform ng the sanme functions of the present
invention wthout deviating therefrom Therefore, the
present invention should not be limted to
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any single enbodi nent, but rather construed in breadth
and scope in accordance wth the appended cl ai ns. What

wogo@adrmed: 1. A nethod of tTanscodi ng and st BCTIF2006/028382

ri ghts managenent information, conprising: transcoding

ri ghts managenent information into an internedi ate or

uni versal format; and stWhatig Glhieedd: anscoded ri ghts
managenent information in a storage device. 2. The

net Reskidd 6t tfingR olin gVIRIr sdrih gl ikehtd MbBAG¥RENBInEor@iation, comprising:
uni versal format is based on a source format and a

t ar gettrangearking rights magagrsmand informationiinto n injepedisie or universal
tEanss ng the rights managenent information

conprfses |dent|fy| ng schema that defines common

char a@t@ﬁn@ﬁhe aandcoded tifies sauigendnoinfatmeaiod ia atstrggetdevice.

f or mat . *)Ee met hod of claim3, wherein th

h
e eiog:od EHemLh SeTgh s HEFAGURERY HRGELGERAGH based on a
TREdBLRO 86 2 ¢k fodmather ei n the storage device

conprises unified storage. 6. The nethod of claim1,
V\3’1 effbe mathad of elade dgsderding tralsscnémgqbﬂmghtm mémageeeitomformation

rlses u ied ri agenent i nformat.i

hirse e eleati i TBAR R hon SharRHER A8 e source
ffé[-fﬂae‘{nd(hqﬁ}%%tﬁ)lnﬂgt receiving data protected by the
ght s managenent information, transcodi ng the data,
a4=1d Fhorinathod hef chaams Bodehibreint thei poherma sewpreps guipnglle rights
with the transcoded rights nmanagement information. 8.
Anf”?aéﬁ{ng Blgﬂ%\uﬁgﬁ‘ent system conprising: a transcoder

t iaThd @eiod®s clairg ht wheRiawe sPRigel dat/ e Boinpasesamified storage.
transcodes the ri ght s managenent information into an

i &t diheeapthe® ob claii L eviarnthe WSCOQ% rl@hﬁSfm@éﬁ%msma@éomatm
{9@ s% hﬂ@ie& gi%héthe Sgaﬂ&ﬁ ﬁ rﬂﬁ@% :d Horage etadata.

stem o el n"t he

rec m’hv elmbthcbcgbtlt clanmn agﬂfmentompﬂismgmetqen/mng dath ipratestodiby éhe rights
format, and the |nterms uni versal format is
DRSEE B PEOSIP BB HARE o e o goFing Shirgenscqepd data in the

i% a8y §éﬁ5% \% ¢h B RsBod MR RadREmbABARERAR6N.

I es sc ema that deflnes common characteristics
f 8.0/ rightomagagefmenhsyisteandomptisinget format. 11. The

zif teﬁ g%l F@Cp?ﬂﬁ%é%ﬁcﬁﬁ\%g &%ﬁﬁﬁﬁ%ﬁg@g&o%gggﬁ St transcodes the

rights management information into an intermediate or universal format; and

unified storage for storing the transcoded rights management information.
9. The system of claim 8, wherein the received rights management information is in a
source format, and the intermediate or universal format is based on the source format
and a target format.
10. The system of claim 8, wherein the transcoder identifies schema that defines
common characteristics from a source format and a target format.
11. The system of claim 10, wherein the schema comprises extensible rights
management language.
12. The system of claim 8, wherein the transcoded rights management information

comprises unified rights management information and unified storage metadata.



12. The systemof claim38, wherein the transcoded
ri ghts managenent information, conprises unified rights

woanagaeyant i nformati on and uhi4ted stor age PCT/US2006/028382
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net adat a. 13. The system of claim@8, wherein the

transcoder receives data protected by the rights

nth effensystem offdaimed, ivdierein tlensandeier tdeeiveatata paotecied by the
slit%éjres the transcoded data ip the unified storage W t h .
t et} PARRECHEHI PGSBS the dats grdaforesithe fanscaded data in
t e REERA&lord SAkith HRASHONRRI HeBR IS BAAGR TRt mation.
information into an 1 ntermediate or "universal format,

ahtl pitausadder thhldranseates oighd mangpersentamfageateomt info an intermediate

i nf or.mat i t ifi . 15. .The t d f.
B RE ML M R
tingfied gbtage.managenent i nformation in a source format.

16. The transcoder of claim 15, wherein the ) i
i bt eFlrdiganaeaden pf elainy & suherpipihmitranssodss deilapipditp seceive the rights

S ce for. t. 17. The transcoder
o@%‘@gyr%ﬁglwg?%?lng ?(ﬁggét frogﬁé{ggder identifies schema

t hiat Tlgettamesies oftvinin ¢ Bavhartianhsintameliatroraimseugat €ormat is based
format and .a tafrn%fet f or 18. The transcoder of

t.
cPhihmsquree faratet ?F?ég§g‘?1‘é‘??& conpri ses extensibl e

r }’9 g @ﬁﬁmféla{rﬁ@g,%%einjtﬁe trdit€o herr s ciede Ech‘éfnta that defines

claim 14, wherein e transcoded rights managenen
i ecnomom thayactenstios fivesa smiréd odmeat ayldtagargahfogaaent

i mat i on and.uni fied storage tadata.. 20. . Th .

t P ESRootr or i 1, Gngpdfe s PRuRePaRgeSurensile rights
r BefigRentiRh@udgeot ected by the rights managenent

i nformati on, transcodes the data, and stores the

t FanEeoanscetier af tlain Ad, whertindbe temseadpd nghthmanagement
t i et 1(cj>rel g:orH) shetsSun{@e%argg%rtrserrr]ﬁ1ég%&%ﬁ%%&r%@tion and unified storage

metadata.

20. The transcoder of claim 14, wherein the transcoder receives data protected by the
rights management information, transcodes the data, and stores the transcoded data in

the unified storage with the transcoded rights management information.



