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WD 2004/ 084470 PCT/ US2004/ 008239 1 DEAD ON DEMAND
DI SK TECHNOLOGY CROSS- REFERENCE TO RELATED

WERRLIEIAT) ON [ 0001] This application clains prPOT/UB3004/008239

frompending 5 United States Provisional Patent
Application Nunmber 60/455,501, filed on March 18,
2003 and incorporated fully herein by reference.
TECHNI CAL FI ELD OF THE | NVENTI ON 10 [ 0002] The present
invention relates to conputer security, data

security, and protection of personal privacy, and nore

particularly, to_a_syst manent | y
and generally ﬂﬂ%?hﬁ%éﬁggggﬁyggégﬁﬁ%%ﬁﬁﬁﬁggta

cont ai ned upon nagnetic data storage nedia upon the

occurrence o t aj vent r hie of

Che medi & owiSr ST LERIRACE s0er ol B PHIAN oF

THE RELATED ART [0003] Starting with the highl ,
B lcThred  Y2aomMesatt LoronpGtleétnssysPEHRBRT hale ng@En pending
under nore and nore scrutiny for their ability to

dodtirdl §tater e bREPHES30R?M ti cAPTERE comBRIgmd P2 Number
data. The intervening years have seen a dramatic rise

i69/4560aBlt e idefr 6B SHITFh the FOPM Y FUSOHRTANS TUHLY

and hacking. Software vendors are reeling in the wake
derSiadaYt SetHR"Sre WD 2004/ 084470 PCT/ US2004/ 008239

TECHNICAL FIELD OF THE INVENTION

[0002] The present invention relates to computer security, data
security, and protection of personal privacy, and more
particularly, to a system and method for permanently and
generally instantaneously destroying data contained upon
magnetic data storage media upon the occurrence of certain
events and/or the desire of the media owner/attendant

operator.

DESCRIPTION OF THE RELATED ART

[0003] Starting with the highly publicized Y2K event, computer
systems have fallen under more and more scrutiny for their
ability to securely store business critical and confidential
data. The intervening years have seen a dramatic rise in
‘computer terrorism’ in the form of virus attacks and hacking.

Software vendors are reeling in the wake of products that are
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2 repeatedly shown to be flawed at the security |evel,

allowwng information to be accessed, destroyed or
weoiskiosaed openly. The fastest growing crinme POT/URE04/008239

United States is now ‘idemtity theft'. Virtually

unheard of 5 years ago, this 5 "technical' crine

relies on the easy access of information such as

r%;t?g%@édf CURbLY RUMRRS 51 6/Rdidt Cand susheisy bankl, allowing

tatenents, etc. on a conputer’'s hard drive. [0004]
i¥%égT£§{88nQLangpyéégé%éE%N I eRGRIAG eaprsgiupiatdit  openly.

much of this type of information i s now stored

T%?otégF€85§ona%H§§HQUt8£§me“hiﬁh QﬁéerUthEHe 9taB8s is now

ctirron of ata. In addition, th

‘rctilprationof d il doy cehncabah o8 camoEass A, chis

ni cati on suc , mean that nore

‘?%g%gﬁé?%perﬁggﬁl Eggfégakﬁpntﬂés gggJ' as.-AGCOoUNE | RG formation

on T5""how"Stored on the average hone

SSRPT ST soRlar, YA phindty ! Rr i 208 LAlumsers,  bank

\ h I fe warrant “éxecuted now results

n the renov of all _personal .compu fromthe
S%ﬁF@@?nf'ési agﬁceo%rab%@%%%esr. ?nh%%%)t&P%i%'es with

little or no effort, this information becones :
[0004] 1 it tReTSARENT GPEBRERE Sor NABr sECAE 2T pd143F wiSpfyuration
20 crimnal intent. [0005] In_ nmany cases, users of .
lpwedenalmednpatertvy hape ot 18ETBALERE dht aPPHatStored in
is contained on their hard drive.  Because of caching |,
ppregrahs eembwisersf Whdeki exffert ligtle or no protection of

this data. In addition, the proliferation of digital devices
such as cameras, and digital communication such as email, mean
that more and more personal information, as well as accounting
information is now stored on the average home computer. So
prevalent is digital storage that wvirtually every search
warrant executed now results in the removal of all personal
computers from the target residence or business. In most
cases with 1little or no effort, this information becomes
available to law enforcement or worse, to a party with
criminal intent.

[0005] In many cases, users of personal computer may have no
idea of the data that is contained on their hard drive.
Because of caching programs and use of ‘cookies’, it is

possible that pieces of various web pages, including
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possi bl e that pieces of various web pages, including

WO 2004/ 084470 PCT/ US2004/ 008239 3 uni nt ended
WEoE4osads, etc. nmay be stored in “tenporary' BCEHS2004/008239

Users have little control over this data and it may

contain text and images that do not pertain to their

normal use of the Internet. Under |egal scrutiny such

u%%%%%%%l Sggﬁﬁggapgépgk%ntﬁﬁ | pedamrgideg.i f 0QQQpd &’ areas.

recen e sé I'nstitute of Technol ogy st udy,

ever undr o] r r f ; ;
U%_sggcﬂ%e f%aﬁ?&% s ERE, G S et LG Sy contain
Wi very few ceptio S : e t
Pty PEE BT R TR CCL 0 So R qanT! o QAR agbagse of the
previ ous owners 0007 usj es.h [ h
BESHRYS OGS [ 00Dl PUSLORSSERy haYG eoRIRLESIt enay  be
reco nigion of the problemhas not resulted in many
RPtabi-e 2ddVuPPBRI P Sr keeping data away from
i ntruders. Currently, businesses prqQtect data using 15
[00Q6]chal B recehiolMSeFashdSEREEr RRSTAENGR F phastincdegy study,

whi ch act as el ectroni c gatekeepers, insuring that ,
sevleyaduthordedl CpapEtess hipEcacessyeredsplergt @ PC recycling
information. |If enployed correctly, such technol ogy

ceanelye ef fBeei veisut drd vies reeefy TV edcbr Wéégl yvery few
On a daily basis, newspapers run stories 20 of

dxofeprtimtison deidrntst ol eare pubbilséhed-r destrieyed. Pravate and

some cases the perpetrator is external but it is just
s fofdeart imd data about the previous owners.

[0007] Businesses have recognized the importance of data
security for many years but recognition of the problem has not
resulted in many viable solutions for keeping data away from
intruders. Currently, businesses protect data using
‘firewall’ technology and internal security profiles which act
as electronic gatekeepers, dinsuring that only authorized
parties have access to specific information. If employed
correctly, such technology can be effective but it is rarely
employed correctly. On a daily basis, newspapers run stories
of information being stolen, published or destroyed. In some
cases the perpetrator is external but it is just as often an
existing employee.

[0008] Governments and military organizations should have the

greatest need for data security, yet they appear to be no
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exi sting enpl oyee. [0008] CGovernnents and mlitary
organi zati ons shoul d have the greatest need for data
W@ e@us44y) yet they appear to be no WO 2004/ 08Bd70S2004/008239
PCT/ US2004/ 008239 4 better4 or possibly worse,
prepared than corporations. The recent story of
m ssi ng not ebook conputers fromtop secret facilities

ddigat %Jr» %g*ss&m 5 S Z@Eé99§e§uftfr&rn rr@ayp@{»ati&es The

same pro as ¢ poratlons only with data

oe?b Qevi 9901',5 nald ogaks$REUN e NeBgBut BeseX SIPNEBp secret

eadlng dge secre technology is a possibility

§%1 fygfgr]fﬁﬁf%@ﬁ&?t@hatl%%%%%‘%Ebéﬂﬁ%éﬂi&ﬁéogﬁfféPrmany of

nost part the vast majority of  governnental data

i skorgd %bﬁ%ﬁlsqg%9%¥$ﬁggét§¥ Een§nﬂ§f ?1@% RRIA" involving

corporatl eve opmant ocus of

q%% gb%{ ”gggfan%yferglggguaﬁeqﬂmpe ggé?@ﬂggaQQg leaging edge

| Uters—are duant um st'er "an

Jore re [ an ever bef t f

R et Ry LR e e T b n°°%<’°‘vernmental

t he . adva cenent f the Intern a h

TR A TiEr s e %%a Fhepdst"Batloguld M majority
ese efforts ertains, to.th bl d b d

RO e -

deIe&ézgldata so that .it cannot be recovered.

QQGFhCEFFFH€§é°£ﬁproaches are flawed. [00010]

Al t hough encryption is a highly touted data securit
[0009] The developmental focus "of computer manufacturers has

been performance and reliability. Computers are quantum levels
faster and more reliable than ever before. Recently, the
focus has started to shift toward security, mostly due to the
advancement of the Internet and the rise it has given to virus
attacks and hacking. The result of these efforts, as pertains
to the problem described herein, is mainly encryption and
various means for deleting data so that it cannot be

recovered. However, both of these approaches are flawed.

[00010] 2A1though encryption is a highly touted data security
technology, it 1s not approachable by the average computer
user. Second, there is no known ‘unbreakable encryption’. The
encryption offered by Microsoft can be broken at will by the
United States government as Microsoft provided the government

with a master key. Other forms of commercial encryption, such
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20 technology, it is not approachable by the average
conmput er user. Second, there is no known " unbreakabl e
weparpptsron' . The encryption offered by M cr oBCF/USIAa$008239
be broken at will by the Unhited States governnent as
M crosoft provided the governnment wth a master key.

QG her fornms of comercial encryption, such WO

200870844 £8dPeT/ USZRRA/1Q08230rabkas WWbhengedilrg,ohaye® problem

been cracked with little or no problem by the hacker

SEMEHBI h¥ ckbastd mEAMEr Ci Bhsng, PEoMAEecYSe Lfd private use
encryption, especially those above 128 bits, or where

LhecngpysE DOENt chas -nat 1heem OBk KeYS, phissUNdRr where the
scrutiny by 5 the"United States governnment and nmay be

c%&?@@rﬂrhér@tgahagn%gt th€en P@E:EinLH‘eé‘Ctkekﬁse,?/ el§b$1%|td%g 128 utiny by

ts are generally considered br eakabl e

%k@@f 1{ys @Q\O&ﬂﬂ&eﬁpogmrmﬁq?@tmwaﬁgli%ga?is Sunder the

el opnment of " "data eraser' software,

%%%ffggd%{:f?. .rmli%v%eilhsetﬁglcgvill €53 ﬂ; téu%rr%co &{@Péf"la}{ Zéonsidered

I'm nate the extraneous data that’is cre
PRTREE,  H RR S B 3200t hose pr oduct s
I830Y 11 pESFNREs THoent paTHEREhGD | Hoy BEnrOTVBLOent of ‘data
gl ok o BRI A NS
programs must first be initiated (tine does not

MBS TBAR Y| T i Bl bn2&nG iR nebRp e SiEhFanous data that

remenber to _ , _
is created and stored by many applications, especially those

involving the Internet. The efficacy of these products vary,
and although some are capable of removing specific files to a
point that they cannot be recovered, most are cumbersome and
time consuming to use for the average computer user.
Moreover, such programs must first be initiated (time does not
always permit initiation and the computer may not remember to
initiate the program) and secondly, the program must have time
to run and perform its functions.

[00012]Accordingly, what 1s needed is a device and method for
quickly destroying, generally instantaneously and without
significant user intervention, data contained on a storage

medium, such as a hard drive, wupon command or some pre-

determined trigger event. Thus, there is a need for an
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initiate the program and secondly, the program nust
have tine to run and performits functions. 20

wQ 0@an2447Accor di ngly, what is needed is a devi BET/ARZNO4/008239

method for quickly destroyéing, generally
I nst ant aneously and w thout significant user
i ntervention, data contained on a storage nedium

éﬁ%fﬁ@ar@f%ﬁb&%ntwuﬁh&OH?EQQtQQeSQ@%fH§ d Hethod for
determ ned trigger event. Thus, there is a need P an

ﬁ!%&éﬁ@%@S%&lp EE}é%@@QQ&ﬁQQS%%%a 6dé§€§8§9?bﬁe of a magnetic

efficient, and effective device and

ferenent. f&irievable data destruction of a
magnet | Cc %@a%éitor age device. 5 SUMVARY OF THE

I NVENTI ON [ 00013] The present invention is a novel
nmet hod and system for destroyi ng data on a nagnetic

storage nedi um suc rI%?EOTAlt ‘\}Ieast t he
data contai ned on a s rage ms hg S B} oyed upon

[?)Hﬁ %&Errence of certai n, events that are 10 either
1Ph{88 BF P et TG alit ofraPPESH| yieithiod Angh ysten for

4 ered WI t hout operator intervention, all generally

%Ed% 9283 aRNeeadNgidt tHORIQIrPRAL@Iof S4fh as a hard
event, an activation device coupled to a reactant
SE voi Atcatigdsta theafphnt comémiogd tenbe storage media is
distributed onto the magnetic data 15 storage nedi a,
P He P8y i H§cat OFEasTeRR <tfor ¢ rd@tia asyents that are

perhaps the nmedia as well. The reactant should cause a
either initiated by an operator or automatically initiated or

triggered without operator intervention, all generally
referred to as an event. Upon the occurrence of an event, an
activation device coupled to a reactant reservoir causes a
reactant chemical to be distributed onto the magnetic data
storage media, thereby destroying at least the stored data and
perhaps the media as well. The reactant should cause a
meaningful reaction with at least a significant portion of the
surface area of the data storage media to an extent that the
data storage area on the storage medium, typically a magnetic
region or layer, 1is affected causing all or at least enough
data stored on the data storage device to Dbecome
irretrievable, thereby preventing files and data from being

retrieved and/or reconstructed.
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meani ngful reaction with at |east a significant

portion of the surface area of the data storage nedia
w0 oooaf84axd ent that the data storage area on tPET/US2004/008239

storage nedium typically & magnetic 20 region or

| ayer, is affected causing all or at |east enough

data stored on the data storage device to becone

| rretrievabl e pkhereRyspRe¥RRbNNGr! bhBs paRg aka T om
being retrie . 84470

S2004/ 008239, .7 BRL EF. DESCRI PTI OF, THE W
[F@)ﬁﬁhﬁ%s&n nd)t&eﬁfe&?%%Qﬁﬁsesa%%d%l‘é%}%?%gg%%f {ife present
present inventjon w || be better understood.b .
SERTG ™ HEL DI POWORS ot AP (RETh 1y FEACI P e Following
together with the drawings. 5 wherein: [0001 Fl 1 .
oo 1% c kAT AR 9t a g@%??@e i TG atiﬂbg’}‘he thle * drauings
present invention; and [00016] FIG 2 is a block
wiedgdm of one type of magnetic nedia, a standard
hard disk drive, nodified with the technology and 10
[B01alIBIBgy ladcorditdgpako diraramesenta i dRAEHRS olicorporating the
DETAI LED DESCRI PTI ON OF THE | NVENTI ON [ 00017] The
oresserit dlinveeritiioon @nid i zes the inventor's ternmed
"Dead On Demand"” (DOD) technology to conpletely
[eb0T6nate. t Deispasbkibtki tyagtadadh seecovepy. of tmhgnéthic media,
absolute last word 15 and only pernmanent |ine of
defens@ard t hh8dl ASkantaneas hedified with the technology and

methodology according to the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[00017] The present invention utilizes the inventor’s termed
“Dead On Demand” (DOD) technology to completely eliminate the
possibility of data recovery. It is the absolute last word
and only permanent line of defense. It is instantaneous to
use, can be invoked from practically anywhere and works in
seconds. There is never a need to upgrade software, and it
will work even if a PC or other device containing a storage
medium is turned off at the time. Its compelling advantage is
that when used, absolutely nothing can ever be recovered from
the hard drive or other storage media.

[00018] DOD technology is the ultimate solution in data security

because it offers the one option that no other storage product
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use, can be invoked frompractically anywhere and
works in seconds. There is never a need to upgrade

waeofoumstse) and it will work even if a PC or oP¢iBUS2004/008239

device containing a storage8 nediumis turned off at
the tine. Its conpelling advantage is 20 that when
used, absolutely nothing can ever be recovered from

&JE%,haPHigﬁiW%soﬁh@th€5t§10&§%%iﬁ%qi?deé@@@é@loﬁXi%f the hard

technology is the ultimate Solution in data security

. th ti 0,8t st : .
ARND 2585 Baua s Rt DRt Ak as ¥Rt ion is

i i S t. .G ti f L
L. S A SR ISP Wl . 2o
Rt ecﬁLtoansn dzk?eréekﬁgﬁe N, certaln s t%@c‘i‘&ﬂszP?rc%MPiETE data

ret 0

no other option. ew ‘situations wh ere 1s n

OEH?Qxﬁ?%%ﬁ%Fkﬁhd%ONPE?TEaHat§F2e§§9tS&éi°Qté£§'“9§£porate or

an 0 steal 'corpora over nen
secrets a hostile force; 2) .an at t, t cqlle
FEREIEY nPP ARt Ponbott X Vonmut &P (0BG 2Ad Ars GreTRt EO
her. activities .either by another famly nepber .
s o R AR Mehed. C4pPEReF sy o pis or
responfc,e ig. a use%' S 1% cred%rhti alf arf not g}ubrrittedin 1. or
W't hP 2% efip g:er4 Yarf "I ntTust Fht 1esPohse e o - e
R e bk ke i e STeAPRES' 22 e
renpved or noved w t hout proper authaority; ,and 6)
GG he Thor RAE oFWpCsaIeDf WP, X7 attempts; 4)

intrusion response to improperly dismantling a stolen PC; 5)

an
an intrusion response when the DOD protected device is being
removed or moved without proper authority; and 6) prior to the

normal disposal of the PC.

[00019] DOD technology works in two stages. First, a trigger is
operatively connected to a reactant reservoir 18 containing a
reactant chemical 10, Fig. 1. The trigger may be activated by
a GPS device 48, cellular phone device 40, Internet
communication 34, RF style receiver circuit 32, trip sensor
36, trip circuif 26, and/or keyboard command 38, Second and
upon activation of the trigger, the reactant chemical 10 is
injected into a chamber 12 of a hard drive or other data
storage media containing platters 14 or other storage devices

which stores the data or onto the platter(s) 14 itself. The
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15 [00019] DOD technol ogy works in two stages. First,
a trigger is operatively connected to a reactant

WO e@e/sa7d . 18 containing a reactant chem cal PADUSHH04008239

1. The trigger may be activated by a GPS device 48,
cel lular phone device 40, Internet commnication 34,
RF style receiver circuit 32, trip sensor 20 36, trip

Lbd St 26naRdL0r f@yggaﬂgiﬁﬁﬁﬂﬁﬂﬁ §%':§999n%.QHgnn?r that a

upon activation of the trigger, the reactant chem ca

é{é#ffiéiﬂ@cgggcéﬂﬁggé ranpeL ﬁ%iqgiﬁﬁfyékgr% €aO0lis coated,
ot her 0

dat a torage nedia containing platters r

SUIRL, 5101008 UGS MOEDSPLE) TSR B0 ko
e

J%§ﬁ9 4/ 008239 9 reactant chem cal 10 is dispersed ‘
|%?%uc manner that a significant percentage of the

' urface area (S coated, rendering the, surface
BT I8 REn PEeStat Tk BobyT aproRRbuRC FECRTBISH: gne or more
00020] I.n the presently known preferred enbodi nent,
r%ﬂ?eﬂcﬁg nor%e ﬁ&%zl e§'16i¥r‘?i of 1eldly e FQURIGY ESupPBg ©or more
to one or nore reactant reservoirs 18 by neans of '
TERETREH SePPFYPHiTesS 4Ry MEeS bt GREMEE3Lr PHPPLYS lines 44.
I s preferably one or nore fressurized cani ster of
Hor okPAGERRY 278S6ENEAE of 1§ cadBantPrRf GifdniXal °o1® or more
having a wire nelt fuse 20 or simlar release device.
AHE I HE I5rass eP s ko wa £ pregisiaxadadslodi oreht cupges of reactant

reactant chemcal 10 is a two part chemcal that is
AGrHe i n10 having a wire melt fuse 20 or similar release

device. In the presently known preferred embodiment, the
reactant chemical 10 is a two part chemical that is stored in
two canisters 18. Once triggered, the contents of the
canister 18 are either mixed or sprayed onto the media surface
where they will mix and become active. Typically, only a
small quantity of the reactant chemical 10 is needed. Tests
have shown that approximately 20 cc’s of reactant total is
enough to render a hard disk unrecoverable in 15 minutes or
less. In the preferred embodiment, the reactant chemical 10
is deployed from an aerosol reservoir 18 to provide finer or
smaller particles, which aids adhesion to the media surface.

[00021] After the reactant chemical 10 is applied to the data
storage device, the drive or other data storage device 14 is

rendered inoperable due to the viscosity of the reactant
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two canisters 18. Once triggered, the contents of the
canister 18 are either m xed or sprayed onto the nedi a

waoiiaga 705 where they will mx and becone actP@BUS2004/008239

Typically, only a small quéantity of the reactant
chem cal 10 is needed. Tests, have shown that
approxi mately 20 ccs of reactant total is enough to

J}fé?&ecrala ftﬁ S i sk 4y e&wef@mﬁﬂm%%ég&wt%r@fmwmg and/or

less. In e preferred enbodi nent e reactant

cﬁﬁ?nE§a%héogggft§nge@h@%@gaﬁﬁg”“%%l%§58305tr%%%&ﬁpLﬁhe surface

to provi I ner or particles, which aids

cﬂgh@ﬁéo a£%eEESrES%O@3%HEEaQQ [QogﬁéLEA&Hﬁf ﬁgﬁer at least

react an m ca i's applied to ata storagé

cgﬁy' EPS ?5&¥2F2%8835$J é%ﬁfﬁsigégﬂ ¥ %% &%aé% the data

ren ere I nopera Vi SCOSI

£SASI AN V0. 2004/ Q34470 PCTL US04/ 008239 " 10, chom cal ., ..

reventlng the Tea nDVI g an
ue .t o .t.he ct ant chen1ca| east the
é% %ﬁ%%ly §EF% % gﬁadgﬁora955§695531529 ﬁegﬁ FPnflne
b é ,_at least one qr nore |ayers on the ned
[POOZRE AdRaOHER| awlY ( ReARFANE SRAEETT GHEMBFaLfe 10 may be

| ayers, typically a nagnetic |aye are physically
%ﬁ%ﬁwo?%ﬂeﬁﬁk @évﬁhémﬁﬁbn%EhFlﬁﬁézt¢@ﬁgeF@GOZ?F3 td their low
Al t hough many different reactant chemcals 10 may be

qpEdd, geveral mHad Ysddd dityit i anfly nigrigeledtagéct qrature.  One
their low cost, general availability, and m ni mal
nepdt@ntatereniaale 10 teatt Ay Seemssal 10 t had Ay Pe 3.6% HCL

used is 10% CAN + 3.6%1 HCL
(Cerium Ammonium Nitrate / Hydrochloric Acid) A desired

characteristic of the reactant chemical 10 is that it should
be corrosive enough in nature or designed to specifically
react with and cause destruction of one or more of the various
layers on the magnetic storage media. Since only s small
quantity of reactant chemical 10 1is needed and since the
reactant chemical 10 generally will tend to become less
reactive or even inert over a short period of time
(approximately 8 hours or so) there is minimal danger from the
reactant chemical 10 escaping from the enclosure surrounding
the magnetic media.

[00023] Disk drives come in external and internal assemblies and
in varying sizes, all of which can benefit from the present

invention. The DOD technology of the present invention is not



(Cerium Ammonium Nitrate / Hydrochloric Acid) A
desired characteristic of the reactant chemcal 10 is

w0 bat/og4476houl d be corrosi ve enough i n natur ePGr/US2004/008239
designed to specifically ngact with and cause
destruction of one or nore of the various 15 |ayers on
the magnetic storage nedia. Since only s snal

auantdd y+of dieralanrohenigatalatsonseded anek$i B6€ just hard
the reactant chemical 10 generally will tend to

dPecrre Lessesh eaqt i ¥, ObeeVahi el t Vel iy S?Q‘Gices and other
period of tinme (approximately 8 hours or so) there is

l@f&&%cg??gg'&o 59 Lhe+28sr eact,ant, chgmeakoi0 storage media,

escapi ng om the“enclosure surroundi ng the nmagneti

i'}'ﬁdiiLﬁiir{gogg%g] rﬂ SOl | YES, &OME 4 rb]?”ﬁﬂ]é@)of{bd’bfcommonly used

I nterna es and I n varying sizes, a

d’l“hi ﬁgrﬁén ntéetnw%ijlgs .f r o%teheplpé t inngg_{]{)hs\%‘an-rhgl&@be used
oro on1s no

techn gy of the present ‘i nven

'qgﬁ/Q§ﬁ§%p aég%égggﬂg/ogﬁgég %% lhgb%%%pggrsh%gl%he future

rive 1 al | ons, or even to just har ive

ices. |t be,applied.to raid devices and ot her..
t_10lezc\rﬁgnéﬁs? cal etgfg }ér a%%0€€%t é:gr?staas el T g4 R%\Xpset of's§géd-  The

dia, , ipcl.udi ng COR and CDRWdri ves and , .
e&fcu FelSox &5V 5 n%%rﬁ?c%sgcé) 5 SPRHGE Rt vbrddagerievice using
Jres nt, inventi on, can al so, be use

BREE b OrE e o ORd A THRMIAR DB | BERdGR TS port
Moy G0 COmeee£d 2 EoRyaPor Tl Leborage device usi ng
[00024] 2 storage media incorporating the present invention
typically includes an interface 26 such as a standard PCI
interface card 26 coupled to a DOD modified hard drive 28.
The interface 26, 1in both internal and external models,
includes circuitry to interface with one or more trigger or
activation devices, as will be explained below, and to provide
the requisite trigger signal to a stopper or valve type of
device 20 opening the reactant reservoir 18. The stopper
device 20 may also bg a pump in larger applications of the
technology. Both assemblies have the same set of standard
features, and can be configured with the same optional
features.

[00025] The present invention includes a built-in rechargeable

backup Dbattery 30 to invoke the destruct sequence to
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st andard known net hods such as standard USB or
FireWre port 10 24. SCSI interfaces are also

war@ilostare. [ 00024] A storage nedi a i ncor por at PEyUS1064/008239

present invention typicallly includes an interface 26
such as a standard PCI interface card 26 coupled to a
DOD nodi fied hard.drive 28. The interface 26, in both

patemRalt 19nd et egRalkera0del SindbahNehydes1 ¢i rgektFyyt Gnagnetic
interface with one or nore trigger or activation

eV CESora§e Wnkhihe expliaiedomel oMed aRdtho J¥Vi e the PC or
the requisite trigger signal to a stopper or valve

JurRe deveyi €6 28i0ReRiNg & hec v LadAN T 8eQEYEH db%n.  Under
The stopper device 20 may al so be a punp in |arger

rRBRl1Caty 1% «Qfort he 20 Laghnology. 8oL aﬁé@@Pliﬁﬁgn the bus

have the sane set of standard features, and can

c%gl@lfé&%%d oM th the %@_”%rloe&'heBaelet:;é%ﬂﬁssdeb%@.%l

The present invention includes a built-in rechargeable
RSt e Sl Gl PSS SEER, (st rction
O O € I o ST o EORE s ety BBV AR Fophgipedofata. A
SRS LS B LT, O et
the hus _ 5 connectiaon 24 to the PC or other electronjc

CEFIEE. F00056ICTTHEr e £9F RRSFCHTs Tretth ot qtgy transmitter, may’

initiating the destruction , ,
be used t© initiate the process of destroying magnetic data

storage media and its contained data in one embodiment. A
security layer may be specified, like that used in garage

doors, to prevent outside deployment.

[00027] The remote transmitter 'typically has a battery for
transmission and typically has a range of 200 feet. The
remote transmitter may have two trigger buttons that must be
simultaneously depressed for a set pe;iod of time in order to
initiate the process for permanently and generally
instantaneously destroying magnetic data storage media and its
contained data. The remote transmitter may alsc have a status
light. When the status light 1is off, it indicates normal
operation. When the status light is red, it indicates that
the battery is low. When the status light is yellow, it

indicates that one of the trigger buttons has been depressed.
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of the magnetic data storage nedia and its contained

data. A “blue-tooth' or equival ent device and an RF
wa@tyesqecei ver circuit 32, which will corresponusS1004/608239

renote transmtter, nay 101Be used to initiate the

process of destroying magnetic data storage nedia and

its contained data in one enbodinent. A security

whaverheRys e spacidited.s Igheent hatt used ddtgarags both trigger
doors, to prevent outside deploynent. [00027] The

PLeRRNS tHARSNbeL Ll depyYPEsadl Y e aghadd e1ygher maddSflash five
transm ssion and typically has a range of 2%0 feet.

tihRs LGNRLE JHiddsH Rl mRyHaR 0 dddPoermDWAanRS that the

that nmust be sinultaneously depressed for a set

dRerA0¢ Qf SthiegeR@ndeegto initiate the process for
permanent|ly and generally instantaneously destroying

t] at t j i 1.s. 20 .cont,ai ned. dat.a.

IR €8, ol oBF $06 ST PN AS B0 LA IP R e, the
Wien the status,light,is off, it indicates nornal .
PENEREE S Mo A ot st Eariosi el BEa s "Hltig egeleasing

hat he battery is | ow. .\Wen the status li.ght_.is

oEgRt TS G s G R TR SRR GG HhitRoseconds of
has heen .depressed. WD 2004/ 084470 PCT/ US2004/ 00823
EE SOt 0 S AEE ThOgh O STt 190 1t Satddor flatay may be
both trigger buttons have been depressed. The green ,
COPGROUTAILF alhtPiVe ThY eeMefter DIRPOR LA tEEopORi e trigger
he em tted, indicating that the drive has .
c§§pp;&e§¥}lugqﬁiructlon in this mode 1s guaranteed even if PC

power is off using the devices built-in power supply.

[00029] In another embodiment for initiating thé process of
destroying the magnetic data storage media and its contained
data, the user may initiate the process by a keyboard 38. For
example, the user may press a user defined code or key
sequence on the keyboard 38, which invokes the trigger
program. After the code or key sequence is entered by the
keyboard 38, the process of destruction is initiated and a
countdown begins. The wuser may also abort the process of
destruction by pressing any key on the keyboard 38 before the
counter reaches 0. The keyboard 38 must be on to initiate and
abort the process.

[00030] In another embodiment for dinitiating the process of

destroying the magnetic data storage media and its contained
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5 [00028] After the process of destruction has been
initiated, the process nay be aborted or cancell ed

who4fosrs7exanpl e, rel easing at |east one of tPET/UBH04/008239

trigger buttons within fivd4seconds of frominitia
depression of both buttons. A tine delay may be
configurable within the renote transmtter or the

ddd-goeindOr g d i 26.i Pasdddictd ofhi i 44k Sci@dSrdSess provided
guaranteed even if PC power is off using the devices

i teHd Rover: SURRtdred U024 | b @ider, ephodi®itnet. This

for initiating the process of destroying the magnetic

; g i ndg paY A a, useyr -
SRRSO RIS feon S po1 S50 fBR U cornyc

h ; a | he 0
SRS yHESE B 0D 4 SESn R pod R ke, anc

I nvokes the trirgger

a‘i]zl%g{f“% %ER‘QEg“%% C&dedé’&ig@ytéeg%%%%li SRt BE€nPYhich the
the e S

eyboar 8, the process o struction

déjgdoﬁ%@:%xﬁég fgdifi‘stg?#@édom@o?e@hrﬂ%' e %di%%%t”% aéu;ﬁ:tion, the

process of 20 destruction pressing an

ey, g Lpekeyboar dv 38, hef ope.t he. Gounteg, reaches: 0o, or pe

e keyboar 8 nust iate and” abor

rocess. . [,00Q30 anat h e di nent_.far,_initiatin
PR 0 dbiBiimng 4 RE et 1% i SE agP cestruct
2004/ 08447

TS0/ 008399 264 datd LR ntbitet P34S| #RusBAPRRE vith
Initjate the process ovided that the unit, is

SHRMEE G CouptB Tb PRESFATCFREFLOTniG <. BC anywhere),
which will access the DOD modified hard drive 28 via this
site. This remote connection is secure. Once connected, all
keystrokes are sent to the PC 22 having the DOD modified hard
drive 28, thereby initiating the destruct process as
previously explained with regard to the keyboard 38
embodiment.

[00031] In another embodiment for initiating the process of
destroying magnetic data; storage media and its contained data,
a detected intrusion will initiate the process. For example,
trip sensors 36 are included in the assembly provided with the
present invention. When the trip sensors 36 are triggered,
the process of destroying magnetic data storage media and its

contained data is initiated, typically after a countdown.



enbodi nent utilizes software/technol ogy such as
GoToM/PC technol ogy, which is secure, clientless and
w0 p@xpenzi ve, and 5 allows a renpte PC or deviPET/US2004/008239
control the PC on which thd5 DOD drive is installed.
For this enbodi nent to function, the user nust have
an "always on" Internet 34 connection, or be

[GQ@MC&EQ Lo thesLpteroetz B4nal | easti At {hec tihR tdestruction

destruct process Is initiated. The user nust have an

§¥HE§§H Méghb%%nG%}gMﬂg%é&”% rh%e%ﬁ%&%ar Once, initiated, the

prograni service (i anywhere) , ich wll access

&e@% i@qdieé%&qeggr galqr ib%e %f‘ﬂe‘?& tlgl Sgtrééfsﬁglgl-r@ Scombination

renpte conn Ion 1s secure. Once conne

trokes .are t the, P ' e
Tty ERes 0 B pEreEe PRMPRApkHGPRERes O
uct process as 15 previously explained with

5 BRI Eho TRst ey boatr g b bat oL LU0 The process of
anot her, enbodi nent for initiating the process of ,
HSHGWNY BRERGE C %aa,stﬁﬁﬂ%gn% £0fhdt§§ scontained data,
contained data, a detected intrusion will initiate
& heeptotass Phpge didthpPe, Wed rfp <8AsorEe36- I eprocess.  For
included in the assenbly provided with the resent

SNAERE ond \WRSTE t BBVt 198t seAs drEsRr apesPEiggefediith the DOD
the process of destroying nmagnetic data storage nedia,
mavd-flesl  beadai dedveat?P | @nichi enhesd, at ypdal [bp afpéfplate the
a countdown. WD 2004/ 084470 PCT/ US2004/008239 15

10  dwogaz]- Thelsripasensdr n3@avdyecoidliy nelidrege afeount. A cell

destruction .
phone device 40 in the DOD modified hard drive 28 will answer

with a confirmation beep. The wuser then enters a user
predefined destruct sequence. The DOD modified hard drive 28
responds to the wuser with a confirmation message and
15 countdown. Pressing any key on the cell phone during the
countdown will abort the destruct sequence. This option does
not require the PC 22 to be powered.
[00034] In yet an additional embodiment for initiating the
process of destroying magnetic data sforage media and its
20 contained data, a GPS device 48 may be provided in the device
being protected. In this embodiment, the GPS device 48 may be
programmed by means of the trigger interface 42 to trigger

automatically if the GPS device 48 detects movement of the



process has been initiated by beeping. Once initiated,
the destruction process can be aborted by pressing a

wa@e oobios7o on  of keys on the keyboard 38 bef or BCT/US2004/008239
countdown reaches 0. 5 [00083] In another enbodi nent
for initiating the process of destroying magnetic
data storage nedia and its contained data, a cellular

HRY b@eysed tombpeti atigat he ProgesselEeted number of
exanpl e, a user may call a nunber associated with the

12 /ymdid ined far.d drive 28 and enter a code to

initi'fate the 10 process. This requires an active cel

. || i ]
[g@@gﬂigggggggsgétcgqﬁfd% %EEéﬁﬁ%égfsﬁﬁ%hgéﬁgg DD on-board ROM

rive

confirmation beep. se hep_e [S a.
%ﬁ%%ﬁﬁm'n &mdecongrozﬁgn§ Ehg r?@%%;nn %??ggth 2% for user

struct "Séguence. The ar
PS5 REBRINIS A HEST L EREIBARD ciouse 26
B0 T A0 SO P 2 TR g s e
FHIHI | hy THE TTGh8e gf teBePoyiy Haghet Y drive 28.
dat a storfggy dia and its _20 conésined d%;

Efdvi ©%2B ProWR e Ph tHE dBYP c &Yk &Se’d "h&ES drive 28

rotected. In this enbodinent, the GPS device 48 nm ,

n FrlsyrBrmed 8y HﬁﬁngréﬁaFNePPWF@g@FrFﬁﬂérFﬁ@%-Qﬁgﬁ%F in the
trigger automatically if the GPS device 48 detects

tsighalh Ao D FRaY 0§01 70 PEM IS0 F 00830 296 Further,

the DOD modified hard drive 28 may have a motion detector
operatively mounted to it and in communication with the
trigger circuit 26 such that upon movement of the DOD modified
hard drive 28, the trigger signal is sent to the trigger
circuit 26. Another example 1s an infrared detector that
sends the trigger signal to the trigger circuit 26 upon the
detection of movement. Further, an electrical circuit may be
positioned such that when access to the internal portion of
the data storage device is made, the trigger signal is sent to
the trigger circuit 26. In addition, a voice recognition
software program may be added to the PC 22 so that voice
commands may send the trigger signal to the trigger circuit
26. Configurable options include: 1) a keyboard destruct

sequence and a keyboard abort seguence; 2) a cell phone
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protected device nore than a presel ected nunber of
feet/yards/neters. [00035] The present invention may

wW@bk@a/0843c0 ude an on-board ROM program for cone€DUB1004008239

the trigger circuit 26 for laser 5 configuration of
the device. Wien the trigger circuit 26 receives a
trigger signal, it will start the countdown and the

é§§%£¢§#i(gééﬁﬁﬁﬁ§ data op the w1 oo har dsdhe®ce;  and

exa e, the renoval of t'he DOD nodified hard

ri r t P [ pL,| y ircuit
é:zayfrr?te%%fetg i%gt IEl%fogt r 535? E?Igngkgggi ﬁgg\ggﬁf%t o the

' circuit 26. . Fuyrther, e nodi f i, r
IBPDYET 58 e arE S, HRb e e Ll B9 BROFRPICOFYY S0 that the
nounted to if and in communication wth the . trigger
ST TAY 26 StEHPTIRA. ot HOURHert 9015 1 He= TR o 1T ages on
hard drive 28, the trigger signal is sent to _the ,
RY | Bget 95 oPEEu £ E20 T oF RET B afBPRSPSTERCT nf (i dPatteries
detector that sends. the trig r signal to the tniggﬁg
H rREPYISD RPBRL tHe CAEPEEFI GRCof SROVEREN S SSI ey 1P as well
an electrical circuit may be positiagned such that | .
FhePPERE ek FBetH%DiWP@F%éPdeﬁFﬂoﬁr&We e Ik £ Prief period
storage device is nmade, the trigger signal is sent to
Porinie the GiRat Gt HiSAUS6.CSn addition, a voice
recognition software program may be added to the PC
[2008¢6] That DEOI cedidirmmhdsdrayrisendd Hes ta i gymrdaigndrive, for
to the trigger circuit 26. Configurable options
axipide,; d)Seadkeydboar degestalett medpienceCampataibility changes
keyboard abort sequence; 2) a cell phone
to the DOD modified hard drive 28 are not required. Nothing

is done that will shorten its normal life span, or prevent the

user from using the drive in any normal fashion.

[00038] The DOD modified hard drive 28 would typically be
purchased as a unit to be installed into or attached to a PC
or other device. Thé disk should be installed as a secondary
disk, and it is not recommended that the DOD modified hard
drive 28 be the primary‘drive though nothing actually prevents
this. Using the DOD modified hard drive 28 as a primary
device may result in the loss of all licensed software
applications from the drive, which will require the original
licensed media to restore. By using it as a secondary disk,
the DOD modified hard drive 28 can be uséd for direct storage

of sensitive data.
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WO 2004/ 084470 PCT/ US2004/ 008239 17 destruct sequence

and a cell phone abort sequence; and 3) Internet
walea@iosaro sequence and abort sequence. [ 00036] PA1ES2004/008239

on-board batteries 30 nay 8 nonitored so that the

user may be informed by warning |ights, beeping,

nmessages on a 5 pc nonitor, etc. if they require

[Pﬁg{”?]ggg{ggﬁ eIh%hl%%tlhe@fesce?ioca%ﬁo‘@k%ec %Qﬁ&‘ﬁé’tﬁi%c{ Lée&g%% to the

reservolir 18 as we as power to
ified-hard driv f bri ef [ ~ rd _
Rl LR et S otoaaf T BEDTSG Frafhar e v @ non
28 is .a standard drive, for...,10 exanpl e, Se
S hogeiY o) Rl TR Aty pe well
di fied hard drive are.npot required. .Nothing i . .
e thatOniPE S (i ot AR Ff eSEiaR g % Sombination
prevent the , user f sing the drive in any nornal
THdh Drea T o0 b BOh Kook {7l hav P TTe 28 gl Y create
typi cally_be, 15 purchased as unit tq.be install.ed
e Or attathed™Pgrhd % g8rm6?ﬁeﬁu&§v%@§%'ﬁﬁi%ﬂgﬁﬁced on the
shoul d be installed as a secondar disk, and it is ,
PR pedbhhendRarthst ke LS00 frobiPFi €4PREH eqtﬁ%%rfa where 1t
be the primary drive though nothing actually prevents
¢FIROt Bg RE RO PGB nSH¥ ey SKard drive 28 as a
primary 20 device may result in the |oss of al
00040k adtsobhghardhe appeseati dmyehitoont Hedir been wesgdribed and
will require the original I|icensed nedia to restore.
Byp Usimgl | tinascanseconotar widinska disk drive, this is not a
limitation of the present invention as the invention can be
utilized in conjunction with any storage media that has a

reactive surface such as magnetic media, including a tape

drive or the like.

[00041] The current state of technology provides some, possibly
adequate, protection of data under specific circumstances but
it is clear that there are many scenarios where the current
state of technology is inadequate. These are scenarios where
the data to be protected has already been acquired by a person
with unknown intent (stolen PCS, where the possibility of a
breach 1s considered high enough that all data should be
destroyed as a preventative measure (tampering, hacking), or

where the user breach of security is imminent and under duress

(e.g. capture of a soldier, etc)



the DOD nodi fied hard drive 28 can be used for direct
storage of sensitive data. WO 2004/ 084470

weEOAeSR004/ 008239 18 [00039] The user shoul dP@EUS2004/008239
certain that sonmething copilted to the DOD nodified
hard drive 28 is not also being stored on a non-
protected drive by sone utility program The user ma

! gr: rmy
88048 g N AR | 855 T D ARLLRY B .67 e AR

' . ' I ' [ t t .
B0 P MLEI Y, S0L8a RO, Gl SO e Bovention

drive 28 is not copi ed el sewhere, it cannot e a
B randht |y CRTTOPEY [00090] Al TR The pr SOSREoSsiplity.
n.has been,descri bed and _10 ed in

i nvwent i expl ain .
e ho§ Eﬁ%kdc??’il\‘is, Jtslwi%or}ssla(nege dn action of last
limtatign of the present invention as.the,invention

5 b T 2T PO R S i e of the

hat has a r tive surface such as magnetic nedi a,

JeRTH g T Yapd® dHCE GF CHe FRR6SITSOLG06%1]) The
current state of technol ogy provides sone, possibly
[A0edRlaPeerpEbPRCt PN tdfe danyenhder specifilent; there are no
circunstances but it is clear that there are many '
Sleaidr (U5 Miterea@ e ightentwhisttatd 19f tnsbirdiogyhats the device
i nadequate. These are scenarios where the data to be
herotleeerdthasgaredady Beenlaventied bBgsarpbedome®@in operates
wi th unknown intent (stolen PC), where the possibility

10 igfdependent of the host PC power supply. It is connected as a
peripheral device to a host PC and has its own power supply,
which in turn includes a backup battery power source so that

the device has sufficient power to activate should it be
removed from a main power source.

15 [00044] An alternate configuration of the device would include
it as a standard component within a PC case, with the device
operating from the PC Power Supply. However, this
configuration may not support certain advanced levels of

protection described herein.

20 [00045] The invention has several user configurable security
settings, which deterﬁine the specific situations or events,
which will trigger the activation device 44. The activation
device 44 is coupled to the reactant reservoir 18 and causes

at least a portion of the reactant chemical to flow from the
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~destruction

breach i s considered high enough that all data shoul d
be destroyed as a preventative neasure (tanpering,

whaakiosgy) or where the user breach of securiP@T/US2004/008239

i mm nent and under duress 20e.g. capture of a soldier,
etc) WO 2004/084470 PCT/ US2004/008239 19 [00042] One
obj ect of the present invention is to render the data

Myacouer able P seenyy Qs sHgd asithesestdhgge device upon
I nventi on as no provision for tenporary

dé%ﬁ;ﬁﬁ' Tty kol tghon rofcHdesdeul ¢¢cl Situations or
consi aer e

an action o ast 5 resort, h will

1 C
& e%tclc){.lrg%oﬁte the g@}laet ﬁa@@ﬂ%e(’f lgg‘é_ of the specific

he medi a of e storage device.

4i%0u0a4t3ﬂon%0659t 1.0 .Qf; tﬂ?ﬁidyﬁeﬂ i O@emvgg' e dlzeggas from host

are no arns or indicator I1ghts I cate

Iatodde davlee, o has peeq riooehad, e AWentioher circuit;

hérei noperates T ependen
S, U0 R SHREC G408 S5 B LLEY Bhating point
5’ tHePabuicce hasTUdTTIE) ARG Podi T w1 Dargonse o @
TR oo SRS O R T RONEL SUEE A0 50 5 sional
include it as a standq{d conponent within a PC case

W TR devi oeb  ier a1 TRY Ft0m tHe BE Pdver® Supptyt sent by a

However, this configurati on nmay not support ce in .
] ’Twlgi%‘ger;g Response ¥o a sufr?a{ senrct rom a wired

controller (computer keyboard for example); Detection of
physical tampering with the device itself (case intrusion);
Response to a near complete loss of power including backup
batteries when no prior signal provided; Response to a command
sent through the Internet; Response to a key command sequence
entered by means of a device keyboard; Response to a voice
command using voice recognition; Response to recognition of a
biometric signal (fingerprint); and Response to high or low
ambient temperature.

[00046] The trigger interface 42 may be configured to specify
which events will trigger the activation device 44. For
example, the trigger interface 42 may be configured to the
temperature sensor. In this configuration, the activation

device 44 will only be triggered upon a temperature reading



protection described herein. 20 [00045] The invention

has several user configurable security settings,
wokioglosded er mi ne the specific situations or evROL/ES2004/008239

which will trigger the actizvati on device 44. The

activation device 44 is coupled to the reactant

reservoir 18 and causes at |east a portion of the

factantrchepLgak rLeutbowfiemddhe WO 2004/:Q8Mhture sensor.
(%CT/USZOO4/Og§2§9r 28 reagggﬁt reservoir onto the &gta

Z@LQ&ﬁﬂﬁfd@X&ﬁﬁl@QPnthgek§ﬁgb@annE@§Eaéb M@a%kqpﬂﬁaoéonfigured

e Sspecl fic situations or events occurred.

{bon'aex'ﬁ%ltall‘/'et i steofghe spacidicrisidyatignseor (e.q., GPS,
ncl udes: 5

event s i Renoval of device from host

SORULAT SRINEAL e Vit dhampr | mary. pouer

circuit; tection of notion of the device fromits
N oint;, Specific nunber of fraudulent |ogin _.

5 IBBa B st S CONanRar S8ne TioW aROPRAFaFedia @ USB
control |l er; Response to a signal . sent fr a cellul ar.
S R o LR bRETr b st GaREvaERs oy s hs a i il ivery of
transmtter; Response to.,a signal sent froma w.red .
i rvt I"é‘?lj(c@ﬁthSéng@;BSaF&%PSFtéQEnﬁiSe)E", TR E@E g tink to
of physical tanpering with the device itself %cgse , ,
§ Ft Ui Bh) Eha R NIV 1 G al hadr O et e Peesedf L PoweF L9gering
i ncl udi ng backup batteries when ng prior signal ,
PHRAESY, RedS6icaldtd o cofmatlie15988hECt hPBE§h #Re a99ressive
Internet; Response to a key command sequence entered |

10 dhemisads ot By eeURRYLDEr 8; "RESHERs €Tt heWigiale, which has

already been formulated and proven to produce the desired

results in independent tests.

[00048] Total destruction is achieved in no more than 15

minutes. Continued exposure results in a higher degree of
15 collateral destruction to interior components of the device.

[00049] Modifications and substitutions by one ordinary skill in

the art are considered to be within the scope of the present

invention.
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command usi ng voi ce recognition; Response to
recognition of a bionetric signal (fingerprint); and

wReaposwzo t o hi gh or | ow anbi ent tenperature. PCDUS2004/008239

[ 00046] The trigger interface 42 may be configured to
specify which events will trigger the activation
device 44. For exanple, the trigger interface 42 may
be configured to the tenper@atames sensor. In this
configuration, the activation device 44 will only be
triggered upon a tenperature reading WO 2004/ 084470
PCT/ US2004/ 008239 21 outside the tenperature range

ﬁ%gtifgtgyatﬁggxﬁguure sensor. |In other exanples, the
ri a

gger 1 nt ce 42 may be configured to a plurality
of the events |isted above (e.g., GPS, bionetric
devi ce, notion detector). 5 [00047] The devi ce woul d

ntorTi nk ® ors B reli T nrer aee oy Wi Tvery br a2t
F.VEIL g5, paing;LbLs, coonect ,g0-25:8 TNl LG lddinka certain

evi ce roperly connect
for_grl er|n§% bur oses &istructlon of the device
USEE "an 'Aggiessive” reaction caused by a
m xture of chemni cal s

mh Ch Q
f of mii SR €t And rGVaR o PG %@iﬂen%hea JedPres s upgrees o
hEi{}‘rﬁndependent te ti?ﬁ%ﬂgfés] ot al %% ction i ir in fluid
i ARG TR hi %t%%ac At E&é&rvo
osure result n hi degree of
Aﬂunlcatlon with é% igasg aégarea proximate at least one
surface of said data storage device; and
an activation device, coupled to said reactant reservoir
and responsive to at least one event, for causing at least a
portion of the reactant chemical to flow from the reactant
reservoir into the at least an area proximate at least one
surface of said data storage device, thereby destroying the

stored data.

2. The éystem for rendering data stored on a data
storage device unrecoverable according to claim 1, wherein
the reactant chemical has a first part and a second part

which when combined are activated.
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15 collateral destruction to interior conponents of

the device. [00049] Modifications and substitutions by
woep@4osgdimary skill in the art are consi der edP€DUR®04/008239

within the scope of the present invention. WO

2004/ 084470 PCT/ US2004/ 008239 CLAIMS What is clained

is: 5 1. Asystemfor rendering data stored on a data

storage deyjce unregovesabl g 4pon the QOCUT eRced0f oA 2 data

certain event. Y'the system conprising: a reactant

;e?:g%f;n?'n?'ﬂﬂﬂg%égvéfﬁﬁﬂ e 088 -6haTh! {chﬂﬂﬁhﬂ'ﬁg wherein

eém ca t he reactant reservolir in fluid

tl:l’lgag?erz%r%g %evj\gx}ogratlée 28,8568 W%Mle.c a{'.hat sprays

sur ace sard ata storage device; and

I Teepbnerve Tl Bl 2o o A a0 e

east one even for causi ng

LSl B et st gl cal o (o] e

proxinate at |east one surface of sai d data storage
devi ce, thereby destroying the stored data. 2. The

system for_rendering data stored on a a 0 _storage

devi de unﬂgﬁbvéﬁgﬁﬁg'agﬁﬁrd? ?%ﬁ%gaﬁﬂﬁi ﬁ%@F n 8% a data
the reactant chem cal has first par t and a s econd .
B4 T LR fRerF R TP e 26ECY Co® YT, wherein

the certain event is selected from the group consisting of
removal of the data storage device from a host computer,
removal of data storage device from a primary power circuit,
detected movement of the data storage device from its resting
point, a certain number of detected unsuccessful login
attempts, an infrared signal sent from an infrared
controller, a remote transmitter signal sent from a remote
i
transmitter, a cellular signal sent from a cellular
telephone, a wireless transmitter signal sent by a wireless
transmitter, a keyboard signal sent from a wired controller,
detected physical tampering with the data storage device,
detected loss of power from the primary power circuit and
backup batteries, a command sent through an Internet, a key

command sequence entered from the keyboard, a voice command

through a voice recognition system, a biometric signal, an
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WO 2004/ 084470 PCT/ US2004/ 008239 3. The system for
rendering data stored on a data storage device

wa@nraosmer abl e according to claim1,' wherei n PCTES2004/008239

reactant reservoir is an aerosol reservoir that sprays
the reactant chemcal as a mst into the at |east an
area 5 proximate at | east one surface of said data

ﬁ{é&@@@c@e&eﬁethcmqg%at emfQr dé%@é@éan&&@earature outside
stored on a data storage devi ce unrecover abl &

ACCOr qgft@bﬁ%@fg%greybereln the certain event is

selected fro he group consisting of 10 renoval of
the data storage device froma host conputer, renoval
of data storage device froma primary power circuit,

det ecg ed mwemenloaf, g dat ot age HBVLC IS LS o data

resti ng polnt a certaln nunber o

R T e
SIgn :uﬁiﬁ%n{{%@%%treﬁg&%rf%ragfg%hgﬁgéd eLL#%gr activation

GRfBEr ot SF ot e TP Pemar W e conePer perhea®eriteria for
ot A MR € T hes of &&25 from the primary

power circuit and backup batteries, a comand sent

through an Internet, a key connand sequence entered

fromthe keyboard, a vqice command through a voice
recodhi ti oSy S&heTa bPonet¢PdesigRaldatzh Woored on a data

2004/084470 PCT/ US2004/ 008239
storage device unrecoverable according to claim 5, wherein

the selected predetermined criteria include a countdown time
before the reactant chemical flows from the reactant

reservoir.

7. The system for rendering data stored on a data
storage device unrecoverable according to claim 1, wherein
the reactant chemical is applied on at least one surface of

the data storage device.

8. The system for rendering data stored on a data
storage device unrecoverable according to claim 7, wherein a
chemical supply line 1is operatively mounted between and in

fluid communication with the reactant reservoir and at least
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incorrect bionmetric signal, and detected tenperature
outside a range of tenperatures. 5. The system for
WO ervdes44my data stored on a data 5 storage deR€T/ES2004/008239
unrecoverabl e according to claim4, further including
an event interface, coupled to said activation
device, for establishing selected predetermn ned
oiL! tn%rfzﬁef Oéro%ﬂhgt@t theasit ongsgvenine 19 bfadbeof said data
systemfor rtendering data stored on a data storage
S?e¥5§8 Hgggggyerable according to claimb5, wherein
e sel ected predetermned criteria include a
countdown time before the reactant chenical flows
frog1the reactant reservoir. 15 7. The systemfor
renderi ng.gdata d a ; r deyige d
unre 0verggFe aiég%%iré?%cn%ﬁﬂga%#%%omﬁgﬁginytfhgd on & data
eact ant .chem cal i | i 0 t e .2 -
S%PerJﬁe YIS o AT S B RaS e por v wheredn
endering data stored o t to e gevic i
tbﬁreﬁ%@%ﬁ%ﬁ e %%%%Vﬁ%%ggggﬂb%§?HF§, 3ﬁgre|né% Storage device
chem cal ,supply line s operativel t ween
CERASHRS el 8 ERIN ERTO Ak | the oA At e
reservoir and at |east WO 2004/ 084470
PCT/ US2004/ 008239 one nozzle proxi mate the at | east

one surface of sajd
10. The systemda%gE rendering data stored on a data

storage device unrecoverable according to claim 1, further
including a stopper device for controlling the flow of the

reactant chemical from the reactant reservoir.

11. A method for rendering data stored on a data
storage device unrecoverable upon the occurrence of a certain
event, the method comprising the acts of:

providing a reactant reservoir including at least one
chamber for holding a reactant chemical, the reactant
reservoir in fluid communication with at least an area
proximate at least one surface of said data storage device;

providing an activation device, coupled to said reactant
reservoir and responsive to at least one event;

receiving a signal to commence the destruction of the data

contained on the data storage media; and



storage device. 9. The systemfor rendering data

stored on a data 5 storage device unrecoverabl e
wa@ewargli4smg to claiml, wherein the reactant cPEMUSZN4/008239

applied to the data storage device corrodes it,

t hereby destroying the stored data. 10. The system for

rendering data stored on a data 10 storage device

UNLRGOVRISIRIE taCERnd &@deqv@cﬁiﬁglwalf,uréaftﬁsﬁfngi @ Uk e 4

a stopper device for controlling the flow o

p&RCi ANt o £hemd caka £+ om t BRf £ALT apk E@8$r¥95@stﬁ%'réactant

met hod for rendering data stored on a data st orage

Qe‘?é/éfx‘?oi{ﬂrfﬁ@é!em@' £ uponst hgnogfggrgpsg_iﬁgte ger 88L0¢ one
h C of 7" providing a

event, the nethod conprising the act

%lgffdgl@@tof eS8l YOoh i ngwﬁégg @%vkssst FRQ?eb?hggB%Eo&gﬁg the

ng a reactant chem ca e reactan eSEérvo
din £l yi ggnnunication with at |east an area 20
proxi mate at | east one surface of said data storage
device; providing an activation device, coupled to
said reactant reservoir and responsive to at | east

t; i Vi [ | t th
dest r et i oHof Nt 40 oRP AN RBAEn THE® datepRidr &Ge @ data
di a; d WD 2004/ 084470 .PCT/ US2004/ 008239 . .
Edin MO8 v be e i e A &1 GRaPTeiRgory GloiBadd q wherein
ortion %f %he react ant chenicg%.to flow from.the
tﬁéeactrgﬁlc WP erHIM C7ht dahedatt et Paftargad @ second part

roxi nate at | east one
é%fé when coﬁgﬁne are activated and wherein the reactant
reservolr has two chambers for holding said first part and

said second part of the reactant chemical.

13. The method for rendering data stored on a data
storage device unrecoverable according to claim 11, further
comprising the act of spraying the reactant chemical into the
at least an aréa proximate at least one surface of said data

storage device.

14. The method for rendering data stéred on a data
storage device unrecoverable according to claim 11, wherein
sald act of sending the signal to commence the destruction of
the data contained on the data storage media includes sending

said signal when at least one of a certain event occurs, and
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surface of said data storage device, thereby
destroying the 5 stored data. 12. The nethod for
wo eovd®es44my data stored on a data storage devi BET/US2004/008239
unrecoverabl e according to claim1l1l, wherein the
reactant chemical has a first part and a second part
10 which when conbined are activated and wherein the
#ﬁgg:fmtthée%g“@%is@aéné“%e%%%qRe%%%#ﬁ pol dicng sl from the
irst part an sald second part of the reactant
|, calp 13¢5 d9e oFet hadhJion rendefi ng,dat 3 haid @lyice £
é¥§E%a8£R§}st%r gg deV|céﬂﬁgrecovgégb?gggcgbrd!éﬁgto ree trem
£ AL HLINET, GRS NG A NBLACE 8L SAERYI BEVLEE  from a
feactant chemcal’ into the at |east an are pr oxi mat e
at. | east syl of j e_device.
R7 e ﬁgﬁggdg%%?%ﬁgﬁdé%$%%3 a gn%?%géggoﬁgaY%éiesggé storage
t or age _devi ce unr ecoverahl e accqrding to claj 1,
e tEl Gt LA B e X it et cpr detected
on. of he data cont ained

SOISGE TR o PRERUBSE W ng  SHi i O GhaP ke gent from en
SO 0470 PR U83004 008248 5 GherGPA L AT FEQRy @ cellular
COTRRSTR Ry 81 M TRAAS BFATRELHACE SHoPade WOV cBYf Aorfizeless
BNy poher 2 CIFYRPET et G MVAnEAETOR [Tt GPRtroLler,

storage 5 device fron1its,resting point, a certain ,
e df ietsd@adyg tampering with' the data storage device,

detected loss of power from the primary power circuit and
backup Dbatteries, a command sent through an Internet
connection, a key command sequence entered from the keyboard,
a voice command through a voice recognition system, a
biometric signal, an incorrect biometric signal, and a

detected temperature outside a range of temperatures.

15. The method for rendering data stored on a data
storage device unrecoverable according to claim 14, further
including the act of providiﬁg an event interface, coupled to
sald activation device, for establishing at least selected

predetermined criteria for said at least one events.
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unsuccessful login attenpts, an infrared signal sent
froman infrared controller, a cellular signal sent

wo camioss4cel | ul ar tel ephone, a wirel ess transnmPCT/E62004/008239

signal sent by a wireless transmtter, a keyboard
signal sent froma wred controller, 10 detected
physi cal tanpering with the data storage device,

det ecjé@ﬂ l95S Qfe PN £hEOM-ERGe PLAGBIYa POV Sdflich a data
and ackup batteries, a command sent through an

4{&%&@ dﬁwgequf&o@emecomﬁdﬁﬁauw eceRiRr 88, further
rom e eypoard,

a vol ce conmand t hfough a voice

B0 44 onréﬁégﬁg}w@. B lbéé)f@t EEE %ﬁnféc(ejﬁ’i‘oing said signal,

i ncorrect’ bionefric signal, and a detecte

‘cthenp§59t erdgﬂé\zzirigﬁg%é{aetagﬁ%tguéﬁwr@f ULfRa- d]a%a %tained on

met hod for ren tored on a data storage

evi unr.ecoyv . ac ' , e 3
B S Au et gerer d g AR L% cine.
coupled to said activation device, for establishing at

| east selected predetermned criteria for said at
e wnedtEr Pt LR RPURORT 1 o
Sierage devioe Whecorsable acedidhng o F RIS LS, rurtner
st of Por THe 85 2RORtMihed "on U8 HRAChAPR Of the data
storage pedia for a prede%grnined eriod of _timne.

. 17.
R F7etdbd For TénderitAg daPa8For8adbh sghpgS the reactant

storage devi ce unrecoverable according to claim 16,
Ghpiedl comes into contact with the sStorage device.

18. The method for rendering data stored on a data
storage device unrecoverable according to claim 17, wherein
the aborting act is performed before the expiration of the

predetermined period of time.

19. The method for rendering data stored on a data
storage device unrecoverable according to claim 11, further
including the act of applying the reactant chemical on at

least one surface of the data storage device.

20. The method for rendering data stored on a data

storage device unrecoverable according to claim 11, further



including the act of aborting the destruction of the
data 10 contai ned on the data storage nedia before the

WO e@asar0 chem cal cones into contact w th theCEUSIAG®S8239
device. 18. The nethod for rendering data stored on a
data storage device unrecoverable according to claim
17, wherein 15 the aborting act is perforned before

t [ rati of e re 3. period. L Le.
ﬁiﬁiﬁaégietﬁgg fé?h?en gri%gkﬁgggggforgétgglgggg?ge that  the
tor devi nrecover ahl : di cl,ai :
RS T90 PRolin o thooanE T6f sy Hoc t Ra Feamigqoe medis
chemical on at |east one surface of the data storage
i SS9 *The method for rendering data stored on a
data storage device unrecoverable according to claim

11, further WO 2004/ 084470 PCT/ US2004/ 008239

i ncluding the act of providing notification that the
destruction of the data contained on the data storage
medi a has comenced.



