AUTHENTI CATI ON SYSTEM BACKGROUND OF THE | NVENTION 1 .
Field of the Invention [0001] The present invention

WO ed0asss73 o data security and, in particul ar, POT/USENN4/032507
aut hentication. . Brief Description of Related
Devel opnents [ 0002] A conputer system may provide
various applications or services for users. In
general, access to the s sten1na be limted to
aut hori zed users. AﬁﬂgEgigﬁﬁWéOHf %8EEMaut henti cati on
Is alogin process where a user is required to enter a
user nane and a password. [0003] In spite of new

devel opment s i gatRERAORAYYF THE SQUBLRabON of the
user nane and password remai ns one of the nbst common

access control devices . However, passwords may be
di sadvant ageous because t hose that are easily

1y diverdrbreld Hre IHeendaiorest to determne and those that
are conplicated and hard to determine are easily
forgotten. [0004] The integrity of these types of

[&3&k lenBhes pepeeal | ylrbmﬁ'cnczm kedptrg tite padsbaorsecurity

ar(?j;‘r’crﬁ{ a SONEYEL, tJ}?B‘P Wndanown yays of
eterntnlng a ‘pas'swor |nc ng gueSS|ng,lappIy|ng a
dlctlonary of conmon passmords or even all known

u rce atdenpts i udi-ng a ng al
|enfatq? eosthcgrlﬁot %‘ar aéct er sasterro{]oﬁil oerll eor&t%or k traffic
for passmords durlng exchanges with the server,

ul de |ng % over .auser' s shoul
ngglogl "keyY %ééuﬁag PESYSAFng 25 tsh Ei&féflons
o:ﬂS@sEr\Sl&i@gSdeﬁkaSeﬁHrl Ngrl agrmYralet GoddiPSEoKm system
def ensj ve,K neasures a%alnst t hese types of
may be limited to authorized users.” One example of user
authentication is a login process where a wuser is

required to enter a user name and a password.

[0003] In spite of new developments in technology, the
combination of the user name and password remains one of
the most common access control devices. However,
passwords may be disadvantageous because those that are
easily remembered are the easiest to determine and those
that are complicated and hard to determimne are easily

forgotten.

[0004] The integrity of these types of systems is
generally based on keeping the password secxret. However,
there are many known ways of determining a password,
including guessing, applying a dictionaxry of common
passwords or even all known words, brute f£orce attempts
including applying all combinations of characters,
monitoring network traffic for passwords during exchanges

with the server, “shoulder surfing” (looking over a



attacks include naki ng passwords | onger to nmake them
nore difficult to guess, and nmaking dictionary
w@ppsiossars on and brute force techni ques nore dpPET/D82004/032507
O her defensive neasures include prohibiting the use.
of "meani ngful" passwords such as user-rel ated nanes,
phone nunbers, dates of birth, etc., displaying a
ugmn-sreahondelr chiar g elogtinh , askayn dsigeringk ' Wheoring or
user _enters.a passwor t.he shoul der, surfer can see
Ry 8 & Fed P R Al e SEh e Sonct ng
them'over a network to prevent detection by network

[0W0B ]t OKhBYn [DOPG]s(Re AehBodeal RFLESSE CeMas@! s of
authentjcation is the use of one tinme passwords ;@ P)

attaffet clRCHE? PRELNG PRPFEPERs paRIAGT §oecBeket ithem more
{ he: in, C ender | ; . '

AL L ThoHE (SRR huRER T Bl R ohAZy. application and

brutteer fepte Kedhog,quers atduess wisEfdetidtni neOahpas siadedsive

offers no advantage hecause the.password gbtaji ned, "
MRS he VI ROCUAPHTE oo aliSF atth | AcanReEal
pENSEIEEs Shaldh YL Asdrese1he S a0t 0¢MoneA SuRdkl s,
of the |l ogin process, the server sends the user a so

dafeld edo€haltierigo, whkeh: magisoheyinge a2l anga-mesgdmoful
erT cthserasema rsaé@éf‘igﬂnb% Illnté) qnsq]—.Penters a
generator, for exanple, a speci al ﬁ%y5|cal evi ce or
pacitovai e that gbhoeldées sanrfE@EHP. cihe sser @fler astkeisks,
OTP. The server al.so.enters the phallﬁgge into its own

SRS Rfe i abPBFSPFIE nESLer FerS TP SRR (BT grpRetwork
td e @idtsdt ich at hpthidal b 0Q08Inghere the OTP

generator is a physical device (e.g., smart card,

token, bionetric device, etc.), the cost and ' '
[GG¢Rnvenreneéher afl aseespr sRaRrodr agdopetheppication is

the use of one time passwords (OTP), where a user uses a
different password each time they log in, thus rendering
many of the above-mentioned attack techniques useless.
To intercept, keylog, or otherwise determine a password
offers no advéntage because the password obtained can’t

be reused.

[0007] Most generally available OTP systemg share more or
less the game protocol. As part of the login proceés,
the server sends the user a so called challenge, which
may simply be a large random number. The user enters

this number into an OTP generator, for example, a special

physical device or software that generates an OTP. The
user enters the OTP. The server also enters the
challenge into its own OTP generator. If the server OTP

and the user OTP match, the user is authenticated.



generator may be of concern. [0009] In instances where

t he password -producing algorithmis the sanme for al
wais@s®3ssench user i s assigned a secret key i n BCTHES2000032507

make the outcone unique. This key is generally

enbedded in the user's OTP generator and is al so

stored in the server's database. There are severa
[veoglat Wheseof th8i SOTHP ganeratoon S€hee phiyelh cexangk@ice

the time of day nmay be used to synchronize a user and
(& vier SPREFe P atekal edfeome it hostevases, afeeurit fhe

cc%seé | g8quRAR.hieniBhegr idy of 1Lhe, U%%k%n%g%et sK8¥en! brp

he key is conprom sed, the system becone
gemmefStart imey, s &f resuddrnl i ke a password; 't he key
beconmes the subject of various types of attack, with

e farce.being one of ,t he nos opul ar. An .
[éﬁéﬁ%ioﬂal P&‘gﬁﬂﬁe%uxanﬁﬁﬁis EngidsassvcﬁﬁaPaeéPﬁéng
ald@raigor iitdhneHhatsae Cifloat e fie QERrshoweweh, WwekR is

sonme persistence, the algorithnms may be determ ned and
ASFONRE & r FCEBre 58¥urify @réwentto [ oedkeo] the aoutcome

k ' | ' /
ud ! eﬂqﬂ‘%éynl@gé%%ﬁéﬂy%mﬂéﬁﬁéé by Pﬁgxggggfs OTP

varl ous servi ces an fcations to a nul ti
geretmwirckedanderiss Jheoseitoeredopen attée toemest fy dausbese.

in order to properly authaorize the e of _a particul ar,
TReASi @& Sor %ﬁ%ﬁrggat%@ﬁ?afﬁﬁgsis p% affl y OaEcofpPFPEREGCR
sdbheridle $bandakshnp g ntﬂfeocef_iﬁledeéﬁ“désﬂ AROVEpe WHRIRL to

the server matches a_presently entered user nanme and
SYHEYIHENa ML B 1S ESeReE T nhpetand phsawehdllengeil] In

ndde WauLdsbe avantageous kg ok dean ﬂ§5§9££§3t59nthe
system t hat s robust and resistant todictionar ’
usppld cagmmts kdy ut eI f orlce lady enpt spmprahised, the system
becomes ineffective. As a result, like a password; the
key becomes the subject of wvarious types of attack, with
brute force being one of the most popular. 2An additional
layer of security 1is provided by protecting the
algorithms that calculate the OTP, however, with some

persistence, the algorithms may be determined and are not

a reliable security element.

[00010] In a networked environment, a server generally
provides various services and applications to a multitude
of networked users. The server operateg to verify a user
in order to properly authorize the use of a particular
service or application. This 1is typically accomplished
by the standard login process described above, where the
server matches a presently entered user name and password

with a stored user name and password.

[00011] It would be advantageous to provide an

authentication system that is zrobust and resistant to



noni toring, shoul der surfing, key |ogging, and various
ot her type of attacks . .SUM VI ARYOF THE | NVENTI ON
WO 0@8A023573The present invention is directed to BCTES1904032507
and apparatus for authenticating a user. In one .
enmbodi ment the invention includes creating an
aut hentication key in the formof a user fornmula,
dirtebering apnldertiionts ,anbant angérere @it beangptab) esraffic

each assigned a-value, applying the assigned values to
TR TP w a P UM e rEvREC R er WS nhPROANE: ca bl SeRTigUs
otthdi ristpd esfuldttackand aut henticating the user if the

first result matches a second result of a separate and

i ndependent cal cul ation of the user formula. [00013]

I n anot her enbodiumiry g ITaeRtveRTiTdel udes a system
for user authentication including a user fornula, an

arrangenent of variables, each assigned a value, a

[fdosd] TREUbkeRbnBPRIYIRG 1lhe i\éa'&iexse@ée%PCé@tEdB&th and
the arrangenent of variables to matching variables I'n
apfrafsE for nahlshenkéchiting reeswder bei g | opait ebpodiment

e . Gl T ey or,_petrform ng a .separate and .

eH oy B LB e O REE A 85T R0 AP AR ey 10

thebt Abrma cfecondisiees uf bymald, f piregehiefbl Gat uBgra WSEE an
if the first_result matches the second result. BRIEF

al

foP 3P HE e NG} 00 g f BR&YBI ngPPlying
tk@p395§?ﬁ@g afheled e@t)u{tﬁac‘t_@rgiﬂgev@&ﬁ%%mes' NYENLIRN yser

are explained in the follow ng description, taken in

fagonrdect | oandi t hcpleudeddmganyiang dfawshgs, result, . and
au%%'neéircya[tqgl%lﬂ:hg ' PSS 1i%hotv¥'§e oRe &Xa cles(?u](.)’tf: ?nal{sc%{es a
second result of a separate and independent calculation

of the user formula.

[00013] In another embodiment the invention includes a
system for user authentication including a user formula,
an arrangement of wvariables, each assigned a wvalue, a
first result claf applying the values associated with the
arrangement of variables to matching variables in the
user formula, the first result being input by a user, and
circuitry for performing a separate and independent
calculation using the wuser formula to obtain a second
result, and for authenticating a user if the first result

matches the second result.
BRIEF DESCRIPTION OF THE DRAWINGS

[00014] The foregoing aspects and other features of the
present invention are explained in the following
description, taken in connection with the accompanying

drawings, wherein:



aut henti cati on system according to the present

i nvention; [00016] Figure 2 shows a flow chart of the
Wop@sassisens associ ated with the present i nventPORPS2004/032507

[00017] . Figure 3 shows an exanple of a user interface

screen for use with the user authentication system

[00018] Figure 4 shows an exanple of an adm nistration
[@Q@b@hFﬁgurase Wi t hshb@susepnaut hesbimpdkel on ofyst @m  user

éﬁhﬁéﬁ ure 5 shows thgﬁg{esent i nvention as
O%r%%tieé? T EX HetShork; MO CVFV S ey on;
illustrates anot her enbodi nent of the invention in a

[Chs1a] Pabesdesyst @Mdwy 8l eel&pNichaBuSi BESSthe operations
transactions or e-commerce; [00021] Figure 7 shows an

2SHAGH FRMVDTh tihe mRatent i Mwentianfor securing data
sent by a nessage and [00022] Figure 8 shows a bl ock

ran £x LY e I E DESCR

e P%EFERRED o %Nﬁﬁglf%lo%ggg fqérrl ngl"‘tegkg\"’e

scmegsm efdr ,use usierth aaltehemdc atutdrersyistaanm dDsystem;
incorporating features of the present invention is

t ated h the prese t |n ention e .. ‘
(AR BEHERR Y - SR RncET: G bt ritht AR SERation
sdmrdrw ngss witishowd dideer Lm,dﬂ{eﬁitﬁ%ﬂlrtﬂ{ dh i esent

i nvention can be enbodied in many alternate forns of
enbodi nents. I n addition, any suitable size, shape

(4R of 18PEReft ShAVSmEBRi RESSERl d HEeTisirn [@@OEHJ]DO,@«éed

irs h@Wned vk Rl W e rorWdia system 100 general ly includes a
user interface function, shown in this exanple by user

interface 110 and an authentlcatlon control function,
[CHRMH Figukps exddpluetaatesnt pobbberilgnbodiment of the

invention in a distributed system for electronic business

transactions or e-commerce;

[00021] Figure 7 shows an embodiment of the present

invention for securing data sent by a message; and

[00022] Figure 8 shows a block diagram of an exemplary

message.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT (S)

[00023] Referring to Figure 1, a wuser authentication
system 100 incorporating features of the present
invention is illustrated. Although the present invention
will be described with reference to the embodiment shown
in the drawings, it should be understood that the present
invention can be embodied in many alternate forms of
embodiments. In addition, any suitable size, shape or

type of elements or materials could be used.



[ 00025] The present invention includes creating an
aut hentication key in the formof a user fornula. Upon
WO piosizgsron of an aut hentication session, a useCT/US2004/032507
presented with an arrangenent of variables, each
assigned a val ue. The user applies the val ues
associated with the presented variables to nmatching
[veoiabhes showhe inseFidoraruba atite eryerent heot egdnerally
. [00026] Expl ained in_nore _detail with reference to the
1??%%@?ﬁmﬁtu%ﬁrFF@E?éf?c? guﬂgEFoPorﬁﬂPHniéngé#éﬁaﬁ@@mple
RS Shomn ik black 3100 Thediser, f Qila ML &y control
constructed by a user froma set of variables and
fwpet Etn 0 rshowin el ra ut Hien téxcatp o &y st@mh el gy avigle an
application to assist the user by providing lists of

| ab d ti f whi ch h . Thy
AR ot OF e ST e ey G pr GUF HESER aqipisioaien o
atfidnttiyagener Rée anusele fosrml afadt ety cebinui®r auvpon

,user. The resulting formula is generally nmenorized by
1R Hel sk arff st 3R ed®ByReREigat hent | EaEFdANsysfemuger is

pﬁmwc{‘_xpia&kaﬁlérréﬁggﬁg ¢ TBE yget . f QUOSEA R 483 gned

to a device, service, i cation, or funétion, ‘
a arhent | CEh¢ onssesspphienythhemabeebnatbatédtas sthahn the

i n block 320., on ipitiatiqgn of an authenticatiqn
PRGN VR LATAEnt FRartti Oy b BbdRes Souddie user
£ ol &M reagereEihOfra@ii@bl es as shown in bl ock

325, each assigned a value. The user recognizes the

vari abl es_presented in the_arrangenent that match the

[QRG3&bFERIPANERe 112 eMOrEr ndeBR 1 Thevidder reREHSRFPI ied the

FIOF Mhves Al [P YEEIDABELEL I WiBhergieg, o
slshwownin nobbokk3385. The user formula may be constx:ucted
by a user from a set of variables and operations. The
authentication system may provide an application to
assist the user by providing lists of wvariables and
operations from which to choose. The authentication
system may also provide an application that may generate‘
a user formula automatically for a user. The resulting

formula is generally memorized by the user and stored by

the authentication system as shown in block 315.

[00027] The user reguests access to a device, service,
application, or function, and an authentication session
may then be initiated as shown in block 320. Upon
initiation of an authentication session, the
authentication system presents a user with an arrangement
of wvariables as shown in block 325, each assigned a
value. The user recognizes the variables presented in
the arrangement that match the wvariables in the user

formula. The user then applies the wvalues assigned to



[ 00028] The val ues may be randonmly generated and
assigned to the variables and may general ly change
wowak/0ssach aut hentication session. The aut hent PCHUSING/032507
system i ndependently applies the values assigned to
the variables to the user fornmula and generates an
i ndependent result as shown in block 340 . The
thauthenidisiadd otosyhkemgammbsemuldeas ndhpandeni HESekt 330
with the entered result as shown_in block 345 and if
andhentedd thendietlt Be SoHEntRcBLPGH SPSt-em gi ves t he
user 'access to the service or application (bl ock 350)
[ooolzfs]tfﬁereayhteg BeyN e r@rﬁbml%ﬁ%’é?efété’&néﬁé 6BLegkea
355) [ 00029] As an exanple, a“user m ght construct
tot heheol Vewmglaseralﬁ@r rmma g?n(eZ:’eQﬂyT):hanmrl wgtan each
nti atlon session, fangene! f. ri abl es
a“%ﬁ&”% % s p?%s%ﬁ?ed to t &% us & rh%ﬁﬁﬁw %VéﬁfabfgsEfm
indepe@ieMtlgngespplies aasaegnedaub@sval des Bdneand dde the
variable T in the arrangenent is aSS|gned t he val ue 9,
vagRablssr f bPnul B i elidS T3+ (Pegpulaz Pnd or gmehRiffer an

1%é%en&%tusefeéﬂf@ e%tserssﬁ&ﬁq ”Uﬂﬁler Bilckk Begayse therye

hent1 cati on system generated the arrangenent of
auwhenﬂuoaxl&md wisres, awcdphassst bhed tithdepsedehdr nukaplt

th t th f
e RS aF CEAE | GRS EPP™ A8 PG & AR {hethe
redSflt d smawéﬂﬂentth@ataaﬁthez{&&%QJoﬂ Nspgdehi @Avied thige user

authentlcatlon sessi on descri bed above ¥sten1100 na¥
aqeesd de@ dhadifiivsIe 2% PRt eadsions (pkpek 0350 he he

re%‘dﬂ]@%mdoc ?%c!tl ’Pr,f 6 €0 Hle fa%tr RRRL A AR SESHON

v

includes qualifyind a user
[00029] As an example, a user might construct the
following user formula: 3% (2%Q+3*T) . During an

authentication session, an arrangement of variables and
values 1is presented to the user. If the wvariable Q in
the arrangement 1is assigned the value 32, and the
variable T in the arrangement is assigned the wvalue 9,
the user formula yields 3*(2*32 + 3*9), or the number
273. The user then enters the number 273. Because the
authentication system generated the arrangement of
variables and wvalues, and has stored the user formula,
the authentication system uses the user formula to make
the same calculations. If the results match, the user is

authenticated.

[00030] In addition to the authentication session
described above, sgystem 100 may provide an administration
process as part of the authentication system. The
authentication session includes qualifying a user for

access to a device, service, application, or function as



[ [ i cation, or function
access to a device, service, applica :
i bed above. The adm nistration process
W(;Z(;ji)g;;ﬂrsbgepr ovides a user with tools that allPoI/EHS28€032507
to set up a fornula, records the formla for ]
subsequent aut henticati on sessi ons, andhhggdgﬁfog;tfgn
dnini strative processes suc
d%%%?,%g%%n%r]?%"g'r ect{m eéﬁméﬁéﬁyyﬁrcéﬁnprmcgﬁ generally
ok ') fgeacley:) catﬂl@@rbﬁu\geeogggg?;gg'@, aeltl‘i%w [atOQLgsﬁ_ £S5 set uwp a
mentj oned above, as part of the authentitatio
L%, aresiqraisgene theof vdcirahlles mayoke pr gﬁggggggnt
dt(héhtq_%’%{t-d%p g gg@lg arrangenent __is shown in Fi gur B
e th slexanpée, 3r?‘angae‘?1%n %@équcg%gé’é %@2%@5 egn
Es i st adrion ' user Jna
- e i ng ?Oai%mﬁsdn%%qtﬁgt 4 ﬁ%gccopd}nces%‘fﬁ and

di{r%gctgbrl}télgeésm & YR P¥oeReseesuldomfurdpplniciy bi€ween

rosEa [ [ I1's 380
r a. The grid 365 is made up of ce ,

F V\herg{gga?ﬁbcell may be denoted by a letter or I_ettler
Lnation 385 representing a user fornula variable.

[o ] iBHel eredisabgved asvabue 390.tHAS 4B tion
Ve e e g‘ﬂ@dtoech vari abl e may change

I .
Segggﬁﬁ% i %etaﬁgjagl ré“%%%rrg% Y%r’p?]% ehHt BAYt Beapl;@@gntlemi to
@ Bférenbddi meAtipleaahruabineht BEOMCHH DY #irandom
rator each tine the arrangenent i

thi‘é'”té%{atngag_%?[ 0BDB2TICRERE IO estompldey for oukia 3365, an

preswen [ | d exam ne
* T i e , er. u _
areéa?r an enér?{ﬁ%%g%gn% ?ﬁ%ﬁni@ﬁhéﬁ%ar f‘ﬁgl f iarea  for
SRS hed aPoaPHerdf BT arthatar i Abl eadcbsaassh g%cj:}gd the

| fornula an
bl The, user woul d_apply the fc
préelsgétﬂé? tlﬁé’%é‘g%ﬁ . J[%O%%?] FRSthis %fiaﬁﬁpéyl-'egcrtl'ceel bser
foymplaudes Theo grid 365 is made up of cells 380, where

In

each cell may be denoted by a letter or letter
combination 385 representing a user formula variable.
Each wvariable is assigned a wvalue 390. As mentioned
above, the wvalues assigned to each variable may change
each time the arrangement is presented to a user. In one
embodiment, each wvalue is produced by a random number

generator each time the arrangement is presented.

[00032] Using the exemplary formula 3* (2*%Q+3*T) mentioned
above, a user would eéxamine arrangement 360 and recognize
that variable Q is assigned a value of 69 and variable T
is assigned a variable of 49. The user would apply the

formula and enter the result.

[00033] In thig example, each cell includes two
components, a variable and a value. While the variable
is described in the context of letters and the value is

described in the context of numbers, it should be



conponents, a variable and a value. Wile the variable
is described in the context of letters and the val ue
WO 2008038573 bed in the context of nunbers, it sheCi/is2004/032507
beunderstood that the variables and.values my be |
shown as any recogni zabl e mark, synbol, or inmge.
[00034] Also in this exanple, the arrangenent of
undeisbbed thashohe asirdablelsy ab@d cedlugy i dayHb®E®Iown as

t he arrange t may, have .any shape and may i ncl ude any
a%nﬁ%?o%?g%ﬁ% TB?%FOC%\W]%‘%'. TH0UBEI® The user formul a
may i'ncl ude any ‘mat henmati cal and non- mat henati cal

[ope3 4l el sof h exdmplekam@dd, suht haghng®MdiPlob variables
di vi de, power, max, mn, nod, concatenate, etc., and

1fmayshedd iaR| rle Thr &t hddl s aed-lal warid he séi‘:pyenm,og the
Pper atd S s h i | on siem nay-al.so provi

A ust ﬁ#%%i#g%%f%g? a%HgI%%%#§ aéér%SX 68%%89ﬁ1§ﬁy'nuﬁier

off uellomwonlddet vas abl es of the formula that may be

desirable. [00036] Figure 4 shows an exanple of an
i i stration screen 400 that be presented to a
[(ﬁ@@&azﬂhﬁa}]ﬁe& HE '“?ﬁ%tjr%cfme pro¥e¥sthpfgtical and
nAhd ISl 1 Ol PIRRASTITBY BHeVi deaoiser Md N R QUS+

tools, for_exanple a "wi zard" that may wal k a user
4y iRigh eaiividep dfowelisemaget mEnprovess, awhcatenate,

r mul ui l.der assj u [ etting up
eécg'r'nulag%cpl ha%ﬁeag%‘god?%é%?&et ?églf%%n% éallébuiqi(?Jleraalctoeuﬁ g the
sgruanae afusgremattiomenus THe vauthbhes cafdofpespsO&s may

t o choose fromand assist the user wwth _conpiling a .
2 4S8 mH ]:ébvtﬁ#equézli%qnhatoﬂffé‘lt.orFOOG@?]t AdhiLTvst Pat U&FTY  tO
pHT QRN AQP MBYCt oA USE A b4 ANGETEST oBf cMar kablgSa that

405, a nunerical keypad 410,

may be desirable.

[00036] Figure 4 shows an example of an administration
screen 400 that may be presented to a user as part of the
administrative process. The administrative process may
provide a user with various tools, for example a “wizard”
that may walk a user through each step of a user set up
process, and a formula builder to agsist a user in
setting up a formula. In one embodiment, the formula
builder could provide a user with menus of variables and
operators to choose from and assist the wuser with

compiling a formula unigue to that user.

[00037] Administration screen 400 may include an
arrangement of wvariables 405, a numerical keypad 410,
keys for mathematical 415 and non mathematical functions
420, and keys for testing 425 and saving 430 a formula.
Administration screen 400 may also include areas for

entering a user name 370 and a user formula 440. A user



' t hemat i cal
keys for mat hematical 415 and non ma _
f%cti ons 420, and keys for testing 425 and savi ngmﬁst?nsm
wW@2d05/08837Rn. Adm ni stration screen 400 nmay al soPCTHU l«e’
areas for entering a user nanme 370 and a user fornula

440. A usermay enter a user fornula by selecting anong
L e. é'fabl es_and varjous operators . [00038] For
mega?rp?e 3 0SB hBY"HYpebd gsdectdngubacusi ngekerhaand e s

; the user types the formula it nmay
aicg&aai(fip%géﬁ??atﬁéésr' formul a area 440. Alternately, a

nmay use a Eointing device to position a cursor
e

[ stg{SJaFEHaﬁgétn@ s Var ivelglie  maoy tawa&%séﬁdfeking!faausing

: n Qk ss,an enter_ key to select th
kg Si rgéu%%ﬁgr égtiglrg?gvgl)i'ab!%f EPeob’éreé’t d?YPeﬁwet}EOfogT:ﬁgla
itsel ®aYi oz ar didp3played i Usgle.f orgy}f}ﬁuf%eaﬁred %o
Al4ssr €0 tinues until the user fornula has bee

=1

constriucted 2ad s ieed . UsSihen phbnutey deviad atd s osition

' " " tton
S0 to siore and coaRRERED Mk!BH B | pperator ana

tore an ra _ G
clg%%oépms qs,e Pulsen ney heePs ovhd e it Ij};e%oitzaglx éaén:%t)%/ceé, O he

t om operators. .
e of U RECONST At SPE AR S X (P HiR o s ot T ot Lk Lme

ar X dncinomésrassoehal £d With a, yariablg in .
Eggdﬁsgl?e?it | a glrl}d appl(i%érg t he va%ue A%rom a vﬁ’ﬁ’ adt®

MR THES aPPahdelrdm usat f@migehaﬁgbﬁstgrgﬁqglggé@d as

' f n ma

G et aeAieslt el 4BEHLIR TR Bl Bers torr smeramay

thegn, aFEi¥at® ahy- dwayedf taattorAn Bxepp! g{grgsg%g rarsrertjlt%e

folh@igincludes the offset function may be A+B S€
O(1, éIl)). Referring to Figure 3, a user would

[00039] In one embodiment, a user may be provided with a
facility to construct one or more custom operators. For
example, one of the operators may include an offset
function, = where the function is associated with a
variable in the user formula and applies the value from a
variable in the\ arrangement that is offset from the
associated wvariable. The offset function may be
expressed as (Offset (x, y)) where x refers to an x axis
offset and y refers to a y-axis offset. An exemplary
user formula that includes the offset function may be
A+B (Offset (1, 1)). Referring to Figure 3, a user would
first find and use the value assigned to variable A, and
would then find variable B, but would use the value from
variable M which is offset by the coordinates (1, 1) in

this authentication segsion.

[00040] A user may use any offset desired so long as the

offset points to a variable present within arrangement
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first find and use the val ue assigned to variable A,
and would then find variable B, but would use the
wQo a008@38srom vari able M which is offset by the PCT/US2004/032507
coordinates (1, 1) in this authentication session. .
[ 00040] A user may use any offset desired so |ong as
the offset points to a variable present within
36k andamemte 19885 14y onepbamaptat yonnpl ersmit athoara the

er_epters.the, offset function by sinply typing
Oﬁsﬁ(ﬁtf sg neGioy Py \ﬂ%é‘}pelyde‘éYPje%g! n (éﬁggﬁger%‘?'or?ﬁjl awhere
dddididt her exenphaky | MReIRAtati oftn ogacehetrhecR@Rplary
mat hemati cal functions 420 may include a button

implisaent atdfdrsetone miesEhagnememarhgBat boel oAupafions 420
I Nt dj al X t reque user t el
ma%etlggggg{g c%orkg%nat es.lg%%%ﬁ%entéﬁﬁgtf he cc%re%la s,the
Offizedf flset t desingpatindn i sfter exdaipleg pokf tdtat( lredlesty a
in the user fornula dis ed in_the user

I \
USER P SBF TR BED OLES604 PR SRoERer AT aFTERTSRS the

cddiioidtert faNChEOBet @ RReghak 10kl S&loMB¥xdfiple, (Offset
determned, referred to as an IXfunctlor]. eiX.
(¥,unkt i BAYutdnHesss the thel vsassberanéd wisplavesridbl ehe

- S eTole] o] ata%seat haty point to the upper left hand
t

portion 0 € arrangenent. For exanple, a user may
wi sh to use a user fornmula 2*B and may wish to
[cdbelilgnat e anatihah edd mgaspeci bfi nohd¢ hefipper fweidtiand a

cor.ner of _the arrangenent 365. After pressjng the .
SRSt SriTTh, TN HpREETRYIERe. HERRISEY ofo 5 an IX
fgR@idnat eshe t Ie WeBELARY RRSIAARE M HKE |96 Kie OB s8BRBated

ot her approgrl ate designation for the special offset

wikkd # h¥agédsidRatdoncopodbuatesuidefuapeiyt ®Rerthheupper
1é#§”h£§du%d¥lﬂ£@ of the arrangement. For example, a
user may wish to use a user formula 2*B and may wish to
designate wvariable K as specifying the upper left hand
corner of the arrangement 365. After pressing the Offset
button, in response to the request for coordinateé, the
user may respond with IX(K) or some other appropriate

designation for the special offset and the designation.

[00042] Subsequently, when the wuser 1s using the
arrangement 365 to determine the result of the wuser
formula, the wuser would observe that wvariable K is
assigned the wvalue “43” and then would consider the
coordinates (4, 3) as the offset location for wvariable A,
the coordinates (5, 3) as designafing the offset location
for variable B, the coordinates (6, 3) as designating the
offset location for wvariable C, etc. Using the wvalue at
coordinates (5, 3), the user formula 2*B vyields “104”

which would then be entered in the password area 375.
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arrangenment 365 to determne the result of the user
formula, the user would observe that variable Kis
w@s®smsssmw t he val ue "43" and then woul d consi dBCT/UR®04/032507
coordinates (4, 3) as the offset |ocation for variabl.e
A, the coordinates (5, 3) as designating the offset
| ocation for variable B, the coordinates (6, 3) as
[ee4 yhtiey cHetomf operkboasi mayf be vasadkide thatt perform

[ the value at .coordinates (5 ., _the user
15 BipstEel” Bt il GR Ehmbibrd bRer bhettRstichs or
opérdtEompassword ‘area 375. 11[ 00043] Ot her custom
operators may .be created, that perform any function,

operation, or _conbination of functions or operations.
[?fg%% Psa a8okheih & adRdifnl 2 dabd $iF 52t HeR oRCsefReA 02002y

1By dd1CLULR 1R RELECIAN LOLAE!AT! NG Clfp! 9%&#98%& at
that operates on one or nore vari abl es. e custom
ogertevnonowng iax|nehes angrnabbers.of Tt hematomalfunction

|.ogi C. D, OR. XOR., etc.) trjgonopetric, _statistical,
coe%% Jtygie\lléd%fa%errl%‘?lf’%ﬁs?%AmﬁjggFm &Cﬁl' pr-85&ht 4R t RR-
XQREe GStd1Dr e t3Giddapichdtidlc, My the iwgadaas t ap at espkar of

desi gni ng custom functions. Scripts may al so be
ORFIRL £RItF f or FpreseFit MY boet rssenteshuvwitlen®neo eremore

sd:ApddV a0 hlG cus! Alyncld onsANdJAl 4elng dLhGoy
cus]% om functi ong i n user fornul as. é] Lﬁ#{l gl(oelgﬁ?fiﬁng
cuskar edtmaisnem f unBtropssi smaylvarl agedus eeatised t for
raelsleo ..a S%SEgmtO be custom zed for a particul ar, user
P15 él\q%ldﬁi H-6P™8n %Ent BY Y| §§.e.m/§. pt? cHEEES ofOF henvoking
tifystestbn puavtdedswiady ther alishhby drie fontbsh enhareens
. the security of the system by creating
in user formulas.
[00045] The ability to create custom functions is
advantageous because it allows a system to be customized
for a particular user or a portion of an enterprise. A
purchaser of the system is provided with the ability to
further enhance the security of the system by creating

custom functions and operators not available or known to

other system purchasers.

[00046] The authentication system may offer a greater

measure of security by providing a function that creates
a formula within a formula, referred to as an AutoToken™
function. A user invokes the AutoToken™ function, for
example, by selecting an AutoToken™ key 435 (Figure 4).

The AutoToken™ function prompts the user for a user
formula which the user enters in the user formula area

440.
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custom functi ons and operators not avail able or known

to other system purchasers . [00046] The
wa@eaokesssrxat i on system may of fer a greater mnmeaRCr/ESwWH4/032507

security by providing a function that creates a

formula within a fornula, referred to as an

Aut oToken(tm function. A user invokes the . .
[%\Qﬁ%—"l']o%‘ﬁ(tqﬁ‘)tofT@r}F@mi”bn,fulfl@t1@1Xaarptem?byzateﬂ_|9_ctflra?tt%g two

Loken 35 (Figure 4) . _The AutoToken

f%%%;’n %%glnfigg&t ﬂtéb uSer ofo%igluséPrF‘BF-ﬁwl &0fhi eh remete
fagsrlaent ercsperttibelyser fogsaml a@are8e4495c420 WM 7] cmote

The _Aut oToken(tn) function automatically creates tvvo.
f?%?"rﬁsas,”i‘glfut%%d ViB§ 1@ 19 oc glorfstemtlsa, aadd @peesmiens

, S ' y. the | gcal, and renmpte
tchag{ mlhgs llgfclﬁ}%glglg}ﬁg ri%%F%%,:g%or?s%ani?gngﬁﬂggpé?g‘?‘?ﬁ% SO
laneatasehare fearmdom yolsei:@tiexdahlnﬂ?fr&@ﬂf)m y_T_ﬁédeggqangsl
they form an operationpal formnula. The
cg\?{%ﬁ%a%lsses?g%oﬁgfeﬁﬁ?“%oﬁ‘ﬁd WPer HRF oRde nipfiledilege from the
anialrigahicos: [0 WA RRTEANGRIENE c0bALLANLSd MRl L8y ong
presented to a user and operations provided by the
CPLIRTHOREr RTSHL Dby . tikheadntal sanat i envpeokessyl asThe

Jay f 0 Iity, and l'ength and are general |y

! t he g‘?qrr(g é@i@éﬁtg ﬁ?ﬁ%‘%s I%%%I %feor?rful ﬁnVnchE‘%@se"&tY and

lengshl tandirambl geheral dgeittengsdie egsubt @hattheisetooal
t . wll be input by a user, while the renote

fogg‘érﬂ:‘ grilt&%?’éd?ﬁcl HdeLTheE us@ripdlful 4ot sepfeiving  the
rep00@43)f Hie rneymt erdQhd acHRY 7 8t ggeqn% ta?%/mahnlaser,

l.ocation designated by the authentication“sys
Whtiﬁé It&&al TRl Bspry Assrmtler ethéludes ochbi apdrOCBbrh@l a

itkBgguser.

[00048] The remote formula may be stored at any location
designated by the authentication system and the 1local
formula may be stored in a location local to the wuser.
In one embodiment, the local formula may be stored at any

location designated or selected by the user.

[00049] The local formula méy be transportable for use in
accessing a device, service, application, or function,
from a different location. For example, the 1local
formula may be stored so that it is portable, which
includes storing the 1local formula on any type of
transportable media, for example, magnetic, optical,
semiconductor, or other suitable media. The 1local
formula may be stored on, for example, a floppy disk,
compact disk, flash memory card, USB drive, or any
suitable device for storing and accessing the 1local

formula (e.g. 247 in Figure 5, described below) .
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In one enbodi nent, the |ocal formul abmayhbe stored at
any | ocation designated or selected by the user.
W(@@[é@/oﬁsﬁl'he | ocal fornula may be transport abl BCT/U82008@32507

in accessing a device, service, application, or .
function, froma different |ocation. For exanple, the

be, d that it is portable,
[GRTEN TRLI HaEs SHoPTitethe | eal Terel £ oy mype not

aisper t abl e dwch f ex L e, gnetic
n?ﬁial , sem@?onduct oa?% o?{lgt her sui Fggl ei‘eﬁae%%%9r%% or
EHaRsm ttidnit e aRBEHSE dtasredd aom, Edmwrusexanplthe aiddoppy

di sk, conpact disk, flash. nmenory card, USB drive, or

A 1SUA L ab ' or_storing and_accessing the ,
[ I ocgﬁu%%?rr%jlﬁgg %#gsa‘tzﬁ%i nsﬁijﬁ?ré 5FOT g@sc i WhPowhas

imp IENAHRED58L hiterekeRDOdE aROE ; of Ne Joeals f ormuka, may
lmr?ot necessaﬂlly be stored bllljt rr:ILa?/ bg toranspsor d 8?’ ows
The an¥fftt edte@ieiet herccesat | ohof ora useldw ddje US8fvice,

: h i.cation session for a user who has
et i Bh AUTSTOREA( MY T BRCT PO eesaion
isf oihdtsatdHe usdhe eguests apeesents A WeViLLr with an

[ a ication, or function, and an
ara%i’ééﬁ‘??&a?%onvé’é%%%?ﬁ i anfnithenteder Thoteyst ethe result

: i d
ofprigsentissde rusauIW th 3 arc%fléngfggﬁ (gor\lfﬁ{il:agb gg tneeen

the user enters the result of his uSer To . _
Stpgedl qror fPaskasthbbéa statied, oatt I‘t&i&eﬁ@tﬁﬁ@! e?ﬁet@hﬁa,any

. t.hj i 0 any.time prior to this point, the °
tl?%an%%?%ab e %\gg%a %/%%Up!t@*c?ﬁr%@ﬁ@é%espm@ﬁa@ is
coupgedlocad fioneulsydtemmceessibhe bynthe;gughentigati on ;.
acggégsgieTheby the authentication system. The
authentication system inserts the result in place of the
result variable in the local formula, inserts values from
the arrangement of variables into the rest of the local
formula, and computes the result of the local formula.
The authentication system also inserts wvalues from the
arrangement of variables into the user formula in the

remote formula, as well as the rest of the remoté

formula, and computes the result of the remote formula.

[00052] The authentication system compares the results,
and 1if they match the user is granted access to the

device, service, application, or function desired.

[00053] If for some reason a user’s wuser formula is
compromised, the user may invoke the AutoToken™ function
again to create new local, remote, and user formulas
without requiring additional support resources, thus

securing the continuation of secure access.
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aut hentication system.inserts the result in place of
the result variable in the local formula, inserts
WO 20080038573 om t he arrangenment of vari abl es i nt oP€TIES2004032507
of the local fornula, and conputes the result of the
| ocal fornula. The authentication systemalso inserts

val ues fromthe arrangenent of variables into t he user
[§QP3 &Si naprEhesnofeatsirrul athes weitheasitheivest system

t La, utes the result of fhe
gér%%o%%?o?%r%?ggufodb%g? gr‘ﬁg% énﬁfte%len TEA BT systhpR other
fuorptores theexesndt sheaBdcufritheyiTed cicdherds@ilss For

d ess Lo the device, service, application, or
e’?%rn?& Efe'on‘%%1 3@%@% DT ER 53PUL ¢ H‘}F1§éﬁeAﬁé§§§rﬁAﬁEu§eC‘féAVE

p-user) farml a g conkom S?gncﬁ:q%nu%?a{y NBY lulg\é%keté h&rbed
Aut oToken(tm) function again to create new local ;"
dyrawnt ehasret eser wibhiml as wi¢hobbrmeyai basgdaddi ta ovallue
t-hus .securi.ng the continuati on of

SR LS LR it ner Trdarure oge. | This
frautthient | catll an ey stiesi geaeeal las abl ot USgHCL PofTbEdny

functions within other functions to extend the
SR, U T KRGO RIS HHSY StarfplEt ignusey be:
formula could include A+(AVE (AVE B+C+ ( AVE D+E+F)

9etGHH) 1) AsReGHAfdnction may be used to enbed dunmy
(characte)rs w thin ;11 uger fornul a based on a val ue

assigned to a variable fromthe arrangenent 365. This
[Or%&%i TR @uRBrpegereshiyndiede athe veeisblengt isnasdigned

e yusrfw [ heS.funtionng be:
th(%?s(et Zl?é, Ei)[gsélrs(é or r?ﬁ’flatﬁs %%06515]%1]1\’}? a4 afi %}:@?ﬁ:ers
bajivaree erfteniag dhlee fArst asdignest ttiee viad 44615, 08 HISET user
[ [ har acters
fS@%ﬁf%.typ%hhg,fIgg%fd%um eg‘ of dummy characters may be
inserted at any location within the result of a user

formula.

[00056] As an additional security feature, a user formula
could use values assigned to variables of the arrangement-
365 to designate specific letters within specific words
of a secret phrase. For example, a user may determine
that their secret phrase may be “the dog is lazy,” and
may decide on a user formula of ABCD. When constructing
their wuser formula, the wuser could type commands
designating their secret phrase and their user formula

into user formula area 440.

[00057] Alternately, the non mathematical functions 420
may include functions that allow a user to select the
designations. During authentication, an arrangement may
be presented, for example, where A is assigned the wvalue

31, B is assigned the wvalue 14, C is assigned the wvalue
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before entering the first value of the result of the
user formula. Thus, any nunber of dummy characters nay
wheooshsssry ed at any | ocation within the resul t POF/US2004/032507
user formula. [00056] As an additional security .
feature, a user fornula coul d use val ues assi gned to
vari abl es of the arrangenent 365 to designate specific
2} et 2R{ sDwiEhpgsdpaedt ithavoradsicofl . sedpplyphyaske Rerlues

I determne that their secret phrase
*m be TRV oEhE bl nBy e beoH g abend che
tHiordulatobrARGED. tlﬂbenf'mfmsa wgal, hggé:{ll_el i3k f@lg%ﬁ'g?’rst
I d t commands desi gnatin elr s
1%$e%:§éngﬁ¥hgﬂ‘}flggef”ofr§nmﬂ=§]1' ficiertior pakandr datter

49y rn | 5 1he, NoNy I cal
O%uﬁlé?i[ggg\'é}f]zgﬂniﬁ iﬁ%lsu\ébe 1f3u§f:t| onégatkﬂg?%téﬁ%w ohkey of
the salisdt woed desi Ghasi onshe Dm}setxg auumﬁntt}@mﬁél ,QirhA EMHT .
. t be presented or exa e, ere is
I GNeT t RS RPERET, s KLS gFSdtthe Pafuger4ofc the
phrmssassi gneditithanptal ve 182dipradieh by | guassi Qn%sﬁ{lect owould

mvaI e. 13. %{I ng the values of the arrangenen
qsljfeidﬁejé’e A=3P Sdilerrgi-el d the third "letter of

the first word, B=14 yields the first letter of the
LolooEINTHET ut nd2lo il RhIS LR SPCRRY | BELEL OF Uheaper

first word, and D=13 yields“the first |etfer of tfe
MERKUES \fr dSe TS, Y tihe pyevidonpdat wesetd nfumhdtiofd WeBhin
BT I M B e GRS T g
thiei kedyialesal tadmariganatite. ph@@eB8kdThgsauthentjLation g,
ex%%%ﬁ%@'"@é(ﬁg§¥ta géeaggr authentication session, an
arrangement of wvariables as shown in Figure 3 is
bresented to the user. The user examines the
arrangement, recognizes the wvalue of the first variable
of the user’s formula and enters the first wvariable.
After entering the first variable, the reset function is
activatéd, for example, by a command in the user formula
or by typing a command, and the values and variables are
changed such that the wuser 1is presented with a 'new
arrangement. The user continues to utilize the user
formula, recognizing the value of the next variable in
the formula from the new arrangement. When the user has
recognized all the values, computed and entered the
result of the user formula, the user is granted access as

desired.

[00059] An example of a user formula using the reset

function may be:

Al| B|| <resets C
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measure of security by providing a reset function
wWithin a user formula. This reset function operates to
Wo e®sn3sshe variabl e arrangenent presented to tPEI/USEN4/032507
For exanple, as part of an authentication session, an
arrangenent of, variableﬁ as shown in FIg?L: 3is
d to the user. The user exam nes
rﬁ%ﬁgé t, V@é&ﬁbn|2§§oﬁhétﬁéluewbththeV$rIsb1e A is

& thecyserps f a nter e I rst
c%ﬁﬁ?%ﬁ#i? /vteftent%rénggégggfl %a ? eViffle Besetthe
ViRl @narsangeneat eds ﬁ:elseexmmi e;h@ycan@gggﬁgglbﬂ of A

ser for la . or.b pi.ng a conmand, and the
m%%ﬁ%g§§éﬁ ?Qﬂﬁ%ﬂ;%&%ﬁéﬂﬁﬁd&ﬁ“ﬁﬁﬂﬂqrﬁﬁ Yaelalkle G
present ed mnth a new arrangenent. The user continues

[ctcmeut]u CEzesHAR disBE A@idaHsode Coghi Z't'ih% tPésé@' ¥6n2tion
next variable in the fornmula from
maé/r ?%‘T’lgéﬂ@ﬁ?teé\héﬁyfﬂll?@rﬁsé‘rn hialze rE@@gnlfmdluin dri® may be

inel Mes3 fﬂwﬁ&@egraﬂgrgngg%ggs %§U|t of ggmgsgr The

formula, the user 1s gr ;ccesi Qs |trh . t
TYFE0SHn AR @xa yehﬁ actisedt ddr Byl &a4sidies tHeLRESE! for
q 59? mp <reset >C 16where the val ue

Bl |
a§260|ated ﬁSVQPF§m§9/P?%S%6W%aﬁeﬁéﬂé@qudrtkﬁy or

atabe 123805 alred it B the vachahle grrangenent is
3 resetland ?Le concgieﬁayfon of A an% % i'S concat enat ed

ith. the new value of variable C. [00060] It should
[00Q6dA fRF £ BHENT hiP (e r@@‘é%niﬁmfttmm}vrben in Figure

o B LR D A HELrLOLIULR B0 TR o

inserted in one or S .
ofThe formula builder, or “wizard” that provides a user

with a step by step process for inserting the reset

function.

[00062] As mentioned above, the reset function operates to
reset the variable arrangement presented to a user. This
may take the form of regenerating new values for the
variables in the arrangement, changing the location of
the variables or a combination of both. The reset
function may generate the new arrangement using a formula
that is based on a seed number or variable provided by a
user during the formula builder or wizard process. The
variable seed may be a variable from the wvariable

arrangement present to the user.

[00063] Thus, the reset function provides a heightened
level of security to the present invention. For example,
in a networked environment, if communication between a
desktop computer and a server is intercepted, data about

the variable arrangement may be extracted. For'example,
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reset function may be activated by various nethods,
for exanple, as a response to pressing a particular
waxeos/08857auUt omati cal |y after a val ue has been RCI/ES®A4/032507
[00061] Referring to the adm nistration screen in
Figure 4 , the reset function may be presented to a
user as part of a formula builder, or "w zard" that
ope oviidbs o tusEmp i KhlheStemrﬁy;csieerasfm:rldq;esstcﬁ OHerive the
he reset function, As nenti oned

VaPEel o TR ISR oBbent S8CE5CPBERY (fiata.  The

r¥3&d apuﬁc@iéﬁngggﬁaﬁegr esentedit @na Lé;%%abﬁ@ %hﬂ.%)hgement
take the form of regenerating new val ues for t

loea} bl eyithoule extarmmhentmmohdngiagnt he Thuati erffofrts

h bl f b Th
P U Py onc A GULHD. rbbr 3P ERgRent Yusi g G ot iR

cémarnmd @at hats i S ap@sedr@iiars®eduBdliBes OlbaHUS! €a  new
a user during the fornula builder or

rovided b
%&%&?Joe pr 6%Eégge‘°f*ﬁ’étvarlrgabl‘3@n§é@d:e@ay e a Yherabl és no
i i her Ve | ableaf Langengnty,pregent %gekheogserhe pew

[ 00063] Thus, the reset function provides a hei ghtene
V$Em@b1©fagxﬁmm¢mqnto the present invention. For
exanpl e, in a networked environnent, if communication

q .
[ @(%é'\@]eﬁe e%.erig O% 1@?%({6Le§nurg er\{s‘gfrl,sr eﬁrbe:ln%%tmﬁ%ybe a

ercep bout ariabl

debﬁcteo@ r axtir@dlte‘ior teaanpirealda@@e uBeght iatteBte( aPei tand
unsuccessfully) to derive the variabl e arrangenent

oMot | Ater cedt Wt TRELET TheSr Ba¥t MHAdorcepepPit @ore

t Va bl t u
o e e BT e

13%4r ifalbve ar mempeneni2by and emegptakgp include a storage

device 130 for storing information, data, and programs.
Controller 115 may also include an interface for
communicating with other devices. User interface 110 may
include a display device 140 for presenting information
to a user and one or more input devices 145, for example,
a keyboard and a ©pointing device, for inputting

information, queries, responses, and commands.

[00065] Processor 120 may provide authentication services
under control of authentication program 135, and upon
authentication, may allow an authenticated user to access
or utilize service 150. 1In this embodiment, service 150
may be a local service, that is, may reside within
desktop computer 100. Service 150 may be any device,
service, application, or function to which processor 120
or a user of system 100 may require access. For example,

service 150 may be a data processing systen, a
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comuni cations are rendered usel ess because a new
vari abl e arrangenent is generated and there is no
W@ 0vs8E5Cat | on associated with the reset or theCTES2004/032507
vari abl e arrangenent. [00064]-Referring again to .,
Figure'l system 100 may be a desktop conputer that
i ncl udes user interface 110 and controller 115.
camptad i 1 I ralcd nc weentosret odehbverypr seessoes 22@ata

bg§glQJQ%ggggﬂgggmguth%ptlcatlon program 135 from a

menory 31°S6 i ncl ude a storage device 130
for storing |nfornat|on data, and prograns.

[Q&WWﬂoIhethélﬁomﬂﬁeab§odp@ﬂdﬂﬂbﬁ§1drﬁéﬁfaﬁ§¥féftem8t to
communi cating with other devices. User int ace 11

A5 S nEPtECE dindhl BYT ORI oo FdieTpr 4Bnt | nfontroller

135anhH&th%st°a%.U%ﬁ&héﬂglggﬁ & MLk BRUL 4 gevhgsgrlbed
145, for exanpl e, keyboar a pointing devic

abpyie rilmlttﬁﬁ‘germﬁ-nﬁnaulfon thpleruesy I‘G.SpOI’EE&jlbﬂ’Ej has
é%ﬂ?@@f%ﬁ [8906§; P%%%%%i;aé?2£%ﬂv¥%prov access service

authentidatron services u

15aut henfi taki asqy ogr&m dad, tB8d piepe raltRedA€a]1 9N, that
na allom1an aut henti cated user to access or utilize

18¢e S OTPRET [FPR1IS teBodfrafis ignadivalusy Fmythe wser
fo'rﬁm@@la SR Wy iihead Heﬁ:’efﬂiy JS 49 g b e dgf’i%v(\?g access

conputer 100. Service 150 ‘may be any device, Séervi
togpggkivégei 880-or function to mhlch processor 120 or a
user of system 100 may require access. For exanple,

AR Y50 LR I M, cp e
ingdahfibasehowrf ide sysietrileited [ 809660 boot.he HRSE 500

f o eratlons a user may attenpt to
0 g rt of an entg;prlsén)or corporate wide area

ma
network or local area network and generally includes a
user interface 210, a controller 215, and an application
or service 220 connected by a communications network 225.
User interface 210 may generally be part of a 1local
computing device 230 and controller 215 and service 220
are generally remote from computing device 230. Local
computing device 230 may include one or more processors
235 for executing programs 240 stored on a storage device
245. Computing device 230 may also include an external,
removable storage device 247 for storing a local formula.
User interface 210 may include a display device 250 for
presenting information to a user and one or more input
devices 255, for example, a keyboard and a pointing
device, for inputting information, queries, responses,

and commands.

[00068] Controller 215 may operate as an authentication

server and may include one or more processors 260 and a
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access service 150 through controller 115. Controller

115 initiates an authentication session as described
W@bwse3ese determne if the user is eligible, hesr/US2004/032507

perm ssion, or is generally allowed to access service

150. If the user provides the proper credentials, that

is, the proper application of assigned values to the
steagq oﬁﬁgﬂgibg deéscr Eped Herwing  poporembertHal5 control

|l o Q_Seryij 150. [00Q67] Figure 5
t}?% I u%??@%%gf%an%ﬁ%er %ﬁ%%%ls?r%ﬁt ) %t he GV ESion shdfn a2
awshentdicsttridiut eedrsist,emcaRRro3ustrem2360 My bepRakteof to

an enterprise or corporate wide area network or local
a%ﬁ'&%" S ICTHRI letrer @Y ¢ néBldes & uaiar i af erpaputing

ddhe 2 FPNt r@hdera en@fga@foﬁppébﬁ@%&?ﬁegggfgiéé%%ates

220 connected by a communi cati ons networ

td npyevade 230rwiege geReér atdy dwenparinef daviiceal230 or to
ntroller 215 and service

onput i n evi ce 230. and
& ar%?r%éunelrnaﬁ | y*TEhDT e %SBm Srp R THY e PTE 23D, 220-
Cdrmeal11eempuBonNgaleyi CpdBd &Yy tdcldide@ne @b FABLe among
processors 235 for executing prograns 240 stored on a

CAPRETE SdevPEe 29BStEBMPAIhg devdere Zm%ycantamfl of
i ' or vige 247 fo
SR a0 S5 59l TDUBELS, S0 A0 PR O

storing a |l oca i nt'er .
Camtglaidera dilsplmyydevise 25Dfigte preesenrijengcapacity for

BR8N BaRhen ey SR8 cone an

autOlentipittiong &BL-Qemat i eBnt@uenELes, 2A6SPRRFESep8Pbte to
commands . [00068] Controller_ 215 may operate as an
autemdAcieE st | Iheer vempasdngaydsicterle 23he or. .nD2Wn - and,

up%%@%ﬁﬁ§ﬂﬁﬁﬁ%%%i%%g %movide other computing devices 275;

275, with access to service 220 and to other services

2701 ... 270;.

[00069] In this embodiment, programs that control the
authentication processes and sessions may be distributed
among storage device 245 and storage facility 265.
Portions of the authentication processes and sessions may
be performed by processors 235 and 260 under control of
programs stored in storage device 245 and storage

facility 265, respectively.

[00070] Service 220 may be any application or service to
which computing device 230 or a user of computing device
230 may require access. For example, service 220 may be
a data processing system, a computational service, a
content delivery service, a data base, a file system,

etc. Service 220 may reside within computing device 230,
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19storage facility 265 for storing prograns that
control the authentication processes and sessions. A's
w@pooansdsent i cati on server, controller 215 nay PEEDS1084/032507
to authenticate conputing device 230 or a user of |
conputi'ng devi ce 230. Upon aut hentication, controller
215 operates to provide service 220 to conputing
caleviekl @302 0¥, t oraklagw womisle iatgzvdmn’re:ewz?ﬁ%ﬂihg s§eEems 200
service .220. Control.ler 230 al so operates to direct
OF 4 { TSR oo s TORRIH 200 THRIE (HeD -
control of instructions or progranms stored in storage

[deeT1] tymAGhiceenbhel hetwdik mBY AkFO iRLIVELE $4ONAGK or
capacity for conputing device 230 within storagé

NYWITH t Wb lR dirauttemudaatdeiser oy, commdld,er the
adt k ' c uting
e S R e T o P
wintdlers £ omputvionds ,dewi cesr2d5 netwd7b, Wid hEQEAREl t @rivate
ervi.ce éﬁ]g and to other services 270 270 . [00069],
DY s (ERBbdShEnt, pPPOYHAREREHAE BBHt i ehecuted using

ardpthertdiad I IIQSeS Sasc B rRESSIANS MY, Bep/1p, etc.
i stributed anong storage device 245 and ‘storage
facility 265. Portions of the authentication processes

[GHRF ZedBi 6he wayrse [ foraiar inpspracesedr vag3stanupt to
ac?cf@sém%eér\&% r (sz Oo.f pr %ﬁl@rg’%lﬁteg e% 15" %to%ri[%%%&gg%lrce is

245 and storage facility respectively. _
n@arfdiesk 280 nmyheébe anyeappkicatdwresy. servikert o ewBinghle,

cSEPIAE S04 5, 90,08 3, el o, commut i ng, deyice 220
adlddss PEEEESEENQ 2RY ShLARra RANRYI At ONRl-oS8EWICEst Sred in
storage facility 265. As another example, service 220
may automaticaliy route all access attempts to controller
215 for processing. Any other suitable method of using
controller 215 to control access to service 220 may also

be implemented.

[00073] Controller 215 initiates an authentication session
to determine if the user is eligible, has permission, or
is generally allowed to access service 220. Controller
215 provides computing device 230 with data and commands
to display an arrangement of variables on display 250 and
prompt a user to provide the result of the user formula.
The computing device conveys the result to controller
215. Controller 215 also computes a result using the
user formula and ~values from the arrangement of
variables. If the conveyed result and the result
computed by controller 215 match, controller 215 allows

access to service 220.
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content delivery service, a data base, a file system

etc. Service 220 may reside within conputing device
wWQ3ds0x3econtrol | er 215, or may reside anywher eP@u/Uki004/032507

system 200 or in conbination with any conponent of

system 200. [00071] Communi cations network 225 may

i nclude any link or network suitable for

[crmahileatthds, embodénanpl, ewhehe al nisemmétas ting llRmehited an

Swi t ched Tel ephone Network (PSTN) a wirel ess network,
AgtafokenNefiiBekion @Fr daarrpbedapbonerwitie (peR)l dogmula

ni LQn y..he cuted usij a i.tahl e.
P b8 R R SISE SO, QYo S L NER g, 207,
Operdtheowoucsetht Apesdt ifusmddseinobydahyeipkek@ing the

access service 220. Controller 215 nonitors or is
et i f ofthhe URSeniBT Hcedst B2 Ska] e the result

v&AMpOL |l en 2he MR APHdQh1and iddereeRy ahhuabt ePBhS the

to access service 220 under control of prograns stored
afypngonenfe fefci Varya28ss Aistanother egabplef ddrevi decal

220 y aut.omatical.ly route all .access attenpts.t
ESIEY | BP2 T R 688 AT Aly SEndriSul Pabt e ormula
mdpt O doof foBhed Pnar ol lient 2pob@afORunAli naC oS ToiPuting

service 220 may al so be inplenmented. [00073 _ _
deniie of Per 2 PFerRtirREe LRt FeReT e afreRudas sileg luging

LA IBAC L LR ARET 1% ChighbbEnches JeT theshhiles Olinto
I's generally allowed to access Service 220. Controller
tl Supeovifdesndenpin | bhedendmoee23Domnthadates arelll as the

commapds.to displ ay.an rangemnent of variabl es _on
refi's prhy t580 I 1 ORpE™ e BiseF o STBUIGS e T eEBFELbr OF
thderstnstel Foriuaa T, COaPPErAgriled @8 conveyseth@rogram
result to controller 215. Controller 215 al so conputes
Oy FPELTRLIRT ML he
[00075] Figure 6 illustrates another embodiment of the
invention shown as a distributed system 600 for
electronic business transactions or e-commerce. System
600 may be Internet based and may use the World Wide Web

as a common communication medium. System 600 generally

provides all the features of the previously described

embodiments and includes a number of users 610; ... 6104,
a controller 620, and a number of applications or
services 650; ... 650,. Users 610; ... 610,, services 650,

650y, and controller 620 generally  represent

independent entities, for example,, business entities,
that are connected by the Internet 660. For example,
users 6107 ... 610, may be individuals accessing the
services or may be computing devices accessing the
services under program control. In one embodiment, users
610, ... 610, may pay a fee to access one or more of the

services 650; ... 650, and a controller 620 operates to
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user formula and values fromthe arrangenent of
variables. If the conveyed result and the result
w@oopisssd by controller 215 match, control | er RABUS2004/032507
al l ows access to service 220. 21[00074] In this .
enbodi hent, when a user has inplenmented an
Aut oToken(tn) function as descri bed above, the | oca
cdrorrall a spayhbe staret onhexuehnal autleanvabheishor age The
devi ce 247 Hé?erations on the | ocal, farnula, includin%
CRFKAEF PR RETESAT ©F0x he kO GPmAH™ MY aBRY off Tee
td he fesuldnmatiabl e igpdhecdocal bor mitRe |1 NgEEELRY  ang
val ues fromthe arrangenment of variables into the rest
augtheritd deddain f semvligzesand cOmpetri ngusheesesubtrehgements
| ocal rmul a _may be_ performed b client_ progra
A ngTon CORav ng” Hevt e 258 eRePR: | L on SPREoLler
opefaicr f erraul 3l sioncleaditrgpilasedt.i ng vahueslfiieem the may
. arrangenent of variables into the user fornula in the
1ndiice I R J1C%R MEPFeRRChet #osfOBf SKREUE ERFL Brograms

63Pr A Q?ﬁgﬁQﬂPUtﬁégktr] s icofidhe L850t §ccess  to

formula nma e performed by a server program on
seporitaed | 650215, . [ 00098]. Fi g@oat&allllexst 620es oproehies to

l.nent of the i ti di strihuted
=T BO0 16181 bt Poni ¢ bl east 1 ahdadtFORGprone ©F

mcrel HEBFiGRs B3t em. 60@smpytbeahnbhet Reht baseddandeday The
use the World Wde Wb as a commopn conmuni cati on

SHRARE St em 60658en8RY] APPSR deBY aSETVHE S e uBd ch
h revi ousl escll.be [ nd:i a._
e ber B users LA g e R 4TS,
cammehere of rapphctadtnens oFoseranagsl&650servs®s. &8ers. ..
610 §§rvices 650

1 . :
6§%n0 may inc¢lude merchandise purchasing systems, data
processing systems, ' computational services, content
delivery services for delivering text, audio or wvideo,

etc., all participating in commercial transactions over a

network, such as the Internet.

[00076] In system 600, one or more users 610, ... 610, may
routinely access services 650; ... 650,. Controller 620
monitors or is notified of the attempted access. For

example, - controller 620 may monitor and intercept all
attempts to access any of services 650; ... 650;. In
another example, services 650; ... 650, may automatically
route all access attempts to controller 620 for
processing or otherwise mnotify  controller 620 of an

attempted access.

[00077] In response, controller 620 initiates an
authentication session with each user 610 to determine if

the particular user is eligible, has permission, or is
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650, and controller 620 generally represent
i ndependent entities, for exanple,, business entities,
w0 bas/0385e3 connect ed by the Internet 660. For eRENPE®N4/032507
users 610 610 may be individual s accessing the .
serviceés or may be conputing devices accessing the
servi ces under programcontrol. In one enbodi nent,
geRerslbirllogdd hmmyapapsa the tameacweswmesarviveEe 650,

of t servic 650 ... 650 and a contropller 620
’bbergggg'to 2 cd%??olu?e§uc (%ceggéYﬁ %ﬁghtﬁe proper
coedEetiaTal | thatThe perakor robeser o688t 656F . .thdb5Qser

in turn nag pay a fee to a controller operator for
Eeraube cag sdanar tieAchereani onossrpildes. 6@0herd Lowsi messss

£8! ER0URIENL S DAY LD, PISEL 83 SELVi e operators and

contr operator are So contenplated. Controller
.620 may include one or nore processors 425 for .

[exetsl iIng gyrddreanseB30diment cont neleus®&r0 may attempt to
aut hentication and access to service

50 650 .
AContT of er ©620°6peFatdd °ES §ﬁ¥ﬁenrrcngnu¥EF§e6féF??? to

t10d Oserafdet Q sPrpdte=dNEn Ol MHE- 158K 1 6851650 corf®3Bller
to an authenticated user. The services 650 650 may

620icl ttle BAYLEERYi ceTt o2RRivRLWseMONGLOrs. . theo mipempted
Lre acggss . i-ng %ggp ra ctions.

a%ﬁ%ﬁ%] e, sgrﬁvi ces gg%en’ g‘% rraé/flf%%:l uggam?gﬁgﬁafggé an
apthehastaigl gy st e sidat a pricdessichg syssens, 610. An
onput ational services, content delivery services for
a‘%‘%ﬁ*{%?ﬁ‘iflf'exf”, 1§ di%é%r?iﬁ dBo, PRIEEIM gPF an operator,
cheyEi Paidde FOrR@IACES| Bhet 13R$AGHIORBAOVEE Bnly valid

network, such as the Internet.
for a single use. The user 610 enters the result of the
one time user formula and is generally allowed to access

the one or more services 650; ... 650,.

[00079] Figure 7 shows a system 700 that wutilizes an
embodiment of the present invention for securing data
sent as part'of a message, for example, by email. The
gsystem 700 includes a message originator 705 that
utilizes the authentication system 710 of the present
invention, a recipient 715 and a communications network.
Both the originator 705 and recipient 715 include one or
more processors, memory devices and programs to support
message transfer and authentication operations according
the present invention. The originator 705 constructs a
message, for example an email, that includes data the
originator 705 wishes to secure. A block diagram of such
a message 810 is shown in Figure 8. The data 820 may be
included as part of the message or as a file attached to

the message. The authentication system 710 includes a
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[00076] In system 600, one or nore users 610 610

may routinely access services 650 650 . Controller
WG2®s088373 ors or is notified of the attenpted BCTESHNG/032507

For exanple, controller 620 nmay nonitor and intercept

all attenpts to access any of services 650 650 . In

anot her exanpl e, services 650 650 may automatically
wrzRpper afRSavddds tHid onpisage 800t eold elatBR0820r that will
. processing or.otherwi se notify .controller 620 of an
L T ERET ol alBEE5 L Bb077) SEPeEBpGHLb, SEBKCPEI PEFSBS0 to
théli dhed es2@nualéBentheatboNpsessi oNsWorBagaeh sl filer

to determne if the particular user is eligible, has
crRAREAbh, or TRe23penerat| yial | 6ed t 6oaversd tive the

r er vj S . .1 he user .
rQOf DnO LB LT VEGES O2hBPE [ LbiROP HOChrRMara  email
prasutdl of the user fornul a as descri bed herein,_

controller 620 all ows access to the desired service or

(ces. [00078] .1 n another,enbodi nment, user 610
LGP BRrp: A Rt T oPROFR sy, e 8G S  Eopseen
thhemesaceess t oridewsapyese 15i01ant6d £ Au@BRMHIMtion

basis. Controller 620 Is notified or actively nonitors
SRR ¢ eHpTRIPBERS s8N PHTRBIPHAREE, acorthdin etnePdgure 3.

i Ritiates h i io ' W t.he. us 10
ZXAE%E n1nigggg?g%,ea%ig%khagrg§§ggggggr%£1orE%ﬁ %%n%rated
wioipdr atoryseonvelys asaser dothahaitetite usersBdA tRat be

.15 .0only.valid. for a single use. The user 610 enters

13#%3%h%ﬁnﬁ%ﬁﬁiqqugﬁﬂ%§Q%ﬁﬁ¥Lﬁ&ﬁ'fornula and is
generally allowed to access the one or nore services

[d@81] ThEOoriginator 705 determines the result of the

originator’s user formula and then conveys the result to
the recipient 715, generally through a method different
from the one used to convey the message. The recipient
enters the result and, if correct, the wrapper 825 allows
access to the data 820. Once the data is closed the
authentication session ends. Each time an attempt is
made to open the message, another authentication begins
with a new arrangement. Thus, the arrangement includes
new values assigned to the wvariables and requires the
originator 705 to again determine the results of applying
the originator’s wuser formula. Therefore, if the
recipient 715 attempts to open the message again, or
forwards the message to another, the previous result of
the user formula is no longer operable to open the

message and the originator 705 may be notified.

[00082] It should be wunderstood that the foregoing
description is only illustrative of the invention.

Various alternatives and modifications can be devised by
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[00079] Figure 7 shows a system 700 that utilizes an

enbodi nent of the present invention for securing data
w@ems/038s7part of a nmessage, for exanple, by eneCT/US20h€£032507

system 700 i ncludes a nessage originator 705 that _ .

utilizés the authentication system 710 of the present

i nvention, a recipient 715 and a comruni cati ons
thesswrdkiHad time 6hiegi aator widboand depapisng Zfm the
.include one or, nbre. pracessors, nMenpr evices apd .
ISR t o s&ﬁ&ﬁ?dﬁ%ggége %iﬁnsﬁﬁ? invention  1s
it | eat iedbrerer allipnsudiCcandierdathechl esHifications

i nvention. The orjginator 705 constructs a message,
andvakkRRres afh e fall hwtthanl Ghes sgape offe the appended
oPLiginator 705 wishes to secure. A block diagram of

such a nmessage 810 is shown in Figure 8 . The data 820

may be included as part of the nmessage or as a file
[Re8xhBbato ishelmessdges:The authentication system 710

i ncl udes a 24w apper 825 with the nessage 810 and data

820 that will initiate an authentication session and

prevent access to the data 820 unless the recipient

715 produces the proper credentials. The nessage is

t hen conveyed to the recipient 715, for exanple, using

a standard email protocol . [00080] Upon receipt, the

reci pient 715 attenpts to open the nessage. The

wWrapper initiates an authentication session,

di spl ayi ng an arrangenent as shown in Figure 3 . A

return receipt to the originator is also generated

whi ch causes the sane authentication session to be

initiated for the originator 705. [00081] The

originator 705 determnes the result of the
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originator's user formula and then conveys the result

to the recipient 715, generally through a nethod
walpdobmsssmy from the one used to convey the nmesREnES20041€32507

reci pient enters the result and, if correct, the

wr apper 825 all ows access to the data 820 . Once the

data is closed the authentication session ends. Each

ti mejan ajt ' : anot her
Ut hsat i ot fon bagy Peics bR EBE I DRCARaSREE s 31 o
t he arrangenent includes new val ues assigned to the

vari abl escasdt irguinesuthenbi gt hahoke?05nt ahagdio’km of a
determ ne_t he esul#s.of applying the originator's

user fornmifa ﬁ%ﬁ?% dfe, if the recipient 715 attenpts
to open the nmessage again, or forwards the nmessage to

anot her, phes@ieinPusar esidelr ofwidle user HerEUbLBMERLNO of
| onger operable to open the message and the origi nator
705 nmay bERRHIPI¢Rd. c3opomgignedural we: under st ood
that the foregoing description is only illustrative of

the | nvenisonyidari eue aldeialdyes angod L cat 008, g

can be devised by 25t those ed in the art w
departi ngvéromrldre imvehei oaerAfoomdiagbpd tdadcpleseny a

inventiongjs_intended to enbrace all such
aIternati%%é?tﬁ%ﬁ?gﬁ%hfﬁgis and vari ances which fal
within the scope of the appended clains. [00083] What

i s clai mesutisent26datirdy ustle aukbent feattipd nEthad result
conprisiqg: reati ng an authentication key in the form
of a user ??ﬁ a;a second result of & separate and

independent calculation of the user formula.

2. The method of c¢laim 1, wherein the wvariables

comprise letters.

3. The method of claim 1, wherein the arrangement
of wvariables comprises letters in alphabetical

order.

4. The method of claim 1, wherein the assigned

values comprise numerical values.

5. The method of claim 1, wherein the assigned

values comprise randomly generated numerical values.

6. The method of c¢laim 1, wherein the wvariables

are arranged in a 10 by 10 matrix.

7. The method of claim 1, comprising providing the

user with assistance in creating a user formula.

8. The method of claim 1, wherein the user formula

includes one or more custom operators.
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presenting a user with an arrangenent of variables,

each assigned a value; applying the assigned values to
woreioslsssgs vari ables in the user formula and caPCUs20041g32507

a first, result; and authenticating the user if the .

first result matches a second result of a separate and -

i ndependent cal cul ation of the user formula. 2 . The

net hod "of ¢ aPFFRodwREr Eilaimhe v atheis as ‘Ehﬂrﬁpmge or more

lett . h f aj rein the, .

arrgﬁgiﬁ%ﬁto%%bggﬁ?%b?g§9%%%%r%ggénﬁgﬁggr§s§801ated_Wlth

al prabes¢cafoomdén. variabie mbiahodpdlicdaidn falweer@idn a

th J d val ues conpri.se nunerical values. 5 . The
ma:e ﬁ%gxslo cT atth # Swhér&rHePRECadidinels vaftigst from the

Cconprd s Tt a3y gasmes at ed nunerical values. 6 . The
met hod of claim 1, wherein the variables are arranged

ina 10 by 10 matrix. 7 .. The nmethod of claim1,
conp"rq 'Si %"epr‘?ﬁ/t‘rl”&%goﬁ helaigerl w Wlhea@snsthacas!err formula
creaty seppkor nul a. S hod of claim1
whe?gFﬂg¥%§yusgPEfo?#%Iangﬁgludggﬂg%%o%? nﬁﬁ%?%usf%ﬂﬁlude
operc#egradi2izg for Thee niet hie afseal dovniilsher ein the

‘one or nore customoperators includes a function

assqgi at Wth.a . er, f.ornul a varLabIe.that applies
a vgﬁUe ﬁ?ﬁhﬁ§n$5¥%éﬁféﬂ@ﬁniﬁg.§FW§ﬁ§éﬂ%¥h-that i s
of fset fromthe associ ated vari abl e.
creating a local formula having a wvariable for

receiving the first result and a remote formula

having the user formula; and

authegticating the user if a calculation of the
local formuia matches a calculation of the
remote formula.
12. The method of claim 11, wherein the local and
;emote formulas include at least one of variables,
constants and operations that are randomly selected

and ordered.

13.  The method of claim 11, wherein the local

formula is transportable.

14. The method of claim 11, wherein the calculation
of the 1local formula is performed by a 1local
computing device, and  calculation of the remote
formula is performed by a controller remote from the

local computing device.
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10. The method of claim1, wherein the user formula
i ncl udes one or nore functions that include operations
WO 05038573 n the user forrmula. 11. The nethod oPCT/US2003/032507
1, conprising: creating a local formula having a
variable for receiving the first result and a renote

for a having the user formula; and authenticating
the Tbor THe eI GF | SHAOR Ehevhosains bhrultment Sheaula

a cajgu j he . f&mt 0 | a.. . The t hod of
cl ai irfltlj,ahaﬁglrlgiﬁﬁat %él 'oca aénggge?r%trgtf o]f?rﬁlug{? fncfudes
i nclddenatchasmestteyrse. of vari abl es, constants and

operations that are randomy sel ect eld anld ?r derled. 13.
The th of c¢laim 11, grein the | pca ormula is
tranis%'or?gb e ﬁf.én'l%% ‘Frﬂ‘di?%dl of EREEF IR 150 e wikr nEereula

cal auflidtiizes of vabheedocalssfiopad a s P%Bﬁr@ég%ﬂeé)y ®Ff the
| ocal . uti ng device, and cal culation of the renpte

f or rﬁﬁr%‘% TFEY of Fedlepy gmatent s ¢ bfic efiet b Fromitibain a
| ocale G WHAGdevi ce. 2815. The method of claiml,
wherein the user formula is constructed such that the
first result includes dummy characters . 16. The

met Hdd ofThel aiekhbd wiferddianin He, uglesrdéind e widdy Z@$rmula

val i.gned vari ables.of the arrangenent to
desilig%&%gﬂ%ggegi flg"gslegt t EPEC%*PH nt825ectRPn phPgdeivation,
t Presents the user with a new arrangement .

18. The method of claim 1, wherein upon
authentication, the user is permitted to access a

local service.

19. The method of c¢laim 1, wherein presenting the
user with the arrangement of variables is performed
by a local computing device, wherein +the separate
and independent calculation of the user formula is
performed by a controller remote from the local
computing device, and wherein the user is granted

access to a service upon authentication.

20. The method of c¢laim 19, wherein the user,
service, and controller are business entities
participating in commercial transactions over a

network.
21. The method of claim 1 further compri sing:

providing a wrapper that initiates an

authentication session according to c<laim 1;
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17. The method of claim 1, wherein the user formula

i ncludes a reset function that upon activation,
WEe@sSMOsHs33 t he user with a new arrangenent . 18pPCT82004/032507

met hod of claim 1, wherein upon authentication, the

user is permtted to access a |local service. 19. The

met hod of claim 1, wherein presenting the user with

the arranGRFeREUbRtiRT | aBl esicissaus f ovirbl bydatd och  the

conputi ng,deyiee, wherein the separate and independent

cal cul ation of the useir forrmula is perforned by a

controller renote fromthe | ocal conputing device, and

wher ei n theitbeting grihted asthenttica S8 Vi€EsUONFor a

aut hentication. 20 The nﬁt hod. of claim 19, wherein .

the user, Service; “Sn8 &8ht rHtd e aPECHRS: nedkhentication

entities pagdich patbhg bN GRIFI|ISL al L ARSAGH,0N r
a network . 21. The nethod of c%ﬁjm(lD f%rther SUI%(I? an
conpri si RECHRNVI R MPe whepmessadaeiinitiates an

aut henti cation session according to claim1;

29encapsyatd \gh & PSssage .t h in th pper.;
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nmessage red@idmutirhtd coedamnd sadbohf cat i on sessi on

for a nessage originator upon an attenpt to open the

nmessage; Wﬂrg ng a,user formula result fromthe |
second adthenticati on Sessio ;esm{Lt to the first
authentication session; and

allowing the recipient to access the message

and data upon authentication.
22. A system for user authentication comprising:
a user formula;

an arrangement of variables, each assigned a

value;

a first result of applying the wvalues
associated with the arrangement of variables to
matching wvariables in the user formula, the

first result being input by a user; and

circuitry for performing a separate and
independent calculation using the user formula
to obtain a second result, and for
authenticating a wuser if the first result

matches the second result.

23. The system of claim 22, wherein the variables

comprise letters.
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providing the result to the first authentication

session; and allow ng the recipient to access the
wore@sasgs7and data upon authentication. 22. A spEI/ER0049632507

user authentlcatlon conprising: a user formula; an __.

arrangenent of variables, each assigned a value ; a

first result of applying the values associated with

t he 24 r arlenesitsiegm vaf | abrés 8, nitheleay thei ablresgement

the<¥§ervggiggig%rt%%m5ﬂfg 'wﬁ&gé é?gnglhnpéhg%§betlcal

user; and Circul orn1ng a separ at
i ndeqedsent calculatlon using the user fornmula to
obtain a second. result, and for authenticating a user

if t flrst result nmm ch s .the second result. 23. The
system of [19 af¥Fssem r LA Fhe2Sar MREEELNc IR | @gsigned

| et b e W TR ST O Chai@22, . wherein the

arrangenent of vari abl es conpri ses letters in
al phabetical order . 25. The system of claim 22,
wherd n (e asgFgABRd Al Gdsimona? i swheusdni cite vakgdgned

26. Jmeysg of o dlaa[r#%c?%l nggq{ee}da{kéi‘%&éeﬂl%%] values.

val ues conpri se ran numeri ca
27. The systen1of claim 22, wherein the varlables are
arr adiged The asgStoy oF mﬂaim.zz, wherein the wvariables

are arranged in a 10 by 10 matrix.

28. The system of claim 22, wherein the one or more
custom operators includes a function associated with
a user formula variable that applies a value from a
variable in the arrangement that is offset from the

associlated wvariable.

29. The gystem of c¢laim 22, wherein the user
formula includes one or more functions that include

operations for use in the user formula.
30. The system of claim 22, comprising:

a local computing device for storing and
calculating a result of a local formula having

a variable for receiving the first result;

a controller remote from the local computing
device for storing and calculating a result of
a remote formula having the user formula, and
for auﬁhenticating' the user if the result of
the local formula matches the result of the

remote formula.
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28. The systemof claim 22, wherein the one or nore

custom operators includes a function associated with a
wais@s/08ssrarul a vari abl e that applies a val ue frPOT/ES2004/032507

variable in the arrangenent that is offset fromthe

associ ated variable. 29. The system of claim 22,

wherein the user fornmula includes one or nore

f uncBilons Theatsysidnudef opéradti @ts foretsini bhehelasdr and

formul a. . 30._The stem of _claim22, conprising: a,

| ocaF SB8FFuti g cén?g\ld§t Gt nﬁeaa% gg?cﬁfatVﬁﬁlﬁbleS'

resubbngtadtkoGald foperh @i hayi BHa8 ¥akl allidlly selected

receiving the first result; a controller renote from

t he RodaPrésipdt-i ng device for storing and cal cul ating

a result of a renote formula having the user fornmnula,

and ra ent.i I.ng_t-he if~the o] he

Iocaﬁgfor#&Fa %g%gﬁgs fhe ?géﬁﬁt %?’th%ﬁgéﬁ%%e £h£ local

f or mibamul343is thenspsteabat.cl ai m 30, wherein the

| ocal and renmote formul as include at |east one of

vari abl es, constants and operations that are randonly

sel ected and ordered. 32. The system of cl ai m 30,

wherein the local fornmula is transportable. 32
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