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t ) This invention'reletes to the data processing field.
More particulerly, this invention provides for automated
'enfollment of a computer system into a service network of

computer systems.

The following co-pending patent applications are
commonly assigned filed on the same date as this patent
application, and are related:

‘ European Patent Application number
Entitled : FLEXIBLE SERVICE NETWORK FOR COMPUTER

SYSTEMS

European Patent Application number
Entitled : TRACKING THE RESOLUTION OF A PROBLEM ON A
COMPUTER SYSTEM IN A SERVICE NETWORK OF COMPUTER

. SYSTEMS

European Patent App;Jcat;on number
Entitled :PROBLEM: §§EVENTION ON A COMPUTER SYSTEM IN
A SERVICE NETWORK: OF COMBUTER svsTEMS

_Serv':icing midrange .ang: mainframe data'-proc'essing'
systems is a major seghment9f the data-processing indus-
.try. A manpfacturer or large'company may employ as many
people for repair and service as for sales or for develop-
ment of hew systems. Servicing requires extensive net-
works of service repreeentatives, parts inventories,
software, and physical facilities. Ironically, the ser-
vicing of data-processing systems relies heavily on human
labor and mental effort..
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SYSTEMS Eur opean Patent Application number Entitled : TRACKI NG THE

RESOLUTI ON OF A PROBLEM ON A COVWPUTER SYSTEM I N A SERVI CE NETWORK OF

COVPUTER SYSTEMS Eur opean Pat ent Appl.i cationgnunber Entitled : PROBLEM

PREVENTI'ON ON A COVWPUTER SYSTEM | N A SERVI CE NETWORK OF COVPUTER SYSTEMS

Servi cing m drange and nai nfrane data-processing.systens is a maj or segment

of the data-processing indus- try. A manufacturer or |arge conpany nay

enpl oy as many _ o

-U.S. patent 4,654,852 proposes one step toward more

automated repair of data-processing s}stems.. That patent
allows an operator to run problem-determinatiop.procedures
(PDPs) stored inh the system itself. The PDPs can them-
selves determine which components are present in the
systém and run tests against them, using the results of
previous tests to determine which EDPs to run next. These
PDPs can also reguest the, K operator to pérform actions,
such as setting controls, disconnecting cables,'and re~
starting programs. The PDPs propose problem solutions as
messages to the operator recommending that certain actions
be taken, or that certain service .représentatives be

summoned.

A qentralized service data=-processing system has also
been estabiishéd; for examplé, the IBM "RETAIN" network
has been available for many years. A customer can tele-
phone the nation-wide facility and relate a problem on his

P system to a service representative, either a customer
engineer (CE) or product support staff. The repfeéenta-
tive attempts to diagnose the prdblém.by asking the cus-
tomer what symptoms his system experiences, and .what
hardware and software components are present on the éys-
tem. As the customer answers these guestions, the service
rep enters certain key words into a terminal. When he is’
satisfied that he has sufficiently characterized the
problem, the rep accesses one or more problem-management
data bases stored in the central system, using the'key
words as search arguments. Each entry in the data base
has one or more key words and descriptions of proposed
solutions for problems involving those key words.

European Patent Application.89.480038.2 discloses a
computer system that is able to detect a problem and send
a service reques; to a central service systemn.



peopl & for repair and service as for sales or for devel op- nent of new
systens. Servicing requires extensive net-;works of service
representatives, parts inventories, software, and physical facilities.
Ironically, the ser- vicing of data processi ng systens relies heavily on
human | abor and nental effort: 2 U S patent 4,654,852 proposes one step

toward nore
The central service system receives the service request

and checks a database to see if a solution to the problem
is known. If so, solution information is automatically

sent to the computer system.

The -above patent application to Calvert et al repre-
sents a significant advancement in the field of computer
system service. However; the patent'application computer
systém rquirinq service coﬁld only send service requests
to one central service system. In addition, if the cen-
tral service system could not find a fix for the problem
in its database, it had to notify a support center where a -
human being would have to look into the broblem further.
The central service system could therefore only automati-
cally fix a subset of the problems likely to be encoun-
tered by'thg computer systems ibokinq to. it for service.
This'p}oblem is imgnified when one considers that most
computer systems today contain. ha:dware and software
manufactured by several different vendors. In addition,

" computer -systems céh be radically different in hardware
and software confidurations and capabilities. It is un-
likeiy that one central service system will be able to
adequately service the diverse problems likely to be
encountered by perhaps hundreds or thousands of computer
systems depending 6h it for service. This computer
system also lacked the ability to efficiently trgck the
resolution of problems, or to request or receive problem
prevention.

It is a principle object of the invention to service
problems in a computer system in an efficient manner.

It is another object of the invention to have a
service network of computer systems to efficiéntly service
problems.’
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aut omat ed Fepair of data-processing systens. That patent all ows an operator
to run problemdeterm nation procedures (PDPs) gtored in the systemitself.
The PDPs can them selves deternmne which conponents are present in
the system and run tests against them using the results of previous tests
to determ ne which PDPs to run next. These PDPs can al so request the

operator to perform actions, h as set 99088&;{0&3 ﬂgﬁ :ﬁx%ﬁ g,; " build a
et

cables, and re- starting progra ose em so utlons as
messages to the operator réeamdpﬁﬁ’ctxﬁatf%rerf%ﬁvﬁcéﬁq| BRebisms t‘é’ke‘h °°BP“ter
that certain service reprggetémtinves efifécient manner. _

It is another object of the invention to automatical-
ly enroll a computer system inte a service network of

computer systems.

These :and . other objects are accomplished by the
service network disclosed herein. '

| A service network has several computer systems' con~
nected together. A computer system can either be a "Ser-
vice Requestoi'" (SR), a "Service Provider” (SP),- or a
hybrid of the two, a "Service Provider/Requestor" (SP/R)

The .aervi.ce network is built by an enrollment process
that adds computer systems into the service network. A SP
(or' SP/R acting as an SP) 'already in the network can
initiate the enrollment of an SR (or SP_/R._acting 48 an SR)
inté the network. In addition, a‘'SR (ox; SP/R acting as -an
SR) -can initiate a request for enrollment into the net-
work. If such a reqguest is initiated, it must be approved
by the receiver of the request: The request can .be ap- .
proved automatically or with human- interventi’on. '

Fig. 1A shows a simplified service network of.the
invention.. -

Fig. 1B shows a more complex service network of the
invention. - i

Fig. 1C shows an exemplary service network of the
invention.
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surmoned. A centralized service data-processing systemhas al so been

est abl i shed;

many years.

for exanple, the |IBM"RETAIN' network has been avail able for
A custoner can tele- phone the nation-wide facility and rel ate

a problemon his systemto a service representative, either a custoner
engi neer (CE) or product support staff. -The representa- tive attenpts to
di agnose the problem by asking the cus- tonmer what synptons his system

experi ences,

and what har dwg@ig. ans sEeHs vial exeosedgetdnplakesqrvdse Niettidrk her

sys- tem As the custoner ansgg&éigﬁese guestions, .the service

Fig. 2A shows a block diagram of a service requestor
of the invention. ’

Fig. 2B shows a block diagram of a service provid-
er/requestor of the invention. :

Fig. 2C shows _a block diagram of a service provider
of the invention.

Fig. 3A shows the fields contained in an entry of the
problem log of the invention.

Fig. 3B shows the fields contained in a service
regquest of the invention.

Fig. 3C shows the fields contained in an entry of the
solution log of the invention. '

Fig. ‘4A shows  the fields contained in én entry of the
entitlement database of the invention.

Fig. 4B shows the fields contained-in an entry of the
support database of the invention.

Fig. B5A shows a flowchart of the enrollment of a
service requestor into a service network by a. service
provider.

Figs. 5B~SH show exemplary screens dlsplayed during
the enrollment process. '

Fig. 6A shows a flowchart of the enrollment of a
service provider into a service network by a service

- requestor.



fep enters certain key words into a termnal. Wien he is satisfied that he
has sufficiently characterized the problem the rep accesses one or nore
probl em managenment data bases stored in the &entral system using the key
wor ds as search argunents. Each entry in the data base has one or nore
key words and descriptions of proposed solutions for problens involving

t hose key words. European Patent Application 89.480038.2 discloses a
conputer systemthat is able to detect a problemand send a service

request to a central SEf\sCC 6BSYS ! SMBw exemplary screens displayed during
| the enrollment process.

Fig. 7 shows how the enrollment process shown in
Figs. 53 and 6A are approvgd.

Figs. 8-12 shows how errors are detected, analyzed,
and reported by or for a service'rgquestor.

Fig. 13 shows how.advisdries:are sent to a service
provider.

Fig. 14 shows how a service requestor can request
fixes for supported components of its computer system.

Fig. 15 shows the functions that can be perfofmed by
a service provider. ' :

Fig. 16 shows how a servicé provider processes ser-
vice requestsi

Fig. 17 shows how a service provider processes advi-

sories.

Fig. 18 shows how a service providér performs problem
prevention for a service reguestor.

Fig. 19 shows how a sérvice requestor processes data
received from a service requestor. '

Figs. 20A-20D show- exemplary problem. tracking
screens. ' '

Fig. 21 shows an exemplary screen graphically dis-
played at a console for tracking problems.



3 The dentral service systemreceives the service request and checks a

dat abase to see if a solution to the problemis known. If so, solution
information is automatically sent to the cogputer system The above. patent
application to Calvert et al represents a significant advancenent in the
field of conputer system service. However, the patent application conputer
systemrequiring service could only send service requests to one central
service system In addition, if the central service systemcould not find a
fix for the problemin its database, it had to notify a support center
where a human bei ng woul d have to | ookrasleOof contents

I. 0verv1ew

tI. Enrollment of a Computer System into a Service
. Network

III. Solving problems in a Serv1ce Network

IV. Tracking Problems in a Service Network

V. Problem Prevention in a Service Network -

VI. Appendix I -~ AS/400 System Management

Utilities User's Guide (unpublished)

1. Overview

For the remainder of this patent application, a.
computer system that requests service from one or more
computer systems and does not provide service to other
computer systems will be called a "Service Requestor", or
"SR". A computer system that provides service to one or
more computer systems, but can also request service from:
one or more computer systems, serves.a.hybrid, chameleon~
like 1role and will be called a "Service Provid-
er/Requestor”, or "SP/R". A computér system that does not
request service from any computer. systems but provides
service to one or more computer systems will be called a
"Service Provider", or "sp".

Fig. 1A shows a simplified service network of the
invention. SR 110 is connected via link 120 to SP/R 130.
SP/R 130 is connected via 1link 140 to SP 150. In - the -

. preferred émbodiment, SR 110, SP/R 130, and SP 150 are all
IBM Application System/400 midrange computer systems,
although any other coﬁpufer systems, such as mainframe
computers or persohal computers; could be used. Lines 120
and 140 are normally telecommunications links such as a
leased line or a public switched telephone network or
other carrier, but could be a direct link, such as a wire



tfie prioblem further. The central service systemcould therefore only
automatically fix a subset of the problens |ikely to be encountered by the
conput er systens looking to it for service. This problemis nmagnified when
one considers that nost conputer systens talay contain hardware-and

sof tware manufactured by several different vendors. In addition, conputer
systens can be radically different in hardware and software configurations

and capabilities. It is unlikely that one central ~service systemw || be
abl e to adequately ser V,} o;,glggldbé@reseo@r abhee® lddeql etwordxe ersaomm eﬂ%d by
per haps hundreds or tho

d f d t
service. This corrputer1 o & {5% ;@%EPQGH?L?Ol e???(r:blngn r¥ “’EOra Kk

the resol ution of probﬂ:emmnab? lt]@ reﬁﬂ?g’ﬁsﬁr FeRe1 3 IBFE)‘b‘fee%pﬁ?‘é?féﬁ
SUMVARY OF THE | NVENTI4#¥rage 132, and one or more terminals 133. SP 150 in-

cludes p'roc'essbr 151, storage 152, and one or more termi-
nals 153. )

Fig.' 1B shows a more complex service network of the
invention. Each SP/R is typically connected to several
SRs. The SP/R acts as a sérvice provider for these SRs.
Each SP/R is also typically-connected to several SPs. The
SP/R acts as a service re_questor to these SPs.: o

Fig. 1C shows an exemplary service network of the
invention. Lets assumé that SR 110 is a _i:omputer system’
for Pete's Catering Company, a hypothetical small busi-
ness. SR 110 communicates_ over link 120 te SP/R 130,
otherwise-known as the Software Fixit Shoppe, a hypotheti-
cal software repair company. The Software Fixit Shoppe

* communicates over 1link 140 tb SP 150, a mythical applica-

- tion software development company called Sam's
Spreadsheets. The Software Fixit Shoppe is also connected
to SP/R 146 (Really Big Computer Company), and SP 145
‘(Lot's of Words, Inc). SP/R 146 is further connected to
SP 151, SP/R 152, and SP 153. §SP/R-152 is connected to
SP/R 154 and SP 155. SP/R 154 is connected to SP 156, SP
157, and SP 158. ' -

SR 110.:_15. also connected to SP/R 170 over link 171.
SP/R 170 is also known as the Hardware Fixit Shoppe. S?P/R
170 is further connected to SP 175, SP 176, SP/R 177, SP/R
178 and SP/R 146. SP/R 177 is further connected to SP
181. SP/R 178 is further connected to SP 182.

Typically, Hardware Fixit Shoppe 170 and Software
Fixit Shoppe 130 would also be connected to hundreds or
even thousands of service requestors like Pete's Catering



If is fan object of the present invention to aneliorate one or nore

di sadvant ages of the prior art. According to one aspect of the present
invention there is provided a nmethod of enrolling a service provider into a
service network of conputer systens, said nmethod being perforned by a
servi ce requestor, said service requestor b&8ing a first conputer system.and
sai d service provider being a second conputer system said nethod :
conprising the steps of: identifying contact informati-on about said service
provider; determning a conponent list for which said service requestor
desires to receive seryhge; akiliddlilagbancenmectédrail mbes|BES okl SPYReithan is
contact information an fronls§ crponent list; transmtting said -
enrol | ment request to §3PﬁnserV|ce provi der; and receiving from said

service provider an enrollent confirmation notice which is responsive to
sai d _ The network of Fig. 1C is built by an enrollment

process that adds computer systems into the service net-
work. A SP (or SP/R acting as an SP) already in the
network can initiate the enrollment of an SR (or SP/R
acting as an SR) into the network. 1In addition, a SR (or
SP/R acting as an SR) qén initiate a request for enroll-
ment into the network. If such a request is initiated, it .
must be appfbved by the receiver of the request.

Once the network shown in Fig. 1C is established,

Pete's Catering computer system can automatically detect

problems with it's components (hardware, software, or

microcodé), build a service request describing the prob-

lem, select a SP/R responsible for fixing the prclablem,

. (either thé Hardware Fixit Shoppe or the Software Fixit i

P Shoppe) and send thé'service request "to that SP/R. The

SP/R fesponsible for fixing the problem . receives the

servi'qe request, verifies that Pete's Catering is entitled

to receive service, and checks a solution log to see if it

has the solution for the problem. 1If so, solution infor-

mation describing the Tfix for the problem, accompanied by

one or more software components, microcode components,

hardware parts order, and/or textual instructions, is sent

down to the SR. If the responsible SP or SP/R cannot fix

the problem, it checks to see if it receives support for

this problem from any other SPs or SP/Rs to which it is

connected. 1If so, it sends the service request on to this

SP or SP/R. This process continues until a fix for the
problem is found.

For example, let's assume that Pete's computer system
has discovered a problem with one component (al.so referred
to as a field replaceable unit, FRU, replaceable unit, RU,
module or object) of its spreadsheét application program.



enrol I'ment request. According to another aspect of present invention there
Is provided a nethod of enrolling a service requestor.into a service
network of conputer systems, said nethod being performed by a service
provider said service requestor being a fird¥ conputer system ' and said
service provider being a second conputer system said nethod conprising the
steps within said service provider of identifying contact information about
said service requestor; determning a conponent list for which said service

4 . It determlnes that the Software EJ.xJ.t Shoppe is respons1-
ple for fixing thls component, s6 it builds a service
request and sends it to the Software Fixit Shoppe. The

computer system at the Software Fixit Shoppe verifies that
Pete's Catering is entitled to receive service, and checks -
a solution log to see if it has the solution for the
problem. It can't find a solution for the problem, so it
checks to see if it receives support for this component
from any other SPs or SP/Rs to which it is connected. It
discovers that Sam's Spreadsheets -is supposed to support
problems with spreadsheet application components, so it
sends the service request on to S.am's.,- The computer
system at Sam's receives the request, searches its solu-
tion log - -for a, solutioh, and finds a .solution:' It sends
the solution information down to the Software Fixit
Shoppe, which ‘sends it. down to Pete's. Sam's solution

i information is then stored in a soiution log at the Soft-
ware Fixit Shoppe. The solution informat:ion is also
accompanied by a replacement software component to be used
instead of the component of the spreadsheet 'program that
caused the problem.

Sam's solution information 1s stored in a solution
log at the Software Fixit Shoppe. This means that if
another service requestor supported by the Software Fixit
Shoppe sends a service request to. the Software Fixit
Shoppe with the same problem, the Software E_‘ixit Shoppe
can send the fix for the problem dire‘ct‘ly to the requestor
without having to forward the service request on to Sam's

Spreadsheets.

The status of the resolution of the problem can be
monitored by the computer systems of the support network
of Fig. 1C.  Each SR, SP/R, and SP contains a problem lod
to track the status of each problem. Problems can have a
status of OPEN, READY, PREPARED, SENT, ANSWERED, FIXED,
VERIFIED and CLOSED. The problem log present in each



rlequestor is entitled to receive service; building an enrol |l nent request
fromsaid contact information and from said conponent list; transmtting
said enrol |l nent request to said service reguestor; .and receiving an
enrol | ment confirmation notice fromsaid service requestor. According to
still another aspect of the present invention there is provided a nethod of
enrolling a service requestor into a service network of conputer systemns,

sai d net hod bei ng perfor‘pgeeq_ d,?qt[a gelé’r&é’és‘iﬁi%vf%g’e%t%@@“&e 1_fl,‘(féqwégtor |

being a first conput yste serV|ce r ern sec

conputer system sai U°ﬁ’ét‘??oc5’ecﬁﬁfﬂllysf“ﬁﬁrf‘?f€ rracﬁ?%é‘%k’%%‘ﬁt“@dag*t’é’ﬂé‘i’mi’?‘hl n

sai d service provi debec@senr auerighyianaesemiiesnefitsarequesir byographigadtyvi ce

requestor, said enrohlgFniyihgUs6sictepDiRiripR@s&taAtasd dfnfthe RdiwdRKaBE &

conponent list for m@%o%aloq' Sﬁfe\”r?eetwrogﬂugﬁt Qr cgﬁ§$f Sassociated with a
computer system of the nétwork. For example, a console
(special terminal used by a network operator) at the
Software Fixit Shoppe can graphically display all SRs that
it supports. When the service request is received from
Pete's Catering, the icon representing Pete's may flash or
change color t6 indicate that a service request has been
received. The appearance of - the icon may change again
when the service request is forwarded on +to Sam's
Spreadsheets, again when "the solution information -is
received from Sam's, and again when it is sent down to
Pete's. . -

A system can also send an advisory to other computer
systems to notify them of problems for which they do not
.have support responsibility.

The computer systems in the service network of the
invention .also have the capabiliiy to perform or reguest
problem prevention. A SP (or SP/R acting as a SP) can
check to see if it has any solutions to problems that one
or more of the SRs (or SP/R acting és an SR} it supports
but has not discovered or reported yet. If so, it can
distribute solution information, accompanied by one or
more software components, microcode components, hardware
parts order, and/or textual instructions, to the SRs. In
addition, a SR (or SP/R acting as an SR) can request any
known fixes to problems for a list of supported components
from an SP (or SP/R acting as an SP). The SP sends any
fixes to problems associated with the list of supported’
components to the request;ﬁq SR.



servisxce; automatically approving said enroll nment request based upon
information previously entered in an entitl¢gent database; and sending an
enrol | ment confirmation notice to said service requestor. According to
still another aspect of the present invention there is provided a nethod of
enrolling a service provider into a service network of conputer systens,
sai d net hod being perforned by a service grOV|der/requestor sai d service
provi der/request or being a Forr *a@Bhput & %yé‘t‘""é‘fﬁean'ﬂ"aé%u’i}‘esé?ﬁt@érﬁrS\H‘H’ér
bei ng a second conput eshéptrd, eafteninecedving thenpix sirny $dwe' sstfepstha tfauhty
said service provi der/gﬁpu.% $eOlcofpondrierds fweng{gemsmbt F SR, | Gan@dord
er

sai d service provider mprg_loggelgeg ég%gp_%};t Sﬁth&f %q:han enrojlqﬁl dsuﬁggl\r/ésce

provi der/request or desP? recerve . servi
request from said contHeat hiEorHA| BRFSAFREFH REOAFEm HRERL T | Feported or
transmtti ng sai d enr ofiisomivered this problem yet. It determines who these SRs

are and sends the solution information to them, along with
the replacement software component.

Fig. 1D shows an exﬁreﬁely complex service network of
the invention. The computer.systems_can be arranged in
several levels. .SRs can redquest service.from one 6r more
SPs and/or SP/Rs. SP/Rs can support one or more SRs, and
can in turn request service from one or more SPs and/or
SP/Rs. SPs can support one or more SRs or "SP/Rs. Even
one pair of SP/Rs can_reqﬁgst service from each other.

Fig. 2A shows Service Reqqestor 110 of Fig. 1A in
more defail. The executable -elements of Fig. 2A are
performed by processor,lli,-suitably prdgrammed as indi-
cated in the appropriate flowcharts.

Operating system program 216 may be of any type, but
preferably has thé conventional capability of executing a
number of programs concurrently such és, the Operating
System/400. A resource manager (RM) program 220 maintains
vital product data (VPD) informatiop from a VPD table 221
identifying the hardware components (types, models, serial
numbers) and the software components (prbdnct numbers,
release levels, PTFs :installed); some of this data is
actually collected by RAS manager 241. The RM program also
maintains a topology file 222 which describes the intér-
connections of the components of the SR.

Application programs 230 of any conventlonal type are
executed by operatlng system (OS) 210 under any conven-
tional management technique, such as a job queue (not
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request to said service provider; and receiving from-said service provider
an enroll nment confirmation notice which is responsive to said enroll nent
request. According to still another -aspect of the present invention there
is provided a nethod of enrolling a service 12questor into a service
networ k of conputer systens, said nethod being perforned by a service
provi der/requestor, said service provider/requestor being a first conputer
system and sai d service requestor being a second conputer system said

method conprising the Séﬁmwthmesab&&%&l GysBEPVEAR! | RPUPESEUm 0330 at
I denti fyi ng contact |nfornat|oné3§ﬁg t}%Id service .requestor, etern1n|ngna
e

d
conponent [ist for whi cRFE¥EYPs RUedT oPPF s I¥At FEPRE RS r BRRAAS

service; building an enpxtguamst 2¥®&quest from said contact information and
fromsaid conponent list; transmtting said enrollnent request to said

service requestor; and receiVifge@n N TBI uELNibIR HOude most of the

elements used by the invention.

The subsystems of the SR all have resident event-
driven reliability and serviceability (RAS) utility pro-
grams whiéh detect any errors occurring during operation
of their subsystemn. For example, an I/0 processor in a
disk subsystem such as 112, Fig. 1, may have a utility 240
running as an interrup; routine whenever the I/0 processor
issues an interrupt resulting from an error; they may also
run - as nctifiable tasks. An error may occur when an
operation produces a known invalid result, times .out,
fails to start, produces a stuck fault in a bus line, etc.
A reliability and serviceability (RAS) manager 241 is
event-drlven by utilities 240 wh11e the customer systen is

" running. Rather than running at the level of a job under
0S 220, RAS manager 241 preferably executes as an event-
driven task in microcode. Raw error data collected by the
RAS manager is kept in an error log 242; some of this data
is later transferred to a problem log 243. Data collected
from each error is recorded as an entry in the error log.
The fields of each entry of the error log include:

-- A system log identifier, a unique key identifying
"this error-log entry

~- Failure statistics (e.g., how many times did a .
seek error occur before the correct cylinder-was
.found?) h ' '

~~ The configuration of components (froﬁ the VPD

table) involved when the error occurred

Device status provided by the particular RAS

utility, such as register contents or status b1ts

A reference code identifying the type of error.
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notice from said service requestor. According to yet another aspect of the
present invention there is provided a nethod of enrolling a service
requestor into a service network of conput gy systens, said nmethod being
performed by a service provider/requestor, said service provider/requestor
being a 4a first conputer system and said service requestor being a
second conputer system said nethod conprising the machi ne executed steps
wi thin said service provider/requestor of: receiving-an enroll nment request

fron1sa|d servi ce requestor, said enrollnent request
: Problem log 243 contains a number of entrles, one for

each problem encountered. {Note that an Yerror" is dif-
ferent from a "problem.") Fach entry of the problem log
contains fields for: ' : .

-~ Network wide unique problem.identifier

-~ Status information .

-- Machine information (type, serial, model, change
level, network ID, control point) a

-= Initial or point-of-failure.FRU list, in order 65
decreasing probability

-~ Isolation FRU list, in oxrder of decreasing

probability
-- Final or fix FRU list, in order of decreasing
probability
-- Symptom string (coded reference numbers)
, -- Solution Information (filled in when problem is
' answered)

-~ Originating System. Identification {network ID &
control point)

~~ Received from System Identification (network ID
& control point) T

-- Sent to System Identlficatlon (network ID &
control p01nt)

== Running history of problem resolution activity
that occurred and who performed this activity

A problem-~log entry may have one of eight status
conditions: "open," after the .entry is first built;
"ready," after all applicable PDPs 246 have finished
executing, "prepared," after the associated service re-
guest 249 has been stored, "sent," after the service
request has traﬁsmitted it to the central service system
for action,; "answered," after solution information is
received from a SP or SP/R, "fixed," after the solution is
applied "verified," after the SR verifies that the solu-



cdntaiﬁing contact information and a conponent list for which said service
requestor desires service; automatically approving said enrol |l nment request
based upon information previously enteredir&gunentitlenent dat abase; and
sending an enrol Il ment confirmation notice to said service requestor.
DESCRI PTI ON OF THE PREFERRED EMBODI MENT(S) Fig 1A shows a sinplified
service network of the invention. Fig. 1B shows a nore conpl ex service

network of the invention. Fig. 1C shows an exenplary service network of the
i nventi on. _ . tion information did solve thé problem, and "closed,"

after all activity for the problem is completed.

The fields of the problem log entry are shown in Fig.
3A.

Referring again to Fig. 2A, the term "FRU" literally
stands for "field replaceable unit," the smallest compo-
nent of a system which will be stocked for replacement of
a failing component, and is in common use in the industry.
In the context of the present invention, however, ' the
meaning of this térm is expanded to refer:to the smallest
unit of a problem solution. Such a unit may be a hardware
component as in the usual sense of the term, but may also
be a software component such as a program, module, or
object, or'a message indicating an action to be taken to
solve the problem. For example, the operator might be
instructed to reset certain switches, or to summon a
communications-carrier service representative.

The initial FRU list is the lisf of compohents sus-
pected 6f failing by the RAS utiiity 240 which detected
the problem; this list is derived from the error log entry
written by fhis RAS utility. The isolation FRU list
contains the components suspected by the PDPs 246; any PDP
executed by PAR program 244 may write one or more FRU
numbers into the isolation FRU list field in the problem~
"'log. The service provider updates the isoclated FRU list
to0 produce a final FRU list which designates the suspected
components. The FRU code numbers in each of these three
lists are ordered in decreasing order of probabiliﬁy of
failure by the program which supplies them; each item in
the 1list also has an explicit probability.nnmber which '
estimates the 1likelihood that it is the failing wunit;
again, these number are.provided by the designers of each
component. Different fields of a problem-log entry'are



5 'Fi g. 1D shows an extrenely conpl ex service network of the invention. Fig.
2A shows a bl ock diagram of a service requestor of the invention. Fig. 2B
shows a bl ock di agram of a service provid-_ er/requestor of the invention.
Fig. 2C shows a block diagram of a service ¥rovider of the invention. Fig.
3A shows the fields contained in an entry of the problemlog of the

I nventi on. : ’ :

written at different times, and more than one entry of
-  some fields may be written into a single entry.

A contact ;ia'ta base 201 contains information relating
‘to the customer, such as the customer name and address,
the name and telephone _numbér of one or. more people who
are to be contacted in connection with system problems,
preferred -language textual ihsﬁru'ctions, and so .f-:‘orth.

A problem analysis and resolution (PAR) program 244
contains rgutines for analyzing problems received by the -
RAS manager and entered into the error log. When RAS
manager 241 Ereat_es a ney ‘entry in error log 242, PAR
program 244 may -- bl;lt need not always --'. create a new
entry in problem log 243. ‘The system log identifier, the
reference code identifying the failure, and some of the
configurétion data from _the error log are transferred to
the problem-log entry. The PAR program also selects among
a number of problem determination procedures (PDPs) 246, -
in response to reference codes in the problem log. Brief-
ly, PAR 244-_reads the coded reference numbers from the
problem~-log symptom fields, and the .fai'ling-unit codes

' fro_m the problem log. It then selects a particular PDP
246 and executes it. -'_The.' selected PDP may interrogate
further fields in the problem-log entry, optionally ask
the bper'ator of the customer system for further informa-
tion (by means of a diéplay on a terminal 113, Fig. 1), or
optionally diéplay instructions for the operator to per-
form certain’ action_s that can't be done automatically,
such as setting controls ‘'or plugging cables.

A user-.pe_rceived problem resolution (UPPR) -program
247 allows the operator of i:he SP to create a problem-log
entry even though the RAS manager has ‘not detected any
errors. This is ddne by méans of display screéns or
panels 245 requesting information from the operator and
receiving his input. The UPPR program may run _certain
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Fig. 3B shows the fields contained in a service request of the invention.

Fig. 3C shows the fields contained in an entry of the solution |og of the

i nvention. Fig. 4A shows the fields contained in an entry of the

entitl ement database of the invention. Figi74B shows the fields contained

in an entry of the support database of the invention. Fig. 5A shows a

flowchart of the enrollnent of a service requestor into a service network

by a service provider. ' .

| PDPs 246 in response to data from the operator, and may
also request the operator to take certain actions; it
puilds a symptom string and list of involved components
from the .PDP results and the operator information. In
some cases, a PDP executed for this purpose may solve the
problem; in that case, no entry is created.

A system support facility (SSF) program-248 converts
a Selected problem-log enﬁry into a service request 249,
transmits it to a SP or SP/R, such as SP/R 130 of Fig. 1,
and manages the SR end of a dialog with the SP or SP/R.
SSF 248 also is used to request enrollment into a service
. network, request problem prevention, track the status of
_problems,-and process advisories.

Referring now to Fibl 3B, service request 249 is of
the form shown in Figqg. 3Bl when a SR réquests that a known
problem be fixed. Service request 249 is of the form
shown in Fig. 3B2 when a SR requests problem prevention
for a component, as will be explained in_ﬂor§ detail in
section V. A service request 249 has fields_for;

-~ Problem identifier

-~ Customer data (name, telephone number, and
address of contact pers?n; customer language) -

-=- Machine information of machines that detected and
reported problems (type, serial, model, change
level, network 1D, .control point)

== Destination ID (optional - network ID and
control point of service provider fhét this
service request should be forwarded to)

1f known - problem:
~- Problem data (problem-log number, date and time

of occurrence, severity, symptom string,
recurrence flags)



Fi gs.+ 5B- SH show exenpl ary screens di spl ayed during the enrol |l nent process.
Fig. 6A shows a flowhart of the enrollnent of a service provider into a
service network by a service requestor. . g Figs. 6B-6D show exenpl ary
screens displayed during the enroll nment "process.

-- Initial and isolation FRU codes (i.e., part
numbers of field or customer replaceable
hardwéie and/or software components,
probability estimates that these components
caused the problem, key number of a message
describing the problem).

-- Textual P:ogiem Description (blank if
automatic) ' )

If problem prevention:

-- Problem prevention type identifier
-- Component ID

Recurrence'flags'are set to indicate that the same
component has previously .reported a problem within a
certain time period (e.g.,-éo days), and that the same
symptoms had previously occurred within the time period.
The seﬁerity code is a number assigned by the operator or

" system to indicate how serious the problem is believed to
be. ; '

The symptom string is a series of codes reformatted
from the results . of probiem detection and subsequent
problem analysis.

Referring again to Fig. 2A, solution log 202 keeps
track of the configuration changes of SR 110. As shown in
Fig. 3C, solution log 202 has the following fields:

-- Network ID and Control Point

-=- Component ID .

-- Version/release level

-- Solution information. (identifies one or more
hardware, software, or microcode components)

-=- Solution status (for each component identified

above)



Fig. 7 shows how the enroll nment process shown in Figs. 5A and 6A are
approved. Figs. 8-12 shows how errors are detected, analyzed, and reported
by or for ‘a service requestor. Fig. 13 shows how advi sories are sent to a
service provider. Fig. 14 shows how a servi gg requestor can request fixes
for supported conmponents of its conputer system Fig. 15 shows the
functions that can be perfornmed by a service provider. Fig. 16 shows how a
service provider processes ser- |

-- Symptom string

-- Requisites (indicates if solution should be sent

for problem prevention requests)

Referring again to Fig. 2A, support database 203
keeps track of which SP or SP/R is responsible for sup-
pbrting a component of.the SR's computer system. As shown
in Fig. 4B, support database 203 has the following fields:

-~ Component ID

-~ Network ID of SP or SP/R

- Céntrol point .

-~ Automatic Install Information
-- Problem Prevention Information

SR 110 of Fig. 2A communicates with an SP/R or SP via-:
link 275. '
Fig. 2C shows a block diagram of SP 150 of the inven-
tion. ’ ’ : -

Problem control program 295 manages the dialoq.with
the SR or SP/R, handles enrollment and problem prevention
requests, trécks the status of problems, and processes
advisories. Problem control program 295 is pefformed by
processors 131 or 150, suitably programmed as indicated in
the appropriate flowcharts. Problem control program 295
accesses problem log 261, scolution log 262, and contact
database 263. Each of the preceding are of the same
format as discussed with SR 110 of Fig. 2C, but contain
information about all the SPs and SP/Rs supported by SP
150. Problem control program 295 communicates with other
SP/Rs and/or SRs via link 275. Problem control program
295 notifies service personnel of problems it supports but
can't fix wvia link 285. SP 150 also has console buffer
264 for controlling the information presented at the
console, as will be discussed in section IV.



viice réquests. Fig. 17 shows how a service provider processes advi- sories.
Fig. 18 shows how a service provider perforns problem prevention for a
service requestor. Fig. 19 shows how a servfte requestor processes data
received froma service requestor. Figs. 20A- 20D show exenpl ary problem
tracking screens. Fig. 21 shows an exenplary screen graphically dis- played
at a console for tracking problens. :

Sp 150 also has entitlement database 270. Entitle-
ment database 270 keeps track of what support SRs or SP/Rs
are entitled to receive. Entitlement database 270 is shown
in more detéil- in Fig. 4A and contains the followihg

fields:

== Client Description Data (such as that shown in
Fig. 5E) ' o '

-- System Type

- System'Serial Number .

~=_ Network 1)) .

~-= Control Point (to uniquely ideﬁtify SR or SF/R)

- Entitlemé@ﬁ s;étus'(enrolled or not enrolled)

-- Entitled Component ID list

- Fig. 2B shows.a block diagram of SP/R 130 .of the
invention. SP/R combines the elements of SR'llb, already
discussed,-@ith the elements of an SP 150, also already
discussed. ‘Note that problem log 261, solution log 262,
and contact database 263 cohtain information about all SRs
and SP/Rs that SP/R 130 suﬁﬁorts; problem.lod 243, solu-
tion log 202, and contact database 201 only contain infor-
mation about SP/R 130.. :

II. Enrollment of a Computer System into a Service Network

Fig. S5A shows a flowchart of the enrollment of a
service requestor .into a service network by a service
provider. This f;owchart is performed by processor 131 or
151 of SP/R 130 or SP 150 (Fig. 1), by problem control
program 295 (Figs. 2B and 2C). As an example, lets assume
that our service network consists of the Software'Fixit
Shoppe as a SP/R, providing service to SRs known as Joe's
Deli, Willie's Wigets, and Lefty's Scissors (Fig. 1C). The
Software Fixit Shoppe wants to enroll Pete's Catering as a
SR into the service network. Block 601 cheéks to see if SP
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attributes need to be defined or changed. For the purpos-
es of this and subsequent flowcharts, "SR" will refer both
to an SR and a SP/R acting as an SR. "SP" will refer to
both a SP and a SP/R acting as an SP.

If block 601 is answered affirmatively, the operator
at the SP. is prompted with attribute information to .
change, as shown in Figs. 5B. The attribute information
of Fig. 5B is the default attribute information for all
‘SRs the SP supports =-- it can be overridden on a case'by
case basis for specific SRs, as shown in Fig. 5E.

Block 610 asks if .thé operator wants to work with
service requestors. If so, Block 611 displays the main
menu, as shown in Fig. 5C. The main menu shows that Joe's
Deli, Willie's Wigets, .and Lefty's Scissors are. already
enrolled as SRs in the network. The operator selects
option 1' to add Pete's Catering, thereby answering block
620 affirmatively and displaying the screens shown in'.
Figs. 5D~5H. The operator inputg, customer information
about P_ete"s_ in Fig. 5D, changes any'of the default at-
tributes in Fig. SE, and adds a list of components for
which Pete's is entitled to receive service in Fig. 5F. A
"component" is defined as a replaceable unit or group of
feplaceable units of hardware,. software, or microcode.
For hardware, a component could be an entire keyboard or
the "Y" key itself. For software, a component can be an
entire application program, operating system, ’ or other
type of program that may itself be a combination of other
programs. A component could also be a very small portion
of a program, such as an object. or module, or any larger
portion. The Calvert II patent application referenced
above shows a’ software packing architecture where a pro-
gram is made up of several hierarchically arrangéd levels
of replaceable units (RU). A component can be anything
from one RU on the OCG level, to one RU on the SFG level
and its associated RUs on the OCG level, to an RU on the



VI. Appendix | -- AS/ 400 System Managenent Uilities User's Cuide
(unpublished) I. Overview For the remai nder of this patent application, a
conput er systemthat requests service fromone or nore conmputer systens and
does not provide service to other conputer systens will be called a
"Service Reguestor", or "SR'. A conputer systemthat provides service to
one or nore conputer systens, but can al so request service fromone or nore
conmput er systems, serves a hybrid, chaneleon- like role and will be called

a "Service Provid- L L
AC level and all RUs beneath it in the hierarchial struc-

ture. Fig. 5G allows the operator to select components to
support from a list of available but currently unsupported
‘componénts. Fig. B5H allows the operator to specify which
language is associated with each - component that is enti-
tled to service.

Once all the desired information is inputted into
these screens, block 622 (Fig. S5A) records an entitlement
entfy in entitlement database 270. Block 623 sends the
enrollment request to the SR. Flow of control returns to
block 610, -which checks to see if there are other SRs to
work with. If not, the proqfam gnds in block 625.

Fig. 6A shows- a flowchart of the enrollment of a
service provider into a service network’ by .a service
requestor. fhis flowchart is perférmed by processor 111 or
131 of SR 110 or SP/R 130 (Fig. i), by SSF 248 (Figs. éB

P and 2C). Returning now to our example sérvice network,
Pete's Catering now has support for his operating system,
spreadsheet program, word processor, recipe database, and
microcode . from the Software Fixit Shoppe, ' .but desires
someone to suppor£ his hardware components. Therefore,.
Pete wants to request enrollment.of the Hardware Fixit
Shoppe as a service provider. Block 651 asks if the
operator wahts to work with SPs. 'If éo, block -652 dis-
plays the main menu, as shown in Fig. 6B. The main menu
shows that the Software Fixit Shoppe is already enrolled
as -an SP. Pete selects option 1 to add a SP, thereby
answering.block 660 affirmatively. Block 661 prompts the
operator for information bf displaying screens shown in
Fig. 6C and Fig. 6D. Fig. 6Cl prompts the operator for
contact information about the SP. Fig. 6C2 prompts the -
operator for service attributes. Fig. 6D prompts the
operator for the list of components for which support is
requested.



er/ Requestor”, or "SP/R'. A conputer systemthat does not request service
fromany conputer. systens but provides, service to one or nore conputer
systens will be called a "Service Provider”, or "SP'. Fig. 1A shows a
sinplified service network of the invention. SR 110 is connected via |ink
120 to SP/R 130. SP/R 130 is connected via link 140 to SP 150. In the
preferred enbodi nent, SR 110, SP/R 130, and SP 150 are all |BM Ai)pl I cation
Syst em 400 mi drange céfbex ckheynecessars| iRFAFGRtION bt HR¥OVddRBut BLOFy st ens,
such as nai nfr amesaXDRELEES £ eperE dmalsuppdruidetahaseodbsl. berhisedntry i nes

120 indicates'that support has been requested but is not yet
approved. Block 663 sends the enrollment requést to the
SP. The enrollment request contains the list of requested
components, along with identification information ebo?t
the SR.

Note that. a SP/R may request that a component be
supported evern if the component is not installed or even
present on the SP/R eystem.. An SP/R may have one"of more
SRs that look to it for support. The component for which
service is requested may be installed on one or more of
the SR systems but not the SP/R system requesting serv1ce
on the component during the enrollment request.

Fig. 7 shows how the -enrollment: process shown in
Figs. S5A and 6A are approved. This flowchart is pefformed'
by processor 111, 131, or 151 of SR 110, SP/R 130, or SP

- 150 (Fig. 1), by SSF 248 or problem control program 295.
(Fig. 2). Block 710 checks to see if there is an enroll-
ment request .to process. If so, block,??l asks if "the
request.is_approved. This is normally done_manually by
sending a message-to an operator asking for_approﬁal of
the component list. Approval could also be done automati-
cally by checking the entitlement database for information
already entered in block 622 of Fig. 5&, (in the case of a
SP approving a request from a SR) or by checking the
support database for information already entered in block
662 of Fig. 6A (in the case of a SR approvini_:; a request to
enroll it from a SP). For example, a SP may have already
prepared an entry in its entitlement datebase containing
all the information about a.specific SR and a componeﬁt,
list, but with an enrollment status of "not enrolled". If
this was done, a matching enrollment request received from
that SR can be approved automatically, and the status of
the entry changed to be "enrolled".



and 140 are normal |y tel ecomunications |inks such as a | eased line or a
public switched tel ephone network or other carrier, but could be a direct

link, such as a wire

110 al so includes processor 111, storage 2412, and one or nore termnals

8 or optical cable, or a |ocal area network. SR

113. Likew se, SP/R 130 includes processor 131, storage 132, and one or

nore term nals 133.

SP 150 in-

-~ For those components that. are approved, block 722
updates entitlement database 270 or support database 203,
and sends a validation response back to the SR or SP in
block 730. The SR or SP receives the validation response
and updates its support or entitlement database to indi-
cate that the enrollment request has been épproved. For
those components not approved, a reject response is sent
in block 731l. The SR or SP receives the reject response
and updat'es its support or entitlement database to indi-
cate that the support has been rejected for these -compo-
nents.

The remainder of our.example service network of Fig.
1C¢ is built in the same manner as discussed above.

III.Solving problems in a Hierarchial Service Network

Figs. 8-12 show how problems are detected, deter-
mined, and.reported either by a service requestor or for a
service reque'stor remotely by a service provider. These
flowcharts -are executed by processors 111, and 131 of SR
110, 'and SP/R 130, (Fig. 1A) by elements Resource Manager .
2_20; UPPR utility 247, PAR utility 244, ‘SSF 248, RAS
utilities 240, RAS Manager 241, and PDPs 246 (Figs. 2A and
2B) . For purposes of this discussion, SP 150 is consid-
ered to have the elements of SP/R 130 as shown in Fig. 2B
if remote problem detection. and determination is .to be
performed.

Block ) 801, if answered affirmatively, looks for
errors on a local system by calling subroutine 900 of Fig.
9. Referring now to Fig. 9, 0S 210 causes RM program 220,
using RAS 'manager 241, to collect system data at block
310. As aéscribed in the above-mentioned patent applica-
tions, hardware and software <components of system 110
contain within themselves "vital product data" (VPD) which



Cl udes processor 151, storage 152, and one or nore term- nals 153. Fig. 1B
shows a nore conpl ex service network of the invention. Each SP/Ris
typically connected to several SRs. The gP/R acts as a service provider
for these SRs. Each SP/Ris also typically connected to several SPs. The
SP/R acts as a service requestor to these SPs. Fig. 1C shows an exenplary
service network of the invention. Lets assune that SR 110 is a conputer
systemfor Pete's Catering Conpany, a hypothetical small busi- ness. - SR
110 communi cat es oveen| bekrepdooud Bp/identpfy their part numbers, engineer- '

ing-change levels, program-code levels, and so forth.
This data includes a type number, model number, and serial
number for the system as a whole and/or for a component.
The RM program reads VPD informatidn:from each component,
and stores it in a VPD table. This table is stored with a
system resource manager (SRM) data base or topology -file
describing how thé components are connected t&gether; this
data may be derived from a conventional econfiguration
program (not shown) executed whenever ﬁhe SR Systém is

reconfigured or expanded.’ L

Operating system 210 then follows a conventional job
queue 320 to execute system -tasks. Some bf these tasks
may run concurrently with other tasks:in the queue. - As
each task is executed, OS 210 maintains an environment
record 322 describing the task being run and the state of
the system.

During this time, as represented by the dotted line
302, the RAS utilitiés 240, Fig. 2, are capable of exeécut-
ing wi;hin_there own subset of the system. Whenever an
error conditibn occurs within a component, block 330
causes the apﬁfopriate RAS utility to execute at block
331. When the utility determines the nature.of the erfor;
by reading status bits, performing tests, etc., it writes
an entry in the error log at block 332. Error-log entries
have been described in connection with ‘Fig. 2. The FRU
list derived from the error-log entry is a series of codes
with attendant probabiiities that the ‘associated FRU (that
is, a hardware or software component, or a message code
designating an action to be taken) actualiy did cause the
error. Control then returns to block 330 in the utility
which had written the error-log entry. Whenever a utility
has written an entry in the error log, the event-driven
RAS manager 241 executes at block 333.
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ot herwi se known as the Software Fixit Shoppe, a hypotheti- cal software
repair conpany. The Software Fixit Shoppe communi cates over |link 140 to
SP 150, a nythical applica- tion sof tware devel opnent conpany

cal l ed Sanils Spreadsheets. The Sof t war e-Jfgi xi.t -Shoppe is al so connect ed
to SP/R 146 (Really Big Conputer Conpany), and SP 145 (Lot'.s of Wrds,

inc). SP/R 146 is further connected to SP 151, SP/R 152, and SP.153. SP/R
152 is connected to SP/R 154 and SP 155. SP/R 154 is connected to SP 156,
SP 157, and SP 158. SR 110_js, al so _connected 1 q SPLR ArQ over link 171

If the error 1is significan error canno e cor~-
rected by the subset of the system) block 334 creates a
new entry in the problem log, and writes into this record
the data described in cénnection with Fig. 2, including

' the initial FRU list, obtained firom the error log. Be-
cause no diagnosis or other analysis has yet been pef-
formed, this initial FRU list is usually longer than the
isoclation FRU list yet to be written in the problem log.
Block 335 then accesses a message (using a convgntional
language-selection utility in the system) and displays it
to the system operafor on his terminal 113, Fig. 1. The
subroutine returns in block 930 to block 810 of Fig. 8.
If errors were found, block 810 is ansvered. affirmatively
and subroutine 1000 of Fig. 10 is called. Réfefring now
to Fig, 10, block 1001 checks to see if the problem was
reported by the system or by the user. If reported by the
user, this subroutine is entered directly in response to a
command entered by the user at terminal 113 ~- otherwise;
it is entered through block 810 of Fig. 8 being ansvered
affirmatively. : :

If detected by the system, control then proceeds to
block 410, where the PAR program 244 selects a particular
PD procedure 246 according to the codes in the initial FRU
list of the selected {or the first) problem. The selected
PD procedure 246 executes at block 420. PDPs have access
to the configuration data of the system, and they can
cause other PDPs to execute, as indicated at 420. The
explicit result of a PDP is one or more codes specifying a
FRU, along with a failure probability. PDPs are diagnos-
tic routines employing decision trees controlled by the
results of tests and/or operator input.

Block 424 writes into the problem-log entry the
results of the tests performed by the selected PD proce-
dure. More specifically, the isolation FRU list field of
the problem-log entry receives reference codes represent-



SP/R 170 i s al so known as the Hardware Fi xit Shoppe. SP/R 170 is further
connected to SP 175, SP 176, SP/R 177, SP/R 178 and SP/ R 146.

further connected to SP 181. SP/R 178 is further connected to SP 182,
Typical |y Hardware Fixit Shoppe 170 and Spftware Fixit Shoppe 130 woul d
al so be connected to hundreds or even -thousands of service requestors |ike

Pete's Catering

9

ing the most probable failing FRUs, along with a code -

designating the identity and the exit point of the last
PDP to execute. Block 425 writes into the problem-log
entry certain VPD codes relevant to the problem, such as
the model and serial number of the customer system; The
status of the problem-log entry changes to "ready" at this
time.

Block 430 converts the isolation FRU 1list from the
problem-log entry into a symptom string by selecting the
most likely failure(s) from the isclation FRU liét, refor-
matting them, and the code indicating the PDP identity aﬁd
exit point. Block 431 obtains customer information,either
from contact data base 201, Fig. 2, or £from the operator,
should he decide to override the data-base information.
This information includes the name and teléphone numbers
of the person to contact at the customer site, and also
includes a severity code for the probiem. .This code is
optionally assigned by the ope;ator to indicate the urgen-
cy for resolving the problem. The operator may also
optionally write a textual description of the broblem to
be included in the service fequest at this point. Block
440 then writes the actual service request into the prob-

leﬁ- log entry, according. to the format described in’

connection with Fig. 2 and shown .in Fig. 3B., '('If the
request comes from the UPPR process rather than from PAR,
the FRU list is in the form of a sequence of key words,
rather than numeric reference codes, however.) At this
point, the status of the problem-log entry is "prepared."

It is possible fhat the operator may decide that the
SR has a problem even though it has not itself detected
any problem. If this happens,'he selects this usér-per-
ceived problem resolution (UPPR) process by another com-

mand or function key at his terminal (Fig. 1a).

SP/ R 177

S



110, and coul d be connected to nmore SPs or SP/Rs than.is shown in Fig.

The network of Fig. 1Cis built by an enroll nent process that adds conputer
systens tnto the service net- work. A SP (or SP/R acting as an SP)
;already in the network can initiate the ggrollnent of an SR (or SP/R acting .
as an SR) into the network. In addition, SR (or SP/R acting as an SR) can

cinitiate a request for enroll- ment into the network. If such a request is.
,|n|t|ated, it nmust be approved by the receiver of the request. Once the

‘network shown in Fig. 1C i s established,
v In this case, block '450 selects and dlsplays a panel

requesting certain 1nformat1on from the operator. Block

" 452 accepts input data and formats the operator's respons-
es in terms of key words, and writes them to a symptom
string in the isolated FRU list field of a new;y-created
problem-log entry for this probleﬁ. Block 453 detects any
system problem occurring during the UPPR process. If a
problem is detected, "control shifts automatically to the
'PAR process executes. block 420. If no error is detected,
control passes from block 453 to block 454, to see if the
problem ié sufficiently isolated. 1If not, control returns
to block 450, which then selects another screen, based
upon the key words. generated by responses to previous
screens. The screens displayed by block 450 may request
certain actions, ask questions about the system, and
display advisory information. When block 454 determines
that the problem has been sufficiently isolated, control
passes to block 430 and the process continues as before..

Block 460 determines if the service request should be
sent now or not. If the problem detection and determina-
tion process has been automatic up until this point, block
460 is normally answered affirmatively. However, it is
entirely possible that the problem identified in the
current problem-log entry has -been solved at this time;’
that is, one or more actions taken by the operator in
_response to messages from the initial or isolation FRU
lists has cured the fault in the customer system. The
operator may then. exit the process at block 1010. He may
also exit if he decides to proceed by analyzing additionalk
problems and sending them all at a later time, or by
placing a voice call directly to a CE or product-support
staff person. In that event, the service request remains
in storage with a status flag set to a "prepared" status,
indicating it is ready to transmit to the service system.
If he elects to continue with problem resolution, or if
the problem has been automatically detected and is sup-



Pete's*Catering conputer systemcan automatically detect problems with it's
conponents (hardware, software, or mcrocode), build a service request
describing the prob- lem select a SP/R responsible for fixing the problem
i(either the Hardware Fi xit Shoppe or the Saftware Fixit Shoppe) and send
'the service request to that SP/R The SP/'R responsible-for fixing the
"problemreceives the service request, verifies that Pete's Catering is
‘entitled to receive service, and checks a solution log to see if it has the

isolution for the problem _ If so, solution._infor- ti-on escribigﬁgthe fix

ffor t he probl em aCCCNﬁﬁ%?Fea°b9e automatically sent, block 462 .sends ser-
' vice request to the SP or SPs identified in support data-

base 280 as supporting the component suspéctéd of failing.
Normally, only one SP supports a component, but'it~may be
desirable to receive support from many different SPs for a
particular component. Block.465 updates the entry in the
problem log to indicate that the problem has a status of
"sent". The subroutine returns in block 1010 to block 820
of Fig. 8.

Block 820 determines whether a SP/R wants to perform
remote problem detection and deterﬁihatiqn on an SR that
it supports. If so, an operator at ‘the SP/R console
{which is a special one of the terminals 133 or 153 of .
Fig. 1A reserved for network operators) - is connected
remotely with the SR and is permitted to sign on to the SR
computer system. 0f course, the operator must have been
given a user id and'passwpfd to enable access on the SR
system. Once connected, however, the operator at the SP
can initiate the subroutines shown in Figs. 11 and 12 to
perform remote problem detection and determination.

Figs. 11 and 12 are very similar to Figs. 9 and 10,
with the following modifications. _ )

Block 1260 (Fig. 12) indicates whether an operator is
available at the SR to perform tasks at the.SR. If not,
the panels presented at block 1261 are modified to elimi-
nate tasks requiring an operator at the SR. Within the
PDP executed at block 1220, it.is determined whether an
operator is present on the SR; and, if not, panels pre-
sented by the PDP, if any, are likewise modified. The
absence of an operator in the SR may result in less isola-
tion of the problem being accomplished. If a problem is
detected, block 1270 extracts information from the SR
normally used to prepare a service request to search its
solution log for a fix (effectively skipping to block 1611



one or nore software conponents, microcode conponents, hardware parts

or der,

and/.or textual

instructions, is sent down to the SR If the

responsi ble SP or SP/R cannot fix the problem it checks to see if it
receives support for this problemfromany ot SPs or SP/Rs to which it

i S connect ed.

I f so,

it sends the service request on to this SP or SP/R

This process continues until a fix for the problemis found. For exanple,
l et's assunme that Pete's conputer system has discovered a problemw th one

conponent (al so referred JOpa§. aéhi, ehthdeeRbagaILEe tiuest FUnetefiaagsabl & a

unit,

RU,

fix isn't found, the SP/R becomes a service requestor and
prepares a service request for the SR with the problem in. -
block 1275. The SP/R sends the service request to the
SP(s) indicated as supporting this component in the SP/R's
support database in block 1280. The subroutine returns in
block 1290 to block 830 of Fig. 8. The remainder of Fig.
8 will be discussed in sections IV and V.

In the preferred embodiment, the session required to
perfofm remote problem detection and determination is an
APPC session (LU 6.2) in an APPN network, although other
types of known connections, such as leased, switched or
public data network, could also be used.

fig. 15 shows the functions that can be'performed by
a service proQider. This flowchart is performed by proces-
sor 131 or 151 of SP/R 130 or SP‘lSO (Fig. 1A), by pfoblem
control program 295 (Figs. 2B and 2C). Block 1501 checks
to see if there are any service requeéts to. process. If
so, subroutine 1600 of Fig. 16 is called. Block 1601
checks to see if there are any service requests to pro-
cess. If so, block 1602 checks its entitlement database
to see if the SR that sent the service request is entitled
to receive serwvice for the component suspected of failing.
If not, an error message is sent to the SR in block 1605
and control returns to block 1601 to look for more service

‘requests. If block 1602 is answered affirmatively, block

1603 checks to see if this service request was réceived
previously frpm this SR. If so, block 1605 sends an error

messaqe_to the SR. If not, block 1610 creates an entry in

its problem log to indicate that a service request was
received. Block 1615 updates the console at the SP.
Block 1611 searches solution log 262 for possible solu-
tions to the problem. Solution log 262 contains solutions
for problems with hardware, software, and microcode compo-

nents.



nmdbdul e*or object) of its spreadsheet application program 10 It

determ nes that the Software Fixit Shoppe is responsi- ble for fixing this
conmponent, so it builds a service request and sends it to the Software

Fi xit Shoppe. The conputer system at the Software Fixit Shoppe verifies
'that Pete's Catering is entitled to rec§ive service, and checks a solution
log to see if it has the solution for t '

‘Block 1620 checks to see if the number of matches
exceeds the threshold speeified during . the enrollment
process (Fig. 5B). If so, support personne1 et the SP is
notified of the problem in block 1621 via link 285 so that
appropriate humaﬂ.intervention can be perferﬁed. If not,

block 1630 asks if no matches were found. If no matches
were found, block 1631 checks. to seé if another SP sup-
ports this component. Another-SP'supports this component
if a) the service request.conﬁains a destination ID speci-
fying the network ID and control point of a specific
service provider,'or b) the support database indicates -
that another SP supports this. component. - If not, block
1625 checks.to see if this service reqﬁest is a problem
prevention request (which will be dlscussed 1n more detail
in Section V). If so, a me3sage is sent back to the SR
that no fixes for unreported‘prghlems were found. If not,
the support personnel at the SP is notified of the problem
in block 1621. If block 1631 is answered affirmatively,
block 1640 forwards the service request.fo the supporting
SP or SP(s) via link 275. Block 1645 then sends a message
to the SR indicating that the servzce request has been
forwarded to another- SP. Blbck 1646 updates the- status in
the problem log in the SP to WSENT," and updates the
console in the SP. TFlow of control returns back to block
1601 to look for more service requests to process.

If block 1630 is answered negatively,. a manageable
number of matches were found.in the solution log. Block
1633 stores the solution information, which specifies the
soiution for the current problem, in the problem log in
the SP. The solution information may contain one or more
of the following types of information:

-- Instructions to the operator at the SR
to take some action to resolve the problem (e.g..,
reset a control, reconnect a cable, call a .



problem It can’ t find a solution for the problen1 so it checks to see if

it receives support for this conponent from any *other SPs or SP/Rs to which
it is connected. It discovers that Sanl § Spreadsheets is supposed to
support problens with. spreadsheet applicatign conponents, so it sends the
service request on to Sams. The conputer systemat Samis receives the
request, searches its solu- tion log for a solution, and finds a solution.
It sends the solution information down to the Software Fi xit Shoppe, which

sends it down to Pete's. Sams sol i on i
SOI ution | og at the Soft commun:l.cat(z?orlljst <':(2\rr:lte‘]1;]f Osregg::t.cl:eorz]'exlagesen :?\; C}r edina

-~ A list of part numbers identifying hardware
components for installation by the customer or by
a service representatlve

-- A list-of software or microcode components for.
resolving a software'or microcode problen.

Block 1651 adds the "ANSWERED" status to the entry in
the problem log in the SP. Block 1655_checks to see if
the solution information is to be sent automatically by
checking the information inputted into the contact data-
base during the enrollment process. If. so, block 1657
requests that the SR send a current copy of its solution
log to the SP. Although the. SP's solution log contains
data from the SR that it is aware of, it is possible that
the SP's solution log does not contain the most up to date
information. Thls can occur if the SR recelved solutlon
1nformation from another SP, or if the SR recelved a
component from another source ‘not in the network.

Block 1660 compares the solntion log sent from the SR
with its own solution log:to see if the SR has alreedy
received all of the solution information . If eo, the
previously sent solutlon information did not fix the
problem, so block 1656 notlfles support personnel at the

, SP, ‘as well as the SR. If not, block 1662 orders hardware
for the SP; sends to the SP replacement software compo—'
nents, and/or sends microcode components not already
present on' the SR. Block 1663 sends all of the solution
information along with the problem ID' to the SR, and
updates the soclution log in the SP in block 1665 to re-
flect the solution transmitted to the SR. Block 1666
updates the console at the SP, and flow of control returns
to block 1601 to look for other service requests to pro-
cess. The subroutine returns in block 1699 to block 1502
of Fig. 15.



* Y

war e Fixit Shoppe. The solution information is also acconpanied by a
repl acenent software conmponent to be used instead of the conponent of the
spreadsheet programthat caused the problem Sam s solution information is
stored in a solution log at the Software 43 xit ~Shoppe. This nmeans that if
anot her service requestor supported by the Software Fixit Shoppe sends a
siervice request to the Software Fixit Shoppe with the sanme problem the
Softvvare Fi xit .Shoppe can send the fix for the problemdirectly to the

requestor wi t hout havi Nge to f vard t Qﬁe set\ll)lscgyét_'eeq‘u%%pg& tt%c‘?ﬂ@ys 248

|

f of the SR performs when it receives the information trans-

' mitted to it in blocks 1662 and 1663. Block -1920 receives
the solution information from the SP and stores the éntry'
in its problem log corresponding to the problem ID and in
its solution log. Block 1920 also checks its problem log
to see if the problem ID sent with this solution informa~
tion corresponds to a service request received from anoth-
er SR. If so, the solution information is sent to the SR
that sent the request. Block 1925 changes the status of .
the entry in the problem log to ANSWERED. The SR receives
the hardware, software, and/or microcode components in
block 1930, and updateé ﬁhe solution status field in the’

" solution log in biock-1935_t0'indicate that the hardware,
software, and/or -microcode has been received. The compo-
nents are forwarded on to the requesting SR, if any.

* Block 1950 then asks if this solution should be
installed on the computer system. Block 1950 may be
execﬁted instanﬁly or several hours or even days or weeks
later. Humég intervention may be desirable in making this
decision, or the decision may be made based on information
inputted into' the automatic installation field in the
support database during the enrollment process. For
example, the Software Fixit Shoppe may'decide to automati-
cally install all solutions' for components supported by
the Really Big Computer company, but not for components
supported-by.Sam's Spreadsheets. .

If_block 1950 is answered affirmatively, block 1955
applies the solution to the system, and block 1960 updates
the entry in the problem log by adding the status "FIXED".
Block 1960 also updates the enﬁry in the_solution log by
adding the status of "APPLIED".

Block 1970 asks if fhe solution is verified. This
block is answered affirmatively when the system has been



Spreadsheets. The status of the resolution of the problemcan be nonitored
by the conmputer systens of the support network of Fig. 1C. Each SR, SP/R
and SP contains a problemlog to track the status of each problem Problens
can have a status of OPEN, READY, PREPARED, SENT,. ANSWERED, FI XED, VERI FI ED
and CLOSED. The problem |l og present in each34 conputer system nakes it
_possible for status of the net-

tested and the problem that initiated.the service request
is. no longer present. This verification process can be
done. automatically be restarting the problem detection
flowchart of Fig. 9, or can be done manually via human
intervention. Block 1970 could therefore be executed
instantly or after a considerable delay. If block 1970 is
answered affirmativeiy, block 1975 updates the problem log
to add the status of "VERIFIED". Block 1980 notifigs the
Sf that the problem has been verified so the SP can update
its problem log. Block 1985'again updates the status-té
"CLOSED" when all activity concerning the problem is
completed. '

IV. Tracking Problems in a Service uetwork.

Most problems in a service ﬁetwork can be tiacked
each time a new status is added to a problem log entry, or
when a service request is sent and received. An SP will
be able to track all problems for which support is re-

- quested from it in this manner. However, problems. occur-
ring on SRs for which it has not received a support ré-‘
guest will not normally be known to the SP. An "advisory"
is used to provide this additional information. An advi-
sory can be used by anj system in the service network to
infbrm one or more other systems in the service network of
a problem that occurred with another system in the service

network.

Therefore, advisories can be used to supplement the
status information received wvia service requests about
other systems in the service network.

_ Referring again to Fig. 8, block 830 checks to see if
there are any advisories to send. 1If so, subroutine 1300
of Fig. 13 is called.



work to be easily nonitored. The nonitoring activity can be user queried
via a series of screens or by graphically displaying a pictori al
representation of the network or a portion of the network on a consol e
associ ated with a conputer systemof the pgetwork. For exanple, a console
(special termnal used by a network operator) at the Software Fixit Shoppe
can graphically display all SRs that it supports. When t he service
request is received fromPete's Catering, the icon representing Pete's my
flash or change colok,i0. | AgheabhiIdIAaf AREIEG WRAMESL. NAmReaviBEEY Ve

The appearance of the rcon nay e galn i
message cohtains e componeht ID, textual and/or encoded

information about the problem and information identifying
the sender ' of the advisory. Block 1304 sends the advisory

message to appropriate SP(s) or SR(s). This is determined
by checking support database 203 and/or entitlement data-
base 270 to see which SP, SP(s), SR or SR(s) support or
are entitled to receive advigories, for the specified
component ID. Alternatively, the component ID field may
contain special broadcast dafa,l indicating that this
advisory -should be sent .to al} SPs or .SRs referred to in
the suppeort' and/or eﬁtitiemgnt databﬁses._ The subroutine
returns in block 1320 to block 840 of Fig. 8. Block 840
and subroutine 1400 ﬁiil be discussed later in section V.

Referring now. to Fig. 15, block 1502 asks if there
are advisories to process. If so, subroutine 1760 of Fiqg.
17 is célled. Block 1701 checks to see if there are any-
advisories to process. If so, block 1770 updates the
console to indicate the nature of the advisory received.
The subroutine returns in block 1790 to block 1503 of Fig..
15. Blocks 1503 and 1800 of Fig. 15 will be discussed
later in section V. Note that subroutine 1700 is also
executed by SSF 248 in a SR if the SR Has a console.

Through the use of advisories and service requests,
in conjunction wifh informat{on_stbred in problem logs,
solution logs, ahd contact databaées:dn various systems in
the service network, a wealth of information is available
for analysis and monitoring. For purposes of illustra-
tion, lets assume that our friend Pete of. Pete's Catering
is using his recipe database and can't find his favorite
meat loaf recipe. He uses the flowchart shown on Fig. 10
to isolate a user reported problem and write a service
request in block 440. Block 460 determines that the SP
that supports fixing the recipe database is the Software
Fixit Shoppe, so the service request is sent there. The



when the service request is forwarded on to Saml s Spreadsheets, again when
the solution information is received from Sanis, and again when it is sent
down to Pete's. A system can al so send an advisory to other conputer
systens to notify themof problens for whichéthey do not have support
fesponsibility. The conputer systens in the service network of the
Invention also have the capability to performor request problem
prevention. A SP (or SP/R acting as a SP) can check to see if it has any
%SO|Ut'OnS to PrOb'e”S %Q@{wéylefﬁxit Shoppe executes the flowchart of Fig. 16

! and finds the solution to the problem in its solution log

f ~- the meat loaf recipe itself, a software component. It

; -sends the solution information and the méat loaf recipe to
Pete's and updates its problem log. Pete receives the
recipe and the solution information and updates its prob-

lem log and solution logs.

System Support Facility 248 at Pete's Catering has
the ability to extract information contained in its prob-
lem log to display for the operator the status of any
probleﬁ at~any point in -time. Example screens shown to
the operator at Pete's after the problem with the meat
loaf recipe has been answered are shown in Figs. 20A and
20B. Figs. 20C and 20D show example screens shown to the
oﬁerator at the Software Fixit Shoppe. displaying the '
status of the same problem. '

Alternatively, a console at the Software Fixit Shoppe
could be used to graphiqélly monitof the status of the
entire service network or a portion of the service net-
work. An example of what a console at the Software Fixit
Shoppe might look like after a service .request is received
from Pete's Catering is shown in Fig. 21. Each SR and SP
in the network that the operator wants to see is displayed
oﬁ the screen. Preferably, the various computer systems
in the network are displayed iconically, where the icons
representing the computer systems change in appearance to
reflect the status of that computer system in the network.
Fig. 21 shows a solid line to Pete's Catering, which -is
represented by a box made of dashed lines. This represen-
tation symbolizes that a service request has been received
from Pete's that has not been answered yet. - Joe's Deli
and Lefty's Scissors are shown connected by solid lines to
solid boxes. ~ This represents that Joe's and Lefty's
computer systems are up and running normally. Willie's
Wigets is connected by a solid line but with a box made of



or nore of the SRs (or SP/R acting as an SR) it supports but has not

di scovered or reported yet. If so, it can distribute solution

i nformati on, acconpani ed by one or nore software conponents, microcode .

conponents, hardware parts order, and/or textdal instructions, to the SRs.
In addition, a SR (or SP/R acting as an SR) can request any known fixes to
problens for a list of supported conponents froman SP (or SP/R acting as

an SP). The SP sends any fixes to problens associated wi.th the |ist of :
supported conponents todolte.r cthigsreppgessmts that a problem reported earlier by

Willie has been answered by the Software Fixit Shoppe.

The console at the Software Fixit Shoppe also 'shows
that one of the SPs, Sani Spreadsheets, is represented by a
box made of stars. This indicates that an advisory hes
just been received from Sam's. The operator can press a
function key to display additional information about the
advisory. - .
The cho;ce of representations of system status on a con-
sole is a des1gn choice up to the designer or even the
operator. If the console supported color and a variety of
attributes, the icons could change color, blink, become
brighter or dimmer, or othérwise change to indicate -a
change of status. For example, a red blinking icon c¢could
represent that a service request has been received but not
answered.

V. Problem Prevention in'a Service Networg'

A. Service Requestor Instigated

As has been discussed, a SR can perform problem
prévention on itself by requesting any known fixes to
problems for a list of supported components. As Fig:. 8
shows, block 840 asks if fixes are reguested for supported
programs. If so, subroutine 1400 of Fig. 14 is called.
Block; 1401 defines the type of problem prevention request
desired. Problem prevention can be done at time of en-
rollment, where the SR desires to receive ail fixes for
all components it is requesting the SP to support. Prob-
lem prevention could also be done periodically for a
particular component. For example, Pete's Catering may
decide that it wants to be continually updated on changes
to its Spreadsheet program. Therefore, on the first of
every month, a request is .generated automatically by
Pete's system for problem prevention for the spreadsheet



12" For ‘exanpl e,

| et’s assunme that the Software Fixit Shoppe, after

receiving the fix fromSams for the faulty software conponent of the
spreadsheet program wants to perform probl & preventi on on the other SRs
it supports that has this spreadsheet program but hasn't reported or

.di scovered this problemyet. It determ nes who these SRs are and sends the
isol ution information to-them along with the replacenent software

.conmponent .

program. Problem prevention could also be done at the
request of an operator at an SR for one or more selected
components. The information needed to determine the type
of problem prevention request desired is stored in support

database 203.

-

Referring again to fiq.-14L block 1410 aéks if there
is a component to request problem prevention. If so,
block 1414 gets the customer information from the contact.
database, and block 1420 writes the service reqguest shown
in Fig. 3B2. The service request of Fig. 3B2 contains
fields indicaﬁing this service request is a problem pre-
vention request for a -specified component ID. -These
fields replace the symptom string and FRU list £fields
associated with a service request generated when there is
a known problem, such as that shown in Fig. 3Bl. Block
1450 asks if the servicé'requgst should be sent now. -If
so, block 1460 determines which SP(s) supports the compo-
nent associated with the service request by checking the
support database, and sends the service request to that
SP. In either event, flow of control returns to block
1410. When block 1410. determines that all reqhests for

"problem prevention have been satisfied, the subroutlne
’ returns in block 1490 to block 890 in Flg. 8.

The service request is received by the SP and is
processed by executing the flowchart of Fig. 16, as has
been discussed. '

B. Service Provider Instigated

A service provider can also perform problem preven-
tion on any service requestors that it supports. The SP
checks to see if it has any solutions to problems that one
or more SRs that it supports has but has not reported or
discovered yet. This is shown in Fig. 15. Block 1503 of
Fig. 15 asks the SP if it wants to perform problem preven-



Fig. 1D shows an extrenely conpl ex service network of the invention. The
conputer systens can be arranged in several |evels. SRs can request
iservice-fromone or nmore SPs and/or SP/Rs. SP/Rs can support one or nore
'SRs, and can in turn request service fromagpe or nore SPs and/or SP/Rs.

:SPs can support one or nore SRs or SP/Rs. ven one pair of SP/Rs can .
request service fromeach other. Fig. 2A shows Service Requestor 110 of
'Fig. 1Ain nore detail. The executabl e elenents of Fig. 2A are

erfornmed b rocessor 111, suitabl ra |nd|- ate t he
lgppr opr i at eyf Ipowchar t & tion. If so, Xb:%u%?ne %9 of Fig. %s ca leg Block
1802 searches entitlement database 270 to see what compo~

|
|
l nents a SR is entitled. to receive fixes for. Block 1805
searches the solution log for all fixes having information
in the requisite f£ield that indicates this solution is
‘available to be sent in response to a problem. prevention
request: instigated by the’ SP. It may be desirable to
limit problem prevention to only fixes reported by the SR
to have fixed the p_r:oblem (thereby having a status of
"VERIFIED"), to avoid needlessly transmitting fixes thét

did not work.

Block 1807 requests that the SR send a current copy
of its solution log to the SP. Pllthpugh the SP's solution -
log contains data from' the Sk that it is aware of, it is
possible that the SP's solution'lpg does. not contain the
most. up to date . information. This can occur if the SR
received solution information from another SP, or if the
SR recelved a component from another source not in the

- network. , o

Block. 1810 compares the solution log sent from the SR
with its own solution log to look for solutions undetected
or unreported by the SR' (not present in the SR solution
log). Block 1820 sees if there is an unreported problem to
fix. ' '

If so, bldck 1850 orders the hardware paft(s), sends
the software component(s)., microcode component(s) and/or
textual instructions to the SR. Block 1860 sends the
solution information to the SR. Block 1870 updates the
solution log, the problem log and the console at the SP,
and returns to block 1820 to look for more problem preven-

~tion to perform. When block 1820 is answered negatively,
the subroutine returns in block 1890 to block 1590 in Fig.



Cper ati ng system program 210 may be of any type, but preferably has the
conventional capability of executing a nunber of prograns concurrently

' such as the Operating Systeni400. A resource nmanager (RM program 220

‘ mai ntains vital product data (VPD) information froma VPD table 221 -
identifying the hardware conponents (types,40hodels, serial nunmbers) and the
sof tware conponents (product nunbers, release |levels, PTFs installed), sone
of this data is actually collected by RAS manager 241. The RM program al so
mai ntains a topology file 222 which describes the inter- connections of the
, conponents of the SR 15. When .the SR receives the solution information, it

executes the flowchart of Fig. 19, as has been discussed

 previously.



Apblicaiion prograns 230 of any conventional type are exetuted—by-operating
system ((0OS) 210 under any conven- tional managenent techn as a

such
j ob queue (not 13 shown). The operating systemruns m m%
bring-up (IPL) tinme, as one job among the appllcatlon prog lﬂw
of service utllltles I ncl ude nost of the

CLAIMS

1. A method of enrolling a service providér into a
service network of computer systems, comprising the
steps of:

identifying contact information about a service
reguestor; '

determining "a component list for which said service
requestor desires to receive service; '

building an enrollﬁent request from. sdid contact
information and from said component list;

transmitting'said enrollment request to said service
provider; and

@
receiving an enrollment confirmation notice from said .
service provider.’

2. The method of claim 1, further comprising the step
of: T

‘updating a “support database upon receipt of said
enrollment confirmation notice.

3. A method of enrolling a service requestor into a
service network of computer systems, comprising the
steps of:

—_—
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el’emenfs used by the invention. The subsystens of the SR all have resident
event- driven reliability and serviceability (RAS) utility pro- grams which
detect any errors occurring during operation of their s mllt m T
exanple, an I/O processor in a di-sk subsyst4m such as 1;1 'I |Imn|"" M;I"Lve
autility 240 running as an interrupt routine whenever the I Otprbce$sor

I ssues an interrupt resulting froman error; they may al so run as

notifiabl e tasks. An error may occur when an operation produces a known
invalid result, times out, fails to start, produces a stuck fault in a bus:
line, etc.

identifying contact information about said service

i requestor;

building an enrollment request from said contact
information and from said component list;

transmitting said enrollment request to said service

requestor;

receiving an enrollment confirmation notice fronm said
service requestor;

determining‘a component list for which said service
requestor is entitled to receive service; and

updatiﬁg an entitlement database upon receipt of said
enrollment confirmation notice.

4. The method of.claim 3, further comprising the step
of:

updafing an entitlement database upon receipt of said
-enrollment confirmation notice.

_
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A rellablllty and serviceability (RAS) manager 241 is event- dr.i ven by
utilities 240 while the custonmer systemis running. Rather
the level of a job under OS 220, RAS manager 241 preferably executes
event- driven task in mcrocode. Raw error gata col | ect ed bﬂ'ﬂlﬁ“ mﬂ!“‘
manager is kept in an error-|log 242; sone 8f this data is

to a problem|og 243. Data collected fromeach error is recor ded as an
entry in-the error log. The fields of each entry of the error |og include:
i-- A systemlog identifier, a unique key identifying this error-log entry

5. A method of erxrolling a service requestor into a
service network of computer ' systems, comprising the

machine executed steps of:

receiving an enrollment request from said service
requestor, said enrollment request c'ontainiri_g contact
information and a component list for which said

service requestor desires service;

éutomaticé.lly aprroving said enrollment request based
information previously entered in said entitlement
database; and

sending -an enroilment confirmation notice to said

service requestor.

i

6. The method_of claim 5, fu,.ther comprls:mg the step

of: ¢33
s

'updat:mg sald ent:.tlement database after said enroll-
ment reque.st is approved.

- ’
<L - .

-

-
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e

-"Fai fure statistics (e.g., how many tines did a seek error occur before
the correct cylinder was found?) -- The configuration of conponents (from
the VPD table) involved when the error occurred -- Device status provided

by the particular RAS utility, such as regif er contents or status bits --
A reference code identifying the type of er

ABSTRACT

AUTOMATED ENROLLMENT OF A COMPUTER SYSTEM INTO A
SERVICE NETWORK OF COMPUTER SYSTEMS

A service network has several computer systems con-
nected together. A computer system can either be a "Ser-
vice Requestor" (SR) (110), a "Service. Provider" (SP).
(150), or a hybrid of the two, a "Service Provid-
er/Requestor" (SP/R) (140). The service network is built

| by an enrollment process that adds computer systems into
the service network.. A SP (or SP/R acting as an- SP)
already in the network can initiate the enrollment of an
SR (or SP/R acting a# an SR) into the network. In addi-
tion, a SR (01' SP/R‘ 'actlng as an SR) can initiate a re=

- quest for enr‘o'llment 1nto the network. If such a request
is initiated, "it must be approved automat1ca11y or with
human 1nterverita.on. T

™
-

Figure No 1A

_—
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alds Problenrlog 243 cont ai ns a nunber of entries, one for each problem

N encountered ‘(Note that an "error"” is dif- ferent froma "problem™)
Each entry of the problemlog contains fields for: -- Network wide unique
problenrrdentrfrer -- Status information -- Machine information (type,
serial, nodel, .change,|evel, network ID, control point) -- Initial or

poi nt - of farlure FRU list, in order of decreasing probability

1/46

' SERVICE PROVIDER 150

PROCESSOR * STORAGE - | TERMINAL
151 152 153

140

SERVICE PROVIDER/REQUESTOR 130

PROCESSOR STORAGE TERMINAL
131 - 132 133

120

- SERVICE RE@DESTOR 110 -

PROCESSOR ~STORAGE TERMINAL
111 ~ 112 113
\ ’ ]
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= -- |solation FRU list, in order of decreasing probability -- Final or fix

" FRU list, in order of decreasing probability -- Synmptom string (coded
ref erence nunbers) -- Solution Information (filled in when problemis
answered) -- Oiginating Systemldentification (network ID & control point)
-- Received from System ldentification (network ID & control poi nt)

2/46

ERVICE SERVICE : SERVICE
ROVIDER PROVIDER PROVIDER

SERVICE
PROVIDER/
REQUESTOR

SERVICE SERVICE SERVICE
REQUESTOR REQUESTOR REQUESTOR

FIG. IB
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£ Semt to System ldentification (network ID & control point) -- Running

hi story of probl.emresolution activity that occurred and who perforned this
activity A problemlog entry may have one of eight status conditions:
"open," after the entry is first built; "ready,"” after all applicable PDPs
246 have finished executing, "prepared,” after the associ ated service re-
after the service request has

guest 249 has been stored, "sent,"
transmtted it to the central service systedvfeor action, "answered,"

after solution information is -
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Feceived froma SP or SP/R "fixed," after the solution is applied

"verified," after the SR verifies that the sol u- tion information did

solve the problem and. "ctosed,"” after all activity for the problemis

conpleted. The fields of the problemlog entry are showmn in Fig. 3A

Referring again to Fig. 2A, the term"FRU' literally stands for "field
replaceable unit,"” the snmall est conpo-

4/46
7 \ SP/R |
®I SP/R | il
SP SP
SR}~ \ / [ser
SP/R sp FP/R
FIG. ID
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nent &f a systemwhich will be stocked for replacenent of a failing
conponent, and is in common use in the industry. In the context of the
present .invention, however, the neaning of this termis expanded to refer
to the smallest unit of a problemsolution.: Such a unit nay be a hardware
conponent as in the usual sense of the term but nmay al so be a software
conponent such as a program nodule, or object, or a nessage indicating an
action to be taken to solve the probl emg;,s For exanple, the operator m ght
be instructed to reset certain switches, or to summon a

communi cations-carrier service representative.

203 ~[support |._

DATABASE
* 202 :
- | N\ SOLUTION
210  23p ' L06
J APPLN
PROGS 201 [=
220\ =
= KR VPD N ) T
= .
z 247\ — TOPOL}~—222 | 243
2 UPPR | 245 L,
2. UTIL PANELS
= 4 ol
= N\ &5
& PAR 246 |12
g - UTIL zqgﬂﬂ, géo
SYS.” SUPT. —> 3
| FACILITY SRV. REQ.
\2,,8 | TO SERVICE PROVIDER
. 2757 e R
SERVICE P
REQUESTOR ROVIDER/
RAS . RAS S
UTILS [ MGR K TELN
>0 241 (W3] Moy
FIG. 2A

SERVICE REQUESTOR

\
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i The 1nitiaf FRU [ist is the list of conponents. sus- pected of failing by

the RAS utility 240 which detected the problem
|l og entry witten by this RAS utility.

the error

this |ist

The is

is derived from
olation FRU |i st

contai ns the conponents suspected by the PDPs 246; any PDP executed by PAR

program 244 may wite one or

field in the problem
list to produce a final

The FRU code nunbers in each of these three lists

order of probability of

nore FRU nunbe

éﬁ%d*er\

0 the |

| ation FRU | i st

i nt

0g. The service pro RE Lhe I sol ated FRU
FRU | i st which desi gnat es|BAT&B&%&pdct ed conmponents.
are orderled in decreasing
202 : -
N SOLUTION
210 230 :
J| APPLN
PROGS 20 [e
220 - a8
5 = e 221
7 247\\\ ' TOPOL|~—222 | 243
& | ' JueeRr |25 /
@ UTik «—[PANELS]
= PAR 246 =
& urit (PP I} 2
249
SYS. SUPT.
RACILTTY | \ETACE,
\
248 R @
RAS RAS =
UTILS MGR 18
N\ Nown |59 w2
240 :
L\\275

v

FROM_SERVICE REQUESTOR :
OR SERVICE PROVIDER/REQUESTOR

FI1G. 2B-]
SERVICE PROVIDER/REQUESTOR
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;.fail.,ure'by t he program which supplies them each itemin the |ist also has
an explicit probability nunber which estimtaséthe |ikelihood that it is
the failing unit; again, these nunber are provided by the designers of each

conponent . Different fields of a problemlog entry are 16 witten at
different tines, and nore than one entry of sonme fields my be witten into
a single entry. %95
ENTITLEMENT| 270
«—{ DATABASE L~
' - 261
. .| PROBLEM
» L0G d
! . /262
PROBLEM ' SOLUTION
CONTROL (¢—* L0G
PROGRAM
- 263
CONTACT L/
¢——» DATABASE
264
CONSOLE e
> BUFFER :
' 275
. TO SERVICE PROVIDER OR

P T SERVICE PROVIDER/REQUESTOR
) »
2é5 TO SUPPORT PERSONNEL

~ FIG. 2B-2
SERVICE PROVIDER/REQUESTOR
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A cont’act data base 201 contains information relating to the custoner, such
as the custoner nane and address, the nane and tel ephone nunber of one or.

: more people who are to be contacted in connection with system probl ens,
_preferred language textual .instructions, and so forth. A problem analysis
cand resolution (PAR) program 244 contains routines for analyzing probl ens

éreceived by the RAS manager and entered into the error |og. When RAS
I manager 241 creates a new entry in error log 242, PAR program244 may --
. but need not always -- create a new entry igpuepr oblem | og 243. The system

- log identifier, the

295
Vi .
ENTITLEMENT| 270
le——» DATABASE L
261
PROBLEM :
“ LG o
PRdBLEM | SO 762
CONTROL [+ LokuTION d
PROGRAM | '
o 263
i "ONTACT
4— DATABASE 4
— 264
NSOLE L~
¢——> BUFFER
275
< R —
FROM SERVICE
REQUESTOR OR L
SERVICE PROVIDER/ { »
REQUESTOR : 285 TO SUPPORT PERSONNEL
FIG. 2C
SERVICE PROVIDER
—_—
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irefesence code identifying the failure, and sone of the configuration data
fromthe error log are transferred to the‘a@robl emlog entry. The PAR
program al so sel ects anong a nunber of prd¥fem det er ni nati on procedures
(PDPs) 246, in response to reference codes in the problemlog. Brief- ly,

PAR 244 reads the coded reference nunbers fromthe problem|og synptom .
fields, and the failing-unit codes fromthe problemljog It thgn selects a
particul ar PDP 246 and executes it. The sel ected POR=may i nterjrogate
further fields in the problemlog entry, optionally gs& the operfator of the
custoner system for further inforna- : ' = -
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t'ion (by nmeans of a display on a ternminal 113, Fig. 1), or optionally
display instructions for the operator to per- formcertain actions that
can't be done automatically, such as setting controls or plugging cables. A
user - percei ved problemresolution (UPPR) piggEam 247 all ows the operator of
the SP to create a problemlog entry even though the RAS manager has not

detected any errors. This is done by neans of display screens or panels
245 requesting information fromihe operatey and receiving his input. The
UPPR program may run certain @ o
ro M
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17 PDP5 246 in response to data fromthe operator, and may al so request the
operator to take certain actions; it builds a synptomstring and |ist of

i nvol ved conponents fromthe PDP results and/4¢the operator information. In
. some cases, a PDP executed for this purpose may solve the problem in that
case, no entry is created. A systemsupport facility (SSF) program 248
converts a selected problemlog entry into a service request 249,
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T ¥ ) .
transmts it to a SP or SP/R such as SP/R 130 of Fig. 1, and manages the
SR end of a dialog with the SP or SP/R SSF 248 al so is used to reguest
enroll ment into a service network, requgsteproblemprevention, track the
'stat us of problens, and process adV|sor|es Referring now to Fig. 3B,
service request 249 is of the formshown in Fig. 3B1 when a SR requests

fthat a known problem be fixed.

?for

601

on V.

Service request 249 is of the form shown
in Fig. 3B2 when a SR requests problem prevention for a conponent,

:be explained in nore det aj A service request 249 has fields

so%

DEFINE/CHANGE PROMPT FOR

SP ATTRIBUTES SP ATTRIBUTES
, - (FIG. 5B)

WORK
WITH SERVICE
REQUE§TORS

|
611
N

DISPLAY MAIN
MENU (FIG. 5C)

621
£20 :
ADD/ YES R EHAT 1O
CHQESEE§$§XICE (FIGS. 5D-5H)

RECORD
625 ENTITLEMENT
END DATA
623
FIG. BA SEND_ENROLLMENT
\ REQUEST TO SR
v
‘ .
—
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+- Prioblemidentifier -- Custoner data (name, telephone nunber, and address

of eontact person, custoner |anguage) -- ane I nformati on of nachi nes
that detected and reported problenms (type, Jer|al, nodel , change |evel,
network 1D, control point) -- Destination ID (optional - network ID and
control point of service provider that this service request should be
forwarded to) If known problem -- Problemdata (probleml|og nunber, ffie
and tine :
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Initial

18 --
probability estinmtes that

recurrence flags)

part nunbers of field or custoner

synptom string,
. e.

and isol ation FRU codes (i

severity,
t hese conponents caused the problem key nunber of a nessage

repl aceabl e hardware and/ or software conpoRgEs,

of occurrence,

06 9Old( - . |o0UR)=ZI4 USALjou=6d 31X3egd )

wol10g

SJ0SS12S §,4A313)97 LIXI4S Ald31
S196PIM S,31T1IM LIXI4S JITTIM
I{eq s,90r LIXIAS aor

uo11d142saq a1 3Jomiap jurod  1dp
1043U0)

Ae|dS1Q=S oAOWdY=h  AUO)=¢  dbUBLU)=Z  PPY=T
. *J93U7 S$S3Jd ‘Su011do 3dA]
vl YJOMIaN
U10d [041U0) *+ * * * 01 UOIIISOd
11X14S :wWolSAS .
f/m‘ $131S9Nb3Y 3IT1AI3S YIIM YJOM \\\

laced

[l

i

This Sheet Has Been R




¥

T

S 9ld

1
[
c O
- OM .-
L C —
- O .,e
Y— .
€52
— O . =
— C OO0 —
—_ QO '~ C O
dm —
X . T O o
c © O+~ O
C O Ve g
— 9o " Sw
O >0 0 -
— = OT O
+— L QO
C C mro
O O -
—_m— .- O 0
L om= o 0OC
QC O +—
—_ QO c O
5D B =B
(&)
—
8235578
ESooc
Eoc o
O — .- © >.—
—Q (7))
O 00C . Wwm
O ».—-QO®©
o O =
o = o O =
1 O < O
— . »n W.n.m
©
S5..0 &£ @3
- C = O [
X O ®©—_ O
.- O - ®©
C O - (7))
1 O © O >N
> — (7]
Oy @© [}
O 0T (@]
T o0 ®O
OEC_w
|ee.r >
QO _ =00
QO . ocCc. __
o —_ >
v K>co
K enpy Vi —wnm
..I..IDS.T.. '
— 3 (&)
o)~ O T C
COw.— CH
—_.—— > ©
0 - O O .
|mnr -0
S— ©c Qo ~0
Comu n.—
N = N >N —
eumaae
T ®© T Qo

-

$19NP0JG PA[113US Y1 1M NIOH=/T4
. [ ] cmlbo.z - —

rrree-1ve ¢
Ir
Qesss v e

vsh " ¢

NW “junpod * °

199438 Yiq 6281 ° °

[0TT-5484 (T18) !
TTII-45S (118) ° °

¥3did ¥313d " °

ONIY3LYD S,313d - °
LIXIdSs ¢ °
dad
LIXI4S :Wo3ISAS
J91sanbay

[9due)=¢ld Usaljay=4d u_xuumMJ/J

:SJ9qunu

' 131u3

9JIAJSS PPY

© * Jaqunu [e1Jas
* + *3dA} aulydey
* * * 3pod di7
* £J1UN0O)
' 31e18/431)

$S9Jppe 139418
:ssaJppe 6ulliey
* r3ATIRUIRL Y

" KJewild

JuUoYda[a) 1Je1uo)

* 1J83U0)

$sald ‘sobueyd adA|

* ¢+ U0120142S3(

* 't (1 YJOMISN
* + *julod [0JIUO)

_/

"



gystemto indicate how serious the problemis believed to be. The synptom
string is a series of codes reformatted fromthe results of problem
detection and subsequent problem anal ygi,g- Referring again to Fig. 2A

sol ution Iog 202 keeps track of the configuration changes of SR 110. As

shown 9 Has BeenRepibtled ON 1 0g 202 has the following fields: -- Network ID
and Cont IMi“‘ mlmmbrrponent I D -- Version/rel ease |evel
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or
support

identified

sof t war e,
Requi sites (indicates if solution should be

nor e hardwar e,

Synmptom string --

Solrution information (identifies one or
m crocode conponents) -- Solution statl/46(for each conponent

above)

sent for problem prevention requests) Referring again to Fig. 2A,

dat abase 203
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keeps ‘track of which SP or SP/R is responsible for sup- porting a conponent
of the SR s conputer system As shown in Fig. 4B, support database 203 has
the following fields: -- Conmponent ID -- Network ID of SP or SP/R --
Control point -- Automatic Install Information -- Problem Prevention
Information SR 110 of Fig. 2A commun}®&des with an SP/R or SP via |link 275.
Fig. 2C shows a bl ock diagram of SP 150 of the inven- .
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tion.~Problemcontrol program 295 nmanages the dialog with the SR or SP/ R,
handl es—enrottrent—and—probl em preventi on requests, tracks the status of
probl ens, and processes advi sori es. 1986bl em control program 295 is

per f or Base €A 131 or 150, suitably programmed as indicated in the
appropri ” Probl em control program 295 accesses problem | og
261, sol gl and cont act dat abase 263. Each of the preceding
are of the sanme format as discussed with SR 110 of Fi g. 2C, but conthi n

i nformation about all the SPs and SP/Rs supported by SP

(/’

+ FIXIT

System

Bottom
Support additional language featurés ~4/) F’l(5; 55

Recipe Database

Description
Portuguese
Dutch
English
Finnish
Danish
French
German
Spanish
Italian
Icelandic
Cancel FI14

Work with Supported Language Features

Refresh F12

Language

Feature
2922
2923

2924
2925
2926
2928
2929
2932
2958

Remove support
2931

Product: 5745CBl
Type options, press Enter.

Command
>

/
kF3=Exi t F5

4
Opt




1'50. Prz?é;glffggjég_lﬂjiﬂiun

via lin robl em contro

problens it su Sen R

D T 5 This Shesife b

- will be dis 1“@““ wl
Entit

- 270.

|on | V.

( staRT ) -

‘WORK
WITH SERVICE
PROV%DERS

295 comuni cates with other SP/Rs and/or SRs
program 295 notifies service personnel of

SP 150 al so has consol e

Rgdlacedn’' t fix via |ink 285.
g t he informa2@/6 presented at the console, as
20 SP 150 al so has entitl enent database:

652~\

DISPLAY
MAIN MENU.

(FIG. 6B)

i

660

ADD/
CHANGE SERVICE
PROV%DER

YES

661

Z

PROMPT FOR
INFORMATION

(FIGS. 6C-6D)

UPDATE
SUPPORT

663

DATABASE
N

N\
662
SEND

ENROLLMENT
REQUEST TO SP

664 J
\\ .

FIG. 6A

UPDATE SUPPORT
DATABASE WHEN
SP VERIFIES OR

REJECTS REQUEST




ment dat abase 270 keeps track of what support SRs or SP/Rs are entitled to

recei ve. _Enl_l—t—l—enﬁﬂ‘t——d"at‘a‘ﬁ’se 270 is shown in nore detail in Fig. 4A and
contains the foll -- Cient Descrlpt|on Data (such as that
shown in Fl-'h h as ee“ e emType -- %f&rnSerlal Nunber -- Network ID --
Control Poi y |dent|fy SP/R) -- Entitlenent Status
(enrolled o
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1

service requestor into a service network by a service provider. This

f | owchart+—4-s—pe+rforred—y processor 1§}£gg 151 of SP/R 130 or SP 150 (Fig.

1), by problemcontro ro ram 295 (Fid 2B and 2C). As an exanple, lets
assune t hakis Bhegt eétwork consists of the Software Fixit Shoppe as a
SP/I' R, provi “? SRs known as Joe's Deli, WIllie's Wgets, and

)

Lefty's Sci The Software Fixit Shoppe wants to enrol
Pete's Catering as a SRinto the service network. Block 601 checks to ge
if SP
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as shown in Figs.
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case basis—for specific SRs, as shown in Fig. 5E. Block 610 asks if the

operator wants to work with service requestors. If so, Block 611 displays

t he raiThis as in Fig. 5C. The,nmin menu shows that Joe's Deli
Wllie's m efty's Sci ssor s 2af46 al ready enrolled as SRs in the
- net wor k. r selects option 1' to add Pete's Catering, thereby

answering block 620 affirmatively and di splaying the screens shown in Figs.
5D 5H. The operator inputs customer information about Pete's in Fig. 5D,
changes any of the default at- tributes in Fig. 5E, and adds a |ist of

conponents for '

710

ENROLLMENT
REQUEST TO
PROEESS

721

REQUEST

SEND REJECT
APPROVED — .

RESPONSE

YES
722

N

UPDATE ENTITLEMENT
OR SUPPORT DATABASE

730\\\ l

Le——| SEND VALIDATION
RESPONSE

FIG. 7



Wwhich Pete's is entitle receive service in Fig. 5F. A "conponent” is
-define aceabl e unit or group of replaceable units of hardware,

sof tware, or, nige @ 1ad€d)r hardware, a conponent could be an entire -
keyboardW? |tself For software, a conmponent can be an entire
appllcatlo atlng system or other type of programthat may

I tsel.f be n of other progranms. A conponent could also be a very
snmal | portlon of a program such as an object or nodule, or any |arger

portion. = The Calvert |l patent application referenced above shows a
sof tware pack| ng architecture wher268s6pr o-

801

LOOK
FOR ERRORS. ON
LOCAL §YSTEM

CALL LOOK FOR
YES ~ LOCAL ERRORS
SUBROUTINE
(FIG., 9)

* NO
< ERRORS,_FOUND
. 1000~ | CALL LOCAL PROBLEM|
" DETERMINATION
SUBROUTINE
(F16. 10)
1100
N
820
LOOK - CALL_LOOK FOR
FOR ERRORS ON YES REMOTE ERRORS
REMOTE_SYSTEM TUBROUTINE

‘i'{

FIG. 8A



|

gr up of several hierarchically arranged |levels of replaceable

ppoRent can be anything fromone RU on the OCG |evel, to
ogevel and its agypsé ated RUs on the OCG level, to an RU
bl and all RUs beneath it in the hierarchial struc-

one e 1

on th ,‘

ture. ! 5 t he operator to sel ect conponents to support froma
list of avallable but currently unsupported

O— .
<4
i -
: v
. ; CALL LOCAL PROBLEM
” : DETERMINATION
SUBROUTINE
(FI1G. 12)
4
CALL SEND
ADVISORY YES > ADVISORY
TO SEND SUBROUTINE
? (FIG. 13)
‘ \1300

CALL REQUEST
FIXES SUBROUTINE
(F1G. 14)

14007 - . l

' REQUEST
FIXES FOR SUPPORTED
PROGRAMS -~

FIG. 8B



conponents. Fig. 5H allows the operator to specify which |anguage is
aSSOC|anﬁHSMkﬂhmBammw gaponent that is enkguetl ed to service. Once all the
~desired |nputted into these screens, block 622 (Fig. 5A)

. records 4| entry in entitlenent database 270. Block 623 sends
. the enrol request to the SR Flow of control returns to bl ock 610,

- -whi ch checks to see if the

to work with. If not, the
program ends in bl ock 625. |F| Q00RAFGHows

f19%8chart of the enrollment of a
service provider into a serjv| ¢8CAEtERRORS service
! SUBROUT INE

o

310 J

k COLLECT

: C
| SYSTEM DATA

320 f{

N FoLLow AN
| J0B QUEVE EXECUTE
- | RAS UTILITY
321 l |
\ 332 ,
EXECUTE AN .
| APPLICATION WRITE_ERROR
PROGRAM LOG IN SR
322 1 333
MAINTAIN | [ Execute Ras
« ENVIRONMENT MANAGER
RECORD
WR1TE_PROBLEM
LOG IN SR
334
FIG. 9 -
DISPLAY
MESSAGE
I
335 930

( RETURN )




feques1ur. TThis Tlomcnart I's perfornmed by processor 111 or 131 of SR 110 or

SP/R 13 e&}h&ﬁ §F 248 (Figs. 2B and 2Q). Ret urni ng now to our

h ) .
exanpl e’ Pete's Catering now has support for his operating
‘system gran1 word processor, recipe database, and mcrocode
fromthe Shoppe, but desires soneone to support his hardware
conponents. Therefore Pete wants to rezffést enrol |l ment of the Hardware
Fi xit Shoppe as a service provider. Bl ock 651 asks if the operator wants
to work with SPs. If so, block 652 dis- plays the main nmenu, as shown in

Fig. 6B. The main nmenu : -

LOCAL PROBLEM
DETERMINATION| |- 1000

SUBROUTINE

\ N\ g
: SELECT PANEL
SELECT PDP T0 DISPLAY
: T0 USER )
" 420 | 452 l
o EXecute pop A
GET RESPONSES
L - FROM USER |
L
\wmmsmm
IN PROBLEM LOG
o 453
\ - DETECI6D
BUILD SYMPTOM * 3
STRING

454

YES PROBLEM

ISOLATED
9

FIG. 10A



shows that the Software FIXIt Shoppe is already enrolled as an SP. Pet e
sel ects ﬁw&}ﬁ C t hereby answering bl ock 660 affirmatively.

Bl ock 66 5 rator for inforamwson by di splaying screens shown
~in Fig. Gi:['“%’ﬂﬁgm]ﬁ Fig. 6Cl pronpts the operator for contact

I nf or mat i Fig. 6C2 pronpts the operator for service

attributes. Fig. 6D pronpts the operator for the list of conponents for
whi ch support is requésted. :

431
A

GET CUSTOMER
INFORMATION

1 __//,uuu

WRITE SERVICE
REQUEST -

SEND
SERVICE REQUEST
NOW

SEND SERVICE
REQUEST T0
APPROPRIATE
SP(S)

l | //455

‘UPDATE ENTRIES
IN PROBLEM LOG
AND SOLUTION LOG

1010

RETURN '

FI1G. 10B



.23 Alter the neceésary information is provided, block 662 creates an entry

I n support database 203.
request ed but
to the SP. The enrol | nent
conponent s,

This entry indi eatsés t hat support has been

is not yet approved. Block 663 sends the enrol |l nent request

al ong with iden

SP/R may request that a co
install ed or even

request contains the list of requested

tdp n 1 nifdrmati on about the SR Note that a
orted even if the conponent is not

SUBROUTINE

SELECT REMOTE
SYSTEM AMONG
LIST OF SRs

_______ L

COLLECT -
SYSTEM DATA .
FOR SR

et Has Been Tlaced

i

llll\ll\ AN

EXECUTE
RAS UTILITY
g
FOLLOW
0B QUEVE WRITE ERROR
4 FOR SR 1 L0G IN SR
- EXECUTE EXECUTE RAS
APPLICATION MANAGER
PROGRAM FOR
SR
WRITE_PROBLEM
L06 [N SR
MATNTAIN
e—— ENVIRONMENT
RECORD FOR SR
DISPLAY
MESSAGE

FIG. 11

( RETURN )

_______’______



preserit on the SP/R system An SP/R may have one or nore SRs that | ook to
it for support. The conponent for which service is requested may be
install ed on one or nore of the SR systens but not the SP/R system
requesting service on the conponent duringpg enrollment request. Fig. 7
. shows how the enrol |l nent process shown in Figs. 5A and 6A are approved.
. This flowhart is performed by processor 111, 131, or 151 of SR 110, SP/R
+ 130, or SP 150 (Fig. 1), by F 248 or problemcontrol program 295. (Fig.
2). Block 710 checks to seel? here is an enroll- nent request to process

I f so, block 721 asks if REMOTE-PROBLEM

) DETERMINATION
. SUBROUTINE

1260
N

SYSTEM DETERMINE 1
OR RQEHOTE USER REMOTE SYSTEM
PROBLEN. 1S ATTENDED

1261 lf
SYS N
SELECT PANEL TO
D%SPLAY T0 USERFAT

SP_AND/OR SR (I

SELECT PDP

SELECT PDP ATTENDED)

'PROBLEM l
1220 . ] A * GET RESPONSES

- FROM USER AT 4

- EXECUTE PDP SP_AND/OR SR -

FOR SR (IF ATTENDED)

l

UPDATE ENTRY IN

ERROR
PROBLEM L0G FOR SR
WITH PROBLEM AND SP DETELTED
‘ _
BUILD SYMPTOM
STRING FOR SR .
PROBLEM
ISOLATED
2
®
| FIG. I2A
I

i



equest is approved. This is normally done manual |y by sending a nessage

o an operator asking for approval of the.conponent |ist. Approval could

| so be done augonati-callyby checki%gaghe entitlenment database for .
ady entered in block 6 of Fig. 5A, (in the case of a SP
est froma SR) or by checking the support database for

g nformation alr
pproving a requ
I nformation already entered in block 662 of Fig. 6A (in the case of a SR
~fapproving a request to enroll it froma SP). For exanple, a SP may have
"Jalready prepared an entry in(dts entitlenent database containing all the

I nformati on about a specif SR and a conponent

1270 | 1300
CH SOLUTION SEND ADVISORY
fgéRFon FIX SUBROUTINE
‘ 1303
1275 | | 03 1
PREPARE SERVICE _ BUILD
REQUEST IF FIX ADVISORY
NOT FOUND MESSAGE
1280 1304
Nl | N
SEND SERVICE : SEND ALERT
REQUEST TO _ MESSAGE TO
APPROPRIATE APPROPRIATE
SP(S) SP(S) OR
; : SR(S)
1285 '
™~ 1320
UPDATE ENTRY IN | '
PROBLEM LOG FOR RETURN
SR WITH PROBLEM -
1290
(' RETURN ) FIG. 13
FIG. 12B
_—

This Sheet Has Be

.



list, but with an enrollment status of "not enrolled". If this was done, a
natchlng enrol | nrent request received fromthat SR can be approved
automatically, and the status of the entry:%ﬁﬁhged to be "enrolled" 24
For those conponents that are approved, block 722 updat es entltlenent

dat abase 270 or support dat abase 203, and sends a valldatlon response back

to the'! SR or SP in

REQUEST FIXES 1400
FOR SUPPORTED L~
PRODUCTS SUBROUTINE

l

| DEFINE PROBLEM | .,
| PREVENTION |14
REQUEST

.
L g

1410

COMPONENT_
TO REQUEST PROBLEM
PREVENTION

RETURN

\\ GET CUSTOMER
INFORMATION

lq%il l

p BUILD SERVICE
: REQUEST

SEND
SERVICE REQUEST
NOW

1460
N senp service
+— REQUEST 10
APPROPIATE SP
FIG. 14



Bl ock *'730. The SR or SP receives .the validation response and updates its
support or entitlenent database to indi- cate that the enroll nment request
has been approved. For those conporis{%é not approved, a reject response is
sent in block 731. The SR or SP receives the reject response and updates
Its support or entitlenent database to indi- cate that the support has been
rejected for these.conpo- nents. The renmai nder of our exanple service
network of Fig. 1Cis built in the same nanner as di scussed above.
[11.Solving problens in a Hi erarchial Service Network

START

1501 1600

\

CALL PROCESS.
SERVICE REQUEST
SUBROUTINE
(FIG. 16)

PROCESS
SERVICE gEQUESTS

/1700

| CALL PROCESS
YES o/ | ADVISORIES
SUBROUT INE
| (FIG. 17)

1502

-~ PROCESS
ADVISQRIES

//1800

CALL PROBLEM
PREVENTION
SUBROUTINE
(FIG. 18)

PERFORM
PROBLEM PgEVENTION

1590

—_—
This Sheet I

IR



Figs. 8-12 show how probl ens are detected, deter- mined, and reported
either by a service requestor or foggmeervice requestor renotely by a
service provider. These flowharts -are executed by processors 111, and 131
of SR 110," and SP/R 130, (Fig. 1A) by elenents Resource Manager 220, UPPR
utility 247, PAR utility 244, SSE 248, RAS utilities 240, RAS Manager 241,
and PDPs 246 (Figs. 2A and ZB) ror rposes of—+hkhs, di scussion, SP 150 is
consi d- ered to have thg{@@] é@FSER&OI&E showh in Fig. 2B if renote
probl em det ection and d |Rﬁ@UE§E(§UﬂRQﬂ%FN& d.

1601

1699 |
SERVICE AY

REgggggsgo RETURN )

1

e

/1605

SEND ERROR
MESSAGE TO SR

SR
ENTITLED
10 SEQVICE

' §
DUPLICATE > 1003 ,-

YES REQgEST

CREATE ENTRY
. IN PROBLEM ~~1610
LOG IN SP

UPDATE 1615
CONSOLE "

l

SEARCH SOLUTION
LOG FOR SOLUTION|-1611
TO PROBLEM

L.

©

FIG. Iea-1
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Block * 801, if answered affirmatively, looks for errors on a |ocal
system by calling subroutine 900 of Fig. 9. Referring nowto Fig. 9, OS 210
causes RM program 220, using RAS ned{d4ér 241, to collect systemdata at
described in the above-nentioned patent applica- tions,

; conponents of sysfem 110 contgin within thenselves

V (VPD) whi ch 2 @

1620

har dwar e
“vital pred

MATCHES >
THRE§HOLD

0

DOES
ANOTHER SP
SUPPORT gOMPONENT

PROBLEM
' PREVENTIOI}) REQUEST

NOTIFY SUPPORT
PERSONNEL AND t¢——
UPDATE CONSOLE [\ 1691

= —¥
1627

| NOTIFY SR NO
' FIXES FOUND "

FIG. 1I6A2
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‘can be read out to identify their part nunbers, engineer- ing-change
Ie\misSheet}mngmmﬁlﬁﬁde | evel s, and so forth. This data includes a type
Ml er
I'n

nunbglwww , and serial nunmber, for the systemas a whol e and/or
for
and |

he RM program readS8{# i nformation from each conponent,
VPD table. This table is stored with a system resource

manager (SRM data base or ol ogy file describinghew the conpone are
connected together; this d may be derived from a vent i onal @
configuration EB %r am ( not own) executed V\Tgﬂsver e SR Systemis
reconfigured o g\panded. \
STORE SOLUTION ' SEND SERVICE
IN PROBLEM LOG REQUEST TO
IN SP . , SUPPORTING
SP(S)
1651 l
. - 1645 -l
\\ CHANGE STATUS _
OF ENTRY IN NOTIFY SR
e | igme— |
“ANSERED” U;;;}E PROBLEM |,
LOG AND CONSOLE

1655 SEND
AUTOQATIC

. YES 4
1657
GET CURRENT
SOLUTION LOG
FROM SR
1660 . > ‘ —

HAS
SR ALREADY
RECEIVED ALL SOLUTION 1663
INFORMATION 3
: SEND SOLUTION
o BRI
1656 ' '
63 166§i l
NOTIFY SUPPORT |—p
| UPDATE SOLUTION
PERSONNEL AND SR UPDATE 30
1662
N 1666,
| S e || o cowoe
- MICROCODE NOT ALREADY

i L

FIG. IeB

PRESENT ON SR




Operating system 210 then follows a conventional job queue 320 to execute

system -tasks.  Sone of these tasks may run concurrently with other tasks
in the queue. As each task is executed, OS 210 mai ntains an environment
record 322 describing the task being run and the state of the system <

During this time, as representgghygthe dotted line 302, the RAS utilities

240, Fig. 2, are capable of execut- ing within there own subset of the

system Wienever an error condition occurs within a conponent, block 330
| causes the appropriate RAS utility to execute at bl ock

PROCESS
17007 | ADVISORIES
SUBROUTINE

1  UPDATE
CONSOLE

’ FIG. I7
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331. Wien the utility determnes the nature of the error, by reading status
. bits, performng tests, etc., it wites anmaatry in the error log at bl ock

332. Error-log entries have been de P cConnecti o mn (fig. 2. The
+FRU li st derived fromthe error-1dg %g giﬁ%kﬁﬁf Codes with
~att endant probabilities that the dsk 408 a hardware or
. software conponent, or a nessage code designatlng an ai%bgn to be taken)
~actually did cause the error. Control—tiEen r torTTS ck 330 in the
utility which had witten the error-14g ! %3znewé? autility has

15

witten an entry in the error log, thg e

l 1805

N

SEARCH
SOLUTION LOG

FOR FIXES
| 1807
GET CURRENT |/
TNFORMAT TON
FROM SOLUTION
LOG IN SR
! 1810

COMPARE UPDATED "
SOLUTION LOG
EROM SR WITH
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IN SP

le i

&

UNREPORTED
PROBLEM 10 FIX

RETURN

RECEIVE ORDER/SEND | -1850

HARDWARE , HARDWARE ,

SOFTWARE, f&~- =~ - SOFTWARE

AND/OR AND/OR

M1CROCODE MICROCODE ‘

1870
1875 | 1860 /
STORE SOLUTION SEND SOLUTIO UPDATE SOLUTION
INFORMATION IN fe---1 INFORMATION " LOG, CONSOLE,
PROBLEM LOG T0 SR QQDSEROBLEM LOG
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4

RAS nmenager 241 executes at bl ock 333. 26 If the error is significant,

(error cannot be .cor- rected by the subggis of the systen) block 334 creates
a new entry in the problemlog, and wites into this record the data

descri bed i n connection
pbtai ned fromthe error

yet been per-

ot~ ' 2, including the initial FRU |ist,
Io§TARBe- cause no di agnosis or other analy5|s ‘has

1920 -
i N
RECEIVE SOLUTION
INFORMATION 'AND
UPDATE SOLUTION
LOG AND PROBLEM
£06. SEND T0 SR
THAT ORIGINATED
REQUEST.
1925 |
CH TAT
R e || [y ey
0 PANoWERED" | L T0 “VERIFIED"
19<S 1980~ | |
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1935 ‘ - | 1985
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11950 1990
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' v
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1960 !
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LOG TO “FIXED”
AND IN SOLUTION
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formed, this initial FRUIlist is usually longer than the isolation FRU |ist
yet to be witten in the problemlog. Bhagk 335 then aCeegSes nmessage
(using a conventional |anguage-selection utility in the °sys%°e Aand
displays it to the systemoperator on his termnal 113, Fig. 1. The
subroutine returns in block 930-to block 810 of Fig. 8. If errors «fre
found, block 810 is answered affirmatively and subroutine 1000 of @hg. 10
is called. Referring now to Fig, 10, block 1001 checks to see if t

probl em was reported by the systemor by the user. If reported by the user,

- thi's subroutine is entered directly in response to a )
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s«command entered by the user at term naks/4d3 -- otherwise it is entered
t hrough bl ock 810 of Fig. 8 being answered affirmatively. If detected by
the system control then proceeds to block 410, where the PAR program 244
sel ects ‘a particular PD procedure 246 according to the codes in theynitial
ERU list of the selected (or the first) problem The selected PD p edure
246 executes at bl ock 420. .PDPs have access to the configuration d
the system and they can cause other PDPs to execute, as indicated
The explicit result of a PDP is one or nore codes specifying a (9

L
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esent -

i sol ati on

t he

More specifically,

Display Problem Details 7\
System: SFIXIT
Problem ID . . . . . . . : 1234567890
Origin . « . . . . . . . : SFIXIT.PETE
Current status . . . . . :  ANSWERED
Problem ... .....: Can't Find Meat Loaf Recipe
Problem message 1D . . . . . . . : CPFXXXX
Severity + « v « v v v ¢ v o+ ¢t Medium
Problem type . . + + . . . . + . : User perceived
Date and time detected . . . . . : 12/12/90 09:10:00

SFIXIT.PETE

Received from. . . . . « ¢« « « &

More. . .
Press Enter to continue.
F3=Exit F5=Display possible causes F6=Display problem history
F9=Display PTFs Fl2=Cancel Fl4=Display notes. F24=More keys \x\\ mu_ﬁw. mwvaU

Bl ock:-424 wites into the probleml| oYy entry the results of the tests

perfornmed by the selected PD proce- dure.

FRU list field g

27

é!ong with a failure probability. PDPs are diagnos- tic routines
enpl oyi ng decision trees controlled by the results of tests and/ or operator

FRU,
i nput .

9y /vy

i



_ : 45/46
i'ng the nost probable failing FRUs, along dﬁth a code designating the
Identity and the exit point of the last PDP to execute. Bl ock 425 wites
into the problemlog entry certain VPD codes relevant to the problem such
as the nodel and serial nunber of the customer system The status ofQ he
problemlog entry changes to "ready" at this tine. Block 430 convert€J he
isolation FRU list fromthe problemlog entry into a synptomstring igxJ
selecting the nost likely failure(s) fromthe isolation FRU list, refor-
matting them and the code indicating the PDP identity and (&

| _u
- | R

System: SFIXIT

Bottom.

Request received
Problem answered
Response sent

Fixes transmitted

Can’t Find Meat Loaf Recipe
Event

1234567890
ANSWERED

Display Problem History
User 1D
*SYSTEM
*SYSTEM
*SYSTEM
*SYSTEM

Cancel

Current status .

Problem

Time

12/12/90 09:13:10

Exit FI12

Press Enter to continue.

//
\\‘F3

Problem ID .

12/12/90 09:14:20
12/12/90 09:15:00
12/12/90 09:15:21

Date

'

—_—
This Sheet Has Be.
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«exitspoint. Block 431 obtains custoner informationeither fromcontact data
base 201, Fig. 2, or fromthe operator, should he decide to override the
dat a- base information. This information includes the nane and tel ephone
nunbers of the person to contact at the customer site, and also includes a
severity code for the problem Thi s code4é/g6opti onal |y assigned by the
operator to indicate the urgen- cy for resolving the problem The
operator may also optionally wite a textual description of the problemto
be included in the service request at this point. Block 440 then wites the
actual service request into the prob-

2 8 2% 3238122z

LOTS OF |  isAM’S ;| REALLY BIG
WORDS : SPREADSHEETS® | COMPUTER CO

il

SOFTWARE
FIXIT SHOPPE

T N

JOE'S i oFRILLIE'SS LEFTY’S PETE'S |
DELI °J¢IDGETS ° SCISSORS CATERING

OOOOOO‘UO

—‘.‘f | j

FIG. 21
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|‘.' ‘n“

-

5\
7

i
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i

lem log-.entry, according-to the format descp — | ] Lg.
.and shown_in Fig. 3B. (I1f the request conps_fRETRACRMENPRHEERSes s SGat h
than fromPRAR, the FRU list is in the formo %%@fﬂﬁtﬂﬂe‘ paged &y, towgagsd .
rather than nuneric reference codes, however})d Ciaim(shi s pagediis. to paged LU
af the problemlog éntry is "prepared." It is)&dlrav*vbigé)t:lpaged‘lfét@ ped e/t
‘ay decide that the SR has a probl em even thpugihbstradias :paged &S pag&d ect ¢d

any problem  If this happens, he seljgggs this user-per- ceived problem

resol ution (UPPR) process by another com m@mf@pcﬁt@gﬁey%ﬁuw‘m .

r

termnal (Fig. 1A).

SERVICE PROVIDER 150

PROCESSOR ' STORAGE | TERMINA
151 152 ER_1_5_3_ ;

140

SERVICE PROVIDER/REQUESTOR 130

PROCESSOR STORAGE MINA
151 7132 THEM

iy L~ 120

. SERVICE REBUESTOR 110

—-—
——
.

PROCESSOR STORAGE [ TERMINAL
i 2112 I3
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28 In this case, block 450 selects and di splays a panel requesting certain
I nformation fromthe operator. Bl ock 452 accepts input data and fornmats
the operator's respons- es in ternms of key words, and wites themto a
synptomstring in the isolated FRU list field of a new y-created
problemlqg entry for this problem Block 453 detects any system problem

gccurring during the UPPR process.  If a
2/46
SERVICE SERVICE
| PROVIDER o PROVIDER §§§¥§5ER
"SERVICE ’
PROVIDER/
REQUESTOR
| SERVICE SERVICE '
REQUESTOR | REQUESTOR gggﬁ%&%OR

FIG. IB

This is the replacement sheet
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problemis detected, control shifts automatically to the PAR process
executes block 420. If no error is detected, control passes from bl ock 453
to block 454, to see if the problemis sufficiently isolated. If not,
control returns to block 450, which then sel ects another screen, based upon
t he key words generated by responses to previous screens. The screens

di spl ayed by block 450 may request certain actions, ask questions about the
system and di splay advisory infornmation. When bl ock 454 determ nes that
t he probl em has been sufficiently isol ate8l/46control passes to bl ock 430 and

the process continues as before. )
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Bl ock 460 determnes if the service request should be sent now or not. If
t he probl em detection and determ na- tion process has been automatic up
gntil this point, block 460 is normally answered affirmatively. However,
it is entirely possible that the problem identified in the current
problemlog entry has been solved at this tine; that is, one or nore
actions taken by the operator in response to nessages fromthe initial or
isolation FRU lists has cured the fault in the custonmer system The
operator may then exit the process at block 1010. He may also exit if he
deci des to proceed by anal yzing additional

4146
SP | __—1F5F Sp
/ \ ' SP/R .
i
SR-| / SP/R
SP/R -
’ | sp
' SP/R | _
SR |
. | SP/R i
SP/R Sp / )
] I___J
R | SR SR

FIG. ID
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probl ens and sendi ng themall at a later tinme,

directly to a CE or product-support staff  person.
Service request remains in storage with a status flag set to a "prepared"
I f he

st at us,

¢lects to continue with problemresolution,
5796

autonatlcally detected and is sup-

OPERATING SYSTEM

or by placing a voice cal

In that event, the

indicating it is ready to transmt to the service system
or if the problem has been

SUPPORT
DATABASE

SOLUTION
(06

201
N4

CONT .
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VPD N 51
“‘Ilﬂﬂﬂl‘~—222

245~
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posed'to-be automatically sent, block 462 sends the ser- vice request to
the SP or SPs identified in support data- base 280 as supporting the
component suspected of failing. Normally, only one SP supports a conponent,
but it nay be desirable to receive support frommany different SPs for a

articul ar component. Bl ock 465 updates the entry in the problemlog to
The subroutine returns in

I ndi cate that the problemhas a stat%@@if "sent".
820 determ nes whether a SP/R

bl ock 1010 to bl ock 820 of Fig. 8. Bl
wants to performrenote problem detectiopgand d hon on an SR that
| SUPPORT
DATABASE

202
S SOLUTION],
210 230 L06
Lo\
»| APPLN
PROGS 201 [~
220 : =
& [ MR VPD }
2 | 247 S Rn—%% | a3
>= ;
2 LT o
| = | 2uy LL - ~{PANELS
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i\'275
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it supports. = If so, an operator at the SP/R console (which is a special
one of the termnals 133 or 153 of Fig. 1A reserved for network
operators) is connected renotely with the SR and is permtted to sign on
to the SR conputer system O course, the operator. nust have been given a

user id and password to enabl e access on the SR system Once connected,
however, the operator at the SP can initiat 37}4;6(9 subrouti nes shown in Figs.
n

11 and 12 to performrenote proble tectioh d determ nation. Figs. 11
and 12 are very simlar to Figs. 9 d 10, with the follow ng

nmodi fi cati ons.
ENTITLEMENT| 270
_ «—»{ DATABASE |~
261
PROBLEM
— 06 -
: oo . 262
PROBLEM
CONTROL [¢— ESEUTION -
PROGRAM
— 263
TACT
¢—> DATABASE d
| - 264
NSOLE L~
+—>| BUFFER :
| 275
! — : [ —p
| <::> > TO SERVICE PROVIDER OR

SERVICE PROVIDER/REQUESTOR -
' —>

\
285 TO SUPPORT PERSONNEL

FIG. 2B-2
SERVICE PROVIDER/REQUESTOR

This is the replacement s‘heet.
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Bl ock 1260 (Fig. 12) indicates whether an operator is available at the SR
to performtasks at the SR |If not, the panels presented at block 1261 are
modified to elim- nate tasks requiring an operator at the SR Wthin the
PDP executed at bl ock 1220, it is determ ned whether an operator is present
an the SR, and, if not, panels pre- sented by the PDP, if any, are |ikew se
nodi fi ed. The absence of an operator in the SR may result in |less isola-
tion of the problem being acconplishegg!f a problemis detected, block
1270 extracts information fromthe SR nornally used to prepare a service

request to search its

295
i :
_ ENTITLEMENT| - 270
«— DATABASE |~
| 261
| PROBLEM
—> | 06 -
PkdBLEM ) 702
CONTROL [¢—*] LOEUTION -
PROGRAM
; o 263
. TACT
[« DATABASE ¢
” - 264
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275 |
< A S
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REQUESTOR OR L -
SERVICE PROVIDER/ { . >
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FIG. 2C
SERVICE PROVIDER
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the SP/ R

30 of Fig.

If a fix isn't found,
beconmes a service requestor and prepares a service request for the SRwth

the problemin block 1275.

SP(s)

I S necessary).
The SP/ R sends the service request to the

I ndi cated as supporting this conp

Fn bl ock 1280. The subroutine returns

soluti'on log for a fi x (effectively-skipping to bl ock 1611
since no service request

16A,

AYLNI 907 NOILNTI0S ¢ 9] 4
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bl ock 1290 to bl ock 830 of Fig. 8. The remminder of Fig. 8 will be

di scussed in sections I'V and V.

In the preferred enbodi ment, the session

required to performrenote problemdetection and determ nation is an APPC

i n an APPN network, although other types of known

switched or public data network, could al so be
be performed by a service

session (LU 6. 2)

connections, such as |eased,

tsed. Fig. 15 shows the functions that

provider. This flowchart

or SP 150 (Fig. 1A), by EﬁUbIen1contr
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to see if there are any service requests to process. | f so, subroutine
1600 of Fig. 16 is called. Bl ock 1601 checks to see if there are any
service requests to pro- cess. |If so, block 1602 checks its entitlenent
dat abase to see if the SR that sent the service request is entitled to
receive service for the conponent suspected of failing. If not, an error
Ressage is sent to the SR in block 1605 nd control returns to block 1601
to | ook for nore service requests. |If bild46 1602 i s answered affirmatively,

bl ock 1603 checks tp—see—tf—jhis service request was recelved previously
fromthis SR |If _sd, block 1905 sends an error -
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message to the SR If not, block 1610 creates an entry in its problem]|og

to indicate that a service request was received.

Bl ock 1615 updates the

console at the SP. Block 1611 searches solution |og 262 for possible sol u-
tions to the problem Solution |log 262 contains solutions for problenms with

hardware, software, and m crocode conpo-
; 12/46
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Bl ock 1620 checks to see if the number of matches exceeds the threshold
specified during the enrollnent process (Fig. 5B). If so, support personnel
at the SPis notified of the problemin block 1621 via link 285 so that
appropriate human intervention can be perfornmed. If not, block 1630 asks if
no matches were found. If no matches were found, block 1631 checks to see
i'f another SP sup- ports this conmponenjzsq@not her SP supports this conqgnent
if a) the service request. contains a d%stination | D speci- fying the.
network 1D and control point of a specific service provider, or b) th
support~ dat abase i ndi cates - - .
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t hat anot her SP supports this conmponent. |If not, block 1625 checks to see
If this service request is a problem prevention request (which wll. be

di scussed in nore detail in Section V). |If so, a nessage is sent back to
the SR that no fixes for unreported problens were found. If not, the
support personnel at the SPis notifiedlggﬂghe problemin block 1621. QJb
bl ock 1631 is answered affirmatively, bl 1640 forwards the service
request to the supporting SP or SP(s) via link 275. Block 1645 then sed&? a
nmessage to the SR indicating that the service request has been forwarded {0
anot her SP. Block 1646 updates the status in
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the problemlog in the SP to "SENT;" and updates the console in the SP.

Fl ow of control returns back to block 1601 to | ook for nore service
réquests to process. If block 1630 is answered negatively, a nmanageable
nunber of matches were found in the solution log. Block 1633 stores the
solution information, which specifies the solution for the current problem
in the problemlog in the SP. The solution informati on nay contain one
nore of the follow ng types of informatg/e@: -- Instructions to the opefghor
at the SR to take sone action to resolve the problem(e.qg.,

- | )
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a 32 communi cations carrier
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Bl ock 1651 adds the "ANSWERED' status to the entry in the problemlog in
the SP. Block 1655 checks to see if the solution.information is to be sent
automatically by checking the information inputted into the contact data-
base during the enrol |l nent process. I f so, block 1657 requests that the
SR send a current copy of its sol utlg&/ gg to the SP. Al t hough the H.s
sol ution log contains data fromthe ¢ it is aware of, it is possubje
that the SP's solution | og does not contain the nbost up to date
information. This can occur if the SR received solution information f@m
another SP, or if the SR received a
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conmponent from anot her source not in the network. Block 1660 conpares the
solution log sent fromthe SRwith its own solution log to see if the SR
has already received all of the solution information. If so, the
previqusly sent solution information did npt fix the problem so block 1656
notifies support personnel at the SP, as well as the SR If not, block 1662
orders hardware for the SP, sends to the SP repl acenent software conpo-

nents, and/or sends m crocode conponepgmenot al ready present on the SR.$H

Bl ock 1663 sends all of the solution information along with the proble
to the SR and w0
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and fl ow

service requests to pro-
15.

ot her

The subroutine returns in block 1699 to bl ock 1502 of Fig.

19 shows the steps system support facility 248
19/46

Bl ock 1666 updates the console at the SP,
| ook for

updates the solution log in the SP in block 1665 to re- flect the solution
returns to block 1601 to

transmtted to the SR
Fig..
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of the SR perforns when it receives the information trans- mtted to it in
bl ocks 1662 and 1663. Bl ock-1920 receives the solution information from
the-SP and stores the entry in its probleml|og corresponding to the problem
ID and in its solution | og. Block 1920 al so checks its problemlog to see
if the problemID sent with this solution informa- tion corresponds to a
service request received fromanoth- er SR d{f so, the solution information
is sent to the SR that sent the request. B? 4R 1925 changes the status of

the entry in the problemlo D. The SR receives the hardware,
software, and/or microcode ¢ONPSTANRTS | -

651 652~
WORK
WITH SERVICE DISPLAY
PROVIDERS MAIN MENU
2 (FIG. 6B)
+ 660 p: 661
S T TNEORAT By
I

PROVIDER (E (FIGS. 6C-6D)

UPDATE
SUPPORT
DATABASE

i ; N
: 663 662
| ™~ l

SEND
ENROLLMENT
REQUEST TO SP

N + | 553\ J
UPDATE SUPPORT
< | DATABASE WHEN

SP VERIFIES OR
REJECTS REQUEST

FIG. 6A
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bl ock 1930, and updates the solution status field in the solution log in

bl ock 1935 to indicate that the hardware, software, and/or m crocode has
been received. The conpo- nents are forwarded on to the requesting SR, if
any. Block 1950 then asks if this solution should be installed on the
conput er system Bl ock 1950 nmay be executed instantly or several hours or
even days or weeks later. -Human intervention nmay be desirable in making
thi s decision, or the decision may be made based on information inputteq@)
into the automatic installation field 2w46he support database during tQ&D
enrol | ment process. For

JFIG.

4

)
—
uJ
Q.
&
[«F]
-
[7¢]
>
? =
' S
= =
a i o
o [as]
K
(%0 ]
)
o
x
w C>O\ o som i i
S g 20
o ] .
© 4 7 a 8 ;
¢ gy : r— — m
> op— = C 2
o =1 i O &
= Q " ) Y=
L () s w
(] b T
gy
> [ g
e o =3
QL (85] 5y
- m ) z ~.
| " = —
S. = — ?
ot )
x - f — =
& S = O - o
5 £ 3 e &
L
= ® - bl n > (Ll/_, w
M
(‘9) i
] - Q) w
- 8
o e g ' e
c
= . .~ (C f— = é)
QO e [ U - c = o
hnd o C — A
e T ol S 2 = il
© © o v
— o o
R o g
v = QA << i G
o >t = T

(
\_F3

This.is the replacement sheet

Date: =3 JUL 19%



exanple, the Software Fixit Shoppe may decide to automati- cally instal
-solutions for conponents supported by the Really Big Conputer conpany,
I f block 1950 is

al I
bat not for conponents supported by Sam s Spreadsheets.

answered affirmatively, block 1955 applies the solution to the system and
bl ock 1960 updates the entry in the probleml|og by adding the status
Bl ock 1960 al so updates the entry in the solution |og by adding

" Fl XED" .
the status of "APPLIED'. Block 1970 asks, the solution is verified. Qj;
‘This block is answered affirmatively mhe% ﬁ%e system has been
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34 tested and the problemthat -initiated the service request is no |onger
present. This verification process can be done automatically be restarting
the probl em detection flowhart of Fig. 9, or can be done manually via
human i nterventi on. Bl ock 1970 could therefore be executed instantly or

after a considerable delay. If block 1970 is answered affirmatively, block
1975 updates the problem | og
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to add the status of "VERI FIED'. Block 1980 notifies the SP that the
probl em has been verified so the SP can update its problemlog. Block 1985
agai n updates the status to "CLOSED' when all activity concerning the
problemis conmpleted. IV. Tracking Problens in a Service Network Mst
problens in a service network can be tracked each tinme a new status is
added to a problemlog entry, or when a service request is sent and
received. An SP will be able to track gylygorobl enms for which support i
re- quested fromit in this manner. However, problens occur-
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ring on SRs for which it has not received a support re- quest will not
normal ly be known to the SP. An "advisory" is used to provide this

addi tional information. An advi- sory can be used by any systemin the
service network to informone or nore other systens in the service network
of a problemthat occurred with another systemin the service network.
Therefore, advisories can be used to sup/4Pent the status information
received via service requests about other systenms in the service network.

Referring again to Fig. 8, blos to see if

710

ENROLLMENT
REQUEST TO
PROgESS

721

REQUEST

APPRQVED h SEND REJECT

RESPONSE —>

722

UPDATE ENTITLEMENT ;
OR SUPPORT DATABASE

73\ J

———— SEND VALIDATION

FIG. 7

Tris is the replacement sheet

Date: =3 1993



there are any advisories to send. |If so, subroutine 1300 of Fig. 13 is

cal | ed. 35 Bl ock 1303 builds an advi sory nessage. The advi sory
méssage contains the conponent ID, textual and/or encoded information about
the problem and information identifying the sender of the advisory. Block
1304 sends .the advi sory nessage to approg;iate SP(s) or SR(s). This is

det er m ned 26/46

801

FOR EgggRS
0
LOCAL §)YSTEMN

1000 | CALL LocAL P
| s
(FIG. 10)
1100
820 N
LOOK CALL LOO
FOR ERRORS ON R ERROOS
REMOTEOSYSTEM SEEEEET?§EORS
. (FIG. 11)
FIG. 8A
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by checki ng support database 203 and/or entitlenent data- base 270 to see

which SP, SP(s), SR or SR(s) support or are entitled to receive advisories

for the specified conponent ID. Alternatively, the conponent ID field may

contain special broadcast data, indicating that this advisory should be

sent to all SPs or SRs referred to i n2g6 support and/or entitl ement

dat abases. The subrouti =@ urng in block 1320 to block 840 of Fig. 8.
0

Bl ock 840 and subrouti ne wi Il be discussed Tater in Section V.
Referring now to Fig. 15, block 1502 asks if there are adyigaries to
process. If so, subroutine 1700 of Fig.
NO LOCAL
4 —4—< ERRORSOFOUND
! Y
: CALL LOCAL PROBLEM
— DETERMINATION
SUBROUTINE
(FIG. 12)
———
ADVISORY X ES\L,%S(S,E('(D
TO §END SUBROUTINE
! (FIG. 13)
* \1500
REQUEST CALL REQUEST
FIXES FOR SUPPORTED >
PROGRAMS _ f(:lI:)I(gS SHI;ROUTINE
- 14007 -. l

FIG. 8B
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17 is called. Block 1701 checks to see if there are any advisories to
process. If so, block 1770 updates the console to indicate the nature of
tfte advi sory received. The subroutine returns in block 1790 to bl ock 1503
of Fig. 15. Bl ocks 1503 and 1800 of Fig. 15 will be discussed later in
section V. Note that subroutine 1700 also executed by SSF 248 in a SR
If the SR has a consol e. Through the of advi sories and service
requests, in conjuncti{gnm wtn |nTornat|~/§© ored in problemlogs, solution

logs, and contact datadab@9KokrORar i ous ms in the service network, a
sLECAL ERRORS _
SUBROUTINE

weal th of information

310
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SYSTEM DATA

320 ’l

N FoLlow AN
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| RAS UTILITY
321 1 L
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for anal ysis and nonitoring. For purposes of illustra- tion, lets assune
that our friend Pete of Pete's Catering is using his reci pe database and
can't find his favorite neat |oaf recipe. He uses the flowchart shown on
Fig. 10 to isolate a user reported problemand wite a service request in
bl ock 440. Bl ock 460 determ nes that 29466 SP t hat supports fixing the

reci pe database is the Software Fixit Shoppe, so the service request is
sent there. The :

LOCAL PROBLEM
DETERMINATION| [ 1000
SUBROUTINE

USER
P
150 |
: SELECT PANEL
SELECT PDP 10 DISPLAY
, T0 USER )
| 420 lf 452 1
&
N EXecuTE POP A .
- ' GET RESPONSES
W2l l FROM USER |
\ TE_ENTRY
TAPROBLEM LOG
_ 453
430 lf ERROR
\{ )\ DETECTED
BUILD SYMPTOM ?
STRING
451
PROBLEM

ISOLQTED

®
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36 Software Fixit Shoppe executes the flowhart of Fig. 16 and finds the
solution to the problemin its solution log - the neat |oaf recipe itself,
a software conponent. |t sends the solution information and the neat | oaf
recipe to Pete's and updates its problem | og. Pete receives the recipe
and the solution informati on and updates its prob- Iemlog and sol ution

| ogs. System Support Facility 248 at Petqy§4gatering has the ability to
extract information contained in i prob- I'émlog to display for the
operator the status of any @

431
A

GET CUSTOMER
INFORMATION

l o

WRITE SERV
REQUEST ICE

460

SEND
SERVICE REQUEST
NOW

SEND SERVIC
REQUEST o'
SP(S)

* | l s Jf
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l ///1010
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FIG. 10B
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probl em at any point in tine.

Exanpl e screens shown to the operator at

Pete's after the problemw th the neat | oaf reci pe has been answered are
20B. Figs. 20C and 20D show exanpl e screens shown to
the operator at the Software Fixit Shoppe displaying the status of the sane
problem Alternatively, a console at the Software Fixit Shoppe could be
used to graphically nonitor the status of the entire service network or a

shown in Figs. 20A and

portion of the servicg p KR An
Software Fixit Shoppe n*ggﬁorgg thhg

SUBRQUTINE

3 anpl'”&ﬁ what a console at the
fter a service request is received
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fromPete's Catering is shown in Fig. 21. Each SR and SP in the network
that the operator wants to see is displayed on the screen. Pref erably,
the various conmputer systens in the network are displayed iconically, where
the icons representing the conputer systens change in appearance to refl ect
the status of that conputer systemin the network. Fig. 21 shows a solid
line to Pete's Caterieﬁglmhich IS representgﬁ gy a box made of dashed
lines. This represenl ~L§n synbol i zes t hat 405ervi ce request has been
recei ved from Pefes tiat—tas—not—be answered yet. Joe's Deli and

Lefty's Scissors|ar &N RBOBREEMed| By solid lines to
_ DETERMINATION
SUBROUTINE

|
|

1260\\

bY

SYSTEM _
OR REMOTE USER USER DETERMINE IF
- PERCEIVED —» REMOTE SYSTEM
PROELEM IS ATTENDED

SYS 1261\\A If“

SELECT PANEL TO

DISPLAY TO USER AT
SELECT PDP SP_AND/OR SR (IF
FOR SR WITH ATTENDED)
PROBLEM
\‘\ __ B GET RESPONSES
e o g |
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1

| UPDATE ENTRY IN
PROBLEM LOG FOR SR ERROR
WITH PROBLEM AND SP DETEgTED

—

BUILD SYMPTOM
STRING FOR SR

PROBLEM °
ISOLQTED
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solid boxes. i This represents that Joe's and Lefty's conputer systens
are up and runni ng nornally. WIllie' s Wgets is connected by a solid line
but with a box made of 37 dots. This represents that a problemreported
earlier by Wllie has been answered by the Software Fixit Shoppe. The
console at the Software Fixit Shoppe al so shows that one of the SPs, Sam

Spreadsheets, is represented by a 33/46
1270 1309\
SEARCH SOLUTION | SEND ADVISORY
LOG FOR FIX SUBROUTINE
| : 1303
1225\\ l ) N l
PREPARE SERVICE . . BUILD
REQUEST IF FIX . ADVISORY
NOT FOUND | MESSAGE
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< .4
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REQUEST TO : MESSAGE TO
APPROPRIATE | APPROPRIATE
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ogs : | SR(S)
N l ; ' 1320 l
AT Cran )
- URN
SR WITH PROBLEM RE
AND SP ' ) .
1290 l

\Y:; RETURN ) FIG. |3
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box made of stars. This indicates that an advisory has just been received
fromSams. The operator can press a function key to display additional

i nformati on about the advisory. The choice of representations of system
status on a con- sole is a design choice up to the designer or even the
operator. If the console supported coLg; gnd a variety of attributes, the

i cons coul d change col or, blink, beco 4 @ghter or dimrer, or otherw se
change to indicate a change of gggug T Fo&@gxanpie, red blinking icon
could represent that a service PP%&TEDGH recs Cg{&ﬁﬁ not
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answered. V. Problem Prevention in a Service Network A. Service Requestor
I nstigated As has been di scussed, a SR can perform probl em prevention on
itself by requesting any known fixes to problens for a |ist of supported
conponents. As Fig. 8 shows, block 840 asks if fixes are requested for
supported prograns. | f so, subroutine 1400 of Fig. 14 is called. Block
1401 defines the type of problem prevention request desired. Problem
prevention can be done at tinme of en- rolggﬁﬂg; where the SR desires to

receive all fixes for

START

1501 , 1600

PROCESS

PROCESS
SERVICE REQUESTS C$ REOUEST

1502 4
PROCESS “\_YES _ &
| (

ADVISQRIES

//1800

CALL PROBLEM
PREVENTION
SUBROUTINE
(FIG. 18)

1503

PERFORM
PROBLEM PgEVENTION

1590

FIG. I5
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all conponents it is requesting the SP to support. Prob- Iehiprevention

could al so be done periodically for a particular conponent.

For exanpl e,

Pete's Catering may decide that it wants to be continually updated on

changes to its Spreadsheet program

Ther ef or e,

on the first of every

nonth, a request is generated automatically by Pete's system for problem
prevention for the spreadsheet

1600

38
36/46
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pr ogram Probl em prevention could al so be done at the request of an
operator at an SR for one or nore selected conponents. The information
needed to determ ne the type of problem prevention request desired is
stored in support database 203. Referring again to Fig. 14, block 1410 asks

If there is a conponent to request problem prevention. If so, block 1414
géts the c nmer information fromtB@&46ontact database, and bl ock 1420
wites the\serNice request shown T Fg.—382: Fhe—servtece—reguest—of Fig.
3B2 contains fields indicating this sere request is a probl@re-
&
‘ «NO MATCHES = 0
. A
DOES )
ANOTHER SP
SUPPORT gOMPONENT
Y i
¥ S
A
PROBLEM
i PREVENTIOQ REQUEST
v
Y NOTIFY SUPPORT
PERSONNEL AND f&——
UPDATE CONSOLE ™\ 1621
L, N
1627
» NOTIFY SR NO />
) 1 FIXES FOUND 4

® F16. 16A2(©
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vention request for a specified cbrrponent | D. These fiel ds repl ace the
synptom string and FRU |ist fields associated with a service request
generated when there is a known problem such as that shown in Fig. 3Bl.

Bl ock 1450 asks if the service request should be sent now -I1f so, block
1460 determ nes whi ch SP(s) supports the conpo- nent associated with the
servi ce request by checking suppor 88/dat abase, ang—sends the servjcs
request to that SP. In ei event, flow of contr eturns to bI
1410. When bl ?5 1410 detefm nes that all rlesq4 sts Yor problem prevdntion
have been satis é,. t he subfoutine N
STORE SOLUTION SEND SERVICE
IN PROBLEM LOG REQUEST TO
IN SP SUPPORTING
l . SP(S)
1651 )
\\ CHANGE STATUS AN l
OF ENTRY IN N NOTIFY SR
PROBLEM LOG :
IN SP_TO 1646 —, |
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—» TNFORMATION_AND
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1653\ 1666,
g e || [0 vt
At =
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returns in block 1490 to block 890 in Fig. 8. The service request is
received by the SP and is processed by executing the flowhart of Fig. 16,
as has been discussed. B. Service Provider Instigated A service provider
can al so perform probl em preven- tion on any service requestors that it
supports. The SP checks to see if it has any solutions to problens that
one or nore SRs that it supports has but has not reported or discovered
yet. This is shown in Fig. 15. Block:igga of Fig. 15 asks the SPif it
wants to perform probl em preven-

PROCESS
17007 | ADVISORIES

SUBROUTINE

1701

ADVISORY
10 PRgCESS

SR
+ UPDATE
CONSOLE

" FIG.IT
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39 tion. If so, subroutine 1800 of Fig. 18 is called. Block 1802 searches
entitlenent database 270 to see what conpo- nents a SRis entitled to .
receive fixes for. Block 1805 searches the solution log for all fixes

having information in the requisite field that indicates this solution is
available to be sent in response to a problem prevention request |nst|gated
by the SP. It may be desirable to 40/46

PERFORM PROBLEM —— 1800
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limt problemprevention to only fixes reported by the SR to have fixed the
probl em (t hereby having a status of
tFansmitting fixes that did not work. Block 1807 requests that the SR send
a current copy of its solution log to the SP. Although the SP's solution

| og contains data fromthe SRthat it is aware of, it is possible that the

SP's solution | og qoes contain the
can occur if the S re%ﬂgégd

olution i

"VERI FI ED'), to avoid needl essly

up to date information. Thi s
b

Gation from anot her SP, or if

the SR received a conpong¢nt from another source not in the

1920 _ -
™

RECEIVE_SOLUTION
INFORMATION AND
UPDATE SOLUTION
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networ k. Bl ock 1810 conpares the solution log sent fromthe SRwith its own
solution log to ook for solutions undetected or unreported by the SR (not
present in the SR solution log). Block 1820 sees if there is an unreported
problemto fix. If so, block 1850 orders the hardware part(s), sends the
sof tware conponent (s), m crocode conponent(s) and/or textual instructions
to' the SR Bl ock 1860 sends the solution information to the SR Bl ock

1870 updates the solution | og, the probl4§/r26l og and the console at the SP,

JFIG. 20A
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in bl ock

as has been di scussed

19,

t he subroutine returns
When the SR receives the solution

nore problem preven- tion to perform

| ook for
40 15.

When bl ock 1820 is answered negatively,

1890 to block 1590 in Fig.

i nf ormati on,
previ ously.

it executes the flowhart of Fig.

and returns to block 1820 to
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41 CLAI MS 1. A nmethod of enrolling a service provider into a service
networ k of conputer systens, said nethod being perfornmed by a service
requestor, said service requestor being a first conputer system and said
service provider being a second conputer system said nethod conprising the
steps of: identifying contact information about said service provider;
détermining a conponent list for which said service requestor desi reg Ho
recei ve service; | 44/46

JFIG. 20
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bui l ding an enrol |l nent request fromsaid contact information and from said
conponent list; transmtting said enroll nent request to said service

provi der: and receiving fromsaid service provider an enrol | nent
confirmation notice which is responsive to said enrollnment request. 2.

The nethod of claim1, further conprising the step within said service
réquestor of: updating a support databqg&“ppon recei pt of said enroll nent
confirmation notice, said enrollnent confirmation notice indicating the 0
status of said enrollnent request. 3. A nmethod of enrolling a service
requestor into a service network of conputer systens, said method being O

performed by a serviceé provider, said service requestor QN
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bei "r'\g a first conputer systemand said service provider being a second

conputer system said nethod conprising the steps within said service
peovi der of: identifying contact information about said service requestor;
determ ning a conponent list for which said service requestor is entitled
to receive service; building an enrollnment request from said contact

i hif ormati on and from said conponent list; transmitting said enroll nent
request to said service requestor; and receiving an enroll nment confirmation
notice fromsaid service requestor. This 46446 he repl acenent sheet Date: 28
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" 4
42 45’—'The met hod of claim 3, further conprising the step within said
service provider of: updating-an entitl enent database upon receipt of said
enrol | ment confirmtion notice. 5. A nmet hod of enrolling a service
requestor into a service network of conputgr systens, said nmethod being
performed by a service provider, said service requestor being a first
- conputer system and said service provider being a second coqggter system

sai d met hod 1d8ngsniral seyvice Systampescivescibe sewireseaysst ond phacks gjdatabase,tocsee if a

_ provider of :solution to the problem is known. If so, solution information is automatically sent to the
| computer system. _

The above patent application to Calvert et al represents a significant advancement
in the field of computer system service. However, the patent application computer
system requiring service could only send service requests to one central service system.
In addition, if the central service system could not find a fix for the problem in its
database, it had to notify a support center where a human being would have to look into
the problem further. The central service system could therefore only automatically fix a
subset of the problems likely to be encountered by the computer systems looking to it for
service. This problem is magnified when one considers that most computer systems
today contain hardware and software manufactured by several different vendors. In
addition, computer systems can be radically different in hardware and software
configurations and capabilities. It is unlikely that one central service syStem will be able
to adequately service the diverse problems likely to be encountered by perhaps hundreds
or thousands of computer systems depending on it for service. This computer system
also lacked the ability to efficiently track the resolution of problems, or to request or
receive problem prevention.

SUMMARY OF THE INVENTION

It is an object of the present invention to ameliorate one or more disadvantages of
the prior art.

According to one aspect of the present invention there is provided a method of
enrolling a service provider into a service network of computer systems, said method
being performed by a service requestor, said service requestor being a first computer
system and said service provider being a second computer system, said method
comprising the steps of: identifying contact information about said service provider;
determining a compohent list for which said service requestor desires to receive service;
building an enrollment request from said contact information and from said component
list; transmitting sald enrollment request to said serv1ce prov1der and receiving from
said service provider an enrol]ment confnmatlon notlce wh1ch is’ responsive to said
enrollment request. T A e SRR

According to another aspec gf the present mventl ._thcre is provided a method of

s -

enrolling a service requestor; into: é serv1ce network of-comiputer systems, said method

being performed by a serv1ce grovule aid. service - requestor being a first computer
system and said service provlder hemg...

comprising the steps within said service prov1der of: 1dent1fymg contact information

“a second. eomputer system, said method

about said service requestor; determining a component list for which said service

This is the replacement sheet
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recefving an enroll ment request fromsaid service requestor, said
enrol | ment request containing contact information and a conponent [ist for
whi ch said service requestor desires service; autonmatically approving said
enrol | ment request based upon information previously entered in an
entitlement database; and sending an enrol 'ment confirmation notice to said
service requestor. 6. The nethod of claimb5, further conprising the step
Wi thin sai d S8VesUs snHtled ity regeive speyige; hyildiag ancanrolimentaaguesh fropnsaid hntact
sai d enrol | nefdrnfation @5l frémaRdRT ed8fonehf list; FANShItHiRN said WHroMMBit RGuketh G8id

i ndicating the .status of said enr.oll nent ﬁg@uest. ... A met@gg of , )
enrol |ing a ¥EVGF CRAYSSIRD; 40d recriyng an.errpiiment.copffrmatipn notioe (fEomspid spryice

sai d net hod tequesgorper f ormed by a service provider/requestor, said service

According to still another aspect of the present invention there is provided a
method of enrolling a service requestor into a service network of computer systems, said
method being performed by a service provider, said service requestor being a first
computer system and said service provider being a second. computer system, said method
comprising the machine executed steps within said service provider of: receiving an
enrollment request from said service requestor, said enrollment request containing
contact information and a component list for which said service requestor desires
service; automatically approving said enrollment request based upon information
previously entered in an entitlement database; and sending an enrollment confirmation
notice to said service requestor.

According to still another aspect of the present invention there is provided a
method of enrolling a service provider into a service network of computer systems, said
method being performed by a service provider/requestor, said service provider/requestor
being a first computer system and said service provider being a second computer system,
said method comprising the steps within said service provider/requestor of: identifying
contact information about said service provider; determining a component list for which
said service provider/requestor desires to receive service; building an enrollment request
from said contact information and from said componeht list; transmitting said enrollment
request to said service provider; and receiving from said service provider an enrollment
confirmation notice which is responsive to said enrollment request.

According to still another aspect of the present invention there is provided a
method of enrolling a service requestor into a service network of computer systems, said
method being performed by a service provider/requestor, said service provider/requestor
being a first computer system and said service requestor being a second computer
system, said method comprising the steps within said service provider/requestor of:
identifying contact information about said service requestor; determining a component
list for which said service requestor is entitled to receive service; building an enrollment
request from said contact information and from said component list; transmitting said
enrollment request to said service requestor; and receiving an enrollment confirmation

_ notice from said service requestor.

According to yet another aspect of the present invention there is provided a method
of enrolling a service requestor into a service network of computer systems, said method
being performed by a service provider/requestor, said service provider/requestor being a
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prodeer/requestor being a first conputer system and said service provider
bei ng a second conputer system said nethod conprising the steps within
sai d service provider/requestor of: identifying contact informtion about
sai d service provider; determning a conpgpent list for which said service
provi der/requestor desires to receive service; building an enrollnent

R SR I T RARIE TRl WA S
method comprising the machine executed steps within said service provider/requestor of:
receiving an enrollment request from said service requestor, said enrollment request
containing contact information and a component list for which said service requestor
desires service; automatically approving said enrollment request based upon information
previously entered in an entitlement database; and sending an enrollment confirmation
notice to said service requestor.

DESCRIPTION OF THE PREFERRED EMBODIMENT(S)
Fig 1A shows a simplified service network of the invention.
Fig. 1B shows a more complex service network of the invention.
Fig. 1C shows an exemplary service network of the invention. ’
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43 recei vi ng from sai vice provider an.enrollment confirmation notice
whi ch is Tesponsive to said enrol |l ment-request. 8. The nmethod of claim
7, further |l H“mlllﬂuu ﬂw ep within said service provider/requestor of:
updating a m‘ | upon receipt’ Qi sai d enrol | ment confirmation

notice, said* erfrol mint confirmation notice indicati ng the status of said
enrol | nrent request. 9. A nethod of enrolling a service requestor into a
service network of conputer systens, saggaAmwishod being performed by a

service provider/requestor, said service provider/requestor being a first
~conput er sydt emAnnuethed dof semrolling 4 sepvickt provider nigtoaa service network of computer

systems, said method being performe& by a service requestor, said service requestor
being a first computer system and said service provider being a second computer system,
said method comprising the steps of:

identifying contact information about said service provider;

determhﬁng a component list for which said service requestor desires to receive
service; |

building an enrollment request from said contact information and from said
component list;

transmitting said enrollment request to said service provider; and

receiving from said service provider an enrollment confirmation notice which is
responsive to said enrollment request.
2. The method of claim 1, further comprising the step within said service requestor
of: !
updating a support database upon receipt of said enrollment confirmation notice,
said enrollment confirmation notice indicating the status of said enrollment request. |
3. A method of enrolling a service requestor into a service network of computer
systems, said method being performed by a service provider, said service requéstor
being a first computer systexﬁ and said service provider being a second computer system,
said method comprising the steps within said service provider of:

identifying contact information about said service requestor;

determining a component list for which said service requestor is entitled to receive
service;

building an enrollment request from said contact information and from said
component list;

transmitting said enrollment request to said service requestor; and

receiving an enrollment confirmation notice from said service requestor.
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secdnd conput iﬂ id method conprising the steps within said
service provi ’ﬂ”ﬂ@@l%ﬂfﬂﬂ I dentifying contact information about said
servi ce requesfor® s/ ¥ a conponent |ist for which said service
requestor is entitled to receive service; 4?jui | di ng an enrol | nent request

fromsaid contact information and from sai'd conponent list; transnitting
said enroll nent request to said service requestor; and receiving an

enrol | ment eonf iTheahethod oo tladh 3, Taxther *bipFiSing thestéss GBR Qid s&rfice Pr6viaet ed
of claim9, further conprising the step within sai'd service
provi.der/requestupdatiig an entitlement database upon receipt of said enrollment confirmation
notice. | |
5. A method of enrolling a service requestor into a service network of computer
systems, said method being performed by a service provider, said service requestor
being a first computer system and _said service provider being a second computer system,
said method cbmprising thé machine executed steps within said service provider of:
receiving an enrollment request from said service requestor, said em"ollment-
request containing contact information and a component list for which said service
requestor desires service;
automatically épprovmg said enrollment request based upon information previously
entered in an entitlement database; and
sending an enrollment confirmation notice to said service requestor.
6. The method of claim 5, further comprising the step within said service provider of: .
updating said entitlement database after said enrollment request is' approved, said
enrollment confirmation notice indicating the status of said enrollment request.
7. A method of enrolling a service provider into a service network of computer
systems, said method being performed by a service provider/requestor, said service
provider/requestor being a first computer system and said service provider being a
second computer system, said method comprising the steps within said service
provider/requestor of:
identifying contact information about said service provider;
determining a component list for which said service provider/requestor desires to
receive service;
building an enrollment request from said contact information and from said
component list;

transmitting said enrollment request to said service provider; and
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updati ng an—ea%rﬂ-emT‘JaTaTﬁse upon recei pt of said enroll nent
confirmatio thod of enrolling a service requestor into a
service netM@j ‘mm‘g ystens, said nethod being perforned by a
service provi raquester *said service r30vi der/requestor being a first

conput er system and said service requestor being a second conputer system
said nethod conprising the machi ne executed steps within said service

provi der/requestreteiving from' €4@iskivitg prdviief ah|dieslimért BoREFmAHGHMEAES wiidh) isCe
requestor, said enrollnent

responsive to said enrollment request.
8. The method of claim 7, furfher comprising the step within said service
provider/requestor of: |

updating a support database upon receipt of said enrollment confirmation notice,
said enrollment confirmation notice indicating the status of said enrollment request.
9. A methbd of enrolling a service requestor into a service network of computer
systems, said method being performed by a service provider/requestor, said sefvice
provider/requestor being a first ‘computer system and said service requestor being a
second computer system, said method comprising the steps within said service
provider/requestor of:

identifying contact information about said service requestor;

determining a component list for which said service requestor is entitled to réceive
service;

building an enrollment request from said contact information and from said
component list;

transmitting said enroilment request to said service requestor; and

receiving an enrollment confirmation notice from said service requestor.
10. The method of claim, 9, further comprising the Step within said service
provider/requestor of: ' '

updating an entitlement database upon receipt of said enrollment confirmation
notice.
11. A method of enrolling a service requestor into a service network of computer
systems, said method being performed by a service provider/requestor, said service
provider/requestor being a first computer system and said service requestor being a

second computer system, said method comprising the machine executed steps within said

service provider/requestor of:
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request cont aini —nformati on and a conponent |ist for which said -
servi ce requestor _desi rvice; automatically approving said enroll nent
request basml‘ mmaon previously entered in an entitlenment

dat abase; a rol I ment confipgration notice to said service
requestor. 12 he method of claim 11, further conprising the step within
- said service provider/requestor of: updating said entitlenent database
after said enrokédceBiihg ra0eardlincht &@gﬁd@ﬂ@ﬁbm sauiidl sefvicd |regudistozO thid EatdlRRent

- notice indicating the status of said enroll nent request.
' request containing contact information and a component list for which said service

requestor desires service;

automatically approving said enrollment request based upon information previously
entered in an entitlement database;

and sending an enrollment confirmation notice to said service requestor.
12. The method of claim 11, furth_er comprising the step within said service
provider/requestor of:

updating said entitlerﬁent database after said enrollment request is approved, said

enrollment confirmation notice indicating the status of said enrollment request.
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ABSTRACT

AUTOMATED ENROLLMENT OF A COMPUTER SYSTEM INTO A
SERVICE NETWORK OF COMPUTER SYSTEMS

A service nsEzo;kﬁQas several COmputer systems con-
nected together. “A. ébﬁpﬁter system can e1ther be a "Ser-
vice Requestor" (SR) (110§, "servme provider" (SP)-
(150), or a hybrid of the two, a "Service Provid-
'er/Reqﬁestor" (SP/R) (140). The service network is bgilt
. by an enrollment process that adds computer systems into
the service network.. A SP (or SP/R acting as an- SP)
already in the network can initiate the enrollment of an
SR (or SP/R acting a® an SR) into the network. In addi-
tion, a SR (or SP/R~acting as an.  SR) can initiate a re-
quest for enréilment“into the network. If such a request
is initiated/uit"must-bs approved automatically or with
human intervention. '

Figure No 1A
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