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extending a secure area in a portable storage device
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Disclosure of Invention
Technical Problem

Conventionally, the size of a secure area is fixed and cannot be changed. As a

result, when the amount of secure data to be stored in the secure area is large, all of the
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decrypted data in operation S173. [50] To store or

access data in a secure area, an authentication

procedure may be added. The authentication procedure

can be performed through a secure application within

the host device. Industrial Applicability [51]

According to the present invention, a secure area can

be easily extended in a portable storage device. [52]

In addition, data requiring security can be stored in

an insecure area and the data stored in the insecure

area can be protected from unauthorized access. [53]

It will be apparent to those skilled in the art that

vari ous nodifications and changes nmay be nade thereto

wi t hout departing fromthe scope and spirit of the

i nvention. Therefore, it should be understood that the

above exenpl ary enbodi nents are not re



[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

strictive but illustrative iy all aspects. The scope
of the present invention is defined by the appended

W@ b@orsssat her than the detail ed description oPCT/R&2006/000141

invention. Al nodi fications and changes derived from
the scope and spirit of the clains and equival ents

t hereof should be constr e included in the

scope of the present invé@?ﬁﬂlg aims [1] A nmethod of

al | ocahiRghéd AR £ichie ﬁéhlh%Q%f:@re%f&%f%fst&age device, the
st or age &@w ce, .t.he method conprising: allocating a

secur emgthed comprisig i ng data to be received within an

i nsecuslivcatigpa sa:ﬁﬂﬁairétgfop @ﬁ)hh'g dataite bo retivied vith@ga Ghs&t@re area;
the secure are ed within the insecu r

oot Sl HostoR RO B hdriind b bR HiReRER Rithfh the
dat a timséyuresaroa tok host éacesecure area from a secure

appl i Cl%[;é@ﬂlggﬁe g(l;k?tick}nqaforgﬁﬁén? fnd @ﬂgt Jtdd '119@16% Ure area from a

stori ng t he e | nsecure are ase
posi t i ¥uiepPPh¢atigniodthe hos deyige; aRd hod of cl a. m 1

wher ei éhci’ﬁﬁl ?'ah@ g@king thetdatd thaths RizbERe Afed BafdBAIthS BSsition in-
ormation regarding a size of the data

recei v#%l%
fromt ﬁ%%’l devi ce; and allocating the secure area
havi ngTke muafhd of elaim 4| wherem the all(a:atihg ofithie 8edune tule@ comprises:

| nSeCUy g8k hicH TR ALorShEU: hond HE HBE deviesand

isrn I'on
has h t dbicetucg tha SeRppRNey ha%mg e sufifi¢ientsize tpestore dhebtllat@ methmnsecure
1, furghgr conprising performng authenti catl on WI th

the secure application_of the host device.

met hod Ll methad of ¢laim | furtder cspRiising ¢hgneing élaq RnSﬁ@nanformatwn
r equestsiiiga nmqasebh@nﬁ@p@ frtpen t he secure appl i cation

of the host X cting the d a from.t
Secur O BEnit b i o fet sttt ofmirteitistratign with the
t he daseanreapglisaiodiofi thetHvst deviaey pt ed data to t he host

devi ce ﬁxleth-gp gﬁhqufu%elc&%eéﬁsﬁlégnv\her ein the sending

of the decrypte ta conpris crypting the

decr y preselviratadreausshiy agcess élweiaé& frpmche sasureyapplieationd Heschost
on whi ghi@h agreerrent i's made vvlth t he secure

appl i cation of t ost devi ce; .sendi ng the

encr yptRiEcHng the tat FRID FRssECUE A agmt ?F‘eAn?FéPWc?&efb?nd decrypting

al | ocameldgtaaamjacur e ar ea in an insecure area of a

P g g i RS RO, (o051 v 0

appl i c’thé mathofl o& c]ausﬁ wbmemahe sending of the decrypted data comprises:
encrypting the decrypted data using a predetermined encryption method on
which an agreement is made with the secure application of the host device; and
sending the encrypted data to the host device.
A method of allocating a secure area in an insecure area of a storage device, the
method comprising:
receiving data to be stored in the secure area from a secure application of a host
device;
securing the secure area for storing the data within the insecure area and
encrypting and storing the data in the secure area; and
sending a result of the storing the data to the host device.
The method of claim 7, wherein the result of the storing the data comprises

position information regarding the secure area storing the data within the



securing the secure area forystoring the data within
the insecure area and encrypting and storing the data

WO pooblzssgecur e area; and sending a result of tPEI/KR2006/000141

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

storing the data to the host device. [8] The nethod of
claim7, wherein the result of the storing the data
conpr i mescupogtd.i on i nformati on regar di ng the secure

ﬁ;i:e ﬁoz [] n\%g%l Ph? g]%u? 3 t fl\fﬁti‘?r %Umu 2%linnﬁs(ﬁla}lj LS ﬁl& %ogltgq%]é'nf](-)rr}%ation

p03|tluﬂmgmhmhrtahleonaumpp@gaabwsh table or a mapping

tabl e. hl OknbiSs BRkA ‘?dfu‘hfhelc&ﬁnhﬁp %n 65 ol o ﬁbaﬁioﬂq’vuh the
perform ng authenticatio & Kecure app cat I on

of theselfib@tapﬁ]é%t]@é of thehostgayigeet hod of claim 7,

furthem@@gmbu%feglmqeﬁﬂhyagnﬁhsq@quest to access the
data fromithe secure a l?c?g‘i of . the host _.devic

ext r acEP Y MERSAELOACERS Famdhe eurs AopHiFfioniE the host

I nsecudeviar ea and decrypti ng the data; and sending the
decryp t oSt VI 121 .The netho

claim ﬁgcg\ﬂ?%?lg d%t emgiéens F%é of e‘?"ﬁﬂm gleeclPseCPreoaI %aa?q"doéecryptmg
corrprléleslataeamirypu ng the decrypted data using a
predet&&laing%ﬁé&?@é&&&&d%me&d%c@h' ch an agreement

is made w e

cure ['ication of the host

devi ceThemgthed ofirlagn d iﬁeré‘ﬂélﬁl)ﬁbft wadingiof thepdacRepteddata comprises:
devi ceenchyplingAhSdctiaiied digy hsifig b predelehaiirll ieh@yptiGiebihed on

t.h
ooy | nith an J8ERHERE Dk ithing ST el o Ot fashagt device; and
area asendmgdbeenceymedddta oo the dogrdevicer whi ch sen ds

posi ti gnd.n o&e@?ctelfgpal g@%&e G ub eSO ﬁse@ﬁr%\%ﬁ hﬁerh?orage

storage section to vice, a recelver
r ecei véeyigerpompsising; on |nfor mation and data to be

stored, htBraI(gE Sectioh b ﬁﬁlﬁg ah 1RBLUB ardd 08l ad8Mir€ Greadnd a
secure appli.cation encrypts and stores the data

in t he? HRRAMiHE which F‘H}‘FS BS%‘BB“ sﬁowog &%3ardipg the secure area of the
I nf or n@bitape seckidd to Jhestabﬁeage device of claim 13,

"'nf or nareeetFivh ForRs et in GO R Afig g Sored in the
[ 15] Téeeustaneadiyem das/hasedefica lapd m 13, vvher ein the

secure, t

oot caoratd ARHLARpRARLPEIT AR B diflintht BokulE section
wher ei baseden thequaisifiop infepeatiads a request to access t he

dat a fTRMtGrafe deVice SRMihCES, ivierdif teltd@fte applidafon Sdnges the

device, the secure ap.pli i ncl uded I t he
st or ag%oscf&ﬂ lﬁg’r‘é‘ﬂ‘ﬁ”a Stl’gg ﬁ%sa’o%l?lﬁ Of 2 JHAPPHE BUGur e area

The storage device of claim 13, wherein the secure application performs au-

thentication with the host device.

The storage device of claim 13, wherein the receiver receives a request to access
the data from a secure application included in the host device, the secure ap-
plication included in the storage device extracts the data from the secure area
within the insecure area and decrypts the data, and the transmitter sends the
decrypted data to the host device.

The storage device of claim 16, wherein the secure application included in the
storage device encrypts the decrypted data using a predetermined encryption
method on which an agreement is made with the host device, and the transmitter
sends the encrypted data to the host device.

A storage device for allocating a secure area in an insecure area, the storage



wi thin the insecure area andjgdecrypts the data, and
the transmtter sends the decrypted data to the host

w@lewn0zs88y 17] The storage device of claim 16, RIEK&2006/000141

[19]

[20]

[21]

[22]

[23]

the secure application included in the storage device
encrypts the decrypted data using a predeterm ned

encr ypdévide domipigthgobn whi ch an agreenment is nmade with

t he hostt devi ce, and t.he transmtter sends the

encr yp? EqERCED PRETNGE A7 JUTEE ?‘ref‘fﬁ(]i AR EGe

devi cea fegeivat whichtréceyca date tobe staredan ithe sgoure asmmfitiee storage
area, {he storaggdeylig.comprising: a storage section
conprising an insecure area and a secure area; a

recei vepeciifs applieation; which spenees aspase for Besecuratep @eeded to store the
secur eds QAhRi tht b@rapeE@RM, RErcOPtS A Bicre AiRldattaM ithsecure

a secure a Hl i cation which secures a space for the

secur e éf%needed to store the data within the

st or agetrassdditternwhiah eerels arygultof alndstoriingy the dhfaewiddh éhel storage

t he secur. rea; a transmtter which sends a

resul tgeg{lglf ﬁ)etﬁgpgsr%ir&%‘élc?'he data within the storage

sect i ofihe gotage déendet ofddaiimc 8, whegdin tegesliqofabgestaang the dafa

clai m é&npﬂ%??@éiﬁbﬁ RforfBaYh }eg@fdiﬁ@ﬁleﬁé&ﬁé BQa §{0fing Michdata within
conpri ses posftion information regarding the seclre

area sBARSEEUEAEAdata within the insecure area. [20]

The st DPheg@eragedéviee of clgihi IwhreiniiRrseéute bpslicagon!Eitinges the
appl i cation .cpances t he ggsn ti a0 nf or mAat | %}]%uy ng a

hash tBStEPnJproxmaten isine ¢ Rashdablp o5 o mappingtahle so deyi ce
of cl allhe dt8ragawtlevies of dliien B3 swheeeim el secat applicatiod perfirms au-

ggvit2:&g#&%ﬁg}?%ﬂf{g@g%%?‘éa%t device. [22] The storage

I reln the receiver receives a
r equesThe gorage deice pleclaian 8, twherain the raepiver deogivee a requgst to access

secur emaRRfal fhdh i hRKddve! thetsB&uré %Jﬁicﬁﬁm%tfh%tsstﬁéz H4t& from the
area wthin the jnsecure area g{gﬁlﬁl ecry

ts the data, ]
and t h¥cHieARehVithia thesiaseryre aga %?Ef%%&eélﬁfé‘a sl g Gansmitter
host demisthe ded3ptedldatasd Miclgst deneece of cl ai m 22,

wherei f, t he segur.e l.ication engrypts the.decrypte

it o ulnd §uaBe Agics SRkinCE. sbr iRt e RSBt findils the

an agrdeenmied data nsiog a pradeterhimed es¢rypi@on method on which an agreement
is made with the host device.



