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BACKGROUND

15  Many organizations currently provide routine bills to customers by mailing out a monthly
statement. The customer must open the statement, review the bill, and send payment
by check using a return envelope that is generally provided. This system uses and
wastes a great deal of paper, which is both expensive, and a waste of renewable
resources.

20
In recent years, organizations have started making the billing information available to the
customers via a biller website using secured digital documents. Secured digital
documents may take the form of bills, payslips, credit card statements, retirement
account statements, tax statements, etc. The documents are considered secured

25 because they are not available to the general public, and are considered reasonably
tamper proof. Various standards have been established concerning the storage and
transmission of secured documents, in order to accommodate both privacy and security

concerns of the consumer.

30 A consumer currently must individually login to each of these sites and manually
download the bills to their local machine for archiving. As many consumers receive billis
from many different billers, it can be both time consuming and frustrating attempting to
separately login and download all of the bills individually. The individual bilier sites also

maintain a limited storage capacity for past bills. [f consumers need to obtain copies of



maintain a limted storage capacity for past bills. If consuners need to
obtain copies ofbills not on the system additional tinme is required to
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information such as the account number, the statement date, the bill amount, the
payment due date, the minimum amount and/or total amount due from the biller Web
20 site, but also scrapes display information for the bill. The display information is the HTML
that the biller Web site itself uses to display the bill. The agent cleans the HTML so that it
can be displayed in the environment provided by the EBPP system. Both the bill
summary information and the display information are incorporated into databases
maintained by the EBPP system, which treats bills obtained from scrape-enabled Web

25 sites in the same fashion as bills obtained from other sources.

Unfortunately, the ‘014 has several disadvantages. The system does not provide
the customer with an actual copy of the secured digital document, i.e. the bill. It
merely scrapes bill related information from the HTML code that is used to program
30 the various biller websites. The user is therefore not provided with an actual copy of
the bill, only summary information concerning the bill. The system only provides
customer access to the various biller websites via the EBPP system residing on the



the various biller websites. The user is therefore not provided with an
actual copy of the bill, only summary information concerning the bill. The
syst em orw9 2prooMdfes cust omer access to the various bil lPer/See®OdE7Vvi a t he
EBPP system residing on theservice provider's website. If a custoner cannot
|l ogin to their account, they have no access to their bills. It would
therefore be a great inprovenent in the art if a systemand nethod coul d be
devel oped which overcones one or norg of the deficiencies cited above.:
SUMVARY One aspect of the present invention provides a method of
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i mge of said secure docunent and said biller information to said user. In
an alternate enbodi nent of the nmethod, all of said secure docunments and
biller isuMmmamRY on are stored in a database provided by said service

provi der and said user may only access the secure docunents and biller
information through a service provider website. In a further enbodi nent,
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at least one secure document from said biller website; scraping said at least one

secure document for biller information; and providing an image of said secure
document and said biller information to said user.

20 In an alternate embodiment of the method, all of said secure documents and bilier

information are stored in a database provided by said service provider and said user

may only access the secure documents and biller information through a service

provider website.

25 In a further embodiment, the step of providing an interface further comprises:
downloading a thin client to a user computer system; wherein said service provider
uses said thin client to provide copies of said secure documents and said biller
information to said user, said copies and biller information being stored both on said
user's computer and in a database maintained by said service provider, wherein the

30 copies stored on said user's computer are available to the user when working

offline.



downl oadi ng software to a user conputer systeny wherein said software
allows said user to directly access the at |east one biller website to
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15 at least one secure document. The method may further include a step for
maintaihing an archive of all of said secure documents and said biller information.
The method may also include using said biller information to schedule future
downloads of said secure documents.

20 An alternate aspect of the present invention provides a system for aggregating
secured electronic documents for a user from at least one biller website over the
internet, and using the aggregated documents to assist the user in effecting bill
payment, the system comprising: a user interface that allows the user to provide
login data for the biller website to a service provider; a service provider website that

25 provides access to the at least one biller website using said login data; a bot
provided by said service provider that downloads at least one secure document from
said biller website; wherein said service provider scrapes said at least one secure
document for biller information; and provides an image of said secure document and
said biller information to said user.

30
In an alternaté embodiment, the system may further include data storage means
provided by said service provider, wherein all of said secure documents and biller

information are stored on said data storage means and said user may only access



information are stored on said data storage neans and said user may only
accesst he secure docunents and bilier information through a service
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enbodi ments, the systemmay further include a thin client installed on a
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user's conputer and in a database maintained by said service provider. In
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15  computer.

In alternate embodiments, the said secure documents may be maintained in the
portable document format (PDF), said bot downloads a copy of said PDF document,
and said image comprises said copy of said PDF document. The system may
20 further include storage means for storing an archive of all of said secure documents
and said biller information. The system may also further include a scheduler that
uses said biller information to schedule future downloads of said secure documents

from said biller websites.

25
BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent to one
of ordinary skill in the art from the following written description, by way of example

30 only, and in conjunction with the drawings, in which:



systemof Figure 1; Figure 3 is a block diagramillustrating an alternate
i npl enentation of the enbodi nent of the systemof Figure 1; Figure 4 is a
bl ock di ayoamo/i4berstrati ng anot her alternate inpl ement aPCHISGAb1010h&97
enbodi ment of the systemof Figure 1; Figure 5 is a block diagram
illustrating one enbodi nrent of a downl oad process flow that nay be used
wth the systemof Figure 1; Figure 6 is a flow chart illustrating one
exenpl ary scrapi ng operation accordigg to the enbodi rent of the system
illustrated in Figure 1; and Figure 7 is a flow chart illustrating one
exenpl arfyowpek Bta gh’ak dtﬁ%@regtusrtnaaag fohe Q“PF%OOEWg't’*e‘hft ¥t aggrggatedisecHiftire 8
i11ust r%‘léi}?roﬂlcsmhﬁntpfﬁﬁl@hfﬂé% aMeIQ/EnI hgres¥RinedAtObndr parRentl s§steds shown

in the flow chart of Fi ure 7; gure |IIustrates a Bil | s page displ ay
of the SFSPENIIP the BiFse "_“L"%m'oas shovvn in the flow chart of Figure 7;
Figure 10 i I | ustrates an actual bill being displayed according to the

Syt Bm Stotee o & ecaanBlli SR ety bRt A PRSP T B oA and

12B showyebearmﬂmgmé 1alerts that may be di spl ayed according to the system of
Figures 1-4, as shown in the flow chart of Figure 7; and Figure 13
illustrates one enbodi nent of a general conputer systemthat nay be used to
i mpl emerfigurbe3sissteerblagk Biagranas illustatingERAI leESNBESORIPRThaRAaITO 0| Hent s of

the pre %od'trﬂgrﬂ%? {ew(lofip aresystem and nethod to securely retrieve

biller ocurren S user o er t'he internet froma pl urality of biller
sitd8, aggregate that information for the user, and provide the aggregated

i nf or mtFEQRetH i§ RebIbER didRaRS fiustatiny BAYHES ait@ﬁna&l lithglerfentatiod &f tie @ bl ock
di agram i Iustratlngthe
embodiment of the system of Flgure 1;

Figure 5 is a block diagram illustrating one embodiment of a download process flow

15 that may be used with the system of Figure 1;

Figure 6 is a flow chart illustrating one exemplary scraping operation according to

the embodiment of the system illustrated in Figure 1; and

20 Figure 7 is a flow chart illustrating one exemplary operational process flow for the
system of Figure 1;

Figure 8 illustrates a Summary Page display of the system of Figures 1-4, as shown
in the flow chart of Figure 7;

25
Figure 9 illustrates a My Bills page display of the system of Figures 1-3, as shown in
the flow chart of Figure 7,

Figure 10 illustrates an actual bill being displayed according to the system of Figures
30 14

Figure 11 illustrates a My Bills page display of the system of Figure 4, as shown in

the flow chart of Figure 7,



overall concept for one enbodi nent of a system designated generally with
reference nuneral 10, according to the present invention. The system 10
al | ows a wonvixkoppovi der to securely retrieve biller decusenew/obaw’a user
over the internet froma plurality of biller sites, aggregate that
information for the user, and provide the aggregated information to the
user to assist in paying the bills. In the enbodi nent shown in Figure 1,
the system 10 i ncludes a web applicati on server 20 connected and a Gat eway
server 30, each of which is connected to a database 40. It is understood
that a greater or |esser nunber of servers may be used as desired.
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Vb 50 viéd & dailémpatithe 6¢sterhlif Figiteodigrent of the system 10 shows Conponent
A 100, Component B 200 and Conponent C 300, each of which connects to the

internet 50 via data paths 54, 56, and 58 respectively. Each of these
conponents 100, 200, and 300 will be discussed in nore detail bel ow Figure

21is a H%&%Bﬁ%&/ﬁ' ﬁfrati ng one inplementation of the enbodi nent of

Conmponent 10 of Figure 1. Conponent A 100 provides users
11040 110b, etc. with access to the internet 50 via data path 54 using, for
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di scussed bel ow.
reterence numeral 10, according to the present invention. The system 10 allows a

service provider to securely retrieve biller documents for a user over the internet
from a plurality of biller sites, aggregate that information for the user, and provide
the aggregated information to. the user to assist in paying the bills. In the

20 embodiment shown in Figure 1, the system 10 includes a web application server 20
connected and a Gateway server 30, each of which is connected to a database 40.
It is understood that a greater or lesser number of servers may be used as desired.
Similarly, it is understood that the database 40 may reside on one of the servers, or
be a separate component of a network, either internal or external to the servers 20,

25 30. Each of the servers 20, 30 is connected to the World Wide Web or internet 50
via data path 52.

The system 10 further includes various components/applications that allow a user to
connect to one or more biller websites 60 via the servers 20, 30 and/or the World

30 Wide Web 50 via a data path 62. This embodiment of the system 10 shows
Component A 100, Component B 200 and Component C 300, each of which
connects to the internet 50 via data paths 54, 56, and 58 respectively. Each of
these components 100, 200, and 300 will be discussed in more detaif below.



In this enbodi ment, the application server 20 may al so include a database
storage area 150 and a docunent storage area 155. It is understood that the
dat abase woanaga0980 and docunent storage 155 may resi deCosGaowionglez
storage device, including but not limted to a hard drive, and may be
included entirely within database 40. Additionally, it is understood that

t he storage devices 150, 155 may reside separately fromthe application
server 20. Conponent A 100 allows usgrs 110 to view their secured docunents
stored in the database 150 and/or docunent storage 155 | ocated with the
application server 20. In this enbodinent, all of the docunents that are
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a

stored in ase 50 and/ or docunent storage 155 | ocated with the
application server 20, but also provides a |local copy of the secured

documents a0 LR aRh 28R Qﬁﬁlbgﬁonzg&ver-rﬁ %a?léléﬁ"ﬁlc%@rasdé-tégaéé)sﬁ'ﬂa@é’ their
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i npl ementation of the enbodi nent™ of
including but not limited to a hard drive, and may be included entirely within
database 40. Additionally, it is understood that the storage devices 150, 155 may

reside separately from the application server 20.

20 Component A 100 allows users 110 to view their secured documents stored in the
database 150 and/or document storage 155 located with the application server 20.
In this embodiment, all of the documents that are retrieved from the biller websites
60 are accessed by the user 110 through the application server 20. No documents
are downloaded onto the user system. Details concerning the operation of
25 Component A 100 are provided below with reference to Figures 5-7.

Figure 3 is a block diagram illustrating one implementation of the embodiment of
Component B 200 the system 10 of Figure 1. Component B 200 provides users 110
with access to the internet 50 via data path 56 using, for example, the Hypertext
30 Transfer Protocol (HTTP) or the secure Hypertext Transfer Protocol (HTTPS), and to
the application server 20 providing an interface to a plurality of biller websites 60a,
60b, etc. In this embodiment, thin client software is loaded onto a dataffile storage

device 220 of a local computer 210 of the user 110. The user 110 connects to the



Conmponent C 300 the system 10 of Figure 1. Conponent C 300 provides users
110 with access to the internet 50 via data path 58 (Figure 1) using, for
exanpl e, wbheottypgeawext Transfer Protocol (HTTP) or the PETHG0IPENT ext
Transfer Protocol (HITPS), and to the application server 20 providing an
interface to a plurality of biller websites 60a, 60b, etc. Wen using
Conponent C, software is |oaded onto a data/file storage device 320 of a

| ocal conputer 310 of the user 110. Ign this enbodi nent, the software | oaded
onto the user system 310 includes the bots 142, so thatno connection to the
appl i catarplicationyeerveo 2 whighi fasiitateshehe udoavepb nmetiieyat fonsdbe hiller

downl oadgshGae BARRING AFBuLBHE 19D, the storage device 320 of the |ocal
conput er 310. This énmbodi nent provides the user 110 with additional
security as no copies of the secure docunents are stored on the database 40
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downl oa 0 extra evant ovides this data to the
userl0 The system 10 provi des abot 142 (softvvare agent) that takes the user
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extracts the desired information fromt stores this i nformation
in dat abheersrorgysieroProterel (dPycvinthsageerrsedpastextideantat Rralpcehen be

vi ewsd lzmtrhs) Ugl tol e agatcatld;rs sbivel P© prdvigingoaflintbfacdnd BriG@ngess Wil 1 be
di scuss W Figure a bl ock di anqram desi gnated generally with
ref eren es ﬁ 60b etc When using Component C, software is Ioaded onto a
data/f le storage devrce 320 of a local computer 310 of the user 110. In this
embodiment, the software loaded onto the user system 310 includes the bots 142,
so that.no connection to the application server 20 is required.
20
When using Component C 300, all downioaded documents are kept on the storage
device 320 of the local computer 310. This embodiment provides the user 110 with
additional security as no copies of the secure documents are stored on the database
40 of the system 10. Details concerning the operation of Component B 200 are

25  provided below with reference to Figures 5-7.

In operation, the 'system 10 may be implemented from the servers 20, 30 using a
variety of software modules or engines that provide specific functionality. With
respect to Component C 300, some of this functionality is duplicated on the user
30 computer 310. As an overview, the system 10 takes information from the user 110
concerning the user's accounts at various billers 60, automatically schedules
downloads of the user’s bills, downloads the bills, parses the downloaded bills to
extract relevant data, and provides this data to the user. The system 10 provides a



il lustrating one enbodi nent of a downl oad process flow that may be used
with the system 10 and Conponents A 100, B 200, and C 300 of Figures 1-4.
When usi ryoCompanenat s A 100 or B 200, these tasks are pecfiesGaed/ obyoone or
nore of the servers 20, 30 of the system 10. When using Conponent C 300,

t hese tasks are perfornmed by the |ocal conputer 310. A scheduler 410
executes a script 412 that is sent to a crawer 414. In sone enbodi nents,
the crawl er 414 may be identical to tjpe bots 142. In sonme enbodinents, ‘the

script 412 may include biller credentials, the user ID and password, the
i dent i t yoabfl4Reofwaia@seel thaltekearthe sseripformetion, degs médtf@;bllﬂﬁﬁe'vqmteer

websi te &oqvm&ﬂisna é@&ﬂéﬁ%d&ﬁféﬁ%ﬂ&@dm@umt Ast HSREd b !the usaPg sﬁpwooaded as
shown with reference nuneral 420, fromthe biller website 60.
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di scus at anysecure cunent be downl oadéd by the
syst em Kpmmenents & 90 OhSB 280.nthepe |tasks are peyformed fay Pamremarm pothes only.

The i rsfongdrePol 5010 thedSydtém! 1. 1 hehl iy cwﬁ-l%hé@t Ca8D0s uaB takkdareef erence

numeral 502. The next step Is to determ ne whether or not the |ogin was
successfRerforged By gimlogricrmpstesBdRce numeral 504. If the | ogin was not
sucggssful, the user is notified about any error that may exist in the

| ogi n crede s shown with refe e
g Hec&u er 410a executes a scn}?)t 412 {ha{1 (l:s sent to a crawler 414. In some

embodiments, the crawler 414 may be identical to the bots 142. In some
embodiments, the script 412 may include biller credentials, the user ID and
password, the identity of the requester, and any other data required by the biller

20 website to login. Secured documents, such as user bills, are downloaded, as
shown with reference numeral 420, from the biller website 60. The downloading
process is sometimes termed scraping, as the information is automatically “scraped”
from the biller website. If the download is successful, the bill data is parsed from the
bill, the bill is stored in the document storage database 155, and the captured bill

25 data is stored in the database 150, as shown with reference numeral 430. VWhen
using Component C 300, the secured documents are stored on the storage device
320 on the local computer 310. If, for some reason, there is a capture failure,
information is sent to the database 150 to provide alerts to either the user 110 or the
sérvice provider, as appropriate, as shown with reference numeral 440.

30
Figure 6 is a flow chart, designated generally with reference numeral 500, iliustrating
one exemplary scraping operation according to the embodiment of the system
illustrated in Figure 1. It is understood in the discussion which follows that any



nuneral 506. If the login was successful, the appropriate user accounts are
identified, as shown with reference nuneral 510. The bot will then

scrape/ nawpgatog14041e bil |l er website to determ ne if ther@Case2emoporew bill s,
as shown with reference nunerals 512 and 514 respectively. |If there are no

new bills, a No New Bill Alert will be generated and sent to the user, as
shown with reference nuneral 520. If new bills are available, they will be
downl oaded, as shown with reference nmyneral 522. The desired user billing

|nforrrat|on may then be parsed and stored, as well as the imge of the
bill, assesH@fndeguMentspay baownieades! bE e system he.ef Eher vee ofitorliterent , t he

bills art-g,llgv,glfg,,qms@ra{,gé)?\ Bgeg,,l,d,er website 60 in, for exanple, Adobe(r)
Port abl e Docunent Forma r?) form It is understood that rel evant user

bill information may al so be scraped fromthe biller website Hypertext
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downl oad engl ne, a parsing engl an integration engine, and an a ts and
notifi cd& Qﬁﬁ?fﬂ;ﬁ‘é}?ﬁ@%"lﬂém ‘Eﬁjés%'o@?t sewn wib Irefarance Mumesd)a2ni ng | anguages
may be used to inplenent the enmbodinents of the system 10. By way of
exanple and not limtation, the software tools and progranm ng |anguages

may i ncl'RRY PHE afaguailabiey theyevill PedowNaRded, ps 8R0WN Xith referenceNumergh Mai | |
PDF 1Box ,52BUbitHeCddsireé@ 086 Biflid & irfbingdtionredy tha¥ide pHPEEd XM stopsd & wefMs IWSqI

Dat abaseihe lm%rggsgff ttheC#f)lll'ansgus%%wn gﬁthMriéféreﬁEé nu%lgrlall 524. In a preferred
embodiment, the bills are available from the biller website 60 in, for example,
Adobe® Portable Document Format (PDF) form. It is understood that relevant user
bill information may also be scraped from the bilier website Hypertext Markup
20 Language (HTML) code using an appropriately configured bot.

In a preferred embodiment, the current amount due, total amount due, bill date, bill
due date and number of pages is parsed from the downloaded bill and stored in the
database. It is understood that some, all, or additional information may be parsed
25 and stored, as desired. Once the bills are stored, the user will receive a New Bill
Alert, as shown with reference numeral 528. The New Bill Alert may take the form of
an email to the user, or it may be provided as part of the Alerts Engine, which will be

discussed in more detail below.

30 As discussed above, various portions of the system 10 may be implemented as
software modules or engines. By way of example and not limitation, the various
engines may include a scheduling engine, a bill download engine, a parsing engine,
an integration engine, and an alerts and notifications engine. Various software tools



Li cense HTTP Cient APl for C#, and VistaDB. It is understood that other
tool s and/ or programm ng | anguages nay al so be used. It is understood that
t he functwonalo/deweri pti ons which follow are provi ded byCrsg2i/0exanpl e
only. The various functions of the system 10 nay be inplenented in various
ways, as known to those of skill in the art. Exanple enbodi nents of the
screen pages produced by the various engi nes di scussed bel ow are provided
in Figures 8-1 2B. The scheduling engi2ne is configured to schedul e and"

trigger the bill downl gad engi ne for ea h of the users 1 O and ch of the
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triggered by the scheduling engine for each user and for each biller

websi t €.t iENfdeidtbsd Mak lmebememn eagémuaﬁ@mdnefom Les pr%'vfd%@ B Wapbpr ed in

t he docunent storage unit 155 of th Il e server 20, 30. a preferred
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downl oad atte The |10 cont ai n, | e and
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Success/Aguresisetzdid Type of Failure. It is understood that other types of
i nformati on may al so be | ogged. These | ogs may be used by the service

provi der to provide online application reports. The reports may incl ude
i nf d6matTiherschedulingengihe ist gopigwéd tasdhedale and ériggar theriilednwnioradeangore, fot ogi n
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will ret?
wnIl be triggered for each user 110 based on his/her billing cycle. In a preferred

embodiment, the billing cycle date will be captured and updated from the parsed ‘Bill
Date’ from each user’s last bill for each of his subscribed billers 60a, 60b, etc. The next
20  scheduling cycle may then be inteliigently calculated based on past download patterns.
in alternate embodiments, the scheduler may be configured by the user 110 to

download bills on a particular day, as desired.

The bill download engine is configured to download bills from the various billers 60 for a
25 particular user 110 based on the schedule provided by the scheduling engine.
Dedicated bots for each biller 60 will be triggered by the scheduling engine for each user
and for each biller website. The bills will be downioaded from the biller sites and stored
in the document storage unit 155 of the file server 20, 30. In a preferred embodiment,
the bills are downloaded as PDF documents, for later parsing by the parsing engine.
30 Logs may be maintained in the database 150 for each download attempt. The logs may
contain, by way of example and not limitation, information such as the User, Biller-
Account, Timestamp, Success/Failure and Type of Failure. It is understood that other

types of information may also be logged.



the next day, at a tinme as determ ned by the service provider schedule, or
as requested by the service provider or the user. On login failure, the
bi |l dowwoadiceragi’ae may notify the end user of the fai POTSGanW/ 06107 r easons
therefore. If the nunber of bill downl oad errors exceeds a certain

t hreshol d, as determ ned by the service provider, notification may be sent
to the adm nistrator of the service provider. This may happen, for exanple,
when a biller website updates their HEM. programming. In this case, the bot
woul d need to be reconfigured to work with the new code. As discussed
above, once the downl oad engi ne downl oads the bills, the parsing engine
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speci {1 Glol eal |@Bnttulda D%l &) Aeiw dbabhe ' W Backup Bills' ‘tab in the

desktop application on the user's conputer. Additionally, the biller |ogo,
biller name, account nunber, downl oaded date, and other information may
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i rrespeacs pagestifh the bill. It is understood that different or additional information could also be
parsed by the parsing engine. As with the download engine, logs may be maintained in
the database 150 for each parsing attempt, indicating thé user, Biller-Account,
20 Timestamp, Success/Failure, etc. These logs may be used by the service provider to

provide oniine application reports.

For users who are using Component B 200 or Component C 300, the latest bills may

also be automatically downloaded to the user specified path on their hard disk. The
25 latest bills are defined as those bills which have not been previously downloaded for the

user 110. A list of the bills downloaded to the user specified location will be displayed in

the ‘My Backup Bills’ tab in the desktop application on the user's computer. Additionally,

the biller logo, biller name, account number, downloaded date, and other information

may also be displayed. The user will be able to open the file by clicking on the file name
30 link located on the My Bills page.

An Alerts Engine may be configured as a separate component which may automatically
start on system boot. An icon may be displayed in, for example, the system tray. When



whet her the user has run the application or not. However, if the user exits
the application fromthe systemtray, the Alerts engine wll be disabled.
Al'l data wequiwkm7dor displaying alerts may be stored i RCrise20l0mad19dat abase
220, 320. Connection to the online server 20 is not required. An alert |og
may be maintained in the application for users to see previous alerts. The
generated alerts may take various forns. By way of exanple and not
limtation, the alerts may include: a4new bill downl oaded to the client by
the service provider, an inactive biller alert that pronpts a user if he
has not tBelvser i Hdouie gligksr the dednathes egeri T8, willrke patptedhjo Wgircinty thee t he
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alert. An alert may also be generated when a new biller is added % the service
provider. Other alerts may be generated when the due date to pay a bill approaches. In
some embodiments, the time period prior to bill payment may be set by the user for alert
generation. Other alerts may be generated, for example, when a user has installed the
20 Component B 200 application to their desktop 210, but has not yet signed up with the

service provider. ltis understood that many other types of alerts may also be generated.

Figure 7 provides a flow chart illustrating one exemplary method, designated
generally with reference numeral 600, of implementing the system 10 of Figure 1,
25  using Components A 100, B 200, and C 300 shown in Figures 2-4. The operation of
the system 10 will now be discussed in detail with reference to Figures 1-6. In the
discussion which follows, the term “service provider’; will be used to refer to the

administrator of the system 10.

30 The method 600 begins with the user 110 visiting the website of the service
provider, as shown with reference numeral 602. The server 20 of the system 10
established by the service provider will prompt the user 110 to log on to an existing
account. If the user 110 has previously registered with the service provider to



account. If the user 110 has previously registered with the service

provi der toaccess the system 10, the user 110 will be directed to a user
| ogon pagwo 208/”b9n Wi th reference nuneral 640. |f thePISG2UDHNAS
forgotten the password to the user account, the system 10 will inplenent a

forgotten password protocol, as designated with reference nuneral 604. By
way of exanple and not limtation, the user 110 nay be directed to a
"forgot password page". The user 1104gmy be pronpted to provide his emai |
address and a code froma captured i The system 10 may t hen
gener at @ccéssr thessunteime10,4he usemt Hewilrbe 3@@9 t phaenigaen pagp Bt and
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regi stered wt he server use the system 10 he user 110 will be
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i degt i f |p¢@ﬁdeoms eall hddrewadd @d@ﬁeeﬁs@n altaplurdtDimagt pagat Tha sySSemHOatSaya credit
card nu

n t her for on that be required nt the
vari ous réeé\'Qﬁ (?éag Po ‘?ﬁam? %eréﬁ%%%ﬁtngmep éaagsg\(cmg é'éd g&s@ﬂ‘e
pr ovi desatnkao #eruseceid. o the user 110 for free, and nmay receive conpensati on
fromthe billers 60. In these enbodinments, the billers 60 may provide
banner ads or other information that appears on the user's conputer screen
(sedOFi dfuthe usey 11quta'smmlnrewiowbceeg'as‘te@dcwiﬂmthma%ereéﬁ tg aise (e Systemhe user

110 aCCQ'bdth%qure §16 Witk 5 &ife dich %b%@mg aﬂ%?%%ﬁ \sls%ﬁ wwﬂhq%fereﬁe@ engi |

may be seh he user enal 0X pr e regi stration
pr ocess nugeralifi0fe riiheceystenh 19 wilperoawt t%u%ﬁid\ﬂﬁ twprw'cﬂ%vaﬂ%lﬁdréfomﬁfﬁnal 610.

The userrec}ti'h%d"@‘ﬂeglﬁlh@ﬁb W@ riols %Eh%stﬂ?éwhé@kBWvM Sekahipid ke %Q@r‘ Il to

conpl ete the registration process, by activating the user | D and assvvord

pr evi oudr! 9 rﬁasbw BemPted tesPrOwIHeVA 1o nABTee AESHEES rHARE fantiEESIOn, Yaiid
enbqdi Mygtifess! Kifing §¥6rmiakdnVblidh &2¢a erearmiaaﬂn@mb@hana%tﬁéwnfeﬁﬁamrtdapr ovi ded
to a user uni que password at the first og
may be required to implement the various services provided. In some embodiments,
the service provider provides the service to the user 110 for free, and may receive
compensation from the billers 60. In these embodiments, the billers 60 may provide
banner ads or other information that appears on the user's computer screen (see

20 Figure 10).

Optionally, once an account has been set up for the user 110 according the criteria
established by the service provider, an email may be sent to the user email inbox
provided during the registration process for authentication purposes, as shown with
25 reference numeral 610. The user 110 would then have to click the link provided in the
email to complete the registration process, by activating the user ID and password
previously provided, as shown with reference numeral 612. In some embodiments, the
user 110 will be prompted to change the password provided to a user unique password
at the first login.
30
The user 110 may then be directed to a download page, as shown with reference
numeral 614. The user 110 may have access to the “How to Get started” page shown in



The user 110 may then be directed to a downl oad page, as shown with
reference nuneral 614. The user 110 nay have access to the "How to GCet
started" weageiwstiowm i nt he user gui de 630. At this point pPCris€2090001210 has
the option of downl oading software to inplenent Conponents B 200 and C 300
of the system 10 illustrated in Figures 3-4. For the purposes of the
present discussion, it is sufficient that the user 110 choose either
Cormponent B 200 or Conponent C 300 fagg downl oad, as shown with reference
nuneral 616. At this point, the system 10 will performa verification of

t he opertbe LRy osidetc3m At thishpoints the UBe1 10dasdhe aptioni of Howelpadiegeefwarerier al  620.

It is ug@grgﬁkﬂpéom@ﬁenw@%o ARG ES3cdfof Héesyareﬁﬁﬁmugtave-am iFffurdgBdq be

i mpl ere usi ng any operating system presently available. By way of
exanple and not limtation, the operating systemcould be any one of the

current peRid Rinosel of e d}'@éérnpélgédss\‘)\h NEiQWEitin RS tAé LSS 135 ShedBe dither MAC(T)

operatl ng syst em I’OVI ded ci nt osh the UNLX operating system
oF . Bl 1 SogmoRenh 265 oF Hamaphat o JOR 6" SOMYSREL 6% PAoVMENT (RARRARES hown

with (r]I e:‘jease AE m.swptmar e sh&em OWie pbil‘ll(lSrhﬁé bamcaﬁdme)fw;jemmgepstsmfdfw e
provi ded on uter w ate 110 to
g on' st K9 s ahpwa e R s e o, JEb @B el B muo et in bt ¢
refer encilee rpuésyhalm\féﬁﬂon Depebdi mgalmienwteuhrag Siomppemting By&et ores€atfiyponent C
300 was in d on he user f Q. w access
Lo var: Qe P of St and YR ain e SELsbbax e conls e E0C

| ogdéd afi,thei ¢unent a{taramrepoﬁm diicrasofs Véipd®ve® opheating esystet0 faesMAﬁﬁen has

access U ol HEREPLRVIRET bR WESINRIIASY t UNik gk anacsBiier ab, 030 The

User e pr orrra out e program ols 'web pages t hat
may appémtawopaftheaapnrhrer@iesgftwme Iarﬁl@remenmmasceﬂseﬁ sbewvpaniihadetaiencens. By
way of exameheand not limtation, the user of Conponents A 100 and B 200
may have access to a Summary Page 642, a My Bills page 644, a My G een
Credit page 646, a Paynment History page 648, a Reports page 650, a Service

Zong spagshd@d hstaleBeltRs ébdﬂ:éﬁ:mj sPAE8red 6owd33d:bﬁqu%muls¥r Adentbutdieqdli ons page
660, a Forum page 662, Feedback and rt ﬁa% AL and a user Backup
Bills ngé;gva;eoand prompt the user 110 to log on to Ioc count Kept on the user's
computer, as shown with reference numeral 624. Depending on whether
Component B 200 or Component C 300 was installed on the user system, the user
110 will then have access to various services provided, as shown with reference
20 numeral 626. Once logged on, either at step 626 or at step 640, the user 110 also

then has access to the complete User Guide, as shown with reference numeral 630.

The User Guide provides information about the program, various web pages that
may appear as part of the program, and various user settable options. By way of
25 example and not limitation, the user of Components A 100 and B 200 may have
access to a Summary Page 642, a My Bills page 644, a My Green Credit page 646,
a Payment History page 648, a Reports page 650, a Service Zone page 654, a
Refer a Friend page 656, a Frequently Asked Questions page 660, a Forum page
662, a Feedback and Support page 664, and a user Backup Bills page 670.
30 Similarly, the user of Component C 300 may have access to a My Bills page 680, a
Service Zone page 682, and a Summary page 684. The various functions of these

pages will be detailed below. It is understood that these pages are provided by way



Simlarly, the user of Conponent C 300 nmay have access to a My Bills page
680, a Service Zone page 682, and a Summary page 684. The various functions
of these wagen/mp47b be detailed below It is understoodPChgG20tds@Ipages
are provided by wayof exanple only. Many ot her types of pages, screens,

etc. may al so be provided wi thout departing fromthe scope of the

embodi ments of the present invention. One exanple of a Summary Page 642 is
shown in Figure 8. The Sunmary Page 6#2 may i ncl ude aggregated informtion
for the user 110. By way of exanple and not limtation, this information
may i ncl ofdexample @nlyac Menw othrirtwess 8) Pagrsmiseieeps. SiEi MA¥RIsm e Pravided,

current ﬁ&ﬁé&%ﬁémﬂétﬂ%ﬁw thlalslcbpéeﬁthe@rm.rﬁé&s oER s¥adRlivepfio® W Bills
page 644 that nay be used with Conponents A 100 and B 200 is shown in

Figure 9. One exanple of a My Bills Page 244 that nmay be used with
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informatio al so he inclu edit page 644 may provide
the userP irrl}%d R%?%s %avegt%frreé\it {jaﬁ r%’éewgﬁagj‘ra:hn%sd%cages t hat have been
saved as a result of using the system 10. It may also include a cal cul ation
of the e e f 0, : The
Paynment éllhét% o?MmaéfeaO%IX?& @ q%ﬁéézﬁfitgm HA b% %Btw Fhl g?ﬁé?h&ﬁ?iﬁ gnt hat have
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wel | as paynent ormation, 1 ncl T mted to, gb%/rrent

but
t r ansact desailest infermatipn jeretk Cuteané billst cBgY WRY $f exXaHPiead HOWHV""‘B@”k

| ndef i ni .hﬁirmau&on{ %CI@déJﬁ\%rBlnﬁ\éférm@%%QoJrﬂ%ﬁﬁier bﬁﬁm&ad cﬁa&efétﬁmal diller.
The Reports Page 6 i ncl ude vari Qus tg es of ch present a

t
gr aphi capaid QbPB%ﬁ't%fFl Br'rs wrdarptgod that othep infpranafiop,may é? Sdf‘%fdetdi me. In some

enbod nents, this period nmay be 6 nonths, but other periods may al so be
used. Th‘?hec %réfeeg%redit page 644 may provide the user 110 with a total of the number
of printed pages that have been saved as a result of using the system 10. It may
also include a calculation of the extra number of pages saved with respect to
envelopes, etc.
20
The Payment History page 648 may include a complete list of all bills that have been
downloaded for a biller. The Payment History page 648 may include the bill information
for all bills in which the user 110 has made a payment, as well as payment information,
including, but not limited to, the payment transaction status, payment date, etc. This
25 information may be kept indefinitely, so that a user never need request back bills

from a biller.

The Reports Page 650 may include various types of charts that present a graphical
representation of the user’s bills over a period of time. In some embodiments, this
30 period may be 6 months, but other periods may also be used. The charts may
present the information by biller, by month, etc. The reports may be presented in
pie or bar charts, each showing the data for the last 6 months for each biller.

Additionally, a link may also be provided on this page to view specific account



present the information by biller, by nonth, etc. The reports nmay be
presented in pie or bar charts, each showing the data for the last 6 nonths
for each wol2bsvi409sddi tionally, a link may al so be provi ¢et/Seaotolneopage t o
vi ew specific accountreports. The user 110 nay select a particular and
account nunber, and view reports containing the specific information for
the biller and account. The Service Zone page 654 may include information
on available billers not currently begng used by the system 10. 3
Addi ti onal I'¥, this page 654 may i nclude various preferences that. may be set
by the USePrist10iheryperediPmay, salegkarParierianand rsGEnt BURPEer@th¥i®¥ue dat e

al ert fregersohtaiRingIed bpatind iRratiitior e siltandeiebentt he due date when the
due date alert for each bill should be generated. The due date of each bill

is captured for each bill during the parsing operation. The user 110 nmay
al so chopee Sebvita\BEnehpage rasac enayr iicludier infarntdtiannoa aaigblef bitiérs bot | s
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i nf or matjsgrs [HRY dyBem. bens b4Rsle BPEINER Hillke alcrcad2 hanmHy 86 gaRsated Byne
dat abase 40 of the system 10. In sone enbodi nents, the login details for

each usdbe EemA) isiowndn Eiguies 128 encrypted form using, by way of exanple
and not limtation, a base64 encodi ng net hodol ogy. The Service Zone page
654 may _al so a“ ow a_user t 0 .add/ del ef e accounts

account . Th6ieet] 10ay plg Ehangeuiepars ot 1ot “RichgioVCea TG Pad T 5o

st at1gs tuger' Nt cHdageghis \wassword, SaH T R fequedt evilt se sent tdithelchibme datBbaserfer exanpl e

3]; efugglu?é?tal ?éﬁfotgufge?ﬁg}teﬁg{g@#s%ilsggﬂg ruese%L %% vlnﬁ Be> p%%%dshﬂﬂdant Ql%r ot her
message, and the new password will not be made active. Users may also
add/edit/delete accounts for each biller by providing login and other account credentials.
Required login credentials will be based on the requirements as established by the

20 billers. This information may then be stored both on the local computer and in the

database 40 of the system 10. In some embodiments, the login details for each user
110 may be stored in an encrypted form using, by way of example and not limitation, a

base64 encoding methodology.

25 The Service Zone page 654 may also allow a user to add/delete accounts, change an
existing account, or set a biller 60 status to “Not Using”. Setting a biller 60 status to “Not
Using” will disable the alerts to the user 110. One example of such an alert 694 is
shown in Figure 12B. It is understood that other user selectable options may also be
included on this page.

30
The Refer a Friend page 656 allows a user 110 to provide information to the service
provider with respect to potential additional users. The service provider may then

contact the potential users based on the information provided.



included on this page. The Refer a Friend page 656 allows a user 110 to
provide information to the service provider with respect to potenti al

addi t i onavoussy=097%he servi ce provi der may then contact PCiSGpat@nival users
based on the information provided. The FAQ page 660 provides answers to
routi ne user questions. The forum page 662 provi des user access to
techni cal support personnel, or other users, to discuss various aspects of
the system 10. Simlarly, the Feedbagly/ Support page 664 allows the user 110
to contact support personnel at the service provider should any type of
problemarise with the system The My Backup Bills page 670 maintains
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the ser\esbid@ dvias abth thosystsmnpl e, on a HITP request fromthe client
sof tware running on conputer 210 to the server software running on the

server 20. \Wen a user selects installation of Conponent C 300, as shown in
Fi gure 4he Myt Baokad eRllls/ grage 067®f maineih @opiesnbb ratiatiownloadedresegisidned by

t he user stem 310. The ills p 6 [ Vi 0 and
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10 pr ovidgweloagded infamatierpyitheut havirg to egminpel to(the iptersei®®d in ternms of
algorithns, flow charts, engines, and functional or synbolic
representations of operations on data within a conputer nenoré‘éi f:\’These

al gori t YMpen HEiBg GomRasREt BrAP0F aRe ©F Ai0ae ohtheshadss| 842 Pafr B4R 8f%s are the

Means UsRE 654 may be downloaded from the server 20 based, for example, on a HTTP
request from the client software running on computer 210 to the server software

running on the server 20.

When a user selects installation of Component C 300, as shown in Figure 4, a .

20 truncated version of the above information is maintained by the user system 310.
The My Bills page 680, Service Zone page 682, and Summary page 684 will contain
essentially the same information as described above. Additionally, banner pages
may be provided on the various pages displayed to the user 110. Figure 11
illustrates one example of a banner 690 that may be displayed.

25
Some portions of the description of the system 10 provided above are explicitly or
implicitly presented in terms of algorithms, flow charts, engines, and functional or
symbolic representations of operations on data within a combuter memory. These
algorithmic descriptions and functional or symbolic representations are the means used

30 Dby those skilled in the data processing arts to convey most effectively the substance of
their work to others skilled in the art. An algorithm is here, and generally, conceived to
be a self-consistent sequence of steps leading to a desired result. The steps are those
requiring physical manipulations of physical quantities, such as electrical, magnetic or



by those skilled in the data processing arts to convey nost effectively the
substance of their work to others skilled in the art. An algorithmis here,
and generwbDI2g10/1@o97g8ei ved to be a sel f-consi stent sequen®eTsG26®PE9Y eadi ng
to a desired result. The steps are those requiring physical manipul ations
of physical quantities, such as electrical, magnetic oroptical signals
capabl e of being stored, transferred, conbi ned, conpared, and otherw se
nmani pul ated. Unless specifically statgd otherwi se, and as apparent fromthe
following, it will be appreciated that throughout the present
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t eachi NGRp Al ternatively, the construction of nore specialized
appar at us t per?ormthe required nethod steps may be appropriate. The
structure of a conventional general purpose conputer will appear fromthe

descri ptﬂh@'br&@n@%ecﬁﬂ&a%ﬁdéléé Qﬁclogéleaﬁa?&@@?or%ﬁﬁhﬁnhé?ﬂ{e' SPerHone o\‘ mlicitly
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intended to_be limted to an arti cul ogr anm n anguage and
reconfigured by a computer B/rogram store ?h %omputer g 'llhe ggor hms and

displays presented herein are not inherently related to any particular computer or other
apparatus. Various general purpose machines may be used with programs in
accordance with the teachings herein. _ Alternatively, the construction of more
20 specialized apparatus to perform the required method steps may be appropriate. The
structure of a conventional general purpose computer will appear from the description

below.

In addition, the present specification also implicitly discloses a computer program, in that

25 it would be apparent to the person skilled in the art that the individual steps of the
method described herein may be put into effect by computer code. The computer
program is not intended to be limited to any particular programming language and
implementation thereof. It will be appreciated that a variety of programming languages
and coding thereof may be used to implement the teachings of the disclosure contained

30 herein. Moreover, the computer program is not intended to be limited to any particular
control flow. There are many other variants of the computer program, which can use
different control flows without departing from the spirit or scope of the invention.



i npl enentation thereof. It will be appreciated that a variety of
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on a CorBBH{p%heﬁﬁ!%r GBAGRR: o RRERbIeCalnhduRNAY beNmipletignfedliding bisérate be

i npl enented as software, such as a conputer program being eXecuted within
the conflRGPNGEOMPRNGTS, or drfdniferst 2 REROR ! AR ENWERIRATEPICSIFSHIEIHCR@S @0 conduct

t he qget h%ueit.ohhep&rremlté@raa@ccﬂrcmrrr\srdshe ROFRFIE! oth¥S Gégrﬁlﬂi@sce%\stl ncl ude a
corrputer nodul e 702tlhifa %Eut nodul es such as a ker\]/ ?ard and use 706 and

a plural Irpﬁe é}(lll%qjtrb Vil arpregiate, that the system ca be implemented as a

combination of hardware and software modules.

The method and system of the example embodiment can be implemented. on a
20 computer system 700, schematically shown in Figure 13. It may be implemented as
software, such as a computer program being executed within the computer system
700, and instructing the computer system 700 to conduct the method of the example

embodiment.

25 The computer system 700 can include a computer module 702, input modules such
as a keyboard 704 and mouse 706 and a plurality of output devices such as a

display 708, and printer 710.

The computer module 702 can be connected to a computer network 712 via a
30 suitable transceiver device 714, to enable access to e.g. the Internet or other
network systems such as Local Area Network (LAN) or Wide Area Network (WAN).



di splay 708, and printer 710. The conputer nodule 702 can be connected to a
conputer network 712 via a suitable transceiver device 714, to enable
access t owe.2gio/mbegol nt er net or ot her network systens suelTas2000a8019Ar ea
Network (LAN) or Wde Area Network (WAN). The conputer nodule 702 in the
exanpl e includes a processor 718, a Random Access Menory (RAM 720 and . a
Read Only Menory (ROM 722. The conputer nodul e 702 al so includes a nunber
of Input/Qutput (I1/0 interfaces, forzexanple I/Ointerface 724 to the"

di splay 708, and I/O interface 726 to the keyboard 704._The conponents of

t he corrp'[h%PO'ﬁBH'ﬁf énodye t@ﬁl'&éh?;ﬁ"émﬁmcﬁgﬁé 3 PEPSERS™NT 1D BY bus 728

and i n aadBBY Merks IRAMY ‘lz*ﬂ)earitﬁémdsdﬁhllﬂm&nbﬂ (aiw; gbevame @nhputdhe

application n be su I ie ut er stem 700
b oded BouB aRYaa R ges rauinr ShionoubiBub it Rleshifs. JeBHER T ar 11 o
and r eadntétfabé znzngoah@@isrpe@pmajlang Idatisteshay PR tortied keytadaird #06f Ehedat a
storage device 730, atio r o [ a r IIe inits
exec% SHIRPTERE p?foc,tgisff&%?ﬁ% dé'? %F p'scta of ag%r%g}q‘m?c%gégrgm dag\ a maybe
acconpl iisfeezbnnetted bRAN2B2nd Eratmdnmmrmnswoftottlhmppnsee shilled yrs thenmelavdnhret hod
provi de veral advantages over the prior art. The system and net hod

provi de he capability to securely retrieve biller docunents for a user
over the |nternet froma plurality of biller sites, aggregate that

i nf or maty ;9{ lidie Hﬁ?ém %’H%&F?ﬁ/ﬂl@@ th e e SQt'ﬂee&Bm;SlthF SRdtbAn7deP the

user to a55| St pi es he secure docunents may be

st orl®d canceded se rB\ﬁ;)ai% siorags mediugysychms a)ﬁDr'ﬁ@MJ@refPa%yﬁ?@ﬁw FTFAN  The

system pegy 'Lﬂﬁﬁn% Becdﬂr%%boﬁu.ﬁ@ dbfestblasl Mbdilimydive éﬁ@ daid Sefage a@hbéoas ed
appl i cation in client application, or an application resid r]%nentl rely

on the us¥x' sThy gpeliFatipn Q!Pg'la"bés dBRT 1L CRRraliFda My dp SBFRCURPT |BY the art

that nurgbesksol a8 atihipediald storagedsfl proglahd Batanmyybe agestaplishet hesing esent
invention as shown in the specific enbodi ments without departing fromthe

O'QA@ h h fi nmbod h d f h
p|r|t (ﬁS? of the invention as broadly

Embodiments of the present system and method provide several advantages over the
prior art. The system and method provide the capability to securely retrieve biller
documents for a user over the internet from a plurality of biller sites, aggregate that
information for the user, and provide the aggregated information to the user to assist
20 in paying the bills. Copies of the secure documents may be stored on the service
provider system, on the user system, or both. The system provides the user with the
flexibility to use either a web-based application, a thin client application, or an application

residing entirely on the user’s system.

25 It will be appreciated by a person skilled in the art that numerous variations and/or
modifications may be made to the present invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as broadly
described. The present embodiments are, therefore, to be considered in all respects to
be illustrative and not restrictive.

30



described. The present enbodi ments are, therefore, to be considered in al
respects to be illustrative and not restrictive. CLAIMS 1. A nethod of

aggr egat iwgQ 20:¢409d el ectroni ¢ docunents for a user fromCasGzemsvolone
biller website over the internet, and using the aggregated docunents to
assist the user in effecting bill paynent, the nethod conprising the steps
of: providing an interface allowing the user to provide login data for the
biller website to a service provider;3using the service provider to '
facilitate access to the at |east one biller website using said | ogin data;
downl oadtl-®yME | east one secure docunent fromsaid biller website; scraping
said at | east one secure docunent for biller information; and providing an
i mge of said secure docunent and said biller i nformation to said user. 2.

The met Hod of* E1419A 9f APYEERINGaPECUEd SIRFYOREIRVMEELRIFRINE 'SEhTOB Pt er

i nf or matié4¥n oﬁhéeolﬁérQK/&ﬁtltbrbvér dad ahedet, pnavigiegl tHbyag@‘edat%Grdbdmme}mlts)w der and
sai d_user ma onI eg Bﬂé}gsecu dOCHg)%ﬂt s and b g r}f ormation

t hr ofigh 3858k g ¥meat. I TSk EIS JM wherein the
step of pr owpdm\n@ln@ranl intaefaf:aca&iofwrg trer ussntpr preeisie ldginndatadontheabiliai n cl i ent
to a user c9 uter wherein said service provider uses said thin
client 6 vci’aé’ewb% g%? 'sai d secure docunents and said biller

i nformati on tusnr@ahel serize, previder todpcilitateoantebs kd the dt tfast nae bdler website st or ed
bot h Ond§ﬂ$¥é§ﬁ; %ﬁgnputer and in a database nalntalned by said service

provi der drein the ‘copies stored on said user's conputer are avail able
to tlRe user mmlqndmaigeastpm aecura doTwpentdrer gagibillar avalsite; wherein the

step of provigdifghAhid B 8BRSt ddlid EcurRIMRidrBART information; and
providing an image of said secure document and said biller information to

said user.

15 2. The method of claim 1 wherein all of said secure documents and biller
information are stored in a database provided by said service provider and said user
may only access the secure documents and biller information through a service
provider website.

20 3. The method of claim 1 wherein the step of providing an interface further
comprises:

downloading a thin client to a user computer system; wherein
said service provider uses said thin client to provide copies of said secure
documents and said biller information to said user, said copies and biller information

25 being stored both on said user's computer and in a database maintained by said
service provider, wherein the copies stored on said user's computer are available to

the user when working offline.

4. The method of claim 1, wherein the step of providing an interface further
30 comprises: '
downloading software to a user computer system; wherein
said software allows said user to directly access the at least one biller

website to obtain said secure documents and biller information; and



downl oadi ng software to a user conputer systeny wherein said software
allows said user to directly access the at |east one biller website to

obt ai n saw0 2s¢d0g9docunents and biller information; ana#copscGesionhoisai d
secure docunents and biller information are only stored in a database
created by said software on said user's conputer. 5. The nmethod of any one
of the previous clains, wherein said secure docunents are naintained in the
portabl e docunent format (PDF), saidadownl oadi ng step conprises downl oadi ng
a copy of said PDF docurment and said i nege conprises an i mage of said PDF
docunent. 6. cPhiesraftsaidsesurg fpcumentstanchiller slareador g ABlY ﬁ%ﬂéfjér‘rﬁ the step

of USi NGjkdhsB RNAtEE bP AN SRIvatPoh 85idlUskAé BoRpGRes the at |east one biller
website using said login data further conprises: configuring a bot

containing said user login data to access said biller website and downl oad
said at 4 eastThenenstesdirs HOE WRNf the pRRIJIEL BRIMGT whBkkimwiidfseche previ ous

claings, further conprisin step for i nt gi ni ng an_archi f al] of said
secuPe dI?&HWEH’ESs Afd "g%”‘@ﬂ'tﬁ%l I'%r%i‘%f B‘?%l? oﬁ?c%‘?gﬁthgor (Ehé%sg? aff one of
t he predoountozelirey step dantigrizes doampradiigng copy g sail EDBiddcamenthtod rsaid on to
schedul e _future downl oads of S(s?% ,ggﬁeété{]%egpcurrents. 9. A systemfor

icd 0

aggregat'rinﬁaegg@ﬁpﬁ%s%rl'g'&?qeo%f S r a user fromat |east one
biller website over the internet, and using the aggregated docunents to

assi st e user | f ' ' t ...t he i Sding; user
i nt erfat:é; th;r?'earjf'?tg\%é o?%é{' trc}ggfgf%e @g\@?’ gedﬁuﬁ?gi Wﬁ%ﬁﬁ&%ﬁ%hﬁéﬂf?rhﬁ website
t o d0serserdiee prayidedde facilitater adoees thaat tast apd dillee wehaite gsiogisaisslogiicess to

t he at |o%?§furt‘ﬂ@?c&hbrli§‘ers-V‘Bb5i te using said |l ogin data; a bot provided by
sai d service provider that downl oads at |east one secure docunent from said

bi I'ler websi cenfiguiiage hotseanipinieg Fricduser dnainidrtasteragpess wid Billgt WPRHIt one
secure GRgWHRModddaidhl lk8&t one secure document.

15 7. The method of any one of the previous claims, further comprising a step for

maintaining an archive of all of said secure documents and said biller information.

8.  The method of any one of the previous claims, further comprising using said
biller information to schedule future downloads of said secure documents.
20
9. A system for aggregating secured electronic documents for a user from at
least one biller website over the internet, and using the aggregated documents to
assist the user in effecting bill payment, the system comprising:
a user interface that allows the user to provide login data for the biller website
25 to a service provider; _
a service provider website that provides access to the at least one bilier
website using said login data;
a bot provided by said service provider that downloads at least one secure
document from said biller website; wherein
30 said service provider scrapes said at least one secure document for biller
information; and
provides an image of said secure document and said biller information to said

user.



information; and provides an i mage of said secure docunent and said biller
information to said user.10. The systemof claim9 further conprising data
st orage meansioprorbded by said service provider, wherei RCRISG2af0/08@9T secure
docunents and biller information are stored on said data storage nmeans and
said user may only access the secure docunents and biller information

t hrough a service provider website that accesses said data storage neans.
11. The systemof claim9 further comgrising: a thin client installed on a
user conputer system wherein said service provider uses said thin client
to provide copies of said secure docunents and said biller information to

sai d usefo safid SRMAIAMITDY hierl MM Oata9baGe HhosRpRAIBIY sai d

user's conputer and in a database maintai ned by said service provider. 12.
The syst Iq gerviceRRYiger, f"ﬂ'?etrﬁ'@ra'befnﬁ'ij SeRge dedimanimard Pillecdnfermatianal | ed on

a user ca:rgwwr@a @yﬁl@ﬂhthdyeﬁnéﬁhéjaﬁ@EéMﬂfs@r W@g astéRWheSRicdreuser to
dire acces%lthcg fﬂ gast ong | er website. Ebfg 3 said secure

docu ds°°&ﬂ’8” 1% PTEH NG REEPR h’°Hﬂ'aac§ﬁ5Y'8% p(ﬂ"' P FGES et s and
bi |l | er isaiddaratstavagarneansl y stored in a database cr eated by said software
on said user's conputer. 13. The system of any one of clains 9-12, wherein

sai d secure docunents are maintained in the portable docunent format (PDF),
sai d bot1idowTheasystem olopgino? fusthied cbprisiogunent, and said i nage conpri ses

said copy of astﬁlndcn'él?{:ungﬁﬁéﬁ%ﬁ% usé co @f&e%ﬁe‘?ﬂ‘\%er@ﬁyvone of claims 9-13,

further conprising storage nean ori'ng an archive of all of said
secUPe documeaidssermige smpwldm 1J$G§r Salﬁftbln mﬂehfot@ progideT¢npiasy oft eaid gecaiey one of

clai M Yollmehtd ¥ai fBﬁ?F infdrA3tiGn REOGAYSED shi B%ﬁuplé%ea%ds&lﬂ iffolrh&on
i nformation to schedu uture o|ovvn | oads of sai d secure documents from said
biller RSHY slered both on said user's computer and in a database maintained by said

service provider.

16 12.  The system of claim 9, further comprising:
a software package installed on a user computer system; wherein
said software package allows said user to directly access the at least one
biller website to obtain said secure documents and biller information; and
- copies of said secure documents and biller information are only stored in a

20 database created by said software on said user's computer.

13. The system of any one of claims 9-12, wherein said secure documents are
maintained in the portable document format (PDF), said bot downloads a copy of
said PDF document, and said image comprises said copy of said PDF document.

25
14. The system of any one of claims 9-13, further comprising storage means for

storing an archive of all of said secure documents and said biller information.

156.  The system of any one of claims 9-14, further comprising a scheduler that
30 uses said biller information to schedule future downloads of said secure documents
from said biller websites.



