WO 03/ 077071 PCT/ US03/ 07042 1 SYSTEMS AND METHODS FOR ENHANCI NG ELECTRONI C
COVMUNI CATI ON SECURI TY CROSS- REFERENCE TO RELATED PATENT APPLI CATI ONS 5
Thi s applwoatioon7cl ains priority to U S. patent applicati ecTnusssoh@? 361, 091
and 10/361,067 filed on February 7, 2003 and application nos. 10/093, 553,
10/ 094, 211, and 10/094,266 all filed on March 8, 2002, which applications
are all hereby incorporated herein in their entirety. BACKGROUND 10 The
present invention is directed to systens and net hods for enhancing security
associated with el ectronic conmuni cations. Mre specifically, wthout
limitation, the present invention relateslto conputer-based systens and
nmet hods for assessing security risks associated with electronic

comruni cat i ons transhYSTEMSANP METHORHFQRIENHBANCINGIOLECTRONIRer , t he
present invention in sone enbodCOMMENIEARIGN SECIRITIUL er - based 15 systens
and net hods for assessing security risks associated with electronic
comuni cat i ons t r ansnCROSH REFERENCECFORELAAEDONSTENT MPPKIGHTIONST r espondi ng

to a range.of thre n niet net

net wor k of onnecteg%ggﬁ%d? ?‘2% mg?% &ggg%pyﬂﬁaP W"E%@é®§$1§égrs t he
I nt er net has grlo®61)067 filegoh Fehsrazny 70683 lzlﬂ(EappAcdtﬁ)hges. rl(mbaﬁsac)1‘10/(392)0r Zldmoult er s
on the Internet provi L.hfor forns. one. Wi th

conput er con neclp@)g?%ggg‘lhﬁfgg ﬂPg/F 3@:\@ 3@‘5@&?‘? 5?‘1’%"5?%?6%{]%?3}' f"ﬁ??o(?geéit pool
of informati omerelhia thodf cxtiredt.i on avallable via the Internet enconpasses

information available via a variety o gﬁ¥§§ﬁ' f appllcatlon | ayer
i nformati on servers such as SMIP (SI transfer protocol), POP3

(Post Oficg Protocghy re%HE&thEQn%&%@)osy%hﬁandﬂaﬁ’ods&m@hmmg sdduanst er
Protocol, RFC 2616) and FTP (file transfer protocol, RFC 1123 One of the

most wi de spr edéSogBicH thGiechprc FAmMENIFaveRy MeTE sPecHirally prkoytiinafagien. th 5 vi a
the VWorld W de V&b (4 RGdNERKtes I @mPER-62RE k)%'%e%lschfnd %eﬁfé@ﬁ%& as@éssfang echAfput ers

30 connect ed to the Internet; the conputers in this subset run pertext
Transfer Prot odisks gspariad widh glegtronic papmepications jransmisiedrayFr asomupuicyhansand

modi fications tn@tv’&‘-ﬂj@‘unﬁé{‘?the present invention in some embodiments relates to computer-based
15 systems and methods for assessing security risks assocjated with electronic
communications transmitted over a communications network and for responding to a
range of threats to messaging systems.
The Internet is a global network of connected computer networks. Over the last
several years, the Internet has grown in significant measure. A large number of
20  computers on the Internet provide information in various forms. Anyone with a
computer connected to the Internet can potentially tap into this vast pool of
information.
The information available via the Internet encompasses information available
via a variety of types of application layer information servers such as SMTP (simple
25  mail transfer protocol), POP3 (Post Office Protocol), GOPHER (RFC 1436), WAIS,
HTTP (Hypertext Transfer Protocol, RFC 2616) and FTP (file transfer protocol, RFC
1123).
One of the most wide spread method of providing information over the Internet
is via the World Wide Web (the Web). The Web consists of a subset of the computers
30 connected to the Internet; the computers in this subset run Hypertext Transfer Protocol

(HTTP) servers (Web servers). Several extensions and modifications to HTTP have



WO 03/ 077071 PCT/ US03/ 07042 2 been proposed including, for exanple, an
extension framework (RFC 2774) and authentication (RFC 2617). Infornmation
on the | nwermamt7ocean be accessed through the wuse of a Uni framrmusResmur ce
Identifier (URI, RFC 2396). A URl uniquely specifies the location of a
particul ar piece of information on the Internet. A URl will typically be 5
conposed of several conponents. The first conponent typically designates
the protocol by which the address piece of information is accessed (e.g.,
HTTP, GOPHER, etc.). Thi S first conponent is separated fromthe remnai nder
of the URI by a colon (' ). The remai ndér of the URI wi || depend upon the
prot ocol conponent. Typi cal the remai nder Si ter on the
Internet by nabS™ PEAPORSH ‘Pqﬁlqﬂ%ﬁ@rﬂxa“&@evﬁélei‘te‘éséon §a:spe0| ;TP%

desi gnation of yfih&itAeaIRPO 2617)! hforrREeIsICRe Mﬁerhéteatdﬁsacgmédadroogmqhat er.

For instance, a typical URl for an HITP rﬁfﬁﬁ%&ﬁg Q‘ﬂ{i{l ) st

htt p: // waw. ser Yssrof & dnifarm Respurcs 1dens ign(UB1 ¥ ﬂ)m’iqgef' srecified i col

W, Ser Ver . CoOMdegidnh# a%%lcﬂshaﬁlé‘dé of G 86N Gle Inftathdt! MREM@@M@ bat m
designates the location of the resource on the desi orrput er. The

term URl i n&l uersmposes ‘?fGPYﬁ“Ré@@Bﬁ“@é‘Si\ﬁH%%rs(‘IS'RPR"E?“‘ PR ﬁlﬂﬁ?f@g"a s as

defined accordi I%Q)CBIOD lﬁﬂ-:é%ddr%lﬁle%@{)ﬁ’lﬁfoﬁnh%tls dcaéseEd1Rlgl, T TPNGOPEIEROT m of
Wb pages; coI ectiv e server and the information hosted re, Seferred
o%‘é‘go S

to as a Vb sitte.). Bhis f@npﬁmmnt insappeted fpmuppremaigecof heURRRY ng the
Hypertext Markyp, Lanauags tﬂ%llﬁl&:&)%ﬁ{n ik %’to%pc&ﬁﬁoggﬁtng?plb'ﬁltynﬂe

eXt ensi bl e Mar Kup Language e published specifications
for these Iangmgmﬁiead@gnmemgummeednwInteﬁlefrlé’ﬁ@éleh@rhéfllﬁnugl Rihas well as a

speci 1 cat igns ate. axal Labl.g o ARG WP fle WLSigedehnDBISAEL ARG, | Lo VeD

site (htt ages 1n ormatting | anguages may

i ncl ude |inks forinahivera W]balplﬁgefer@d{%emmmmte or another. As will
be known to those s in 25t es nmay be generated
dynamically by a se R,Pe)r[ WEY SPEeGM ‘flzcérzlre%oél?%eg' y of elements into a
fornmatted page wheieQitplivihé pRR®bI, 9Sivorrieacan Bahe ddsigeated cambxte;@nd/ers and

i nformati on seryvers of other ests for }hh%es %ﬁmatl on from

Internet cl i effid/digpesoyee-Rpy ‘%ﬁ?@esﬁges OIE‘{}i(?frl\gg C{R]ESP érs of

conputers qgnneghfgter (Thtab&miiﬁhlhﬂélede@elmfbmlRmmsNhhbs(URN@)maludmgn. Advanced

clients such as Netscape's Navigat or gl
URN’s as defined according to RFC 21 1.

Web servers host information in the form of Web pages; collectively the server
and the information hosted are referred to as a Web site. A significant number of Web
pages are encoded using the Hypertext Markup Language (HTML) although other

20  encodings using eXtensible Markup Language (XML) or XHTML. The published
specifications for these languages are incorporated by reference herein; such
specifications are available from the World Wide Web Consortium and its Web site
(http://www.w3c.org). Web pages in these formatting languages may include links to
other Web pages on the same Web site or another. As will be known to those skilled in

25  the art, Web pages may be generated dynamically by a server by integrating a variety of
elements into a formatted page prior to transmission to a Web client. Web servers, and
information servers of other types, await requests for the information from Internet
clients.

Client software has evolved that allows users of computers connected to the

30 Internet to access this information. Advanced clients such as Netscape's Navigator and



WO 03/ 077071 PCT/ US03/07042 3 Mcrosoft's Internet Explorer allow users to
access software provided via a variety of information servers in a unified
client emwornmwnt. Typically, such client software is recarusesio1oe as
browser software. Electronic mail (e-mail) is another w de spread
application using the Internet. 5 A variety of protocols are often used
for e-mail transm ssion, delivery and processing including SMIP and

POP3/ MAPI (Messagi ng Application Progranmm ng Interface) as discussed
above. These protocols refer, respectively, to standards for communicating
e-mai | messages between servers and for server-client conmmunication related
to e-mail msm&s&ﬂsmﬁ@tﬂ %Q‘qu)lb@ ufeéretodﬁtespecwaeé@%ﬂaea/ﬁuvaﬁbtpafrtl cul ar
RFC!'s (Request for s) pronul gat ed ETF (I nternet

Engi neeri ng Tasﬁomh@e%rvemheasmﬁpd chrnbeEONMET. EmlF%b’dquhCW@@Wf‘hﬁd 822,
and the POP3 p n RFC 1939. MAPI is a protocol devel oped
by M crosoft (f\ﬁ?%:r%gg%?g&%\g&iw}ﬁ%r%mnd WA) for allow ng higher |evel
comuni cation and dflgamnicandiloe-niol ismabtherwidea bireadzapplidation isimrg the Fverngr ovi ded
Em 8382 }\Ahgr Eg;?t Rét?tgn‘)roloboltsh oft%xfl ﬁ{eﬂ?& e-rq?ipHﬁlsmlsglon%ﬂler?QRd B%CJSBHEd 15
(http://nmsdn. nimrudm@fSMIRxmleRdi’BIM&ﬂ)) (Mdssngufgdocbpﬂmmmn Prépeanhivih Ipteddcer@l  has
evol ved as an J terg él vea.tho POP3 %)3 S cla(2dtx/anced I{.n igracti ons
bet ween e- mai | VEA8°%Ena "EFi Pé‘?{?"s“r f §"% ‘tv?)é‘b‘f’ A0S T BER T R C
2060. Since the-maﬂﬁﬁaidgév’beﬂf/eehbﬁﬁﬁs Sﬁcﬂﬂibd@dﬁki‘,clxMﬂbbrﬂMSnlﬁﬂEﬁlSelhna&E) email ved in
the field 20 of e- mag_L | eadi n ghe devel o ment of g{gé sta dards

i ncl udi ng enhalEERERt S"GFP proé‘(‘f& afeoq‘F ‘I']e‘b'iﬁf)quté‘f? yin Pgsiculap, Tous

enhancenentig hayenRHe) pt@xﬂul'gﬁltedl bethSMITF (Iﬁk@edmgd&eﬁ@msngoice) me swmr ution
of extended SMIP. Exanpl es ext ensj ons

RE 869 th
defines a franBRicRlif S?fméif‘b]ﬁ%q Agl %‘}ﬁiégzgil\ﬂﬁﬁ’“{eeplq}) 3&55&3&1 I‘%@%‘P%ﬂ d&éjl meants at

wher eby a serw&ﬁhﬁﬂnam*&&em&a du?mc%m%‘(mrasaﬁoaa) SR ® WA)
extensions it supForts and in 891 that defines _an extension to the

SMIP servi ce, faifa @wnahng@@e@hccsmrmwpomd qreanizgiien foy maiicapableapgliqationr y
status notifi Cgﬁh ﬁnﬁld 4 BRh t@wsdpr%caqn@fe@éréﬁe & f&%API &ncse@ainal ons,

(b) whet her su ot i |cat|ons should return the contents of the nessage,
and (c) addfti dwmedghiMitropafis puline refereprs m@vﬁir(h@d//mmﬂtﬂ%lc@s@swﬂﬂbbravl)aIIP ows the

sender to identjfiy, bR Wr&sﬁdl ms%l(v@a § rarh &R b isop’é)ﬁut R p¥Rsmbssued,

and the transaction’ in e origl na message was sent
advanced interactions between e-mail servers and clients. This protocol is described in

RFC 2060.
Since the inception of these standards, various needs have evolved in the field
20  of e-mail leading to the development of further standards including enhancements or
additional protocols. For instance, various enhancements have evolved to the SMTP
standards leading to the evolution of extended SMTP. Examples of extensions may be
seen in (1) RFC 1869 that defines a framework for extending the SMTP service by
defining a means whereby a server SMTP can inform a client SMTP as to the service
25  extensions it supports and in (2) RFC 1891 that defines an extension to the SMTP
service, which allows an SMTP client to specify (a) that delivery status notifications
(DSNss) should be generated under certain conditions, (b) whether such notifications
should return the contents of the message, and (c) additional information, to be returned
with a DSN, that allows the sender to identify both the recipient(s) for which the DSN

30  was issued, and the transaction in which the original message was sent.



WO 03/ 077071 PCT/ US03/ 07042 4 Both HTTP and SMIP conmuni cate in a standard
configuration communi cate nessages over an open (unencrypted) channel. To
enhance swousjoty7of transm ssions various technol ogi cal adrarsogotvave been
i npl enented. For both these protocols, two approaches have evol ved:
channel encryption and nessage encryption. Channel 5 encryption provides
for establishing a secure channel where any anount of data can be
comuni cat ed using an established encryption. Message encryption provides
for establishing encryption of individual nessages, which are then
forwarded over a particular channel. These approaches can be conbi ned
lleading to two |eveggy ﬁfITP%H@SMﬁtP'cgﬂlmugﬁgte%ahﬁﬁiafd@ﬂﬂé&lraﬁ&%%&nnﬂﬂ@a@ne at
the nessage level. 10 For HITP, a particular form of nessage |evel
encryption hasmb@egﬁsamsptléuela(sm@crmeéhdaﬂ@lr“é(P erthaege seenriy ofSraqysionsh e
speci fics of t i DI RcaCARRE phAURLh b Ehied? B80bohTEE: LEALAS o and
responses support comunication of data according to

(Ml tipur pose iipplr@pmmamvmvatcammwpmraamlan@sa(gRﬁ@ryp.thA Sbowel ty
enhanced rsion af th|

(Secure/ M tl%nlj:gy‘gggn prf%‘ t?éesl&%%%nﬂ%x&%gh%ﬁgn rer ?‘gr{ Ogg%&tj????argé\ anced
version al so camnrpurﬁwadexsfngmnastaMnbxsiwneryptﬁonrrMssqge eh@ymionqmmﬂ@pfmon
Specific details aof .S/ M NE nd at RF d 2633: additional
details surroufift ﬁ&h E%eé'cg'ipngh%l Nﬁl‘”&? fereRe ECh arejﬂ\%%’ll?fgre gach oF't her RFC s
i ncl udi ng w t hpatticdlarRhdnagiL theﬁl-iﬁpﬂ)ﬁdh@s caaaaazomaﬁamea(ﬂﬁgﬁyt@p 188B4f 3058,
3114, 3125-6, 3183, 3185, g %?ll :?iﬁ 3274, 3278, 3369-70 and 3394
(further 20 defUFPLoRPnE attPeFaNeg Vﬁ)é‘“ﬂé’{}"e?téfber@?ﬁfagfa\?ﬁe e found at the

| ETF' s S/ Mid/E Char teyr HITP®p4&8&«8ar form of message level encryption has been adopted asa
http://ww.ietf.org/htm charters/smrre charter

For | evel
encryption, eaFtP%ﬁlaHjeW@FB‘bf?éﬁls %W%T@é&fféf‘mre'gf%lﬁﬁ%be f‘ﬂ“@ mtrlglq he SSL
(Secure Socket >gpy IDTPREQIQS Q:l.d regisaage@ewpa&wmmm&atw& WA aboftine2® de  f ound

at http://wp.netscape. com eng/ssl 3/ssl-toc. htm . This channel encryption 25
mechani smis cm&ﬂl%@wsﬁﬁ@ rogMeail Bigngions) siadard REG). A sseytieahanced ough

use of https: vérgglhshhlfsmméaﬁﬁrﬁpleménaﬁwrefaﬁma% SANME) &echrs/ Mﬂl'fnﬁiftg@éé as
backward conpat i wth SSL 1's TLS (Transport Layer Securlté full
Hls

descri pti ohS of Intdrnes MadlrExteasioptindlisispcurirohazed vergigpplse eavdirovida

surroundi ng usﬁw?sixre%i@ g{?%?féeél g?@?g’i gpéé 8&?3?158? can@:@‘otﬁld'a'ﬂﬁi:éd' ng

wi thout limtation urt etalls on
03/ 077071 PCT/ 283030 26882 additional details surrounding use of S/MIME are defined in a varlety

of other RFC’s including without limitation RFC 2312, 2632, 2634, 2785-6, 2984,
3058, 3114, 3125-6, 3183, 3185, 3211, 3217-8, 3274, 3278, 3369-70 and 3394 (further

20  details on current S/MIME development can be found at the IETF’s S/MIME Charter
home page http://www.ietf.org/html.charters/smime-charter.html).

For channel level encryption, early development by Netscape Communications .
led to the SSL (Secure Socket Layer) protocol; documentation for version 3.0 can be
found at http://wp.netscape.com/eng/ss13/ssl-toc.html. This channel encryption

25 mechanism is commonly used and URLs indicate use of this protocol through use of
https: rather than http:. A newer technology that is intended as backward compatible
with SSL is TLS (Transport Layer Security); a full description of this can be found in
RFC 2246. Additional details surrounding use of TLS are defined in a variety of other
RFC’s including without limitation RFC 2712, 2817-8 and 3268 (further details on



5 current TLS devel opnent can be found at the IETF' s TLS Charter hone page
http://ww. ietf.org/htm .charters/sm nme-charter.htm). For SMIP, simlar

t echnol ogwesshzmel been applied. For nessage | evel encryptipem/UsSezoiogus forns
of public key encryption technol ogy have been used. One of 5 the nost
preval ently used public key encryption technologies is referred to as PGP
(PRETTY GOOD PRI VACY). S/IM ME can al so be used in conjunction with SMIP
del i vered nessages. As with HTTP, SSL or TLS can be used as a channel |evel
encryption nechanism Further, both channgl and one or nore fornms of
nmessage encryption can be used in connection with secure SMIP delivery. 10

The various staparfiss dhveneatarBoNnRhIBIEVTISCRRBORMEfhbY Tef er ence

herein for all purposes e standards referred to by RFC s are avail abl e
to the public htm¥wwgtiet pre/hEThaers/smme-therterditmDeved fromits Veb site

(http://wwv ietf. Orﬁ!rrsfvPTﬁ‘%lH?quRE&FBﬁ)&éQﬁ fﬂeﬁﬁjl}%hgﬁ %Qhﬁss%ggle()@t I nt ended

to be limted to the speci ot ed I n above t are intended
to include extewsiptins vanchsfewisof puldictkap pesryptiogtechnolégydnvebesn osesl. £nd/obr

revisions may el r&%ienﬁ9 %H@R@R gg r?%uo&%éhﬁ@é%l@ﬁg{e% Jd‘{B [fgpRFC's. A

h ost of e- rral server an ave evel ope In order to
foster e-nmmil GWWGQODJH’RIW&QYN ISQVIIMEearnréso beRsexhin|cogjenation withfSMER e

| nol udes such g1 0dyel B SSITTASEd, SECYEN S 2108800 RYghanae,

Lot us Notes Sef1 oupW sen Yased servers refer
to a nunber of encayptiah mectanism. sFeﬂhee,rlmth ﬂrangal ned dne o amedfoupoof mdseagsendnai |

program develo ed for the U eratin | ar ge. nunber of e-mail
clients have at¥ Bypb‘8‘éﬁa"§§\}‘é%ﬁéﬁrpnteﬁtéqn ”é(ﬁ] %ﬁ%ﬁgﬁ/@deﬁfﬁyretrl eve and vi ew
e-mai | nmess@ges fr OTHeavafiGls\@hdar@xdisgabsed pbd ufelerebi Glcotperatdd Wreffehte Qut | 0ok,

M crosoft Qutl ook Express, Netscape Messenger n Eudor dition,
sone e- mai | sePV%‘Pé"r ay PuBPORssi ITh%gg s refpredgpp ﬁ%g& ote Wafﬁ ém\ﬁE%p@’i‘Fver

al llow a Vb br gyv&@h teQERF ind&n 38 réridwRH ko 1|tseWEb del (M- A RewhBT Brgatangar d.  As
the Internet has becone nore widely used, it has al so created new risks for

corporations. Biweribd HP‘OEQJWEP@?‘“%%W bylipifedinchepeciinBEtavader s and
the potential ydigh iGN HidileS@NEI MR EAAORANAISIIA ARrAGI SRR are a very

real and serious threat. WO 03/077071 PCT/ US03/ 07042
15  extensions and/or revisions may or may not be encompassed by current and/or future
RFC’s.

A host of e-mail server and client products have been developed in order to
foster e-mail communication over the Internet. E-mail server software includes such
products as sendmail-based servers, Microsoft Exchange, Lotus Notes Server, and

20  Novell GroupWise; sendmail-based servers refer to a number of variations of servers
originally based upon the sendmail program developed for the UNIX operating
systems. A large.number of e-mail clients have also been developed that allow a user
to retrieve and view e-mail messages from a server; example products include
Microsoft Outlook, Microsoft Outlook Express, Netscape Messenger, and Eudora. In

25  addition, some e-mail servers, or e-mail servers in conjunction with a Web server,
allow a Web browser to act as an e-mail client using the HTTP standard.

As the Internet has become more widely used, it has also created new risks for
corporations. Breaches of computer security by hackers and intruders and the potential

for compromising sensitive corporate information are a very real and serious threat.



Organi zati ons have depl oyed sone or all of the follow ng security
technologies to protect their networks fromlinternet attacks: Firewalls
have beerwoOeplowed at t he perimeter of corporate networksPCFusesedohs act
as gat ekeepers and allow only authorized users to access a conpany network.
5 Firewalls play an inportant role in controlling traffic into networks and
are an inportant first step to provide Internet security. Intrusion
detection systens (IDS) are being depl oyed throughout corporate networks.
Wiile the firewall acts as a gatekeeper, kDS act |ike a video canera. |IDS
nonitor network traffic for suspicious patterns of activity, and issue

al erts when t hatoda @k 'h?{\‘etdépl'o§edds%t'n%%}§ﬂjof th%ll@@ﬁ%“s%du‘f@)‘ ¥chiRgledto Your
net work 24 hours a day in order to identify intruders within a cor porate

or ot her | ocal pietecihibeik netprke fiam| Ingmgt atpekst echnol ogi es have hel ped
corporations to pr Ofrifehanil nﬁf'e'i)eerm%éfg?%ﬁ tﬁsgtgngﬁfeﬁgpco%%té n&RORE Bk&valls

informati on assets. However, as u devi ces has becone
wi despread, hasdtes gattiaeperaandptied onlydutiprzed wsers i dcedshg corhpany npiviod: 15

of -attack fgonﬂas%g 4§ éoqtahnkﬁw%mgﬁm 't&ﬁwl @%etw% MRSk Jpul nerabl e

appl ications are require a ways- open’ connecti on
with the Int erhmortsantdhsta&pmprovidc\lhtmﬂaedurltyAs aresult, intruders are

| aunchi ng sophlstl ks t i t hese
| aunching Sopht =t clSd Pl 2RRRATS (AL IE RSP R PR e Lhese
measure in 20 ﬁﬂbek@lWhﬂ‘ﬁ;}thé t‘ie:wfallmm afa gzrtekfeépec, IDS aaﬂdemuzhdeofcamemdeat e
conput er networks, cones to appl.i cati

comuni cat i ons MSBEH "§§V°\é@f¥§f‘ ¥°r‘h§§s§éfb%‘§ pétﬁa Bcnvt“é(qzﬁ]@éstsge %{lﬁr YhdbHses,
corporati ong ohdiRity @l de@étee. rIDBQ)Y@GSle)OmSﬂﬂﬂ yan@efveeewﬁoxfrsr »ayah ordeptaanyone
or anywhere ins de or outmge t he co s is.done by opening a port,

or hoie in theldently gpders wi V‘p’i“(?&?qr?e g‘*t”%“?%‘?’oré mai | and port 80 for

Veb), to allow the Ravaliand gbs etmboldgkes hh_\lert@l/[ﬁh t&rpatidilio profedt théik ze traffic
fl ow ng through this port. This is simlar to deploying a security guard

at a conpany' s“@WPWéﬁ%d@éﬂld thain OFRARIE HESTBRECR#FERts- I%‘B’Y@é’e’l pxpseof hess, | ceman to

enter the buil diyas hmeb&aém@fpr&amaek&;ma tdaend areSRWhER ﬁ?ﬂﬂelr mass the
perimeter security, and conprom se the serviced |Internet i on.

03/ 077071 BTT/ efsa@ﬁbﬁremzhe retristo Integras pprligatipns.y Phecrgpst wlp@ﬁblaampllg@r%r
access architeglyffe miY rteamferh drect, “always-open” connection with the Internet such as web

and e-mail. As a result, intruders are launching sophisticated attacks that target security
holes within these applications.
Many corporations have installed a network firewall, as one measure in
20  controlling the flow of traffic in and out of corporate computer networks, but when it
comes to Internet application communications such as e-mail messages and Web
requests and responses, corporations often allow employees to send and receive from or
to anyone or anywhere inside or outside the company. This is done by opening a port,
or hole in their firewall (typically, port 25 for e-mail and port 80 for Web), to allow the
25 flow of traffic. Firewalls do not scrutinize traffic flowing through this port. This is
similar to deploying a security guard at a company’s entrance but allowing anyone who
looks like a serviceman to enter the building. An intruder can pretend to be a
serviceman, bypass the perimeter security, and compromise the serviced Internet

application.



corporation's |ocal network 190, a variety of conputer systens may reside.
These systens typically include application servers 120 such as Wb
servers awd omar7l servers, user workstations running | oeatr/udos/emis 130
such as e-mail readers and Wb 5 browsers, and data storage devices 110
such as dat abases and network connected di sks. These systens communi cate
wi th each other via a |local communi cation network such as Ethernet 150.
Firewal | system 140 resi des between the | ocal conmunication network and

I nternet 160. Connected to the Internet 160 are a host of external servers
170 and external clients 180. 10 Local clients 130 can access application
servers 120 and shangd: 8aids hBlcatfiol d0serdr Bedelear teatbreC QA CAL T ON
network. External clients 180°Can access external application servers 170
via the | nter nerpar8®n’sllocal pewarkcl98, aagiely of coropuier systepemay regider These | ocal
client 130 re I ext er nal
client 180 orqg;'%gl?({@r na?ﬁlscgau(rasgébh?a}%ﬁrsgg%rf;?&ygégéﬁbggvéﬁggf%&ggerver 120,
el ectroni ¢ 15 sommuniec worksagonsmunrieg lagab clognts 130suqirasegnal reddsrs aad J¥aben
appl i cation, server I th ! i Stem
130 The scsarrpyier sRLodd BB s baR| e ARERbaRP b Erclor bR ot
server, it is Thest e,tstemlcymemwatémthtem dthurlvmduelocaﬂ oommmxcattloaseta/oﬂmunln:h pad

|t ot on. - TR ARl FOR AT A Bk eRen i b o g o

proj ections, cm\tv@mahdmtaeéumescommdmheme@mnmaraaostbeqaémzrratters, and
oper ati onal docunent i nd oi%ohacker attack on servers can cause

i nreasur abl e ¥HE'S #ﬁé‘ﬁgf"&fﬁ‘@ gLt o a business. In the 1980's, viruses

wer e spreagy nai nly [yalfdienpy30ian kedetLpplidatioh Qsﬁlv?éfs 520 dndtsRiredmuetseg: Mor | d,
appl i cations such as e-mail serve as a tran%l gr easily and 25 wi dely
spreadi ng vi r udade legal gpraaunicplign getwork. [Exigenal glipnts |8 Ci“h@”‘f’%@ﬁﬁﬁ“ﬁhe expl oi t ed

by —di stribut egybemionker0érs PRI Mib &R HibiReDo0al] MGKRIES whére ARSI RRePadRda. Once
the "I Love You" virus is received, the recipient's Mcrosoft CQutl ook

sends emmils cleealyliony 130 requieas acqess leya exeimal ervet b ahersom e4Brbss book. The

"l Love You" VélfeH§18'0QIr§ﬁEﬁ&nQi‘slﬂlvhxoﬁ§ rélfu1re§&@¥§étt@£ RociMstEM 28, §Q@ohict | M of
its release. Trojan horses, such a de use this WD 03/077071

PCT/ US03/ 0704 2congnupigasionsd e aqgr@pwe prroemalgfat egivererpplicafien seryirfligyelrogety
Troj an horses aaq\p?@%g&egoﬁg gmrg%ﬁgggtelnogb_ productivity due to down tine and
at a.

the | oss of cruci o
The security risks do not stop there. After taking over the mail server, it is

relatively easy for the intruder to use it as a launch pad to compromise other business
servers and steal critical business information. This information may include financial
20 data, sales projections, customer pipelines, contract negotiations, legal matters, and
operational documents. This kind of hacker attack on servers can cause immeasurable
and irreparable losses to a business.
In the 1980’s, viruses were spread mainly by floppy diskettes. In today’s
interconnected world, applications such as e-mail serve as a transport for easily and
25  widely spreading viruses. Viruses such as “I Love You” use the technique exploited by
distributed Denial of Service (DDoS) attackers to mass propagate. Once the “I Love
You” virus is received, the recipient’s Microsoft Outlook sends emails carrying viruses
to everyone in the Outlook address book. The “I Love You” virus infected millions of

computers within a short time of its release. Trojan horses, such as Code Red use this



The N nda worm si nul taneously attacked both email and web applications. It
propagated itself by creating and sending infectious email nessages,

i nfecti ngwb onpat ers over the network and striking vul nerattesodbmapsof t
1S Wb servers, deployed on Exchange nail servers to provide web mail.
Most e-mail and Web requests and responses are sent in plain text today,
making it just as exposed as a postcard. This includes the e-mail nessage,
its header, and its attachnments, or in a Wb context, a user nanme and
password and/or cookie 10 information in gn HT TP request. In addition,
when you dial into an Internet Service Provider (I1SP) to send or receive
e-mai | nessage i n text,

whi ch can be s?raggt ﬁl H@g&? %rgp&gfré tl%?‘fsglrogsgwl%ﬁsﬁggﬁojﬁﬁ&%ﬁgﬁhw&?ﬁéout | eavi ng
a trace, nuki nggmlflcanrﬁrbmtslyp*ﬂ}lcevmodqcﬁ@dpwm@vhefrd the lpssefagecid databeen

O e et T NirldIN ARG ol lF QR PSRy MhalPANK R fpichliolias al so
created new troubles users n par |cu e anount F

recei ved by i npiopagitedlitsel§ by eredting and mdmgsé@btmummimeslsagps |1mfe¢ttme recent
past. Spai Ny as use cr a f t ni cation
recei pt of Thi %chmpu se?‘feﬁ(ghe "ﬁ’tﬁ’io f"%:rsttr?k ﬁ%%mmfb?e 1C%(r)‘c’(g Isfﬁfy‘?ge?{r;nggér pient. The
foll ow ng are agptibyied onE&Exclmegamail yerverstk pravadesesth nmil. | nt er net appl i cati ons:

20 * E-mail spamm consu rate esources and i roductivity.
Furthernore, spar n:}gﬁt gty c‘g%pgfl‘éets i 3M %es%%esr%f’ g m 7ét tex‘ftgcpa
unaut hori zed eaRink itjesdt aslexpﬂfeldlaﬁlgpbsitcaﬁtppleﬁermaﬁddsfthetdqmalﬂrﬁtEm%1ts Beadai ng

f t hat t d
| nappr opr i at repwg@gsé%%emeawdowﬁ%%gegtex 2 B bt R By, o ¥

corporationg. (aesiffiéd inQRHPIFeredifest. N6 iRRATINNFheh yoadid gntd bi Ir@iﬁdt@ékvfcer sexual
harassment or slander due to e-majl their enployees have sent or received.

Regul at ory reqhioviskePR) te se cx&eceing e%&l“f‘%ﬁsaig?% Eh‘eé‘ﬁ?féDlﬁBQ paysyerdeie alipy
Account abi i tysAein didth BAOwRREah b@sx@bﬁémdpeeacct} aRbiell ©Yhife4n ke REsWRhbUNY

financial institutions) create liabilities for conpani es where confidential
patient WO 03/ b7vioga trpETmeisn g tampessiblego kpove Mhether 4 mgseierlies A" may be exposed
in e-mail and/ g, Méhissgrvers or communications including e-nmails, Wb

pages and HITP requests. Using the "always open" port, a hacker can easily
reach an appropri at s thadrtgmetthas become more widely used, it has also created new troubles

for users. In particular, the amount of “spam” received by individual users has

increased dramatically in the recent past. Spam, as used in this specification, refers to

any communication receipt of which is either unsolicited or not desired by its recipient.
The following are additional security risks caused by Internet applications:

20 e E-mail spamming consumes corporate resources and impacts productivity.
Furthermore, spammers use a corporation’s own mail servers for unauthorized
email relay, making it appear as if the message is coming from that corporation.

¢ E-mail and Web abuse, such as sending and receiving inappropriate messages
and Web pages, are creating liabilities for corporations. Corporations are

25 increasingly facing litigation for sexual harassment or slander due to e-mail
their employees have sent or received.

e Regulatory requirements such as the Health Insurance Portability and
Accountability Act (HIPAA) and the Gramm-Leach-Bliley Act (regulating

financial institutions) create liabilities for companies where confidential patient



application server, exploit its vulnerabilities, and take over the server.
This provides 5 hackers easy access to information available to the server,
of ten i ncwodBfgrosensi ti ve and confidential infornmation. Paa/tsgyomas and
met hods according to the present invention provide enhanced security for
conmmuni cations involved wth such Internet applications requiring an

"al ways- open" connection. Anti-spam systens in use today include fail-open
systens in which all incomng 10 nessages are filtered for sparn. In these
systens, a nmessage is considered not to beg spamuntil sone form of

exam nation proves otherw se. A nessage is determned to be sparn based on
an identification tRefdk HHE&maEOEMa) B SpoledIHEhafll MBA/ENWeB Hvdrfie t0 i nvest
significant resources in efforts to reguce the nunber of legitimte
nessages that ar e oemsuinigalionsiinctpding espaits, Wehoagss and HITEB reqyestany

m scl assification g Wolal g ’

desi gned to be pre?@&ggg?l&%%? %n ?*{e’g’s%?‘?‘:&a%‘géﬁggéag?" ip\g?%ﬁg%‘lé&?ﬁtch
approach requi applicaionsavert exploititsivolnetapilitips andigks avef thg serygto rhismagvideis s
desirabl e SUCH fort LAY alcdssA0arbohRRoP hyaiHE tothd Rhver, JHORIRIANE SEHiNRARGY LWO
approaches Tor creating such a Plellst, In a deskt op environment, an
end- user can i egpfid¢ntiahinfordatess TAO syseenls and methodsdricordingse the Prasent apprtmch can
becone a burden en .operat ed =S ral ..l '

gat eway of an BPARrY AR R abs Rl eag R i lea MR Bt lotad RE |
entries to thereghirihghi ‘Glw@s-opac’essmction.| n t hat case, however, the full
effect of whiteli stliﬂg? i S not achi ev%d.. Tlhg {)resent r§%n\éent }19 ﬂllrﬁrc)(r)%%es upon
these systems by i‘MEFPARFYEMEPIE RIPHRFIuds jURRCLSYSiSIS T PSR Al KO it i on
for whitel igti pgss2geswhifll@reddetiptimnn thesd yg@engra mesdagefsiconsidebad mona-beser s or
adm ni strators. The gr esent jnvention also allows, a whitelist ﬁ%ﬁitoﬁm to be

strengt hened b{PAEHIHEIMESSER HiFXBHRHEN PrPYRS SMFRYISG > MEpYias 1s dpety Cuse

t oday enpl oy asgami Has&dl %8 GdcnM GO tddhniieC DpRrafRcRicidySlems RERINGe tof S
| egitimacy. A common exanple of .this type of syste;rnpﬂlse,s a chal l enge and

30 response. SHF slgaifieanbipsoiress peligrs trgducedheymbshPLIRRHBRS nesiagey Batang
itsel f sends a,MQiQpARkkpaTTRERABEObLanylRisQRfficiiTRtrONgiB&SAGR tO the

sender. The sender nust respond to verify that it is a |egitimte sender.
I f the sendier Herfnmest sysiunsip designpd tohgdesdispeset neat taslapelyinagssagestinever |
Spanmers can cglﬁglt_e tools to respond to the confirmati on nessages. Sone -

One such approach requires a user to explicitly list users from whom email is
desirable. Such a list is one type of “whitelist”. There are currently two approaches for
creating such a whitelist. In a desktop environment, an end-user can import an address

20  book as the whitelist. This approach can become a burden when operated at a more
central location such as the gateway of an organization. Therefore, some organizations
only add a few entries to the whitelist as necessary. In that case, however, the full
effect of whitelisting is not achieved. The present invention improves upon these
systems by including a system that allows a more effective solution for whitelisting

25  while requiring reduced manual effort by end-users or administrators. The present
invention also allows a whitelist system to be strengthened by authenticating sender
information.

Other systems in use today employ a fail-closed system in which a sender must
prove its legitimacy. A common example of this type of system uses a challenge and

30 response. Such a system blocks all messages from unknown senders and itself sends a



confirmati on nessages are nore advanced in an effort to require that a
human send the 5 response. The present invention is an inprovenent upon

t hese syswems/7Mhe present invention can reference informpatmwses/proeyi ded by
users to determ ne who should be whitelisted rather than rely on the
sender's confirmation. The systens and nethods according to the present

i nvention provide enhanced accuracy in the automated processing of

el ectroni ¢ conmuni cations. 10 U. S. Patent No. 6,052,709, the disclosure of
which is incorporated herein by this refgrence, assigned to Bright Light
Technol ogi es di scl oses a systemfor collecting spam nessages so that rul es

can be creat edcafigmsRMimdseigs & 8 Ehder] MBe M6 MSEFLsSnALE Mrifly Rfat Hekas t he
steps of data collection, rule creation, and distribution of rules to

clients. The WedimagsendesyHihopender gspands.dbe tepdes ispdded @iheawhiteitthod of dat a

col I ection for HREYEr SpaiB e QEESeatdRoR XS 8Bl to (KB LOFHmhQSn BEReL NSorhe!| €S
based on input data are disclosed. Nor does it disclose a systematic

approach to gepenfiamiting magsagss arEmordwsivansedin anigéort & wavigstbe apsagrenddhe i ni t ed
to spam thr ﬁat s, ORler@Lh DR QG Eis by B@)r&terﬂeﬂmﬂop ltt%%zys@ems.e@ﬂe ggenment

center of the present Irvention is operdtive on a ssagi ng threats
i ncl udi ng, but inverttiohican te€derice infapration providedhy users e detdfmajeawisg shontd besi on

tt ts, tc. The. t { s f 2 i ti
attenpts, etc whlteei ségrr)atperr I n er%??@ %%%EH% g@&tf%aé) . t[@? g}gger%gsgd{;l? (x)ﬂr?ﬂ)\()ﬁp Ion

al so incl udes Novel proa rocess o0

Addi tional |y, adeerdprgas @rtprésmvamteniion proyidosnhgnced atchmcy irstheagbmatehe art by
providing a nore generalized and useful data collection approach. The data
col l ection sysP@ﬂ%&Pg?ﬁ%a:nggﬁ?"WﬂWgh"ﬁon i ncl udes nodul es that process

i nput intoldata thas. Basmtbe. 668709y tht daclbsureofortdett is invopocteidsreinlyethpr esent

i nvention can also use .25 feedback fro lication |ayer_.security servers
as i nput to t hETEIcE dngedii R dagk Jechnpfies disclosdt a i (o eellsRingsPR%| .
10/ 154, 137 ( publeisa@dsis® a2 chlRODERednYl sent tdWRrvétss ahodistiesadlsyséthch i s

i ncor porated herein this reference, disc|oses

by a systemfor essage
filtering. Themgludes thisdepsof dita polleriiqniilsyeaHomead disaibutign g%er“ éf%g‘tgﬂtéd to a
dat abase by US@hSdifioskd8ysaySik Aftctddto @ PRiticMat methdtPofailcdNE tidh tbr Fpdnnods  of
the present 30 invention do not rely on the users; rather the nmessagi ng

security sy3t eﬁf«@)lgf‘éaNOMt@BPOfP?‘b?‘i?/OPEFPtUSGBIF@‘?@@O“ mvtshrarcdisigsedet er mi ne

spam usi ng i deRb} fdes AldiseRsd £HRRMAHE SHpARAeh [ R Rerh @igWalkd Elerh&SURd s tO a
dat abase. The system of the present invention can add known spam nessages

as wel | as mi sdiselesspyseam ivdigtied éxsrrorthisste e oy allostsone bype REingYt dbase to
retrain the Sy&%&%a@é@&&%eh&%@%é ﬂ?estem%\’%rh{ionr i?gwrﬁtﬁetohﬁllfn%sm&g'tlﬂgaté)f

entire messages
including, but not limited to, spam, virus, worms, Trojans, intrusion attempts, etc. The

20 threat management center of the present invention also includes novel approaches to the
process of rule creation. Additionally, the present invention improves on the state of
the art by providing a more generalized and useful data collection approach. The data
collection system of the present invention includes modules that process input into data
that can be used by the rule creation process. The present invention can also use

25 feedback from application layer security servers as input to the rule creation process.

U.S. Patent Application Serial No. 10/154,137 (publication 2002/0199095 A1),
the disclosure of which is incorporated herein by this reference, discloses a system for
message filtering. The disclosed system allows spam messages to be forwarded to a
database by users of the system. In contrast, the systems and methods of the present

30 invention do not rely on the users; rather the messaging security system(s) can



5 to the databases. In the present invention, individual nessaging or
application layer security systens can extract neaningful features from
sparn neswagam7rorhr eat eni ng nessages and/ or non- spam nonPCArEsas/eming
nmessages and forward only relevant features to a database. U S. Patent No.
6, 161, 130, the disclosure of which is incorporated herein by this 10
reference, discloses a technique for detecting "junk" email. The discl osed
systemis operative only on sparn and not the entire class of nmessaging
security threats. The inputs for the disgql osed systemare limted sparn
and non-spame-mail. This patent discloses text analysis based features
such as the t okiifaticAIPdIBRRRIF2m I SidPRifR Mon EUhaRUESAA theRf&NAE Bed
handcrafted distinctions" but does not further disclose what they 15 are or
how t hese can &l teadughbaserhhe sysieneaf e preprat prvendioncan #dd@eVasPa@®an cl assify
based on not Qolayeel BEWLIEX mROALIYRY ﬁle&'d%es_ birdah B Usdr B UM @Rab@le FBSSages.
Additionally, the “system of the present inventionh can include fully

aut omat ed f eatngirainghetsystemi Systénaykngwn-in the art ri¢spire theffertagdingsof entireappgsagkon,
known securd ty, a : . 1. i 1.0- eer
communi cat ijon t8f§ Q{%S%‘r?%g%egi t&%ggﬁggpgﬁvﬂgggﬁf#@g@Er;%yggg@gtg f; ﬂ:‘g 09 %%ggi gned
for a ring ofseourity spsteats gprextsicanehningéyl éfabres femnlspagsmessagss, thragtergegrent

bet ween the peers, Additiagnall urrent r-10- 0 not have
a central ent ilflf/s.sagf; ﬁ%ncg?/rs 8 %‘?/XOI{'ﬁ‘éea%rn lengenrlr%"’[%ga %Svaglﬁ? ‘?rg‘%rdzéélﬁ%[%%&bet ween a
set of trustedfep@esssa ddudaef ore, trust nmanagenent need not be addressed by

the present inventiop.  Furthe entral.ized .threat managenent system

coordi nates threat l?’ﬁf%'lter?é{\’f’b@6§%ﬁglﬂﬁﬂ'f"flf’sﬁfee°tfws}ﬁ@tléwcogﬁﬁfﬁﬁgﬁ?f"{)\w tﬁéyer

security syst elFera0eisdiosdata ttdiniqle for deedtingOiupReematnITRedisclbser gitames t he

threat notification Sést em can process. nf e real -tinme data exchiﬁr&ge. Thi s
' bl e

makes the di s?REFASYE &Yy PREPYM HAMQL e ArtHE Flathqf SIS esine st rvdhEas e . In

addi tion, curri@pits fof SieQlideldeed éysteﬁﬁ(hmlﬂﬁfﬁedmﬁxhldﬁd fish-PafirdBail. THESpat&Y St ens can
30 only notify each other of attacks of ich they are aware, Wile the
under | yi ng WO 48795 5¥tanpysts brseiieptrrss suchps thedpkeas inAmessigiod NSPEER be ni suse

or anonely det&edidsefprédeBndiRttafdfarebANARidhS’ KuRbdes hbBEfurti@ldReloswRd: iRgK
information. The system of the present invention distributes nore general

i nfor mat i ok’ abweer havathesecaphe ereateds s syem obidie presst nventioncamelassiy rsedt i on.
As a non-lim & DG /% HER andisid0R TR YhEEt A6l 8 mésSadds CllaitiRngurt em of the

present i nvent1 on )
system of the present invention can include fully automated feature extraction for non-

text based features.
In addition, known security systems have been developed to provide peer-to-
20  peer communication of threat information. Such systems are typically designed for a
ring of untrusted peers and therefore address trust management between the peers.
Additionally, current peer-to-peer systems do not have a central entity. The system of
the present invention operates between a set of trusted peers; therefore, trust
management need not be addressed by the present invention. Further, a centralized
25  threat management system coordinates threat information among multiple trusted
application layer security systems communicating in a peer-to-peer manner. Therefore,
the threat notification system can process more real-time data exchange. This makes
the distributed IDS (intrusion detection system) more scalable.
In addition, current systems only exchange intrusion alerts. These systems can

30 only notify each other of attacks of which they are aware. While the underlying



5 can exchange the underlying statistics instead of waiting for the
statistics to indicate an attack. Exchanged statistics can include

i nf or mat iwo 0albowrl1 t he frequency of certain attacks. Ther @Carusps/exwen if

ot her systens already have a signature for a certain attack, the system of
the present invention will notify them of an outbreak of this attack.
Additionally, traffic patterns can be exchanged anong peers and t hat
information can 10 be further processed by the other peers to infer a

gl obal view of traffic patterns. This information exchange can be simlar
to routing protocols that allow each node to infer a global view of the
net wor k 1 opol ogfeci¥¥PhRiod Edifid de rﬁgée@g%xgzﬁQ&&ectﬂag tm\éhax{gg@ls%@&ﬁ@t
invention is directed to systens and secure delivery o

el ectronic conﬁnmmsiaa@taqkngf.onmttoypﬂ‘émys@rrmfutheelz,r@m@nteaﬁw figrihutes mAE or nor e
of the follovg.CmRABEH Spubhrth SEBIS & baPsl HRIfAhAPRRIAIRIL Lent or
that can colle reat In or mation and create rules and/or policies for
messagi ng secundntlymising exmple, anemply detection-ipesed, thasysdmmms dheangésanf imentien cat i on
systemthatcis i

hi erarchi ca ? rreaggeg%lﬁh ‘gﬁgﬁiwﬁg gys %991 tﬁ'&t ﬁfa(fﬁ{'[g %ytggﬁ%ﬁﬁgtl?@%ﬁgns cl ose
as possi bl e t oattahle Exvhemged lstytlsslemhnngplmtatmibmmonah@lt the feegedngyref centaina pat h
towards the sourc odi e acc nt

i nvention for é[aggc 1}'?6&” r on| %rs om%zrlllreéla have agég L@%rfgpgs%/els&? gln%tﬁcég as an
overal |l envir orhaeystensuﬁlp@pxbselngmaentmawﬂéhgnfpfhefn&ﬁmubetbreaklof thdiangcksecur e

delivery, incl ySte m data store (SDS), a sSyste rocessor and one
or nore interfég‘ggo'fagy’otﬁ'% I pattggp gan b i %Wﬂ% pﬁ%ﬁ M@t mf‘é IOW‘ﬁ“bh

el ectroni c1@onpafEet @egse@bpthebmaspeetstted]famogmﬁcabw@dzrafflh@ataas 'EFtn@r es 15
data needed to provi the desi red %stemfunctl ‘e?@]ly anﬂllﬁ\é | ude,

for exanple, @@b‘:x& kangg FANDS SITYHE to 1guking pIRIQ RiNe FP‘“ era
comuni cati onsg lobdifviéwmtﬂhé}{étwdr@i@b@gyt o known security risks, configuration
data regardi ng secure delivery ani sms, recipient secure delivery
preferences, information related to corporate policy with respect to
comuni cations for one or nore applications (e.g., corporate e 20 mail
policy, Wb access guidelines, nessage interrogation paraneters, and

whitelists) and predeterm ned responses to the identification of
particul ar security risks, situations or anonalies.



The SDS may include nmultiple physical and/or |ogical data stores for
storing the various types of information. Data storage and retrieval

funct i onawtog/ommy1 be provi ded 25 by either the system pr®cagsos/oma2 dat a
storage processors associated with the data store. The system processor is
in comunication with the SDS via any suitabl e conmuni cation channel (s);
the system processor is in conmunication with the one or nore interfaces
via the sane, or differing, conmunication channel (s). The system processor
may include one or nore processing el enenis that provide electronic WO
03/077071 PCT/ US03/07042 14 communi cation reception, transm ssion,
interrogation, analysis and/or other dJunsfdepality. In a threat nanagenment
center, the SDS may further include one or nore sets of threat managenent
goal s and/or one orThmn@eeten\@nmm ltségect@apaystmﬂmﬁﬁw?foré%r@ebvwe red
threat rmnagenae&ramtéaegq@m bRl ol iffSad Selor HRYe oyl cer Lai n
enbodi nent s execute e en ronnent sumrari zed above and nore fully
descri bed bel oﬁvllowﬂtgetosmomeea s wompizedhreakwenageiben cenietthaicen ephlsctithreatnd/ or
on any suitab t ] rmation
IS recei vedgf rgl?ﬁ’r%%g@do&%%e?‘e& rgfc?tsjrgrgd@%%%f%g%g?% gggeg{rl\ Y g?ér.%g& x%ge?nal
security dat abasmsr bavell tmbysaging noltﬁlcatrW(symm mams@aeramferhMW®n eneesagingr e

application and/ or. networ uri t ed t hr eat

i nformation i sseip}édieféesée‘?snf"b‘lgy ?{%rﬁ 1cqul pl‘lsea Cks seréllrt agglofr acted from
t he reduced t he@ahuiicHtiondmtclae as pdsisle td thatswraeby sanmmgmmﬁmhm@mo/\sysdams
configuration data uch oals are used to produce rules. In sone

enbodi nent s, tﬂ‘é%Bat ggﬁ)ufcgsted agai nst one or nore sets of test data

and conpar ed agai nsi ptdf@reaamommeﬁ@cebr&mgt@mé p@esak ﬁl,verltfon@ﬂel @Eurflor e tests
fail, the rul es are.refined unt the tests succee thin an acceptabl e

margi n of er r oflECUEARE Gogmuknicafien ‘iqlf(‘é‘?fy PEERghEEE QveTe rffBV‘()‘?nmr?ﬁ? ¥PPAPRHE 4 cat i on

layer securityvgkst @TSaturedRclRbiah SdcuRUekivire dcluies hbpen drt fied (SMS), wdes a
variety of steps that may, in certain enbodi nents, be executed by the

envi ronment s uPRFEH BIEGESEAULONS I Mk 8terfaces (7 P O X8 SOTUBMIIRAIERS NSPVaSKS st or ed

as conputer eXG&H‘%Q'h%lécGéﬁlé b&ﬁﬁx&ﬂ&mbﬁk AOHARMiRA 288 Yeceivtd. 'ARISHSCRR] nat i on
of conputer-readabl e nedi a. comunication is received. A threat profile

associ at ed 1 t fatg h@dsﬂb@mrwé? hodesited waemdunqtiongjisy andgnaginclpde, & grareplges,
the generati on QGG QntflinR4HEhs2RR ASREdt WA sulh BorfiufiPAtRnd, GftbnatiBn t NE

recei ved
related to known security risks, configuration data regarding secure delivery

mechanisms, recipient secure delivery preferences, information related to corporate
policy with respect to communications for one or more applications (e.g., corporate e-
20  mail policy, Web access guidelines, message interrogation parameters, and whitelists)
and predetermined responses to the identification of particular security risks, situations
or anomalies.
The SDS may include multiple physical and/or logical data stores for storing the
various types of information. Data storage and retrieval functionality may be provided
25 by either the system processor or data storage processors associated with the data store.
The system processor is in communication with the SDS via any suitable
communication channel(s); the system processor is in communication with the one or
more interfaces via the same, or differing, communication channel(s). The system

processor may include one or more processing elements that provide electronic



communi cation, wherein each of the one or nore tests eval uates the received
25 communi cation for a particular security risk. In other instance, a
manual ervoy3of70ar threat profile via a provided interfac®CIAress708n
generate the threat profile. The threat profile is conpared with
configuration information. Typically, configuration information can
include threat types of interest and wei ghts associated therewith. In sone
enbodi ments, the conparison is acconplished by cal culating a threat val ue
from30 the threat profile and determ ni ngg whether tile threat val ue
satisfies a predeterm ned WO 03/077071 PCT/US03/07042 15 threat condition.
I'f the conpari &mnﬁd?éiitisme%&doh,&mﬁaﬁﬁ%kimqnt&%gguéu, aAdlysndRPbRsENt s a

threat, one or nore conputer addresses in a back path of the received
communi cat i on fuagtionplitént i fi ed, and i nformati on based upon the stored threat
profile is outputt qq-a_uhr@at%gmgeﬁim%h@mﬁésos AePhirhbEifc1agdR DS mdlRE drhe
back path are authenticate prior to propagation of threat information.
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sui tabl e conbi nati on of conputer-readabl gdgedi a. . ln qog&ab ensi%(l)lgit ments, an
el ect roni c confRT CFF BTGP PR QUCPLeag pnelide §RSTR] e T SHroAes A B4 at i on
server is l(ECeinV(ﬁ‘ﬁatiaffklﬂiltzSMﬁ ofe (SirfmclirlélEppﬁibﬁilirﬂaﬁﬂbﬁn&@diﬂlﬂla’yeﬁaichm sysimgdde any
15 appropriate_jntern or .external client or any ropriate internal or
ext ernal appl iE%ﬁe%Ve%égF?fé?é"@ﬁIQ" bsrre%F‘g‘“f%%?@oéfgg‘%B’pﬁ"{eéﬁmf 8 he recei ved
el ectroni ¢ congite@troMhd Rductl aréhdiforhfABon; @8 Reares it&dnfi@diish wiglkmuni cat i on
for a particular security risk. A risk rofile associated with th

recei ved el ect FOHBRABIHIAhTUERDS BoAlsiate uspdiogodiss BrEsy Sbipmefimabodiments; figse The

stored risk prgifidslaf tesied QAR RE oPBIBIREE of RERaAGHY m%tr&phgfarn@m&ga@ei d@usly 20
recei ved el ectronic communi cati ons to detenni ne whether the received

el ect roni c15 cofiffarentennisol onsorapspriasis fail, thefrulengre refingd yaidl tl?f‘p‘ﬁﬁ%%‘ic‘é“&fli onis
determned to Qﬁhig%ﬂ%@lgt%‘[é mafdin SN ¥hd ARk GR4RN pgb;ﬂgﬁlsd tcone ¥ @u;e- The

out put anomaly I ndicato S|g_na°l may, 1 n sone enbodinents, notify an
appl i cati on seappéicatighdyai ssewriy systesfs. t he det ect ed

One preferred threat pushback method includes a variety of steps that may, in

certain embodiments, be executed by the environment summarized above and more

20  fully described below or be stored as computer executable instructions in and/or on any
suitable combination of computer-readable media. A communication is received. A
threat profile associated with the received communication is generated. In some cases,
the generation occurs through application of one or more tests to the received
communication, wherein each of the one or more tests evaluates the received

25  communication for a particular security risk. In other instance, a manual entry of a
threat profile via a provided interface serves to generate the threat profile. The threat
profile is compared with configuration information. Typically, configuration
information can include threat types of interest and weights associated therewith. In
some embodiments, the comparison is accomplished by calculating a threat value from

30 the threat profile and determining whether the threat value satisfies a predetermined



anomaly by an appropriate notification nmechanism(e.g., pager, e-mil,
etc.) or trigger 25 sone coffective neasure such as shutting down the
applicatiwoomsmerwer totally, or partially (e.g., deny acces3/usos/edos2
comuni cations froma particular source). Sonme enbodi ments may provide
support for conmunicating infonnation based upon the stored risk profile
to a threat notification systemto a further security appliance or further
security appliances. Wthout limtation, such security appliances can
include 30 threat nanagement centers andsother application layer security
systens. Such WO 03/077071 PCT/ US03/ 0704 16 communi cation of information
can be i nst ead hPefat codditibn %'Joh?ogrigog’in 1c§¥es %Or%k%d cblﬂgl'u @ r r(gsgﬁ]‘(!sa In
sonme enbodi men[ts, anomal’y detectl on need not occur nor does an anormaly

i ndi cat or si gndteaemsdortmorb eoropittgrutidredsas marbaclepdiodi thersbs yedgommhunixtariomi ¢

conmmuni cation dirgct to.or originatin S5 frogma il server is

recei ved. One 8F “ﬁﬁtﬂfge%t %’g’ﬂ {ogﬂ?{"’gé’a Sﬁpﬁgh}t&‘eftSrC?ﬁlgea?ggogﬁ?/lgt?u%& eedc;t ronic
conmuni cati on to canpaheehbudinang alensficdddesalong thdieack patkiavecathehwatedoni ¢
comuni cati on to addresses cog_t ai.ned in ope or rTBréa whi t el.i sts. Sorge
enbodi nent © el FERIORAEAIIY Gt theatdntormation, Ingthar smbp ‘P“S"tf’é’élt‘f‘tﬁ‘éacf’ &Y Fecei ved
el ectroni c conpRt&RbiaRbw cBlBRinFBInfRLGRBoPRfGRAldTCREr8ink Ofic tiSRorE thréd@t Wor K
10 level security and intrusion detection. In such enbodi nents, each
recei ved commuiiPathaeinicenfigyfadiop FHSHMaEomgOmPrises HREeRs YRS Of interest Ardoyeigin
engi nes wher e gashsiurdlewigit errogation engine is of a particular type
designed to test the communication for a tpar,ti_cul ar security risk. Each
recei ved conmuni catAsardingly. arepreigyed wethpd obwhikshistaisaggrinclydes a virisguet shms

engi nes of @i f & hAYinl YRER embDEMRRE HelcRebuRB By 9 G ibienPlurkPirBed RUALT ON 15
engi ne types for use wth received conmmuni cag’l ons may, in some enbodi nents,

be confi gur abind maxp rlly slescrihedehesy or hetseorest eompytergrgcwalle siusHors) be

fixed. Associat i i it i ngJ i of indices for
communi cat onsai gl AR o BhiARPLIRRERSe hEad, BEEHR N i ne. - when
a communi cat i @nbddsnmanes an eledronictcommugicatiandlimedd tswiogpmdtingfromdex. The i ndex

T or the ZQ rei(l: eiic\:/a%og (s)em\;rfyrri]si r%g‘é[i\i/ AN ’I'hg scpulr%cc?%ei clect ﬁgg&ﬁ ﬁﬁl%ﬂ%h%agq)e\%}; h an
i nterrogation a particular type as determ red y the Fiterr gation
engi ne or dé&¥ i napprdgpiate itemill oz tktemabdliet e amssppsapnietetintemalt drextemakbippbchtion

comuni cation b Vet h8 interr geggt ireoan ree{r/;_’qi [t}ge acsésvogi latctedn.C vmng h xﬁchﬁor?§05i gned
queue, the ind¥X'F s He¥iBHeFEPRAW ‘G UEUERSE SEF TETWTHE
evaluate the received electronic communication for a particular security risk. A risk
profile associated with the received electronic communication is stored based upon this
testing. The stored risk profile is compared against data accumulated from previously
20 received electronic communications to determine whether the received electronic
communication is anomalous. If the received communication is determined to be
anomalous, an anomaly indicator signal is output. The output anomaly indicator signal
may, in some embodiments, notify an application server administrator of the detected
anomaly by an appropriate notification mechanism (e.g., pager, e-mail, etc.) or trigger
25  some corrective measure such as shutting down the application server totally, or
partially (e.g., deny access to all communications from a particular source).
Some embodiments may provide support for communicating information based
upon the stored risk profile to a threat notification system to a further security appliance
or further security appliances. Without limitation, such security appliances can include

30 threat management centers and other application layer security systems. Such



interrogation engine of the next type as determ ned by the interrogation
engi ne 25 ordering. The assignnment process continues until the received
conmuni cawioas/oas1 been assessed by an interrogati on engi reTafSogamh2t ype as
determ ned by the interrogation engine selection. If the conmunication
successfully passes an interrogation engine of each type, the

comuni cation is forwarded to its appropriate destination. In sone

enbodi ments, if the communication fails any particular engine, a warning

i ndicator 30 signal nmay be output; in song such enbodiments, the

communi cati on may then be WO 03/077071 PCT/US03/07042 17 forwarded vvith or
without an | ncigahbihih of hibrh@dnhPpl fslblorahnh ARGHA 6 HFShéma) on. an
application admnistrator an PR sohe enbodi me e system can
use a sel ect edindieator sgrié| Insemy embodiments anorhaly déteqtieamedmpt ofcut has deessanage t o
its destination. r occur as an 5 i ndependent

st andal one sys%"é”r% mdlcz}qung&ﬁg%edy%ebey%%u?nterrogat| on and/or threat
managenent feat ur edndomse usbceiﬁnabgvedecrtrdne:l o(omrmmrcamaydlwotekl tavortdnigimatmg
integrated _ e %I ronnent provid g) " % ﬁ g usseg eat ures.
The present’ i nVERET SRACE veﬁllsre?ed 5 élﬁPrm(Q,rgrﬁ;ﬁJ R At FRRYe éorv?f:e«S%l By securing
a conmuni catie]ébtﬂohrclco(rmhai@maimbamparsenelskmdtexys addeesbin therzueivedldchrenidat a sent
(message 10 layer securit Channel.-1 a and ne e-layer security can
be provided se %T%?a?onﬁgdfiﬁ“t%ﬁ%t%%ﬁdl H“ecgd’?%e ?‘t@gfsr ed embodi nents of

t he present |nvent|Sbﬂm%iﬂboﬂfnfb\ﬂtsdﬁy&lso@ﬁﬁﬁﬂ@pahiwﬁf appRsudh td tstingikizg SSL or
TLS. One preferred enbodi nent of the present inventi on can send and/ or

recei ve el ect rGREICIEHFHONF E%‘P'i“&?\‘%at‘ioﬁc‘r’lﬂﬂ? may 2lsgbeapplicpble fopyse imFteIXnpl e,

e-mai | and;)ebjel@QuesitySanaitlisRAROBSERR: Il ficReEbddiMBnts, Rhcribteivenat i vely, 15
the present invention can send and/or receive other ‘forms of electronic

conmuni cat i on CosRpigasion ﬁsﬁtalﬁ?gﬂfﬁé% agbuality pf interrogation engipessrigesscachghy oi ce
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delivery incl udes vari ety of steps may, in certain enbodinents, be
execut ed by t hearéqwar sesypiymsks Emmewd cappupicatipnds imtprogited bya staise ef bed

bel ow or be StQLeARnGAHRIL R iRAAE HHAD!eldARIbEEL ASudlLr @bnadbPr on any

sui tabl e combi hation of rrputer-r |a An el ectronic
communi cat 1%n énginedyps fardise With soeiredmvbmaliniretions may, ebwe ginhedinontsibs nade as

to whether the rece conmmu q C very; in sone
such enbodi meht’ égurﬁtlgow e’realsﬁne heﬁéﬁ&] gfdteng &'nd Sgr%ﬁ‘?o‘r%erhlasygbg&?éahdel ivery. In

ot her enbodi nent's, Associated w1th each interrogation engme is a queue of indices for

communications to be evaluated by the particular interrogation engine. When a
communication is received, it is stored and assigned an index. The index for the

20  receive communication is placed in a queue associated with an interrogation of a
particular type as determined by the interrogation engine ordering. Upon completion of
the assessment of the received communication by the interrogation engine associated
with the assigned queue, the index is assigned to a new queue associated with an
interrogation engine of the next type as determined by the interrogation engine

25 ordering. The assignment process continues until the received communication has been
assessed by an interrogation engine of each type as determined by the interrogation
engine selection. If the communication successfully passes an interrogation engine of
each type, the communication is forwarded to its appropriate destination. In some
embodiments, if the communication fails any particular engine, a warning indicator

30  signal may be output; in some such embodiments, the communication may then be



no determ nation need be made as secure delivery is assunmed. Secure
delivery of the 25 comrunication to a predeterm ned recipient is attenpted.
The attenwD w®e®7R secure delivery nechani sm sel ected fr@cTrasgs/owp2 of one
or nore avail able delivery nmechanisns. In sone enbodinents, if the first
attenpt fails, a second delivery nechanismis chosen and an attenpt to
deliver via this second nmechani smoccurs. In sonme such enbodi nents,
repeated attenpts to deliver by different nechani snms nay 30 occur unti
successful delivery or until exhaustion of7 avail abl e nechani snms. WO
03/077071 PCT/ US03/07042 18 In sone enbodi nents using this queuing

approach, the gsgi8H B iRl dnNH&Xatioh OF it@fan@rle% NEHpFpAAN AL ERLGRANL O a

queue for an interrogation engine of a particular type nmay involve an
eval uati on of aaprbcatipepdmipisagionandiesbothi | queues for the particul ar

| nterrogat i on engi N <yPEmbddfmén, WeS500h dad 29 Bk Sourd AR ARHAGS Of an
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Accordingly, one preferred method of secure delivery includes a variety of steps

that may, in certain embodiments, be executed by the environment summarized above
and more fully described below or be stored as computer executable instructions in
20  and/or on any suitable combination of computer-readable media. An electronic
communication is received. In some embodiments, a determination is made as to
whether the received communication requires secure delivery; in some such
embodiments, a configured default may require secure delivery. In other embodiments,
no determination need be made as secure delivery is assumed. Secure delivery of the
25  communication to a predetermined recipient is attempted. The attempt uses a secure
delivery mechanism selected from a group of one or more available delivery
mechanisms. In some embodiments, if the first attempt fails, a second delivery
mechanism is chosen and an attempt to deliver via this second mechanism occurs. In
some such embodiments, repeated attempts to deliver by different mechanisms may

30  occur until successful delivery or until exhaustion of available mechanisms.



coll ected. The data may be accumul ated froma variety of source such as
fromthe 25 communication itself and fromthe manner of its transm ssion
and receiwon.03Dm®7data nay be collected in any appropri at @crarsogn7o32ich as
the nultiple queue interrogation approach summarized above and di scussed
in greater detail below. Alternatively, the data collection may result
froma parallel testing process where a variety of test is individually
applied to the received communication in parallel. In other enbodi nents, 30
a single conbined anal ysis such-as via negral network nay be applied to WO
03/ 077071 PCT/US03/07042 19 simultaneously collect data associated with

the recei ved comuncght &Hb&ﬁrﬁ&%usﬁﬂg‘ this Qh&ingHpPRAS, @tSassigiifent O dnGfiderd dat a

is then anal yzed to determ ne whether the received conmmunication
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collected dat ar3sp0Ghahelaalibh fife LR INRFLFRVTN Bl foP thelpBrricf uncti on
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with previous]y received communi cations.. The anal ysis can further be based
upon def i ned ﬁ‘\ﬁllﬂi?h&gt d%’fff‘%j‘ﬂ?‘&tﬁﬁig‘tSHﬁrﬂeYvd'i"E%c?gaf‘ﬂ“ ‘%‘Sﬁf’%ﬁ?gf anal ysi s
can be conpy negksighihbnt b the iedesd atsacisod Wak tHeaBwlyf reteiedTbmm@icatonneueal net wor k
could both collect the data, associated w.th the received comuni cation and

anal yze it. Fi fPs-ySomeembodimanisimay 3lso papdicallyqongt payticylardimss syl a5Ae 1 ecei ved

comuni cat i on, det@hidafigh at OparGdulid dheue$s GRAEeMI04le thEhsadGeRBs dletsh fod gnal  may
provide a warning to an application adm nistrataor_ or trltgdger sone ot her
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may provide a genekadnifthntldr ot iné‘aﬂfdiﬁﬁkocﬁﬁ%'déélldcﬂtjr%tihﬁEesQlﬂmgi ments,
the indicator may provide additional data as to a specific anomaly, or
anomal i es, 1%et as6ecéaied with shmedowatinsgancesnbodi ment's, any warning and/ or actions

resulting fromthe ﬁlitegrﬂﬁikfelgzaayﬁ)gﬁ nQI%B&%qI%rrdém &Qﬁeé&%&ﬂ &?@Julzﬁi%@

may be configured in which case dynamic instance creation may or may not occur. In

fixed instance embodiments not supporting dynamic instance creation, assignment to a
particular queue may result from any appropriate allocation approach including load

20  evaluation or serial cycling through queues associated with each interrogation engine
instance of the particular type desired.

In some embodiments, anomaly detection may occur through a process outlined
as follows. In such a process, data associated with a received communication is
collected. The data may be accumulated from a variety of source such as from the

25  communication itself and from the manner of its transmission and receipt. The data
may be collected in any appropriate manner such as the multiple queue interrogation
approach summarized above and discussed in greater detail below. Alternatively, the
data collection may result from a parallel testing process where a variety of test is
individually applied to the received communication in parallel. In other embodiments,

30 asingle combined analysis such as via neural network may be applied to



Data coll ected fromreceived conmuni cati ons can be anal yzed to determ ne
25 whet her the received comrunication is on one or nore whitelists. The
anal ysi s we ostoyprcal | y based upon the coll ected data asso@caresdseiosh t he
recei ved communi cation in conjunction with reference to one or nore
whitelists. If no match to a whitelist is found, the comunicati on can be
subject to a certain level of interrogation. If a match to the whiteli st
is found, the conmunication can either bypass any nessage 30 interrogation
or it can be subject to a different |evel;qof interrogation. In one
preferred WD 03/077071 PCT/ US03/07042 20 enbodinent, if a match to a
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which follows, and in part will be obvious fromthe description, or may be
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Finally, if an anomaly is detected with respect to the received communication,
an indicator signal is generated. The generated signal may provide a warning to an
application administrator or trigger some other appropriate action. In some
20 embodiments, the indicator signal generated may provide a generalized indication of an
anomaly; in other embodiments, the indicator may provide additional data as to a
specific anomaly, or anomalies, detected. In the latter embodiments, any warning
and/or actions resulting from the signal may be dependent upon the additional data.
Data collected from received communications can be analyzed to determine
25  whether the received communication is on one or more whitelists. The analysis is
typically based upon the collected data associated with the received communication in
conjunction with reference to one or more whitelists. If no match to a whitelist is
found, the communication can be subject to a certain level of interrogation. If a match
to the whitelist is found, the communication can either bypass any message

30 interrogation or it can be subject to a different level of interrogation. In one preferred



enbodi ment according to the present invention. 25 FIG 3 is a |logical block
di agram of the conponents in a typical enbodi nent of the present

i nventi onwORB@77041i s a fl ow chart of an exenpl ary anonal y PAFES0s/)0M2 pr ocess
according to the present invention. FIG 5 is a sanple anomaly detection
configuration interface screen. WO 03/077071 PCT/US03/07042 21 FIG 6 is a
bock di agram depicting the architecture of an exenplary enbodi nent of a
security enhancenent system according to the present invention. FIG 7 is
a bl ock diagram depicting the architecturg of an exenplary enbodi nent of a
ri sk assessnment approach according to the present invention using 5

mul tipl e queuesd R HANAAELE AANIAANL AngllmAlihe 2 by'suBlecf hSlher

assessments to a received comuni cation 8B are a flow chart
depi cting the phpibessesgige tgBgsiagrmp siesags peirmesdn. W nomatch eeeihietst

cormmuni cati on 1%%@9 t}lg] %Ssasgmhf%hclaﬁ %% Eu"f)re%t gerBrrg:}l?n tséag El eﬁ‘othlofoA@dltlgnadl?na f1ow

chart of an exe asses g to the
present invent whlmhstl-'daﬁsbe dr@atedsara/dr Iupckate:dhmsetd anfouamumkmphlangatmml Inadng st

managenent proce accordin t| QNee G 11 is a flow
chart of a ex%rﬁ%frﬁ‘? O%E'%‘Wga ?q t{%c Q“aé?, RO 8“ttlb und” o1 esent
i nvention. 15 diylrﬁunlcandam&ddﬂecam aovletelste ¥ zafesmmhm armiresmlréaldpmp;iehxrs@ugh one
preferred enbodi ment of the threat architectur G ,13
depicts a bl oc¥Nifligy? &?ﬂf'S?“CFH@“%W%%?te{}ﬁﬁ%ggﬁéﬁ‘f‘a‘t%‘ﬁ% ﬁé b%sf“?lng one
preferred enmbogionendeatiabilidagtsé PrebdiRe. PF&SMitincd, A\iGdYe icOint nfalyGe mbdhtdlsgd; cts an
exenpl ary Threat Pushback System usi n‘g one preferred 20 enbodi nent

€

accordi ng to tHeh bP%@ﬁ?““FWé?ﬂqcb*}PSOIF Gsagfi?fﬂ’@ﬂfl‘é'?§ & Y3486 REHRE 8ddEssa ¢ ypi cal

i ndi vi dual 1 dVbsg‘@gth Mab;ym§yst em (or application |ayer security
systen) according to t present invention. FIG 16 is a flow chart of an

exenpl ary secure de"fqd\'ié’uﬂﬂrl aﬂY%S’é”@é%OféE‘t’@?’%ﬂ“ﬁg wilhbe sehfortyrinpahin thedeserintion .

which follows, and in part will be obvious from the description, or may be learned by
practice of the invention. The advantages of the invention will be realized and attained
by means of the elements and combinations particularly pointed out in the appended
15  claims. Itis to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory only and are not
restrictive of the invention, as claimed.
BRIEF DESCRIPTION OF THE DRAWINGS
The accompanying drawings, which are incorporated in and constitute a part of
20 this specification, illustrate embodiments of the invention and together with the
description, serve to explain the principles of the invention.
FIG. 1 depicts a typical prior art access environment.
FIG. 2 depicts a hardware diagram for an environment using one preferred
embodiment according to the present invention.
25 FIG. 3 is a logical block diagram of the components in a typical embodiment of
the present invention.
FIG. 4 is a flow chart of an exemplary anomaly detection process according to
the present invention.

FIG. 5 is a sample anomaly detection configuration interface screen.



25 FIG 17 is a flow chart of a further exenplary secure delivery process
according to the present invention. DETAILED DESCRI PTI ON Exenpl ary

enbodi nenwe wfo7tohe present invention are now descri bed i n pdarEsos/n7042
Referring to the drawi ngs, |ike nunbers indicate |ike parts throughout the
views. As 30 used in the description herein and throughout the clains that
follow, the nmeaning of WD 03/077071 PCT/ US03/07042 22 44a," "an," and
"the" includes plural reference unless the context clearly dictates

ot herwi se. Also, as used in the descriptign herein and throughout the
clainms that follow, the neaning of "in" includes "in" and "on" unless the
context clearly di O, 8%sa Q&Iiaﬁayﬁredepﬁﬁngmexarchﬁéctué 8flar &kelpfindescription
herei n and throughout the clains that 5 follow the neanings of "and" and
"or" include bembpdithent ebnjeguityicvkangdieendsysjeoraceerdiag taihe Presgnt pwenfiad

i nt er changeabl y unl . . I G | Ranges may
be expressed herei nﬁg’z 7??%%8%%2%%19%%1%2“ g?fér%%g@&vdgfaﬁg%%aanﬁy or to
"about" anot heempalimént of ariskasasgneniigpmossh edrordingindlee fireseatdpreatigreesinganot her
enbodi nent cinglydes fromth £Lg. rvail ot her
particul ar ?/al ﬁléﬁlggﬁ%ellleart? {pa ﬁafgﬂ]\?ﬁgﬁhc\z}gﬁyu%@ pél#rghtg%f){rqggéssg%srg%t}@%

appr oxi mat i onsrecéiyedusennofnicatien.ant ecedent "about,” it will be understood
that the particul ar I ornms.anot her epbodiment. Lt will be further
under st ood that 1 nd P ROL S AOL hakClsp RIRER: Bies obbecing F et ocn 1
rel ati on to theith atdteive®crdpounidatiomnsng thel epritdaind dapiondd ih GOt her endpoi nt .
Architecture of a \‘:'?(I?i'n?al ccess Envi r%ent 15 FIG 12 depicts an overview
of information flo SUYHOBARTENR FERMRRHY CONTMRGHUPA AP AEIRESS of t he

t hreat nmanagengRbrdaipabiiegedstitenv@htidnne present invention. At the Message
Security System (%gﬁg 1205), statistics, can be coll ected based on
traffic and threat -t jspsflowrphartf ap premplagy whitelisemppagement 8EPCFScal |y by an
i ndi vidual  MSgcoRinglih @) praBniRfveRtiicessed by an external processor. An MSS
is an exanple of an 20 application |ayer security system such as hardware
devi ce 210. Det ai | UG- Al éranfiaw ehirt of amexsanplasninteogrtipngiesesyacABfiBs i3 back to
the Threat Manggemeledgofter (TMCO) 1210. In some embodi ments, information
can be shared anong M5Ss in the network. In sone enbodinments, a plurality
of MSSs mays oper at eFlfs 13 deniets an puepdasy obipforaationthosy thrqugh gngprefeaed ed

enbodi ment, i n{af D@L Br AatReh fn AR arGRPRYEed Statistics can be sent
FIG. 13 depicts a block diagram of the Threat Management Center (TMC)

using one preferred embodiment according to the present invention.
FIG. 14 depicts an exemplary Threat Pushback System using one preferred
20  embodiment according to the present invention.
FIG. 15 depicts components of a typical individual Messaging Security System
(or application layer security system) according to the present invention.
FIG. 16 is a flow chart of an exemplary secure delivery process according to
the present invention.
25 FIG. 17 is a flow chart of a further exemplary secure delivery process according
to the present invention.
DETAILED DESCRIPTION
Exemplary embodiments of the present invention are now described in detail.
Referring to the drawings, like numbers indicate like parts throughout the views. As

30  used in the description herein and throughout the claims that follow, the meaning of



25 froma MSS 1205 to the threat notification and pushback system 1220.
Application Layer Security System FIG 15 depicts nessage flow through an
exenpl ar ywbls®amel | nt errogati on Engine (ME) 4035, descr iPoadiSosromgnrat er
detail herein below. The ME can use rules and policies to perform
interrogation. Input fromthe TMC can be added to the set of 30 rules and
policies 4005. The ME produces a set of statistics 4010 based on its WO
03/ 077071 PCT/ US03/07042 23 recorded history. The statistics processing
nodul e (SPM 4025 can process this inforpation and prepare it for

di stribution. Certain informati on can be sent back to the TMC for analysis

4030. | nf or matéonggan, bensentiudel pﬁl'ilzq réfEr@ﬂae%fcrsﬂhéQé{ﬁe)@%lew dic@fes t he
peer-based threat notification system Information is also pushed to

t owar ds the sovherwiss. ddiongs usekiniherdsseripyor haseinland (hsqughow Brelaimp thaspym 4010
can al so_recel ol AU kelfigOAAP indARES ~HISRL:h Ll hdnlekAdRichist em and

the threat pushback syste Base onits istory and anal ysi s, the SPM
4010 can cr eat@hereiser HinaBy, anusep ol the dessript3@hefedy andiropghout the NRings that| G 2

depicts a té’ pi féﬁév,etﬂ(}( h{e%@%%& “f/ge Ql{cfiiopglnglgde% \t'oqh Rle&s Dltlctllvgxm%%w

conpared with ccess environnent usl ng ys ens an
according to aridenqyrt&sxse:dintemhergcat(by}umtes} thermht@dezlarlb{almmasr@mmc ce 210

connected to the | n%eégtweﬁ e?(%rgsasgﬁi 9?%\?\/3% rom a?oeu ¢ as arI?'ré Dglr &k gh%p ad

| ogi cally interpos 10cal "servers
120 and cl i ent'abddOanofler pﬂﬁ@.llar@alﬁ.lb OWhee lsufchadange Ixsa@dpmmdcamdmmmc@amrm ns

attenpting to ent or | eave the i cations rk. through

Che 11t enal | - SSuEm RS PLE Pl e PREPTHAR ML PR S o Siah

gppl i Cat2 i gm ! ewgén \&ﬁ&gﬁkEXpraﬁéﬁz&&ﬁﬁrﬂkllﬁﬂdﬁsz¥ aReTele)antbesdeat laBd(tht » Iramd\l/var e
evice 21 need not physi ca separ at e Xi.stin re el enments
nmanagi ng t he I%Hﬁpms@ﬁﬁﬂﬁh%ﬁaFPGWévﬁ@F amﬁ‘FCFEQWHWB%thﬁ@’n@?m%dS and
systens accor difagrstddd taethe laﬁ@%ﬁa&tofleﬁehedmeqangé@unledlgamohm%ﬂmrraatﬁﬁl th O a
standard firewal |l system 140 or router (not shown) with equal facility.

I n envi r onnent OthytengRgint andigdependentiypf the %’%F@qﬂ‘”“ﬁ he hardware device 210

may still provjfgicaakd &taat’l“ﬁ%ai R¥ELs PARAFIntoAt assessment and/ or  anonal y
detection. For conveni ence ‘and exenplary purposes only, the foregoing

di scussi onlirakes rEBelkdrpiststan oer bwenf énfeemition flowohropghang epviranmsse ski | | ed
in the art w l&siﬁg\gﬁg&ta@%t LAY threat management architecture of the present invention. At

the Message Security System (MSS) (e.g., 1205), statistics can be collected based on
traffic and threat patterns. The statistics can be processed locally by an individual
MSS, or they can be processed by an external processor. An MSS is an example of an
20  application layer security system such as hardware device 210. Detailed information
can be sent from one or more MSS back to the Threat Management Center (TMC)
1210. In some embodiments, information can be shared among MSSs in the network.
In some embodiments, a plurality of MSSs may operate as a peer-to-peer system 1215.
In a preferred embodiment, information gathered and/or computed statistics can be sent
25  from a MSS 1205 to the threat notification and pushback system 1220.
Application Layer Security System
FIG. 15 depicts message flow through an exemplary Message Interrogation
Engine (MIE) 4035, described in greater detail herein below. The MIE can use rules
and policies to perform interrogation. Input from the TMC can be added to the set of

30 rules and policies 4005. The MIE produces a set of statistics 4010 based on its



25 the hardware and/or software used to inplenent the systens and net hods
according to the present invention may reside in other appropriate network
managenermwolandwar e and software el enents. Mreover, har edoaresosiewure 210
is depicted as a single elenment. |In various enbodinents, a nultiplicity of
actual hardware devices may be used. Miltiple devices that provide
security enhancenent for application servers of a 30 particular type such
as e-nail or Web may be used where comuni cati ons of the WO 03/077071

PCT/ US03/ 07042 24 particular type are aljsocated among the nultiple devices
by an appropriate allocation strategy such as (1) serial assignnent that
assigns a co n n.t I Jd he use of
a hardware and (l)rﬁgglfgmdr Cefh%% ngﬁ{g%egsnraf ﬁghl'ﬁpgs@}ll) 4)02%%11(%écr$¥r§uﬁllcatl on to
t he devi ce basintbrmpion andiprepate itcfex/dlsmbiuwndéhrtammfomg:hen canviesentibagk ® thy ovi de
enhanced secur cro | icati L t r devi ce
may only provmg Shiig fy&gg}%éﬁ apcg‘&"g %en t@land}ggplqe%i(rgﬁlﬁ%)sn& élfﬁ\%)gﬁletype

I n one enbodi npa’et-bashaﬂdwaﬁ@fdawmst&wlmmahenaalsa@kshmmmtomlrdls meesbuxbased

server at ejther s. Th a e ice. 210 can b i gured
Wb+ adurdiante ity Srah P € Ryl Sl e Sp Y St et SR ¢
arrays for hi gpeelBasdy ﬁiréa@-@cbdﬂcﬁtYonas@QelﬁQﬁJl aRithrkdt Ypushbhvk sbﬂéld\l\@h&ddﬁ\iusce 210
may include SSLITLS accelerators for enhanced perf rmanc é \&ptled
messages. The MEPENAIAEnHES the SEYHAQRU can Freiie fets niesap PB‘r‘ﬁ“ﬁr“é’@ L el
potentially ingmding nmultiple processing el enents where each processing
el ement may be supported via Intel-conpatible processor platforns

preferably using atFIeAderignatypEntEnyipnnient grcordingtethemeseentipfeationcghsyy. | Sant a

Cara, CA) ¢l EHARACRENG, 1,3hd &E&@Eh%&n%%ﬁﬁ@@% n%%h me%dyhécbaﬁf’gﬁac (Sun
M crosystens, Palo CA)’ coul d be used in ot nbodi nents. I'n sone

enmbodi nent s, sélemelsw nynmmnmwemluqemri@tdwmqlqva 21@@9@9@?‘1}@@3 lgeadcri bed
bel ow, may be %ﬁrbadléaﬂssﬂ?taslrk%ﬁat@ﬁtﬂérm&s@gm édu@gms,g, BiBHeSveed fife LErm

processing ele rocess running on a particul ar
pi ece, or acr ofswalsyssm lwndlthedp@d:wverbﬂomiddhm@w( Al @pb@ﬂpn taldted pi ece

of har dvar e, Ohigét LG }gﬁgﬁn&%@f erfifin 3&8}(&%95 %ém@iclca%mmtpﬁam{sdwe

devi ce 210 wou ave an I'nclude a vari et primary and
secondary $3 or eggeon towgit the fitewab mgstqun &40sre eniteérmddlha@mre demice MBfonoul d
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need not be physically separate from existing hardware elements managing the local
communications network. For instance, the methods and systems according to the
present invention could be incorporated into a standard firewall system 140 or router
20  (not shown) with equal facility. In environment not utilizing a firewall system, the
hardware device 210 may still provide application level security assessment and/or
anomaly detection.
For convenience and exemplary purposes only, the foregoing discussion makes
reference to hardware device 210; however, those skilled in the art will understand that
25  the hardware and/or software used to implement the systems and methods according to
the present invention may reside in other appropriate network management hardware
and software elements. Moreover, hardware device 210 is depicted as a single element.
In various embodiments, a multiplicity of actual hardware devices may be used.
Multiple devices that provide security enhancement for application servers of a

30 particular type such as e-mail or Web may be used where communications of the



25 128 MB to 4 @B although these amobunts could vary and represent
over | appi ng use such as where security enhancenent according to the
present iweastrmiiis integrated into a firewall system Paa/ysos/oaay
storage may in sonme enbodi nents include other forns of nenory such as
cache nenory, registers, non-volatile nenory (e.g., FLASH ROV EPROM
etc.), etc. WO 03/077071 PCT/US03/ 07042 25 The SDS nmay al so i ncl ude
secondary storage including single, nultiple and/or varied servers and
storage el ements. For exanple, the SDS may use internal storage devices
connected to the system processor. In enbodi nrents where a single processing
el ement supports.all of th rity .enh f j It M8 L ocal
hard disk dri v%ar?“lr'%’éWSé%evagl"g‘g&f%"é"“ Sl q%?%ersgggﬁéﬂ?ﬁ?ﬁ%‘%g?ﬂ’ghd a di sk
oper ati ng syst @entegy ewdhtas KL serinh assigniment thitaghigns prromemsicatipndd eavhribvinay act as

a data server receivin nd servi cl data re sts, Lt will be understood
by those ski l Istfﬂueinﬂalh%% (Z)r 1a ﬁﬁﬁfe’ ?fjﬁgg&q“fafee?“é%‘lfg?%ﬁ%? }?ﬁlfil&’gﬁnceﬁ%’g S?‘%[gt he
security enhangesmiiini@ition esthedevadetbasdsibenturfeacdevite borden ARmglerdesietimay 0
i nvention r?y be | ogi cal ly or.}ph}/si cal .I% segregated within a ii ngel e device
serving as ° se¥8HAarhaRsedSeEAsToss RUltBIsEPPRGaIOR RNET IXAPS CLERCh 4P UCTRY es
accessi bl e t hr giigproRide BhHanesdl setRidp@e BEiRLle Ssiicetion sehiectypé.oget her serve as
the SDS; or nultiple independent data stores individually ag‘ge}zi bl e

@H&ﬁ‘t‘ glhgifds be

t hrough di sparate fRREY mesy.apdpgare deice g 10mgy b ragkmeouBich

col lectively vieeuegh dfed MEorIsizeENThy RirwHE dS QI AORaebESBARkSred Rith hat
conprise the physical architecture of the SDS nay be central Ify | ocat ed, or
et

di stributed aciedensant cpmppranis sg¢h i PPREWPPliFE RIPSHOTS apdiskappysfachigh e of the

secondary g4 or AQR. iy hRE sQUBHRM BR M3 dVaR RvIEBY 10/AhY incRUYBST/TESNt Iy i n
di fferent enbodi rrentg. I'n several enbodi nents, database(s) are used to

store and nani patlenaeors foeeihanced perorgunee of gedyRIPHDENSAE®At S, one or nore
relational 20 data t: CI\Q/IQ% Wict.8inBl ai ns,
NY), SQ Server ( c%gwf%g%g%iﬁm lwdeaz%%%rg?? cfésto ta, y\g‘e&rr%l d, W),
lORiACLE 8i NS{) O moltiple@oogessingRéeimatdvBimeaels proGAying tlamerigngyGespprosted Mgsoci at es,
sl andi a, , S SOL_AB en A i I rise
(Sybase Inc., I"E%?‘%ﬂufbﬁé/,r Ofplﬁgig/ﬁ%é)r%f%rggy iu%glg%)ﬂr%qgé %oﬁrﬁvglﬁﬁégf%ari ety of
st orage deVj ceSELERONZIntd &ovies Santal@sran@y) dlass prodessam eltapnative pecsss@m slechd

magnetic and/ Ogs I?l‘t)rtaélgﬁlkc ?éushlﬁ\/lgzgc;sys ésmsl,J ?zillQ%lto, CA) could be used in other

embodiments. In some embodiments, security enhancement functionality, as further

described below, may be distributed across multiple processing elements. The term
processing element may refer to (1) a process running on a particular piece, or across

20 particular pieces, of hardware, (2) a particular piece of hardware, or either (1) or (2) as
the context allows.

The hardware device 210 would have an SDS that could include a variety of
primary and secondary storage elements. In one preferred embodiment, the SDS would
include RAM as part of the primary storage; the amount of RAM might range from

25 128 MB to 4 GB although these amounts could vary and represent overlapping use such
as where security enhancement according to the present invention is integrated into a
firewall system. The primary storage may in some embodiments include other forms of
memory such as cache memory, registers, non-volatile memory (e.g., FLASH, ROM,

EPROM, etc.), etc.



any appropriate interface including, without limtation, IDE and SCSI. In
sone enbodi nents, a tape library such as Exabyte X80 (Exabyte Corporation,
Boul der, WO0)3/07A76t or age attached network (SAN) sol ution arhusayoamvai | abl e
from (EMC, Inc., Hopkinton, MA), a network attached storage (NAS) solution
such as a Net App Filer 30 740 (Network Appliances, Sunnyvale, CA), or

conbi nations thereof may be used. In WO 03/077071 PCT/ US03/ 07042 26 ot her
enbodi ments, the data store may use dat abase systens w th ot her
architectures such as object-oriented, spatial, object-relational or

hi erarchi cal or may use other storage inplenentations such as hash tables

or flat files or Oggtgﬁ‘l“wﬁs‘ﬂ‘dﬁ rﬁﬁﬁr&d}'t abashgd%? Mé'l il éﬁﬁ‘ﬁ'drve

approaches may use ervers ot er t managemant syst ens
such as a hashvariallservére okd sigrageeslanesngs. Fiooewdpies therddSonayorse ddergal stomageor a

flat file retrjg YC%LCS%E&EJ to Ry 3{&%%;,&&6& a9 nBhAGERS wh@é ang[e;sprw@si S may

use a conb|na9|on 0 aches n org secordary
storage archit eiememeupp'ﬁhealhafrtdwsucentglenhaneexﬁéhﬂfmmﬂndllﬂyaa/bcailhaldmmkmniwé ate

operating system such a erver
(M crosoft, y RefAOIEG Y 25 tge %311'321@(# Or3ge of @W’b&o@ s?pef?\glg ?"éS?eS’ Rt'6"eca), or
LI NUX (or Ot heén Wh}ismgrelpm&ésmglelhmemw st as & éda ﬁ:lﬂmChcaﬁhﬂ'g and keevibiag dwar e

device 210 includes a pre | oaded, pre- configured, and hardened UN X
operating syst 8% K948 upon FreeBSD (FreeBSD, |Inc.

http:// ww. fr eebsd. pi@) be dnedstdos betogikiTRE in the be MY digesrare infbramibeen
vastly reduced, elimnating non-essential user accounts nneeded network

services, and %% “‘_L@S‘eF%nyleamc?'f‘if“PW&?SS‘?Ssa"H&Stelnégd’ﬁ??r@Bg fothe REseRt it y

enhancenengq pr RCERDh Ahy bI%l&B?BPﬁHyHGally%!%%@@ﬂﬁn H@ﬁ RReNcSiesnh ascant ly
nodified to elimnate Security vulnerabilities. gl ng upon t

har dwar e/ oper atecorflasysieraga for the PRS mnulsiplsrelpled dita sterss Q@Ps%‘f thieyeh Hﬁ‘i’eﬁe

included to supp@LEmti g&ﬁ'ma. t@&&ﬁe?%ertf@{ls thbsnmrmn%demagn& gyf ation,
nonitoring and/ or rep OI‘%II ng Server functionality gr ovided 20

via an Inter nestomhflldrwm@llbﬂpc%rbl@hr%lm disRasase man@e@ﬁvﬁmstemyhl ma¥ddche HTTP
server (Apachesmol i dfliddBhdATy FRUEShs hL Shs. ¥y varils gtg’ﬂa%&méﬁp Ser ver

(i Pl anet E- Comrerce utions - un - Netscape All1iance ntain View,
CA) or othéF thaidonipriee ﬂ\ébhwbzechlpttatefqﬁuthﬂSllﬂmaxebmmralyelow@egr may be

supported via ggmléxt% g&gs%a\,%}a& SF il M 1,058 Rednond, WA), sendnmil or
ot her suitable é- fi é %4%6 n% hl ments may include one or nore
automated voice r es’ﬂmmmtedwla)of gy stoendbary statage of the system data store may vary
significantly in different embodiments. In several embodiments, database(s) are used
to store and manipulate the data; in some such embodiments, one or more relational
20  database management systems, such as DB2 (IBM, White Plains, NY), SQL Server
(Microsoft, Redmond, WA), ACCESS (Microsoft, Redmond, WA), ORACLE 8i
(Oracle Corp., Redwood Shores, CA), Ingres (Computer Associates, Islandia, NY),
MySQL (MySQL AB, Sweden) or Adaptive Server Enterprise (Sybase Inc.,
Emeryville, CA), may be used in connection with a variety of storage devices/file
25  servers that may include one or more standard magnetic and/or optical disk drives using
any appropriate interface including, without limitation, IDE and SCSI. In some
embodiments, a tape library such as Exabyte X80 (Exabyte Corporation, Boulder, CO),
a storage attached network (SAN) solution such as available from (EMC, Inc.,

Hopkinton, MA), a network attached storage (NAS) solution such as a NetApp Filer
30 740 (Network Appliances, Sunnyvale, CA), or combinations thereof may be used. In



are in addition to, or instead of, the aforenmentioned access servers. Such
an AVR system coul d support a purely voice/tel ephone driven interface to

t he envi rwoment7odi th hard copy out put delivered el ectronipcaltusysmw4sui t abl e
hard copy output device (e.g., printer, facsimle, etc.), and forward as
necessary through regular mail, courier, inter 30 office mail, facsimle or
ot her suitable forwardi ng approach. In one preferred WO 03/077071

PCT/ US03/ 07042 27 enbodi ment, an Apache server variant provides an
interface for remotely configuring the hgdware device 210. Configuration,
nonitoring, and/or reporting can be provided using sonme formof renote
access devi ce Gher3afbbifefs, thdd AN RoRifyakE BilataQHLAE With omehMEhiteutged to
configure and/or nonitor the device. I'n one preferred enbodi nent, 5 any
sui t abl e r enpt Bick ks ehigct-gusritese spasialy giert rejatinapldr Aigrarehigal pemay pssfodierat i on and
commands to/fr | - N evi ce can
be provided |ﬂgp€%%ﬂp%?{ ng}ﬂ)(’)%(?lf)rgs Sggyggq%ﬁ%ﬁ? s %ﬁﬁgﬁ% %ﬁﬁ&sb%gg{éﬁ&%?&ent runni ng
on any sui t abl @chifgcates o Smhsiltemative sppoasheemay osealatasorviestodter than databashandhel d
W rel ess deyiceg, or r i Y Gl ni ' pl atform
al so incl udéll ngﬁl%r?acggrﬁ?/néﬁ)fs?egélsaﬁg&%; av\l%lrsiépl tgtklg(%%osre 'g'ﬁxgﬁr géq‘@g@m{d?dg?’}eogéﬁdevi ce.
Appl i cati on Laymrorklflacfile oawtievaCanvenpracatdire anddarquodessy Harthernthe $PStmayRisé 3
depicts a bl ock dt%iﬁ%gran}rof he Io%i cal conmponent.s of gasetcuri t% ectur
enhancement sy SFEHIER 841 25 S48 2p 8“°§Fse‘é‘é’ anjfigd{s ST ORI HragE APl ture:

anal ysi s, reporti ngrhedadwatdetoé 2 Dwbuld tive@nappropridtSopeeiping Sypeneshchbys bl ock

et coont o {1 IShDCENeCRsRolvs B SRRk S el Rfied ™%

comuni cat i@nswAhhSS&isibackscrédySei s PaRSAR, @A) W LINUXISLSRIFEUNIX tdfaht).may be
perfornmed and do not consti})qlijite an exhaustive re ntation of all

possi bl e assed<mgRfelerred emy mﬁB‘sg‘FgPréwéfﬁpS’PY‘Eea%]ioghgg vare-tgddsPreThe terms

“test” and "t egdnkiBred, 4Rd ARYeRE UNIRGpLALRY SoRMAIRMA upoNFieBBSDRFEEID,
"assess", "assessment” or "assessi na)‘f as appropriate in the description
herei n and i n Rehén/Aywy. frashsd crgh Ipilis embodingeah thed NS pksenel has hepn ¥aggly| | 320

provi des functj.gpahi etli}ﬁillia(ﬁn?B&%—@s@éntﬁ%@%‘:ounﬁ?@r{ﬂeg&ﬁin@ﬂio?l@?é?{.'if:és?arﬁtahﬁcks- _
For instance in the context of e-nmail, this assessnent coul d protect

agai nst at tack&meiiameldy dut isopbiedere{eresaeisity SNRIEemMgNf Hreqesing rfheeperati®s and
deni al of ser nggt%m code has been significantly modified to eliminate security vulnerabilities.
Depending upon the hardware/operating system platform, appropriate server
software may be included to support the desired access for the purpose of
configuration, monitoring and/or reporting. Web server functionality may be provided
20  via an Internet Information Server (Microsoft, Redmond, WA), an Apache HTTP
Server (Apache Software Foundation, Forest Hill, MD), an iPlanet Web Server (iPlanet
E-Commerce Solutions - A Sun - Netscape Alliance, Mountain View, CA) or other
suitable Web server platform. The e-mail services may be supported via an Exchange
Server (Microsoft, Redmond, WA), sendmail or other suitable e-mail server. Some
25 embodiments may include one or more automated voice response (AVR) systems that
are in addition to, or instead of, the aforementioned access servers. Such an AVR
system could support a purely voice/telephone driven interface to the environment with
hard copy output delivered electronically to suitable hard copy output device (e.g.,

printer, facsimile, etc.), and forward as necessary through regular mail, courier, inter-

30 office mail, facsimile or other suitable forwarding approach. In one preferred



Application specific IDS 330 provides real-tine nonitoring of activities
specific to the application server. This may al so retrieve information
from mul twplesorayers including the application |ayer, netreardsosexyer and
operating systemlayer. This conplinents a network intrusion detection
system by adding an additional |ayer of 30 application specific IDS

nmoni toring. WO 03/077071 PCT/ US03/07042 28 Application specific
anti-virus protection and anti-spam protection 340 provi des support for
screeni ng application specific comunications for associated viruses

and/ or spam Policy managenent 350 allows definition of corporate policies

Wi th respect te%bk{i&%enéa%r SdnE W48 ARRN %)r%@}die?{]‘ el By 1}‘5%(9&%&}9@""““
application specitic EOmRUNI Cat 1 ons are sent. copi ed or blocked.
Execut abl e at ttichundbndtrs dovice 20 0mumiiguattioomanitepog) @nd/sr, repdrtiencande ipowyided f

viruses and/or_worns, .and/Lor_questionabl e content can_c.be strinp or
Guaranti ned bAFBRETHEIRGE Frot R BRR Sal PR Db B rfediioBR Rt
nmessages fr omSNMPatusédioSonfigurdendior aciniet the delitec fiporechrefbra¢dyambodsizages can

be relegated to off-peak hours . to avoi 4 networ congesti on. lication
encrypt ?on%36(5‘“bf‘8§??@é%m%t8ﬁ i devisrds pef &9 WP&%“‘QBWF?’%%?‘?W“ODCW%% cations

S ﬁc urel ?/ pot eBinhhddtoliWEhafgirdgak AL HvET10. 3a6ed Rimdtd didnddevice parteor mance. 15
The application security syste rocesses. i.ncom ng conmmuni cati ons, gnd
appears to netﬂﬂfbvﬂ‘i?di‘?\f}}eﬁﬂ'é%/%f_ “a{én’ ‘{) ‘H@“'@‘?ftaS’g‘I“d‘é‘bsﬁ\ggsﬁ‘g‘fIICBH“%‘P% an any S’Fﬁii‘a\’rsfe
prevents the gditésh sudnkalcBiveforRPRbIkSEEINUN a hEFAREId ifdli¥s devidergp@t oOfr
indirect attack. Electronic comunications attenpting to enter or |eave a

| ocal comuni PAANGHEY clicat HARIRE BN HWTPEHE BHRETR alsey CRdwEasonYeRYFM i on for
assessrrentﬂ.o Theok&sidh behAfandiBMireR% ASessment can determine if that nmessage
! ek I2E.

wi Il be delivered to its intended recipient. An inconing or outgoing
communi cat i on,Apphidatign baemElgetroni¢dGammuniggtionSeewnitydiphapcementecurity system

2, PRSPl OISR Ry 1120
may be an HTTRnhangeresit system asspingdo the pGERHERentiapu dde owerall enpfysissieporting FTP 25
fﬁ?g?ﬂg t or Tespg ﬂu%gitorgn%l fﬂr?cttiogz{litmlr&nj:sgntnt% gfﬁli}%ﬂ, Ma a%BHQlSI dls,l!é!:tgo‘%% e
15 represented by block 370.
Blocks 320-360 represent different assessments that may be applied to
electronic communications. These blocks are representative of assessments that may be
performed and do not constitute an exhaustive representation of all possible
assessments for all possible application server types. The terms “test” and “testing”
20  may be used interchangeably with the terms “assess”, “assessment” or “assessing’ as
appropriate in the description herein and in the claims that follow.
¢ Application specific firewall 320 provides functionality to protect against
application-specific attacks. For instance in the context of e-mail, this assessment
could protect against attacks directed towards Extended SMTP, buffer overflow,
25 and denial of service.
e Application specific IDS 330 provides real-time monitoring of activities specific to
the application server. This may also retrieve information from multiple layers
including the application layer, network layer and operating system layer. This
compliments a network intrusion detection system by adding an additional layer of

30 application specific IDS monitoring.



application conmuni cati on. The automated whitelist generation of the
present invention allows the system to automatically create and/or

mai nt ai n Woa3orompre whitelists based on the outbound en®CI/USOzOTOUZ. | n
sone enbodi nents, the system can nonitor outbound, and/or inbound, 30 enuil
traffic and thereby determne the legitimte emai|l addresses to add to the
WO 03/ 077071 PCT/US03/07042 29 whitelist. The software can use a set of
nmetrics to decide which outbound addresses are actually legitimte
addresses. A data collection process occpgs that applies one or nore
assessnent strategies to the received communi cation. The nultiple queue

i nterrogationgap VR ] bel ow
provi des the dat‘gﬁpgg?trb ‘l’scon uv?ll‘gg %%gyﬁgﬂ?‘ﬁggﬁﬂgr%?%?‘?%ﬁ%%eél ment .

Al ternati vel y, tsuppasioe sseesing SpprEytidyespeqitie ¢ammuendcatinnsdfge#ssoaiated yagesnessage
in parallel. SSRAL g‘;a% processing el ement of the system processor would
be responS|bIe for pl'yi ng each assessnent to the received nessage. In
ot her enbodi nbnthhcyruiahagphxentBiSQkllcaasss@ﬁainiembﬁcdmyatbgolpmsfvdﬁnespecmo thee 10
recei ved conmmuni cati on sinultaneou usi IB roach such as a neural
network. The aﬁfﬁ‘i’ti‘cé‘gf %'C%}P“é%ﬁa@é@%%ﬂ%ﬂﬁv atgp {)ﬁtéo"afggcé Sments in the
aggregat e, generghfsuniifonsQfe sERY; €opiddsdf bRIRId. |Bi$cd@eﬂ)$mﬂa&irﬁiltmrt h the

recei ved conmuni cation. The risk profile or 9 file genera d based upon
the assessnent CPWHBIGEESPPT AN §9&'E°P§)?f""§ SEpYey °ri“ﬁ ?Wq‘g’rSDS The

col l ected data ng¥stRmablsshdnOchkisepped b Ratn@Rabyflshey gt @ @osi cs. 15 This
processing may take place after the conmmunication is al read% recel ved and
pek

forwarded. |n oriPPpsaipe peresd obHsad Yiaihmesspaes fiom fogpetifesca he

configurahpy enapleadr Qe tess s%ﬁjn Wreﬁe@at@@@ldfﬁﬁéak‘BGur@dfﬂvBicﬁIef\%rQr An
appropriate configuration interface systemmy be provided as di scussed

above in order tengestipnitate configurati on 20 by the application

adm i strator., Ao MG hedSlacih BibyRc Gt ARFILECHE biificaid e 1] Sk

profile associ *at rece com‘ru ication rnorder to determne

whet her it is anonmehistions sedugely, pofentnajb:tlaveagmgdiaai\aagb agc¢léragponefor ousl y

recei ved communi c%t ions. In one preferred enbodinent, the anonmaly

detection pr ocesE SISt zed above and described in detail 25 bel ow

supports tisi s det eThé applitation kécoriglsystym pAressed iyicaiehgodnmomicatiosoamd

embodi ment s appears to network intruders as the actual application servers. This prevents the actual
enterprise application server from a direct or indirect attack.

Electronic communications attempting to enter or leave a local communications
network can be routed through present invention for assessment. The results of that

20 assessment can determine if that message will be delivered to its intended recipient.

An incoming or outgoing communication, and attachments thereto, are received
by a security system according to the present invention. The communication in one
preferred embodiment is an e-mail message. In other embodiments, the communication
may be an HTTP request or response, a GOPHER request or response, an FTP

25  command or response, telnet or WAIS interactions, or other suitable Internet
application communication.

The automated whitelist generation of the present invention allows the system
to automatically create and/or maintain one or more whitelists based on the outbound
email traffic. In some embodiments, the system can monitor outbound, and/or inbound,

30 email traffic and thereby determine the legitimate email addresses to add to the



may be perfornmed simultaneously with assessnent. For instance, an

enbodi nent using a neural network to perform sinultaneous assessnent of a
recei ved womswniocati on for nultiple risks may further anacgasoshm4zecei ved
conmuni cation for anomalies; in such an enbodi ment, the data associ ated
with the previously received communi cati ons may 30 be encoded as wei ghting
factors in the neural network. WO 03/077071 PCT/US03/07042 30 In sone
enbodi ments, the thresholds for various types of anonalies may be

dynam cal | y determ ned based upon the dahg associated with previously
received communications. Alternatively, an interface may be provided to an
application agdpipis r I hol ds
Wi th respect to 1l EA | %%%Jgtl(vaé&gﬁg%ra%eg étg& ?Eécg%n‘gﬁ I%ngr t%?uﬁgﬁ%egsﬁﬁis hol ds
by default rrawcﬂnell)dlyglanmteaﬂdtysse&jerl ved unI ess speC| fically configured by an
application adm ni An on a
specific time peri %‘cf[a ?10“0 8{Ocess%a(:aurrsl ol e ﬁ@uﬁ% %Xr Iggrgggs%?sgﬁp&is%ggd
period (e.g., t@the@dicerBdhtdinmﬁmcaubnd'ﬁb!e mplulplarqumantgarrognma)mmblri ty device's

time pori od 1 opabrednRiryd 5 puted i BRI wnlRERs e B ST o 1y, ey

be configur atfhle;ubyal@nm@ﬁpbiemd embadnibxﬂtl Al embively, Irlfemugbsmmamrhepri at e
i nterface. Some

ngodl nts ¥'{ ort fixed period default f aII
anomal y t ypes, PEHPMEGOR €a HSW"? I“rP&f Pl GhIoPY 416 RIS At 8 fridden
by applicati onyaeipricsssératduld b&@gﬁohgweacsrlapplymgéadhms@e@n@t &f th¢ fe€élved

enbodi nent, the stored risk profile associated with the received

conmuni cat i on Messaggghneier é’é?bﬂ?ﬁ"ﬂ‘ﬁmﬂé'ﬂ‘ﬁ“%l%gﬂ%‘}%etsﬁﬁem Py B ReiOBTEA P Pecei ved

communi catjigongeQfvel b&nmn@m‘ox BfnuldMofis| P 8¥h Y arPPFRARER 984 Reus@hetwdrkl. NN used
in analysis of subsequently received comunications of that type. If an

anonal y i s detldemprlication of genkeassessmeal. O hE RSSESEISALS in the agarpaMe, SRS PP ULt t ed
20 signal may o!r%l-é’x‘i'& éﬂ?ﬁlﬂs as&ﬁmedfmunge ;ebavammlquﬁ&{ecmqmﬁde)ﬁfléﬂ&

communi cation in anomal y was detected. Various types of
anomal i es are leg %blzsmemwgmﬁm asﬂ?eésslgﬁéé@f theyreee yash domapimidatien is steredecuri ty.

These types ofi, QTR S clifbkicladfl5 Rk Bais bR i RAGH! birolatisct | on

approach di scusse el ow or any o he af or rrentl one ternative anomaly
det ect i on l@pprihisgitesssigSmahiekaplaguiteetie singmaricatay istaliegdygeceaveland her
response in sqe aec{‘r‘aodl ment s;

In one preferred embodiment, particular assessments may be configurably
enabled or disabled by an application administrator. An appropriate configuration
interface system may be provided as discussed above in order to facilitate configuration

20 by the application administrator.

An anomaly detection process analyzes the stored risk profile associated with
the received communication in order to determine whether it is anomalous in light of
data associated with previously received communications. In one preferred
embodiment, the anomaly detection process summarized above and described in detail

25  below supports this detection functionality. Anomaly detection in some embodiments
may be performed simultaneously with assessment. For instance, an embodiment using
a neural network to perform simultaneous assessment of a received communication for
multiple risks may further analyze the received communication for anomalies; in such
an embodiment, the data associated with the previously received communications may

30 be encoded as weighting factors in the neural network.



alternatively, the outputted signal nmay be the response. In one preferred
enbodi nent, the outputted signal nay be a notification to one or nore

desi gnat edoresormrent via one or nore respective, specifi edTdeosvmry
platform For instance, the notification could be in the formof an e-nail
nmessage, a page, a facsimle, an SNWMP (Sinple Network 30 Managenent
Protocol) alert, an SM5 (Short Message System nessage, a WAP WO 03/ 077071
PCT/ US03/ 07042 31 (Wreless Application Protocol) alert, OPSEC (Operations
Security) warning a voice phone call or3gther suitable nessage.

Al ternatively, such a notification could be triggered by the outputted

signal . Using SNNPII@AOII&%HOHI%B{S%!& [}nges}ﬁ‘(‘[))lh@fop%rV&E KypbEMRhom@fl aly Ye USi Ng a
manager 5 and agent; an exanpl e woul e nonitoring traffic flow through a

particular r odyeamicallgrisraningd basedppaaltherdsth assasintaskwidhpreviesshogesivad prot ect i ng
critical inf Ol.BR um%atl \ﬁApAit ggpr?l%tel’igéqu@ beZﬂ?S@Héd 6ah 'a%lcﬁthﬁt enpower s

mobi | e users With W el ess eV| c easl ccess and I'nteract with
i nformation aradmsnstmtocgsallows@aﬁgtlrgﬂonmﬂ pasieuipl tbrevmsmltlbespﬁﬁﬂ@m@tvﬂml a WAP

page to a rel eV| [ p det ect ed.
WAP pages \§ﬂr e%s Jé’&s gl%v?n&\'q%?g(#gﬁgm%?’ r%ﬁfw’gﬁgefg@éﬁg’g{;@%%’é‘g or
W rel ess net \Ncale#{&damd:sd@a:'ciﬁeeﬂlywbnﬂigussmiylandplslpiaaqxsadnﬁh@rater a w reI ess
t echnol ogy t hat utlllzes trans to d I|v short
text messages to wiYSPALE arecfé\’}fa?{é]'sdegﬁl\!wﬁib 5p%oakslp§ é‘?é’@eBﬁ%o e nmessages
coul d be sent tigietpetiod tchﬂxsae zdpntmcneﬁ flxéd)pealb&(d.g.aprltﬁﬁl‘onﬂlf pédt daptpiios yean
detecti on of anomali( bnstea(; %L OF in addition to & nOtIlfI cation,
one or rore cSPFeIErY dﬁ%‘&%ﬁ’f‘ﬁ? ©8Lfg) 2 ﬂ&P%‘@@‘HFE‘B{“ﬂWPﬁ% ARt ¥
signal. Suoh ckydREHdriod formAHERSy GPel, dr b6 ahisimly 8fpusiddddualigaeptrnce of
further conmunications fromthe source of LElhe recei ved cong‘]fml cati on

it can

quar anti ni ng CAMIEERABY PAPPIURtoL1dmiRiSTaier thioush Y ARRFAPEAE!

be safely hangdibedimiist§ saetiadalel péticaticHalt for%ﬂ%@rﬁal?hf;ﬁ& tok éded exceSSI ve
nunbers of incom ng 20 connecti ons per second | evel s manageabl e by

internal appl iseemalyHyps érdiaduplly) whighBaybegverriddgn WF%@H@’“H‘W‘F‘M erface may
be provided thgisald@ws an application admnistrator to selectively
configure a desired response and associated this configured response wth

a particullar anonainyoneysfersedeambopimeniviierstased askanefily aseciatpdwith thepe | s
detected the Q‘QCQIVICQ Uéﬁguﬁlgﬁﬁ)ﬂ z&\gfégzﬁéﬁ with 8§a Eés&%tlea wﬁh Bre@f&uﬁ?%@llvé[d I'S

detected with respect to a recel conmuni cat 1 on,
communications of the same type. This newly aggregate data set is then used in

analysis of subsequently received communications of that type.
If an anomaly is detected, an anomaly indicator signal is output. The outputted

20  signal may include data identifying the anomaly detected and the communication in
which the anomaly was detected. Various types of anomalies are discussed below with
respect to e-mail application security. These types of anomalies may be detected using
the specific detection approach discussed below or any of the aforementioned
alternative anomaly detection approaches.

25 The outputted signal may trigger a further response in some embodiments;
alternatively, the outputted signal may be the response. In one preferred embodiment,
the outputted signal may be a notification to one or more designated recipient via one
or more respective, specified delivery platform. For instance, the notification could be
in the form of an e-mail message, a page, a facsimile, an SNMP (Simple Network

30 Management Protocol) alert, an SMS (Short Message System) message, a WAP



communi cation may or may not be forwarded to the intended destination.

Whet her conmuni cati ons determ ned to be anonal ous are forwarded or not

may, in cwotaion7o7enbodi ments, be configurable with respectrctrasabb7oanomal y
types. Alternatively, forwarding of anomal ous comuni cati ons coul d be
configurable with respect to 30 individual anonmaly types. In sonme such
enbodi nents, a default forwarding setting WO 03/077071 PCT/US03/ 07042 32
could be available with respect to any individual anomaly types not
specifically configured. Secure Comuni gation Delivery Communication
services perfornmed according to the present invention can be 5 executed on

one system pr : i t Yol ; hi stem
W%%@@hc&t@ﬁ%&{%ﬁ?ﬁcrg WSFCS?E&%U&E Se&Rity T drhifd £ v&iYe

processors. A nt" 1 uj ity of t resent invention can be
confi gured by pbene calbpr othereuisable méssageaidiemati @l syphafnefifieation gpddberent can

i ncl ude an i ngr?gg&%ﬁ%ﬁp%g)ﬁlgﬁpe@g%gﬁpi strator to performcertificate and

user/ donmai n nmarfagene eature configuration. A user managenent
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system | n oQPSECaf &farmalizedpmdesrand mathbd far pfatgceing exitical iRfoBnatich, WABecessi ng
of an inbound commu iﬁﬁtiOQ'Q? HP% W t h rec%i$t of .an %QQ%Q$8&£90

conmuni cat i on 2H8R57yRIRPA SPCHiSPURIFLFRIPGWEIS MOOHT WgE MY Rass R8¢ Si'®nt  5005.
The received emilynatdesednd@meaawithlibformdtonnaeskrviods instandlly| Aarkanplavntls,

undergo the testing and | ysis descri ped herein ahov nd bel ow.regardi ng
t hreat and/ or ba?&swai“ygaé??fgﬁf’%%&ﬁ?aﬂ“glg gieg Lt vatsggéﬁéﬂlegﬁ?%om%hﬁsen f or
use Wi th tipe yee@by oW APQIABRINLAMlipRA dOWH Versibll of HEMDand &8opemigbdfen based
upon a prioritization of avail able deli veé%q mechani sns. qu,ﬁfiltterrp}1 i s made
to deliver tPerclssreanekarndgiericesgyitthsmalledisplays MR ISPeRFELSss Sensiasy thats ¢ he

attenpt is 20 g1 SHAIEYnd SBRP for REnPHRCEBUSIiVeP s TR 1PheRsa2EP0 witelks$ ONE
enbodi ments, the selection and delivery attenpt process can be repeated

with an addi t deviess saei asaNaiafeO) phang. SNBSCResesHEAbPP o8l QU Fethese deviessat t enpt
to deliver. | AONE uy6PyPBANIRRLAon offBRLIVLIAN can continue unt i

successful delivery the conmmuni cation occurs or all available delivery
mechani smd5have bebmtead ofcarin additionrio 8 petificatidne GhnerRe CorFpsEYdneasuzsceidd j very

I's performned 'bI: tr&%ex%ggy hife oﬂElﬁa'uhé’chﬁg’naFBﬁféﬁ‘@br?é&n{'émé‘é’sﬁ%ek %ul(?ingfudé ;eflﬁmg

avai |l abl e
acceptance of further communications from the source of the received communication,

quarantining the communication, stripping the communication so that it can be safely
handled by the application server, and/or throttling excessive numbers of incoming

20  connections per second to levels manageable by internal application servers.

In one preferred embodiment, an interface may be provided that allows an
application administrator to selectively configure a desired response and associated this
configured response with a particular anomaly type such that when an anomaly of that
type is detected the configured response occurs.

25 Finally, if an anomaly is detected with respect to a received communication, the
communication may or may not be forwarded to the intended destination. Whether
communications determined to be anomalous are forwarded or not may, in certain
embodiments, be configurable with respect to all anomaly types. Alternatively,
forwarding of anomalous communications could be configurable with respect to

30 individual anomaly types. In some such embodiments, a default forwarding setting



secure delivery nmechani sns have failed. In one preferred enbodi nent, the
delivery nmechani smcan include a base nechanism and one or nore security
options. Woasbarmel nechanismis preferably instant nmessagiPeg/ussdifos2 HTTP,
or FTP. One skilled in the art will recognize that 30 other commonly used
delivery mechani snms can be used as appropriate. Delivery WO 03/077071

PCT/ US03/ 07042 33 nechani sns can al so include a security option. These
options can preferably include SMIP notification with HTTP presentnent,
S/'M Mg, PGP, TLS, SSL and conbinations thereof; however, other channel
and/ or message |level security technology as known by those skilled in the
art could be appliiedyailBlel W éspRBGH A iR8FidEARNYHAY BpeSnaRpécomailpt e
nessage-| evel encryption technique, a channel -l evel encryption technique,
or a conbi nat ionfipfred-he two. In some enbodi nents, the avail able delivery
mechani snms ¢ : t he conmuni cation source, a
predeterninedqgﬁgﬁﬁggﬁﬁﬁhgghﬂﬂ?gﬁfgpconfiguration or conbi nations thereof.
In selecting a sec@omnisidatier servieasiperioroed acdordingtodha presgnipvRIESRCaRd§ i ncl ude

Bri or t1 24t ort BT B PnE SO AoERs iy ) b Bk IRANARIRAEHRET, i on
can in some engogssventsl etvuit furcdomlity efnlid pressnt inyention ean heaonfigured byipae

sel ection process such as in e case .of . a.def aul L Orjti i t hat
serially checK@‘%V%WﬁEBFVWPV'ggeB§$?$gﬁrg?mH%W?gg&Vh@é%ﬁgﬁ%gégﬁ#%ﬁthe
order defined fhikikeatstad perfdrmpeitidichtt hadiseddonsaimatgemest anth afurg st such

avai l abl e 15 nechanism FIG 17 depicts_.one such pr ss, .l ferred
enbodi nent s, t98IBERYRRe W“%‘E‘HWF@E’E merficp s qpé?ﬁ?e%;fg)ﬁad"ﬂglgtéa 8%6%‘351

rating assqgi ag@natért nRalficdeb.i Tiespresamaianiicean o gragrananéd draddptairsoof t he
delivery mechani sms _can be retrieved based upon the recipient oL, t he
communi cati on thaf@ay é‘@..t“f%‘éfﬂih.la}’?)ﬁ’almeyc,aceifﬁr 154108 ‘%‘Hﬁlﬁ’é‘ilﬁﬁme&'d{'ﬁ%‘ *fOfRuni cati on
source can be 20 prpyhdsdreWed Bmedtimeét Glith 36Mrehed to BB BNEroLGEIngOf an
prioritization of the plurality of deliver mechani snms. That

fal ) C ery .
prioritizati oninbeynd cammuaiaticarbeging 1ith eeceipbRfjap SIFCrOHALQIBUNFign designated
interface. In ad g%lf\jex\%rlo f@kdh@ﬁﬁiﬁ@djpeciﬁﬁmi DS TRERCGWA cBRmdhRYtichadn that

al'lo

reci pi ents that e recipient to specify a default prioritization of
del i very mbEhansed mot iThil smbedimpeftiruadiramthe Esbrgrndiadaly s desedhed P abgYh t he

,P Lg;’i ?:gi Ipp;ﬁ,[ {m%co%lomgeﬂﬁiﬁg tHrQlt aRBGHnEmal¢ de@@lonY & et dQARRREGRLsRRS T 0
chosen for use with the received communication 5010. This mechanism is chosen
based upon a prioritization of available delivery mechanisms. An attempt is made to
deliver the message according to the selected mechanism 5015. If the attempt is

20  successful 5020, the process is complete 5025. In some embodiments, the selection and
delivery attempt process can be repeated with an additional selected delivery
mechanism upon failure of the attempt to deliver. In some such embodiments,
repetition can continue until successful delivery of the communication occurs or all
available delivery mechanisms have been attempted. In some embodiments, insecure

25  delivery is performed if no secure delivery mechanism is available or if all available
secure delivery mechanisms have failed.

In one preferred embodiment, the delivery mechanism can include a base
mechanism and one or more security options. The base mechanism is preferably

instant messaging, SMTP, HTTP, or FTP. One skilled in the art will recognize that

30  other commonly used delivery mechanisms can be used as appropriate. Delivery



In one preferred enbodi nent, each delivery nechani smcan be associated with
a rating. The rating can be based upon various criteria including delivery
ef fici encywp o3@etorvery cost, delivery security and conbi naticansos/hmazeof. In
the alternative, or in addition, an adm nistrator can be provided with an
30 interface for designating a prioritization of the plurality of delivery
mechani snms. The WO 03/077071 PCT/ US03/ 07042 34 designated prioritization

i nformation can then be received fromthe provided interface. A
configuration specified by an adm ni stratygr can, for exanple, be used to
specify a default prioritization of delivery nechanlsn1 In sone

enbodi nment s, g‘rﬂﬁ&ﬁg Qatisg rhc'hﬁe ARG Elgn mp%notnp%n%r@f@ﬁﬂw MhG@fe! ON

requires secure lvery. The require secure delivery can be
det ermi ned i n SVHRingificatidn MyHTEBQ@dEmp@m S!MWP@B{% S8bupte,

t t
conbi nat tonof EoMR ST NS LRR chleP B mebRt LU SAAHB b RED 2o
for indicia i ndkoawn hgthasedddied & thonrt codd be gpptied. | Raivgry mMésbanigusedavaek an
conmmuni cat I50 n %grgp%lg pnﬁgsr?lgés %@&%Hr?%no%%echﬁ%‘dé Iy R%m%leﬁyxfl%nc]rgptgﬁ ltécYn%qu b ased

upon the parsi I Ng can one or
filtering rul esatcombinetionasfehened. hosmrmtrunﬂmﬂmnts thtevailable éclnwg' mmdhemsmsan be
based on conten sources,. reci |ent i ndi cia one
ok Tled i n ¢ heape “&iﬁ&ﬁ%ﬁ’a% 3‘&3 OTENURCalion (O3 [5F ARTE] detqriping gr’r%c‘l"er%odu ment s,
the parsing nafda configuridn bbcanbiediday thepeft ti on of the comuni cation such
as the header portlon of, an SMIP f mai | nmessage 15 or an HITP. Qﬁf est or

response. The recei®3EcHBaASRTIELel g machapismsiie sqleqtion Prpgess may in secure

delivery ifo oruate%mamreofwvm@teaem@mv&zyﬂ@nmnﬁmﬂd a@ﬁsmaﬁdsrpcmswe
recei ved comuni cation, or the header thereof. |nstead, in addition, the

source or redngsPEHIMGfTheleteppinmATand PrigrHization 43a insame WOGQCQFI?F% secure

del i very. For doﬂaﬁéﬂ@fﬁlth &rhs gﬁﬁ&ameghléc@o@p@aésg kil agin theEdsBoNber: from a
particul ar source co designated as requiring secure delivery.

Further, conf iR§i9FiEzation t@aﬁe@agnmlﬁwalwl%ﬂf Pagtiran feliventBechanismy indhg o

communi cation gqul rd@ﬁned%?Lﬂllnéjdﬁﬁl'it\f)?io;l&aq&?h&rﬁ%@segthg Hrdt kGl aRhilabeOMMUNI Cat i on
for secure delivery. Thé present i1nvention can be configured to use or

at t enpt t015usemf:£h§m18mdﬂﬁr haddpints ok syabseqges- | evel and channel -1 evel security
for a communi cati O'Tn%) efeg'gd g’%dd\’rﬁgn?sdtheﬁgﬂep); ﬁgélﬁnigﬂgcﬁ%igﬁtifeﬁn be

associated in a data a vari
based upon a rating associated with each delivery mechanism. The prioritization of the

delivery mechanisms can be retrieved based upon the recipient or the communication
source. Additionally, in some embodiments, the communication source can be

20  provided with an interface for designating a prioritization of the plurality of delivery
mechanisms. That prioritization information can then be received from the provided
interface. In addition, or instead, an interface can be provided to recipients that allow
the recipient to specify a default prioritization of delivery mechanism. This
configuration information is received from the provided interface and used for secure

25  delivery of communications to that recipient.

In one preferred embodiment, each delivery mechanism can be associated with
arating. The rating can be based upon various criteria including delivery efficiency,
delivery cost, delivery security and combinations thereof.

In the alternative, or in addition, an administrator can be provided with an

30 interface for designating a prioritization of the plurality of delivery mechanisms. The



secure delivery nmechani snms. The delivery nechanisns can be prioritized as
descri bed above. A prioritized order can be used based upon the delivery
mechani srvotoa®7twase rmechani sm of the delivery mechani sm PChaSssewnt ty
option or options of the delivery nmechanisns or a conbination of these
factors. In one preferred enbodi ment, the 30 prioritized order is based
upon security options associated wth the delivery WO 03/077071

PCT/ US03/ 07042 35 mechanism from hi ghest preference to | owest: S/ M M,
PGP, SWM (Secure Wb Mail) with passworgy and random URL, TLS or SSL, SWM
with random URL. One skilled in the art will recognize that alternative

orders of pri @ididniie8 PRoMBatiSEdformbttdh caRkieRbB Adckival P6 e ravidddnnterfste. al |,
sonme, or none of the secure delivery nmechanisns 5 |isted above. In one

preferred enbddionfigiration spesifipddyde pipinisirajor save £ exgmme. be ysad i srecify a

prioritizatiog.fasethHRAbnIe e Velyyn@Rhhighs of PGP, S/MME, TLS or SSL, SWM
(with or without user authentication) is used as depicted in FIG 17. A

comunication i s eoweembodimews, aZsteaminpnn io made asde whetherdhé ver y mechani sm
occurs accgrdi ' LGl eIy wA ' Sapei ty
options asgdef)fplg g%@{%@%g&@%ﬁ@%ﬁag@%“ﬁ%i%lr%%:{rt]gfz%%@'ae%fe et g;ﬁrén nation
of avail abl e detemmigediehinumber offsehulisghepon commynicYHNCOUTES FOMPUNCAIPE he

Sel ection as fo'tel:n(%,vcvs @%%Qt%h rleégi%*}gc\:/ ex]fﬁ%hﬁh&m tf@rggztatrﬁgl%gcix{ fﬁéhvﬁa@&. a

. . con 0 i
conmuni cat 1 on "usi ng nessa encryption so, use this

mechani smto @hecytuint biee conmunicatiat corbegradsed Gor waliaa indigatingrecdeyip fod _
communi cation {Q tcpeflﬁeré)?(r:t e:rg%]eté\f_?ltd%ox%n% 'cgt:ll'OSnocan [h%% %? \%‘qelciffie& Q%rgéﬁﬁh?%eg | OI s not

capabl e of PGFE Y% capabl e of recer ving a n
usi ng S/ MIME melseaoeisédypeh terparsingt iTha arsind éa0dke geffosmed hyspplyhigonerechani smto

encrypt the commupj cation and forwgrd the encrypt co nication . to the
recipient in é‘%oéepf‘%ef%.r“lfs'stfgﬂreﬁef‘yég@nﬁﬁ‘fa’cg}% @“ﬁﬁ?ﬁ%&fﬁ“ Pasediod ¢ e
reci pi ent capabhiéntOfttac KR8] uft@s, 2eHNIEARI BE 6tBér indicib 5hd¢kilBBlin Ge afilvduithannel
| evel encryption?  [51301 If so, use this nechanismto

encrypt the
communi cat i on TREREHAEAS 2BPAPTHG- iR SOMme FEDeimERIh RGNS PR tf‘ﬂé“'?legé? ﬁF‘é‘qﬁlFr in
step 5150. [533Rkbn bf thlBHmmhibAd¥e sadhchs HelieldePpst@om et aneNITY e-nall thddage eci pi ent

capabl e of ' o -
15  oran HTTP request or response. The received communication can be specified as

requiring secure delivery if one or more predetermined keywords are parsed from the
received communication, or the header thereof. Instead, or in addition, the source or
recipient of the communication can be used to determine secure delivery. For
instances, all messaged to a particular recipient or from a particular source could be

20  designated as requiring secure delivery. Further, configuration data submitted by an
administrator, or from a communication source, could serve to designate a particular
communication for secure delivery.

The present invention can be configured to use or attempt to use any

combination of message-level and channel-level security for a communication to be

25  delivered. Recipients and domains can be associated in a database with a variety of
secure delivery mechanisms. The delivery mechanisms can be prioritized as described
above. A prioritized order can be used based upon the delivery mechanism, the base '
mechanism of the delivery mechanism, the security option or options of the delivery
mechanisms or a combination of these factors. In one preferred embodiment, the

30 prioritized order is based upon security options associated with the delivery



receiving a conmmunication via SWW [5140] If so, copy the conmunication to
the SWM server and generate a notification for delivery to the intended
reci pi entweiog/oztoep 5150. In sone enbodi nents, the notifi eatriuses/emyt d be
subject to nessage |evel and/or channel |evel encryption. WD 03/077071
PCT/ US03/ 07042 36 [51451 If no secure delivery nmechanismis avail able,
deliver the comu~i ~cation via an insecure nechanism [5150] The

comuni cation is securely delivered. In some enbodi nents, a | oop back can
occur upon failure of delivery in step §450. The |oop back would | ead back
to the next available mechanismafter the one that failed. For instance,

if PGP was determ ned.to V. § oop back
woul d re-ent e?n%f msm (f)rgrélshgg% §? ?%f&%p‘j‘ﬁﬁgwm S)I\J{ﬁe(/rﬂfm¥r(l}ga g{\yg\? e{%{ﬁlgl\’%’éb of
SSMME. 5 In Mmlb]wahlpmswa:tdlanésandbxlnéJRIediIslomSSLcSV[émeeledmd@nth rant step is
based upon sug ailure of .d St noin .a ion to,
availability Slfcﬁ?qilg%b alr&‘iv%lJFcolgméz%&hﬁﬁl{ema ife ?rHers 8ﬁrno%gy %a%theélﬁed %kﬁ

al ternative emhatitiveotdss canhisclidesdicsone, deione/etrtye sicerp dehm:r)bmecltaoismlsl y renmoved
or substit th a | oop back to step 5105 and conti nue checking for

avai l abl e gecdfé ?very mechani snms until one is found; in addition, a
constralcI nt ]g:oulg 1ﬂ|nc%3pfﬂfc]?ﬁ‘eﬁeﬁibo&uﬁht asdcmmemeyp@eestalwahatdhaulltoop Onl:l y ) :
occurred a fixed nunber of tines or occy ixe riod. The
present i nvenPleHfZ4eN st upoa seHEBRRHARY A IP§; $W|Tﬁrsc96gét %W h ot her
net wor ki ng adi} @itedut adet MhMBENRAPisARM 15 MEH QBB nFIGI] B Al SSBMuREL R s above and
below. The follow wg)ocorrponents of the present_ invention can be

i ncor por at ed Faseiyed hO0pSelegtion of 8 seaireteliy Gh MedHEE™ KEYP BEPHIRAC 2P hey can be
confi gureqgsepg ?lﬁ:ﬁt@efﬁuf?E)rlbﬂlzﬁf?m%@&dr@’optlo&e&lﬁ%ﬁcéééh) J\@dsl516§m5 SY4,service
can send a notification nessage to a recipient wth a link to a secure web
page to accesgnddl3Sr glerramimtenefgeailaleespcurndeliyere yegbanismsiecys f ol | owed,

the recipient Slowik: secure connection with a server

cont ai ni ng the&ﬁﬁ%ﬁlﬁa Q%eg%glglg!ég %e nessage can then be viewed
securely. The[3®8] acclds shetrecipibis capablesdgeeivingargmmunisatierowsingrPGnnect | on

can al so be secured by| appra fentication nmeans. As non-lim{ing
exanpl es, the authenti cmagslts)%igﬁ ?Veﬁer{cwg?ﬁss'er access
[5110] If so, use this mechanism to encrypt the communication and forward the

encrypted communication to the recipient in step 5150.

[5115] If the recipient is not capable of PGP, is the recipient capable of

receiving a communication using S/MIME message level encryption?

[5120] If so, use this mechanism to encrypt the communication and forward the

encrypted communication to the recipient in step 5150.

[5125] If PGP and S/MIME are unavailable, is the recipient capable of

receiving a communication using SSL or TLS channel level encryption?

[5130] If so, use this mechanism to encrypt the communication channel and
forward the communication to the recipient in step 5150.

[5135] If PGP, S/MIME and SSL/TLS do not apply, is the recipient capable of

receiving a communication via SWM?

[5140] If so, copy the communication to the SWM server and generate a
notification for delivery to the intended recipient via step 5150. In some

embodiments, the notification could be subject to message level and/or

channel level encryption.




may be based on a random URL, usernane/password conbi nation, SecurellD, or
conbi nations thereof. 25 In one preferred enbodi nent, an adm nistrative

i nt er f acewbDa/ottel r eci pi ent can be provided to confi gurePCh@SomdTENance
of read and unread nessages. As a non- limting exanple, the system can be
configured to delete nmessage once it is viewed. WO 03/077071 PCT/ US03/ 07042
37 For each recipient of a nessage to be delivered by SWM a random stri ng
can be generated and a URL created using it. For exanple, the URL

htt ps://boxname/ neg. i sp?r an=12f uul 980dh89, coul d be used. The present
invention can generate an e-nmail with the URL enclosed in it. Such an
e-mai |l can bez—g(}gs""ru Tt or I eciphent that - T pe-Tetr] eved
at the incl udé rnk. ggH%Séég%ba‘giéYeﬁ)éﬁng ésh‘?l?:teslrrrll l%%{}?bdée"ag%‘gﬁ ﬁe%g@rﬁﬁmb%n

aut henti cati on by usi ngviaanmescn@mechasswor d or securel D aut henti catipn
h andhnds

mechani sm S¢+ rhodHpnts—of—t-he—present—avent+or—ecan—be——<conf+gured to
per f orm user RISHENT i chthegmBuispEons §eﬁPr§§)‘| ‘#‘Favetrﬁ% message containing |the

browser |ink. 10 The an execyte on or as one or. nor rocessi ng

el ements. These pﬂ‘o%%@'ﬁ?&glg‘te%tﬁéﬂ?‘? l?f'ii'ﬁC%’eocﬁ‘éfr“tpo%?aﬂf’ﬁe(’f?f/lg‘iegrﬁ"5%80essor of
the present iﬂlllﬂnLTr%nooprack tvl?]ﬂaleaagadkeo gRmak @l gilaplephatirdand aftdr e dne

comruni cation |ink between the nd the system pr, sor.. I n _ejither case

the recei ved é‘@ﬁf?ﬂﬁ‘i‘-c‘&i‘i"&?ﬁ“?%‘@ | B ‘E&?“PW@E% a@p?a_%ﬁaﬁpélt 5@135%([{?15@“@%“ on,

or Some st or agRpdaSOFb Al Rentdrite prilRssSRPep 31 B t¥ deERYihelSRildbilif 0P SASBIEJ

el ements. The |ocation of the copy of the communication can be used in

sonme enbod? meMt $ich 8ligTeHEpRihe dHEOURProgTEdB? e BRR TS bated JaPhBieess B%an
generate the cligle dERRSNACREd o, Bfin hLAKEGABYavhi®bAl) 8fthe phtGcupiEqigyi des for
secure presentnment of the received conmmunication “thr %t;;gh appropriate
encrypti on usiopidends addidon, eviajaltepativg smbedimeats,ghe insscpppeliverpstey agnibe, PGP,
etc.) and/or vel y s?@-s : eferred
enbodi nment , Sﬁ?ﬁ%}gﬁﬁl&% ﬂqét\l/bgpﬁ[eegg\? g?g{l Pdn agtéfove alggta ﬂde_é)smelgltep;lh? {)@nogpftgi{ on for
provi di ng secuavalaplessmrg debintry niEpfanismsjuptilsong isdfoinsd; inagldjsionsagoastiean sofldr use
in encrypgio n. be [ I 1t hi t

i nventi onl;%i n%?iﬁ%ﬁ ?nosﬁ’,%wg:l)c;rogilgh‘g(tsgg%?h{eﬁ%aﬁs&fy %&E%%oaﬁgsé g glpm%%ﬁofg t'e3 g?ﬂ such
keys from an apprepfiratfixed pmebeiabl y 25 trusted and aut henticated) key
server.

The present invention can operate independently of, or in concert with, other
networking administration methods and systems as discussed herein above and below.
The following components of the present invention can be incorporated into the present

15 invention. Once incorporated, they can be configured separately or in combination.
Secure Web Mail (SWM)

SWM service can send a notification message to a recipient with a link to a
secure web page to access an original message. When the provided link is followed,
the recipient’s browser can establish a secure connection with a server containing the

20  original message. The message can then be viewed securely. The user access to the
message through the browser connection can also be secured by appropriate
authentication means. As non-limiting examples, the authentication for the user access
may be based on a random URL, username/password combination, SecurelD, or
combinations thereof.

25 In one preferred embodiment, an administrative interface for the recipient can
be provided to configure the maintenance of read and unread messages. As a non-

limiting example, the system can be configured to delete message once it is viewed.



Server - based PGP Enbodi nments including server-based PGP can be programred
or adapted to send and/or receive server-based PGP nessages. Server-based
PGP can bwouwsedorn environnments where it is desired to praTi$e3/07042
confidentiality, authentication and 30 assurances of nessage integrity.
This functionality can be inplenented using a PGP WD 03/077071

PCT/ US03/ 07042 38 tool kit such as PGP Freeware (Massachusetts Institute of
Technol ogy; Canbridge, MA) or provided by Network Associ ates Technol ogy,
Inc. (Santa Clara, CA). One preferred enbgdi nent can include a
configuration interface to adm nister the domains and/or users that can

send and/or recei V@oﬂ&%ﬁ?&%nﬂ&d"tﬁes&m tEEPAMvMédb Swmndo-ﬁhﬁnngcan
adm ni stration interface can al so provide facili tx for public-key
D

managenent f orbedisnptadandphéRl ereated psingiieReriesamplerihoEREoNnf i gured to generate
a PG/M ME mBRsadfoinh isBPhaH 1D lgmﬁggouflcpﬁe Jsg@sﬁ'lerﬁ&eﬁt'lﬁﬂ%ﬁo@r t he
domai ns t hat %ML@a e specified to require ME nessage- | evel encryption.
The various puishigenczateian mail #ith thedyRL taplosadm it. rSugh e gpwilean bawseh o avai | abl e
local ly w tSh' Tnfo a%)ﬁngr{t tl}apz?mggsgge% b&petﬁ&\éﬁgt{ghé)ﬂc wh& Adisol@n, or

i nstead, the system processor can- obtaln suc eys fFom an appropriate
(pref er abl y trelnﬂiodmearmtammtohldnadCereU:)uthee;iczmsnen byeusmg nesernamg/pMsyorlgEs | n one
preferred enbodi t ent vent i domai n
of an incom ngse%n%@aad'g’e“%%‘?%rpm% ¢HBd >t '§ome gl Oddm FiD Bﬂﬁe rggeélpfrnggchtuog or
domain on a Idz BuwsED phnfcﬁmuséxhﬁﬂmehtl’t@tlmesesfagehspaynngmedmsggptadammgng t he
correspondi ng puplic g Aut henti cation of the sender can al so perforned.
Qut goi ng Mess OWVRT m%referred embodi ment, the recipients and domains of
an out goi n@ nMessagqhe SWM ahiséxebige ohecisede &gabm$>tocessmgeleumts Thet. |f a

reci pient or destination domahn 20 mptches a reci gtlntﬁnt of domaj n appearing

in the PGP usdlfoqessins elgmeryts can ne part dldRn s ieRRrPSHor B p REPL IV &0 ng t he

PGP/ M ME f or Mhey chi®e BitaGB PrideEkitoR cortiniBftios liBRb&Wedhsthérd ahd@e of i gi nal
filename with a pgp extension, or other suitable pam ng convention. After

creation, a pryEe8Prasevpr i1 Arhefrash “teﬁéceavﬁﬁF%‘B?‘P%.‘F‘é‘oﬁl‘%?%t?élm the SPSALI i ver
the encrypted tﬁ@?@wﬂt fﬁ@édu@ﬁ' or $SnSRbMES ashirsfes witMhd/eparaghypiBlid t i pur pose
ens

I nternet Mail I ons)

15  processing elements. The location of the copy of the communication can be used in
some embodiments to generate the URL; however, other embodiments can generate the
\ URL independently of the copy location.

The SWM provides for secure presentment of the received communication
through appropriate encryption using message level encryption (e.g., S-HTTP,

20 S/MIME, PGP, etc.) and/or channel level encryption (e.g., SSL or TLS). In one
preferred embodiment, SSL channel level encryption serves as the security option for
providing secure presentment. The various public and private keys for use in
encryption can be available locally within the SDS of the present invention; in addition,
or instead, the system processor can obtain such keys from an appropriate (preferably

25  trusted and authenticated) key server.

Server-based PGP

Embodiments including server-based PGP can be programmed or adapted to
send and/or receive server-based PGP messages. Server-based PGP can be used in
environments where it is desired to provide confidentiality, authentication and

30  assurances of message integrity. This functionality can be implemented using a PGP



Some preferred enbodi nents of the present invention can include the ability
to send and receive server-based S/M ME nessages. S/M ME can be used to
bol ster wWwoiosatw71integrity and provi de aut hentication. TReTArseyerny2
invention can generate an S/ M ME nessage from an original nessage

reci pients and/or domains that are WO 03/077071 PCT/ US03/07042 39
specified to require the SMM: format. This feature can be configurably
turned on or off. Server-based S/M M functionality can be inpl enented
using an S'SMMe toolkit. Sonme preferred gnbodi nents can include a
configuration interface to 5 adm ni ster domai ns and users that can receive

and/ or send NEgSRAGSHUS PEP ﬁré@va%\éwﬁsacmam&,sm&e of TERANbIBER CaRMriddeSO be
provided for public-key management of the domamins. The various public and

private keys fMA)gsprovidedbNgoriohssecirtessEechnelpgyabice(SaB@4llag, CAl t hi n t he SDS
of the present i nv%ﬁe' Qé'ferréd'bn%%xﬁénp&n i der}%%ﬁﬁé{na&olﬂ‘?nt@ﬁf&%?ﬂdﬁ{lﬁ)i%ﬁsor

can obtain such keys f oM an appropriate pre erably trusted and
aut hent i cat ed) thkétymal@s gwfoy @sers thaicenseng avosmeriye Messages bsingide REEAAME can be

checked to seegf,l 3t trhl §d&1ﬂls§£tl}ﬂ\'\ﬁ& dfack QAR L)Vld# ﬂl@hl eJ %f kﬂ/@%geor the

destined domain O a nessage es a ne list,
t hen the rressaugmalgsmdedfmr)ﬂpmd\s uﬁhdngesehtenmtlmew(mdpnf@gumdbb igenekate/a

Aut henticatio t he sende 30 be 0 j ages A
Feci pi ent of _aRoBISE e HRRAEk Glhadn® BuetioR ok R PR AR o
list. If the rz&esmlcﬁiati t@feqﬁxked’MMﬂ&ﬁdsﬁﬂged@erypdqmileadousmnpb@mds

S/'M ME encryptio n a.new rressa can. bas on.the S/ MHAE
For mmt. - The hedralenieKi oD 1B SLRGoR S e BIAR GET G 0 r SDS oF e At
filename Wi h @vé&idonEn addiesis bOinstedd; thelsyiim poddstaiRbe obtaifiisich keosft@nithon. The

present invention can th eliver the S/ nessage to its intended
recipi ents. SSipPrapgate(pre B’r'i’gytb‘fsfffiéf‘ %‘Hhe@ﬂ%gfgé‘hf%"ernessages can be
del ivered usi ngeamfifgMERagedd Comuni cation channel enploying SSUL7LS or

ot her appropriate secure channel orot ocol . A recipient of an outgoi ng
message can be chedR&Be Rigisrad empgsimentpfythe preseng jnvention, if the recipient or domatn

of an incoming message can be matched in the database to a recipient or domain on a
15 PGP user list, then the message can be decrypted using the corresponding public key.
Authentication of the sender can also performed.
Outgoing Messages
In a preferred embodiment, the recipients and domains of an outgoing message
can also be checked against a PGP user list. If a recipient or destination domain
20  matches a recipient of domain appearing in the PGP user list, then a new
communication can be created using the PGP/MIME format. The new communication
can be created using the original filename with a .pgp extension, or other suitable
naming convention. After creation, a process compliant with the appropriate protocol
can deliver the encrypted communication.
25  Server-based S/MIME (Secure/Multipurpose Internet Mail Extensions)
Some preferred embodiments of the present invention can include the ability to
send and receive server-based S/MIME messages. S/MIME can be used to bolster
privacy, integrity and provide authentication. The present invention can generate an

S/MIME message from an original message recipients and/or domains that are



list. If the recipient or the destination domain requires or supports
channel -1 evel encryption, then the nessage can be delivered using such a
channel . Wioaswarorous public and private keys for use in eaarysos/Hma2 can be
available locally within the SDS of the WD 03/077071 PCT/ US03/ 07042 40
present invention; in addition, or instead, the system processor can obtain
such keys froman appropriate (preferably trusted and authenticated) key
server. Threat Managenent Center A TMC system can reside on a conputer
systemin comunication with one or 5 e application and/ or network

| ayer security systens. A typical hardwaré configuration for the TMC

i ncl udes a system.pr.ocesso St da t j imlar
i capaci ty { SPRIELBFERRF s Efo 3h Be bty ed G &
application | affr security systens. Typically, the comunication can occur

via a conputer network su e Internet: .hopev one_o systens
can connect to 10 #ﬁrgeﬁ?ﬁﬂ‘g?@ﬁ %@P“W‘%ﬁéﬁ?@?ﬁ‘F\R@ﬁ%ﬁﬁ{eﬁé‘s‘a ?%%M@(E)Eﬁnecti on
and di al -up aaeskis.. Sonldgrefted émbdditats @b itchrista configuratiou tinterfacprocessi ng
system and at |east one, output. FIG 13 depicts .a flow char f rule
creation pgocé’éig“‘?‘ﬂe"af’r?“@%\éﬂﬂ‘ﬁ gﬁ"? thgean regel v Andiop grd mgssages ?SH%@%@M about
nessages, NMesYa@hdtgAR Yitéfl¥e carpdlicAipPovided o iRbAG ke higeméMi bE@E domssaci at ed
with them or any other_ information gne skilled in the 15 art led find

rel evant to thHexarienspuhlis and prixate beys £orgise inreagRyBtIKCap be rllabige also be

provi ded by ong R HEBDY AR présehdiMRnlichy BT addfH! drtistéad Sth€ §fstempieeksional
out put of the TMC 2010 can includes rules and/or policies that can be used

to protect agdihsbtainspetpkeys fromspPrARiae @derabik Hutird By ahsnicatsd) ¥ | ayer
security syst &@Re, These rules and/or policies 2010 can be used by one ore
nore application layer security systens. 20 In one preferred enbodi nent,
rul e and pol i dpconiagtMessagesn be based on the set of threat information

that 1s recelved. LOfiQ0nfidt h8RaGAln BEcHe Iegitx@ if 11 Th QARIGE ({FRAE 17 HESS_of

any other threat informati®n source con ure o communicate with a TMC
The out put 20I€cipitnts hethd MStioedhddoein offal message chabhesa Reinbey ofi thy SAJINVIE ypser

Application Programi ng. | nt e 1 I n .
depicted in tHleSg t%%ex%%%?%ﬁ{/&%ﬁ@ggﬁ% {l%%?} gﬁpépdlﬁ%u%g%e)gkﬁtﬁhc%t%nt he art
wi |l realilbe tdisie sander cql dsoARIpsrfomredbe configured to performthe functions
desired. In sgére enbqQdi nents, the API can be nodified as often as
necessary or JRUEPREMES 4R ount for any changes in threat and/or

A recipient of an outgoing message can be checked against the S/MIME user
list. If the recipient or the destination domain requires or supports S/MIME encryption,
then a new message can be created based on the S/MIME format. The new S/MIME

20  message can be created using the original filename with a .smime extension, or other
suitable naming convention. The present invention can then deliver the S'MIME
message to its intended recipients.

SSL/TLS

In some preferred embodiments, messages can be delivered using a secure

25  communication channel employing SSL/TLS or other appropriate secure channel
protocol. A recipient of an outgoing message can be checked against the SSL/TLS user
list. If the recipient or the destination domain requires or supports channel-level
encryption, then the message can be delivered using such a channel. The various public

and private keys for use in encryption can be available locally within the SDS of the



traffic patterns. The APl can be programmed or adapted to use proprietary
formats based on nessage interrogation systens in place on application

| ayer secwoilsp7®ervers as 30 well as standard intrusion deceatsosororul e
formats. WO 03/077071 PCT/US03/07042 41 In sone enbodi nents, the output of
the Rules and Policy APl can be in a natural |anguage. |In other

enbodi nents the output can be in a rules expression |anguage including but
not limted to regul ar expressions, intrusion detection infon-nation
format such as IDVEF, mail filtering | anggages such as SIEVE, 5 proprietary
rul e expression formats or other formats one skilled in the art would find

appr opri at . AgenAfalb ] Ao RIS, ELALA prb@RGH BGFoRh Bith ke De used

to explain an amnlstrator or user to configure the systemwth
t he suggested fram @saWMrlapdpmfﬁr@iw truSked apdPhutbenticdsed) ks sbrvas. i nprove the final

set of rules nrggt% i QX;eH]ﬁen;E 10 As a non-limting exanple, sone
nessage security SysS e |nterrogat|on engi nes that use

proprietary rule fmr'ﬂMCssystbm csmmhldaosysdmpnteraymmmermhlthlakiom wah maer
nmessages with a " nent_ can e Attachrrent

Filtering Rul €™ ff‘?]@%fonoaﬁglof Irl%v(:‘)’ronm‘byei%“%t 3t rresﬁt&lylp b eaa? Exe Action:
Drop nessage AS)nfigLﬁﬂnmlfbrr’fhé T 1ea<ladqalaeystan processdrant laggdtern data moregwhigbsages

with a "Threat it.I subj ect st.e d . Mai l
Von tor i ng. Ful@n b Sl gaiaein o Bop HerrBreieret Bioad bt espB S o5 Ti 110

Action: Drop wmsn Qyérfs@d’tﬂmsyeﬁb@dTWMQ @ Forkaenictitibh eieadcut ipes of rul es
for performng different pes of fllterlng If a Rules and Policy API
2015 is used, ‘toﬁé’“%'l‘eéw%ﬁl?é“‘ifbds tW“%&thPHﬁ"errﬁ’} QT ROEFHHCRE A" BROSE Bgr ammed

or adapt edif 0 GOTNINViL8thE Méchihith thcfdlng dIB& cOMieBldn 25 Hth1 Qb abdess. TMC can be

I nfl uenced by goals 2025. The goal s 2025
The TMC includesat least one input, a processing system, and at least one

output. FIG. 13 depicts a flow chart of a rule creation process in an exemplary TMC.
Input 2005 can be information about messages, messaging systems, attacks,
vulnerabilities, threats associated with them, or any other information one skilled in the

15  art would find relevant to threat analysis. In addition, feedback to the TMC may also
be provided by one or more application layer security systems. The final output of the
TMC 2010 can includes rules and/or policies that can be used to protect against threats,
both known and unknown by application layer security systems. These rules and/or
policies 2010 can be used by one ore more application layer security systems.

20 In one preferred embodiment, rule and policy creation can be based on the set of
threat information that is received. Information can be received from one or more
MSSs or any other threat information source configured to communicate with a TMC.

The output 2010 of the TMC can be influenced by a Rules and Policy
Application Programming Interface (API) 2015. While only one API is depicted in the

25 exemplary embodiment of FIG. 13, one skilled in the art will realize that multiple APIs
can be configured to perform the functions desired. In some embodiments, the API can
be modified as often as necessary or desired to account for any changes in threat and/or
traffic patterns. The API can be programmed or adapted to use proprietary formats
based on message interrogation systems in place on application layer security servers as

30  well as standard intrusion detection rule formats.



can be gl obal goals, goals for individual messaging security servers, or
goals for individual users. As non-limting exanples, sone MSS enbodi nents
can have wore/3®7conservative threat managenent policies. pearmsogoteri nent s
can be configured to use WD 03/077071 PCT/ US03/ 07042 42 rules that are
automatically put in place while other enbodi nents can be configured to
use rules to be approved by a local admnistrator. In sonme situations it
may be desirable to use rules that discard objectionable content while in
other situations it may be desirable to,quarantine that content. In other
situations, a higher or |ower confidence in the likelihood of a threat
pefore an actlon | g LAhoThRR. HE Bl fre RUS a8 LRy 2an B8R 0 91 ODA
goal s or different "goal's tor gitterent S. a non-limting exanple,
the goal may hetusal tapbagenIedtheecmbodimests thealutpat candedn & Brldsaixpresseaur acy val ue.

For exanple, ,a goal. capn be given to the systemth i.fies 95%

ef f ecti veness 1?}‘?83@9'.’@%}“ %“éﬂ?%&}“"fdg? re%lﬁhgxc%ets%l?:?sf %’&{u aggg%t%éugine

enbodi ment s, dsfoafiioh €srm@odkch ad IMMEF, shafileing Bhfigesoneh ay SIEVEe users,  MSS,
or ot her er%tit ide a.definition of threat nmuni ns. As a

to pro nj, n 0 y
non- |imti’ng é‘?@é‘ﬁﬁ?" ,qu e¥Prefrion iopaty er qther formais one g‘ﬂbﬂﬂﬂ‘tﬁ’ t\vf\%ﬁ‘?h fined.
Rat her than abbopdid RHA HordliRitdgeXarsiRE instufidlanfli@e PitpGah bé G381 ¢xpiuican
classify messages in different categories (e.g. bysiness e il?, rsonal
emai |, chain |'@fR afminislyion r userhgHdg eonfisyierhe ﬁx,étsmfyﬁb%wéﬁst@fl f«eﬁés,
newsl etters, mRitikg |ists, etc.) In sone enbodinents, an individual user,

adm ni strator or other suitable human or conputerized user can regqister
pref erences concer AMaYPE evdegseddp impipvoihe findset of peseeneragd by 8kt TMFhe syst em

can then gnf OAsCaeanhﬂ’ﬁitiﬁgé)ia%lé, &md MekadeRbdubily sydBins ifchide AferktiBfiH 10 the
threat pushback system Turther described bel'ow and depicted in FIG 14. 20
| nputs to Rul eengines theflusepropriciary irdp frman. baswch asystede a ryato Blpek ingamipg nited to

the follow nqﬁesg.aéeﬁgm agﬂga{)ée;(gn §m%gﬁ§§g&%§e&ﬁ sarchives such as

SpamAr chi ve. org, user repor spam spam i dentified by the individual
messagi ng secukttackmey Filensg Rulenf or mat i on about m scl assi fi ed nessages,
information fr 1mcﬁg1;t_ )ases of known 25 spam such as Distributed Checksum
Cl eari nghouse I?ﬁet p: WAL hyolite.com anti- spam dcc) and Razor
(http://rador.sogheaftahgetaxet) 2. Virus information fromvirus signatures,
or ot her sour Ces; of .virus information such
ction: Drop message
As a non-limiting example, a rule to block incoming messages with a “Threat
Title” subject in such a system can be specified as:
Mail Monitoring Rule:
20  Direction: Both
Field: Subject
Data: Threat Title
Action: Drop message
Different embodiments can use different types of rules for performing different
25  types of filtering. If a Rules and Policy API 2015 is used, the Rule and Policy Creation
module 2020 must be programmed or adapted to communicate with the APL
The output 2010 of the TMC can be influenced by goals 2025. The goals 2025
can be global goals, goals for individual messaging security servers, or goals for

individual users. As non-limiting examples, some MSS embodiments can have more

30 conservative threat management policies. Some embodiments can be configured to use



as virus alert newsletters, and/or virus alert databases. The system can
use this information to develop virus information before signatures are
avai | abl ewOmhi0%7030 i nformati on can be obtai ned from anti - PCTUSOVeTdDr S
Sophos and McAfee, for WO 03/077071 PCT/US03/07042 43 exanple. This
information can be retrieved via HITP, FTP, SMIP, by direct database
access, or other appropriate neans. |In sone enbodi nents, the system can
create rules to block virus outbreaks before virus signatures are avail abl e
as well as for deploynents that do not Rave other anti-virus systens
deployed. 5 3. Intrusion information: This information can be extracted
from vul ner abigjes bﬁa@dr@ﬁﬁt%atfcﬁ%tﬁWﬁlﬁ@e’iﬂﬁH“d&e@@mb&tﬂfhérﬁﬂean%%nﬂghﬂcﬁtWal’ e
vendors, open-source projects i nformation sharing projects such as the
FBI | nfraGar d,usprulgsite g‘? apperyed by a Josal adpymisparafesomPHEUAIORS R MY D8N can al so
be received f r&maglestB Elkek}ldfeg%al J]Ed’al'{ﬁébg&tlo%ie%hﬂe%lﬁbé% 8iKBr GHuatidns fRkhybe
manual |y entered by users. he system can perform i nput parsing and
feature ext racbmdewaabc;@q@hrwgn@ thaf qnptent. Inppher simationsuy igher Phlot’“ﬁfec%‘ﬁg@%f spam
nessages, NS ih iR fifRa bl FindIPucBR Ih ABRRA0ERen hill e RLiRRL O Godil12005
proprietary fornmats suc croso S pst torndt, Unix nmbox~ format,

f orwar ded sparsanbe glpaahgsdﬂor differamt wults &wldrféanent MiibsaAs hinoeelipiitinggaamplessages,
or other sour e _spa S st orage or
fromrenote 1§ﬁ'\e Oltlléla < £s E'errltgﬁl e%%?[oco s§0a19§ %r%ca c%ﬁ%%qccfu;ziw]vlﬂ%g f?iéo I o, HTTP,
SCP, FTP, POP exthﬁlE’,,a garal caRIBéZglvEmro thcﬂsysmd1 thatdpedifias®s Dadifecti veatse uad99.9%at ur es
can |nclude headers,. ori ’ and nessage contents. Each type of feature
can be extracfﬁﬂ"%ﬁdb%¥’8é%e%§mapproprlate One preferred enbodi nent can
use regul aln expressgd wmmmoemtenﬁmsmhbmg doab e syem par Alewnms sager lﬁﬁd
extract featugﬁ§ A @refllter ca used at defines the. reeklar

expr essi on us@@oPEF OBEHILRLO RERY aﬁgﬁm?ﬂ?g IS PIRg RUBMUNEAIDL AKE "M at ur es
that are ext nagtifdexaipledintidicasé 8f sphm GspexaiaY mdt bd WEll @fint@CRARG RS Sage
subjects, a regex filter . can be used that only exanlnes sub%ﬁ lines. To

extract i nfor APV oAl Rinasy flecisiony e Presend inveptian cap Flassity mgssages i HEFT9nh at

only observes JRs&RY%e.HIAARIS emsHl, Pedsafall ¥mshl, hah Rdbrs PiaRIt 1dnglidg8) Sors aebbe used
to extract different types of content from'the body. A normal 25 tokenizer

pre-fil t erlScarPresusioffrsingo pemsilctenmaking figatetr e it somgembodimgpigraadndividule
words, phras _‘I':l_ﬁer ﬁ&ﬁﬁﬂﬁor ot} A8GbIE BRLM St ?ﬁteﬁkédluk&q:ah Reglshe art would

find useful prefilter can be sensitive o certain types of words
i ncl udi ng i gnmrq:fppgnqg:e congemingredeipt of any of these types of content. The system can then

enforce that policy for that entity. This can be useful in the threat pushback system

further described below and depicted in FIG. 14.

20 Inputs to Rule and Policy creation 2020 can include, but are not limited to the
following:

1. Spam and non-spam messages from archives such as SpamArchive.org, user
reported spam, spam identified by the individual messaging security systems,
information about misclassified messages, information from databases of known

25 spam such as Distributed Checksum Clearinghouse (http://www.rhyolite.com/anti-
spam/dcc) and Razor (http://razor.sourceforge.net)

2. Virus information from virus signatures, or other sources of virus information such
as virus alert newsletters, and/or virus alert databases. The system can use this
information to develop virus information before signatures are available. This

30 information can be obtained from anti-virus vendors Sophos and McAfee, for



address and domain nanes. The prefilter can al so cause the features to
focus on email addresses, URLs, phone nunbers, etc. WO 03/077071

PCT/ US03/W0®3@77048 The system can include an anonym zat i orCricbas/e7oshat
assures that sensitive features are not extracted and exposed. As a
non-limting exanple, the anonym zation nodule can determ ne the
identification of the spamvictimand the domain and prevent exposure of
that information. 5 For virus alerts, input can be enmil nessages that
explain the presence and properties of new virus or worm The input
parser can be configured to parse these Tnessages and determ ne the

rel evant properties pof .a.t at.. se _properti i §d ut are not
limted to, the PR, n@‘ﬁt“r‘}{ﬁﬁ“ﬁ%“’%rp‘fe‘i/eprg'g‘,evegdﬁvt‘){‘ gﬁp’&?‘r?égwgh ‘?Feéﬁm
addresses. The idunibasepacessor othyr dpprogiime measf e scpumet eniibodimeentsd the system o i | es

or pre-filters 10 for the diff.erent sources of virus alert ternatively,
the virus al ert PEASEYeSIQRORVITU ouébbﬁi‘?gﬁl.ljl?ﬁ?%rgfl lr?)%s‘%aP%esﬁé%avﬁgﬁbéést%ellaa%cess
ot her i nformati ofdr depienienfsQMatad hetacanthdiantipaussgsemodeplajedvant properties.
I n other enbodi nents, the vi_rui, alert parser, ma

S5, ] L i nteract i.rectly with a
dat abase tRat st @frusonipfamptigng This infgppagpn ‘é““d’é?(??‘x??é‘{}l fﬁ’é‘hﬁ‘ﬁ??@”@ﬁ’ftakf%dat a
based on such i nf&hR&iréc@Rudnts Bufthd, SERTAGTtwiR vEitrs, bped-ouR8pfdRissy st em 2020
can reside on a single systemor multip rocesses can run on nultiple

) | e
systems. Threat PHIBR{RIL @FP%?P%%W%%@%EBE irgGarda FAhet SPUrEES AR and t he

rel evant feat ur egpeaphin@CradinfokRerSYchh 8¥b bafechitéd fraf dRubuealisthusion Of
algorithns to deternmne the relevant features and/or reduce the feature

set. In some endpirstinRarsioms bt Ran brcmensally @utres &y ¢5f- be associated with an
I nterrogatjpon syst fy telﬁﬁcag ?ﬁré%@gg%%ﬁrsfﬁ%&fégtu]?@éx?rﬁéﬂoﬂ%céd?@ngfbﬂﬁﬂﬁr late

type of rule to creatée. Iments, a feature can be expressed
usi ng a pl ur altyfeyandfourer: dn thsgastei o spasy messages, therinpuiar inslide aparemessages eat ur e

sets can be r | .Gl s »C ) n sone
cmbodi mont s, | Tl AR el oph PSRN & i8R AR réER T A mb

i nt errogat i on feysi,domvandeyd spraver spamsenes ghattachmenhanewbivglof spam wessagesl ue f or
a particular 25 .nessage.. These val ue rm i nput
fromthe syst é’ﬁ\omelﬁ%?cgf gp%fpa{nhrrétésga va aﬂcebgqgggseggl%gﬁ?a&g? gﬁgg\lﬁﬁor@%& CIr;%d
based on nisw tshorartusing petstbRalch dsy ot nottlime tehBS 3T T TR SCBLFIR, POPpIMAP.icat e

sources; The, N3RS 6 Bo RIGR AR Ol A0 Sl RIS SISl 9O 002t
message contents. Each type of feature can be extracted and stored as appropriate.
One preferred embodiment can use regular expression content matching tools to

parse messages and extract features. A prefilter can be used that defines the regular

20  expression used for content matching. This determines the type of features that are
extracted. As a non-limiting example, for extracting message subjects, a regex filter
can be used that only examines subject lines. To extract information about all headers,
a regex filter can be used that only observes message headers. Similarly different pre-
filters can be used to extract different types of content from the body. A normal

25  tokenizer pre-filter can provide normal content features. These features can be words,
phrases, n-grams, or other features one skilled in the art would find useful. The
prefilter can be sensitive to certain types of words including ignoring certain email
address and domain names. The prefilter can also cause the features to focus on email

addresses, URLs, phone numbers, etc.



wei ghts, or confidence values for each rule and interrogation system or

ot her relevant WO 03/077071 PCT/US03/07042 45 information. In one

pr ef er r edwermdodionent, the rule creation system 2020 can i ®RCITU$e3/67042
schedul er that |ooks for new threat information. The systemfirst creates a
set of candidate rule sets 3030. Before these are distributed, the system
can use goal -based testing 2035 to determne the validity of 5 these

rul es. Sone enbodi nents of the present invention can test the rules and
policies. The test data 2045 may incl udegt hreateni ng and non-t hreat eni ng
data. The systemcan use the test data sets to discover false positives

and negatives of tR§e3YnClnARINE! ah aRSnyn@SIAEH Rlod Y BlaBASRES el sBRMGR. The
goal s 2040 used for rule creation can also used as 10 input to the testing.

Addi ti onal godPaures preingtiixrgetedandreaposed.nis o imitipe examia tecanganizatiosan be
speci fied for rhﬁfﬁé d -dﬁt'e&?iﬁpﬁ,%'iéénﬁfi*ca%ﬁl)ﬁgé‘g@m”@&imci thé BEmaAN SAFHRLGAD

autonatically adjust the feature sets, t I ghts of 1ndividual features,
t he wei ght s ofexpesschofitimt énferogtion.on system and any ot her rel evant

paranmeters 40 reac h S - i i j eved, the
rule sets égn be a%B%853%&%%6nﬁﬁ?%ﬁ?ﬁ%@@d&%%%Q%E§§38h9§h#ﬁ$%%?4%ﬁshback
Syst em Many sysomenteslofionew vinusdiavoamt Thainputgeideess bs goftgored toparsetheset ack in

t he | ocal environnen&r e%hﬁﬁ% Qp&h&é%qgﬁoaggrlsms Ju Rpa%mpg&ticipate in
the network of MHEESS anddsiRmmg s sy BrtieHd A hrElle S RIS e an

det er m ne t he isclide; ButQte ot lithitediio, e dttachtmsiit iame of typesutipre kndsand ifiden t he
source. Once t source of a threat is determ ned, e. 20 _system_can send
nessages up t rfggﬁéiﬂﬁo l?f’ IR BRISR MAY\ R BRGR %ff “’t“ﬁgorWI"“e(iegPE‘ﬂ? ﬁ? ot ngg rs
pushback syt edt ;madiffetsmit Sird@d ofvifiR ARLE EAIEWHRIVER) S v dlerDparsetandt iA

conplinment to, an applicatjion client, an pl i catjon_|ayer securi system
or a TMC. A tSpRmuBication Witk Web pagst foghrest ¢ %‘Fg@Fm‘ttﬁ’@' fliﬂ‘? éﬁ?mﬁwai)ﬁ system’

includes a sysf.el fRTEERRER0LpaIE. In StslcaiBolidlets Sth Vidus A SdiseF By Bigeradt M | ar
in capacity to those described 25 herein above with respect to the

appl i cation | adjeethswithp fatgbass dhatesigres spgihinfrmptjon qragiserdeaynduglht 6w d8@n occur

via a conput ery Qe Lk, fkrha@sh ihfdhd ftemnet; however, one or nore other
mechani sm can be used 1 ncluding direcCt connection and dial-up access. FIG

14 depi ct sl%an exendharye etptioatsyiers ABAden sspisleoma singls sysemar maliaice  nodul es
3030, 3035 ar eprgc%péeglzzﬁlqun %%%ltﬂ)let J}Et@xﬂg. Tlﬁeﬂ%f&%aﬁgn l:zgl%lr!ad/ucg&)tg% the threat

canonical form and the relevant features extracted. The system can utilize a diversity
of algorithms to determine the relevant features and/or reduce the feature set. In some
embodiments, each located feature can be associated with an interrogation system on
20  the MSS. The TMC can determine the appropriate type of rule to create. In some
embodiments, a feature can be expressed using a plurality of interrogation systems. In
some embodiments, feature sets can be reduced and efficient types of rules can created.
In some embodiments, resultant rules can have a given weight and certain
interrogation systems may have some weight in the overall threat value for a particular
25 message. These values can be determined based on the input from the system.
Therefore, these values can be adjusted when desired based on new threats, feedback
from the MSSs, and other appropriate sources. The MSSs can be programmed or
adapted to determine an aggregate threat likelihood based on automatically adjusted

weights, or confidence values for each rule and interrogation system, or other relevant



30 information can be passed to a Threat Notification Mdule (TNM 3020.
The TNM WO 03/ 077071 PCT/ US03/ 07042 46 can pass a threat notification 3040
i ncl udi ngworBormat i on about the threat to the Threat Det @ctiusad/iWodul e of
anot her system 3025. In a preferred enbodiment, the TNM of a MSS can pass
information to another MSS. In still another enbodi nent, any TMN at any

| ocation in the network such as within, or connected to, client
applications/systens, 5 application |layer security systens and/or threat
managenent centers can pass infornmation {9 its parent in the network

hi erarchy. The threat notification protocol can be standardi zed across the
participating. LR I J neghphse
nodul e 3015 pr‘gtgﬁ%%eqﬁ In %ﬁﬁ%@ﬁ%@%%@ﬁ&‘e? géa?ﬂ-gsy?ﬁ&ggt%{%agtlﬁ?i cation

i nformati on. XOhddnleathprlebksrfpertvwethizadinfvemationt he syst em of the present

i nvention can be oqr r..ad d functi
application-|ayer. H@ﬁ%ﬁ%gﬁ;g %t 6 |S#&E{(%g%é]ﬁd%eeru?eesgggpié'déé%ﬁrg)%eﬁ? 221t an
under | yi ng netdisoibutddayhersypers bimack gsat dherhiestin® 085 a¢ daeraline the haidity sf em can
utilize sone OE. itﬁ functionality to determne the path to a threat.

Addi tional Iy, PHE™'¥ eat notification system can deternine the source of
the attack. As a EomBembbdifiichts 60the @kt Mverition cheteqralseruleb aspgpulicies.0The

determ ne the SOH"iECg ‘}%f t he a&t ck, . nmessage head.erﬁ rm,ﬁl be exam ned. The
system can det'&¥ RAEOPOIPMRAYIGrAfsaiog andRaifhreaieping dffa {hq¥PEm “aklFged
headers can bend @ankiafsb®eb ARDveTRIos pditivddurd nRERIVESS thd'@¥tene wddas | ookups to
external databases such as registries of |P and ASN nunbers  such as ARIN

or dat abases dFNYPYHCEPETeERNeS, dhe gealsHM0ped for rubarreption ganalsoised #acker may

be abl e t o origg tdi@e RAikY. | AURIINRL IR, ihh@ding BurBAMRitddo, fehBrmeABaHAICat i on,
the system can process the available information to determ ne the correct
path. This carrapbe sreeibiapfardesane. W snecifigd eadnaie Rt thesysEpiancat i on | evel

i nfonnati on, %fgm%algg%ﬂ,&mé i“eg{ﬁr]eesl‘;fs, Jthv@{gHatok %ivﬁaque%ﬁee,rtnfa&veigw@ bens such

as | P traceback systéns, and resources known to one skilled in the
art. At the 2Zagpiplemogationsysten.aind aryotharrelevaat pangetese togipach thagorlsy acs one

identifying i i . - pat ) I ; } t he
pat h i nf or mat ﬂgﬁéﬁ%%tﬁ@n%g‘%‘ﬁ ?]F‘E}gt éﬂgﬂﬁ%%ﬁ?@?% h@g%\lgg%%'ﬁié&%gtteﬁ{hgg{lﬁm nation
nmodul e canld ncThrdst Ruspbadk Systenact i on subnodul e and a path verification

St g O SERSUER knobRSh BRLA offSWAEL/ SRpRHRTP B hE AnPREAS © Ne

environment. Besides notifying other systems that participate in the network of MSSs,
some embodiments of the present invention can determine the source of a threat and
push the threat back towards the source. Once the source of a threat is determined, the
20  system can send messages up the network to other systems in the hierarchy.
A threat pushback system can reside on a computer system as part of, or as a
compliment to, an application client, an application layer security system or a TMC. A
typical hardware configuration for the threat pushback system includes a system
processor and a system data store, which can be similar in capacity to those described
25  herein above with respect to the application layer security systems. Typically, the
communication can occur via a computer network such as the Internet; however, one or
more other mechanism can be used including direct connection and dial-up access.
FIG. 14 depicts an exemplary threat pushback system. Two threat aware
modules 3030, 3035 are depicted. Once a threat is detected locally 3005, the threat
30 information can be passed to a Threat Notification Module (TNM) 3020. The TNM



30 informati on and provide that as the path information. That information,
however, has WD 03/077071 PCT/ US03/ 07042 47 not verified and coul d be

i naccur atwo oBfo7anot her preferred enbodi nent, the path verPcCiiusas/pmm2 nodul e
can process the extracted path infornmation to deternmne the valid path
information. As a non-limting exanple, the path extraction subnodul e can
read nessage information such as the headers. The Return-Path or Received
headers can 5 provide information regarding the path of enail servers that
a nessage traveled. The "FROM header cag be used to identify the enail
address of the sender. The "MAIL FROM RFC 821 header can be used to
ndicate the CRbh.aMes SfaiblSobGHIRing ARFmaddatbbl s demden can be
used to indicater the d6marn or hostnane % sender. O her headers and
nessage feat uraeatiny Myduleséandtiee Ismhrm@’zﬁhén m@agéemao%mmltbe ThM alct ual
contents of t ssa I t actrviRfpr mati on
provi ded for t ggea" ealgﬁllé]Fo%ﬁtlc tgamgﬁérre emal F%Rlzfgrggbédlﬁgﬁ Rﬁ a Sgstal
address, or a anphmﬁomumﬂneretw&hsnschmah@mabnqonnﬂcwdao wbgyagehcetems/@)gstqmsed

Q her |nfor t|o k|| but not
limted to E’ag%ﬁg%rsse%‘\“”?'é H‘éf‘m%?r threato%aﬁlgg{éegﬁ&&gééﬁwgl S0 be used. 15
Several veri fllﬁﬁinmrbnrmtthpaiamamelaawusedemmhydet ermine information
authenticity. As a non-lim %tllag exanmm e- men ned

headers are easily HgHyeaino pr8iee F@ﬁ& Pg%f@argbzﬁaécmssq V%am‘?«%atm n- Path or

Recei ved headegy§temd NSor@OgthbdafmdncapiRrBt thrbd’WcSpénsé)motlsleBOISjlﬁbglammé t he
| ongest possi bI e authentic path. In on iment of the present

i nvention, onl$§F adppied tg&gsp Hé‘?etr”?aﬁl@&!gc“é'f’ﬂ O header represents the

actual 20 ggrver thal pfefiHeach®adiidtt, Wk Gjdhh 5f Bepresnt inkagfonkacks ved header
contai ns Recei ved from and Recei ved b% i nfon-nati ongchhese fields can be
&

verified with DREamped opgslapiesfq fupeiopt the appligationdayerc dhchan eqbgdigientcddor se

records, as weld .af %5!8& bRPRE APEHdBl fin §&N6&Q§yekﬁ@s\ﬁﬂacﬂ((%yﬂé}ﬁ issdpeetatiéhli n t he
art. These hosts cah Checked a gai ns% en relay lists, dial-

up
addresses | i st&lemctnkmmll@pﬁ@rm 0§¢i§|f‘«@é‘$0nla %’t‘%detelfﬁé“eﬁh%éféhé‘éa $isabny of 25
these lists CaRRhGY d?qhéafﬂ%]af AR uo!nrg QéiTeld KRR rAle e sronr%e bRHE adkkUNA3RE

Recei ved header I ona aln of recei ved headers can be
verified ag@i nsin-lgvicihg otanple, in thncrmsf Sﬂl@n@ldé?;ﬂ’nme theisqurepaf the ettaskal so gi ve

Getai 1o of t heDEome AL RISt vf BBpURRF 1RECIER in GRERERY FOW HERDBT el 70 11 ng
exanpl e, the dadaders ofndrenastednFarpet haedarecan\be identfied ant ognesadi dispaerebfe used.
may include lookups to external databases such as registries of IP and ASN numbers
such as ARIN or databases of spam sources such as spamhaus.
20 Because an attacker may be able to forge the path information that is shown in
the communication, the system can process the available information to determine the
correct path. This can be accomplished with any combination of application level
information, network information, or information from external systems such as IP
traceback systems, and other resources known to one skilled in the art. At the
25  application level, an attacker may be able to forge some identifying information. The
path determination module can provide the path information to the notification sender
module. The path determination module can include a path extraction submodule and a
path verification submodule.
In one embodiment, the path extraction submodule can parse the identifying

30 information and provide that as the path information. That information, however, has



WO 03/ 077071 PCT/ US03/ 07042 48 Once the system determ nes that a pushback
nmessage needs to be forwarded in a particular direction, the system can
det er m newetvat7ionf or mati on needs to be included in the pwshimokomessage.
The threat notification of the present invention includes additional
detailed information about the threat in addition to the |IP address of the
5 source. Detailed threat information can allow systens to make | ocal

deci sions about how to react to a threat. As a non-limting exanple, the
above described threat classification systemcan be used to process spam
nmessages. | nformation concer ning a spam attack sent through the threat

pushback syst ol %%r} ed I é{‘)qj?%lgeq W8 I (flpargo%e.?_ﬁl@f;eﬁreﬁ' %Hgo&ﬁﬂgntcf’% g&ﬂr y of

t hreat and ot her I°edan ar act eri st € recelving systemcan be
configured to \tehﬁcduonmotialemarpprotessms emtiactedqnmunﬂonmtloomdmmam the valid
or gani zati onal | ev Fur t.her nore.. .1 SPs ol

bl ock certain Re4t8 gp?téoél érgaéﬁgglhﬂml%?‘ggﬁgsthf H%Fex faﬁggn %llbfnogr e Ir%'q ed to,

fraudul ent nmestagaRs infdMeuisy sickum ﬂﬁme:hErsC(Irhé IRgmmeHatBucRectﬂvad hadelekcgani zat i on
can have 15 poli CI es_to block chajn | ers, and adul t aB&%u geﬁ t he
R

deskt op | evel ,P"a¥] ?WEﬂWP‘bq?angar %th&?ﬁ Erpail feﬁ"é’rss Liedhyst letters
and nai : ing | : ms)M’nheaﬁéilcam Bused B laeraify mg?ma%mmﬂthdeéndet tThertMAIL bl ocked
material as close to the source as possible ile not e rin conmon
definition of KHM RFRS2 Rradst can TF 4hcad Indicate dbp ‘i'?i’d‘u"éé'teés °fgﬁfb%‘?§df‘gt R
paraneters, thgHIEIEES AHeader cADbd RESRIindidse B UbmAA of R&fahielof tee sour ce,
and/ or provide detailed threat and/ or response infornation. To identify

the source, tH&ndenf Qigphaaders HIdFVFseRaS feaies ey Recsed meludiag the Messagssld apd

source sucfy asth%&c?uall EorRht 3% Iﬂésszr%as tﬂ@?ﬂ?’acﬂﬁﬁtlhfohﬂit% RBEInRi3t infRth b
determ ned path information. Additionally, path information can be

provi ded so t Haevidadfer thirpseiser suetnaspaeply ewail sriddiRlk. anpstabaddressof ®n and/ or
verification. i3k RiMEMTAL intdihaREPRG Hestre LML ORI RIARichIALGA! © L he

traffic that i's determn e a threat receivers ontile

pat h can det ertohsgkiliedan thetasti llnslumnghutstoohleded tatherIRaddross. of Thei netvaykt ens  and

nmet hods of the ent are an enhanced forill of reverse path

f or war di g use e%ﬁgﬁﬁw*g&sdig ens. WD 03/077071 PCT/US03/ 07042 49
Several verification methods can be used to determine information authenticity.

As a non-limiting example, most of the above-mentioned headers are easily forged, so a
more reliable source is the Return-Path or Received headers. The goal of the present
invention is to determine the longest possible authentic path. In one embodiment of the
present invention, only the last header is used since this header represents the actual |

20  server that contacted the victim’s server. Each Received header contains Received
from and Received by information. These fields can be verified with DNS for
appropriate MX records, A records, and/or reverse records, as well as other appropriate
sources known to one skilled in the art. These hosts can be checked against open relay
lists, dial-up addresses lists and known spam sources lists. The presence on any of

25  these lists can provide additional information about the last accurate Received header.
Additionally, the chain of received headers can be verified against each other.
Inconsistencies in this chain can also give additional information about the last accurate
Received header. Other details of these headers can be used to verify the path. Asa

non-limiting example, the date information and server version information can be used.



Whitelisting In one enbodi nent, the system can be configured so that
comuni cations nmatched to a whitelist entry may be subject to either no

i nt err ogawin@A/00M71 ess rigorous interrogation. Once a whi PeTEsH3/hmg2 at

| east one entry, the incom ng nmessage 5 interrogation systemcan utilize it
in connection with the interrogation of a nessage. FIG 10 depicts
operations that can be perforned on a whitelist to add an entry. Once an
out goi ng address passes any exclusion conditions 1005 descri bed above, it
can be added to a whitelist. The whitelisgt can be stored on the SDS. The
system first checks to see if the address is already present on the list 10
10. I present, tNeydok i sGn Bermhibs R pEHL Y HesGIRY niWd B BHHRGdAQR 5 101
Bef ore new i nformation 1s” updated, the ystem can check for sufficlent
space in the S@Sicul28ireckipn,shef fybtemean desgrmine What indermatigmndedpiode ingified ironal
space is allo N g i : in a
whitelist, anqﬁénﬁ&hg{&;Mgggé?%sggr%&géq‘%g%aggggﬁm?hlg?&éi ?@%&."ﬁ%g%gre a new
address is addédifiona detaidu infoimhaion BB thetthreatsiy sddinonctanhedRaddressaf theuf f i ci ent
space int SSDSrC102O. 15 I f sufficient space is not available, additional
space is al ocated fromthe SDS 1035. In many enbodi nents, explicit space
al I ocati on need notDemiled threaainfiemationpdanalldw Sysames to alakobailidecisionscbost as a
result of an information date 1015 or an ad nt.r 040, The initial
record for an ll?t‘ﬁtB(Sif‘r‘thoé.‘dE‘g%tsésé'éfﬂn’f?‘ﬁ’dtl"lfcfé‘a’f’ﬂg’ tﬁﬁﬁ?‘%('eéff&?g%dst?m?the i nt er nal
emai | addr ess,clishificitRa SA@an St ubdd ' prd¢SRGParh fdkagesl AFbrmatioR corRetiingrad/ or
any 20 other charac%?ri stic ]?n§ ski | Eed in the art uJﬁd find rel evant or
useful . In thePeRaBagsenihrapgh (e DEegf pis bat"hé’f“‘?”é“é‘l‘?%&%“ FRYOAt on a

whi tel i st, 1¢t he:oRyeFhiREhe ke st § oRthRBRAA R rdlévamticHarh@érisgiagch i nst ance of that
emai | address being used as an outbound_ address or the system can nmaintain

a single record forlhgzcRivVEEEHEIMERResrBERUGH toRlogk SerARPFLeNS of i nf or mation in

that entry, inghislinRdibmRPi @ EinPAises hiPiFahdrstasPeso i ustshis The 25
system can store records in a nunber of other ways using different data

structures. THaformatiorteibloplagerinenigaerics ohepamy messagse ciding iyt aot lanited t9.n
addition 10 ! en8iRhl mALREE SFre sysdht LHHNInBurdiuch IbH] dilgdniialol @dha®l L 1e

emai | address. In a preferred enbodi ment, e systemcan store records in a
MySQL dat alPas epoliciastogblesksighain feitteis apd adudiripiguaget iid thegdeskson leyel covingividdalcan be

e e
a common definition for blocked material as close to the source as possible while not
requiring a common definition of spam.

The threat information can indicate, among other parameters, the presence of a
20 threat, as well as identify the source, and/or provide detailed threat and/or response
information. To identify the source, the information provided can include the identity
of the source such as its IP address or hostname, path information, entire determined
path information. Additionally, path information can be provided so that other hosts
can perform independent own extraction and/or verification. The system of the present
25 invention can also indicate the traffic that is determined to be a threat so that the
receivers on the path can determine the details from stored information. This systems

and methods of the present invention are an enhanced form of reverse path forwarding

used in routing systems.



occurrence counter. create table ct-whitelist (out-enail address

var char (255) not null, - External enail address 5 in-enuail address
var char ( 28B)030ot07hul |, - Internal email address | astupdatPemiuses/omureti me, -
Last update of this address curr-count integer, - Address occurrence

counter Maintaining the Wiitelist 10 In sone enbodi nents, the system can
allow unlimted storage. In other enbodinents, the storage available for
the list can be limted. In still other enbodinents, the systemcan allow
for managenent of the size of the list. Agnunber of caching techniques can
be used, including but not limted to first in first out and | east
recently used.wgtglﬁt]m%echni ques can include an accounting of the nunber of
i nternal 15 users at reported the outbound address. List cleanup can
occur in real-time Iopne qatrodonting sliel systerAaain bé améigirgd saothat colimunisdtiong t he art
w |l recognize at wi.de. var i of LSt .panao ] Lok nd

bt ocedur o carmBariSa Whilist By Bhal eeurtgcRd o PR ARk bR EPREHIER oD
present i nventinerrogdfibnt Oh¢est whitispcha? it 1ést @rcanpy,ehedihcanisy sessagausi ng a

whitelist carding.to the present. invention i shown |.n EIG 9 One or
nore rel evant ‘Btgfrg%é’togf§5te(5’f Pal"r'fglgﬁen' mc%ﬂ?ﬁﬁh?’bg{t?g’ﬁ "gf)%ogaab%n Otlcaonrlr%sga §d agai nst
one or nore whit el IBGsI0dkPictsloperatio® tiearbacherpefbenedidne wiiielistito &dd ansntrg.necked
at each incom emai | nes e. In a preferred enbodipent,. the comnparison
et ados. or 1 oi G0 A EE FodtR ey Bl acconBir oS Briktivdd are BRRL . *o10
reveal s no 25 y¥aildgdd iobRaiciNETRRSHRHS chf bS $tbic@ 6h tHeGDW ITHB Y st fissdge
interrogation 915. Nornmal nessage interrogation can e{rpl oy anal Sii
[

criteria that ReEksthisedpls addeisispirgulyparsepomthedist §10e It RreseBb the ligkeap g cussed

her ei nabovgy | fpdfed R aBENNARERRatN 1085, BELRI TeRdAfotRition %lipdatedBhe It 1S
determ ned not to be spamor a threat (or to have a | ower |ikelihood of

bei ng spam or systeWcaneheck far seffipienspareds kg SEP 1085 H suffigientsdacs it &4 pi ent for

delivery 920. Jhijgdk, bitGiGRLPscAIMILEEd Foiithd §HS 36309 IPad RMRRY 8 nde BBALN, the
system can be configured to WO 03/077071 PCT/USQ3/07042 51 process the

message in a vapivdipligfanigiyial reqopd eanéde addsddorbatddresse Befose @pgve adddrgss is

programed of At AAYSHhikAsRYRRHR $J48n AWCHIBSRAURRBH ShIc0 9Pk 3PsADT.de! | ver

15  If sufficient space is not available, additional space is allocated from the SDS 1035. In
many embodiments, explicit space allocation need not occur rather implicit space
allocation occurs as a result of an information update 1015 or an add entry 1040.

The initial record for an outbound address can include the email address, the
internal email address, the message sent time, usage count, last time used and/or any

20  other characteristics one skilled in the art would find relevant or useful. In the case of
an email address that is already present on a whitelist, the system can use a separate
record for each instance of that email address being used as an outbound address or the
system can maintain a single record for each outbound address with a summary of
information in that entry, including information describing instances of use. The

25  system can store records in a number of other ways using different data structures. The
records may include other representations of data in addition to the email address,
including by not limited to a hash of the email address.

In a preferred embodiment, the system can store records in a MySQL database.

As a non-limiting example, the following command can be used to build a database



nmessage to its intended recipient 920. In an alternative enbodi nent, the
system can be programed or arranged to process the nessage using adaptive
nmessage iwpasBnomati on 5 930. If adaptive message i nterrog@®0Tarso98M42
determ nes a nessage is not spam it can forward the nessage for delivery
920. In sonme enbodi ments, both options 925, 930 are sel ectively avail abl e.
The decision whether to pass whitelisted conmuni cations through adaptive
nmessage interrogation 930 or to bypass any nessage interrogation 925 can
be nade per 10 deployment or can be basedgon the details of the whitelist
entry. For instance, nessages from nore Prequently used out bound address
can bypass 925 int. i r ess
frequently usgﬁ*@ﬁ?@%ﬁﬁg&gﬁﬂ}ggﬁgghﬁgﬁkﬂgwﬁ§%%§§%?§§§§§ﬁ§§gﬁﬁﬁbg nmessage

i nt errogat i on ®8@renc¢ cauner.nessage goes through normal or adaptive

i nterrogation w | ist 15 information, the interrocation nodul e
can utilize tﬁ%&%ﬁ?ggﬁFgghgﬁ#ornation to effect the type and/or |evel of

i nt errogat i on.(outnersailEdipssef evaradr(@i) odi muint s, t-Hixtcamkd pinail eddressssage

interrogation .can use. multiplel s of trust, .as further described bel ow
and in FI ﬂfe"fa:\llagqr?isér en%aéﬁ\aﬁzﬁ)g?t e adaﬁtllr't\?re"aﬁ%"%as}gﬁigrels%t errogation
can set a conhigaeamendi cadawtimendi cati ve of t-Hesopdite dethiseadtdess
interrogator has in its 20 characteri zati on. Nbs%ﬁﬁes t hat are not
delivered to tWE-f¥PEnded re®f8ffent can be ei t HEPFITGFHIFHAPTREAVF del et ed.
In an al ternatyve enbodi ment, nessages determned to be sparn can be

i ndi cated as %gan1qr.a t hreat and forwarded to the intended recipient.

Addi tional |y, Mattipingts Whitelisti | address can be assigned a confidence

val ue.  25jAccor di ngsdnfe &tModaRdts, B8 BEkeny &dnUloR RN Mited §ibra¥é. tIR otedi VEN
incom ng email address, incom ng nessages can bhe subjlect ed to variable

| evel s of i nt e¥bodimantsnthe sigragp avatlable farthedist eapdsdimtisat In s ng nessages

associ ated W té?nﬂoewﬁerng,celek'ys@&ﬁ% 2Bl Y6imHaemetlt Bf BE Lisofl fe RN & RAAGLLSSI Ve
spam i nterrogation an

_ I ncom ng nessages associated wt he hi gher confi dence
val ues are subjfeeching t@@niqgsxcaagglus,ﬂﬁsinvledlgg)hmmhh@rwd)@aftrst@mflrst eutewl 83077071

PCT] US03/ 07042 iy BLAe ut AR ARALS inliNg: JIFRSAUENS 3t i Al YERIPAP! t 1 ve

credits to offset any negative “spam detection pol ased
conf i dencelvalusers ti@neepprtest the pesboundbdditsyehist ofanup casgestimred!timaor sone or al |

external emai Ipf:riodically. Additionally, one skilled in the art will recognize that a wide variety of

list management techniques and procedures can be used to manage a whitelist in
connection with the present invention.
Whitelist Usage

20 An example of a system using a whitelist according to the present invention is
shown in FIG. 9. One or more relevant parameters of inbound communication 905 are
compared against one or more whitelists 910. In some embodiments, the whitelist is
checked at each incoming email message. In a preferred embodiment, the comparison
includes origination email addresses. If the check against a whitelist 910 reveals no

25  match, then the message is subject to normal message interrogation 915. Normal
message interrogation can employ analysis criteria that are the most sensitive to spam
or other threats as discussed hereinabove. If a message passes normal interrogation
915, i.e. it is determined not to be spam or a threat (or to have a lower likelihood of
being spam or a threat), it can be presented to its intended recipient for delivery 920. If

30 the check against a whitelist 910 reveals a match, the system can be configured to



recipients to be whitelisted 935. Sone enbodi nents can have a netric that
describes 5 the nunber of outgoing nessages to a particular email address.
When t he wetmioc7oreaches a certain threshold, the emai|l ad@cegsozemnibe
whitelisted. Qther enbodinents can include the ability to track addresses
over time. In those enbodinents, if the netric exceeds a certain value for
a particular outbound email address during a particular tinme, then that
entry can be whitelisted. 10 The paraneters descri bed above nay be
configurable by an application adm nistr@gtor through an appropriate
interface. Some enbodi nents may support fixed paraneters which nmay be
overridden by application admni.strator configurafl I odi nent s,
the threshold gcgssc‘ﬁ%Pﬁﬁsfl %ertlnrzya P%?‘l oavsvaysspgl"n? Igreg"g) 0? ]fr]#eggtthe sﬂ%?/rgggl §ynam' cally
det er mi ned bageckrampmpd bharatigddao dgsecdZitang mesdape nteerogaticmlapd d8iveetbei ved

communi cations. Alterpativel .an_interface may be .provi ded to an
appl i cation adHiSfM&s{e it erng%dyrS?‘PISW %h'nh tﬁ?‘f’%"ﬁ eé?b%slg?ctngglh sé‘gel? %ol ds
W th respect tpmogramsied bodtaingaitd hagershe rhédsape Eing bdupdiamedssge ihtiregkioh ds by

def aul t b i cal |y derived unl i fically.configured b
appl i cat | o adRnCERBS MestHRE A Bro 3] Op PEAt 4 BBk 4L BePeT) HEtBal of

or in additi Orfotward the A¥séalt frldeloRry 9200 one or nore. response neasures coul d
be triggered. Such _responsive nmeasures could _include, refusi cept ance
dectivelvalsbimn

of further communi dasqmemENYAdHPaN{sy ROtk gptiqus IgY, 98¢ are s Vgl gvai fcation,

quar antini ng t{agisioR WML phQRwhighidiéduditiniddBork ARFSUSH fdbiveindfgt hat it can
be forwarded to its intended recipient, and/or throttling excessive nunbers
of incom ng dBieFOEACRPPBPIO YRS FYMeEFage FBtIFqgakion B3 cap bhBALS Reat ed

Wi telist (e j.580feldr Bartl BaSld GiltRe dctails BRthe AhiBEK BAtSy. For RRARGIEr S Can
pretend to seng Messages fromwhitelisted addresses "and t herefore bypass

filtering and mgssdges fammmae frequenily used outbpundiagdiess camBypaso2Sapleregatieker t o
forge the sen ' | Iv QU8 bEBIE dtadlSsskd Hntrat | on of
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message interrogation can use multiple levels of trust, as further described below and in
FIG. 11. In other embodiments, the adaptive message interrogation can set a
confidence indicator indicative of the confidence the interrogator has in its
20  characterization.

Messages that are not delivered to the intended recipient can be either
quarantined or deleted. In an alternative embodiment, messages determined to be spam
can be indicated as spam or a threat and forwarded to the intended recipient.

Additionally, each outbound email address can be assigned a confidence value.

25  According to the confidence value associated with a given incoming email address,
incoming messages can be subjected to variable levels of interrogation. In one
preferred embodiment, incoming messages associated with lower confidence values are
subjected to more aggressive spam interrogation and incoming messages associated

with higher confidence values are subjected to less aggressive spam interrogation. In



nmessages that are authenticated is |ow, thereby reducing the effectiveness
of 5 whitelisting. Sone enbodi nents of the present invention can allow both
aut hent i caoad/o7mntd unaut henti cated senders to be whiteli stred/usbhsiotohese
enbodi nents, a higher trust value is given to nessages from authenticated
senders. SMMfi and PGP offer mechanismfor providing authentication. One
such enbodinent is depicted in FIG 11. As a non-limting exanple, when 10
a nmessage 1105 is received froma sender on a whitelist 1115 an associ at ed
level of trust is retrieved or calculatgd 1135. In sone enbodi nents, the
trust level value is a single value associated with the whitelist entry
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subjected to interrogation and further processing 1150. Sone enbodi nents
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t hat nessalfes reeedved chmsunieat®gs.oAlersdivalydan interface may be provided to an
application administrator to allow configuration of particular thresholds with respect to
individual addresses. In some embodiments, thresholds by default may be dynamically
derived unless specifically configured by an application administrator.
When spam or a threat is detected, instead of, or in addition to, a notification,
20  one or more response measures could be triggered. Such responsive measures could
include refusing acceptance of further communications from the source of the received
communication, quarantining the communication, stripping the communication so that
it can be forwarded to its intended recipient, and/or throttling excessive numbers of
incoming communications from certain sources.
25  Authenticated Whitelist
One issue with whitelists is that attackers or spammers can pretend to send
messages from whitelisted addresses and therefore bypass filtering and anti-spam tools.
It is relatively easy for an attacker to forge the sender information on messages. To

overcome this limitation of whitelists, the system of the present invention allows the

30  authentication of the sender information. There are several methods for integrating



necessarily bypass mail filtering. To further illustrate, a user may send
an unsubscribe 5 nessage to a newsletter or in response to a spam nessage.
Thus, thewe amobe situations in which unconditional whi tetTitss/amd2tion is
not advi sable. The system of the present invention allows certain
exclusion conditions to be entered and applied. These exclusion conditions
can include rule sets, heuristics, artificial intelligence, decision
trees, or any conbination thereof. The conditions can be set by 10 and

adm ni strator or other user of the systemy Miltiple Queue Approach to

I nterrogation of Electronic Comunications Wth reference to FIG 7, a
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interrogation engines use the index toB&) ﬁt}fack to the . 25 ac nessage
it
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processing of d‘% Ql?y OQXngEll;l!:.i ’ﬂa@ BssBciated level of trust can be compared to a threshold

level 1140. Any communications that have a trust level that meets or exceeds the trust
level threshold can bypass message interrogation 1120 while communications that do
not have a trust sufficient trust level will be processed with at least some interrogation
20  1125. Messages that bypass interrogation 1120 as well as messages that pass
interrogation 1125 can be delivered to the intended recipient 1145. In such an
embodiment, messages not associated with a whitelist entry are subjected to
interrogation and further processing 1150.
Some embodiments of the present invention can allow the trust level threshold
25 1130 to be configured by an administrator, other user of the system or other computer
systems.
Exclusions from Whitelist
The spam/threat detection according to present invention examines every
outbound message and maintains a list of known outbound email addresses. The

30 resulting list can then be used as the list of trusted senders. However, it may not be



mul ti-threaded, multi-process nethodol ogy, thereby providing a scal able
mechanismto 5 process high volunes of nessages by utilizing a

mul ti -t hreadad77omul ti - process approach. By processi ng nePsagese3/oro42

i ndependent |y, the queuing |ayer 720 decides the nobst efficient neans of
processing by either placing an index to the nessage on an existing queue
or creating a new queue and placing the index to the nessage on that queue.
In 10 the event that a new queue is created, a new i nstance of the
particular interrogation engine type wilsy be created that will be acting
on the new queue. Queues can be added or dropped dynam cally for
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over the message until the end of the process or if a message does not pass interrogation
criteria and is, therefore, quarantined.

An index to the message in the store 730 is used to pass through each of the
20  queues 771B, 781B-784B, 791B in the queuing layer 720 and to the interrogation
engines 771A, 781A-784A, 791A instead of the actual message itself to provide
scalability and performance enhancements as the index is significantly smaller than the
message itself.
Both the queues and the interrogation engines use the index to point back to the
25  actual message in the unprocessed message store 730 to perform actions on the
message. Any suitable index allocation approach may be used to assign an index to a
received message, or communication. For instances, indices may be assigned by
incrementing the index assigned to the previously received communication beginning

with some fixed index such as 0 for the first received communication; the index could

30  be reset to the fixed starting point after a sufficiently large index has been assigned. In



performed to read appropriate configuration files fromthe SDS to determ ne
the type, 5 nunber and ordering of interrogation engines and the

appropri awe ogoewes and i nstances are created. If not, thecprusope®4naits at
step 8 10 for receipt of a communication. Upon receipt at step 812, the
comuni cation is stored in a portion of the SDS referred to as the
unprocessed nessage store. The communi cation is assigned at step 815 an

i ndex used to uniquely identify it in the unprocessed nessage store, and
this 10 index is placed in the first qug?e based upon the ordering
constraints. The processing that occurs at step 8 10 awaiting recei pt of
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interrogation engine where multiple queues and multiple processes can exist.

Proprietary application-specific engines can act on each queue for performing
content filtering, rules-based policy enforcement, and misuse prevention, etc. A

20 loosely coupled system allows for proprietary application-specific applications to be
added enhancing functionality.

This design provides the adaptive method for message interrogation.
Application-specific engines act on the message via the index to the message in the
unprocessed message store for completing content interrogation.

25 Administration of the queues provides for retrieving message details via an
appropriate interface such as a Web, e-mail and/or telephone based interface system as
discussed above in order to facilitate access and management by the application
administrator. Administration of the queues allows the administrator to select message
queue order (other than the system default) to customize the behavior of the system to

30  best meet the needs of the administrator’s particular network and system configuration.



5 determne if the communication passed interrogation by all appropriate
engines at step 850. If the comunication passed all interrogations, then
it is forwarodedorn its destination in step 855 and proce®€irngosdton r espect
to this conmunication ends at step 87Cl. If the communication failed one
or nore interrogation as determned at step 10 850, failure processing
occurs at step 860. Upon conpletion of appropriate failure processing,
processing with respect to this comunication ends at step 870. Failure
processing may involve a variety of notifgcation and/or corrective
measures. Such notificati ons and/or corrective neasures may include those
as di scussed abov n t mal y
detection. 15 Ano%“? %ﬁe llj‘lg gjr;l@ agtgggééulﬁﬁ}égﬁhm ‘tnlnlt{p%e ggétl gﬁba?)l?%cess
according to mssmmmismwedmbmdimmedobmmlumcatmnemmep BOX edat¢rovinatisess t hr ee
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nore tests are g@ 0, thF recei ved conmuni.cation ‘ esang e of Jor

tests may “cor™ B Qtr nopea \‘)E?HO%'@"FP%ﬁesé‘ggg'ffR%rﬁPréa%Iflléeguss d"aBove. T| l e
col | ecti on engird\@eitéu. Cllﬂﬁotplmef)tbbésed'a&ﬂh@dpmafora&etﬂ»eoﬂzi:doﬁdnuﬂfcaffd)ﬁ 6 uses
the nultiple queue approach di sgr sed above; however, this, ﬁ)a{h bg

col | ection engi ne UPSn &Rt §Stp §l % thecomppugyration iy SOEddnA Py Pfa ﬁg t han

restrictive Whirt@aRRGe dnProe@sdBfidssid sRRY THRToERRICEOM it Rdsignéd Ai8tepont ext
of this a’nomae%lsdet ection process. As depicted in FIG 6, the collection

engi ne i ncl udesdgnandsx ugpgt@ uiaedy iMeRjHY itohthe ypRIPersed esge sigre. arsk this

i nterrogatjon engii0FladiRE theiffst AReuk Bh QU uPEIAhE BRicHAY @nstPalfls. Associated with
each interrogation engine type in a queuing |layer 620 is at |east one G Q)

30 indi ces queue cdheafaeessige thar ecchrsdf sen8 rawaigirecsipt ebtAMIPINAEPHN awai ti ng
I nterrogati on ¢ inflied Q@Oﬁectww%ﬁﬁmqg mﬁﬁs&xce@@amvﬁraoq&gamg engi ne of

the associ at ed type. eul ng layer 620 an
i nterrogati on spayea né4 oavessuhofttherepeinde @anewthﬂeade@emwéld

conmuni cat i on 8m§mfnfc%ﬁ6nvelg sorﬁé 915@0(2111119“51 %%lté%%nﬁ%e@éﬁsﬁeq;rﬁg nﬁaap bla ndex. The

i ndex is queue
15  simultaneously awaiting receipt of communications.

In some embodiments, the receipt of a communication may trigger a load
evaluation to determine if additional interrogation engines and associated queues
should be initiated. In other embodiments, a separate process may perform this load
analysis on a periodic basis and/or at the direction of an application administrator.

20 The index moves through the queue 820 until it is ready to be interrogated by
the interrogation engine associated with the queue as determined in step 825. This
incremental movement is depicted as looping between steps 820 and 825 until ready for
interrogation. If the communication is not ready for evaluation at step 825, the
communication continues moves to move through the queue at step 820. If the

25 communication is ready, the index is provided to the appropriate interrogation engine at
step 830 in FIG. 8B.

The interrogation engine processes the communication based upon its index in
step 830. Upon completion of interrogation in step 8335, the interrogation creates a new

risk profile associated with the received communication based upon the interrogation.



gqueui ng | ayer for processing through the collection engine. 5 2. Analysis
Engi ne The data col |l ected by the previous conponent is analyzed for unusual
activity wioystomm7anonal y detection engi ne 640. The anal ysipeTisohamerl on
data accumul ated from analysis of previously received comuni cati ons over
a period of tinme. A set of predefined heuristics my be used to detect
anonal i es using dynamcally derived or 10 predeterm ned thresholds. A

vari ety of anomaly types may be defined generally for all types of

I nternet application comunications whil gsothers may be defined for only
particul ar application types such as e-mail or Wb. The data associ ated
wWth previously r S iguration data
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read froma configuration %g or inter ctivel(}/ configured at run,
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be of interestgmith respect to only sel ect ed types of comrunicati on.
Finally, in some enbodi nents, (including sone set or :gs\rHei urabl e ones) an

i nterface such as déﬁ’ércp‘l‘}é’&“‘éb‘tﬂ?é“'ﬁ&f“ﬁér BV REREREAUPT AR EL B P guration
25 of the ?(310”E’dOYfatllliféep?o&gsn{grﬁc@ﬁr@§ttste%r830p@g@ﬁ@nﬂﬂ&oﬂﬁﬁgﬁir@ﬁrﬂf& fafhae ewi t h

while the analysis engine i's executin e thresholds for various types
of anonalies WC%EHQWMSMIWIW rgeenod Wéﬂ’mnﬂﬂi‘é"éﬂo‘h‘ﬁ@ﬁaﬂ‘@ &9t a associ at ed

Wi th previously T eqgiied GOEMIEAR AN varih!AhORINS] shaidcbmidier f ace may
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dynami cal | y defTve Pess specifircally configured by an application
adm ni stratdr. Ammlnmmn@ch@ cally detected based upon a specific tine

period. Such a The Anomaly Detection process according to an exemplary embodiment of the

3
present invention uses three components as depicted in FIG. 6:
1. Collection Enginc
This is where the actual collection of data occurs. The collection engine
20 receives a communication directed to or originating from an application server. One or
more tests are applied to the reccived communication. These one or more tests may
correspond to the various risk assessments discussed above.
The collection engine in one preferred embodiment as depicted in FIG. 6 uses
the multipie queue approach discussed above; however, this particular collection engine
25  architecture is intended as exemplary rather than restrictive with respect to collection
engines usable within the context of this anomaly detection process.
As depicted in FIG. 6, the collection engine includes one or more interrogation
engines of one or more interrogation engire types in an interrogation layer 610.
Associated with each interrogation engine type in a queuing layer 620 is at least one

30  indices queue containing the indices of received communication awaiting interrogation



time period could be a particular fixed period (e.g., prior nonth, prior
day, prior year, 5 since security device's |ast reboot, etc.) and apply to
al |l anomewy wywpms1 Alternatively, the tinme period for all pamarsady7iosypes, or
each anomaly type individually, may be configurable by an application

adm ni strator through an appropriate interface such as those di scussed
above. Sone enbodi nents may support a fixed period default for all anomaly
types, or each anomaly type individually, which may be overridden by 10
application adm nistrator configuration. sgn one preferred enbodi ment, as
depicted in FIG 6, information fromthe risk profiles 642, 644, 646
generated by tﬁ}%nf?ﬂle&f}ﬂib@amg%{wﬂfﬂ% dssoclaRARA:E ColbdiRelly e geltignS@r 620

t hreshol ds for "anomal y" types of interest. Based upon these conparisons, a
det er mi nat i on dnd theduterregation laxpret 1A derm the collseléan caging o Arfeifi Yed cPBAupigation

anomal ous, - andg f.q;day ?tgrediilpth\g{r?g)s &%Xssﬁﬁ@?@nﬁeﬁ YRR Jindek §s GRITAEAL I ON 1S

anomal ous. I n one préferred I ment, stored risk profile associated
Wi th the receiweadg byenfonprocassingithraighggreotestienengineh dat a associ ated with

previ ously Srec;iA\{lgl sis BQN ni cations of the same type. This newl y aggregate
data set i s thén used | anal ysis of subsequently received conmuni cati ons
of that type. 20 I {Thadatandiestey by shege¢vimis edmpenentinarabyzgd fordineseloctiviygnal s

output. The outputted ,signal my inglsdde tifyi ly type
det ect ed and MH%‘BWM %getcﬁ%nnengl}/ﬂr? o i J(Iilﬁe %"%@Elghgob%g‘{aydnv\%? 8'%'@@ tggms;ﬁch as
al ert data 65nalysis bbprjévibg/sne&cmeda:nmmhice@onsava agpescdisftane. b kawf wi t h

respect to e-mai| _application security. These types of ano i €S y be
det ect ed usi ngpr?‘lr‘?gngﬁg’(‘,‘f'ft}cé "Hé?’gb‘feldé‘ﬁX%{f)clF’bomle%\%é%@%ﬂ‘Cﬁiér)fa%evr\}v%? SEHZS any
of the af orengRticenatheatireshoias.i X eaapordnymdltiges My badefiedghesallyFor Act i on
Engi ne Based on the_anal ysis, .this conpgnent .talﬁgs a oLec('k{s)i o((;nf of what sort
of action necdResPbINENgtAPRfisatin Lo BpnsyVhilg othepsay b 4eTasd /85 OW er t i ng
the admi ni str at.eiculdf apghatidAngtis Bethlal B bl or bl Vit Wata Aksodihted tvith pgivioaslG60
performs this task by providing any 30 appropriate noé@fi cati Qns}]ﬁ or
initiating anyreeshysdspmmanicaiqns prdIHPRPTIAE CPRfHTatgRdesa PY 91§ $1Pred e } 07042

60 The outputted sigRal JfBYontdly §P&tha tlelnhiY§E en@RPOINR i mBOTEeRBEOI MENt S;
alternatively, the outputted signal nay be the response. In one preferred

enbodi ment 15~ t fiem e largritseted keewihatomatniyiss: Aheist P intesast BRY bosebH€oBPIGor e
designated r CCHhiRe %nﬁétﬂalﬂ@ﬁ run time, or during execution in certain embodiments. In

embodiments using the set approach all anomaly types and configuration information
are set within the analysis engine. In some such embodiments, different sets of
anomalies may be of interest depending upon the type of communication received. In
20  configurable at run time embodiments, anomaly types are read from a configuration file
or interactively configured at run time of the analysis engine. As with the set approach,
certain anomaly types may be of interest with respect to only selected types of
communication. Finally, in some embodiments (including some set or configurable
ones), an interface such as described above may be provided allowing reconfiguration
25  of the anomaly types of interest and parameters associated therewith while the analysis
engine is executing.
The thresholds for various types of anomalies may be dynamically determined
based upon the data associated with previously received communications.
Alternatively, an interface may be provided to an application administrator to allow

30 configuration of particular thresholds with respect to individual anomaly types. In



or nore respective, specified delivery platform For instance, the
notification could be 5in the formof an e-nmail nessage, a page, a
facsi m | evoan/oBNM al ert, an SMS nessage, a WAP alert, OPSE@Semoming a
voi ce phone call or other suitable nmessage. Alternatively, such a
notification could be triggered by the outputted signal. Instead of or in
addition to a notification, one or nore corrective neasures could be
triggered by the outputted signal. Such corrective nmeasures coul d include
refusing 10 acceptance of further co ications fromthe source of the
recei ved conmuni cati on, quarantining thé comunication, stripping the
communi cation so that. it can b af handl . J.cation server
and/ or thrott%?ﬁﬁ"@?@g§§§¢§mﬁﬁﬁ%§)§%%¥“PH¥gg?ﬁ%nﬂ%gkﬁggﬁgghggﬁer second to
| evel s managegltificdly configiredly anppplicadér aimisisrar@r s. 1 n one preferred

enbodi ment, an interface nmay be provided that allows. a f.cation
admi ni strator to <HOBE{IPSAL é’pE?BlrlPFiied‘?ngjeb sedapy %?e?g@ﬁ%n%spéggﬁgﬂ zgggoci ate
this confi gusiRepdrRARENABe Wiphitic@aaiet periddae.ga paiorhgnth,yppier daycpridriyedr, when an
anomaly of that type is detected the caonf

_ ] _d igurﬁf response thcurts. FIG 4
depi cts a ¥ otincetiagurity devices {ast ehpotLoand gPRIE L% q%wagrt&eés §0a0el ng t o
one pr ef er r edye ghR MG or A alddRIPH BSEMecad M BRaIyApe iRdiCidpilDG @agbst arts in
step 410 by 20 initializing various _constraints of the ﬁlgf%%fe)ezﬁif%ncl udi ng

the types of eanfgwrbledy an ppRiispism@dmyniyiraion theenghap ARPTOR{IALG ¥s for

whi ch prior data disut0a BiovE O8shOEhSsbimentivhsy JuBbtt iMkédprioRyethar oo | gur ed
interactively at 1tnitiation. In addition to instead aof, the

or
interactive camwhiahuypssi areachymeniaby ypeyindivigually, whish myybaOYSHIIADYr nat i on may

be | oaded,from. - 2SS conti nues at step 420 where anonal
oAt ' RLAGED _ p y
definiti og%l i‘p@%}ﬁ’ﬁ?ﬁ)}gﬁm@m}r?%a@ ?e. g., Incom ng nessages that have the

same attachment wilnlohepafeb®d ginhediment stdepivtad in FIGA6 dafosmatiandtampihe rigk ¢ hen

made as to whet her read | i S: o 3%ith O desuiRased
Upon the read EHE: S BB A IE TR dtine HERFRNEI AN AR LRIRISE
thread i s reqthgskélds fonendnhilygges o« imgus. Based ppocibessicngpirisons,8p 450. | n step

440, WD 03/ 077071, PCT/ US03/ 07042 61 the_pr spegicf i ed
period of ti nB'HEFRIRN ISP AP gY e(t)heé{heeﬁecﬁgf)&)?&(;ﬁrrﬁlgg!c:ﬁqﬁ)ﬁsf%@{?ﬁﬁ]dn r egar di ng
an anomal y5 Ogs;éh Ph QS sindgabftyfe) ehervemntuhicetioh is amomshaes i n step 450,

| nformation needed, Lo evalyate (e, ARQUBLS sk plofld didkikd ifihgpp oprfate

received communication is aggregated with data associated with previously received
communications of the same type. This newly aggregate data set is then used in
analysis of subsequently received communications of that type.

20 If an anomaly is detected, an anomaly indicator signal is output. The outputted
signal may include data identifying the anomaly type detected and the communication
in which the anomaly was detected such as alert data 650. Various types of anomalies
are discussed below with respect to e-mail application security. These types of
anomalies may be detected using the specific detection approach discussed below or

25  any of the aforementioned alternative anomaly detection approaches.

3. Action Engine

Based on the analysis, this component takes a decision of what sort of action
needs to be triggered. Generally the action involves alerting the administrator of the
ongoing unusual activity. An alert engine 660 performs this task by providing any

30  appropriate notifications and/or initiating any appropriate corrective actions.



5 if needed, and analyzed in step 460. A determination in step 470 occurs
to detect an anomaly. In one preferred enbodi nent, this step uses

pr edet er woaed/ottwreshol d val ues to nmake the determ nati onPCITUISN3/07042
predeterm ned threshol d values could be provided interactively or via a
configuration file. If an anomaly is not detected, the process stops. 10
If an anomaly is detected, an anomaly indicator signal is output at step
480 which may result in a notification. The possible results of anomaly
detection are discussed in nore detail gbove with respect to the Action
Engi ne. The types of anonmalies may varyégependi ng upon the type and nature

of the particular, application server. The fol f L j provi des
exenpl ary defi ni jtiT(SIFIEEtp'_‘L@%ngn%n%%P%% am?}lrg'}erereééo(r?rlé\él ]Iqqf)lgle? ﬁg&g%p f’cati on
context in qugsihevely, Aeaugluitabsigialinh@be therespasat Incab prefaredieabediownt, be

defined with respect to qther appl.jcation server A . . man
potential andhaf p‘ftﬁfﬂé%“ﬁf“ﬁyﬁfé'rnggﬁcai“ﬂ“ Pn& OREiere &seg/lgﬁ%?% re%ﬁlgﬁtevéﬁg ySi syi s
based on the geidrerbglidatpcaind ddweanlafoml Eer insancagheradtiftegtidrameld ben t he
historic audited data, In sonme enbodi msn}s,, gn a i tionﬁﬁéﬁnis rat or
can be 20 Yr dPithsdarmet 1 cRalt RESPEE 828 1CTM F’d’ﬂwgf%’aaé'fl 2 e?sﬁéeés with
respect to dif{arpeiid, OPRECBIihY PeSice floe cdll diolier Slambla neasige.e screen for
such an interface. The interface functiognality mag/ be Er.ovi ded via a Wb

server runni niltesmativply, ek petficationeoyiddhednggereddyitheoutputsd pigpals i ¢ apl e

interface platforfasdk SGHIsGHoRRAMPR it dloR B BF BbRICoRECIRERREdUIRIbUIdL he
threshol d value for the analysis for each 25 anomaly is derived from an

anomal y act i obe triggsiresl byTtheouipitied signdlr Suehcerasibgamegsurss coplddnclyderefysipg om t hi s

tabl e. Thg angl ysis. ijﬁﬂflérfcgﬁﬁmhi@%oﬁmtﬁ@idﬂ&e‘éﬁHﬁk@eiv@@%@tﬁ@xﬂée&i@ﬁ, and
hands over to the action nodul e. Enunerated below with respect to e-mail

are anomal i eguaohtiviag thewsmimppiestion] stringing kg eemipBiRIoa S8 thabit sicheed®ly.  The
o S e Rl o IE P R BRI 55 s
PCT/ US03/ 0704&nné&iohs memsashidcto 1¢vielsenanegsblgdy imerngiapplicatiomizevery address is
ot o S b bt R e e, o
than the t5ir eghpatdion Baamiuonr oselectivelysdonBbfure b deshdtedponseiandadssosiatd thist i s
gener at ed. configured response with a particular anomaly type such that when an anomaly of that
type is detected the configured response occurs.
FIG. 4 depicts a flow chart in a typical anomaly detection process according to
one preferred embodiment of the present invention. The process starts in step 410 by
20 initializing various constraints of the process including the types of anomalies,
thresholds for these types and time periods for which prior data is to be considered.
This information may be configured interactively at initiation. In addition to, or instead
of, the interactive configuration, previously stored configuration information may be
loaded from the SDS.

25 The process continues at step 420 where anomaly definitional information is
read (e.g., Incoming messages that have the same attachment within a 15 minute
interval.). A determination is then made as to whether a new thread is needed; this

determination is based upon the read the anomaly details (step not shown). In step 430,

if a new thread is required, the thread is spun for processing in step 450. In step 440,



5 2. Messages from sane Address (MAIL FROVM - The point of collection for
this anomaly is SMIPI/SMIPI S service. SMIPI/SMIPI S has i nformation about
t he addr ewe ogM¥loz1 FROV) from whi ch the nmessages ori gi nat e PCThEso03/d@ier m ned
address is stored in the SDS. The criterion for this anomaly is that the
nunber of message for the given period with the sane MAIL FROM 10 address
shoul d be greater than the threshold. Based on the |evel of threshold,
suitable alert is generated. 3. Messages having sanme Size - The point of
collection for this anomaly is SMIPI/ SIX[[PI S service. SMIPI/SMIPI S has

i nformati on about the size of the nessages. The size of the nessage is
stored in the SDS. This size denotes the. 15 size of. ody and
does not incItﬂﬁ%ro‘fersfégg‘?pﬁgordlfsl’?cﬁ@edrp@ﬁ Pfgtfmerlﬁe ore gty g‘%?%ﬁgﬁgzr?ﬂ? E?alsa anomal y
is that the nuftbgiticdfregRBsO@eanbmalyt he gi ven period wth a sanme size should
be greater than the threshold Baseclﬁor& the | evel of45 t hr.eshol dﬂ $%i tabl e
alert is generat edneg proggssiag ghibe Aoy fMigpd SomEereesMuyisP 450rinLormation egde

col l ection fapeldlide &P aRGHhly isFetried BT Hp itk focatsnsiinc the SBISTMbAIGAERE S has
informati on about the subject |ine of the nmessage. #ﬂe subject |ine

i nfor mati on fibpeedes apdanalyged instepigP e detgrmipptiqn "S%@?“ ‘é”-ctifr‘ité g‘?“?"bﬁ“for this

anomaly i s thgbmhRe iNUREfeRdd FsoARER:, A sh@ses F@&&é}nﬂﬁditmdsm&idﬁldche sane
subj ect line should be greater than the threshold. Based on the |level of

threshol d, submat thegeerminitiongab perdeermined treshoidwlics cond be Agvidate
Attachment - iﬁ}éﬁﬁ%’él)ﬂgr \%&a gcgllfilgﬁr‘:\llibrpfi‘lef ﬁfantanbrﬁal?ﬁ%héfedtéi_, tHehfocMsVE Ri pper

Queue. The M pper eue parses the actual "nessage into the
constituent Mtdf#s. parts and stores the information in the SDS. A part of

this infoyjmation is t . t fi yil Lo EQhgg hi s
anomal y i {sdmt hat tlﬁzén %uﬂ%%r@%{zﬁr@égggg gﬁ@%&gfg\?gﬁk %gt?i od_Stvmpt h same
attachment nawkicMBap 8%sQ7iRQ7ADLRGTOWSDRY BROUR resels eflroanalydetegifaagrer t han t he

e R AL SRyl o] 5 penerates
this anomaly is tIhe tjyedvEf Mompkias nidyeuasy. depénaing] upbn fRiepyreran@neatue gbtheses the 5
?(r:]t ual mess agpeartiicrma? ai[)p i((a:at?o%r]sg;[vie:}. l’ﬁ]rétfol‘\c/)lwl\x/nEg cPlgiclilgsslonapr}gviéés%&gl%pltaxt}edehgiftigﬁsrmt hon
15 of anomalies where e-mail is the application context in question. Anomalies similar, or
identical, to these can be defined with respect to other application server types.
There are many potential anomaly types of interest in an e-mail system. The
analysis is based on the collected data and dynamic rules for normality based on the
historic audited data. In some embodiments, an application administrator can be
20  provided with an interface for configuring predefined rules with respect to different
anomaly types. FIG. 5 provides a sample screen for such an interface. The interface
functionality may be provided via a Web server running on the security enhancement
device or other suitable interface platform as discussed above.
In one preferred embodiment, the threshold value for the analysis for each
25  anomaly is derived from an anomaly action table. The action for each anomaly is also
taken from this table. The analysis identifies that some thing unusual has occurred and
hands over to the action module. Enumerated below with respect to e-mail are
anomalies of various types.

1. Messages from same IP Address — The point of collection for this anomaly is

30 SMTPI/SMTPIS service. SMTPI/SMTPIS has information about the IP address



the SDS. A part of this information is the attachnment file extension. The
criterion for this anomaly is that the nunber of nmessage for the given
peri od wwohi3samel ext ensi on shoul d be greater than the threshmshsio7oBased on
the Il evel of threshold, suitable alert is generated. 10 7. Messages having
Viruses - This anonmaly will be detected only if any of the anti-virus
queues are enabl ed. The point of collection for this anomaly is the
anti-virus Queue. The anti-virus Queue scans for any viruses on each

i ndividual MM parts of the nessage. The scan details are stored in the
SDS. A part of this infornation is the Virus name. The criterion for this

anomal y is that t hfeo é\{hlllf] CSSQ%C%_'TEI%SIaEg% 'ﬁ;orIPtagéegy1§/§tore8€1{]ghQSDgetl‘ﬁgt ed wth
S e

viruses shoul d be gre ased on evel

t hreshol d, sui t abl &itedrfor ahfs agemeyestted the imbbesfangyege fiathengjvengreeod/i r us -
Thi s anomaly wi || et ect y of the anti-virus queyes are
enabl ed. The poi nttb?ﬁEl of & ? %/H‘ro“l[dl?hesgmé‘ﬁ&mwhmérefl}%c{"ééﬁigio \L;'i’er us Queue.
The anti-virus QueldeelSEMREhIIOrsuRdYe Mérk Isgeter@ed. €ach i ndi vi dual 20 M ME
parts of the message. The scan detail s are ent erﬁ,ﬂ?l nto t he SDS art of

this informatiorf i Metspgesfiom @mg AddressMAIL FRQM) 5 B?mf‘Pflcgﬁ%fHB’hﬁF P13 s that

the nunber of nmesgRERIYIOSMIPESHITPENsePAEd. FMTEISNTES hat inforfaiidh abolits shoul d
be greater than the threshold. Based on the |evel of threshold, suitable

alert is generat edic addsestMALL EROMYdromwhish femaessages arieiaigs he an anomal y

table in one pref e&e&&ﬁnne@'ﬂ@&@'ésﬁ?s%re&&'tﬁasﬁsr?ﬁ@éﬂt&ﬂﬁ'fox@ﬁfs%ﬁ&ﬁ mmegl for
storing this information in the SDS. No. Field Nane Data Ty e Renmarks

anm type int Pri mathg nwaber ofmessoge for e ﬁtVPIP pasiodiwith the sameMAHRFR@R  The | i st
is _zi~ 3§ ne~xt ﬁﬁﬁés& %ﬁuld\ﬁpg%(ep&zg e tl?gs-E{oHsﬁ%e? Mie Ie@f'ofﬁ}weme Field

Name Data lype Renar anm_nanme var char t he Anoma for
the U to displ aysuitable alert is generated.

3. Messages having same Size — The point of collection for this anomaly is
SMTPI/SMTPIS service. SMTPI/SMTPIS has information about the size of the
messages. The size of the message is stored in the SDS. This size denotes the

15 size of the message body and does not include the size of the headers. The
criterion for this anomaly is that the number of message for the given period
with a same size should be greater than the threshold. Based on the level of
threshold, suitable alert is generated.

4. Messages having same Subject — The point of collection for this anomaly is

20 SMTPISMTPIS service. SMTPI/SMTPIS has information about the subject
line of the message. The subject line information for the message is stored in
the SDS. The criterion for this anomaly is that the number of message for the
given period with the same subject line should be greater than the threshold.
Based on the level of threshold, suitable alert is generated.

25 5. Messages having same Attachment — The point of collection for this anomaly is
the MIME Ripper Queue. The MIME Ripper Queue parses the actual message
into the constituent MIME parts and stores the information in the SDS. A part
of this information is the attachment file name. The criterion for this anomaly is

that the number of message for the given period with same attachment name



3. can-display tinyint Anomaly is displayable or not in U. 0 - Do not
display | - Display 4. is-enabled tinyint Specifies if the anomaly is
enabl ed oworwew7®7t Disabled | - Enabled 5. anmperiod i ntPCTiUse3/hiTe4mi nut es.
This tine specifies the period for the anomaly check. The table bel ow
depicts the fields in an anomaly action table in one preferred embodi nent
using a relational database nodel for storing this information in the SDS
SI No. Field Nanme Data Type Remarks anmtype int Foreign key from anomaly
table. 2. am-thresh int This val ue specgisfies the threshold for a
particular action to be taken. 3. alert-type int This is foreign key from

aert_type table Jhudpe WBhPnEPRCY rés%&dtl%ﬁ?ctl 4P 1881 FifidnolOshbiEent to

the alert manager ecte 5 Throughout this
appl i cation, varlamﬁtp@hkmnatlons may have been referenced The

di scl osures of %helgﬁég S é\%:?%%a%g,?htéa&ntlenﬂixte rﬁ‘}e &ll@&foﬁ%’r th‘S

i ncor porated by 'S app €Y7 on to nore fully
descri be the st at enohmalyliethaMIMERippériQieud. HTis Mmempponmeetpansq:ﬁsthe 10 The

cTo0d Tl et e o Bl AT O T G R
devi ations may be ®EDS. A part of this information is the attachment file extension. The
criterion for this anomaly is that the number of message for the given period
with same extension should be greater than the threshold. Based on the level of
threshold, suitable alert is generated.

10 7. Messages having Viruses — This anomaly will be detected only if any of the
anti-virus queues are enabled. The point of collection for this anomaly is the
anti-virus Queue. The anti-virus Queue scans for any viruses on each individual
MIME parts of the message. The scan details are stored in the SDS. A part of
this information is the virus name. The criterion for this anomaly is that the

15 number of message for the given period detected with viruses should be greater
than the threshold. Based on the level of threshold, suitable alert is generated.

8. Messages having same Virus — This anomaly will be detected only if any of the
anti-virus queues are enabled. The point of collection for this anomaly is the
anti-virus Queue. The anti-virus Queue scans for any viruses on each individual

20 MIME parts of the message. The scan details are entered into the SDS. A part
of this information is the virus name. The criterion for this anomaly is that the
number of message for the given period detected with same virus should be
greater than the threshold. Based on the level of threshold, suitable alert is
generated.

25 The table below depicts the fields in an anomaly table in one preferred

embodiment using a relational database model for storing this information in the SDS.

S1 No. | Field Name Data Type Remarks

1. |anm_type int Primary key. Unique
identifier for all

anomalies. The list is
given in next section.




WO 03/ 077071 PCT/US03/ 07042 65 fromthe specific enbodi nents disclosed in
this specification wthout departing from the invention. Accordingly, the
scope of wbesjomeention is to be determ ned by the clai nspPoelusesomueher than
being limted to the specifically described enbodi nents above. 5 WO

03/ 077071 PCT/US03/07042 66 What is claimed is: 1. An application |ayer
security system the systemconprising: a) at | east one application server
system communi cation interface conmunicatively coupling the security
systemto one or nore application server ,systens; b) a systemdata store
capabl e of storing an el ectronic comuni %tl on and accurrul ated data

associ at ed w Hh—reeeived—electron-c—cormr oF e —a—system

processor in (EShNQmitF(‘:‘ﬁl\f]iBEﬁ‘l“"\Mth t he syste ag.f(’tri:ay%etorglt he at |east one
application ser vgr S¥af_aah&omuni cati on T NGERACE, W@k oF thd\Bncnilaly €M
processor conpri es oné or nore processi ng el enent s |airgs i @eQiMot he System

processor: i) |receilves an el ectronic comuni cation dlcﬁﬁ,@‘;ﬁd to or froma

selected app T W SEYET SYySten 1) €S oNg Dlonl iy & df 0] the
recei ved el ect rvg'd cor na?/catl on, wherei Hweach of tggg?oggqnorsﬁ ari tests

eval uates the|receijved el ectronic communjcation forla r seclrity
risk; iii) stores ijn the systemdata store a risk pro1 'E?s ﬁ S CI ated wWth
t he received retectiront mmtcattomr—b 1 re
tests; iv) deterti nes énhb"ﬁer an anomal y =>F<x|‘)g?s W t h*i%éjﬁe HT[e a"?’ﬁaﬁy
received el ectronid conmunication based ppon the stiqf % proflle and
accunmul ated data associated with received el ect ron| Fﬁ}, catl ons from
t he syst em data—stere—and—v—outputs—antahoraly—i %Cs ﬂmi4f an
anomal y i s deter # redmt peraxi st . int | ‘me in'minutes. Th

time specifies the perlod
for the anomaly check.

The table below depicts the fields in an anomaly action table in one preferred

embodiment using a relational database model for storing this information in the SDS.

2 SINo. | Field Name DataType | Remarks
1. |anm_type int Foreign key from
anomaly table.
> | anm_thresh int This value specifies the

threshold for a particular
action to be taken.

3. [ alert_type int This is foreign key from
alert_type table. This
value specifies the type
of alert to be sent to the
alert manager when this
anomaly is detected.

5
Throughout this application, various publications may have been referenced.
The disclosures of these publications in their entireties are hereby incorporated by
reference into this application in order to more fully describe the state of the art to
which this invention pertains.
10 The embodiments described above are given as illustrative examples only. It

will be readily appreciated by those skilled in the art that many deviations may be made



2. The systemof claim1l, wherein the received el ectronic communication
conprises an e-mail conmuni cation, an HTTP communi cati on, an FTP

conmuni cavoms/p7m71 WAI' S conmruni cation, a tel net communi cat iPom/usn3/ero@pher
comuni cation. 3. The systemof claim2, wherein the received electronic
communi cation is an e-mail communication. WO 03/077071 PCT/US03/ 07042 67
4. The systemof claim1l, wherein each of the one or nore tests applied by
the system processor conprises intrusion detection, virus detection, spam
detection or policy violation detection,.5. The systemof claim1l, wherein
t he system processor applies a pIuraIity of tests. 6. The systen1of claim
5, wherein th roc ch of .t he I Lests in
a parallel fa? |ofr?1IE Ry 1fﬁ”en Sy S eﬁ?’g oéﬁ a?ﬁ\ lCeart'e’f’nl &dgﬁ?% rocessor
appl i es each affie invemtiph. uAedordxygly;fthe stcepdcﬁthel’lnﬁmﬂelqﬂembé aéteﬁraﬁdﬂlb@mhe 8. The

Ghta Store cagmien et if Peft BOR P e B AR ERPr O ool 1) o queue

data store capsdlee of storlng a plurality of index queues, and wherein the
systen1prosessor applies the plurality of tests in a sequential fashion
by: 1) storing the received el ectronic communication in the nessage data
store; 2) assigning a selected index to the stored electronic

comuni cation; 3) executing a plurality of testing engines, wherein each of
the testing engines has a test type and has an index queue in the queue
data store associated with it, wherein at any given tinme at |east two of
the executing testing engines have differing test types, and wherein each
of the testing engines: (a) nonitors its associated i ndex queue for a

pl aced index; (b) retrieves the el ectronic comunication associated with
the placed index fromthe nessage data store; and (c) tests the retrieved
el ectroni c communi cati on against a set of one or nore criteria; and



4) placing the selected index into the index queue associated wth a first
testing engine, wherein the first testing engine has a first test type; and
5) pl aci nyotose7®el ect ed i ndex into the index queue associ aceases/ot4n second
testing engine, after the first testing engine perforns its test upon the
stored el ectronic conmuni cati on associated with the sel ected i ndex, WO

03/ 077071 PCT/US03/ 07042 68 wherein the second testing engi ne has a second
test type that differs fromthe first test type. 9. The system of claim8,
wherein the test type of each executing sest engine is intrusion
detection, virus detection, spamdetection or policy violation detection.

10. The system.of .cl ai mdl,. wherein the system processor applies each of the
one or nore tm—%on configuration information stored in the system

data store. 1l.Anldpplicyish Byeckeitpiysiei, thafsgnean comprsingyst em pr ocessor
determ nes whether an anomgly.exists further based . configuration
X Pt ESK e SRR UGR SeT sy e oy {HRdee

i nformation stor e systemof claim11,

wherein the confi giondhinativdly Gsuptihg B s€QNTTsyses taoemalmore dppliegionaerveral y
threshold informati on, anomaly tinme period information or anonmaly response
information. 13. THé&C®§stem of claim 1, wherein the system processor

further derives WngsRfemMtEtord BapaBIk Yf §ibiiBshiddsotit eominisicapaundl at ed dat a
associated with recéived el ectronic, comunications in the system data

store. 14. The systenngpted daf Asseciatgshwith reqekvprhelesiopis FRIPYBIaLYs: et er ni nes

whet her an anorgl yRxiSirscebddr inldonfhRinfdaibiv il thd spstdm Gdta SORIEAU Yheldy pag Of
interest; 2) for each of the anomaly types of interest in_ the determ ned

set, (a) acquiri ngonsraeplnatipyeaves xR SOMMEcHE Wieriaes Srieinhe Vst ¢ he

respective anonaly bnd G3%dre hlacR&hE cHRBRs AsCHRBHiA R yfaha
associated with re%gg?é\%goégg’?@gste?o%i% co?rir)ru%i ca%?ons 1§romthe1 systyem dat a

store; (b) conpariprgeassdrormation in the stored risk profile against at

least one of the 16)‘ ¢ gééie:ir\'géjanoéi'&trgﬁic B G ARRTR dred il GR FofiSa seRBEd

application server system;

ii) applies one or more tests to the received electronic communication, wherein
each of the one or more tests evaluates the received electronic
communication for a particular security risk;

iii) stores in the system data store a risk profile associated with the received
electronic communication based upon the applied one or more tests;

iv) determines whether an anomaly exists with respect to the received electronic
communication based upon the stored risk profile and accumulated data
associated with received electronic communications from the system data
store; and

v) outputs an anomaly indicator signal if an anomaly is determined to exist.

2. The system of claim 1, wherein the received electronic communication comprises
an e-mail communication, an HTTP communication, an FTP communication, a
WAIS communication, a telnet communication or a Gopher communication.

3. The system of claim 2, wherein the received electronic communication is an e-mail

communication.



(c) determ ning whether an anomaly of the respective anomaly type exists
W th respect to the received el ectronic conmuni cati on based upon the
conpari somo 09031 077071 PCT/ US03/ 07042 69 15. The syst emcofusesd/atom 14,
wherein the system processor determ nes the set of anomaly types of
interest by reading configuration information fromthe system data store.
16. The system of claim 14, wherein the system processor determ nes the set
of anomaly types of interest based upon the received el ectronic

comuni cation. 17. The systemof claim %4, wherein the system processor
acquires the one or nore anomaly threshol'ds by deriving at Ieast one

anomaly threshol fh/ S ol aa.fgf,wi@a%ﬁ of AL Brf 3L RLE ol hIRGSLYAC

el ectroni c comuni cAt 1 ONs stemor claim

derivation of t hﬁo@a‘ssdre@ﬁpnsematrasimmdtgcﬁom tvires vdcdon, spehudeth@ronbap@ctyupon a
predeterm ned ti e 19. The system of claim 14, wherein the system
processor acqui r‘ggag?"4eé°§§?n one anomaly threshold of the one or nore
anomal y thr es hsol T Hsteh @aclhing! oﬂnfdngthéajzs!t@nproi:ersi@rapmtdsalpleraimyrbttbas.syst em
data store. he syst of _.claim wherein the gnomaly .indicator_signa
conpri ses a r?ot l?eisé{sa‘%/ Q&‘(%?/é‘i}&?'f eé’(fteé’?j?ﬁof‘ﬁsy?&@lff eacfff thﬁ?éuralifﬁ’gm of
cl aim 20, wherelﬁmghﬁqﬁﬂﬂkﬂhgﬁ&ion conprises an e-mail nessage, a page, a

facsimle, an _telephone cal]l,_an SMS nessage, a WAP al er r. an SNVP
alert. 22. Thd shstsunsmel gpm ST HE SR P‘H%es%aﬁ%lfe?e?cﬁicﬁ?é@tpé‘fm'é‘wﬁal

further conpriseggafa@pRNBAI¥ashiRe and wherein the notification conveyed to
the adm nistrator conprises the anomaly type. 23. The system of claiml,
wher ei n t he arfonEiesystermiot eligr 7.syhgrean mééYﬂfr"? @fé%s‘%Fﬁca?iBﬁﬁny type. 24. The

system of claiml,; 1V‘"l%é%kz@eh'&'t@st%yeséaﬁiﬂlé&s%rﬁ%%§@ﬂct%§d’%%ﬂn@xxéakn&@%&| system
and one or nore application server ;lzstems he system of claim 24,

further conprisi ngiia afqueendald staro aspable ohitpiong 4 Muralityaf endex anavasiiaedt i vel y
coupling the syst e PhlQint tEEesyfsﬁe{n%eLs&Xpﬁ)qi@%e mgirli?)’ & téslf'sein%%\?&lﬁmial

fashion by:

1) storing the received electronic communication in the message data store;

2) assigning a selected index to the stored electronic communication;

3) executing a plurality of testing engines, wherein each of the testing
engines has a test type and has an index queue in the queue data store
associated with it, wherein at any given time at least two of the
executing testing engines have differing test types, and wherein each of
the testing engines:

(a) monitors its associated index queue for a placed index;

(b) retrieves the electronic communication associated with the placed
index from the message data store; and

(c) tests the retrieved electronic communication against a set of one or
more criteria; and

4) placing the selected index into the index queue associated with a first
testing engine, wherein the first testing engine has a first test type; and

5) placing the selected index into the index queue associated with a second
testing engine, after the first testing engine performs its test upon the

stored electronic communication associated with the selected index,



processor receives the el ectronic communication directed to the sel ected
application server systemvia the firewall cornnmunication interface. WO
03/ 077071wB@301BOB/ 07042 70 26. The system of claim 1, wereraisn3/otoe2 system
processor further forwards the received electronic comrunication to a
destination indicated by the received electronic communication. 27. The
systemof claim1l, wherein the system processor further aggregates the
stored risk profile with the accunul ated data associated with received

el ectronic conmunications and stores agggegated accunul ated data in the
system data store. 28. The systemof claim1l, wherein the system processor

further stores the recejved }hﬁqlsc%%é,\%gén ieﬁgi{HHH&iaCs%HnQ%& Bpt b @weisem dat a

hergin
store. 29. The system ot "“t1'a e system processor further
determ nes tests to agpnythedirdt kest typeei ved conmuni cation. 30. The system of

claim 29, wherein the systemprocesspr termn : . |ied based
upon confi gur at i-lg'ﬁ sYsrﬁef"&%ﬁ‘ﬂ?llnoqq ngerV‘ége fe%q¥rf$e°m§§/cg‘tse é%ﬁgl?ilg% Eae?tsét?'glrn g'gp?, 1. The
sys]t_emdof bcI aidmiztajsidMneh t’eﬁlii(?l, bi_hs @msﬁ@?h?hhodmamomiﬁiie{ﬁbhém d_m@tion-o be
applie ased upon characterj stics e recei ved, el ectroni

communi cat i on.lo-élg‘? SYm 8 ?‘M’&%‘erél%‘ﬁﬁ?yﬁen\/mg‘feéﬁoﬁa‘fprklgs esz’lf/:}s]to g{rﬁﬁe%'r‘%%ressor
further provi desn@8 tdsidtb@det @apén configuridiinGhforati stonddsih tatsgsteramh@is©re.
configuration information, recei vegbtﬁonfl uration, inf.or nv@{?kon fromthe

i nterface and!btBrs¥sismaf slaigel WoarEHIRE SYSIFRRTPESS AFGTHEES O t he system

data store. 33. ;fBRas¥%ris@Hutler bdsad Bpoa2on i tRh Mnfbiatisl StbraiPthe SEsssor
applies the one or nore tests based upon the stored configuration

i nformation. 34.damporgyst em of claim 32, wherein the system processor

det erm nes wh QTR V1, ShéSinshdasnedurdfsintorRafinQofgrise Bhorguly at i on
i nformation. gg'.hﬂ{fzﬁgﬁ%r?/stgm of ‘clai m 34, wg?ar ei nnt he st orgg configuration

i nf or mati on conpypesemomalyshrashpld ipfeamaticananemaly i eesiod prformatigh Aeanopily
anonmaly tine perri Ognie%f%ﬂﬁito. on or anonaly response information. 36. The
systemof claim 5?, wherei'n the system processor provides the interface to
the adm ni st datThe systemaf Wéim kevhewmin the systenmpriofessns fwrther degiyeqeREORER%E voi ce

recognition s ysz}ngmagrthr%‘&o%o%ﬁé AQEmafaled Qhea associated with received electronic
communications in the system data store.
14. The system of claim 1, wherein the system processor determines whether an
anomaly exists by:
1) determining a set of anomaly types of interest;
2) for each of the anomaly types of interest in the determined set,

(a) acquiring one or more anomaly thresholds associated with the
respective anomaly type based at least in part upon accumulated data
associated with received electronic communications from the system
data store;

(b) comparing information in the stored risk profile against at least one
of the acquired one or more anomaly thresholds; and

(¢) determining whether an anomaly of the respective anomaly type
exists with respect to the received electronic communication based

upon the comparison.



37. The system of claim 32, wherein the system processor further popul ates
the interface with default values prior to providing it to the
adm ni st rekpas/o7 03/ 077071 PCT/ US03/ 07042 71 38. The sy®cerusos/omkai m 1,
wherein the system processor further takes a corrective neasure responsive
to the anomaly indicator signal. 39. The system of claim 38, wherein the
corrective neasure conprises conveying a notification to an adm nistrator,
refusi ng acceptance of further conmunications fromthe source of the
received comunication, quarantine of thggreceived comunication,
stripping the received conmunication of identified content, or throttling

excessi Ve nuThet Qe AePB AL URRILOTTNE oAEE geafmnésgge% Sor manageabl e

by internal application sérvers erein the
notificati on corgpringlbgyms obinteedst bymesd agennfigurapegieformaticadminaihe eystem

t el ephone cal |, aaapa§ nmessage, a WAP alert or SNWP alert. 41. The system
of claim1, V\/nerel K tHe one or nore application server systens conprise
e-mail server léyﬂte@»ync;m‘n&éﬂamerwexmreyshcemteni?ﬁ&esmr daermsnes tthersst oft el net
server systens, GOP ver S

server s stens. .42. The
system of cl ai maﬂﬁfmg&ﬂ@ﬁéf’ 1n eﬁeéy%ﬁ%ﬂ&sﬁmﬁlﬁrrgceé"ﬁale UG O"EB?'{}‘@PO%yst ems are
e- mail serven7sHetsesEm oﬂﬁammmhh gt@d\ tﬁ@fysemkdﬁga@ﬂﬁéd th@bhemwd n{oa;yer
communi cation security, t npri si recei vi ng
an el ectronic C(ﬂ‘?ﬁﬁﬂ'iyé'érﬁ?hﬁﬁ gE P‘é‘b“[‘%‘a‘? Stgme P%é%@ﬁ@@?@&i 'Q‘f)pl i cation
server system wiedRilfted Ba 5m:yoadlt;e+e@awmcﬁoﬁa@mmhﬁaaﬂdam is an
application Iayer communi cat i on; ying one or nore tests to the

recei ved el ectlPoriesYeeARtslrEat’ HhereWH ‘Eﬁifwa“%'étfﬁledlﬁ leptong AROMAY ore tests

eval uates the rQﬁt%bﬁfﬁ(ﬁls%xﬂﬁFBﬂéﬁﬁpoﬁcﬁrﬁﬂéﬂ@leﬁﬁﬁlb@ﬂmef)&{oda particular security
ri sk; c) deten-nining whether an anormaly exists wth respect to the

recei ved el ect!PoHiesysters pheipimc ke wawemmsaqmoqeﬁf@r 2q98ir¢sed legpf@ng Anawnle
tests; and d) ouhputdid Hdn e@?%%oh\?@'tﬁ%&%ﬁds%&%i%&m rafoqmal y is

determnedto exi st. 44. The et hod im4 erein the received
el ect roni ¢ conmuinfogmaticodragotip systeasdatasiore- mai | communi cati on, an HTTP

communi cation QO.aﬂ)erﬂ:t)exﬁ 8%94 £ Qx}hiex%ﬂx th@anomaly indicator signal comprises a

notification conveyed to an administrator.

21. The system of claim 20, wherein the notification comprises an e-mail message, a
page, a facsimile, an telephone call, an SMS message, a WAP alert or an SNMP
alert.

22. The system of claim 20, wherein the anomaly indicator signal further comprises an
anomaly type and wherein the notification conveyed to the administrator comprises
the anomaly type.

23. The system of claim 1, wherein the anomaly indicator signal comprises an anomaly
type.

24. The system of claim 1, wherein the system is disposed between a firewall system
and one or more application server systems.

25. The system of claim 24, further comprising a firewall communication interface
communicatively coupling the system to the firewall system, wherein the system
processor receives the electronic communication directed to the selected application

server system via the firewall communication interface.



WAI' S communi cation, a telnet comunication or a Gopher comrunication. WO
03/ 077071 PCT/ US03/ 07042 72 45. The nethod of claim44, wherein the

recei ved wbasirmni c comuni cation is an e- mail comuni caPCerusoéio4The

met hod of claim43, wherein the step of applying one or nore tests
conprises applying one or nore of an intrusion detection test, a virus
detection test, a sparn detection test or a policy violation test. 47. The
nmet hod of claim43, wherein the step of applying one or nore tests
conprises sequentially applying a plurajjty of tests. 48. The method of
claimd47, wherein the step of applying one or nore tests conprises for
each of the plurality of ts ] t e {dug a test
to perform i |& 'I%% PY ermmOfnctég-%}%hlé ngllre{engﬁ‘ggd' rS]tt‘:q rélsdt? &S%Bfﬁlzth%fgre\?%%ﬁﬁéeﬁg%ﬁaoni C
conmuni cati on, ahkdtrorié égmrourtiguibt iamdeatinatiok indicated bp theasastved plgeiranife per f or ned
test. 49. The nethod of.claim48, and further conprising the step of

recei ving confi JOPEHPEAI nf or mati on and wherein the step of selecting a
test conpri seg7. gk eystdniof Aaiinels whbrematk systemrprodessor Brtbenaggregaes thgstomti on
information. 50., The nmethod of claim 48, wherein,the.step of .selecting a
test conprises Jisk@Efis “lhg‘ef“écélfnug’éegﬁmd‘ﬁs@ﬁ'agﬁtwﬁt erecae'svs?ggggr%"éc with the
recei ved el ect r @BinmuGRATBH bfiditbesaggtegited TdramiRtdd@dtadh thelspstem d8a stared f ur t her
conprising the step of receivj ng c,onFi g,urati on ipf{P}r mat i on and erein the
step of det er A$-riihg §YsiR M WARKSPPS SYSIRMArecepsor Tyt §iups @55688" on the

recei ved confi guieatbd corithoifmbh Mihe HAemlden iEhod of claim5 1, wherein
the received configuration information conprises _anonaly hé?es or anomal y

response i nf oRPrelthe Systensaf claipel. wbersiidhesystemarogessor fusther ¢ERMMKE? ©8§ My i si ng

the step of rec%'gylw(gthgq&ggga@gnqqunigﬁgﬁ associated with received
conmmuni cation and wherein the step of determ ning whether an anonal

exi sts conpri 3@Thdeystar atcleimoiPafiereintbestyeira FrAFEPRIRTTBENCE feshie b Aerliedcei ved
accunul ated dat g, sedtipor]. E'cﬁxfi%ﬁ%xﬁ&?x?ﬁﬁjnnﬁtli Brafin G5B alaRforé €Cei ved

[
configuration infori-natio er cor?prl ses anonaly threshold
i nf ormati on oB1.4Fhespstem of ceim wbereinrificsystamipseressgndeternesdashiode appligf ai m 43,

and further compyigiign LGl ERost il G&ElvE BEcRARHdiResion.

32. The system of claim 1, wherein the system processor further provides an interface
via which an administrator enters configuration information, receives configuration
information from the interface and stores the received configuration information in
the system data store.

33. The system of claim 32, wherein the system processor applies the one or more tests
based upon the stored configuration information.

34. The system of claim 32, wherein the system processor determines whether an
anomaly exists based upon the stored configuration information.

35. The system of claim 34, wherein the stored configuration information comprises
anomaly types, anomaly threshold information, anomaly time period information or
anomaly response information.

36. The system of claim 32, wherein the system processor provides the interface to the
administrator via a Web server, an e-mail server, an automated voice recognition
system or an SMS message server.

37. The system of claim 32, wherein the system processor further populates the

interface with default values prior to providing it to the administrator.



data associated with received conmuni cati on and wherein the step of

det enni ni ng WO 03/ 077071 PCT/ US03/ 07042 73 whether an anonaly exists is
further baeedoupon the received accunul ated data associ ared/vsnitronecei ved
comuni cations. 56. The nethod of claim 43, and further conprising the step
of taking a corrective neasure responsive to the anomaly indicator signal.
57. Conputer readable storage nedia storing instructions that upon
execution by a system processor cause the system processor to provide
application |ayer security, the nmedia hgving stored instruction that cause
the system processor to performthe steps conprising of: a) receiving an
el ect roni ¢ cogmigl 6ald ok i AChAd bl bhaMBsSehRflasicaRRbheal on  server
system wherein & reteiVed electroni ¢ ¢o nication is an application

| ayer communi catrieasure teypanpipé (o thejaronslyondipaserssignast s t o t he recei ved

el ectronic co i cation, whepei .eac . eval uat es
the received & ?Fyﬁﬁﬁ gfc%aﬁlrnn?r%i vég‘:[rflgﬁ‘e% géaélpglae?s{ﬁl?ecﬁ{mr éssgcc?hfe?%n% ri sk,

t her eby gener at nogficatiot @asitadmimstiaios kefosiog adceptarss of fuathertominaunicatkensel ect r oni ¢
conmuni cat i on; det er m ni whet her an .anomal y_exi s ' r.espect to the
recei ved el ect rg)ﬁf"ctge WRGRA IEAEGeDT 6%@'38"’&“3’83’ ?l%retmg e#@%ﬁ&%ﬁeg ri sk
profile; and d) codinpbichidhgstappinerdcyivédeinaminidation gfidéntifitd aontab@mal y i s
determned to exist, 58. The madi(g,of ¢l aim 5?. wher ej ndtt eejsnstructi ons
causi ng the systEpiliEsEEsssiys nyrpoers f dRgoang GemnecridnS BEERECRN L8RS cat i on
conpri se instr uGtinReable dY $itetdaltapRlicad&i ®verspr ocessor to receive an e-mil
conmuni cati on, an TP conmuni cati on, conmuni cat i

! an.gIF.P tlﬁn a WAI'S
communi cat i on0-dhe systrat ol ?fﬁ‘irF‘BH‘ed‘_P“ CHESP ARPPIEB MG HeF88% 959, The
medi a of claim ?de, WRRLHIIR, 4l ElepHbnt EME hi SIS Radsigt NOWPalGYSISNMPakaessor to
recei ve the el ecttoni c comuni cation conprise instructions causing the

system proce4kdhe systaneelglaim lawhereipghg one o WRHFIYAN SBHET SY¥Sredi a of

claims7, wher elBnbfit d R e ARsCRMD biltderlsDllerhy PIORMEAGESARRIAR  aPPI Y
one or nore tests conprise Instructlions causi H%Sqtehe system processor to

apply one or noermensystams,iGRFHER eamves syseeans ¥ ADservensysiem§s det ection test,

a spam det ect 42"he system of claim 41, wherein the one or more application server systems are €-

mail server systems.

43. A method for enhancing application layer communication security, the method
comprising the steps of:

a) receiving an electronic communication directed to or from a selected application
server system, wherein the received electronic communication is an application
layer communication;

b) applying one or more tests to the received electronic communication, wherein
each of the one or more tests evaluates the received electronic communication
for a particular security risk;

¢) determining whether an anomaly exists with respect to the received electronic
communication based upon the applied one or more tests; and

d) outputting an anomaly indicator signal if an anomaly is determined to exist.

44. The method of claim 43, wherein the received electronic communication comprises

an e-mail communication, an HTTP communication, an FTP communication, a

WAIS communication, a telnet communication or a Gopher communication.



test or a policy violation test. WO 03/077071 PCT/US03/07042 74 61. The
medi a of claim57, wherein the instructions causing the system processor to
appl y oneworosmomel t ests conprise instructions causi ng thepgydaisesnppuancessor
to apply a plurality of tests. 62. The nedia of claim®61l, wherein the
instructions causing the system processor to apply a plurality of tests

conprise instructions causing the systemprocessor to: i) select a test to
perform ii) performthe selected test on the received el ectronic
cornmuni cation; and iii) outputting a rjssk profile based upon the

performed test. 63. The nmedia of claim57, wherein the instructions causing

the system pr sor .t er,m . e GO ses
instruction cgélj‘g[i%%n_ e_fhﬁgofscagl%’eﬁwggrg%gggé%rg{lB@%lfagrért@g%?ﬁ?lhiétgnset of anomaly
types of i nteresiajl commuhoatiamach of the anomaly types of interest in the

determ ned se acquyi .one, or  nor nonal r ' d wth
the respecti v%é' Té%ﬁﬁ&g§of§$&%2)vvli‘8r8mnﬁ§?seeq il Bglﬂrlrtg?iog%%g?ﬁ%&%? &Pg%egt one
{Ih sk Er ?)L ile agagmy%qg aiie drawat opameintrasion deecaampasty edrus detectionrtest.a sparonal y
reshol ds; an eterm ne whet her an anomaly of the respective anonal
type exists W ldﬁt)e?tlé’é‘;ﬁ"e‘&?r"t‘%?“f%é‘op@f?’é?e@ted el ectroni ¢ communi cati on basedy

upon the CcoONPAring aethol 4f cldiie43yRdeRinahe QépoMipplying wheoemoretidses domptisesct i ons
causing the system processor to o_utgéjt t he anomal y indi cator signal
conpri se i nst r uétquepieily apRlying 2 PHEAILY et 0 convey a notification to an

adm ni st at or 48 WigLRiHdd bP@aiRPd7, WheRid (BOsEGPSMDPISRE oAdloemorgRdsts IRPHRGE, a
page, a facsimle, an tel ephone call, an SMS mess?ge, a WAP alert or an

SNVP al ert. 65. faysaghhefithecpivmabty of g5t pedrming e sERs;

em the system

conprising: a) re_cigzi yélé}gng‘ggyggo efforh£Cei Vi ng an application |ayer
el ectroni c comuni cation; bée storing neans for storing an electronic
communi cati on and idcpafamingats shectd easeuibe rreiedglecopis cempwgicat@edoni ¢

conmuni cat i ons; iii) outputting a risk profile based upon the performed test.

49. The method of claim 48, and further comprising the step of receiving configuration
information and wherein the step of selecting a test comprises selecting a test based
upon the received configuration information.

50. The method of claim 48, wherein the step of selecting a test comprises selecting a
test based upon a type associated with the received electronic communication.

51. The method of claim 43, and further comprising the step of receiving configuration
information and wherein the step of determining whether an anomaly exists is
further based upon the received configuration information.

52. The method of claim 51, wherein the received configuration information comprises
anomaly types or anomaly response information.

53. The method of claim 52, and further comprising the step of receiving accumulated
data associated with received communication and wherein the step of determining
whether an anomaly exists comprises deriving anomaly threshold information from
the received accumulated data.

54. The method of claim 52, wherein the received configuration information further
comprises anomaly threshold information or anomaly time period information.

55. The method of claim 43, and further comprising the step of receiving accumulated

data associated with received communication and wherein the step of determining



WO 03/ 077071 PCT/ US03/07042 75 c) assessnent neans for applying one or
nore tests to the received electronic comunication, wherein each of the
one or noOWe iB®%131 eval uates the received electronic conmearamsbs/ondt or a
particul ar security risk, and for storing a risk profile in the storing
means, wherein the risk profile was generated from applying the one or
nore tests to the received el ectronic comruni cation; d) anomaly determ ni ng
means for determ ning whether an anomaly exists with respect to the

recei ved communi cation based upon the rigk profile and accunulated data
associated with the received el ectronic comunications in the storing
nmeans; and e) out neans tin gnal if an
anonal y was deté@ﬁ?h@ﬁ“@@a f%gﬁ1%8&%ﬂ1m§m§ﬁgf$9g%%égﬁﬂ%Pﬁgﬁﬁgéﬁg 66. A
security systemaktiaicdiwgthiregdid oommiinieativasmuni cati on transmtted over a

communi cation_n wor , ,the s e onprisin ni_c interface
comuni cat i veP§ Oﬂé’ flﬁgyg%g&ﬁ\%cgmpggﬂ%ﬁ% s& t(;5 ?%EH éltc\{;)\%éclgoe a
system dat a StOrr&aﬁﬁmspcﬁismtouh&aﬁmimsmagaodagral store capabl e of stor| ng a

conmmuni cation;_and ii) eue data, store capable of storin |urality of
i ndex queues; r@“&’}“eéreé‘ﬁig‘bj ﬁ?%%%@"e@%ﬁ?f"?gd"%@ﬁ?rﬂﬁ t}baétf‘?%hex\ﬁf'glﬁnpﬁ

comruni cation i r&&ﬁéxﬁ %F&es@&%ahié&he @Yt%ﬁl%déesbﬁtoqir@idh apphieitieh myedsecigitgt em
processor conpriSes one or nore, praocessing Eemants and vvher?éﬂn t.he system

processor: i) ré%‘?’%éhﬁ“'}f:’oﬁ%i“&‘é‘ﬁ‘%‘hﬁ“é‘“ieh‘ DSRRIPERIY P RtR Face:
i) stores the rgoelypslisgotage in the message data store; i||) assi gns a
sel ected index to the stored conmuni cation; iv) executes a lit

i nterrogation erii TeeaiVin g e leG PN iSO RIMNICARN diregfed fr I deam difles &écaﬁ

test type and has &Eve'r g&g?eﬁn QHERS: hdrebll PR HEnic dahRAusicalicR 1@&5@911@&1@5’ W t h
or” t he

it, and wherein eac _interrogation engines: 1) nonitors its
associ at ed i ndex gagereofmonungatgdnaced i ndex; 2) retrieves the comrunication

associated with bt) hz?ppRJir?gC&\q, o BEX el RMhd REeivddRER RO GhAuitAIR; wherein

each of the one or more tests evaluates the received electronic communication
for a particular security risk, thereby generating at least one risk profile
associated with the electronic communication;

¢) determining whether an anomaly exists with respect to the received electronic
communication based upon the at least one risk profile; and

d) outputting an anomaly indicator signal if an anomaly is determined to exist.

58. The media of claim 57, wherein the instructions causing the system processor to
receive the electronic communication comprise instructions causing the system
processor to receive an e-mail communication, an HTTP communication, an FTP
communication, a WAIS communication, a telnet communication or a Gopher
communication.

59. The media of claim 57, wherein the instructions causing the system processor to
receive the electronic communication comprise instructions causing the system
processor to receive an e-mail communication.

60. The media of claim 57, wherein the instructions causing the system processor to
apply one or more tests comprise instructions causing the system processor to apply
one or more of an intrusion detection test, a virus detection test, a spam detection

test or a policy violation test.



WO 03/ 077071 PCT/US03/ 07042 76 3) assesses the retrieved communi cation
against a set of one or nore criteria related to the interrogation

engi ne' s weas/twpe; and 4) outputs an assessnent i ndi cat oPCirndbyetosng
results of assessing the retrieved conmmunication with respect to the set
of one or nore criteria; and v) places the selected index into the index
queue associated with a first interrogation engine, wherein the first
interrogation engine has a first test type; and vi) responsive to the
assessnent indicator output by the firsto i nterrogation engine, places the
selected index into the index queue associated wwth a second interrogation

engine, wheregn Tﬂ@ﬁ‘ﬁéﬁ?@@l%n{ M Whér%g‘géé ﬂ%&ﬂ%ﬁuﬁﬁ?th@sys&%@ﬁg&ﬁ&% type

that differs from IFst test t e systemof claim66, wherein
the recei ved corppinbuatrinme EONPONDES isstrugtionn cdusing drersy#em REQCHHOT IQAPHY" TP

comuni cation, an, FTP ¢ nication, a WAILS conmmuni cation, a telnet
conmuni cati on o?pglr%%ﬂgtgg%ommni cation. 68. The system of claim67,

wher ei n t he ré&Xxahy eddiaoftinini Glawhenein the mstrietings dausinthersysteonprioeassoré®. The

by et ri evi ng 20RY ARPGUEY OGS TR e SRR T e

amount. 70. The syipt @Bcof tesd taperfdtm;, wherein the system processor assigns

the sel ected index, based upon the received c nication.. 7.1, The system

of claim 66, wher éi)np‘i"ﬁ’é‘“ﬁﬁ‘%gﬁeﬂfsb‘?" tﬁﬁfeé?‘yggeg%&r%'c8%8?“%1?%08?&{}% ses one

or nore further imi%ﬁtﬁgaﬁg@ﬂsm@ile@&eeaﬁh thepérfigmed teytpe di ffering from any

interrogation _engine that previous|ly assessed the conmunication associ ated
ehite ¢

with the sel 8 meAid ok claimy® WHOFTEITN HEr W POr PP LE G PIESIE i ve to an

assessnent i ndige@hRihe AHER4an B¥orddly EX§tSESRSRE] SnRAG fRsinPtiRGeSethhe
selected index in an index queue associated with an interrogation engine

havi ng a type diPfdcesspinig: from any interrogation engine that previously

assessed the comupi galion. ASSAGhBRSY el B inkh@r sel ect ed i ndex. WO
03/ 077071 PCT/ US03/ 07042 9 e ,
ii) for each of the anomaly types of interest in the determined set,

1) acquire one or more anomaly thresholds associated with the respective
anomaly type;

2) compare information in the at least one risk profile against at least one
of the acquired one or more anomaly thresholds; and

3) determine whether an anomaly of the respective anomaly type exists
with respect to the received electronic communication based upon the
comparison.

64. The media of claim 57, wherein the instructions causing the system processor to
output the anomaly indicator signal comprise instructions causing the system to
convey a notification to an administrator, wherein the notification comprises an e-
mail message, a page, a facsimile, an telephone call, an SMS message, a WAP alert
or an SNMP alert.

65. An application layer security system, the system comprising:

a) receiving means for receiving an application layer electronic communication;
b) storing means for storing an electronic communication and accumulated data

associated with received electronic communications;



77 72. The system of claim®66, wherein each of the plurality of
interrogation engines conprises intrusion detection, virus detection, spam
det ecti orwonspolorcy vi ol ation detection. 73. The system eCTalsas/omoés,
wherein the system processor adds an interrogation engine to the plurality
of interrogation engi nes based upon the received communi cation. 74. The
system of cl aim 66, wherein the system processor adds an interrogation
engine to the plurality of interrogation engi nes based upon | oadi ng of
existing interrogation engines in the pjsurality of interrogation engines.
75. The system of claim 66, wherein the assessnent indicator output by each

interrogation engine conpri S“?%”?‘RQS"?‘E ohE¥EhoRIRAGH HeGebeWel Blebfsnid ved

communi cat i on RSP 0t fefrogation engine's test type. 76.
The system of cl aidenbfunicati@r ehereinfrechasfskEsenemn moraigditeemabiates thegeaciisd each
interrogation engine is output. only if the inter L& R P8 Sk
assessnent of the el'?‘é‘B‘é‘F\?%'%‘Bﬁ?ﬁ?#%é‘tﬂ%‘ﬁ“W%ﬁsétggiglg%'{l&)t (ﬁt egsgt of one or
nore criteria det gfsfilB@sthe ktbaig tbmsveleediv éd rish profite wastgeosraneéfom a t hr eshol d

risk level. 77. The system of claim76, wherein.the. i ndi cat or
signal conprises @#PPHYEthG QGO B’r?rectSW/@Jgﬁref%vegneleﬁg?ﬁl]%?éﬁ?‘g{'{g&m’78. The

system of cl ai Mgy ZanoM§ dBlefinihidg nitahd fob Eaérimdiing @h@hdrae anamalgexist Withessage, a
page, a facsimle, an tel ephone call, an SF?/S massage. a VﬁP alert or SNWP
alert. 79. The syietnsshtethectcsivad sommipieatiop kase popdtic tshrgtileapdi ¢ at or
further conprises j.RenbiRELELP3EdiA0 RNIYING ecsivE@8lEctionteofmtunidagons in the
interrogation engine outputting the assessnent indicator and wherein the

notification conveljwthgimeeansidnddni ni strator conprises the interrogation

engine's test t Bépeourgl;ﬁl(t) meIrQEfoxsc)ﬁ%uﬁmgQﬂ:g afbAAl Pifiatorighf iifhntdn6mealy Skaem

processor deleteS anm I nterrogation ngine fromthe plurality of

i nterrogation engideeglnmgmw_bhtm@a@m Y dYPrERING Y- i nt errogation engines
in the plural gy, &%aéit?%%téh?%@ﬂt% G SteTomGhbnicditsh BshRey 8feral ai m 66,
wherein the system data’ store urtg er conprises a configuration data store
capabl e of st of icopnmoichtiguneatdrionhs syStompampasing:82. The system of clairn 81,

based Upon dat a "ot RIRGTeyor PR oA ek I e O 07 7071
PCT/ US03/ 07042 communication network;
b) a system data store comprising:
i) amessage data store capable of storing a communication; and
ii) a queue data store capable of storing a plurality of index queues; and
c) a system processor in communication with the communication interface and the
system data store, wherein the system processor comprises one or more

processing elements and wherein the system processor:

i) receives a communication via the communication interface;

ii) stores the received message in the message data store;

iii) assigns a selected index to the stored communication;

iv) executes a plurality of interrogation engines, wherein each of the
interrogation engines has a test type and has an index queue in the queue
data store associated with it, and wherein each of the interrogation engines:
1) monitors its associated index queue for a placed index;

2) retrieves the communication associated with the placed index from the

message data store;



78 83. The system of claim81, wherein the system processor further
provides an interface via which an adm nistrator enters configuration

i nf or mat iwoD,03/08me1 ves configuration information from thePpPcmusos/eme2 and
stores the received configuration information in the systemdata store.
84. The system of claim 83, wherein the system processor further popul ates
the interface with one or nore default values prior to providing it to the
adm nistrator. 85. The system of claim83, wherein the system processor
provides the interface to the adm nistrajpr via a Wb server, an e-nail
server, an automated voice recognition systemor an SMS nessage server.
86. The system of cl %5 ess%s gL o cggﬁuﬁlxﬁ}o%qgﬂﬁﬁ(ﬁ%W'bné Srhdier

determ nes the first erro ati1 on engi ne based upon configuration
information stored in tclmmnacdunﬁd guhainieongamnanging s st §re; afhe syst em of
claim 81, wherein th m_pr.ocessor f econd

i nterrogati on engi negbé%@)d'% 6glrs1$esésglne flaﬁlrc?i '}lgﬁc?tﬂ@g?sr#g% ?ﬁseégggrtgg in the
configuration data st orretriedscomainysdnewnittofespetiatb theSetof onker mpig ctilggiasyst em
processor further determ.nes the plurality of interrogation engi nes based
upon configuration inf dPfhation stored in the confi guration data store. 89.
The system of cl ai ¥ Bficesfth delRted GRieR itsihe gndex hiucue wssotiaed withnifest i on

interface comunicatively coupling the systemto fire
wherein the system HHeEQSs i ‘B‘re’ﬁg@ee‘?}\‘f‘é?“m’? S AR g%‘f?'}?ﬁlmgiaﬁaf%ﬂe?l rewval |

comuni cation interfagg:afd0. The system of claim 66, further conprising a
firewall communication Interface com"runlcatlvgﬁ%/ %ugjln the.systemto a
firewal | system whHresPensido theageysaynt IpdgHonAvERst Pythe Q‘%ﬂ‘éﬁg@é rom a

system connected to E@n&?%&ﬂh&@ﬁéc&a%d@ﬂﬁw% ind8k Yleud askRBlatedatith@n addr ess
external to the conmmuni cations network stem of cl ai m 66,

-wher ei n the recei vedeapdindiogaianeALing Wefeé‘é:’chédeclo X%{“""'@ﬁ%‘i‘@rﬂ‘&‘ﬂﬁ%‘@t ed to

the communi cations n@éé@%ﬁ:‘sttﬁ thmﬁffe?yf%xﬁ%éﬁrst%@kype% wherein the
recei ved conmuni cati on ori froma systemconnected to the

communi cat i on$7de\spytdn OWIIUOBWO M’mm theEeaiBgiTomprgFatigreomprises an e-mail

communication, an HTTP communication, an FTP communication, a WAIS
communication, a telnet communication or a Gopher communication.

68. The system of claim 67, wherein the received communication is an e-mail
communication.

69. The system of claim 66, wherein the system processor assigns the selected index by
retrieving a previously assigned index and incrementing it by a fixed amount.

70. The system of claim 66, wherein the system processor assigns the selected index
based upon the received communication.

71. The system of claim 66, wherein the plurality of interrogation engines comprises
one or more further interrogation engines each having a type differing from any
interrogation engine that previously assessed the communication associated with
the selected index and wherein the system processor, responsive to an assessment
indicator output by an interrogation engine, places the selected index in an index
queue associated with an interrogation engine having a type differing from any
interrogation engine that previously assessed the communication associated with

the selected index.



93. The system of claim 66, wherein the system processor further forwards
the received comunication to its destination. 94. The system of claim 93,
wher ei n twe o3gstem processor further determ nes the comeorashs/oNis
destinati on based upon the comuni cation. 95. The system of cl ai m 66,
wherein the system processor further outputs an overall indicator signal
responsive to one or nore assessnent indicators respectively output from
the plurality of interrogation engines. 96. The system of claim66, wherein
the system processor further takes a corrective neasure responsive to one
or nore assessnent indicators respectively output from the plurality of

interrogation.engines. 97, .T " f {00 : Iti negOrrective
neasur e comﬁzsgge %'Bﬁgleéicﬁlbmga %ﬁﬁ%fg? ! {glag%uga hz)ﬁOfaﬁé\%lﬁgigdsu? rr1 g%%r,, r ef usi ng
accept ance of f conigiBes @ausiuNdenationomBus detestior, lipans defeasion of palisy viokxien ved
conmuni cat i on, ﬁwar,anti ne of the received comunication, stripping the
recei ved conmmunf¢HEti©®Bn of identified content, or throttli ng excessive

nunbers of i MEOThAgseaIGTRElH GO SvIRein e syatin pocessoragdsd iaterrbgalion snginyy t he

comruni cation network. 98. A nethod for jnterrogation of j cation
transmitted ovelo the PYFRRIRTABIFTRUOT N5 ,Se‘?ﬁ%o" ?rr%%v%docr(r)%w% g%&{fhe st eps

g; 1 a) recei V'}4r.‘@ht?sﬁfémdﬂﬂéiaglﬂ%b,%&d%ﬁfhé @ysftdrﬂﬁrdo@&S@dSr addcamimendgaion engimeet wor K;
assigning a sel écted index to the receiv C ni cation:. uting a
plurality of i ntothe ByEHinG MAGPHEN engHes B?Sﬁg %%ﬁ%“&%*ﬁﬁ%‘?%&g%ﬁgn

engi nes has a t eglindYPfhe NHalltAST iABTbEABHK ehpidde associated with it, and

wherein each of the mterr_og;pau on engi nes perforns the it ef?fﬁ conpri si ng
of : i) nonit ofs. Abe pystenbefsiim b euhersip e agsgesment iPHICAOLQURKAY Fifllex: i)

assessing the c LGat | o ' eékeivedleommagdcatoh a set
9 w&&{én [ﬁe%@&&%@& Ak Widl Bssbbige® Wi este el

of one or nore la related to the interrogation engine's type; and
iii) outputtingwath respsess ine interragaiqnangne Sist WREi ng results of assessing the

Commn Gt 5 e by ppastao (i et o
sel ect ed i ndex iimémogatien éngihess cuumw enla sfthe ingarwgatigniengige s apsggsment the

received communication with respect to the set of one or more criteria determines

that the received communication meets a threshold risk level.

77. The system of claim 76, wherein the assessment indicator signal comprises a
notification conveyed to an administrator.

78. The system of claim 77, wherein the notification comprises an e-mail message, a
page, a facsimile, an telephone call, an SMS message, a WAP alert or SNMP alert.

79. The system of claim 77, wherein the assessment indicator further comprises the
interrogation engine’s test type for the interrogation engine outputting the
assessment indicator and wherein the notification conveyed to the administrator
comprises the interrogation engine’s test type.

80. The system of claim 66, wherein the system processor deletes an interrogation
engine from the plurality of interrogation engines based upon loading of existing
interrogation engines in the plurality of interrogation engines.

81. The system of claim 66, wherein the system data store further comprises a
configuration data store capable of storing configuration information.

82. The system of claim 81, wherein the system processor further updates configuration

information based upon data accumulated from received communications.



interrogation engine, wherein the first interrogation engines has a first
test type; and e) responsive to the assessment indicator output by the
first intwomegathion engi ne, placing the selected index i rCco/ushgoiomex
queue associated with a second interrogation engine, wherein the second
interrogation engine has a second test type that differs fromthe first
test type. 99. The nethod of claim98, wherein the received conmunication
conprises an e-mail conmunication, an HITP communi cation, an FTP

comuni cation, a WAIS conmuni cation, a-gelnet communication or a Gopher
communi cation. 100. The nethod of claim99, wherein the received

conmuni cation,J s, an e-nail . i i im 98,
wherein the. gt Paf BeGmR claip PR Bk pidfesscl 1rufEFpROOIn flealk 0
further interrogatwhidh aandinirdsragaetetsavifigyraion yfermatiod, gedeivgs cdnfigwaaeny

interrogation engine.that previgusl ssessed t ' ' ..associ at ed
with the sel ect! OWH%&&%{H%QT'H?&W&%%%%F ?‘sﬁrﬁcﬁ“@ ﬁggng[gepggﬁﬂg#)rg{épﬂg&t he
sel ected index th2 sidterh Aat€@Xtofpueue associ ated with a subsequent interrogation

engi ne havin type differi fraoam.any interrogation engin hat

previ ously as%egg"eégieﬂ‘e"f CL\HH#E’%IV hezsip B si%%gfoﬁ?sé‘%%\l}\ﬁﬂfeﬁ p?%‘gatgsép‘%ct ed i ndex
responsive to amh@h@WRABA or rhétel deratipvalewy ipEiui o Pyovidding intoethe adpainisoaoengi ne

t hat previ ous%%/ assessed the comunication. 102. The, net hod of claim 98,
wherei n each &% Thagysmatslaim $3orhersip hesytieh poressyrovades thejpisHacede hent ¢ usi on

det ection, Virugyd&i@sbl AR a WRARNIELREInhaReMEr, PPhitéMatyd Pbidd debdgnitidat ect i on.
103. The nethod of claim 98, and further conprising the step of adding an

E[Eterrogajti 03 eﬁ)@fi%?fta@%mmsﬂgeaﬁef‘iey of interrogation engi nes based upon
e recelivedgg 1-0fim 81 O8herdifith st faither Aerndingh theifidsher
S&ggg%mgﬁ%aﬁédilns Athere e'??&é]ﬁ ro@éssér fat Sterringh thefidsh

conprising the st [ | an interrogation engine to the plurality of
i nterrogation eirgérasstidreengine OpeA upeernFigurason igfermationgtorsstistheogat i on engi nes
IBQ the plurali t¥or9fgu}a%r%z{t9%1te'. on engines. 0 WD 03/077071 PCT/ US03/ 07042

87. The system of claim 81, wherein the system processor further determines the

second interrogation engine based upon configuration information stored in the
configuration data store.

88. The system of claim 81, wherein the system processor further determines the
plurality of interrogation engines based upon configuration information stored in
the configuration data store.

89. The system of claim 66, further comprising a firewall communication interface
communicatively coupling the system to a firewall system, wherein the system
processor receives the qommunication via the firewall communication interface.

90. The system of claim 66, further comprising a firewall communication interface
communicatively coupling the system to a firewall system, wherein the received
communication originates from a system connected to the communications network
with a destination address external to the communications network.

91. The system of claim 66, wherein the received communication is directed to a
system connected to the communications network.

92. The system of claim 66, wherein the received communication originates from a

system connected to the communications network.



105. The nethod of claim 98, wherein the assessnent indicator output by
each interrogation engine is output only if the interrogation engine's
assessnernwoeB/otier recei ved conmuni cation with respect topcmassgo7oaf one or
nore criteria determnes that the received comuni cation neets a threshold
risk level. 106. The nethod of claim 105, wherein the assessnent indicator
signal conprises a notification conveyed to an admnistrator. 107. The

met hod of claim98, and further conprising the step of deleting an
interrogation engine fromthe plurality af interrogation engines based upon
| oadi ng of existing interrogation engines i n the plurality of

I nterrogationg .?( R4k rs]%ﬁem P §a1 e wﬂ?r&n(?ﬁe ggt %c@gsglsfurtﬂé}qorfv&ﬁrr&shﬁé’re@vrmr' sing

the step of takKing Zorrechive rea Sive to one or nore
assessnent i ndi mamﬁfumcamemdc/sahgmoout put from the plurality of

i nterrogation i nes thod of cla corrective
nmeasur e corrpr?g 85%%9?‘3@‘“% Wgerle‘f]? VAR pf%e%ﬂpﬁg%%éﬁnﬂfémg r ef usi ng
accept ance of fybihfhiceRsidesGatib®bsed ﬁﬂo@ﬂhd&mmwaoen of the received

Fecei ved commUHECTAM BrIRBUH FTED OMHERProBror AP LI g SRele: ve
nunbers of i nconhdightGrQIpASIGEIpdNS VI8 lon 6iGAGH adsessianEigdiahbe respevietlg ofitput t he

comuni cation network. 110. Conputer readable storage nedia storing
i nstructions t hdlMHEREAIEY ok NEHOBIOReN&ERESt em processor cause t he system

processor to b@.tﬁ@rsﬂﬁaﬁ Bf SaifPEBTWREBRAthe)stefnpRdtestb futllei®k a@o@EMAINI cat i on
network, the nedia having stored instruction that cause the system

processor to perMegpiHe F4IRONSVE HBONERFPIOTeSPRESTRIM "‘Q)caPOé%réfR?F‘h‘@ oy Wi cation

transmtted overya,GAlYtifatdfolGieE k; D) assigning a selected index to
t he received con’nﬁ%lﬁcatl Ol’ll gfﬁexecgtl ng a plurality of interrogation

engi nes, wher 87 Theagtieropf ¢lpin G lereiB g ORCt e ARFapEe COTRRIISES ¢QB¥EYI8AHe and has
an index queue n@%ﬁﬁ&tﬁb %janvﬂdmmgt}a’torar@ﬂxs?@ %c%btﬁnce%?lﬂtﬂgt cdhRurlidiiBhy 0gat i on

engi nes perfor eps conprisin nonitoring iIts associ ated
i ndex queue for fa)nptha(setdce ddm(recqlve)d Caslmsmtngl qagantio ¢ teseivesh associ at ed
with the placed | nde>ﬁ

i nterrogation engine i %ﬁbgﬁ%ﬁ%ﬁg’%%% wih Bk t‘@gﬁgm&ﬁlz&t ed to the

throttling excessnve numbers of incoming connections per second to manageable

levels for the communication network.

98. A method for interrogation of a communication transmitted over a communication
network, the method comprising the steps of:

a) receiving a communication transmitted over a communication network;

b) assigning a selected index to the received communication;

c) executing a plurality of interrogation engines, wherein each of the interrogation
engines has a test type and has an index queue associated with it, and wherein
each of the interrogation engines performs the steps comprising of:

i) monitoring its associated index queue for a placed index;

ii) assessing the communication associated with the placed index against a set
of one or more criteria related to the interrogation engine’s type; and

iii) outputting an assessment indicator indicating results of assessing the
communication associated with the placed index with respect to the set of

one or more criteria;



ii1) outputting an assessnent indicator indicating results of assessing the
communi cation associated with the placed index with respect to the set of
one or noweosmiteria; d) placing the selected index into the/usnslensueue
associated wwth a first interrogation engine, wherein the first
interrogation engines has a first test type; and e) responsive to the
assessnent indicator output by the first interrogation engine, placing the
selected index into the i ndex queue associated with a second interrogation
engi ne, wherein the second interrogati ory engi ne has a second test type
that differs fromthe first test type. 111. The nedia of claim 110, wherein
the instructionsg, causing the siem processor . | conmmuni cati on
conprise i nstru?% iR ?fg‘gég%%?eﬁﬁai(rhdtgxén)s‘g{h r’ﬁld%’r‘ L(‘:eeusegagsf)g1 %gw\r(tgggpge an e-nmai |
comuni cation. 1. iderrdfionrestine, ohereinahetfiriBerrogution mginds dapd finsklestitypeof
interrogation engines conprises one or nore further interrogation engi nes
each having a typé™iffering fromany interrogation engine that previously
assessed the cogMBipgeadiied theaSseommeant Bdickdof butph &y siel faattinterogadexergine, f ur t her
conprising instructions causing fhe system Er ocessor .to performthe step

of placing the selRiingdhs sersiediindex into figandey gusys asseeialsd P adesiith o

subsequent i nt err qgatbftioR BRYIRE whé@kinte RcéndifteModati6n erpinellae seroyd test
interrogation engine that previously assessed the comuni cati on associ at ed

with the sel ect edypetbiebdiffasomdhefisitest fieassessnment i ndi cator output by an

interrogati 0?‘99.%85{%&03 REL 12 S WRLS h @288 Sedmiriuh R a G OBMIPrié@tan @Maill 13.  The
medi a of claim 110, wherein each of the plurality of | nt,err%{gatl on engi nes

conpri ses i nt r uspomugicatise: 3T TR eemguiieierandH P COpERpicatRy 28 or pol i cy
violation det e%&&%nic%&tﬁiéa Ehe Brdhdhiliof bl Gdphéfeontiishidatibh.ner conpri sing
y

instructions causing t stem processor to performthe step of adding an
i nt er r ogat i onl@ngi He rahadyd clpin Al viterinthe récaived eaartieaior ifginga82ibased upon
| oadi ng of existi] ng interrogation engines in the plurality of
interrogation efgrREY kB 03/ 077071 PCT/ US03/ 07042 83 115. The nedia of
claim 110, wheolkei nTlhicheethsiaf shire A8, whediin tie pturality pllintelypgasign kngines

comprises one or more further interrogation engines each having a type differing
from any interrogation engine that previously assessed the communication
associated with the selected index and further comprising the step of placing the
selected index in an index queue associated with a subsequent interrogation engine
having a type differing from any interrogation engine that previously assessed the
communication associated with the selected index responsive to an assessment
indicator output by an interrogation engine that previously assessed the
communication.

102. The method of claim 98, wherein each of the plurality of interrogation engines
comprises intrusion detection, virus detection, spam detection or policy violation
detection.

103. The method of claim 98, and further comprising the step of adding an
interrogation engine to the plurality of interrogation engines based upon the
received communication.

104. The method of claim 98, and further comprising the step of adding an
interrogation engine to the plurality of interrogation engines based upon loading of

existing interrogation engines in the plurality of interrogation engines.



interrogation engine is output only if the interrogation engine's
assessment of the received communication with respect to the set of one or
nore critwoicdodrerermnes that the received conmuni cati onpoeatses/eroshr eshol d
risk level. 116. The nmedia of claim 110, and further conprising
instructions causing the system processor to performthe step of deleting
an interrogation engine fromthe plurality of interrogation engines based
upon | oading of existing interrogation engines in the plurality of
interrogation engines. 117. The nedia ofgclaim 110, and further conprising
instructions causing the system processor to performthe step of taking a

corrective me ref €sponsive. B utp i 8 ors
respectively 'pﬁ{hﬁm‘gﬁ?fﬁéﬁbrbg?’%{@& Bhfq%)gﬁ%gr%?@g% on Utﬁeﬁng# %gg 118. A
security systemifieirogatibeengigds owputohlyaf the imerrvigatian epging isaspepinteneef thsver a

conmmuni cation network, the .system conpr.i Sjng; r .VLAG for
receiving a comfﬁcr?f"égf?rﬁwu?’?%wgPﬁ"thtr%sgg%&%{heget °§%’a‘h%‘ﬁ§’?dé§%‘?gﬂ%‘{e . b)
storing neans f Qhat$heQtden@d dommasicatidd neesauedwld risk levet! a plurality of index

gueues; c) assignnent aps. for si.gni.ng a select.ed index 1o a stqred
conmuni cat i on_;lo‘g) T'?ﬁ‘@‘lgﬁ t°§“6’H lgid’flﬁée"h@ﬁﬁﬁgﬁﬁ‘ﬁ?t HEEHE S? 3 fcé)x (r:lg%sgis a
plurality of intRfifiegdhtaiveysdnghmadninihgoei n each of the interrogation

engi nes has a test type and has an .index queue in the dat t
associ at ed wi t87-i t ThézRgtheghefickim 9§d’d‘ﬂ f'(‘fﬁ‘ef ng“prlsﬁ‘?étl‘er%ed’a?f%gﬁgg%ﬂ\angs:S g; ©

nonitors its assgirgifith LAY DIty 8f iRleA62ioh BAENGs badgedrupbii loadieg t he
conmuni cati on associé%t ed wth the %I ace)(ltl indexggiromﬁ’g?he mesugage da%a

store; 3) assess¥sxisting ipErPsaEQRenLREHLNE BRFlIONOTARSITREAIOR e RERESHE one or nore

criteria relatgg topd Nenddidin98! irdMuBREtaRprinkefd sép/dtikifglcoffec®ad/ 077071
PCT/ US03/ 07045 84 4‘% out putslan ésnselésrren?ﬁﬁ)rnanit_gcatsbrﬁ/i ndilgg;??n results of

assessing the rmtasirevesporsymiUPHCCAMOshAsHstRe glisators regpepive s UPY foBhe or
more criteria; tﬁg'glurality of interrogation engines.

109. The method of claim 108, wherein the corrective measure comprises conveying
a notification to an administrator, refusing acceptance of further communications
from the source of the received communication, quarantine of the received
communication, stripping the received communication of identified content, or
throttling excessive numbers of incoming connections per second to manageable
levels for the communication network.

110. Computer readable storage media storing instructions that upon execution by a
system processor cause the system processor to interrogate a communication
transmitted over a communication network, the media having stored instruction that
cause the system processor to perform the steps comprising of:

a) receiving a communication transmitted over a communication network;

b) assigning a selected index to the received communication;

c) executing a plurality of interrogation engines, wherein each of the interrogation
engines has a test type and has an index queue associated with it, and wherein
each of the interrogation engines performs the steps comprising of:

i) monitoring its associated index queue for a placed index;
ii) assessing the communication associated with the placed index against a set

of one or more criteria related to the interrogation engine’s type; and



e) index placenment neans for placing the selected index in a index queue
associated with an interrogation engi ne, wherein the index placenent neans
pl aces t hwosloemved i ndex into the index queue of a first PCHE0s/oWat i on
engi ne responsive to assignnment of the selected index by the index ,
assignment nmeans and wherein the index placenent neans places the sel ected
index into the index queue associated with an interrogation engi ne having
a type differing fromany interrogation engine that previously assessed

t he conmuni cation associated wth the sg/ected index responsive to an
assessnent indicator output by an interrogation engine that previously
assessgd t.he Commiri]i %a{pl [?g alg'}S%éSSlﬁCn%YnSdth%mrE rCﬂgﬁgl%glh!SQ)g &&Sﬁgwl ous
communi cati on transmtPed over a  eomuni cat 1 ons netvvorﬂ, t system
conprising: a) an i ntemmansieatboupdoringd with ehespladimdek with rdspect trthaiseit ot i ons
network; b) a system data store .capable of storing data associated with
comuni cations  tranShf PtBY®§UEF*t he conmmuni cations network and i nfornation
associ at ed Wi t h d) ofiecifg theelectddai s shetinddaqqueud dsiortaed with afirsanomal y i s
detected; c) a system processor in co nication. wth H}glfi %?éfta}cee‘and t he
data store, wher eiMfTHORHIFEZIBWIFEIEE Bst RGBS IEIAE WP 2 MEF €517 B essi ng
el ements and whergign the system processor executes: i) a collection engine
that: 1) receives a comrunication via the interface; and 2% ener.ates data
associ at ed wi t h & WESRABEIEE {Ahe LSTHRRIANt NgiGREon OB‘P“L&Bﬁﬁ?f‘ﬁb‘“wB’ﬁ at@? RPgPe tests
to the received copmap hakéieited ihdeox iR tRNAkGusucRGchediWiad a edmiCt s whet her
an anomaly exists wth respect to the received comunication bacsied upon

the data gener at edinfyrogioncaginethetsin the frgpkinisHasaion sngias brsiase0gd st n

previously recei ved,canTms MohORs fifsf @yfehe system data store; and WO
03/ 077071 PCT/ US03/87042 85 i11) an action engine that initiates a

predet er mi ned 1t bspBiswedia ofnlaimel 19yxhesgin thgansruetions eausmg e sYFORIGFEHRAs
detected by the XSt ' - - ol 1Al stbhBrodbgr g N t he
recei ved com*runitgget%%%gkh%ocﬁgﬂuggguinﬁcggP Hn@f]ﬁ%g%&{m%%gsé tti ogr?,S aﬁprcl)—ITTP

comuni cati on, apceReRneanailernuadnication.a WAl S

112. The media of claim 110, wherein the plurality of interrogation engines
comprises one or more further interrogation engines each having a type differing
from any interrogation engine that previously assessed the communication
associated with the selected index and further comprising instructions causing the
system processor to perform the step of placing the selected index in an index queue
associated with a subsequent interrogation engine having a type differing from any
interrogation engine that previously assessed the communication associated with
the selected index responsive to an assessment indicator output by an interrogation
engine that previously assessed the communication.

113. The media of claim 110, wherein each of the plurality of interrogation engines
comprises intrusion detection, virus detection, spam detection or policy violation
detection.

114. The media of claim 110, and further comprising instructions causing the system
processor to perform the step of adding an interrogation engine to the plurality of
interrogation engines based upon loading of existing interrogation engines in the

plurality of interrogation engines.



communi cation, a telnet comunication or a Gopher comuni cation. 121. The
system of claim 120, wherein the received communication is an e-nail
conmuni cavoer/n7722. The system of claim 119, wherein eachpafri/ushsomome or
nore tests applied by the collection engine conprises intrusion detection,
virus detection, spamdetection or policy violation detection. 123. The
system of claim 119, wherein the collection engine applies a plurality of
tests. 124. The system of claim 123, wherein the collection engine applies
each of the plurality of tests in a pargylel fashion. 125. The system of
claim 123, wherein the collection engine applies each of the plurality of

tests in a Se%‘?”“r lméafﬁ&jc ﬂf?m l}g,theIet;'fthE ?s%&ﬁ?eﬁhn&l:ﬂ&?u&g{%?by %MERr ein the
system data store stores configuration I nfornation an erein the
col | ecti on engi necmpgatibeengimdhousput phly ibthe interragatian engime’s assossed: ofplam

configuration infonnation stored.in the sys t t . system
of ol aim 110, wiSPReR ComuEhaos S hept GE o B PR Giirpbfiet elermbief, ©
exi sts further bixsdd regeord canhingcatiah neatsianfireshoit iskrievet.ored in the system

data store. 1 The system of aim.127, wherein the. configuratiqn

i nf or mati on cgﬁﬁpr i@@smg‘fi%ﬁ% ) 1?%’8@ ,furé‘ﬁ'éff?ﬂ?@’s't"ﬁl"g&ﬂ%ﬂoﬂs f%ﬁ%g rq]ﬁts?'sgﬁr,n
anomaly tine permprdssonfoqeifadn BOsOF of GIGINE by int@fRoitmenginé Gomhé plorali29. The
systemof clairn_ 119, wherein the anal ysis engine further derives one or
more anomal y t hiPE¥RgTagatqn gginesRased upeRinading oF Frttipe AUETEHPREPENCE ! PRcei ved
comuni cati ons iphrhlicy 8f RslogMod 8h@ndst ore and wherein the anal ysis engine

detects whether an anomalty exists further ba,s,ed_ugon,the deri ved one or
nore anomal y thr eEiisdneia ofiggsimd 16 ang furthprepmpgging insisugtiongepusing thesygemy st em

of claim 119, wheseidr lohRrfamadhy sk oPREhE S cSIRlcR G BeddBRtb@bnsiE 1o BROGR! Y
exists by: 1) determning a set of anomaly types of interest; 2) for each

of the anomaly tRQseassePMPHtiedicagars feppectiel ittt fiomeifie plafality of interrogation
engines.
118. A security system for interrogation of a communication transmitted over a
communication network, the system comprising:
a) receiving means for receiving a communication transmitted over a
communication network;
b) storing means for storing a received communication and a plurality of index
queues;
¢) assignment means for assigning a selected index to a stored communication;
d) interrogation engine management means for executes a plurality of interrogation
engines, wherein each of the interrogation engines has a test type and has an
index queue in the queue data store associated with it, and wherein each of the
interrogation engines:
1) monitors its associated index queue for a placed index;
2) retrieves the communication associated with the placed index from the
message data store;
3) assesses the retrieved communication against a set of one or more

criteria related to the interrogation engine’s test type; and



(a) acquiring one or nore anonmaly threshol ds associated with the

respective anomaly type based at |east in part upon accunul ated data

associ at eslowsmfrorecei ved conmuni cati ons fromthe system dacausvmems2 (b)
conparing information in the stored risk profile against at |east one of
the acquired one or nore anonmaly thresholds; and (c) determ ni ng whether an
anomaly of the respective anonmaly type exists with respect to the received
comuni cati on based upon the conparison. 131. The system of clai m 130,
wherein the systemdata store stores co%fl guration information and wherein
t he anal ysis engi ne determ nes the set of anomaly types of interest by
readi ng configuratig n d.on from S e t 132. The
system of claim 130, ﬁmﬂuq?@ls?l ‘?s%esrg%"etllmdé(iasoréndg%aig %LLﬁgPﬁlasﬁéesg{n ktlhee set of
anonal y types of i nterrsaievbdeminupaition hith rapet watle soohoreiot atdroeriteria33. The
system of claim 130, wherein the analysis engine acquires at |east one of
the one or nore anonal i‘}’dt hreshol ds by deriving the at | east one anonaly
threshold from)t heleRpltsihdntineshs ot PacIREiokicRd indek in pinddi Qietd y recei ved
conmmuni cations. 134. ,Th‘ﬁ é%stem of ¢laim 133, wh%ﬁei tpe derivation of the
at |east one anom@Sgeiated il A ieagatqR qugiar, Wiswayt ﬂﬁﬁxgaﬁ?’ﬁﬂ’éf"@?f’sni ned time

period. 135. The ?M@és&ﬁ@ Rfecel ddek IO the WhRK Qiidde LN LfifsY Mtz Biddnengier e stores
configuration ormati on and wherein the anal ysis, engine agﬂw res at

| east one of the ERIROTSIVE (DTSSISNIER 0 hy SFlPﬁt@%lﬁeqx@Pyape nderassignmeHmedty at i on

i nformation from bhewhsihene ifdxdlREAER mehOplactd fhe SY8HEINAEX RloRhdTnddd,
wherein the action engine's initiated predeterm ned response is based upon

an anonal y type aguwedssogidedivith apinierFreadenengiae batiegia ype diteringframpsys
engi ne. 137. The ?Mé-l’- e Con%in@'tMﬁé%ou Esrsé‘s'sé?itw@b bdiORiofA%bAiGeg 1 Nitiated

predet enni ned respon rises conveying a notl Ication to an
admi ni strator, remhﬁhﬁgpemmavdem@mwmm@sﬁmmdwmr ewpgpyance of

further communi cai . Qns fd déﬁ‘gﬂm@‘ﬁm? x‘élh%&slﬁﬁssé F'e% theESthhGflcarioRMTUNI Cat i On,

quarantine of the receive onnun ping the received
comuni cat i onl18f Adgsteinfforadttectmg @rinpmalous mmudlqangn wasesisidyeraunber s of

i ncoming - connegl| ong. REFs RREANGnd §sTRIBAGARKE | evel s.

a) an interface coupling the system with the communications network;

b) a system data store capable of storing data associated with communications
transmitted over the communications network and information associated with
one or more responses to be initiated if an anomaly is detected;

c) asystem processor in communication with the interface and the data store,
wherein the system processor comprises one or more processing elements and
wherein the system processor executes:

i) a collection engine that:
1) receives a communication via the interface; and
2) generates data associated with the received communication by applying
one or more tests to the received communication;
ii) an analysis engine that detects whether an anomaly exists with respect to the
received communication based upon the data generated by the collection
engine and data associated with previously received communications from

the system data store; and



138. The system of claim 137, wherein the action engine's initiated
predeterm ned response conprises conveying a notification to an

adm ni st rapes/oamdl wherein the notification conprises an ecmaishs/omssage, a
page, a facsimle, an tel ephone call, an SMS nessage, a WAP al ert or SNW
alert. 139. The system of claim 119, wherein the system processor further
aggregates the data generated by the collection engine with the

accurnul ated data associated with previously received communications and
stores aggregated accunmul ated data in thg systemdata store. 140. The
system of claim 119, wherein the system processor further provides an
interface via whi cyan, aam Qéiﬁé {hﬁ’r‘iﬂﬁi t%i‘}m?lfeﬁet&ﬂhﬁédgl?! Bhdefont AL YsHER | on,
receives configuration information fronthe | nterface and stores the
recei ved confi gurati data sioref ibamatoinaly was deleeted hptheanalptizengingr e. 141. The
systemof claiml wher ei.n th ol lection engi | i . or nore
tests based ua)%an ?ﬁ?&e Sé’ft?)rt"é’&c%'%ﬁ%l‘frhear l|n(§ir’1e RT OF n‘%ﬁ"ﬁﬁ&a&%%o%ﬁé&gﬁgt em of
cl ai m 140, wher endil dofenumivatiyis as HITPicoamdsit stidnsanFER dremmanicatiamar®AIS exi st s
based upon the stored. confi ?IIII‘ ation i.nfor mat'bo . 143. The system of claim
142, wherein t h&ODBPERIUL AL F AR P YHCAIRT 8??-?1&?%?{“[“3’3 ¥Plses anonaly
types, anonal y2t. hresd9hemioftRInedo, MherenBsiRbaivdd ddmnfimidatich isamé-ataitat i on or
anonaly response information. 144. The system of claim 140, wherein the
syst em processorroRicgEd t he interface to the admnistrator via a Wb

server, an e-ig | @ﬂs¥aemo@crauﬁ OB AkeM R IEOMREGRIUr Inioddtests Yglliedbpthean SMS
message server. 145, The system of claim 140, wherein the system processor

further popul at €8llgatign enginesomprises iptysion detaefian. Vigysleectinn, spant SeSHRdi ng i t
to the adm ni st rRLof viohfih defeciBi.hod for detecting an anomal ous
comuni cation transmtted over a conmunication network, the nethod

conpri si ng t hé2%t epe systemabean b7 oheremcthy wogicmrnaine aggicsd Plupdei ?fi ng a

comuni cation tr mtted over a comruni cation network; b) applying one or

nore tests to the received communication to generate data associated with

t he received ¢dhmuhcsastenrof ckim 423 wiheieingheenllgctipasoeingepmicnpach obe or nore

previously r eceile?rglity of tests in a parallel fashion.

125. The system of claim 123, wherein the collection engine applies each of the
plurality of tests in a sequential fashion.

126. The system of claim 119, wherein the system data store stores configuration
information and wherein the collection engine applies each of the one or more tests
based upon configuration information stored in the system data store.

127. The system of claim 119, wherein the analysis engine detects whether an
anomaly exists further based upon configuration information stored in the system
data store.

128.  The system of claim 127, wherein the configuration information comprises
anomaly types, anomaly threshold information, anomaly time period information or
anomaly response information.

129. The system of claim 119, wherein the analysis engine further derives one or
more anomaly thresholds from the accumulated data associated with received
communications in the system data store and wherein the analysis engine detects

whether an anomaly exists further based upon the derived one or more anomaly

thresholds.



comuni cations; d) detecting whether an anomaly exists with respect to the
recei ved conmunication based upon the generated data and acquired dat a;
and e) iwotBationg a predeterm ned response if an anonal y paaaisdgomal ed.
147. The nethod of claim 146, wherein the received conmmrunication conprises
an e- mail comunication, an HITP conmuni cati on, an FTP conmunication, a
WAl S conmuni cation, a telnet conmunication or a Gopher communi cation. 148.
The met hod of claim 147, wherein the received conmunication is an e-mail
comuni cation. 149. The nethod of claim %46, wherein each of the one or
nore tests applied by the collection engine conprises intrusion detection,

virus detecti qo, SAL LA ACKHATIO heRR) €Yt Abineleal 86kiGn 150. The

nmet hod of claim erein the step of applying one or nore tests
conpri ses appl yi sgmalysxistsdiyi t y of tests 151. The nethod of claim 146, and

further conprising t'[]li ge&]egglvﬁé% A6k t %glamgpegfof int@dse anonely threshol ds

fromthe acquired da et ecting whether an
anomal y exists furthe) foases ofldeavomaly typheofinteresin thesletghpineksest s upon the

derived one or nore anogg FXCH]EI‘II{\%]O%F ﬁe%%re a%gl%allx;g gshgﬁg Qggmgttad GhitedD 146,

wherein the step of det ran ex|I sts conprises: a)
determ ning a set of anorméspedny@ammmﬂy iypd ersedit; lealst)mpant ummﬂacmulath@dzamonal y
types of interest in the determn re Sf%nomal y

t hreshol ds associ ated wit ﬁssf’ﬂgte?é’étgé%cﬂvﬁ‘écgnérﬂﬁ'ﬁrﬁ’ltﬂ?"stn@o% eaS¥ cf"n%? Peast in

part upon the acquired @gatémpsiQenfaintdionid te stored risk pﬂﬂiﬁle&xgpiha\alt tasloye
recei ved communi cati ons; 03/ 077{?71 PCT/ USO3/“§)Z2 &9 i{) comparing
information in the stored©F NERCPITEE PPeOrsF pramaly thyeshal ﬁ?fis of the

acquired one or nore an@ﬁrabeénﬁlhrngmeiheﬁan aasﬂaliyior)hed@bamrvrt aﬁm@w\ty@e her an
anonal y of the respective anonal pe exists with respe recei ved

communi cati on based upon Ph‘é‘s%‘ﬂ?ﬁ%ﬁngé‘Nhei@Swedl"F%“W‘c‘?%‘H“ g‘fseé}‘%‘? 952,
wherein the step of detergippiiiod set of anomaly

131.  The system of claim 130, wherein the system data store stores configuration
information and wherein the analysis engine determines the set of anomaly types of
interest by reading configuration information from the system data store.

132.  The system of claim 130, wherein the analysis engine determines the set of
anomaly types of interest based upon the received communication.

133.  The system of claim 130, wherein the analysis engine acquires at least one of
the one or more anomaly thresholds by deriving the at least one anomaly threshold
from the accumulated data associated with previously received communications.

134.  The system of claim 133, wherein the derivation of the at least one anomaly
threshold is further based upon a predetermined time period.

135. The system of claim 130, wherein the system data store stores configuration
information and wherein the analysis engine acquires at least one of the one or more
anomaly threshold by reading configuration information from the system data store.

136. The system of claim 119, wherein the action engine’s initiated predetermined
response is based upon an anomaly type associated with an anomaly detected by the
analysis engine.

137. The system of claim 119, wherein the action engine’s initiated predetermined

response comprises conveying a notification to an administrator, refusing



types of interest conprises reading a configuration file. 154. The net hod
of claim 152, wherein the step of determning a set of anonaly types of

i nt erest weotmsomones t he set based upon the received comurCTAlSI®HOT042155. The
met hod of claim 152, wherein the step of acquiring one or nore anonaly

t hreshol ds conprises the step of deriving at | east one anomaly threshold
fromthe acquired data associated with one or nore previously received
conmmuni cations. 156. The nethod of claim 146, wherein the initiated

predet erm ned response is based upon anggnonaly type associated with a
detected anomaly. 157. The nmethod of claim 146, wherein the initiated

predeterm ned re L SEsn [ ARt def de Gt b Qivelgo an

adm ni strator, r%?g@?'ﬁg Og@?:@pt ance %?M&%J%‘g? cor%mni cat il_oens fromthe
source of the receimedcationmuniatérteofthe reasived aommanicasiont spRivgtbe teseived
communi cat i on, Sty BRL0G L RELAGEL VS B ERIENL nidflD ifih@thing ONt ent
or throttling ext&S8IVEMURbEr's of “I'ncom ng comnect’ ons per second to
manageabl e | evel sonnd@dns geneeaond toadanageabledeweisl57, wherein the initiated

pr edet er mi ned Qﬁ;pmgg)ésfe(ﬁ? %gﬁc‘iilrﬁglﬁﬂgﬁle\é% hﬁ%ctgogrné%%f;ng’is?%&zingy prte&)eté?nrr]xined

adm ni strator Sés an ermai |l nessage, a
page, a facsim | espase éi@REsvevayalg a nofificdib to ameRisanisrater addWhededrthe or  SNIVP
alert. 159. Computer readabl.e storage nmedia storing.instructions tlhat upon
execution by a BYH{caRNFORPLES 3P e'd’ézgls"@esf‘}gg’ as%?’earﬁ;%m‘&eegg ge&epb%“ecfé d@t an
anomal ous  coOMMUBMSahds§iped WAPNldrt @BNMPBhleA. conmmuni cati on network, the

medi a having stored instruction that cause the syste?utrocessor to perform

the steps compt¥si Age syem ghclpimddp,whigein the Susiaim Progessefutthes A8stegt s Fover a
comuni cati on NeyRbtera db%lﬁ%?l@&?en Ridihd {1 a8Anul HEY dita ABRIddgitoNe or

more tests to the received comunication to generate data associated with
the received conBighioBsy reseived.oomypuifarpnsgng siores aggegatedragenmplated datinghe nor e
previ ously recei W%Qem &QRi cations; d) detecting whether an anomaly exists

with respect to the received communication based upon the generated data
and acqui red diOa; Thadystem of claim 119, wherein the system processor further provides an

interface via which an administrator enters configuration information, receives
configuration information from the interface and stores the received configuration
information in the system data store.

141.  The system of claim 140, wherein the collection engine applies the one or more
tests based upon the stored configuration information.

142.  The system of claim 140, wherein the analysis engine detects whether an
anomaly exists based upon the stored configuration information.

143.  The system of claim 142, wherein the stored configuration information
comprises anomaly types, anomaly threshold information, anomaly time period
information or anomaly response information.

144. The system of claim 140, wherein the system processor provides the interface to
the administrator via a Web server, an e-mail server, a automated voice recognition
system or an SMS message server.

145.  The system of claim 140, wherein the system processor further populates the
interface with default values prior to providing it to the administrator.

146. A method for detecting an anomalous communication transmitted over a

communication network, the method comprising the steps of:



e) initiating a predeterm ned response if an anomaly was detected. 160. The
medi a of claim 159, wherein the instructions causing the system processor
to recei vwotld@7menmruni cati on conpri se instructions causi n@CTIESISYBIEM
processor to receive an e-nmail comrunication. 161. The nedia of claim 159,
wherein the instructions causing the system processor to apply one or nore
tests conprise instructions causing the system processor to apply one or
nore of an intrusion detection test, a virus detection test, a spam
detection test or a policy violation testgg 162. The nedia of claim 159,
wherein the instructions causing the system processor to detect whether an

Aoy el S CB Rk R e IR RER B R RRorRiRAR SO {0
performthe steps conprising of: a d%ternlnlng a set of anonaly types of
interest; b) forbeapplyiog ohder meare rals yo thy pesived camrnenicasion fogen¢rate datder i ned
set, 1) acquiring one.of, IRk hABANRLY hALERNRLIS associated with the
respective anonaly type Based at least T'n part upon the acquired data
associ at ed w t h c)onequiringraramsprcakidoigl ope vemerevpeeviauslyressivedt i ons; i)
conparing infon-nation in the stored risk profile against at |east one of
the acquired one SP™HEPE* ™S A¥naly thresholds; and iii) deternining whether
an anomaly of thé desaagtwhethepmmanamylyteyi3s vath rsépectwb the recedsfhect to the

recei ved conmuni cati on based upan the conparjson. 163. e nedia of claim
159, wherein the iﬁP‘PF‘élP'éﬁf‘oﬁrbéggt“B?'?ﬁ%ﬁ§8H3Faé%dp%ﬁ"saé‘dia§q%r§ggﬂa’ zﬂgon an anomal y
type associ ated ¥ fhitigingt ethiaeDiBlovse it Biffanohta®y widietecell. cl ai m 159,
wherein the initiated predeterm ned Fles,ponse .C ri ses conve i_%g a
notification tid7an ThemeHIod Of clpigy 146, wheiein thf raced e CaMBUNIGRIRGEOHBTHY 48 51

PCT/ US03/ 07042 Qi1 EsthinBSEatoR MRLINT R nfinidatiOiNah FEP oM mGRic@fon] AW ATSCEi Ved
conmmuni cation, quarantine of the received caomuni cation, stripping the

recei ved conmuni $QRPyHCasPn, adelpgticomaynicatinqs 4{GoPRET COMPINCAiNy excessi ve

nunbers of i ncQRI Nghe ARARALE Afitn RET wREERMKE k& ivedRbABRARASON i$MPd-fail 165. A
system for detecting an anonmal ous conmuni cation transmtted over a

comruni cat i ons nemwvkcatiohe syst em conpri si ng:
149. The method of claim 146, wherein each of the one or more tests applied by the

collection engine comprises intrusion detection, virus detection, spam detection or
policy violation detection.

150. The method of claim 146, wherein the step of applying one or more tests
comprises applying a plurality of tests.

151. The method of claim 146, and further comprising the step of deriving one or
more anomaly thresholds from the acquired data and wherein the step of detecting
whether an anomaly exists further bases detecting whether an anomaly exists upon
the derived one or more anomaly thresholds.

152. The method of claim 146, wherein the step of detecting whether an anomaly
exists comprises:

a) determining a set of anomaly types of interest;
b) for each of the anomaly types of interest in the determined set,
i) acquiring one or more anomaly thresholds associated with the respective
anomaly type based at least in part upon the acquired data associated with

one or more previously received communications;



a) storing nmeans for storing data associated with comruni cations
transmtted over the comruni cations network and i nformation associ ated

wi th one wo o771 responses to be initiated if an anonal ypry/uses/eoted; b)
coll ection nmeans for receiving a comunication transmtted over a

comuni cations network and for generating data associated with the received
communi cation by applying one or nore tests to the received conmuni cati on;
c) analysis neans for detecting whether an anomaly exists with respect to
the received communication based upon tRkg data generated by the collection
means and data associated with previously received comuni cations fromthe

storing means; andy DenfBGhEEAL il O AR ARGHIT. ol PARLS G RPer eopONSe

fromthe storing ne anonal y was t he anal ysi s neans
166. A nmanagenent syﬁcqmddmnegnemeneat\omajyamcthdlidstandbut| ng threat detection
rules to applrcatr

er SG LLSINgGs &) a
communi cati on i nt er¥ a(}?eeré Hl aaﬂ ow o'ﬁ%r%%b?gtﬁéiah é?%ﬁhﬁaﬁe@gth
managenent system anckeqiectlteaetreoewed expmhumeattnoomadedymn hecampariyorsyst emy b) a
system data stqre i.si.ng aone t.ora erein the
syst em dat a stlgr"e f@%ﬂ‘&gl clam ISS?OWF% t'?e)stt%’nzdgte"%glr" aggogso \Nﬂr eat
nmanagenment goal stypaenﬁmtbﬂe&t cbiﬂpﬁ@t rdamhghﬁ&iﬂgmmnomﬂ& c) a system processor in
comuni cati on e co interface em data store,
wherein the sy’glf1 FH@H@MH r‘é’@es’e'(‘]ﬁlee %?P@thm‘ﬂﬂnééééqtf @oneq%rrents and
the one or nore OLETSHERE d@ﬂeﬁﬂﬁ&ttﬁeﬁftﬁasﬁdl egnanaRekived coamamicator 0: WO
03/ 077071 PCT/US03/ 07042 92 i) receive threat infornthreat information

into a canoni c&P- f dmamethoiof claily [2eWherginthe &P Gf AEANTHNELE QHITCBRNPRA R at

information; iv) th%ﬂ&ﬁ@écﬁnp?lsésml@stéﬁ&f c@frvnﬁé‘@tl@d’st SR aBofhly @tshold fasm ased upon
t he extracted features and a goal set of one or nore threat nanagenent

goals in the sysiredidatnasseciiies widhepewy mopeeYipysht geei v sematuai§atione set to
at |east one ofsgt herpplistiRkiok Yainf 1RPRhdERthelRitiated predetermined response is based

upon an anomaly type associated with a detected anomaly.

157. The method of claim 146, wherein the initiated predetermined response
comprises conveying a notification to an administrator, refusing acceptance of
further communications from the source of the received communication, quarantine
of the received communication, stripping the received communication of identified
content, or throttling excessive numbers of incoming connections per second to
manageable levels.

158. The method of claim 157, wherein the initiated predetermined response
comprises conveying a notification to an administrator and wherein the notification
comprises an e-mail message, a page, a facsimile, an telephone call, an SMS
message, a WAP alert or SNMP alert.

159. Computer readable storage media storing instructions that upon execution by a
system processor cause the system processor to detect an anomalous
communication transmitted over a communication network, the media having
stored instruction that cause the system processor to perform the steps comprising
of:

a) receiving a communication transmitted over a communication network;



| ayer security systens. 167. The system of claim 166, wherein the system
data store is further capable of storing one or nore sets of test data,
wher ei n twe o3ystem processor is further progranmed or adaprasod/eroeyal uate
the generated rule set against one or nore sets of test data in the system
data store and to refine the rule set if the evaluation of the rule set
fails to satisfy a predeterm ned confidence |evel. 168. The systemof claim
167, wherein the system processor evaluates the generated rule set against
one or nore sets of test data based uponghhe goal set used to generate the
rule set. 169. The systen1of claim 168, wherein the second goal set

compl | 585 one O TBhyin BhUG L e Y RE B EELEfIndi QR Bn td ekl 81O

ef fecti veness va cur ac I ency val ues and fal se
positive val ues. 1Z&oc12ﬁ|adewaysheemeofedcbmmmxa;ﬁim, wher ein the system processor

eval uates the gener ol ohe Ll Sy Blse Bl FAR 0 fedRip Of test data

based upon a sectnd“YyHle one or als Prom the system data
store that differscémmimichibngoal set used to generate the rule set. 171

The system of cl |m 170, ein the secon ri,ses one or nore
val ues of a type%s gFté‘étt“éd"vyf'l‘]’ﬁ‘SH'lW@mdpc?ﬂﬂftsd”f“hgﬁpg%ﬁ?vhgﬁ%ngveeal ues, accuracy

val ues, effici enC)éoMﬁxluH@éhoamdsefdanlp&emB(gsnctrdtétﬁdav.adnuasqulrbaHataTzhé syst em of
clairn 166, wherein the goal, set npri one c@ attributes selected

fromthe group c@né‘?‘%‘t‘l“ﬂé P&f“"’@f‘?"é‘ﬁ é"s'za’b%ﬂ BEFR8y val ues,

efficiency val ygs andnfcaladecReisy, \kﬁeﬁéﬁx'th@lﬁstrm&%@s—iﬂé}ﬁésﬁﬁﬁM8&31097042
93 173. The system of claim 166, wher ei n the goal set conprises one or nore

undesi rabl e mess BgeceiNFIBBCOMPETGHiAN eorpRfise HEUIPRETAUSIA% e SYUETR PIogess 1O

sel ected from t%@ lggﬁp@mgge&h%h,&g,ogf busi ness email, personal email,
chain letters, T | anguage, om web product offerl ngs, newsl etters

mai |ing |ists,16fr ojThnsiediagf Algia h2P, wiherginghe ingtrugtionsfausiRase BYSIM RIPSRSIAF 173,
wher ei n associ at E)dap}é\fg F%?I?\Brel{%»gsgﬁ%h{ggp% fastlie %g:gusﬂgytﬂgsys&: ¥4 to

corresponding to a ity or the message type. 175. The
system of cl ai m by onnmmmrmoftdnentwweimemqnd%mm detegiiontiest: ajspasyr ammed or

adapted to sel eCdetectl%n ge%faér a p% 1C)t 5:81%&{‘r%st.5y3t em data store.

162. The media of claim 159, wherein the instructions causing the system processor
to detect whether an anomaly exists comprise instructions causing the system
processor to perform the steps comprising of:

a) determining a set of anomaly types of interest;
b) for each of the anomaly types of interest in the determined set,

i) acquiring one or more anomaly thresholds associated with the respective
anomaly type based at least in part upon the acquired data associated with
one or more previously received communications;

ii) comparing information in the stored risk profile against at least one of the
acquired one or more anomaly thresholds; and

iii) determining whether an anomaly of the respective anomaly type exists with
respect to the received communication based upon the comparison.

163.  The media of claim 159, wherein the initiated predetermined response is based
upon an anomaly type associated with a detected anomaly.

164. The media of claim 159, wherein the initiated predetermined response

comprises conveying a notification to an administrator, refusing acceptance of



176. The system of claim 175, wherein the system processor's progranm ng or
adaptation to select the goal set includes progranm ng or adaptation to

sel ect thwoogozio7set based at | east in part upon a sel ect edTapps/imat i on

| ayer security systemfrom the plurality of application |ayer security
systens. 177. The system of claim 176, wherein the system processor
transmts the generated rule set to at |east the selected application

| ayer security system 178. The systemof clairn 166, wherein the system
processor receives threat information figgm a sel ected application |ayer
security systemvia the communication interface. 179. The systemof claim

166, wherein t hefu?%ggc%mnpl{nﬁgﬁaﬁg{og{)tgg gAuY&Sofﬁll}[r@&Iivedicaﬂlﬂ{uﬂﬁﬁtiﬁpqlfafa%ﬂh@ sparn

dat abase, a virus informa an intrusion 1nfornation database
or conbi nati ons ofbe eoéivedl@muRimetisy strigpng theabaived cam@unigitionef identfiedsyst em

processor receives further threat . infon-nation.fr Selerkedqqpp! i cation
| ayer security s?ﬁ&w lrgno\rllglémflﬁ]é eQ%S%reunﬁﬁm%gfsiOg%nc?ﬁfnércg gaceg?&%é)% %ﬂ]e syst em of
cl aim 166, wher emandgesblsiestélem processor extracts features that each

correspond to interrogation type avajlable on at .0 t he
plurality of @gm ir}b%?'tsfegﬁf%f %@eecfmggrbﬂ‘?m“ u%?%?‘@%‘?a%fgb.g@h%e@@gf%m of claim
166, wherei n t hec&iyshmoatRhORBSGR] thesisteacdomptisiagur es by appl yi ng one or

nore regul ar expression filters. . 03/077071 .PCT/ US03/ 07042 9 83. The
system of claim i%éfor‘ﬂﬁ@}eé‘?srfort‘1"1%"'é%iaéﬁﬁoﬁﬂaﬁgé‘gtgc??"‘i"‘é‘"%??%é?"sﬂp edjrl%vﬁ?red or

adapted to recei ve yi confifificaliR nethoBSarnAfoRRitidaissapiaied @athi oae ohorgr anmi ng
interface. 184. The system of claim 183, wherein the system processor

generates the rul e resgpnsepipdednitiyehif pmanomaly is4e€ctBtie rul es and policy

appl i cation progpaRBiQgoh HefisfaGeeeividdBPeonfiniBdafon! rhidmidganAagi g t hr eat
i nformation, the nmethod conpri si ng@;gg steps_ of: a) receivi nge t hr eat
\:]

i nformati on from oXeMENigAtQRS Befiye | gepsraiingrdapastosiated g tidhe ©e5i%sdst i ng of

appl i cation |ayer SeeuLiXiciWbyadPBing SREGR Hare ARAIE the récehlell UsmmimERTORRAL i ON
dat abases, and int r%u%n IXtIl’lfO -a‘ggl?fngn dat abases; b)err eedtici ngmt he roecei ved

threat informati onanalyss mewafieretsalingfwrether an anomaly exists with respect to the
received communication based upon the data generated by the collection means

and data associated with previously received communications from the storing
means; and

d) action means for initiating a predetermined response from the storing means if
an anomaly was detected by the analysis means.

166. A management system for generating and distributing threat detection rules to

application layer security systems, the system comprising:

a) a communication interface adapted to allow communication between the
management system and at least one application layer security system;

b) a system data store comprising one or more data storage elements, wherein the
system data store is capable of storing:
i) one or more sets of threat management goals; and
ii) threat information; and

c) a system processor in communication with the communication interface and the
system data store, wherein the system processor comprises one or more
processing elements and the one or more processing elements are programmed

or adapted to:



c) extracting features fromthe reduced threat information by applying one
or nore reqgular expressions; d) selecting a goal set of one or nore threat
managenernwogseat®m7based at |east in part upon a sel ected appluseatioen | ayer
security systemfromthe plurality of application |ayer security systens,
wherein the goal set conprises one or nore values of a type selected frorn
the group of effectiveness val ues, accuracy values, efficiency values and
fal se positive values; e) generating a candidate rule set of one or nore
threat rules based upon the extracted fegtures and the goal set; f)
testing the candidate rule set against one or nore sets of test data; g)

refining the candi q tr%c&u'tﬁreﬁth] %anotaefm%y@le%qw(fgﬂ le]fceg he rule set fails to.

satisfy a predeten=ni Rad Confi dence ' eve transmitting the
candi date or refinei redice thaaa’ecdmdamrezitemfstmamneuaqnpbamamlchrrm ayer security

system 186. A mana ste d| stributing threat
detection rules to g)a%% tcfﬁ%(‘i'rg%%'g@&rg(g ﬁapﬁﬁg the system

conprising: a) conﬁupg@a;mtearrumamfoﬁ@érm@emrvamgestlhs@latpoh rife@xmatiedon from
one or nore sources selecte

roup consi stin cation
layer security systen¥"%p fhg gfe‘éB QLT ?/&'Feﬁ%mfwgg?ﬁlg?%gg‘dg? abases,
and intrusion infornmagysem d@ stbeé;drd 071 PCT/ Us03/ 07042 95 dat abases and f or
transmtting a generated r ule set to at st one ati
security system b)V)rU?’@m@[é'??e%ﬁa?rP@ﬂr%%Fﬁéo‘f‘ stqng Ofﬁgglﬁ”ﬁ frof‘rPBH at
information received fyertsb@rigosytms.cati on neans into a canonical form ii)
extracting features fromthe reduced threat information bél appl yi ng one or

more regul ar eXr esHiessem pfqlgimskOewkareip the syvem daestors s SHECHAPARF &7 ¢ hr eat
managenent goal s (BAZetheA: nlo?@&ts df@estm& nyhuﬁgnh@sy%@hpﬁb&ds@m%hs@t ion |ayer
fro

security system the plurality of ‘applicati'on |'ayer security systems,
wherein the goal pegramgesdmriadapieddpevabrate the ganeasidupls sejfagainityppeo@PEseed from

the group of eff %F{eg V&GS ﬁw\é%téﬁ? data store and to refine the rule set if the evaluation of the

rule set fails to satisfy a predetermined confidence level.

168. The system of claim 167, wherein the system processor evaluates the generated
rule set against one or more sets of test data based upon the goal set used to
generate the rule set.

169. The system of claim 168, wherein the second goal set comprises one or more
values of a type selected from the group of effectiveness values, accuracy values,
efficiency values and false positive values.

170. The system of claim 167, wherein the system processor evaluates the generated
rule set against one or more sets of test data based upon a second goal set of one or
more goals from the system data store that differs from the goal set used to generate
the rule set.

171.  The system of claim 170, wherein the second goal set comprises one or more
values of a type selected from the group of effectiveness values, accu,racy values,
efficiency values and false positive values.

172. The system of claim 166, wherein the goal set comprises one or more attributes
selected from the group consisting of effectiveness values, accuracy values,

efficiency values and false positive values.



accuracy values, efficiency values and fal se positive values; iv)
generating a candidate rule set of one or nore threat rules based upon the
ext ract edvb@anwmes and the goal set; v) testing the candi g#araspim4set

agai nst one or nore sets of test data; vi) refining the candidate rule set
if the evaluation of the rule set fails to satisfy a predeterm ned
confidence level; and vii) providing the candidate or refined rule set to
t he conmuni cation nmeans. 187. An application |ayer security system the
system conprising: a) at |east one appliagation server system comunication
interface comunicatively coupling the security systemto a comunication

netvork al| w9 SR B A Hic DnAN iR/l Cochighieis ABBL el | on- | ayer

security systenms an reat management system a system data store
capabl e of st of i mudesimabld wessagsriyRss.coTenimeash updsirahheimessaga fipe 1§ sdertegdron

associ ated with Eh%%%cu %gnsﬁit@gE)F}Qlﬁ]n%ssce%muﬁ%r%ggli Sk, cfﬁﬂﬂeﬁérs,@dﬁyﬁﬂ%%t one

processor in comu t1o e systeée ta store and the at
appl i cati on ser veornsyst podwoofferimigs aewslettdrs maklingdists, Tieimsiwormb endsyigisesm

processor conp{4,ses-one. or [.e ocessing el 1 - i system
processor: WO B’é‘/o ‘}lﬁﬂ‘c‘t%&%% em@%o?l?tg?gvér}éi%e/%gg g%\wrgf’lgg[% rsstélg(?c
conmmuni cat i on di type iedval@ ctrefpoadimgtodbet bthdesapilityctar themessage epesyst em
ii) applies ong%jor re tesip%t OIC{Ghe recei ved el ectroni g onmuni cateidon,
wherein each bP-t HRCSHEEDP! APl §Oa8parei g systema £T9CRiSOH 18 LML OB PREY oni ¢

communi cati on f obr &lapRd td Rlekethe &L bt iffoyh thé Slstemi daitd statores in the system
data store a risk profile aéaociﬁsed with the received electronic

communi cat i on b%sedhgsEem AECIABH PeWhsHB thySYSIEP BTCESPLS PraFi™™ing o oyt put s

i nformation basegddpp®ion tdWRlest 1 £6h1 kdt Site1udeOprofremininforsagitbnap pldct thei on
| ayer security system a threat managenent center, a threat, pushback

system or a conbigpiisetdasedibleatsin parigpon Fpelectsdappligagen layeh sseurly SYSRREF R n t he
recei ved el ect romecpllg.glﬁ'ggml;pﬁgdtgg layE PP SRR}, - mai | communi cation, an
[ an FrP

HTTP conmmuni cati on,

177. The system of claim 176, wherein the system processor transmits the generated
rule set to at least the selected application layer security system.

178. The system of claim 166, wherein the system processor receives threat
information from a selected application layer security system via the
communication interface.

179. The system of claim 166, wherein the system processor receives threat
information from a spam database, a virus information database, an intrusion
information database or combinations thereof.

180. The system of claim 179, wherein the system processor receives further threat
information from a selected application layer security system via the
communication interface.

181. The system of claim 166, wherein the system processor extracts features that
each correspond to an interrogation type available on at least one of the plurality of
application layer security systems.

182. The system of claim 166, wherein the system processor extracts features by

applying one or more regular expression filters.



conmmuni cation, a WAI'S comuni cation, a telnet conmunication or a Gopher
communi cation. 189. The system of claim 188, wherein the received

el ect roniwoaommeni cati on is an e-mail conmmuni cati on. 190PCThsosy®¥EmM Of
clairn 187, wherein each of the one or nore tests applied by the system
processor conprises intrusion detection, virus detection, spam detection or
policy violation detection. 191. The system of claim 187, wherein the
system processor applies a plurality of tests. 192. The system of claim 19
1, wherein the system processor applies egch of the plurality of tests in
a parallel fashion. 193. The systemof claim19 1, wherein the system

processor appl jg&s . rallt. f I : I shi on.
194. The syst e1r781%(’)f eg%tal?’%qéeam\%ﬁedpé?iﬁér%l g%ssfllgst?@rt%%pcrhgggssZ‘gﬁﬁgg%??gg{ egach of
the one or noreot akpedbasedvag deastonea fulegpand pbliay dpplicatiompiogramgting ed i n t he
system data store., .195. The system of claim 187, wherein the system
processor out put ém‘f'ﬁ‘(ge'i nformation in the formof an e-mail nessage, a page,
a facsinmle, arsdtelrehonenofdlhim B3, Shdsein nesysiga praceiddPzeabmices thorulanetSVNP
alert. WO 03/077071 PCT/ 8031/07042l 97 19?. Thﬁ%§%§ten1of clqh 187,
wherein the syst BAsePPBYLLE BB IRIES PO BPHEOB Rrosfanmying pielaee.
managenent cenisst axehethod Forarmagitg tpat inf@inateh, @yenth®lcompribiyig ty Stepsof: a

t hreat pushback s%stem,or a copbi nation thereof. 197. eé’he stem of claim
187, wherein t he3bAgcedfingifreat plarmationdim aap §5ymqre SOULses selghie °(5’3:§’§§59”p

conprise anonaly debfldn@df app¥itatiohNSebist@Msientd, siaf dadabasedfieviRkn an
application |ayer securi ty@géstem can broadcast a nessage to at | east one

ot her application |ipfpepatigadatapasys: aykingpgiomigtormation databpsesy of cl ai m 187, and

further conprisi BY Bucipith@ecdiHdaRka TROARRITR o a SHDhRAD foier €i n the
centralized threat nmanagenent system coordi nates threat information anong

nul tipl e nodes. EDEXUFHmgIgasires iy the reduagdithreat infosnalion by ApRlYHE 9P eEPPTEN
| ayer security systy £ﬂl£r%x€ress§c¥nk’,5t ed application |layer security system

d) selecting a goal set of one or more threat management goals based at least in
part upon a selected application layer security system from the plurality of
application layer security systems, wherein the goal set comprises one or more
values of a type selected from the group of effectiveness values, accuracy
values, efficiency values and false positive values;

e) generating a candidate rule set of one or more threat rules based upon the
extracted features and the goal set;

f) testing the candidate rule set against one or more sets of test data;

g) refining the candidate rule set if the evaluation of the rule set fails to satisfy a
predetermined confidence level; and

h) transmitting the candidate or refined rule set to at least one application layer
security system.

186. A management system for generating and distributing threat detection rules to
application layer security systems, the system comprising:

a) communication means for receiving threat information from one or more
sources selected from the group consisting of application layer security systems,

spam databases, a virus information databases, and intrusion information



201. The system of claim 187, wherein the system processor outputs
information conprising threat statistics. 202. The system of claim 201,
wherein twWe oBhrmat statistics include information about twPhg/Usogauwency of
certain threat types. 203. The system of claim 187, wherein the system
processor outputs information conprising information corresponding to a
specific identified threat, one or nore whitelists, traffic pattern data,
or conbi nations thereof. 204. A nethod for identifying a back trail for an
el ectroni c comuni cations, the nethod cegprising the steps of: a)
receiving an el ectronic communi cation conprising a destination address; b)
i dentifying one or ynore addr f co ' i om a
source to the destdflﬁg%sfsoaﬁ]ge{ggfaglgrg?tmcg)a %ﬁ%{%‘%{z‘f%%ﬁé‘%ﬁ?ﬁ@f’? @hg?é@t | east
one of the identifiladr scompysytensyst em addresses; and d) outputting one or
nore conputer syéieqladdr?sses agaLyzed to be authentic. 205. The net hod
of claim 204, whét &VFRsTIEPRES Vel el ect ronic comunication conprises a
header that includes febgifjabiitiaformdtiondeless bpmd commusicatidnhmeass @p ©f WO
03/ 077071 PCT/U803/07042,ﬁi i dentifying one or nore addresses conprises
the steps of parsing A r for conputer system addresses. 206. The
met hod of cl ai m 20%;) sagéiRigTedidies fBéi heQtdudebihyeat ifhbrbidhesytappiying cnenpr i ses
identifying inconsistencies in the header. 207. The nmethod of claim 206,
wherein the step of |iBeRIFEUA APTESSIOBRsi st encies conprises identifying

i nconsi stenci es i n jfadeRelifyf PoARdet Sone DE MRS thietl Bafemédnd bONINMEE Dt leabiai el ve
frominformation, recipient i1nformation or conbi nations, thereof, 208. The

method of clai m 205, Mfeien Astiersedpalicagpn lNen syrisySYAGIHENR frERY2It8Rbr i ses
identifying inconsistgngi@s, Bg&%&ﬂlt)t! gﬁtehﬁ?\dﬁ'ﬁ?@in hﬂe%ﬁlfs@f cdmiphigssBAE bPN

associated with the conmmuni cation, content of the communication, or
combi nati ons t her eof . mp@Yalughef artpnerrslicied fremghggroumof affsetiveness vplaesst ep of

anal yzing aut hent i ci t y, GOIDLBES rANR) YALAUN KRG talug] each of the
identified conmputer system addresses.
iv) generating a candidate rule set of one or more threat rules based upon the
extracted features and the goal set;
v) testing the candidate rule set against one or more sets of test data;
vi) refining the candidate rule set if the evaluation of the rule set fails to satisfy
a predetermined confidence level; and
vii) providing the candidate or refined rule set to the communication means.
187.  An application layer security system, the system comprising:

a) at least one application server system communication interface
communicatively coupling the security system to a communication network
allowing communication with one or more other application-layer security
systems and a threat management system,

b) a system data store capable of storing an electronic communication and
accumulated data associated with received electronic communications; and

¢) asystem processor in communication with the system data store and the at least
one application server system communication interface, wherein the system

processor comprises one or more processing elements and wherein the system

processor:



210. The nethod of claim 204, wherein the step of analyzing authenticity
conpri ses accessing an external database of address verification

i nf or mat iw0.0381M71 The net hod of claim 210, wherein the exterrnasb3/database
conprises | P addresses or ASN nunbers of known originators of spam 212.
The nethod of claim 210, wherein the address verification information
conprises | P addresses, ASN nunbers, host nanes, domain nanes, e-nmai
addresses or conbinations thereof. 213. The method of claim?204, wherein
the step of analyzing authenticity conprigges perfon-ning a DNS | ookup
based upon the at |east one identified conputer system addresses. 214. The

nmet hod of claim 204, wherein e step of .a ¥4 et kG conpri ses
assigning a confi ddhd& 654N e{eg[roenécc O%é?unfcﬁ{e}ala%“ﬁcggg?%ne |El éeinc:télﬁfi ed
conput er system addrsphesion 2ber sfdiam;net hod of cl aim 214, wherein the step

of assigning a confjdence level tao .each of .the at | Jd .f1ed
conput er system add‘:) e‘g’gﬁ‘? WERpPPEIEHE g?edﬁ‘fehvﬁ gaeleg%%'{ﬁ‘??o}gmngrg&luggg{netey each
of the identified conguk 6f the ysd @imael @5 seMates\B B3N @A 2@E¢tkoRCT/ US03/ 07042

99 216. The nmet hod of claim 214, wherein the step of analyzing authenticity
further conprises cofPFHPYTHEFIPHEET 3 PEHGHUFEREIY Titkence evel with a

predet er m ned t hr esipodisles inde/systtmalatiBidaO i s préfidiasiocidd withakiexketeitede step of
outputting further conprises outputting the confi qegce | evel associ at ed
with each conputer sydedienisggmawaicatnabasedagon e spplisd ps &r MIFESSHE et hod

of claim 204, and fiyy §figifis mBIFREGSH BAAUPEn BRI risR PrdTHE to d\@con@onput er
system addresses not” anal yzed to be authentic. 219. A system for

i dentifying a back t ramplicqtion laypr SSPWHY XS 2 dBFATIINREEMEBfENter. gdhredly st em

conprising: a) a integiacel apkant 64 dofbhafién hb€oSyst em wi th a conmuni cati on
network; b) a systemdata store capable of storing one or nore electronic

communi cat i ons188. dafthe systesw of elaiadl & hehaseip th@,f“f“@bﬁﬂf SAFQING Qﬂ?}‘ﬂ‘ﬁﬁ‘&“@‘? .
conbi nati ons thegeg rise?ﬂpe-g‘%niéll@oﬁ%ﬁﬁigmogéﬁ%ﬁﬁoéonhﬂurﬁ&mﬁhqfﬁ" on with the

interface and the systemd store and conprising one or nore processing
el enent's, wher ei porhinenicatimnor WiAd$ @ommunication, a telnet communication or a Gopher

communication.

189. The system of claim 188, wherein the received electronic communication is an
e-mail communication.

190. The system of claim 187, wherein each of the one or more tests applied by the
system processor comprises intrusion detection, virus detection, spam detection or
policy violation detection.

191. The system of claim 187, wherein the system processor applies a plurality of
tests.

192.  The system of claim 191, wherein the system processor applies each of the
plurality of tests in a parallel fashion.

193.  The system of claim 191, wherein the system processor applies each of the
plurality of tests in a sequential fashion.

194.  The system of claim 187, wherein the system processor applies each of the one
or more tests based upon configuration information stored in the system data store.

195.  The system of claim 187, wherein the system processor outputs the information
in the form of an e-mail message, a page, a facsimile, an telephone call, an SMS

message, a WAP alert or an SMNP alert.



processi ng el enents are programmed or adapted to: i) receive an
communi cation via the interface, wherein the received comrunication

conpri seswe obpamer having a destination address; i) stopeTiUseso@eei ved
comuni cation in the systemdata store; iii) parse the header of the

recei ved conmmuni cation for one or nore addresses of conputer systens in a
path between a source and the destination address; iv) performa plurality

of tests on each of the one or nore addresses to assign a confidence val ue
to each address; v) deternine whether eagh address is valid by conparing
its assigned confidence value to a predeterm ned threshold in the system

data store; an Vi) Qut put ddr ess. . det 1 L stem
) ’Hh ﬂ% ot rn:ﬁgﬁonsy

of claim 219, l\clvgﬁ'er i ﬁs¥she2n 8%/@%@91827\%&%%‘%8}6%6% p {bggsé(\éc u't'gl(tjsér el(gls0 et er mi ned

valid with a firsta thredt @atagemen? 2énter Thdtosysetarhapplicatian laye 2&uripisesteinm t he

system processor is further 5|rt)ro§ran’manﬁ .or adapt ed to output each address
not deten-nined P& BUSHPACK SEIEREGHPTTHMILARSTOT W0 03/ 077071 PCT/ US03/ 07042
100 222. A systogm e sist@nbf Jiyinni@7 aviieack tHerfoat br hore tesrs applisittryaind gystem

conmmuni cation, the s stem,conBrilsidn%: .a) interface neans for receiving
communi cati ons t PRAESHYCEBATHRAP™TRY SEEMHATnI cati on network; b) storage means

for storing atjdgeasthe@pRenRbf dAIME 8T SGIRIIE 6 SEPIBALIdN et @Gty dtemn caassoci at ed
therewith, confiqguration data or conbinations thereof; c) identification

means for identi PiPRARIsEBEssage (Qdiadierte CBRhIRRTIEAON LAYCLITEHY SYSIFS e addr esses

along a path bgjoweefh3ysQHbE&aiRf 188, Ml FENEEELRFTEMAR Akl @iteR Rdnagd ment
destination of the received comrunication; d) verification neans for

verifying each asksteas svhewimihe eangalizsg threps magegsment sYsem §ROTAASH®TEbnr i si ng
means for assignj iSRS BplYfbdée, to each address and means for
conparing the confidence value assigned to each address with a

predet er m ned 208r eSThe|syistém of Hlaimsk83r wlepecinezphapplipatonelnyersepysityfsystedut put t i ng

verified addressgﬁste(g@% ica%m%lesrec&%aggglne media storing instruction that
y as %em '

upon execution b
201. The system of claim 187, wherein the system processor outputs information

comprising threat statistics.

202. The system of claim 201, wherein the threat statistics include information about
the frequency of certain threat types.

203. The system of claim 187, wherein the system processor outputs information
comprising information corresponding to a specific identified threat, one or more
whitelists, traffic pattern data, or combinations thereof.

204. A method for identifying a back trail for an electronic communications, the
method comprising the steps of:

a) receiving an electronic communication comprising a destination address;
b) identifying one or more addresses of computer systems in a path from a source
to the destination address;
c) analyzing authenticity of at least one of the identified computer system
addresses; and
d) outputting one or more computer system addresses analyzed to be authentic.
205. The method of claim 204, wherein the received electronic communication

comprises a header that includes the destination address and wherein the step of



processor cause the system processor to identify a back trail for an

el ectronic comunication by performng the steps conprising of: a)

recei vi ngven3ooomuni cation via the interface, wherein thePCceasiyens2
conmruni cation conprises a header having a destination address; b) storing
the received communication in the systemdata store; c) parsing the header
of the received comruni cation for one or nore addresses of conputer
systens in a path between a source and the destination address; d)
performng a plurality of tests on each qfg the one or nore addresses to
assign a confidence value to each address; e) determ ni ng whet her each
address is valid:.hy.. I i i - i :

pr edet er mi ned th}%}s{%tgﬁ’g% ?%b{}ﬂgﬂetgégr?%% (g)g-tﬁ)gmés%? g{g&@gﬁgarﬁggﬂ&? Bﬁe{ ?)rrlg each
addr ess det er m neomma¢risgster® 2ddreséest hr eat push- back systemw thin, or in
conmuni cati on w.t h,an | i catl I r urd A :
managenent cen éSr (;rrhe%eﬁgogﬁk?@h ?((Sjshw(':’?ri}élz’r{{'?&%%%flamsﬁglzzli{%%ﬁlgggr?gpilésqnﬁ)glfseSV\D
03/ 077071 PCT/ US@3hify i IncoiHdiera)es amthe healef. ace communi cati vely coupling the

t t i.cati t ; . .a.St. f
SYoring an el Rl orie AL Gt Fo B G Ser LR R P RRARL 0 ¢

one or nore rececyasrisel @EATANE hcotsidNdizs hadatedfdrmativd, E)vea varyish em processor
i n comruni cati on,r\évith the s%stem.d ta store and the .i nterfgtce wherein the
syst em pr ocessor THOM3iPE &ecelyf rogyin %“%rﬁ&’@@f'ﬂé’m@f"é’ﬁ’éﬁ?@ BA Sher ei n t he
Syst em processor thekeof.l €Cei ves a conmuni cation via the interface; ii)
generates a threat profile associated with the recei.ved conmnuni cati on;

iii) stores in?Qne ﬁ?é‘feéffﬂdd)éflé}"%g% wherg thetien ofangly1ing aupenypint gqmprises

associ ated W th jdeherRGRionaste cRIBNeERihe Blidef, Yrins@ afRfioh A& ogieRe Wahed
threat profile with threat configuration information;  v) if the conparison

i ndi cates the redwiopaenupsATRIFAET BHhe eppEtsation or RerBRinations fhegrof-er ni nes one
or nore conput &fy adffERHRR Jf Blafin DGE KWhPRIMNNOdtef SEnAIGER] ¥ARrEORTRGM RS ON;

and analyzing authenticity of each of the identified computer system addresses.

210. The method of claim 204, wherein the step of analyzing authenticity comprises
accessing an external database of address verification information.

211. The method of claim 210, wherein the external database comprises IP addresses
or ASN numbers of known originators of spam.

212. The method of claim 210, wherein the address verification information
comprises IP addresses, ASN numbers, host names, domain names, e-mail
addresses or combinations thereof.

213. The method of claim 204, wherein the step of analyzing authenticity comprises
performing a DNS lookup based upon the at least one identified computer system
addresses.

214. The method of claim 204, wherein the step of analyzing authenticity comprises
assigning a confidence level to each of the at least one identified computer system
addresses.

215. The method of claim 214, wherein the step of assigning a confidence level to
each of the at least one identified computer system addresses comprises assigning a

confidence level to each of the identified computer system addresses.



2) outputs information based upon the stored threat profile to one or nore
upstream conputers associated with one or nore of the determ ned

addr essesw0232b770The system of claim 224, wherein the syst eqrsSose®sDr
generates the threat profile by applying one or nore tests to the received
communi cation, wherein each of the one or nore tests eval uates the

recei ved communi cation for a particular security risk. 226. The system of
cl ai m 225, wherein the system processor generates the threat profile by
further determ ning whether an anomaly expsts with respect to the received
comuni cati on based upon the applied one or nore tests and accumul at ed
dat a associ at Wi i f store.
Jata ass Systgﬂqsof 'the LRARY YE A GPITR DGR RO qunm;r/zg@gegg%rpsénﬁﬁ%; brovi des
an interface focommtiseddidmparing thhnsigned wmésc;nccdﬁyei w;lsa priadasermineglgareshold
information fr t i I hte guration

i nformation mﬁ?het@ygfé d g?lglm El{l‘bre lélstlgeasqe@lség%ﬁ{pﬁgméchrgIl%%/%gﬂﬂ‘héseat type
information. WO 88p@indihid coEeniB08/c0A0etedWith 2B compiersystaddiésscl ai m 227,
wherein the system rocessor. provides an interface for identifying threat
types conprisi ng Bt Sﬁ%i“ﬁ@ 4¢emai |, personal email, chain letters, adult

| anguage, pOFFBISV\BH“hEthmTof@Ihfnelomgﬁifuﬂmbleptﬁmgsthesmjabidsu;pdttingts Wor s,
virus, server attack or conbé ations tg/erqe 2{5 The system of claim 227,
wherei n the syst SRHGEEELDA ‘B?Sé‘?fi"&b@a 7ed tbg ARREALIC 31| owi ng i denti fication
of threat typegoand §RRf fol Bhfpig @back tAlifeMin sk&&ORIE dbBRufititions aieh
identified threat type. 230. The system of claim 224, wherein the system
processor conpar SSEHOMERBLat ed threat profile with threat configuration

information by cg) qUh@iridAdabddb Bk téaldddn with@Rbih@nichiamatervsief i 1 e and
determ ni ng whether the threat val ue satisfies a predeterm ned threat

condi tion. 231. Wha sysiemdaistoreqapibis of3PringQBs & THOWE ﬁ@cg%"t EAMPRHRHESo ¢

cal culates the thregf assY)@JaH:@ tR¥e i Ednﬁghlﬂgoxy\@a'tzg&tc%mﬁﬁﬁf?&isaﬁe@edﬁ dnl threat
types in the configuration data and reat type val ues associated with the

respective threat) Ryspeempraspsseia C@‘hméallcatwwlihlt ingerfgcqeddheatysiaR datanei ght ed
sum based upon the g g Mdec%ﬁ\gnmé g n?d?gprkmsﬁﬂé elb¥Bfis, wherein the one or more

processing elements are programmed or adapted to:
i) receive an communication via the interface, wherein the received
communication comprises a header having a destination address;
ii) store the received communication in the system data store;
iii) parse the header of the received communication for one or more addresses
of computer systems in a path between a source and the destination address;
iv) perform a plurality of tests on each of the one or more addresses to assign a
confidence value to each address;
v) determine whether each address is valid by comparing its assigned
confidence value to a predetermined threshold in the system data store; and
vi) output each address determined valid.
220. The system of claim 219, wherein the system processor outputs each address
determined valid with a first indicator.
221. The system of claim 220, wherein the system processor is further programmed

or adapted to output each address not determined valid with a second indicator.



val ues. 232. The system of claim 231, wherein the system processor

calcul ates the threat value by selecting threat types for retrieval of

wei ght s awo msabwes based upon the predeterm ned threat ceaditsonnro4233. The
system of claim 224, wherein the system processor determ nes one or nore
back path conputer addresses by at |east parsing a header associated with
the received communication for conputer system addresses to identify
conput er addresses. 234. The system of claim 233, wherein the system
processor deten-nines one or nore back h conput er addresses by at | east
anal yzing authenticity of at least one of the identified conputer system

addresses. 235,,The éfﬁét%@?ér}p@‘éergﬁ% iRk Enog&gra 1SS %tr&ﬂ@ combRBIRhARESSOr 1S

further prograived term ne dresses 1 nto upstream
conput ers by ref gxsefcenipoisiag: dat abase of securl ty WO 03/ 077071

PCT/ US03/ 07042 03 236. The systemof clai.m2 the system
processor out puté i‘?f?‘%‘?cﬁgfef"b%oyrﬁ&eé Bgﬁod"brﬁu‘f'ﬁaélo f(r)ar“gcri‘%{ ﬁrog%t profile to one
or nore upstream t he@afunidRivagRM; conputers, one or m)re upstream
application layer securit Sn‘yst ens OE conbi nat i ons % ¢

system of claim E)Zﬁtor‘"\‘ﬁﬁé'f%i‘ Of Hring AL {eafh 08¢ SLBRESFeCl ﬁﬂf"gu?’ﬁq‘ 101“?1’3? i on to
one or nore upstreasydosiaih tHevathPEfiQlirafid datd difcémbinhiy@iB Sheramfte or nore t hreat
source identifiers, one or nore threat details, mor e response

details or conbfhadsngficationglearsor demifying, o@ﬁﬁ‘ﬁfﬁegfo‘ewi“ﬁ?t%?“ fherein the

system processor oyfgblhdirdssdiBhipatA te@veeRNCoudée dTAITEceliRE bERATRICAIBRAWLEr S one
or nore source identifiers, wherein each source identifier is an e-mail

address, a donmin malegtinagorefdhe Reaived CORMUPICAR ess or  conbi nati ons
thereof. 239. Thg) syg &ﬁbmne&rls%mea%@ng é’éf@ﬁﬁcfdr&s ﬁﬁﬁt‘fheﬂ%ftﬁeeldbrdﬁia&ﬁénl er

i ncl udes an assom ate confi dence value. . The system of cl aim 224,
wherei n the systemmapcensapsising (epus for aspioing na@nftﬂqncea/@b@rtm%b agldgesg and

standardi zed thr eatméam % Q@rﬁﬁa(mg e RbRERhce value assigned to each address with a

predetermined threshold in the storage means; and
e) means for outputting verified addresses.

223. Computer readable media storing instruction that upon execution by a system
processor cause the system processor to identify a back trail for an electronic
communication by performing the steps comprising of:

a) receiving an communication via the interface, wherein the received
communication comprises a header having a destination address;

b) storing the received communication in the system data store;

c) parsing the header of the received communication for one or more addresses of
computer systems in a path between a source and the destination address;

d) performing a plurality of tests on each of the one or more addresses to assign a
confidence value to each address;

e) determining whether each address is valid by comparing its assigned confidence
value to a predetermined threshold in the system data store; and

f) outputting each address determined valid.

224. A threat push-back system within, or in communication with, an application
layer security system, a threat management center or an application client, the

system comprising;:



241. The system of clai m 240, wherein the system processor outputs
information according to a protocol selected fromthe group consisting of
SNWVP, | ntwolBomo7Det ecti on Message Exchange Format (1 DVEFPCTArsd3/0muz usi on
Det ecti on Exchange Protocol (I1DXP). 242. The system of claim 224, wherein
the system processor is further programmed or adapted to output a threat
notification if the conparison indicates the received conmunication
represent a threat. 243. The system of claim 242, wherein the system
processor outputs the threat notificatiog to one or nore conputer systens.
244. The system of claim 242, wherein the system processor outputs the

threat notificatyon.as - M. ], . g@ﬁ' LdiSn n@Work:

t el ephone call, 5nagﬁ%ﬁaﬁg%@‘g@?lédg%%&%%gg?ﬂe%%sgﬁ%béa e{r"'gwgr%ngongf nati ons
t hereof . WO 03/ 0%)7 @ 8stdACTAtUSOR/ cAFBlof siobidg 2 Blectibne copsnumipatén aidai m 224,
wherein the systemprocessor. is furthe rogramed. qr ed to take a
corrective measur eaFcfun}uﬁlZedCdé%g‘SﬂClSa&H ”Y’h'dﬁ?g rélgretrﬁc(éj"wreggg%(g conmmuni cat i on
represents a threacomadficatibhe agyst em of cl ai m 245, wherein the corrective

measure conprises conveyin a.notificatjion.to one or re users, refusing
accept ance of f uét Aey S“‘d%ﬂﬁ‘f’g?‘ff?fd? F?fﬂ’%’”mf:ar"(?m“f‘ﬁt)?éhes%ﬁt?'@ém%t?rﬁﬁmﬁé%ei ved
comuni cati on, quak@éddceeviRfeil the systir proeekssrRBTipIdes dhd Gmors prdcpgeingg t he

recei ved comuni cation of identified content, or throttling excessive
nunbers of i nconi n§leEEMAARY VBN e SYSIBRPFRFCISE™ | evel s  manageabl e by

internal applicati@n 3&iWehsomAfidicatidA&isSHs nedfaed; cl ai m 246, wherein the
corrective measure conprises conveying a notification to one Qr nore users

and wherein each ndd|&peaes dHrEbpgstijesswociapdavithihs recqiyrdoogununicalicfhe g

facsimle, an tel ephofGeGakle sy@bm MR stRSHE geheratediYRadrSHiIE assBbiardMithal ert .
248. A conputer inplenented tf){r eat push-back nethod, the nmethod conprising

the steps of: a) probs @reivedaemminigatieiie for establishing configuration
| nformation fegar di\ofiitres e o fied MEAArofilRAR AR iR hBHAR0ON
information conprises threat types of Interest and weights associ at ed
therewi t h; v) if the comparison indicates the received communication represent a threat,
1) determines one or more computer addresses in a back path of the
received communication; and
2) outputs information based upon the stored threat profile to one or more
upstream computers associated with one or more of the determined
addresses.
225. The system of claim 224, wherein the system processor generates the threat
profile by applying one or more tests to the received communication, wherein each
of the one or more tests evaluates the received communication for a particular
security risk.
226. The system of claim 225, wherein the system processor generates the threat
profile by further determining whether an anomaly exists with respect to the
received communication based upon the applied one or more tests and accumulated
data associated with received communications from the system data store.
227. The system of claim 224, wherein the system processor further provides an
interface for identifying threat types, receives threat type information from the
provided interface and updates threat configuration information in the system data

store based upon the received threat type information.



b) receiving a communication; c) generating a threat profile associated
with the received communi cation by applying one or nore tests to the

recei ved wompmmiocat i on, wherein each of the one or nore PestBIBVAkLAL €S

t he received conmuni cation for a particular security risk; d) conmparing
the generated threat profile with the configuration information by
calculating a threat value fromthe threat profile and determ ni ng whet her
the threat value satisfies a predeten-nined threat condition; and e) if
the conparison indicates the received copgwnication represents a threat, i)
deten-ni ning one or nore conputer addresses in a back path of the received

communi cat i on; 0 qﬁégis%’g{& Jﬁl%bggﬂggr{ﬁgezpﬂig s sl'é?#gliowss@ WddsAf ifddttgent i ci ty

of at |east one of erm ne uter sSystem addresses; iii) taking a
corrective measufoejdenfifyingitimeatigpes oom@csinigod busiessieroaib penseriab email, e eyi ng a
notification to e or re user ref usi p f_f. 0

conmuni cati ons f@g‘?ﬁs’taﬂgl@gﬁa&g’ Bt ﬁg p?oglé%i%\f/%ﬁg%%b%%?ggt?%ﬁﬁé gﬁ%r anti ne

of the received wonmsninsaieran attak ror gpnbigptivhethereefei ved conmuni cati on of

identified co nt,. or throttl.i excessj,ve nunmbers of in 10 necti ons
per second t on%tzgvel’rge ﬁ%ﬁ?gb‘éf;%?‘@r}%;f YHEeY k’ﬁlsyséeﬁxbpﬁog%sts g rrlovs“ge%\%flg?r?a\%ger ei n
each notificati osllowanycyificRionufitiaes (yypas sndnspedificEes alxeweighqageiated for

facsimle, an tel eﬁhone,ca |, an SM5 nmessage, a WAP alert or SNWP alert;
and iv) out put ti iGN PS8R ased upon the stored threat profile to one

or nore upstrgem apekystat bWhim@Pe! wikes!the systéy SiotEssor@dmptres e fgenckedeat
managenent system or conbi nations thereof, wherei irllgea(:h upstream
appl i cation | ayethreasprefjlej with thirat copfigration RfQtma{ign by SHeHRUNG AHIEH, Yalie

associated W th gpg o Bl fofifind BRerdfify WhilRs tRAffc@SRAR saisfi8s a CoMput er
readabl e nedia storing instructions that upon execution by a system

processor cause pméet@yémeéﬁhrs?tde@&_ém to identify and push-back threat
i nformation upstrqaEyQfen?r difGH0fiiRekih (e QRter? YroR &k bralbunts iHagne4eps

conprising of:
value by retrieving weights associate with threat types in the configuration data and
threat type values associated with the respective threat types from the threat profile
and generating a weighted sum based upon the retrieved weights and threat type
values.

232. The system of claim 231, wherein the system processor calculates the threat
value by selecting threat types for retrieval of weights and values based upon the
predetermined threat condition.

233. The system of claim 224, wherein the system processor determines one or more
back path computer addresses by at least parsing a header associated with the
received communication for computer system addresses to identify computer
addresses.

234. The system of claim 233, wherein the system processor determines one or more
back path computer addresses by at least analyzing authenticity of at least one of
the identified computer system addresses.

235. The system of claim 224, wherein the system processor is further programmed

or adapted to map determined addresses into upstream computers by reference to a

database of security.



a) providing an interface for establishing configuration information
regarding one or nore threat types, wherein configuration informtion
conpri seswoheato7t ypes of interest and wei ghts associ at eecrhesoguiosh; b)
receiving a communication; c) generating a threat profile associated with

t he received communi cation by applying one or nore tests to the received
comuni cation, wherein each of the one or nore tests evaluates the

recei ved conmuni cation for a particular security risk; d) conparing the
generated threat profile with the configH%@tion i nformation by calculating
a threat value fromthe threat profile and determ ning whether the threat

val ue sati sfi a predeterm . r L i1 on: QA4 1
et/ USoa! 07042365 0B RESAHe &ﬁéﬂﬂﬁgﬁ%&?*}%&‘;}ﬁ‘?ﬁ e, Jeagestéﬂgu?ﬁgge%eda

conmuni cat i on r epused eprinshesstdrbd et priojilede bemoermiaré ngstreare thygat managementput er
addresses in a back path of the received. co ni 100 k1 ). @anal yzi ng

aut henticity of ‘éotmq"geé%ton%%rem%f u?sﬁrgmaé‘?%Wgﬁ?%léﬁﬁré%%ﬁtsg?te%%ﬁ em addresses;
iii) outputting enbingiahs theeoff i cation to one or nore users, wherein each
outputted threat notificatjon nprises an e-nmail ness e e, a
facsimle, an2¥el Jgﬁé’ﬁéﬁ“b%fjlq?‘f‘m;%’%r%g‘gé&é‘?m Broﬁfprﬁu@gﬁ,m%ﬁzgﬁmgﬁlw
alert; and iv) osdet#nidréI@pstrefmEsigut@foteas tbréideaat tybes, sietratbré thkaat profil e
to one or nore upstream_.application Iayer,securitx a%§ten1 one or nore
threat managermentourcsdangfiprs ne chmpicherisisails|0as BRore fFRPWF e@USH upst r eam
appl i cation | ayefomsigfilehd thyresfystem or threat nanagenent systemis
associated wth one or nore of the determ ned addresses. 250. A threat

push- back syst@B& wilthasystennef Glimd imtlierem the S¥SISAR PIPCESSOr 4RS! B9 ayer

security syster Ny, Aol fUrEastBRN BGFIRAN o e Rur@NdéiBRbds GierRedehi ent, the
system conprising: a) configuration neans for establishing configuration

i nf ormati on regasairgsgdentifierdp an ¢rped agddressat danyaieBamep bpg name SAAP address Pbn
information comprisas. il fakot Yyres of interest and wei ghts associated

therewit h; _
239. The system of claim 238, wherein each source identifier includes an associated

confidence value.

240. The system of claim 224, wherein the system processor outputs information
according to a standardized threat information protocol.

241. The system of claim 240, wherein the system processor outputs information
according to a protocol selected from the group consisting of SNMP, Intrusion
Detection Message Exchange Format (IDMEF), and Intrusion Detection Exchange
Protocol (IDXP).

242. The system of claim 224, wherein the system processor is further programmed
or adapted to output a threat notification if the comparison indicates the received
communication represent a threat.

243.  The system of claim 242, wherein the system processor outputs the threat
notification to one or more computer systems.

244. The system of claim 242, wherein the system processor outputs the threat
notification as an e-mail message, a page, a facsimile, an telephone call, an SMS

message, a WAP alert, an SNMP alert or combinations thereof.



b) receiving nmeans for receiving an el ectronic conmunication; c) neans for
generating a threat profile associated with the received comrunication by
appl yi ng woaspronbre tests to the recei ved comuni cati on, PCrRusngd4each of
the one or nore tests evaluates the received communication for a
particular security risk; d) neans for conparing the generated threat
profile with the configuration infon-nation by calculating a threat val ue
fromthe threat profile and determ ning whether the threat val ue satisfies
a predeten-nined threat condition; and e)gppack path identification neans
for determ ning one or nore conputer addresses in a back path of the

recei ved commupiscatg,oQ ste%%h@lé%@?@he?gg {htg§9§ér9 pRb&sorkOfurthér g glrﬂﬂfe@i cation

means for authenti catl%g at least one of the one or nore conpute
addr esses from t beadapted topaitern dotreettviefmicasuré i ithernomparisop jndixatas the 1eeeayed f or

out putting inf or{g@rﬁljnﬁmcalglgg«;egmgggpaIhpatstor ed threat profile to one or nore
upstream application layer security system one or nore threat nanagenent

system or cordgionatThesgstenhefiokoi, 240 relreedin thezohieatiye measair coawpilsqsmtw'edirngl ayer
security system g{lc&tt Elrmg(gntstgggga%ﬁggrlll'ger;s%sf'{lsei\%zl}cg%pgﬁlﬁggfﬁ}tﬁg coltlicfigsor nore

of the determ ne a) heans ng a corrective neasure,
wher ei n t he corr fi6iithesorastithe receivap cdnsrasnicaniny,gypamgtirg aof dteire¢epa@tli on t o one

or nore users, refusing acceptance of . further.co nicat.ions. framthe
source of the r e&‘é?‘%‘&ig"é'(??msﬂ p%‘ﬁ%ﬁ?elve&ﬁgwgﬁ?‘lcﬁ@% l‘éeﬁgh?ée)ccoé‘fe\?{éﬁr

communi cati on, SihrétiiRkBLcckshe Hugtbeis\uE thcommgtuiniecadns per eonddelevelsi ed content,
or throttling excessive nunber | nhcom ng connections per second to

of .
| evel s manageabl Bapageatl By pigrmal applicalionisgixersser vers, wherei n each

notification canveymd seenpéf ifm 20, Whaiih theRBHERAFE medsurd @@ pris@d coaaging | e, an
tel ephone call, an SM5 nessage, a WAP alert or SNWMP _alert. 251. A system
for detecting an?ApKRIQN OB URFENSE RN b pACKNPHRGRlIGR gmpgises an e-

conmuni cati ons nﬁfaWeKs;agé, R9asy 3 FRIMERA biSpibe cal), aRBMSTh&s{RCEWNPUMt Ng t he
system wi th the communi cati ons network; b) a system data store capable of

storing data assocPMMEdlef t h conmuni cati ons
248. A computer implemented threat push-back method, the method comprising the

steps of:

a) providing an interface for establishing configuration information regarding one
or more threat types, wherein configuration information comprises threat types
of interest and weights associated therewith;

b) receiving a communication;

c) generating a threat profile associated with the received communication by
applying one or more tests to the received communication, wherein each of the
one or more tests evaluates the received communication for a particular security
risk;

d) comparing the generated threat profile with the configuration information by
calculating a threat value from the threat profile and determining whether the
threat value satisfies a predetermined threat condition; and

e) if the comparison indicates the received communication represents a threat,

i) determining one or more computer addresses in a back path of the received

communication;



transm tted over the cornmunications network and one or nore whitelists;

C) a system processor in comunication with the interface and the system
dat a storwp oafogmei n t he system processor conprises one Or PCDIGSOPOMEESSI NQ
el ements and wherein the system processor: i) receive a comrunication via
the interface; ii) conpares the conmunication to at | east one whitelist;
and iii) nodifies at | east one whitelist based on the comrunication. 252.
The system of claim25 1, wherein the system processor is programred or
adapted to nodify the at |east one whitelgst by updating the at |east one
whitelist wth data derived fromtile received conmunication. WO 03/077071

PCT/ US03/ 07042 103 Zuﬁl?n zﬂﬁg%utﬁéfrﬁkﬁ%% léakt%gb?ée bete MRS RiothpliREsySikat €m

processor is furthe apted to nodify the at | east one
whitelist by updati ngaddhﬂesea:t | east one whitelist wth data derived from

| nbound or out bounq%tmggwﬁéchwm&rsaiefJvﬁerg,ﬂ?ﬁe%né tivé HtasuFEonpiisdsem of

claim 253, wherein stem processor no I es | east one
whitelist by updati ngeanheying a hagifisaticoneonsir tnairg s&erwetflkﬁ“txe@@@ppd@ﬁi ofdurtifer om

| nbound_and out bound SOMNIERtANNE LK & RBLLSIARonRRcal Ay RURHALD O

claim25 1, wherein t rocessor 1S progr
nodi fy the at |east osfehedetdieddcotmntupicatiion, stgpging élmrercylvbd)cmheumatibeaﬁt one

whitelist correspondi a tination addr.ess asso at ed
recei ved communi cati gg"“f'fgémgﬁ'ﬁ orthgtflg\%ex?esgive " (Cifll W Onnetche “syst em

processor is further w@@badnmdvelsc:ﬁmﬂglabtee@ ihternalsppljeatian mvefrs déamem | evel to
recei ved communi cations emof claim i GESaWnerel n the system

257 é/ é
processor is further WB@?%&?H%?P COBY YSHSPIRIECY B § B & &BAstuhi cation with

an indication of its gedhileaneeph6mdall, anXMS mEksags ¥ W APakft o2 BNMP a2ér; 1,
wherei n the conmmuni cation is transnmtted or recelived over the Internet.

259. T_he system of cl#dm 258, wherein the comunication is an e-mail
conmuni cation. 260.iv)ifp &Mﬁﬁf‘@nﬂinoﬁlb@se &n the stoRQAItRYeR prdiRe EUHBBAMGRL | ON

conprises an e-mail = conmuni cati on, | FP conmuni cati on, an FTP

communi cation, a WAl Sipstream application layer security system, one or more threat management
system, or combinations thereof, wherein each upstream application layer
security system or threat management system is associated with one or more
of the determined addresses.

249. Computer readable media storing instructions that upon execution by a system
processor cause the system processor to identify and push-back threat information
upstream of an identified threat by performing the steps comprising of:

a) providing an interface for establishing configuration information regarding one
or more threat types, wherein configuration information comprises threat types
of interest and weights associated therewith;

b) receiving a communication;

c) generating a threat profile associated with the received communication by
applying one or more tests to the received communication, wherein each of the
one or more tests evaluates the received communication for a particular security
risk;

d) comparing the generated threat profile with the configuration information by
calculating a threat value from the threat profile and determining whether the

threat value satisfies a predetermined threat condition; and



communi cation, a telnet comunication or a Gopher comuni cation. 261. The
systemof claim?25 1, wherein the system processor is further progranmed

pr adapt edotos/oprovi de an interface for nodifying the at | eastusosero42
whitelist. 262. The system of claim 261, wherein the system processor is
further programmed or adapted to receive information fromthe provided
interface and apply changes to at |east one whitelist based on information
received fromthe interface. 263. The system of claim 261, wherein the
interface provides for manual editing of ;o4 he at | east one whitelist. WO
03/ 077071 PCT/US03/07042 109 264. The systemof claim?25 1, wherein the
system pr 0Cessor of §¢ i boiShishl ABEANTRL rec e Ritalich Ipe@intafreat,
deliverability of a recel eé conmuni cat1 on by applying one or nore tests.
265. The system of ikl deitermiitug ongleemeiercompater adsieesees i pdckaathef edesesiedi ned to
be wundeliverable are, %%Lﬁﬂﬁ%&ed’ di scarded, or forwarded. 266. The system
of claim 264, wherein the systém processor is further programmed or
adapt ed to forwar d ii) healyeing awtbehticioyrofimleasttone nf the detelarinedeonpitter systemas
determned to be delkyerable. 267. The system of claim 264, wherein the
syst em processor appl 1%¥¥8ch of the one or nore tests in a paral | el
fashion. 268. The sysépatidg acthehimoBfidatiomiesreion ntoheusssssvineip eahasguttedppl i es
each of the one or mgre tegts.in a sequential f ashi on. 2@9..Tpeasysten1of
cl ai m 264, wherein t hBr@{RPERUPELIMRYSH &Y SR SES@8hAFGET A0 TSNS 1Y or mat i on
and wherein the syste@epioneesi§an SKhésese cAMARlert, bearoSMPralempamd t est s
based upon configuration informatjon stored. in tge s¥s%§g1data store. 270.
The system of cl ai M)ZMU‘W%F%FHMPH@W@%%F@? Jgdt Pl o fnp g5 more
deliverability by cal gilradn fiplicdtioh @t se@rith Eyiteim, one’dr mdrb ehréll flag@iBedfenc| ai m
270, wherein the system processor determ nes _deliverability by conpari ng
the | evel of trust toSYACHRPIEORGINgtipnsyhareof pyhereinpach upstteam agp ‘%‘P%‘? kyoea,

wherein the system praegss NadiebahRhiiemalifnb§fstetQs a464iANEWitR ohE&GhOtEd
communi cation further based upon configuration information stored in the
system data store. of the determined addresses.

250. A threat push-back system within, or in communication with, an application
layer security system, a threat management center or an application client, the
system comprising:

a) configuration means for establishing configuration information regarding one or
more threat types, wherein configuration information comprises threat types of
interest and weights associated therewith;

b) receiving means for receiving an electronic communication;

¢) means for generating a threat profile associated with the received
communication by applying one or more tests to the received communication,
wherein each of the one or more tests evaluates the received communication for
a particular security risk;

d) means for comparing the generated threat profile with the configuration
information by calculating a threat value from the threat profile and determining
whether the threat value satisfies a predetermined threat condition; and

e) back path identification means for determining one or more computer addresses

in a back path of the received communication;



273. The systemof clairn 272, wherein the configuration information
conprises communication types, confidence information, tinme period

i nf or mat iwo0,0307707Cconbi nati ons thereof. 274. The system of PCiraiSns/@64

wherein the system processor is further progranmed or adapted to sel ect
the one or nore tests to determne deliverability. 275. The systemof claim
274, wherein the system processor selects the one or nore tests based upon
comuni cation type, configuration information, or conbinations thereof. WO
03/ 077071 PCT/ US03/07042 110 276. The sygiem of claim 274, wherein the
system processor is further programmed or adapted to conpare a received

cormuni cation t Og)t gﬁthg&nchﬁcﬂ\%eﬁg ?or%{:rﬁicgt% aR st o\‘}@@f" tﬁé Bnel S6ncRd Sdriiter

processor sel ect nor e upon t conparison. 277.
The system of cl ai rdd@€skes findre thei bnctclpethsqe@tlémtlpn mcwsw | s further progranmed

or adapt ed {0 COPY by AL SR (EBOTTHGAL) BB St Abreh SERE pRAR o

whitelist and to® &rm mation o erability
based upon the conpaébsaore upﬁrkﬁm aAplmtlblomyefr(secudats'stbmnglem mensibrdati t ed
conmuni cation transmtted over a conmuni. cat% i(c'hu%ﬂ? t hod
conpri sing the st epnpgemenysySEmy, ProRymaHo, ace y nodi fyi ng
at | east one whi telappltcatx&aﬂlayde@ajthmstan oautrmumhgemmumtmtisi osocofeda t ype
sel ected fromthe group consi g tin mai | comruni cation, an HTTP
communi cation, an I‘—”Y‘T'—“‘I—*”“eebf‘?ﬁ{? ‘l%B*Hm“S '\V&“‘é’)s"’éo ni cation, a telnet

communi cati on anﬁi) %e@ﬁ%ﬁfakm@@@ﬁﬁéﬂh@@-hﬂeﬁﬁ&re Gher8inQhd fiijrebﬂil\e m&asaeved out bound
comuni cation; and d) nodifying the at | east one whiteli addi n

modi fyi ng an entry CBWP'E”{‘FéC%‘%"ey‘F‘%%?“ fiFAHORRIONG O PR UFRIE L “ﬂ%%cﬁpt’b‘ﬁggf nati on

of the received outfeHipEomMRHPABLERh AR s0dréd of thE RecB®é@ndinicatian,m 278, and
further conprising the steps of: a) receiving an_i nbound comuni cati on; b)

conmparing the rece|%@G“Wﬂ?%dﬁde@ﬁﬁﬁrﬁ?ip’@%‘%wntS(‘J“HH%? the recei¥ed  one whitelist:
c) selecting a pl urghificRon o fthifi&V@hteh€ 8t SroRfiagekcBRivg nuitiBsrs dpSoci at ed

wth the incoming connections per second to levels manageable by internal application
servers, wherein each notification conveyed comprises an e-mail message, a
page, a facsimile, an telephone call, an SMS message, a WAP alert or SNMP
alert.
251. A system for detecting an unsolicited communication transmitted over a
communications network, the system comprising:

a) an interface coupling the system with the communications network;

b) asystem data store capable of storing data associated with communications
transmitted over the communications network and one or more whitelists;

c) asystem processor in communication with the interface and the system data
store, wherein the system processor comprises one or more processing elements
and wherein the system processor:

i) receive a communication via the interface;
ii) compares the communication to at least one whitelist; and
iii) modifies at least one whitelist based on the communication.
252.  The system of claim 251, wherein the system processor is programmed or
adapted to modify the at least one whitelist by updating the at least one whitelist

with data derived from the received communication.



recei ved i nbound comuni cation, configuration infon-nation, the whilelist
conparison or conbinations thereof-, d) determning deliverability of the
recei ved wolmswrn@7conmuni cati on by applying the sel ected plcarmb3/omwsnf trust
| evel tests; e) assigning a confidence |level to the conmunication based
upon the determ ned deliverability; and f) quarantining, discarding, or
forwardi ng the received conmuni cati on based on the assigned confidence

| evel . WD 03/ 077071 PCT/US03/07042 280. A system for detecting an

unsol icited commnication transmtted ovgjg a comunications network, the
system conprising: a) means for receiving an el ectroni c conmuni cation; b)

direction det 1 Nat | . \ 0] | k i oni c
comuni cat i onezlgér| i ﬁh%%ﬁmg{?mg}b %éh%ﬁ‘te%@@‘wg g1 érg%égﬁ%ﬁ Ft?:éaéﬁ) ?Oogﬁdn?rrﬁég{ls for
updating at | easdradapgednbinicglify she do e dneipbiteliat by updatingeshie atdeastone o teling

determ ned to be gutbound the direction ,de ' L OR: by addi ng
an entry or upda‘f"ﬁh@"q’a °r V)%‘i?grf)f"ﬁ?g Oé"ﬁ{ ?r;/oufbr? u{‘%%or%‘ﬁm{mggé'f&@lﬁgg @ﬂﬁst elist based
upon the recei2fed Thespdricattclaim 253 whett)n the systeni pratdssor neidifjes shetat Bastwpans f or
di sposing of a received cqmunj cati on determ t Q be i.nbaund he
direction deternVH ‘Fﬁﬁ‘WﬁﬁH@t ﬁm??‘@Sﬁﬁﬁgﬁhgﬂﬁﬂ%a83859$ﬁﬂl?ﬁ‘%g%ﬁi

comruni cati on t codiltRn@torhMasitatidn eaffiph@drmst; 1) selecting a plurality of
trust level tests based on a trﬁgg associ %t ed with the. recei ved i nbound
T

communi cat i on,2¢onf Pgtstem iflal feghthe SYSEeMRFOFESPQr ds ProgTamBst PSon or

combi nati ons t hefggpbd td thbdifydRSatglsi the vhelit bl eduney drenel 1 Ge titigast one
communi cati on based upon the determ ned deliverability;, and jv

quar anti ni ng, di kil GeFesPepding o pedestinafion idrespasspaiaeH Y‘!B‘i‘"rfhﬁrﬁ?cé‘é(?% on based
on the assigned canfifienss | evel . 281. Conputer readable nedia storing
instruction that upon execution by a system processor cause the system
processor to 236ondh¢ systemyof i r2é¥,e~ hgrejihthe systest Progeseat is (WHBeT DFREEaN ey

out bound communi &%ﬁ!ﬂﬁéﬁ ﬁgﬁss?%{d'f nRidde rebfl t§¥e@8§e§%dr§éaﬂgns‘_?f 1 a) providing
an interface for manually Ifying at |least one whitelist;

257. The system of claim 256, wherein the system processor is further programmed
or adapted to forward a communication with an indication of its confidence level.

258. The system of claim 251, wherein the communication is transmitted or received
over the Internet.

259. The system of claim 258, wherein the communication is an e-mail
communication.

260. The system of claim 251, wherein the communication comprises an e-mail
communication, an HTTP communication, an FTP communication, a WAIS
communication, a telnet communication or a Gopher communication.

261. The system of claim 251, wherein the system processor is further programmed
pr adapted to provide an interface for modifying the at least one whitelist.

262. The system of claim 261, wherein the system processor is further programmed
or adapted to receive information from the provided interface and apply changes to
at least one whitelist based on information received from the interface.

263. The system of claim 261, wherein the interface provides for manual editing of

the at least one whitelist.



b) receiving an out bound conmmuni cation of a type selected fromthe group
consisting of an e-mai | comrunication, an HTTP conmuni cation, an FrP
conmuni cawioma/o7@7WAl S communi cation, a tel net comruni cati @aTarsds/ero@pher
comuni cation; c) storing the received outbound communication; and WO

03/ 077071 PCT/US03/07042 112 d) nodifying the at | east one whitelist by
adding or nodifying an entry on the at |east one white |ist based upon a
destination of the received outbound comunication. 282. A nethod for
secure delivery of electronic communicat{gns conprising the steps of: a)
receiving an el ectroni c conmmuni cation fron1a connunlcatlon source for

del i very 10 2 RiedBhenl o LRe0Bl Sl icibhe SESPHLOLR Rl U SRR St

fromanmong a piura |very ST uonap oritization
of the plurali tyorcmiia;ﬂed uo\deueymmeddiaranasm ofarrelceu)edaommnmtatwg byepplgingwae t he
el ectroni ¢ comruni cat i on to the predeterm ned recipient via the selected
del i very nmechani ¥io%&3%: The method of claim 282, and further conprising
the step of dpeset @netyichgofichén 264, bWha+e|ntx}écé:ifreddsehmm‘rcytimdbmnﬁismto b284. The
met hod of claim 283, wherein the s C{,ﬁg of det %gng the plurality

conprises the stW¥jsebyerablsass aramntige C%ﬁk‘t‘i‘rﬁr EVX/'“ ed upon the

communi cat i 0n 265 0UMKE systeRofRIafH Qb4 WHeRHThE Systei Bdtessad lmftaulptogemﬁecgur ation
or conbinations thereof. 285. The method of cla rther

m
conprising the seégaried e foryardhe FePgi i orRenicilet %@/aryd rwéf gtormiped
delivery mechani g dedRfblene met hod of claim285, wherein the step of
prioritizing the determined plurality conprises the step of prioritizing
t he determi ned6p! ulhe pysiemmefskgm dpbrvhgrein the Fﬁ&"&%‘@%ﬁé?%tﬂéﬂ‘e\ﬁﬂq‘? ok HEwngiel i very
mechani smin the ggérg;éggsqggpmm flhiby- 287. The nethod of clai m 286,
wherein the rating I's based upon a criterion selected fromthe group
consi sting of 268! i Tbe syseehf ofclaim@gd, wheraindie yystass proceseqriaprlioy eacd ol fictope and

conbi nations t he&er%re tests in a sequential fashion.

269. The system of claim 264, wherein the system data store stores configuration
information and wherein the system processor applies each of the one or more tests
based upon configuration information stored in the system data store.

270. The system of claim 264, wherein the system processor determines
deliverability by calculating an level of trust.

271.  The system of claim 270, wherein the system processor determines
deliverability by comparing the level of trust to a threshold level.

272. The system of claim 264, wherein the system processor determines whether to
deliver a received communication further based upon configuration information
stored in the system data store.

273.  The system of claim 272, wherein the configuration information comprises
communication types, confidence information, time period information, or
combinations thereof.

274. The system of claim 264, wherein the system processor is further programmed
or adapted to select the one or more tests to determine deliverability.

275. The system of claim 274, wherein the system processor selects the one or more
tests based upon communication type, configuration information, or combinations

thereof.



288. The nethod of claim 282, wherein each of the plurality of delivery
mechani sns  conprises (a) a base nechani sm sel ected fromthe group

consi sti ngoaB/orTst ant nmessagi ng, SMIP, HTIFP, and Fl FP amdT(usp3/eto4 east
one security option and wherein the prioritization of delivery nechanisns
is based upon the at |east one security option associated with each
delivery nmechanism WD 03/077071 PCT/US03/ 07042 113 289. The net hod of
claim 288, wherein the prioritization places delivery mechanisns including
S/M ME as a security option first, deli viel(r?/ mechani snms i ncluding PGP as a
security option but not S/M M second, and delivery nmechanisnms including

TLS or SSL as g.security opti t J I M b flme®90. The
nmet hod of cl ai2§16‘28 ,esﬁ}(/f (ﬁtrc;kﬁ@rzmg’own%r?éll&s@géysfﬁp@?{esf)m?% d%r%%?e%ng t he
prioritization ofradlygedlowpmpirt y rakivedtommennication trathe stiedsheredwhistist anthe
predetermned re

ipient. 291, The nethod of cl ai reln each
del i very mechani gﬁqrﬁag‘eﬁﬂgg%%?%ﬁ’%s& ec{ggtfelcﬁ' Ogiwgre\r;%%s?%sﬁa,%éﬁ% ep of
retrieving the pgdngpatibdnzati on conprises the steps of: 1) identifying
delivery mechanls avai l abl e .faqr delivery of the receiye conmunicati on
based upon & N IBr edBs BRI HE o4 Disrer B ey BLSsRret gy AT et | £ | o
del i very mechani &iaflas@Eompas atrfiRivedtorguniation & ht edeat die widetistadént i fi ed
delivery mechanism 292. The t hod of %‘?I m 2‘3 1, wgerei t he rating
associ at ed with EHCHVALPYRIETH CHREHAPY e_é“"_Hé Hty b 'Pa" EFiCPEPTER sel ect ed
fromthe group7gong ﬁ&th&gfoeﬁet&ednguﬁwsoliafeﬁlcsﬂnﬁmnéandmdnyrﬂwd eagh, delivery
security and conbi nations thereof. 293. The nethod of c¢laim 282, and

further conprisi sRmncatipesneprorly)the ethpdeomryisingdhe SRSOFi ti zati on of the

plurality of deljyveryfiBehaRifRI8505hudRPRoLiRnEARMIbRAHiRRst, Sour ce. 294,
The met hod of cl a)i ?1 23‘35 andefuret her cuo%rioslihﬁggt he steps]ofl d) providing

the comuni cat i bn reseivingangutbungcommusichieroffadyperelergd fomge gowp

P et o O SO e o el 6 el 110

282, and further coompmusicatipnt h¥ AlSepwmunicationpr glneti¢ammucation and a Gopher
communication;

c) storing the received outbound communication; and

d) modifying the at least one whitelist by adding or modifying an entry on the at
least one white list based upon a destination of the received outbound
communication.

279. The method of claim 278, and further comprising the steps of:

a) receiving an inbound communication;

b) comparing the received inbound communication to the at least one whitelist;

c) selecting a plurality of trust level tests based on a type associated with the
received inbound communication, configuration information, the whilelist
comparison or combinations thereof;

d) determining deliverability of the received inbound communication by applying
the selected plurality of trust level tests;

e) assigning a confidence level to the communication based upon the determined
deliverability; and

f) quarantining, discarding, or forwarding the received communication based on

the assigned confidence level.



adm nistrator with an interface for designating a prioritization of the
plurality of delivery nmechanisns and e) receiving the prioritization from
t he proviwedasimer face. 296. The net hod of claim 282, andprCunishg07042
conprising the step of d) if delivery fails, attenpting to redeliver the

el ectronic comunication to the predetennined recipient by the steps
conprising of: WO 03/077071 PCT/US03/07042 114 1) selecting a further
delivery mechani smfrom anong the plurality of delivery mechani sns based
upon the prioritization of the plurality,pf delivery nmechanisnms; and 2)
attenpting to deliver the el ectronic cormunl cation to the predeterm ned

reci pient via e furt cl aim 296,
and if the recie%BvedA TSI foggét(lfCYlﬁ%XB ﬂﬁ%%ﬂfﬁ?%%géx%&hol?@nﬁ&%@@g%re
delivery, furthecomaogtdtonsupttong, he @ptenfcoe)pnlsmgeatl ng step d) until the
recei ved conmmuni cation s success ere until exhaustion of all
avai | abl e del i vefly TEEHR ﬁfeg?ﬁ‘s’m?ﬁnfﬁ%tr%'f Og]mu[nyc %8 The met hod of claim
282, wherei n each) direéthom dBIeumahtidnym@ﬁs fde téwetiyingifaherecevesl elecoonpe i ses a base
mechani sm and at | east one.securit ption and wherein each base nmechanism
i s selected fromtf‘f@mﬂ’r“alﬁﬁ"(ﬁ‘dﬁmbgw{ 5'#’0‘?’}‘?stant messagi ng, SMIP, HTTP,
and FTP. 299. Thg) Ratfilpd nﬂfdlfﬁh@dr{ﬂl&ﬂﬁfor‘ﬁb&i’uﬂgﬂtl&ﬁc&leﬂ)ﬂf@hd@aseﬂapm arechani sm
inthe plurality includes a security optjon se {1 ym t.he group

consi sting of S/ M Npgelvepepnmypieatiogdeernyped 19 bg PRRP hHUFEHIN 300, The

met hod of cl ai M 298 RGN MARELPEAITR @ eV bt lqﬂhumgefmexrgaﬁ@amysmeat e SMIP
notification nmechani sns and wherein the security optign is HITP

present ment i ncl udilpagt engevhielishbrsed spRaytptereiedsommgicatigtdid ed from t he
group  consisti ng% Q:Bmﬁ{uMcM'r:on d'EE-BE tich mgﬁfor%ﬂpoﬁ of ORIVl doRnic gsne of .

301. The nmethod of clalm 300, wherein a subset of the SMIP notification
mechani sns i ncl ude datemm@%@rbesehgumi by the gir¢csign deigimainaiios neang by: del i very of

the SMIP notifi cat t ed
fromthe group  corbi Srrar etk SonghikiqdioRitd Ragone SR
thereof. 302. The ribt fetedting a plumiitn G005t leviebiests bised prrzre/ppaessent@wm theecurity
option further

received inbound communication, configuration information, the whilelist
comparison or combinations thereof;

iii) assigning a confidence level to the communication based upon the
determined deliverability; and

iv) quarantining, discarding, or forwarding the received communication based
on the assigned confidence level.

281.  Computer readable media storing instruction that upon execution by a system
processor cause the system processor to automatically generate a whitelist based
upon received outbound communication by performing the steps comprising of:
a) providing an interface for manually modifying at least one whitelist;

b) receiving an outbound communication of a type selected from the group
consisting of an e-mail communication, an HTTP communication, an FTP
communication, a WAIS communication, a telnet communication and a Gopher
communication;

c) storing the received outbound communication; and



i ncl udes one or nore user authentication requirenments. 303. The net hod of
claim 298, wherein each HTTP delivery nechanismin the plurality includes
a securitwoepbiom sel ected fromthe group consisting of SPEICNSP3/0IHE FP- S,
TLS, SSL and conbinations thereof. WO 03/077071 PCT/US03/ 07042 115 304.
The met hod of claim 298, wherein each FTP delivery mechanismin the
plurality includes a security option selected fromthe group consisting of
TLS and SSL. 305. The nethod of claim?298, wherein each of the plurality
of delivery mechanisns enploys a nessage;J evel encryption technique. *
306. The method of claim?298, wherein each of the plurality of delivery

rechani s ©D! &Y SSRGS AL SISV Qe FRBANE w ST coheaet hod

of claim 306, wherein ura very mechani sns further
enpl oys a nessage llesedneavhie Yiptbhsd upechdéstomion 80&e rebhivedreuthemdof cl ai m 282,
and further conprising the step of d) determi ning whether the received
conmmuni cati on requicf"é'gwgléﬁtl?rné delivery and wherein steps b) and c) occur

i f the recei vaxg2commmaihedidr esrutesietiedre bhelednic @omenuicatéons egroprisingdbe | very.
309. The nethod of claim 308, and if the received communication is
determned to rgﬁ‘iﬁqfe secure delivery, further conprising the steps of e)
providing the c@mMrbivemidn@RcEOLE c@nmutitatian fiofteyohmamidaton shagiedorat i ng a
prioritization of the pluraljty of delivery nmechanisns and f) receiving
the prioritization 96 PHé’reJﬁFeBUi“G‘éEFClPI‘FE‘Erface. 310. The nethod of claim

308, wherein det gy Rhigiiag a\WBBIAEMedHARIshEFM MRéhg aGRFaN ioE aélivery henises
secure delivery conprises the steps of: i) parsing the received
comuni cation for ibagdePen 3 prRETEERYANPT shebirplity of dRlivery (MACRANIYRY PR¥ery; and i)
speci fyi ng the receivastiGTBUNEERE ERBr@R doRiMinidaich ek Freddiainear y based
upon the parsing.” 311. The nethod of claim 310, wherein the step of
speci fyi ng t he rece¢airient visghhieticeddpiberaseshenismr i ng secure del i very based
upon the parsi 323 C R e of claim 282, and further comprising the step of d) determining the
plurality of delivery mechanisms.
284. The method of claim 283, wherein the step of determining the plurality
comprises the step of determining the plurality based upon the communication
source, the predetermined recipient, a default configuration or combinations
thereof.
285. The method of claim 283, and further comprising the step of €) prioritizing the
determined plurality of delivery mechanisms.
286. The method of claim 285, wherein the step of prioritizing the determined
plurality comprises the step of prioritizing the determined plurality based upon a
rating associated with each delivery mechanism in the determined plurality.
287. The method of claim 286, wherein the rating is based upon a criterion selected
from the group consisting of delivery efficiency, delivery cost, delivery security and
combinations thereof.
288. The method of claim 282, wherein each of the plurality of delivery mechanisms
comprises (a) a base mechanism selected from the group consisting of instant
messaging, SMTP, HTTP, and FTP and (b) at least one security option and wherein

the prioritization of delivery mechanisms is based upon the at least one security

option associated with each delivery mechanism.



speci fying the recei ved communi cation as requiring secure delivery if one
or nore predeterm ned keywords are parsed fromthe recei ved comruni cati on.
312. The wetobodroof cl aim 3 10, wherein the parsing step i ecparshooverd only
on a header portion within the received conmmunicati on and wherein the step
of WD 03/077071 PCT/ US03/ 07042 116 specifying the received conmuni cation
as requiring secure deliver), based upon the parsing conprises specifying
tile received communication as requiring secure delivery if one or nore
predet erm ned keywords are parsed fromtpg header. 313. The nmethod of claim
3 10, wherein the step of parsing the received communication for indicia

i ndicating a ir r i . LSes: t f appl yi ng one
or nore filteﬁﬁﬁg ?B%g?”@%B?ﬂgn?%%é%@%é“?%ﬁﬁ%h?%ﬁ??gﬁfég%gvﬂﬁhe nmet hod of

cl ahn 13, wher ei medhagismectudmgSMMIME asrp sesufifylopaer firgt, delivesy inechanismpt - i t ent
fill-Oring rule,. 1111 "J&t cont. filterd a ce filterin

rule or a recipWéH1"?Fh?ég%%éﬁbarg%oghgfsqﬂgﬁnetegﬂmb?ﬁgﬁgﬁﬁ¥308, mhe?ein
det er m ni ng whet hethahisds ineldingddLS @@ S8huni swuriyopriegoutmetheE8GBmer del i very

conprises the st cifying the received communication as requirin
. i?}g . . omn ( req 9
secure delivery n a configuration specified by ail admnistrator.

316. Tile netpyd. ofThe hthad 3LEaind82 Sidfuithdr eorapridinggtie step ofd)caripvingthe one or
nore filtering rules.-v%$recin eacp ﬁuch rule.is of .a type s Iecteg from
the group consi Bigrisgatiopeof theplyrplity Of dglyverymaghaniyy hased jiponthe predgigiiyne
filtering rule, acpedrce filtering 0 0 In rule, a communication size
filtering rul arecipient filtering rule %gg conbi nati ons theneog. 317.

e
A system for s@dur dhy method oE¢latmy290 wherpigsach qelMT) AICERANSEHAS ap ASOLYEd om
conprising: a) Arafifg Srﬁfﬂxﬁ@éig theStelof rebrddVay| the pHorRik&TdnREmptisds BRStepO 6F

el ectroni ¢ comuni cati on an con¥|guration data associated with a
plurality of deliverylniseniiyingdgliver) meghapismeyagatle fas dglivepnef b ©stivedn
network that supports tpg,SYSt&ichBased ufHML PSRt dtbdifiegtnmdor more client
applications; c) a system processor in coninunicatioa wth tile system data
store and the 2) prioritizing the identified delivery mechanisms based upon the rating
associated with each identified delivery mechanism.
292. The method of claim 291, wherein the rating associated with each delivery
mechanism is based upon a criterion selected from the group consisting of delivery
efficiency, delivery cost, delivery security and combinations thereof.
293. The method of claim 282, and further comprising the step of d) retrieving the
prioritization of the plurality of delivery mechanism based upon the communication
source.
294. The method of claim 282, and further comprising the steps of d) providing the
communication source with an interface for designating a prioritization of the .
plurality of delivery mechanisms and e) receiving the prioritization from the
provided interface.
295. The method of claim 282, and further comprising the steps of d) providing an
administrator with an interface for designating a prioritization of the plurality of
delivery mechanisms and e) receiving the prioritization from the provided interface.
296. The method of claim 282, and further comprising the step of d) if delivery fails,

attempting to redeliver the electronic communication to the predetermined recipient

by the steps comprising of:



interface, wherein tile systein processor conprises one or nore processing
el ements and wherciii Gv oiie or nore processing elenerits are programred
or adaptwo oBo7707) receive ail electronic con-tinui-ticatipem/sosoioa
cornnuiiication source for delivery toa predote6iiined recipient via-the
interface-, WD 03/077071 PCT/US03/07042 117 ii) store the received
comuni cation; iii) determ ne whether the received communi cation requires
secure delivery based upon the received conmmunication, the predeterm ned
recipient, the conmunication source, defpult configuration data or

conbi nations thereof; and iv) if the recelived communication is determ ned

to require secure del 1y fidering HurSE KL ScBnMl finh ihofl, gy o

mechani snms based upon™t sour ce er m ned

reci pient, a default cdelfwegun@harmsmmaseﬂoprn mmrmnszattlher)%@é plugghiey efi n each
of the plurality of del |lveryyme an SIp conpri ses a base nmechani sm and at
| east one security. opfj? o V\%er’él h each base nechanismis sel ected
fromthe group consi®t aumgnpmhg tmiehmtthmﬁmgtcmgmnﬁwmon&ﬁrm préde@rmiapdl SMIP
notification with HTTP present. mghgt al? VYhEI‘EI nheach security options is a
channel |evel encryptio C'pée"f#a'g Jurther JelvenieeaT i Bn or a combi nati on

t hereof; 2) pr290rlt'Ifhéfme'tHwodelhmvm@/amcfharﬂw&msdcmmhecqmbmlisadeimyiriemtcan or der
correspondl ng to nost secure to IE]ast secure conc grent Wt

subsequent to, dERIBFHIAVRGENTE Birensampyisige thesfap el £ eﬂ@&'ﬂ%ﬁ‘fe}%ﬂ)ﬁuméshesel ect

a delivery mechapicsimd som@Roansn & BeccBdskigldeliverddl ordefill exBaugtion&alani sns based
upon the prioritization; 4) attenpt to deliver the el ectronic conmunication

to the predet er niYidable deliviepy rasehanysms injhe Rlepb¥t ed del i very mechani sm usi ng

the interface gj aTh%%%qolfahﬁrmcem@kin%mtﬁ&;smadmycoaauwar}hﬁédmmm he
system and a second conmuni cati on network; 5) delivery fails, attenpt

to redeliver thecengrises obise megiiishi e et least o %"-ﬁéﬂy option and Wherein each base
mechanism is selected from the group consisting of instant messaging, SMTP,

HTTP, and FTP.

299. The method of claim 298, wherein each SMTP delivery mechanism in the
plurality includes a security option selected from the group consisting of S/MIME,
PGP, TLS, SSL and combinations thereof.

300. The method of claim 298, wherein one or more SMTP delivery mechanisms are
SMTP notification mechanisms and wherein the security option is HTTP
presentment including one or more encryption options selected from the group
consisting of S/MIME, HTTP-S, TLS, SSL and combinations thereof.

301. The method of claim 300, wherein a subset of the SMTP notification
mechanisms include a further security option associated with delivery of the SMTP
notification, wherein the further security option is selected from the group
consisting of SMIME, PGP, TLS, SSL and combinations thereof.

302. The method of claim 300, where the HTTP presentment security option further
includes one or more user authentication requirements.

303. The method of claim 298, wherein each HTTP delivery mechanism in the
plurality includes a security option selected from the group consisting of S/MIME,
HTTP-S, TLS, SSL and combinations thereof.



predeterm ned recipient by at least: (a) selecting a further delivery
mechani sm from anong the plurality of delivery nechani sns based upon the
prioritizaoioen7oilthe plurality of delivery mechani snms; WOTABOET00Y 1

PCT/ US03/ 07042 118 (b) attenpting to deliver the electronic conmuni cation
to the predetermned recipient via the further delivery nmechani sm and
(c) repeating (a) and (b) until exhaustion of delivery nechanisns in the
plurality. 318. A systemfor securely delivering el ectronic conmunications,
the system conprising: a) interface meaps for allow ng conmunication

bet ween the system and one or nore client applications; b) storage neans

for Provi dingdat a 156 RS oPARAPAS y RULTICEaRD dlval Hictniher i ONe

comuni cat i on and coﬁmegura I'on data associ ate ity of

del i very nmechanplansily iadludasarsscuirioy opties sélaitetigfraan the igmupiconsistiog of TS et er f ace
means and storin he comunication in the storage neans; d) determ ning
nmeans for deter i'ng whet her a received conmunication requires secure
del i very based3gsporTht hthod @€ tiiel298) Whttin@adh afthe pliveligyrof deiverynmevhanisms

reci pient, the communicati on source, .defg]%JI_t configuration data or

combi nations t he/PRIgYs 2 Esssas IPYFLERFTYRUGR Echique- iy deternmining a plurality of

del i very nechagyes Mernpaseéidd bpoRint DIB, wheBiNead et lthepluraltylot deliveRem@edsher ni ned
recipient, a default configuration or comnpinations thereof, wherein each
of the pluralitycBrloyes $hpnps) levRFRRRIAECHRIHDr | ses a base mechani sm and at

| east one secufgrt Y TR ARBEiBEY, Ghéreaadh (i?@ﬁ%)lﬁ'iﬁﬁ?&iﬂid&meiﬁmé@nhﬁﬁhﬁd from
the group consisting of instant nessaging, SMIP, HTTP, FrP, and SMIP

notification witRrRTEMPlpYsaTesselse e LamarmbRY 83Ri%each security options is a
fﬂgpgg} ; llevel QRCT YRE hthod ofcHES 8898nd @M&r cERBANRL ho SePbf & deRRinfat | on
whether the received communication requires secure delivery and wherein steps b)
and c) occur if the received communication is determined to require secure
delivery.

309. The method of claim 308, and if the received communication is determined to
require secure delivery, further comprising the steps of €) providing the
communication source with an interface for designating a prioritization of the
plurality of delivery mechanisms and f) receiving the prioritization from the
provided interface.

310. The method of claim 308, wherein determining whether the received
communication requires secure delivery comprises the steps of:

i) parsing the received communication for indicia indicating a desire for secure
delivery; and

i) specifying the received communication as requiring secure delivery based
upon the parsing.

311. The method of claim 310, wherein the step of specifying the received
communication as requiring secure delivery based upon the parsing comprises
specifying the received communication as requiring secure delivery if one or more
predetermined keywords are parsed from the received communication.

312. The method of claim 310, wherein the parsing step is performed only on a

header portion within the received communication and wherein the step of



ii) concurrent with, or subsequent to, determning the plurality of
delivery mechanisns, prioritizing the delivery nmechanisns in the plurality
in an orwernsoonrespondi ng to nbst secure to | east securepCWDSO8407¥071
PCT/ US03/ 07042 119 iii) selecting a delivery mechani smfrom anong the
plurality of delivery nechanisnms based upon the prioritization; iv)
attenpting to deliver the electronic comrunication to the predeterm ned
recipient via the selected delivery nmechanism and v) if delivery fails,
attenpting to redeliver the electronic ceopgmunication to the predeterm ned
reci pient by the steps conprising of: 1) selecting a further delivery

mechani sm from agnng..th luradl andeld : AL By Hen the
prioritization oggpﬁghﬁﬁﬁggl§ty&%'nﬂggwggé%§&%ég%§higgs; Zﬁggéfgﬁ%ting to
del i ver the el ecpareng compitruspeabtingthe teoeivdtecopmauiédatioasreqiiringsetyst ent vi a
the further deliyer [ e ' &nﬂj 4ntdl exhaustion
of delivery nec héeﬁllvérr)fsq??ltr}ac?r@% %r?%?%ﬁ]hegipﬁ&%‘g? éi)rﬂ t erg%]]él%lp%/dgﬁy nmeans
conpri ses encr3jpt i dhe medred of dninp3 Wy ivtieroig tichawpreflparsing vl recavedlsage | evel or

hannel and | evel ion. 319, Co | j
'l ugi ng | nat r ot rBRECTRATe i @Bl ety R el PR BB er

conpri sing olne Obf dPplyengune OEmBIcTY e heritu3ls the attsved bemmndcaion. nor e
processing elenents to securely deliver. electronic messages by performnng
Stops conpri sitg oftheATPEEEF g anharBCHOHitE BTN CRT B Rt
comuni cati on sogfet fikringdele] MM nefiUrRgedie asonee fitadignilent 4 b)

det erm ni ng whet her the received communi cation requires secure delivery
based upon the F&HE™NEEEHSANENI cation, the predeternined recipient, the

conmuni cati on HGUr e niafAWr LlamOBES, FHEBhi R ARG vHetRPIRrARveONS  t her eof -,
and c) if the received conmunication is determned to require secure

delivery, i) det@PRINFHIGNICITETEFYTE JelyerysorpuessyhestePsPSHEPB Y d upon t he
communi cati on SOW.Ge.q {AEnREEHE! & 086k 86k BEIRREy bade bR Y chnfiRRibaur at i on
specified by an administrator.
316. The mcthod of cluim 315, wherein the configuration comprises one or more
filtering rules, wherein each such rule is of a type selected from the group
cousisting of a content filiering rule, an attachment filtering rule, a source filtering
rule, a communication size filtering rule, a recipient filtering rule and combinations
thercof.
317. A system for securcly dulivering electronic communications, the system
comprising:
a) asystein data store capable-of storing at least one electronic communication and
. configuration data associated with a plurality of delivery mechanisms;
b) an interface to a'communication nctwork that supports the system’s
~communication with one or more client applications;
c) a system processor in communication with the system data store and the
interface, wherein the systetn Processor cOmprises one or more processing
* elements and whercin the one or more processing elements are programmied or
adapted to: -
1) - receive an electrenic cominunication from a communication source for

delivery to a predatermined reeipicnt via.the interface;



or conbi nations thereof, wherein each of the plurality of delivery
mechani sns conpri ses a base nechani sm and at | east one security option and
wher ei n ewoh3bz®el nechanismis selected fromthe group comsratsosgioef WO

03/ 077071 PCT/US03/07042 120 instant nmessagi ng, SMIP, HTTP, FrP, and SMIP
notification with HTTP presentnent and wherein each security options is a
channel | evel encryption, a nessage |level encryption or a conbination

thereof; ii) concurrent with, or subsequent to, determining the plurality
of delivery mechanisnms, prioritizing the-elivery nechanisnms in the
plurality in an order corresponding to nost secure to |east secure; iii)

sel ecting a deliver z &%ﬁﬂ%Q&éﬂkéEQH%@ﬂBﬂﬂ the plurality of delivery
n

nmechani sms based up e prioritization; 1v) attenpting to deliver the
el ectroni ¢ conmuni di#tdeenmine whadepthe thetiseddomaninicatien fsfeiras sequze dahizerye| ect ed

del [very. mechani sm_ a0 bl 1 SelEEI LR n b ST Hd0eT ERLer ¢ he

el ectroni ¢ comuni cat rernrned I pi ent e steps
conprising of: 1) sel®@ainungagor smtclaectefmhﬁlcmvfmuyatmdhtam mﬁlnmmaﬁmqgf t he
plurality of deliver dmschanisms based upon the prioritization of the
plurality of deliver%'nechanisns; and 2) attenpting to deliver the

el ectroni ¢ conmuni ¢atif the réceivta&eormhezdettien is deetmined ©i rpquartseairaddliveryf ur t her

del i very nechanis
mechani st int hempl 3‘ gflqvt% me .:P[;‘:iuralltyg!)fﬁglg3 ery %eclﬂz%léms l?a)égcﬁlxjpsotnl on of delivery

communication source, the predetermined recipient, a default

confi guration or combinations thereof, wherein each of the plurality of
delivery mechanisms comprises a base mechanism and at least one
security option and wherein each base mechanism is selected from the
group cdnsisting of instant messaging, SMTP, HTTP, FTP, and SMTP
notification with HTTP presentment and wherein each security options
is a channel level encryption, a message level encryption or a
combination thereof;

2) prioritize the delivery mechanisms in the plurality in an order
corresponding to most secure to least secure concurrent with, or
subsequent to, determining the plurality of delivery mechanisms;

3) select a delivery mechanism from among the plurality of delivery
mechamsms based upon the prioritization;

4) attempt to deliver the clectronic communication to the predetermined
recipient via the selected delivery mechanism using the interface or a
second interface allowing communication between the system and a
second communication network; v

5) if delivery.fails, attempt to redeliver the electronic communication to the
predetermined recipient by at least:

(a) selecting a further delivery mechanism from among the plurality of
delivery mechanisms based upon the prioritization of the plurality of

delivery mechanisms;
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(b) attempting to deliver the electronic communication to the
predetermined recipient via the further delivery mechanism; and

(c) repeating (a) and (b) until exhaustion of delivery mechanisms in the
plurality.

A system for securely delivering electronic communications, the system

comprising:

a)

b)

c)

d)

e)

interface means for allowing communication between the system and one or

more client applications;

storage means for providing data storage capacity sufficient to store at least one

communication and configuration data associated with a plurality of delivery

mechanisms;

means for receiving a communication via interface means and storing the

communication in the storage means;

determining means for determining whether a received communication requires

secure delivery based upon the received communication, the predetermined

recipient, the communication source, default configuration data or combinations
thereof;

delivery means for:

i) determining a plurality of delivery mechanisms based upon the
communication source, the predetermined recipient, a default configuration
or combinations thereof, wherein each of the plurality of delivery
mechanisms comprises a base mechanism and at least one security option
and wherein each base mechanism is selected from the group consisting of
instant messaging, SMTP, HTTP, FTP, and SMTP notification with HTTP
presentment and wherein each security options is a channel level encryption,
a message level encryption or a combination thereof;,

ii) concurrent with, or subsequent to, determining the plurality of delivery
mechanisms, prioritizing the delivery mechanisms in the plurality in an

order corresponding to most secure to least secure;
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iii) selecting a delivery mechanism from among the plurality of delivery
mechanisms based upon the prioritization;

iv) attempting to deliver the electronic communication to the predetermined
recipient via the selected delivery mechanism; and

v) if delivery fails, attempting to redeliver the electronic communication to the
predetermined recipient by the steps comprising of:

1) selecting a further delivery mechanism from among the plurality of
delivery mechanisms based upon the prioritization of the plurality of
delivery mechanisms;

2) attempting to deliver the electronic communication to the predetermined
recipient via the further delivery mechanism; and

3) repeating 1) and 2) until exhaustion of delivery mechanisms in the
plurality.

f) wherein the delivery means comprises encryption means for providing channel
level, message level or channel and message level encryption.

319. Computer readable media including instructions that upon execution by a
system processor comprising one or more processing elements cause the one or
more processing elements to securely deliver electronic messages by performing
steps comprising of:

a) receiving an electronic communication from a communication source for
delivery to a predetermined recipient;

b) determining whether the received communication requires secure delivery based
upon the received communication, the predetermined recipient, the
communication source, default configuration data or combinations thereof; and

c) if the received communication is determined to require secure delivery,

i) determining a plurality of delivery mechanisms based upon the
communication source, the predetermined recipient, a default configuration
or combinations thereof, wherein each of the plurality of delivery
mechanisms comprises a base mechanism and at least one security option

and wherein each base mechanism is selected from the group consisting of
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instant messaging, SMTP, HTTP, FTP, and SMTP notification with HTTP

presentment and wherein each security options is a channel level encryption,

a message level encryption or a combination thereof;

ii) concurrent with, or subsequent to, determining the plurality of delivery
mechanisms, prioritizing the delivery mechanisms in the plurality in an
order corresponding to most secure to least secure;

iii) selecting a delivery mechanism from among the plurality of delivery
mechanisms based upon the prioritization;

iv) attempting to deliver the electronic communication to the predetermined
recipient via the selected delivery mechanism; and

v) if delivery fails, attempting to redeliver the electronic communication to the
predetermined recipient by the steps comprising of:

1) selecting a further delivery mechanism from among the plurality of
delivery mechanisms based upon the prioritization of the plurality of
delivery mechanisms; and

2) attempting to deliver the electronic communication to the predetermined
recipient via the further delivery mechanism; and

vi) repeating step v) until exhaustion of delivery mechanisms in the plurality.



