SECUREMULTI MEDI A TRANSFER SYSTEM FI ELD OF THE
I NVENTI ON [ 0001] The invention relates to personal
woubdasioredd a service. Mire particularly, the inPemisew4/042211
relates to a nmethod and apparatus for securely
transferring multimedi a content between nultinedia
systenms. BACKGROUND OF THE | NVENTI ON [ 0002] Wth the
advent of videocassette recorders (VCRs), TV viewers
are able to record TV pro en are
broadcasted in HGURE ﬁ@wl‘%ﬁﬁ%gﬁwk t he
recorded program content |later. During the recording,
a VCR changes the electrical signals of a program
content into magnet iIKIEEDYDRITEEANYVENTDION t he magnetic
signals on magnetic tape. Wen playing back, the VCR
[6PAN g e STHERERG LS raitadalpsrsondl emtieedin seradce Shgrajasticarly, the
the attached TV set displays the program content of

ifVeRtSH BA¢sSo AMndthcdl Harappatatul B2 Q&durdly tndf&ieing eveli@edi® téntent
of digital technology, the VCRs are being superseded

bEdvedh Sulidhedih SRpmsecorders (DVRs). Like a VCR the
functionality of a DVRis to record broadcasted

program events for |ater playback. During recording, a

DVR changes t he cast

program cont ent %ﬁ&é?éwq%mﬁg{]ﬁgﬁ%guch as MPEG
data streans, and stores the dig i nformation hi a1
[0802br y Wathitheadyentat W&?PWS%%‘?‘-‘@@@F% (FrRdl Y ivievesprggble to
signals in the nenory. Wen fl ayi ng back, the DVR

TecsFy EVPSOgrRA eypnys that arp hroseleasterlam 2 gEieR tims skatand glayback the
signals. An attached TV set displays the program

resordedprogyemichutenfi lgfion Dyirigg the recaydingeh VCRob@ages thye ¢lectideadsignals
TV program events using a VCR, a user nust manual ly

of e lpegrara cetttent b nagdetinignals andistorastie magielio signalvon meagnetic tape.
el se performthe operation. By using a DVR however,

When plsyng bavk, the (VAR clsinges mpagngtiasignals italélegrica gignals encbt,he
progranmm ng the DVR according to a TV program gui de

attnchell @Weset Hsplngcthe grogeanp eorftert vk thesignelsehiits atregn.

[0003] With the development of digital technology, the VCRs are being superseded by

digital video recorders (DVRs). Like a VCR, the functionality of a DVR is to record

broadcasted program events for later playback. During recording, a DVR changes the

electrical signals of broadcast program content into digital information, such as MPEG data

streams, and stores the digital information in a memory device or directly stores the pre-

digitized TV signals in the memory. When playing back, the DVR converts the digital

information back to analog signals. An attached TV set displays the program content of the

signals on its screen.

[0004] To record TV program events using a VCR, a user must manually select a

channel and control the VCR or have someone else perform the operation. By using a DVR,



[ 0005] Although the DVR enabl es users to specify the

recording tinme, channel, and duration for a plurality
woho®wertss, it cannot neet the increasi ng needBCTWS2004/042211

defining and capturing the programevents in a nore

intelligent way. For instance, in situations where a

user is far away fromhis DVR and TV set, he wll be

KRR Ghi ﬁ%e? hﬁgfegt:akﬁé%_sd ;?%%aﬁrigcd&&ﬁg E&hueh& 1 R8g@Mming the DVR

events t 06] What is desired is to

aﬁc%cﬁg% AN O YufR b @ v RITbIdMbEd e SlloBatitay.

cess I zed TV program gui de dat abase
L S R
PR R AR B0 B AR incr L A0 il and
ctuliynd R pEoak pe R cnr b e Bl Boppions whereo
west o Bt D i ety et g hig PR and
rrear BE AR RGP G B 0 s\ mi | ar 6l emont S and i n

whi ch: 011]. Figure 1 js_a block.diagramil.lustrat.i.n

(806D e Pee Herred Jbsiab h  Oma R e tybugt At user
centralized personal television service; [0012 jgure
TRY] 26CESS Hhad @Pngqabwdd“f\égwgrﬁr% Bds H@talfaﬁ% P[gltarréﬁgpw anywhere.

ggocesses_qf t he s%sten1shomn in Figure lﬁH£00l3b

[8907lr e Addifonpllyagyich 2 qysigm renld progide ausesgvithile ability to transfer
structures of a user database and an event database .
redooded piregriingogteriad fropoged) VRitg arathes VR orfal sgiee 9 PVR, in a secure
showi ng a process used by a personal TV service's Wb
nsapnethattpueseiitea ithe pregramenasertnd peoviden'g capyrighisi ves from a

user; [0015] Figure 5 is a pictorial representation of

a graphical user interface for program sel ection;




[0016] Figure 6 is a screen capture of a Now Show ng
Web page that appears in a user's web browser or
woebwceison screen; [0017] Figure 7 is a bl ockpdrage@amn42211
illustrating the interactions anong the personal TV
service center, the DVR and the external content
server over Internet; [0018] Figure 8 is a screen
capture of a replay bar indicating that the content is
downl oadi ng faster than playback speed:; Fi gure
9 is a diagr aﬂ@ﬁ@ﬂ%ﬁﬁ@Y@@FgTﬁg%%Wh@c at e
contai ning DVR i nformatjon; [0020] Figure 10 js
00193k dThegresent invensionas Hiwgirated Ruvvay elessgaple, ﬁncgnqt 3& dray of
network connected to DVRs within a hone, [ 0021] Figure
lipgitatign.gin thegfEguresi af ghepcpmpuyingArawiges andbimivheh B tsfprence
exchange between two DVRsS to create a strong encrypted
nuoweredetefasto sipdlepelpmentg andingwhipls 5 di agrami |l ustrating
a digital certificate containing DVR and cont ent
[8exNfer Figfusrinatibbork dipoaaillusirefinge chbgmwnieptigh gystem for remote

diagramillustrating a server recordi ng DVR access
dcodse tonmtdntmlifedrpetsohdlitelgvipion pasies;; [ 0024] Figure 14 is
a block diagramillustrating a domai n nane redirector

[00ER] r eHiget is adaB\Rw diggrest showing thhopealatipart prosesses of the system
[0025] Figure 15 is a block diagramillustrating a DVR
daewngn Bigeek 1as an encryption pipeline for a third party
content server; [0026] Figure 16 is a screen capture

0013 Nomightedyisagati€ diagnnsillostangg de saacs iolfb @sdreldiabase and an
server; [0027] Figure 17 is a screen capture of a

SO RRbasGhe®n iShewe g accessi ble content for a nedia
[~:’)(e)1r4\1er | Figure 4 is a flow chart showing a process used by a personal TV service’s Web
server to obtain remote programming directives from a user;

[0015]  Figure 5 is a pictorial representation of a graphical user interface for program
selection;

[0016] Figure 6 is a screen capture of a Now Showing Web page that appears in a user's
web browser or television screen;

[0017] Figure 7 is a block diagram illustrating the interactions among the personal TV
service center, the DVR, and the external content server over Internet;

[0018] Figure 8 is a screen capture of a replay bar indicating that the content is
downloading faster than playback speed;

[0019] Figure 9 is a diagram illustrating a digital certificate containing DVR
information;

[0020] Figure 10 is a block diagram illustrating a media server in a local network

connected to DVRs within a home;



[0028] Figure 18 is a screen capture of a transfer

opti ons screen show ng for content froma nedi a

weennsms06sp 0029] Figure 19 is a screen capture BETAS2004/042211
program status screen showi ng a program bei ng

transferred fromnedia server; [0030] Figure 20 is a

screen capture of a nusic screen showi ng accessible

[6055) C fFigEPeQI hegdbRcie 8y illh@RBh} acbMikfu@icdfiond SxcBange between two
screen capture of a photo screen show ng accessible

EW’%%: @%téa@é)ﬂtﬁmg‘l%ﬁ%ﬁ?éﬁ b¥flectid2032] Figure 22 is a

di agram rating a nedia server in a | ocal

[ﬁ(glg‘.!\g r gk,Feigﬁg N8Gd ;?gia%anrﬁﬂl@éﬁ%ﬁ% b Iaiﬁtaﬁcé?f?ﬁ@téc’)\é&qlf i%il® DVR and

ver havin ternet "access; and[0033] Figure

.S kK diagramillustrating a nedia server in a
c%%tg%ﬁseﬁrgﬂ/\ngoﬁfimggr?fnect ed to a DVRwithin a hone wth

800 <. ReRi B Bl B e o R O e

i%t hqd 3_ndb.ﬁﬁ1par atus for secure nultinedia transfer is
HRHHOBSRE OHINEPREPPSY | owi ng description, for the

B o e AR5 1 IO 3Rt RrE0E £ S i e B0 Bl gt Gecirects o
of the Er esent. invention. It will be apparent,
IRRsauest to p Hird LY SP¥E%nt i nventi on may be practi ced

wi t hout_these specific details,. hi r. i nstances, .
s K e g i Plar dagiaen Dsvice8 o4 G Eriggn s an shgryption
diagramformin order to avoid unnecessarily obscuring
pinsding fox adhird pHUEGNISHHSEITHO35] In the fol | owi ng

di scussion, in references to the draw ngs |jke )
[AQR0dr al Eigvusfléds & epreqnicapiyas ofs New Slaykisirerae shoyapg pgpocessible
views. A SYSTEM FOR REMOTE ACCESS TO PERSONAL TV
ng@RAeO”.r] 0036] Referring to Figure 1, a conmunication
system for renote access to a personal TV service is
[8025n, Kiewerldlis y satesi qgniareef sgonteddscréan showimgdasrseblgicontent for a
one approach, a

media server;

[0028] Figure 18 is a screen capture of a transfer options screen showing for content
from a media server;

[0029] Figure 19 is a screen capture of a program status screen showing a program being
transferred from media server;

[0030] Figure 20 is a screen capture of a music screen showing accessible music from a
media server;

[0031] Figure2lisa sc.reen capture of a photo screen showing accessible photos from a
media server;

[0032] Figure 22 is a block diagram illustrating a media server in a local network

comnected to a DVR within a home with the media server having Internet access; and



digital video recorder (DVR) 110 installed in a

househol d communi cates with a personal TV service
woenisacodsher ei nafter referred to as servi ce CeRCEMB2004/042211

130, which provides program gui de data, graphica

resources (such as fonts, pictures, etc.), service

i nformati on, and other forms of data that enable the

%] 1 10F1§‘9rle?f3:q§ 2bRck Hﬁgﬁﬁpﬂiﬁ%a{tﬂl Of mddiset Ry Vil § cﬁler{&\%rk

to s y VI ewer terests The functionality of
c@ml;%\{ﬁd'té atIWgR (x}lt‘ﬁ d Illfé with @ti}ﬁ %vgl%d%ﬁgl{ W8 mternet
I's owned by t cant an ere y incorporate

&ageference The connunlcatlon system uses a secure

ribution architecture to transfer data between the
DVR 110 and the service center 130 such that both the
service data and the user's privacy are protected. The
DVR 110 recei ves broadcast signals froman antenna 115
or receives television signals froma cable TV system
[0037] hi one enbodi nent of the invention, the DVR 110
generally conprises: a plurality of conponents that
are necessary to digitize an analog tel evision signa
and convertit into a digital data stream a plurality
of conponents that are designed to record segnents of
said data stream a plurality of storage facilities
that are designed to retain segnents of said data
stream a plurality of conponents that are designed to
retrieve segnents of said data stream convert said
data streaminto an anal og signal, and then nodul ate
the signal onto a RF carrier, through which the signa
is delivered to a standard TV set 120; and an
interface 125, through which the DVR 110 communi cat es
wth a network 140. [0038] The DVR 110 contains a
| ocal secure crypto chip that that contains a
nonal terabl e private key. The DVR 110 secure
functionality is further described in U S. Patent No.
6, 385,739 which is owed by the Applicant and is
hereby i ncorporated by reference. [0039] The DVR 110
may be directly connected to the service center 130 by
using its internal telephone nodemto dial into an
i ncom ng call nodem bank 145. The incomng call is
first routed to the service center 130 for
identification verification. Upon verification, the



incomng call is authorized. The private nodem bank
145 answers the call and the DVR 110 is granted access
woaodsheodat abases in the service center 130. [ 802@52004/042211
Al ternatively, the DVR 110 may be indirectly connected
to the service center 130 via the network 140. The
interface 125 between the DVR 110 and the network 140
may be the internal tel ephone nodem of the DVR 110, or
a dedi cated network interface such as a_cabl dem
The conputerIﬂgpﬁgﬁﬂ)@E@CBQWIS@I@FﬂﬁQ$H$V§§Iﬁg§g
network or the Internet. The DVR 110 initiates a.
[003dhe c tA srethad and @ppasppsifos seayer WBltmedipgransics iy desgped, In the
| ocal access tel ephone nunber for an Internet service
foltaoving descript@m), forthepurspses pf eplanations nHEERYs RPesHis fotails e set
request to the service center 130 for identification
fonghy infdrdexttd providgpahomwugh tndsestanding afitlee presewbinkention. It will be
connection is authorized and the DVR 110 is granted )
appares shdveeveh ¢had degbasesnyantivh g1ay e prasticeslomitut thees specific details.
[0041] The service center 130 receives program
Is othedlinkiandesf welivhovenstistirésranchdexit ex ara shayouindésk didgeam form in
program schedul e i nformation 150 fornms the basis of a
opded §F avrvi Junrdecssinily oBdduiingwheprasam insmtibn. sel ect TV
prograns to be recorded. The service center 130
[063FUNI Bahefolloividy distsstenypuiefirenves wothk diad@ngstiike mgmeris refer to
interface 135. [0042] TV viewers can use a renote
1&9@9@§@gm4§5mqne@ﬁ&gpﬁaw&digital assistants 160 to
renotely access the program database in the service
LSRAEMIFORRENGE ATTESS ROTIRSONML TV SERVICE |
with the service center 130 via the conputer network
140. [0043]. Referring to Figure 2, the_service center
(9831 ncRefgeingdo Weyrskbare atigh PSR T Fesppts access to a personal
organj zes, and provi des pragram schedul e i nformati on;
TV prvige drihawtaasasielly designpind s 109 Jp aecopdange Wi onn apRspish, a
i nformation; a user database 220, whjich stores
digitabridae resardehdRAYRULKY Bstalied i adiopsehold; cqupnmicatss fethe personal TV
an event database 230, which stores an event |ist for )
servide ognter (heepinnfigr refesredite s erdeeesnten o, Whickiprevidesayagam guide
the user database and retrieves the event |ist from
datee graphing] rasoedsa swch ag fonisypiaiuess, ¢tndIserécednioangtinnk and other forms
interface over which the
of data that enable the DVR 110 to operate independently of the service center 130 to satisfy

viewer interests. The functionality of a DVR is typified in U.S. Patent No. 6,233,389 which
is owned by the Applicant and is hereby incorporated by reference. The communication
system uses a secure distribution architecture to transfer data between the DVR 110 and the
service center 130 such that both the service data and the user's privacy are protected. The
DVR 110 receives broadcast signals from an antenna 115 or receives television signals from
a cable TV system.

[0037] In one embodiment of the invention, the DVR 110 generally comprises: a

plurality of components that are necessary to digitize an analog television signal and convert

6-



Web server and the digital video recorder comrunicate.

[ 0044] hi one enbodi nent, the DVR 110 includes a
waizersmeesy ver 250, which control s the communi caCTAIS2004/042211

between the DVR 110 and the service center 130; a

| ocal program storage gui de 260, which records the

program gui de provided by the service center 130 and

it L fud! g@glavm%%ea b8 PYR ok onafs aasas dteé}@waq{) Ydc6RI segments

an event queue 270, which is a dat

o%‘s&ﬁ%taﬁrsﬁe%iécf%lgﬁ?\féfts'tc%% ﬁ&ﬁﬁéﬂh&%ré@e%?ﬁn@&?%o &P{ﬁ’ﬁ segments of

capture 'sé progr

decﬁtga tlregrﬂdg # & ¢ ‘ﬁglﬂ ﬁ"fat §1€ '3&9%11&1%9 reﬁ‘i’g\;e%gments of said

enera €s an r|z te access;

e, oS S o OB s

i R sirboisretafic e slB R n aQ%tef%éA e fﬁ%@' and an
%@%@SQ%G&W PID R ST e

ot oTh Sy 0 doptlFdesal geBR aﬁw@a&gh%foqmaggpon-

database 220 and an, event database 230.. The user

digrehlswatedeyi dae (s 1L sewedmaigngy Lfsfgvﬁ?réi@mgd g S Patent

Each user record 300 conprlses a plurality of fields,

Nondn 33w L whish és epneddy theidpplicenicandiipherebyoincoporated by reference.
to-key 320, a DVR identification 330, and an event

nopgsﬁ poIth BVRU® mayke dizestly commeeted fathe sesiicpcanter BPPyjusing its

used as a key into the user database 220. The

ity teldpbond ineflem godial igtopmdacongng eadl modape bank 145. The incoming call

aut hori zation key received froma user who is

iatirssnptiédig thosepriogectar B8 fapiRntificatiomrvstifbationTHporkaRification, the

identification 330 is used to store the network

inclainiag salhischuthoninet {Ihe priva¢ adodem bhhnlc M Seanewadlechlland the DVR 110

establish a conmuni cati on channel with the DVR 110.

ik @il abtest trethe denbaded mhikserd@dcente1d0.at e event |ists

350 are maintai ned for each user. The event |ists 350

[8040]St OABEmiativdlleh€DVRE 1 1dahainsiadi?ally chacbted e the skivide center 130

350 includes a ’

via the network 140. The interface 125 between the DVR 110 and the network 140 may be
the internal telephone modem of the DVR 110, or a dedicated network interface such as a
cable modem. The computer network 140 can be either a private network or the Internet.
The DVR 110 initiates a connection to the computer network 140 by calling a local access
telephone number for an Internet service provider (ISP). The ISP directs the network
connection request to the service center 130 for identification verification. Upon
verification, the network connection is authorized and the DVR 110 is granted access to the
databases in the service center 130.

[0041] The service center 130 receives program schedule information 150 from external

sources. The program schedule information 150 forms the basis of a program guide that TV

-7-



plurality of event records 360. Each event record

includes a plurality of fields anong which are a tine
woielsd6®B8d, a channel field 380, and a durati oRCTiuska4/042211

390. The tine field 370 is used to indicate a start

time for recording and is conprised of the date and

time of the programevent. The channel field 380

\gggeq% Eénelfﬁ]@ }M‘e%eg&é gg%}ﬂgﬂamg e NMEorabp ind ﬁ&%ﬁ:{é loBnter! Eﬁ) cl%\r}lllqnunicates

uratron IsTused to specify how |l ong the

SORHELoLEG0E Shel B8 RSN bPfuded 19 0or am event. An

can al so contain an of a record (or

@Q{'ﬁct ) r{fljiévsr/]e?s PIORE %%Igwegﬁ?lgﬁtgff%s(ﬁ epélaﬁallag@gtal assistants 160 to

i ev ecessary I nrorne rom € prodgram gui ae

R R Y T S T ST T M

vari ous gr

258 DS SObLI e FRRB b By 140
DS BB oSSl e or A T 5 D950 speg 20, whih

periodic basis. Once the progr schedyl e i nf or mati an

ol ta T ARES, R BQTIGS PERETIR S5 ALE lﬁﬂnﬁnuﬁw aitiiise 210,
accordi ngly.[0050]. The DVR 110 updates i |.ocal . .
Vhisly ptares grossan sewdpls fopeatiogy tsep @P@Sﬁg&i é?%la?clhﬁmgs {pigymation
page fromthe Web server 200 or via cable, satellite, i
ahout esees g digital videaeperders; anevantdagabass; 230y wﬁ fgtorgs\AR event list for
110, the Web server 200 first consults the program

ehah assaswd 2Xdisphtsh pugsess 249, whish traverpasties wast daabageand weljpves the
dynam cal |y creates a Web page contai ni ng updat ed )
preoiglish froache dudne datalfase. Fampp also frob®e p n¥ixeerk jipesdacgover which the
renote access are available: direct and indirect. The

Web géreovaand dlaandigitalivideotreoprger ogmpnunichie. DVR 110 by usi ng

a Wb browser 290 on either a renote conputer 155 or a
jdod4jonaln ehieginttaidirass, the BIVIR 180nclhdestahisresarveat2s0whithn eontrols
Web browser 290 is used to access a special Wb site

the stiathubi¢atidiebeebensthe DAR PM0and TheeseWibe saater @B80;2(000cal program
presents to a TV viewer a program guide using a

goapd pdad 260 ehidhitedriiahe pagprah guide provided by ehdserviteecehitdér 130 and
vi ewer selects TV prograns by programtitle and tine
BluplattPwhétve&ath€ DMRaL 10 accesses the service center 130; an event queue 270,

which is a data structure used to initiate recording sessions that capture selected TV
programs; a pseudo-random-number-generator (PRNG) 280, which generates an
authorization key for remote access; as well as a network interface 125, which connects the
DVR 110 to the computer network 140 . The event queue 270 is coupled to a recording
device integral to the DVR 110.

[0045]  Both the remote computer 155 and the personal digital assistants (PDA) 160
comprise a Web browser 290, which may be a generic Web browser that enables the user to

view Web pages.



prograns should be recorded by the DVR 110. [0052] The
service center 130 executes a dispatch process 240 on

wea 2pisroicedd c basi s. The di spatch process 240 tr RUBUS2®4/042211
t he user database 220. Wenever the dispatch process
240 encounters a user who has specified program
events, the dispatch process 240 retrieves the event

[0048] 35PighredristahsbledRpiantifit@bding th3bucthng ot 98@ debase 220 and
process 240 then establishes a conmunicati on channe

At v BnttdambiBe 130 Blgy 146F datdtdsd 10t iné188ds A8 urh Bty dTRsdP YR obds3300. Each
Thi s comuni cati on channel is designed to allow the
Lﬁéﬁ@@drébo@ﬁ&ﬁﬁés%sg Rurdifty bEHEINS iBoRg SMED ¢ identification 310
event - di spat c Vébﬁpageyfron1theongcro-sersgfxéé%}l%hgn 8

o E6-Rev 830/ 8 DR YRiiBSRIh 33b fh%%%i{ &Rt HSR tem\ﬁ?*?h&%gg

to the dispatch process 240. The di spat’ch process

AIRRCERILE S0 b U s 5, o, 9 i 29

10 SEEARE a0, BB 1958 AL S o s
' .- 41, T

VRE) e B TR IlaD 1 bt o fmrtpopiaress and

.= (] t date th t 20

oFFRLoCIARE ot 0095 S Sohi et igel it e DVR
tastructure used by the DVR 110 to initiate

recordi ng sessions that capture TV program events.

080721 500 ioRErane® AL S et S o bl cach user
th ffiliated with the DVR 110 to b
TR SRS o0 R R RS ROt 5ee 1o EAG PSP 5 Bpipciudes

ode against a private copy maintained in the DVR s _
Pﬁs%“v 8f et @Cﬂ‘é‘ﬁé??r. a¢h gveatitosendiineludes @ nlwality of figlds ameng which
sensitive and can be set to %éghre as sgsten1security
Afehiine Bet/Q: aishammgldield HPsmd ardpration figld 390. lde timediadd 370 is used
access feature, a user nust first obtain an
toyindicateiastart ime kayedording arrbis pymprised, of ke dobe dngl tijemefthe pogram
by the pseudo-random nunber-generator (PRNG 280. The
eybr Thes 1 Eeld 880 gpgciftas vhich chianiB e IVR sheulthreord. The duration

tel evision at the DVR s
field 390 is used to specify how long the DVR should record the content for that program

event. An event record can also contain an ID of a record (or object) in the program guide
database. The DVR retrieves necessary information from the program guide database.

B. PROCESS FOR REMOTE ACCESS TO PERSONAL TV SERVICE

[0048] Figure 2, together with Figure 1, shows various processes that collectively enable
the functionality of the techniques described herein.

[0049] The service center 130 receives program schedule information 150 from external
sources on a periodic basis. Once the program schedule information 150 arrives, the

program database 210 is updated accordingly.



| ocation. The DVR 110 presents the authorization key

to the user. The user |ater accesses the DVR 110
woOhowuwgossh he | nternet using his conputer 155 oPCHiUS200DA42211

160. The user presents the authorization key and

prograns the DVR 110 t hrough a graphi cal user

interface that is managed by the mcro server 250.

0050). OTREDVRE] 1 Bfs REAPISerhm oflide @60 oBFRriodiB Basis by readi
[us?r} can downl oad aapr osgr am%ti%grt he%diDVR 110. (ﬂ% OPRO%:SéSSgrea e

aI@_e@Ig%‘ OREMIVEL BRI Wz b BEGIMES: [tcg%%heﬁb\g%ﬂbgnse to a

is"a flow chart show ng a process used by the

rg(?xegteﬁorﬁ% BUR 170 Che VR Rer 2P rksPodRRNIR tHe Pﬁ%databag%ﬂo for

ogramm ng directives froma user. Both afe“present

R i e L e

p]j%ﬁl%ésphe% VT S0 Mo, m cro server 250 presents an
a

orization request formin the first Wb page to

1S OB SEETBR PR Bl S iover
R REbn B SPeia H LH SET OSBRI Ber s
SELE} 1358 oD RSB E Bl R B
N

with the key that it has stored. [0061] Step 430: Once
PEEReidh2 L rierer aquosay apideiigne e grinticabisen Biterfase inp phown in Figure
§)assvvoro_| in the user database 220, it wites a cookie

- Abe RY Agwerveleets iLVerragiame Y prograa tifle apd me slopin ladicats svhat

or personal digital assistant 160; once the mcro
rsegreias shoglbl beascarded biathe PWRélGut hori zati on key, it

wites a cookie in the non-volatile nmenory of the

[P0t e Elesrastitieercen®s 13} exsentsoadispalihyproedss 34@ ps b peiodiGBysis. The
[0062] Step 440: The Web server 200 or micro server
dipatch pewesst240 srapereesrtherusgo database 22 Vimeverali¢ dispatdieprocess 240
user is identified and authenti cat ed;
encounters a user who has specified program events, the dispatch process 240 retrieves the

event list 350 from the event database 230. The dispatch process 240 then establishes a
communication channel with the micro-server 250 that resides in the DVR 110. This
communication channel is designed to allow the dispatch process 240 to retrieve a special
event-dispatch Web page from the micro-server 250. The micro-server 250 presents the
event-dispatch Web page to the dispatch process 240. The dispatch process 240 then
completes the event-dispatch Web page and submits it back to the micro-server 250.

[0053] The micro-server 250 can also cause the dispatch process 240 to start the event
transfer by polling the dispatch process 240 for events.

[0054]  The micro-server 250 uses event directives found in the event-dispatch Web page

to update the event queue 270 integral to the DVR 110. The event queue 270 is a data
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,[0063] Step 450: The Web server 200 receives the user
sel ections and creates an event |ist 350 specific to
woheosusers9 The event |ist 350 is stored in thePevaiszoo4/042211

dat abase 230. The micro server 200 receives the user
sel ections and places themon the event queue 270.
[0064] In Step 440, the Wb server 200 or micro server
sa‘ﬁ&ufe%sle&’ﬁ‘f Iﬁ\ﬂﬁ'lﬁ’@) td MR RbodiRg B idht it céﬁﬁt}e gt ogram
present ed user and search gs for a valid coo

he renote conputer 155 or the personal dlgltal
assi'stant 160. Once a valid cookie is discovered,

R e e PR R RS e o

a§51or1zat109¥o s%? ‘Jh]e ﬁs&%ﬁ?ha?e V%lﬂ?th%ilf\t"}g gl I1 6‘}0 be 6 pro grammed. The DVR

representa |on of “an exenp ary graphica
terface

CBLRYH ﬁu nf"}%é’rhl[s b { Y{gl Ceofffxé&?lgtameg i3 RA2 s non-
. V\é -
R el S Bl 5

in the DVR 110, the .GQJ 500 is nmanipul ated directly by
Si”ﬁ%‘né‘aﬂil‘%ﬁqblf‘%%’%%dlmf egral to the DVR 110. Wen the
500.is p ented to the renote users via a

[@Qﬁﬁ!)ut eTO H&%ﬁlﬂ&ect Femots s gtsdeatie, & pses aust arstyqip an phorization
% %(reG is.a screen capture of the Now Show ng

1% opLige Vi 1Ca phécdyis eenerated Rete psqdn- m@ﬂnlp@cmqmtor

The GUJI 500 conprises a table 505 that contains a

(BRYGa 280 yThsfusergiopppimicstey digeflyawith DVA 1 1Qvig his/telgeision gt the DVR’s

The col ums 510 correspond to the days of the week

lpcgtion.a ThpRVRF § 16 presertn dmau&gnlr@;tlorrﬂ@y te theaisgrl The user later accesses

correspond to the hours of a given day. The col ums,

1510 VRN Orthes glsths Intermetwesingliis eorspBerak5s cnbistPDA y 60ra Tl user

of data selection controls where the caption of the

peesants te authosiestiondkey aod paigeanisitbe DIVIR &1 (Cathromgl Y gpaphipaluser interface

that is scheduled in the tinme slot according to the

thoeo $4 mbraged by tHeahicowortven250. MAlsbierncatileas&(fas addess i@ldirect mode, the

al so conprises a mechanismfor scrolling up 520 and

us@roah dowaloddavprdgdm toathe®dRaniGGm for turni ng forward

530 and turning backward 535; a nechani smfor

GEPROUERS POWBTAIN RENMOTHBPRAGRAMMING DHRECPIVES

creating a programevent |ist 350 which contains

[(?(%7?Ct ebdlgure 4pl£ g?l né%ért gﬁo%ving a process used by the Web server 200 and micro

server 250 to obtain remote programming directives from a user. Both are presented in
parallel, but in normal use are separate processes. The process includes the steps of:

[0058] Step 400: The Web server 200 or micro server 250 presents an authorization
request form in the first Web page to the user who accesses a special Web site that is
managed by the Web server 200 or the micro server 250;

[0059] Step 410: The Web server 200 receives an authorization password entered by the

user; the micro server 250 receives an authorization key from the user;
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a mechanismfor editing said event list 350. In
addition, it may also include a nechani smfor
woamsadtismg downl oad, a mechani sm for indi cati RQTAUS2004/042211
downl oad is in progress, and a nechani smfor canceling
t he ongoi ng downl oad. [0067] The position of the
control corresponds to the day and hour of the TV

(066" arrs&y Q0d; - ThENReB sV er 200 vAIRTEHs ®hd hcTRhEdH \ﬁﬁa@ﬁvord using the
controls that are presented in the GUJ 500. en the

u%l dapfplsd B0F Gl WhiBRbeRRr 24TByalles Blc\4hthoAXion kBF iwri1th the key that it

identifiers of the selected controls are used
1SOBHEact ion with the program guide 260 to create an
event [ist 350 for the user. The event list 350 is

R e e T e 8
tliél‘lQSef Eleggbeagéé 5%67 6’4 \%ﬁ%% gg%orﬁe?iglstégfé(ﬁgvﬁ%)ag ?ﬁelnyor% Pfﬁ %19 Femote computer

ven recor

.1 B . I NTERNET TO DI G TA DEQ;. DER
SRS B ST 5o SRS
OB S5 B SSBEA SRR BB R Sompuer 155

server . 720 over t [nternet, wherein a particular
of peisenal gty aSFIﬁtla’étPf@t access is integrated into the

VR 110_to le it to fetch certain _types of content |
[ ar>FR f‘%‘m@ﬁ’g%ﬁé@{f P§‘51 OB APV ‘?’h%?é PsERts @ program guide to
avai l abl e for viewi.ng.in the Now Show ng page as shown
the;uger @%ﬁréhesvsemﬁ%ﬁs%%a%anwgé:r ating a clear
exanple, Figure 7 and the description herein refers to
180034 1 i SteR rlg(?iél?hpé’v ehherysr dPQEssPiyey the tsqrgglesiions gagicrpgionn event
i npl ement ati on, such as the Internet, Linux, DHCP, ]
11@?25.0 HeEg & the gpdeFhef eygaitlish A Isytosediin|the evspiedatahase 230. The micro
protocols may be used in alternative inplenentations.
spyer 200epdives thioyast srdestiong andyplases them i theigrenhiayeus 260, ¢,
private, or dedicated network rather than the
[00fiddr neln. Sty #4); thep¥etasarvay 269 ot mago aerdercddplidollaws a script integral to
addressi ng protocols may be used. [0069] hi a Now
tighionst Wb e presantdd te thewpendndisharcharibentaliavekicionghe rehioee
- title of TV program indicates that such content is
chmpngr 1 &1 ahthelpasortahdigiBillasHifitnt 180 d0aceraatid dodldeis, diwbvered, steps

400 through 430 are excluded from the process flow.

D. GRAPHICAL USER INTERFACE FOR PROGRAM SELECTION

[0065] Figure 5 is a pictorial representation of an exemplary graphical user interface
(GUI) 500 for program selection. The GUI 500 is used both on the DVR front panel and is
incorporated into the Web pages presented to remote users by the Web server 200. When
implemented directly in the DVR 110, the GUI 500 is manipulated directly by the control
process integral to the DVR 110. When the GUI 500 is presented to the remote users via a
computer network, it embodies as an active server Web page. Figure 6 is a screen capture of
the Now Showing Web page that appears in a user's web browser.
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sonme variant thereof, indicates that the download is

in progress. The viewer nmay pick the content (i.e.,
wOheosh¥ogs» ogran) and play it at any tine. [0078¢CT/TisSe004/042211

downl oad may occur at any speed. Thus, the interface

125 in Figure 1 is not dependent in any way on speed

of downl oad. Figure 8 is a screen capture of the Wb

(066 shTie GUI1200 ephprysebartabBOI05 thaitcontaynsgrpduality of kelumns 510 and

green region 802 to match, indicates that the content

4 pluctivndfaas 505.Tas teluninb 800 phragspakiosixedays 80fie wakck €and a specific

mechani snms than such a replay bar 801 may be used to

dali@edate)! Tl ro®e B & Bérrdsgordicvarhetanticef o gisdredayt TR columns 510 and

pl ayback speed hi any case, the viewer is able to use

@tk 515 bEthe RAbAY 5G5C4re 8dtGal BmydaipfelatadilRbtidn @ntr6RRFRAY the caption

has been downl oaded to that point. [0071] The fact

R cdn8] BQBH 8 M diMRSthe GNB bPRTTThroMem thitgs sdAb&IIEEH thStime slot
transparent to the viewer, except in the context of

REGARBLS B JERDH %Maﬂé&%’ﬁﬁm‘ tREab W 505 el"lfi’erGUi‘ His& %rhﬁ‘ibes a

that the content Is fromthe Internet rmy e made 1 n

YRR ﬂ@@.%?olhﬁgﬁ% 501 Ao cgﬂvrg?gg 4 740 igt t %5}1\1}§ forward

are stored 1n a cont ent
%?%a?iﬁnf@m%?“émé’{%?é%‘@ R o %%%egﬁwsea?ﬁ%ﬁta

rﬁé‘cgl\a}fﬁaﬁsfﬁ{‘ér@%' grb PRO&RS [)eh Ig?ilsg%’:%%@g?éﬁm% ganﬁééf'r\aﬂ%grams and
aglstgc\:;hgi gt{)r &dl {é (g DG ltls% 56i iy d(? g 1%?10%8)2 gl gg{n%{nzie 3 fechanism for

grentlistp ogous
T t di f
L SR S e Sl R AR R
in.a sensible na N@ﬁ and | ocation are
mpghapis ﬂ’fcaf“f)‘?lm@ ?10?%03&(%’ aE?(E)OM] The number of
Rl T Al e GRS LRSS ¥ g

Al t hough not requi red for t he |n|t|al i npl enent ation
ftVﬁPTsTE%H%eéﬁ%n‘ﬁﬁ B éhersslectonsepnirgl Sﬁlaaé@rerﬁreseg%%rhe&%%i@y%en
itens sinpler. [0075] The enti t¥1 provi_di ng t he content

the G SQRs tsBineste the\Web seryerf@ fha ideatifiers of the selected controls are

used in conjunction with the program guide 260 to create an event list 350 for the user. The

event list 350 is then stored in the event database 230 in the case of remote programming,.
For local programming of the DVR 110, the event list 350 is stored directly in the event
queue 270 that controls the DVR recording sequence.

E. INTERNET ACCESS TO DIGITAL VIDEO RECORDER

[0068] Figure 7 is a block diagram of a general scheme 700 illustrating the interactions
among the service center 130, the DVR 110, and the external content server 720 over the
Internet, wherein a particular style of the Internet access is integrated into the DVR 110 to
enable it to fetch certain types of content over an Internet connection 140 and make them
available for viewing in the Now Showing page as shown in Figure 6. For purposes of

-13-



tel evi sion network. Each uni que server name indicates

a channel. Here, a "server" is just a nane on the
waebsmeéssoit m ght map i nto any physical servePCT/US2004/042211

anywhere in the world. [0076] Once the content server

720 is contacted, the DVR 110 requests the nedia

content according to the programidentification given.

iTibteating aFRRPEENHIe, tF‘f@lréé\? Bné Bk \iedcripion g&bﬁa rgfﬁfeg% s &HiPdlements

pi ece of content, which is then sent down

SRS L0l 000y 10 . e

&t aSRLvSr, BHeh mlcﬁomyginm Stenlehf ongsthB@s Iﬁgy?&ﬁnggg $falternative

several different ways to get the Ctontent;

i}rrllﬂlénil&q:eﬁioﬂylft& QJ(a%le‘ﬁQ %Wcjaﬁfﬁg ,rﬂggtr&ﬁlgttﬁi_%ﬁ%Wslfubrlri]c%ﬁevate’ or

mtation, or qUEUE request one.
' it L .
PR LR el FuHA 0T PILRRD 58 W afpi s

I sy bl e security breaches, revolving around
é}ﬁ{eggglgénu&ibggé%df copyrighted content and protection of

st oprer ., ivate data. [00 n_one enbodi prent.,
Bpfar BT NSy Plstaref JiniBp! B OuSicpais. Har dg 8t A TV
-protection b ut omat i cal | y. bl.ocki.n c o all bug,

BP0 M Kl g oSt bies edSi60a8 G EEF0d anda recdid icon, or
di scovery) in baqth directions of. conmmunication. The

SR Vﬁﬁﬁl&u\ﬁﬁfﬁ@r idicgte izt ibg dgynioRd is4p prosEessi bhe deyaremepick the
of the DVR contact the external content server 720
‘f"BPenﬂgx‘Rm F@é’fﬂ REperara) andplayibaany 0%o] A dynanmi c

-addressing client software el enent, such as the Linux

[BRP | Tendownlgadymay, perarati any spred DURis] the inteyfads @b imBigofe 1 is not
the DVR, if a network interface is detected, then the
Jopermlent inany vigy o8 sperd ofdpwniopdtigyse 8 is 2 ssresntcapiureof the Web page
network address for the DVR froma source of dynamc
shawingsgerlay bar80d thatphegrowing th-@Rew teigiomt 808 fto DMRh] ibdicates that the
uses the DHCP protocol to poll for an external DHCP

aoptentis dpgoloadihg fiastes dranglayibsckf spaerti§03n Othven meichapissd thatbeich a

di sabl ed. O herwise, the DVR 110 will initialize its
maglanban80p amartetsed tof indivatt Hmt EERt issdporieing faster than playback
speed. In any case, the viewer is able to use all trick-play actions on whatever amount of
content has been downloaded to that point.

[0071] The fact that the content was downloaded over the Internet is transparent to the
viewer, except in the context of presenting program information, where an indication that
the content is from the Internet may be made in various ways.

[0072] Pointers to downloaded content are stored in a local content database 740 on the
DVR 110 hard drive in an analogous manner to how broadcast programs are stored, such

that all forms of searching and presentation properly display those programs and provide for

their manipulation.

-14-



[0081] One issue with such Linux firewall support is

that the external DHCP server 750 is required to
woanfsiogense t he | nternet access information. |t PCS/USI0M/042211

known that there are a | arge nunber of nmethods for

reading data or redirecting the data flow on an

I nternet connection between two devices. One

[009% | Digh Elandlor abivdsk B8entédconttixesh d@wileddablequogr Bihre presented in
server Conflgures Internet access information in a way

a B%&ﬁeg%ﬂﬁ%&ﬁ G biFRldSE RYSrahRshe. (e YoRtexRfhayEidva tkbd MOdified

y ustTng an alias server address. [0082] To def eat

s BhiRE R R l)?n&ﬁBfH '@meigﬁ iOPRs A = FB¥ibl@rlanner, since time and
wth the con

communi cat1 on tent server 720 is

lq%%ioqaea{}éiri:efi‘év%gt@ﬁgucg@gﬁf%&l d. The content server 720

as access to ey of the DVR 110, and the

[@g@ h aﬁf 3 B@%B%rlg Cﬁ}n!gﬁt PR .v%ileh)?é’ inQhe NB?nS?BWi ton®&kt ¥&dhown in

T as netadata content ormati1 on
e R L G
e At Goncok Py o8 i 40 OB E b el ARy o ot
(8L orT e G516 or e O el SRR A BB R s o
TR BN CB RS L ST o0 BPYET B s Ao P s st

comuni cation., The public key of the cont e}rlwt server

nzpe op dhediebyarkLibTight magoRBY BRYSjaL EeTEE APRY TS FT thioph-
has al so provi ded appropri ate praogra ui de references.
[0076] he Qusstleseonisat gayer72 iy m@]@dﬁﬁe% %/fQ:@qE%*FﬁtE? fedia
130 accepts descriptions of the content servgr 720 Qi
corfentantrsdingimthe psegpm adessifirasiop givenc B issnanped by fige}Veb server
URLs, content descriptions, content identifications,,

200 ko n phrticulesiieepafi content, wtshinrn sens devn e copaectigp.Either the
These data are inported into a content servers

cdmsutrsepet orth¢ D3R mdy thabtels éherdpornlogrdspeedof publ i c keys

for access to the content server 720 are al so

[POTTYi d el the a&8etTrequests nutiplé downlhadscihn DIR 15@mar chause several
to accept a connection fromthe DVR 110, it nust have
AEaessvdys td g tipuobtent; liayay initiate paltiplecehagctiDvRVit Aimaximum
key distribution may be

Jimitation, or queue requests, or both.

[0078] In one approach, elements of Figure 7 address security of the DVR 110. Opening
up a network port leads to a large number of possible security breaches, revolving around
the security of copyrighted content and protection of a customer's private data.

[0079] In one embodiment, standard Linux firewall support is used to manage this
protection by automatically blocking access to all but a few, well-known ports (such as Web
(HTTP) or discovery) in both directions of communication. The well-known ports are used
by the application software of the DVR to contact the external content server 720 for

downloading media content.
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performed on-the-fly, or through a pre-shared key

di stribution approach, hi on-the-fly key distribution,
woheosmemsent server 720 establishes an aut hent Pcatuseno4/042211

connection to the service center 130, provides a DVR

serial nunber, and requests the service center 130 to

provi de the associ ated public key. Gven a DVR seri al

[oogger . AtRaR MitSsifEN AT sokdvhrd SEMERSRA 288 IGBE BHCP client, is
publ'i c key. The content server 720 may cache this

RHARELInKEYDVRALID. HR%0bADH FIMEBIR. #ld RBVARIRAI RS detected, then

I ndi cates when the contént server 720 nust delete t

tg@ﬁﬂcmieﬁ@ﬁs\éé fie _“ceﬂtl&%nvnlpf%g B ¥tallBd AR %kraﬂfhlegégfo?fthe%{/R from a

I stributed public keys, ‘for exanple, he purpose

Slsp il Kbkt Wbl BRCEL e YRR g e

' [ R. i1i tent s 720 .

BB o gy B4 O3 e 25 S0P BN RS BB v
30,. f ' .1 t] DVR b

el BRSO RN i BR itk Bhramel SR B DR

of the personal TV service application software of DVR

"$%P8™Medi a recorder 730 allows for simultaneous record

| ayback of..the. downl poadi content. The rec d
(3 2. RO et LR S aeL rpaa i Bacihe Oeret DBR server 750
.110.. The nedi a re%grder 730_m%|| not _he started if no
I EAHE fﬁtcovr‘gwa the Teisrick atcpesiniosmation; ftapwell knovemthat there are a

i npl enentation, nedia recorder 730 conprises a nunber
1gee aymbe ol prethads dorgeadingyiptg onredirgoiing theidate flayeoe an Internet
Thread: This thread manages a queue of network

caBRRsHiom betveeuEet deviess Qnepossitilityss elisingoiriviiel a palliciops DHCP
Initially, this may be a sinple FIFO queue naintai ned

spryex ¢rafighics breract ancqse sdprnatign duewey ol traples bjneadicidus host to enter
mai nt ai ned once the downl oad policy is inplenented.
apdessk thoD VR cusiRennlids seyvertaddass. This thread is
responsi bl e for managi ng a connection with the content
[8efi2Ver T@defeahtadke vt thiRetwedinnge Finbedichentmil cwatrsurtidution with the
server, inplenments the authentication protocol
coetguisstvsr 72{kis dethentedtedand emdryptad TheromteetsenierW (0l access to the

public key of the DVR 110, and the DVR has a copy of the public key of the content server
720. The DVR 110 has metadata content information about the content server 720
downloaded by the service center 130. The DVR 110 stores the metadata in its database 740
and relies on the data in the database 740 to operate. Using a certificate exchange, the DVR
110 and the content server 720 generate a one-time session key, and all further
communication are encrypted using the session key. In one embodiment, the Blowfish
algorithm is used for encrypted session communication. The public key of the content server
720 is distributed from the service center 130, which has also provided appropriate program

guidé references to the content server 720.
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of the content. [0089] As a variation on this

strategy, a program object within the personal TV
weenosiosessappl i cation or media recorder 730 nmayPChAiSe@ie42211

mul tiple servers to be polled for the nedia content.

The servers are polled in order by the Fetch Recording

Thread; the first to accept a request for download is

[06'§ﬂd' Thi SerREOVnER S 30 QécehRAdsdbiptiamsodMige emidne sdrver 720. In one
requests across a plurality of content servers

' ' 518404 @bngh @ ofe@verd H1cs, CaMért KeschipAO] cottent
ﬁ@%@@ﬂ&§§%%¥g?%8§§%}ea% perioa?cally stores o?

i | s ratirted” ioh® "aswei A tibis, BYRIHeLO datbagdimported
ldglﬁgﬁc g%%sht@%%ﬁezlﬁaiﬁﬁpggt art of aﬁg%v:ml oad after a d
in%ﬁ%ﬂ%ec)lrntgn{f‘ LY d cﬁ?t‘fo}: BldaAbasRt710 N8 sSITBuBIR Ity Kot abdwss to the

nmedra conte i"'ch downl oad was occurring
th [ . h d. The Fetch
cRSED e g Al BPuB D ges the state of dat abase
Cacts that . . . _
[Oggil]?ﬁ ei%gﬁl%e%’? {}% SARes: d%%er 95@@?&5@% h%&&@ﬁ?r{‘ﬁé{ﬂtnﬁgé DOR 110, it

A e el'ng d oaded. r exanpl e,
F R [ fqs .
PR el IS B RGPaEPEp ey
t ext i n.Fi 641N .
oS b S P BT AR, op T By ke

DVR | NTERACTI ONS [ O [.n. pne approach,. a hanj -
agibuo 6 GPiTherYRdr et B aohe Gl AR GR L servic
two DVRs is provided. Referri to Flgure. 7, aqne .
cankergraTidss & PXReEh UbGF, gl s Pyt hE Serviet foaton |79 fa provide the
of disk storage as provided in a portable DVR_760, for
asspeintsl publisdeen- GRaRBIVR pitah prmp; ﬁlﬁ SEN1CE 88‘5?’1%03 refyrms an

user may transfer desirable nedia and the i vishQ%ﬁi h
assosiateil aullis lewr Thaeontat serves /2R ey saehsdhis PERIE Keyotaghdey has an
take the portable DVR 760 al ong such thate%ge nigia :
exgivatipe dats Skt isoates adicn &g, confest feaver d2 Fpielelpte the key. The service
transfer is shown using two DVRs, DVR 110 and DVR 770,
céhat13@menysthaintaih ¢ logef nlgdismrﬁdmbhc kets. $or example. fauthg purpose of
are played with precise synchronization to achieve
andidng keadistpatiat i on. [ 0092] There are many ways to

connect two DVRs. In one enbodi nent, the output of
[0085] The service center 130 may refuse to provide the public key of an inactive DVR.

Additionally, the content server 720 may respond to key invalidation requests from the
service center 130, for instance, if a particular DVR becomes inactive.

[0086] A media recorder 730 is a subsystem of the personal TV service application
software of DVR 110. Media recorder 730 allows for simultaneous record and playback of
the downloading content. The recorded content is stored in the content database 740 of DVR
110. The media recorder 730 will not be started if no permanent network connection is
available. In one implementation, media recorder 730 comprises a number of different

threads.
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the source DVR 110 is coupled into the input of the
destination DVR 770. While this nethod is functional,
wohis/oaetshod fails to transfer netadata infor mRCT@S2004/042211
about the nedia stream which is essential to viewer
satisfaction in managi ng and usi ng the nedia stream
[0093] The nedia streamstored in the DVR 110 consi sts

b . . paly .
[\?\?ﬁ?@ k € pgz iﬂe@ot@ﬁge I te iTh8d:FThidMetad ndRbaRa) eQ@J)ﬁféEwcgk gownload

vi des riptive information about the ne
S8 Eha phicRofif B SGRIBISELLP LI BikARd e 0PI cun
g bBE Al AR B B & KR AR S 6
OB YRR BBl o o concorned about potenti al
D01 1o FPERGERTE s TR MRS BROR B761t i
cBffecfintaiae efat e 20 BRRE ealhie CURQRREH e sorer
LTI AT AT G DB AR —

(gesirable to allow the transfer to only occur to
dheontsis peci fi ed DVRs, an integrated security system

may be used. . The public key of each DVR is known to )
[9?%91 ot hat 2 vaiiatioa ondhis siirieeysp Bragrup phigctiveihin ge pgrsonal TV service
dynam c exchange of keys. Wen the transfer is _
appligatiay or mpdia pReredes Y 3hmay ndiqatpaultiplerserviersda be oklgseior the media
are encrypted based on the public key of the other

cowtrnt. The grovars oomelledin aidar by phe Bieh Reqordipg Thesad;i therfrstifoeaccept a
of the other, then each DVR has authenticated the
reuigstrfosdaviderd is ysesn dhis aroviides derd dad-balansingdontsint ¥equests across a
one-time session key that is then used to encrypt the
phiaelity ol comient servers oagasized iff DEPG faceyordlagt gentsut i on i n

such a case may be handl ed through the service center

[0®®] A Thechivteh RevprdinnThaesd pdrimdvely stoees oe oiteekpdidid jts atatd to an
request that two DVRs 110 and 770 he owns be

databdmerin PAR 1 H). Sdelt ehetkmhstingrallbet vesant cfaciowaldadmfterThgower failure
service center 130 sends an authorization object

of Systeth Biroitat @aCdanP\Rins irpthb niultidi&la tentédiat whidk dowWiBad was

t hrough an appropri ate downl oad nechani sm The service
ocantisg whedthedhilirabh&rdt hasseBed ToE FefthRecording Thread also manages the

state of database objects that are used for presentation and navigation of the content being
downloaded. For example, the Fetch Recording Thread manages the state of the recording
object for proper display in the Now Showing context as shown in Figure 6. There may be
one or more such threads active at any point in time.

F.DVR TO DVR INTERACTIONS

[0091] In one approach, a mechanism for transferring media and database elements
between two DVRs is provided. Referring to Figure 7, one example of a transfer is shown
using a smaller amount of disk storage as provided in a portable DVR 760, for example. As
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operation for |ater auditing purposes, which includes

identifying information for each DVR For instance,
wehawsliododshe security system be defeated i n onepOVRS200d/042211

the public key of the other be exposed, it is possible

to nodify other DVRs such that they appear authorized

to the source DVR 110. Each DVR keeps a record of the

ad &Qﬁ’li @ efort Bopnd GEPctidrS a Hﬁgr %?ffiﬁinh@r §A8a118 HIfEand the invisible

cente 0. Later, this rnformafion coul d be processed

a{srolleRﬁckseMEe &f‘%@éstﬁé g&ﬁaﬁ)tlel[ B 5\7’7]6@|aﬂ3 k8 he ﬁ&ﬁb%ﬁ)‘@ﬁ 760 along such

unaut hor1 zed If the transfer

‘ﬂh?tttﬁé {nlé@ tcl l}ehu%e(f%ﬁéﬂ &‘e@kb@ N }ﬁgr Z}ZaQn\}ﬁ@Big trﬁrﬁ?er@ﬁfo% using two

ream as Scripti | ect. Late
%2? R Fep RV BB B il RuRRG SRR UBFRICReB b

d fied. he d h
L L eSO TR B O G s 17 om

WQZQSTB‘%E e R S AN BTV R TR ot PRy P output of
%?fﬁﬁgq RVREKDSS Sounlid #15, Bobay of e SBRRER P TR 37 R i
e Brigpr R e BRI BRI e GE0oFE T e LR EAb ot gt media

t he net wor k between the DVRs is sI ow, .in V\,hl ch case

ftyeamy Whish isssssentiabio; vasysrisptisfagdion & mé?agmgaaﬁl UsEe ;slllea%cae giream.
duration of the content. Alternatively, the network

19893]be Themedinsigpame Koresda thaPYROIE cprstnolihe Beris cpnigniitself, and
be transferred in nmuch |less tine than taken for

pllaighvacrbieft wavd revidesdeseringive imfpranagion wbout dite mpdia content. If a data
destination DVR may start viewi ng the nedia stream as

wansfer asthodds ngedstuches 2 n@wgﬂdle@-,el%EEBQbBer 4 dirgsaeerineetion (e.g.,

wi th the ongoi ng downl oad of the stream [0099] There

IEEENB 9% g dhenrbottethe meadit contest adithe desorptiegnionatticrcadYRiransferred,
be a conplete digital video DVR For instance, the

svehlilat ticristagnity of dreedevost eapaensces prasermedabl e head end

may be transferred reliably to the destination DVR

[0094] Al Centeat owredryare threemed iabow poeatial shadt efthéincdrtent. A further
source DVR 110 may be transferred to a head-end

speoseh endrPdd e datytraxferpéi@eernth®D VR 103@d 370/9hisieindelone in a
containing the crypto chip fromthe

number of standard and custom ways. For instance, the Diffie-Hellman secure connection

protocol may be used to generate a one-time key that is then used to encrypt the transfer.
[0095] If it is desirable to allow the transfer to only occur to certain specified DVRs, an
integrated security system may be used. The public key of each DVR is known to the other,
either through pre-sharing keys or a dynamic exchange of keys. When the transfer is started,
the DVRs exchange signed certificates that are encrypted based on the public key of the
other DVR. If both DVRs can decrypt and verify the signature of the other, then each DVR
has authenticated the other’s identity and can proceed to establish a one-time session key

that is then used to encrypt the data during the transfer.
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DVR The PC establish a secure nechani smfor

transferring content to and fromthe PC. The PC woul d
wappsacodse be a DVR to ot her DVRs, because it wowius2008©42211
the USB dongle to authenticate and generate encryption

keys. Content can then be stored on the PCin

encrypted form The content can be emailed to other

or ’ 'H{a;ﬁ Yi§1ed tSRHAR8 &rick Center 130. A

@ r] Rt\elgglsg{éﬂltﬁg%p& hrgt@l§e tbeegﬁt gt are passed C%r%nnggr

he s h

\éﬁ\g?rhrge{}{@%?aggﬁlglts%m%%{Qli;]tgrolgo ?nd: Y @sﬁhﬁ@t@xfo }]N}/%ﬁi'\%o he owns

e cef ate rmves W t

ol iy eGSO TP LR s
aglgl?ﬂn]gﬁtg St obige @ﬁ@h{p&%@%@ﬁs@uﬁgﬁ B 3he %Eg I DVRHhBugh an
@%?ﬂr { Cf g"ﬂi(@ | I%%\'H %%gvufe cepter [ i/% 1\';\1%1&talr%sha recorglo?this

rotect.i t he, cont ent fr heft. . ossi ble f
ReEtor eg%ﬁqmossw@%& gilofss it Eip R RS Sp ieach DVR.
andt0|n|t| decryption_upo | ayback. Thi
Frgynsiancasbgul $heseqmey Syt be elseipe e @EY g et i fey of the
DVRs. In order to _properly conpl i cul ar set
@bﬁt@ﬁ?ﬁp‘ﬁﬁeé:t 1é@tpi°§ﬁ11blﬁ Vi %d%lé %@g{'lp%{’gé S%htthattq?ﬁy %Péafiré‘uﬁ'lonzed to the
stream (such as once, expire after one day
suEce)DVR 0. @iaRh K@ﬂpﬁgrww@ﬁth%trawfeabé@@ T@B?fééf‘( uploaded to the
descri bi ng the nmedia streamthe copy protection
sentien ermtar & A0.dsiescthistinlermption conldl heaueegssed telpgk for copy protection
(including whether the streamis stored encrypted).
yiolkgogs, Tomesdo mnaborpred DARS, efa. r ul es associated with
the nedia streammay be transferred to the destination
00971770 Ifabe wansifer iFotermptedpthe destinetiddMRVR1TY Omparksdhe enedia stream as
stored a novie fromthe content server 720 that wll
'pattidieindiscdoppimive wbject. Liter, itle tvansfee chay b réskeeted] $iner the design of
wi shesto have this nedia streamtransferred, it is
the dhiabask Bysterh haarnmeksahe mgdiantredm tdrebedesquehaidemificd\iR the
770, and the descriptive object is transferred as
d&tihation VIR 9760k el stredir isofolugd, aad thenfaasforbdghis fidin ithend, thus
media streamis faithfully duplicated to the
Se5dih D -tr ARfPYRMEdIA that BB leadyTeed R, OREE thRIeglite h@lia stream is
pulled fromthe source DVR 110 and installed in the

stored, the descriptive object is updated to show a complete media stream.

[0098] Transferring digital data between the DVRs may take place at whatever speed is
appropriate. For instance, it may be the case that the network between the DVRs is slow, in
which case the transfer duration will be longer than the playback duration of the content.
Alternatively, the network may be fast, in which case multiple media streams might be
transferred in much less time than taken for playback of one content item. The viewer on the
destination DVR may start viewing the media stream as soon as the first portions are

available, in parallel with the ongoing download of the stream.
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destination DVR 770. Wen the nedia content is viewed,

the viewer is properly charged and all copy protection
woub®nebah | owed. The origi nal nedia content an#@CT/US2004/042211

descriptive information m ght, or m ght not, be

renmoved. For instance, in a "viewonce" schene, the

originals are destroyed, whereas in a

[iti(?;@‘]‘r gerRee is\Ho§ un%ﬁlgﬁﬂg\at thd @ & d@ﬁ{natl[ngﬂ)% bé@bd?x?plete digital

same techni ques a escri bed above, a secure

AL IOR | 16A A RBGS FEME SroUIEEA bOB s 1S cable head snd may be

tweén two or nore using a ne

tr%ﬁsf g@l%ﬁ%l& ?cpf]ll@ Gk tﬂlgtlorFﬁthﬁg'}'?'tog R t@%eﬁéﬁ“fy the I%gcﬂg @&éa’n? fored in the

enab es con erac

sSUBIPNES 1 wfiPBe &&’nsfétn%% Qﬁéd[dg%%ﬁ) ”aybe provi ded

rn various e Synchroni zed

T TS SE L  d omo
DVR.770 h

R e e TR

47 Rob S5 FRSTAYBTP ol BRSO 0 R e o

note | ocation can watch the same presentation giy n
ﬁleﬂvf@tes@ﬁlages\%@ to GhORiPEES CPHEnt oafif 5t8t0e;¢é1<gnt%?6%§

vi ewer s, conmruni cati ng_t hrough some other neans,

eaeryRted &orap hbigesontert canbe éim&tlﬁd tofihgr €G08 DR H&le@shﬁé PCS must
control s the playback on both DVRs of the sane

hayoy SR donaieéo decrentiiag Goptenh peergledesibatone paspukirem the service

di scussion of the programof interest. The means of )

cetainl A te dhd Rfp areesjor RAM en tiediSH denglesn e etificate gipves with
the display in which the participants type conments.

tisuddnglerand ppna atomedhenythp EClsslerdd fidve. busi ness

presentations as well as for entertai nnent

[BLOD oS eCerfad B flia @B)rititiok aphisitungs, suchvasaligital efteltiteessystems,
source DVR 110 may indicate that a particul ar program

bedeabdst st medie dorttent irhan etesyipitaiatatarUsigR [6¢4l. detnyption facility based
response, the source DVR 110 sends a nessage to the

oflessianiadard) thd MBrlid ¢ehtehicdeceypigiamly fat id eRtvied ahuoprotdviihg the

to schedul e recording of the |inked program

chhieay figh eleft, Ittihypospiblgonthie DAYR besave tHesk @trggedvatdia stheams to disk,

and to initiate decryption upon playback. This method may be used to transfer media
streams between two DVRs. In order to properly comply a particular set of content
protection rules associated with the media stream (such as play once, expire after one day,
etc.), the DVR maintains with the database object describing the media stream the copy
protection information associated with the media stream (including whether the stream is
stored encrypted).

[0102] The content protection rules associated with the media stream may be transferred
to the destination DVR 770 as well. For example, the DVR 110 may have stored a movie

from the content server 720 that will not be decrypted until it is viewed. If the viewer wishes
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message for linking or unlinking may contain only the

programidentification, assum ng both DVRs 110 and 770
wanesiogoaser vi ce. | f the destination DVR 770 i SPADAUSRGD4/042211

service, then the nmessage for |inking may contain

addi tional netadata. [0107] (3) Sound or graphics

effects. Wien the viewer takes an action, such as
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R o Sy Sl tgbgagépagg? W %@gﬁegﬁm&ﬁe@m the

rren

c{?‘fﬂlﬁg ’\'}\/&5& ﬁé}%‘}m. ° %ﬁﬁglﬁglgtgﬁglg%%ﬁvﬁgemyr%eﬁy charged and

ransfer ot her es f dat.a. Far . .
B Beechion SilgthEved ByR Ot LA caarh o8 SRURP i igformation
g{ 760, Data such a oftvvare (aphl cal, g ts, . .
b Pamgnekb %l%ﬁcl%f"’egt ©Or Ins{agge, EB% t PEVPEF T CIB%E’R}%‘B?@“E‘IS are
the two DVRs. For instance, the portabl e DVR 760 may
dseirqusaaviadeasin g acheras prvesy bipheme A BRR 110 every

time the two DVRs are connected. The update may
[PH4] udeUsing thersemeitprimighes asrlescaibed Abpva, %W@@W}?@ﬁ%ed and

synchroni zi ng program i nformation, synchronizing
seeeradinegtion mag be established berweersipocty mage VAR usinge netwakor |
where the portable DVR 760 may tell the hone DVR 110
modedes@nectmnpEgghlishing sechusenneationseablerseontipl intetaetions to take
viewed it. The portable DVR 760 transfers any

pper Serhe examyilesf of cneitdl anteractiank ¢hah oray bDyR viddd inivenensembodiments
two DVRs are connected, and the honme DVR 110 then

sends the operational information to the service

center 130 whenever the home DVR 110 accesses to the

[0%03]i ce(1) SyhehroriZéd Atk ATviewenday eontmd trivk-pdonfeatures on a
automatically. In such a case, when two DVRs are

Reivues hedia sreadt Eathikeg ceainis o @esedad trnistidation DVR 770, which
performed, such as updating program gui de or software,

ARSndtiENy pEhirms S QARBCHTRY FoCeXafplt; b ptdsetletrap\Eive a livé

the destination DVR 760 is a

presentation using the source DVR 110 as a multimedia playback device, and an audience at
a remote location can watch the same presentation given in the same way at the same time.
Alternatively, two viewers communicating through some other means, such as a telephone,
may interact, while one or the other controls the playback on both DVRs of the same
program. This alternative approach allows precise discussion of the program of interest. The
means of communication may be a simple chat program overlaid on the display in which the

participants type comments. Such an approach may be used for business presentations as

well as for entertainment purposes.
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smal l er portable unit, then not all nedia streans

would fit. hi this case, the viewer may explicitly
wohozaeosshi ch media streans to transfer. Alter parivgeioy/o42211

application software in the source DVR may use

preference information to select a subset of the

avai |l abl e nedia of nost interest to the viewer and
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thespaze e KRBT UDHRKIng Ay SRRiaitPOE (be SBESEEh fdsHififtoy fsgpming
such_as length, actors, rating, et¢c. The criteria can

bot QY Rs 146 prch AL age psepdce: é‘ig %3@8“9?%51?‘4?-770@ QR gREyaRe, then the
SECURI TY  SCHEMA [ 0110] _As nentioned above, one

TRgSPAES deninkineamay prRin additionad mstadataencr ypt ed dat a

transfer between DVRs 110, 760, 770 or a content )
[OEfRer (32Eounskpregrapites Biigots 78hen thy giewpr takag st askiem, such as pressing
all ows users to record a programon one DVR 110, and
atpraeticulea ke saquenasy g seurroR VRnHOesy mwire yqumd of presart apraphic. The
encrypted data transfer system descri bed herei n makes

sotrce VR 810 dlscmiay pass that avent tr the destinatidn DR/ 70Vrichorepreduces that
i nconpati ble system or to a systemoutside the

shme adundror @faphtve of a differebiiRundor graghin gbspeiatedet thertastination DVR
exerci se reasonable Fair Use rights to the recordings
T70atith the yctioavtiat weed éakeh.Uior irlseanag) prohdd mayakdé sourids to a program this
difficult for users to 'pirate' videos, or send

wdye Whithnerbeasplidatedtfbuchis friehtl @ dsemote\destimtiowD V& 7 FeSuch

Use principles.[0112] Various enbodi nents of the
RARNRRHES nfagbe nilti®ayl ncl ude the fol |l owi ng aspects:

Recordi ngs are encrypted. Many recordi ngs are

[6108] Y Pt BchnofePafphedéh ADVRE Riak/it@dhdfyr other types of data as well. For

example, consider a large home DVR 110 and a smaller portable DVR 760. Data such as
software, graphical elements, program guide data, etc., may be transferred between the two
DVRs. For instance, the portable DVR 760 may be updated or data synched by the home
DVR 110 every time the two DVRs are connected. The update may include transferring and
installing a software update, synchronizing program information, synchronizing recording
schedules, etc. The synch is much like a PDA where the portable DVR 760 may tell the
home DVR 110 to delete a program because the user has already viewed it. The portable
DVR 760 transfers any operational information to the home DVR 110 whenever two DVRs
are connected, and the home DVR 110 then sends the operational information to the service

center 130 whenever the home DVR 110 accesses to the service center 130.
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recorded. Those recordings that are not encrypted may

be encrypted before being transferred fromone DVR to
wanoisvescso This makes it difficult for anyone tectasedoi/os2211

the recording data as it travels through a hone's

network and to nmake a copy of the data. Wen an

encrypted recording is transferred fromone DVR to

[0306] Nerhe Lh@atd BESHY AEE SYSHARINAMN QichuSAsd, hthen 60O DYIR3Gre
unl’'ess the sending system al so transfers the

ccﬁﬂ‘éété‘cp_tais%f‘:f)g&%%rgéu% A BYnsasSpatorined stk bs dfdiatin®@pegram guide or
g

recordi ng. may di scover other systens from

sOMR-68 2hdl tHEh HUdidl RASE Blaybe GRAHeR@Sascl. Bthé BeshARHAIGR 760 is

mechdni smor other netwdork discovery protocol. In such

Slﬁ%lfe? ?&%[b‘ie %gtt ‘flq{o? al} @eﬁﬁ%ﬁf@eﬁﬂs WERH ¢t In iMPLLB] thy vRFer may

eave oca subnet. In the residenti al

ey%gi\éit@%ﬂgg{éhr/mal Jng{ﬁ lstréeﬁilsstU k?{%fjstfeli‘? %‘ﬁ?ﬁaﬁ@e‘iy,aapfiﬁéﬁﬁbﬁ sbffWhre in the

I Ona or alternative ere 1s a concern
t hat user. W . I r.di i Mmedia of
B et B PSR At BTt
no .mechani.sm.whi ch S . :
3 AP AT e ) AR oBbPePIRTrk o
of a system | qcated. el sewhere.on. t lnter .
sy 37 GO FoP BT UL Bt OBy el Th g or
0 Vg{to ia%g%? 2} %go%sg g@%%%lgéﬂoﬁpgsﬁgégg%%@ )C?Ip atcﬁaﬁ/r{e?ﬂe recorded)
"aut hori zed" nay n that the degstipnation DVR is in . .
mppenclilvs TkSEROIV B W‘fl)ésgtrag@gf e ByVE Ran it hofh riteri
aut hori zed. The key transfer .is perforned ysi ngwg f
maghg Sthethghibe Prqgram Fag e@gwt gkedhor chosen Aaseq 0By, o gypferences.
transferred is_inteIIj%ibIe only to the one systemto _.
Anpiipeogram infermationstoredia thg AeNEHRTYE OPISAL 50§ the sRmtel maybe used in the
digital certificate, which |lists the specific systens
selendian critsripesugl pg lengthorrtorp geiings sicd THe cirra gabliggeisicHgnsesuch as
user. The certificate includes the public keys of the
“syeyemansies’nd i s "signed' by the service provider.
G. NETWORK SECURITY SCHEMA
[0110]  As mentioned above, one approach herein provides a secure encrypted data
transfer between DVRs 110, 760, 770 or a content server 720 and a DVR 110, 760, 770. The
approach allows users to record a program on one DVR 110, and then watch the program on
another DVR 770.
[0111] The encrypted data transfer system described herein makes it very difficult to
transfer videos from a DVR to any incompatible system, or to a system outside the location
of the first DVR. Accordingly, users may exercise reasonable Fair Use rights to the

recordings that they have made, but the approach makes it difficult for users to 'pirate’

videos, or send premium content to their friends in violation of Fair Use principles.
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Each systemverifies the signature on the,certificate

it is using, and also verifies its own identity
wageisnstesh hat contained in the certificate!, bePoTas2004/042211

transferring any data or keys to any other system

[0113] The certificate system can be based on the

. El Gamal public/private key system and on the Bl owfish

e p h . P . .

Y o i R o el P B PRl ving
a&&&k@l nunber”™ or "copy a certificate to a different
systent or "alter a certificate". [0114] Referring to
Figs., 7 and 9, a user s onto the servj.c nter 130..
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cont ent tween. Usin ny appropriate user interface . .
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thro @@H&FIF%‘P 5%&1%9?3{1‘ byamoler« G mekeR B D mORG D "nit?
the serial nunbers that the yser has preyiouysly

regi dicsperrdinglatags inrgels dRvel 2 home Tadtvarkapd e ks g popy of the
the user to only the DVRs that he is a registered

ownerdaif by displaying only those DVRs for sel ection.

The user can associate a nane wth each unit, e.g.,

| i ¥i MghencoranDiyRiedbecprdiogis temsferred Goml dne P VR éo apdhertthe receiving
easily identify a unit. The user selects the units

t hat shgemeaammt te thheacerdmg unless fesendreglsystom glko triuGickSihe

The service center 130 creates a digital certificate

901 tehatptictdddciyfption kenassodaied siththdt snd feadrding. has

sel ected. The certificate 901 includes each unit's

sesi A DVRRGY difEb3er B8 syiafhs tfifden WRich @SRI@RCIREfep thbidings via an
key 904, 905. The nane that the user has assigned to

each rpRfdadéaat ALSRANBHOG T hEfHRTE 8dcovasy froisiatitshcRMiscovery
name 902 in the certificate 901. The certificate can

cont aj Ry, di’k%%?%p&fkeﬂé ?ﬁi&ll‘y%tnoﬁ REvURE loch P Mubhdt € the
i ncl ddi ng PCs wi th USB dongl és as descri bed

above.difthiidle Q;?oﬁﬁéﬂ F€lot413P sthitdet &iipirlstd £RSReIPANI Ofitionally or

not exist indefinitely, an expiration date 907 is

iggg' %ﬂ%aﬂi\%ly}é EHP% idh E&&%%Hgn%]useﬁvﬂ‘ﬂ B} foZhard i OMiHESwith other

I
IS use t units t

users, then application software of the DVR provides no mechanism which would

allow the system's owner to type in or otherwise manually specify the IP address of a
system located elsewhere on the Internet.

¢ A DVR may only send a recording encryption key to another DVR, if the receiving
system is "authorized" to view that recording. For example, in this context
“authorized” may mean that the destination DVR is in the same household or is
registered by the owner as authorized. The key transfer is performed using a robust
public/private key system —in which each key transferred is intelligible only to the

one system to which it was sent.
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The content server 720 then sends the encrypted strong

rEﬁ%eI*th&thﬁ‘e Q\%ﬂl@s%revﬁ@&ggééﬁs . d@eis¥Rice célﬁtﬁr B30 @A G1so restrict the

ey. In one approach, ryption may use hardware
user to only the DVRs that he is a registered owner of by displaying only those DVRs for

selection. The user can associate a name with each unit, e.g., living room DVR, bedroom,
etc., to allow the user to easily identify a unit. The user selects the units that he wants to
share or transfer media with.

[0115] The service center 130 creates a digital certificate 901 that identifies the user’s
units that he has selected. The certificate 901 includes each unit’s serial number 903, 905,
and the corresponding public key 904, 905. The name that the user has assigned to each unit
is also cross referenced, as indicated by name 902 in the certificate 901. The certificate can
contain any number of units that the user identifies, including PCs with USB dongles as

described above.
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decryption el enents. The two systens now share a

secure key. [0121] The user can reguest sendi ng
woentsaeossp ecor ded content to the DVR 110. WhenPChais2004/042211

content server 720 sends a previously encrypted

recording to the DVR 110, it |oads a recordi ng key

that was used to encrypt the recording fromits

[BP63Pas o ARt BRGNP il IRARdhotdxleidesiifly, A @xpiration date
strong key. The content server 720 sends the ‘encrypted

98? COMBuAG H8Me LifiiEe QYR Pg-a-i%ital[ sq)gn%%]re Iiweis VR sblfat units that
decrypts the recording key using the strong key that

. . . . r .
i A oSO SEIAL s AR i S
rqpoigﬁd content that it has stored locally to the DVR
™G ““Ihe recorded content has al ready been encrypted

(5. R BRI UG S N 158 g
SRS opL B ST OB PR B3R ¢ D B
B BB SRRt LIPS e e B B R B
g OB SR SRR RSB BT st v 7o

is in an encrypted state during #ransntssion anP IS o
o3 gPTEWCEA s S5t aer GhRicE 20 PR DefFEk spRReption ARbopg g receive its
unaut hori zed copying of the content. [0124] |f the

cenificatsr Adternpdivelyibe Bestable RWRUIOOran yasewe 1ts gergifigatn frompr DVR 110
the DVR 110, it creates a randomrecording key that

thatlit copaeais®d t o encrypt the recording and encrypts the
recordi ng key using the strong key. The content server

[0218] s e nBacht ER A 85 460t €W, Merdfinsdhaesriidisatabt drsTypiirg He certificate and
[0125] The DVR 110 decrypts the recordi ng key using

wehifyisg themligitebsigndtae 908 instha certifipate A0t Henesche BYIR kasrvgtified that the
720 and stores the recording key. The content server

digitnl signataret908 is fomrthlestrdonteater 180dhe DVRaslsshametetork locations of
locally to the DVR 110. The recorded content was

diigieersahat preclibtathianhd dertificatedilil gasiad 4 yees tise@ary moadcbly siwh as

the content server 720. The content

Rendezvous from Apple Computer Inc. of Cupertino, CA.

[0119] Once a DVR 110 has discovered a peer 770 in the network, it sets up an
encrypted connection with the peer 770 using the peer’s public key from the certificate 901.
The encrypted connection may be “weakly” encrypted in that it is a function of two public
keys, one from each peer. Each peer sends a message using the other’s public key. A unit is
designated as the content server, in this example, the content server 720 is provided by the
service provider and is remotely located.

[0120] The content server 720 creates a more strongly encrypted connection with the
DVR 110 by creating a random strong connection key and encrypts the strong key using the

DVR’s public key. The content server 720 then sends the encrypted strong key to the DVR
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server 720 sends the recorded content, encrypting the
content as it sends the content. [0126] The DVR 110
wonisasodshe recorded content directly to its sSPOTAGE004/042211
device without decoding it. Wen the DVR plays the
recorded content, it decodes the content on the fly.

The approach still preserves the integrity of the

lrlgoﬂ{edngRCﬁ@tcﬁgﬁB@%@éiﬁﬁ gkBE mUMe@Pbrohch, BBer@Btion may use hardware

encrypted st at uring transmssion and is s or ed

g@gy@% S h) tfh% @X@yst%rﬁ@ﬁcﬁp%a% SV&Ntd 1&%2

copyi ng” of the content. Fig. 10

AL SR A i BT Ry, v
ggq%(’g%ﬁqswe BQ}E fgg‘g&%? %ﬂcpg d%QoQél[nﬁ‘?o bRGEHRY lb Nt loads a
rFE(%%&eJEg 3?%%‘9 P W3 3 o%oeerq?greo?ﬁis Ierﬁc 7dih %fﬂglrn n;gs? c?ata{bgge aqﬁ encrypts the

i nst. t|n er ent 1006 V| .

rociaing e stng, G s heS< arE S Simiasnsr L see T —

shar and aSSOC|ates each unit by the roomin

]ﬁ%t%ﬁl&ﬁﬁ%giédes The service center 1006 creates a

o RSN BoR 2 o e thofd  Ba wi
ublic key alon with an ex iration date and the

thepautend seé?rﬂép a§d gogsthg regqrswgtkey e The eprsent sepyer 7@9&?@8 the

server 1002 can be a PC, DVR _or other type of conten

rocar e conteRb e haxreared Ioar B oy DY 10 G pesordgpniggt has elready

the main source of nmultinedia content in the |oca
heen ornrkoted whowit wap erigiaplly sered dasaby by doaosentrsrien20. The content
certificate to the nedia server 1002 and the DVRs
se0687201¢0ds the @@®rdedicantehtevithoubdereypting Gir contpat.nedi a
server 1002 and the DVRs 1003, 1004, 1005, use the
[01233r maTheoD ViRl t0heriteethe irédordet e ontentlizechy tor its dherpge device without
peers. The DVRs 1103, 1004, 1005, discover that the
deedliiag #e Wien tHODYR [dayshke @wodrded yatierm) it erbdésshe eongént gn the fly.
content. Once the nedia server 1002 has established a
Tieadpbioacn desytibeichetsdn presdrivesrthantdgriepcfth®vdeorded content because the
content is in an encrypted state during transmission and is stored encrypted on the DVR,
thereby preventing any unauthorized copying of the content.
[0124] If the content server 720 sends an unencrypted recording to the DVR 110, it
creates a random recording key that will be used to encrypt the recording and encrypts the
recording key using the strong key. The content server 720 sends the encrypted recording
key to the DVR 110.
[0125] The DVR 110 decrypts the recording key using the strong key that it shares with

the content server 720 and stores the recording key. The content server 720 sends the

recorded content that it has stored locally to the DVR 110. The recorded content was not
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1003, 1004, 1005, it creates a random strong

connection key for each DVR 1003, 1004, 1005. The nedi a
weensme06s002 encrypts each strong key using thecT/us2004/042211

particular DVR s public key and sends the encrypted

strong key to each DVR 1003, 1004, 1005. The DVR uses

its local crypto chip to decrypt the strong key. The

' SRANQSIIADLS ERloatekEservdr 7D@ aThddRtent
ol e §5it finod QHEABNCERANRRIALS B ofoltetritr 7O TRIen

%@%"7 2B\B daRe REGRASE cdiferd: %cﬁ?ﬂh@th% RbNiBAL a8 iCRAILHE Sontent.

rring first to FIG he user goes to the Now

[(ﬁ g}/ gl; Q?%rilé% (tﬂ@fe‘?:grdbé c&ﬁ&it%irgétiyq() ilsRtdk e'@hce without

o the No Show ng screen i'n Fig.

dggé) al | \N'ﬁgrg &h%lgﬁéﬁr\yg tﬁet}@([é)r{léa%gﬁﬁﬁf tg@@o&‘g @lfest%nteﬁpén the fly.

cates that the
Ti%?é@?%'?ﬁ%@ T e AR B e IR Shicn R0l ho content is in an
1701,
eﬁﬁgﬁt(g@ giﬁf éﬁ{mg fran sfli:%l&sl(l ng‘edr%%t%)r %ng {aglhl%égl?e f)b%ﬁtﬂefe%gireventmg

can %lghu.es t hat %% ta|[£1 ecorded content (music,
2BY, BRBEIOTIZPY EP Y g‘ e nt to a parti cul ar DVR 1003

o il Bk b PO AR g o

itsel f. The us sel tions for tra

10 e EERP OB 21 R O3 (HaeH p%ﬁqo&@ﬁ@#&gﬁ&s located
1801 (FI G 18)\@5The user an sel ect. where to,@]&art th 1002
ip Badroper2, pRORVES] Gy 1%1103@ tgd in the ERicgpmsAt i9e: Thgmedia server
exanple, the transfer can start fromthe begj nnin

reshdespn thgrlaWng fecsmn Whrowser sonds ifrmafion %nsgaﬂ%gﬁe %ﬁmg% cealter 1006
certain time into the program The user can_view an

that ANERe1003uEI0S, £, ant medial seskest 1§02 areraahorized iorﬁbar@zfﬁ%tent and

manner, as indicated by screen capture 2001 of FIG 20
aasvdiabas ree@num‘alm the eoq1 puwlith frggides] The gergied comfer 1006 creates a

descri bed above with reference to FIG 10, the nedi a
centificete 9D0 @Rt cantaine the needpr ewicra dP§2 @nicfraylpm{:R’s @0Q%, dPory 1005,
to the DVR 1003. The nedi a server 1002 | oads a

sefglandibegarideyublib &ty slasg withdn txpietion dge andtheserinedienigr’s digital
fromits database and encrypts the recordi ng key using
sigianeé.r ong key. The nedia server 1002 can optionally
encrypt the recording key for
[0128] The media server 1002 can be a PC, DVR, or other type of content server. The
user designates the media server 1002 as the main source of multimedia content in the local
network.
[0129] The service center 1006 sends the certificate to the media server 1002 and the
DVRs 1003, 1004, 1005, via the Internet 1007. The media server 1002 and the DVRs 1003,
1004, 1005, use the information in the certificate to discover their peers. The DVRs 1103,
1004, 1005, discover that the media server 1002 is the only system that is serving content.
Once the media server 1002 has established a weakly encrypted connection with each DVR

1003, 1004, 1005, it creates a random strong connection key for each DVR 1003, 1004,
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storage in its database using a local encryption key.

It is normally not desirable to store anyof the
wenaersyptdsen keys in cleartext, so sinple encrypCrms2004/042211
with a local key is best. It sends the encrypted
recording key to the DVR 1003. [0132] The DVR 1003
decrypts the recordi ng key using the strong key that

b L e b s B RO bR DO bt
1{;;2%{? sdelélggglg %ngétlfa gﬁ&(flsl?egﬁé egc%)b\?lgfe}g()? l%b&’ res. TKQBVR uses its

sen reco cdontént that It
5 S b By e 0 g e s ey
AR RVR LRV LI 0857t 0"t her ecor ded content -
(0o RHETEES PRt Cohea DRt 16551 g 1y wop sgrdges contents.
ROAH PG HblCh d e Gm e B Qe FIRIMES B CRh O is the

fly using the recording key, Referring to EIG. 19, the,
sipsilar 18 mw@ccpnteﬁbtoﬁhgﬁ PRSI HigHShEseR BT ecPeidH! sgesll migla
see if the programis still transferring. The user can
spivasp that hegpserragracesss-Jur example appedja W@f%@behw Ifihipates that the
the transfer is in progress (as described aboyg% or )
useropen perest the PR parped ‘ﬂ?gedsmp’ thgsereelests thasdpsirebsprver using label
[0134] If the nmedia server 1002 sends an unencrypted
1662 andl pentend serben AR (FBHI7) istdisplayad 8wt bists whaientent the media
recording key that will be used to encrypt the
seweohatiangylabied Theasgiag reduestitleat oerthimrpokrsied ogritens (miysic, photos,
strong key. The nedi a server 1002 sends the encrypted
videopetdi) he sdotyo 4 partiidarIVIRR 1003 via[thd @enT bareddMR 01008e user can do
decrypts the recording key using the strong key that

this rahatelgas dedchibehsborve dir shreeghviae DMIO P0M8nithet Ghe gsdr helects the
recording key. The DVR 1003 can optionally encrypt the
dptieay ot tignskeping Genglected caradnt kisiyig bethnsfer @itionageeenTlzol (FIG. 18).
medi a server 1002 sends the recorded content that it

Thesus&icah e€ledtdiatd i stadt thé BaddR bAOGing D Staftgeomdption1802. For
content was not encrypted when it was originally

ez(fél?ggﬁrjthl: Qe fbical ¥tatt TR BRIbAginAY OF theQPdararhNBomBetee the user last
paused, or at a certéin time into the program. The user can view and transfer music content
and photo content in the same manner, as indicated by screen capture 2001 of FIG. 20 and
screen capture 2101 of FIG. 21.

[0131] As described above with reference to FIG. 10, the media server 1002 can send a
previously encrypted recording to the DVR 1003. The media server 1002 loads a recording
key that was used to encrypt the recording from its database and encrypts the recording key

using the strong key. The media server 1002 can optionally encrypt the recording key for

storage in its database using a local encryption key. It is normally not desirable to store any
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1002 sends the recorded content, encrypting the

content as it sends the content.[0136] The DVR 1003
wonitsasodshe recorded content directly to its SPOTAFE004/042211

devi ce without decoding it. Wien the DVR 1003 pl ays

the recorded content, it decodes the content on the

fly using the recording key. [0137] Note that if

STy &ﬁfggﬁ&?)ﬁé}‘sgﬁ‘ ERaREE B sERANE BAdtypiloRrilVRobAA3y §ORSt. Tt sends the

not ne to store the content on |ts st orage devi ce.

j I the content inmediately.
%&nﬁﬁgﬂ%%ﬁﬂ£€¥ '§t%ﬁ??§bggg the DVR 1003 decrypts the

ag&g ent Tﬁ) {/ﬁel ook ¥e r%/’é 3R regd}glng @P%ggﬁg‘thg %ﬁ&ﬁ% & ?ttlt shares

e per orims equa wel | net wor

e o Sl thoclidriutdyy Yoo YR irbebh optionatly

e%%r?%% t%g ?ecgfn%ng %‘\y&%g%oall(lggal ﬁ(@%@gf?ggﬂsﬁ%{'?g l’i;h%X‘igérdge?'a %eréer IQOZ sends the

f?‘?ﬂﬁéedt‘i‘?“ ﬁ"h 1&%@?@5«2@?@%@% ﬁmogﬁutfﬁéfvﬁfd%d lconter'ﬁas
)S/hkﬁa%h F{]]Cg%%t%(? gﬁ ﬁg\%s gl\égRngﬁ}é‘% giocnﬁ% %;g %%Lljrngd\{g seergert1802. The

n|f|c ws down the D S .overa

s B2 orile B Qe SCRCRY it AR RS RPE 01
the added burden of cr atin new strong key whenever ih
AURIR 11esoDY BolR ses the recaRled peient djrectly atSm% %WR@ without
1102 the_burden_of decrypting the strong key af
degqsbing itoWhea dhedpVR 1083 @é*}v s thedeqoyded content i d@?@d&ﬁ Flgf: content on the
creates a strong connection keY stores it inits
flyoesing thatdserdined®y. Refrangiofdts19,Rle weycangielegt thpprogram
public key of the other DVR 1102. The DVR 1101 sends
infoematinnrsgreee 496k toseeyifites programhis sifil/Ransfaring. THee WorRcaniday the
decrypts the strong key and stores the key in its
piregram byascleetingiRdy eptiomd 902 while te temsfeyistie grograse (ag desoyibed above)
and the machi ne serial nunber of DVR 1101. [0141] If
or kep IVRrdnk P usiep Stopgraosfer eptioadP83.t ed, it does not know
what its status is in the network. It may have been
[0184h f oIf tlee thedia serearri@82 sends bn mmgnchypved rb@eding to the DVR 1003, it
transpl anted from
creates a random recording key that will be used to encrypt the recording and encrypts the

recording key using the strong key. The media server 1002 sends the encrypted recording
key to the DVR 1003.

[0135] The DVR 1003 decrypts the recording key using the strong key that it shares
with the media server 1002 and stores the recording key. The DVR 1003 can optionally
encrypt the recording key using a local key before storage. The media server 1002 sends the
recorded content that it has stored locally to the DVR 1003. The recorded content was not
encrypted when it was originally stored locally by the media server 1002. The media server

1002 sends the recorded content, encrypting the content as it sends the content.
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anot her network. The DVR 1102 requests the strong key

fromthe DVR 1101 designated as the nedia server. The
wOYRsShE@EY sends the strong key that it has st opew/usmo4/042211

its local cachell03, or if the DVR 1102 has not had a

strong connection established with the DVR 1101,

creates a new strong key. The strong key is encrypted

P, B B 5 KB 3 38 o wivon
BEROLEL Py B R R o o n e

ét dog% a bh%mﬁﬁe conmparison with the encrypted key in
hEMH YN “Y104. 1f the two keys are the sane,

th 1102, uses t.he previously.d d, ke
DF§f e Ralaih b EohutiaRts B Piay e 3 R iaigsed o
decrypts the newly sent key.an tores. the encrypted .
8§ MelFediy e serpes Sipem et ny P ch bl gs e dpHR uedistly.
in anewentry i ocal cache 1104, Thi t he
hfﬂwgoa@efrlﬁ ﬁmr%wefgtt%%&@ 3 cegapts {IteecﬁPt%%‘hﬁ’ﬁE@%l utely
necessary. |. I NTERNET NEDI A LOAD| NG [ 0143] .To )
L) | ¢ Abwanpiash ﬁe&tcﬂE%ca?bgva 8 ‘l’%&cﬁqﬂgiﬁ‘f’?}b% logal petwoplpas it does
a DVR, Fig. 12 shows a nodification of the digital
aceast thiejlatgimst.-shown in Fig. 9. Also, referring again to
Fig. 7, the service center 130 creates the certificate
BOHREAERVING (ERTIFH AEE GQHBR¥NGY0, 770. The DVR
110, 770 wll recognize a service entry using a
b3 al Ryfepingfagrimdo Fig: il & thecuepféon ofrg strgbg kesr ta]%e,sén@y CPU cycles.
serial number field 903, for exanple: FFFXXXXXXXXXXXX,
Intoee eprirhash; RIRXKHOL xaybe requiredse dreats apd storeckeplunadityt ofirahg keys
i nformation, such as version nunbers, service
for fisird @sg atehectimd thet disqEsapatad pethd @R diaseset. Futher, the receiving
sonmet hing indicative of the service, such as " Speci al
W HReeqiires hagy €8T oflea talddcet thewdong kéyeypontrbeeifk e Fhisisedndficantly
1204, 1206 is filled in with a fully qualified domain
shewedadin the ® Vs es&alp pérfisrnfance. tThe tschihicges hdréih4dide thBVR 1101 the
certificate 901 can contain a m x of service server
ddaédburaén oftrédditlg A&t stiohd kéynf/neadriadDVR TN 62 esbpbis ak isqbstarted. It
date 907 and digital signature 908 remain the sane.
also saves DVR 1102 the burden of decrypting the strong key after reboot or restart.

[0140] The DVR 1101 originally creates a strong connection key, stores it in its local
cabhe 1103, and encrypts the key using the public key of the other DVR 1102. The DVR
1101 sends the encrypted strong key to the DVR 1102. The DVR 1102 decrypts the strong
key and stores the key in its local cache 1104 along with the encrypted strong key and the
machine serial number of DVR 1101.

[0141] If the DVR 1102 reboots or is restarted, it does not know what its status is in the
network. It may have been down for a few seconds or it may have been transplanted from
another network. The DVR 1102 requests the strong key from the DVR 1101 designated as

the media server. The DVR 1101 sends the strong key that it has stored in its local cache
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[0145] Thus, the service center 130 can pl ace

information in the fields in all, or a group, of
woentsicbiasat es to name the same or different SePCEMUS2004/042211

etc.[0146] A DVR 110 recogni zes the service seria

nunber in the certificate and sends a ping to the

server using the domain nane in the key field, for

"ﬁlj gthetﬂ’%lﬁw hisalod h&@@&ron%céoﬁﬁ&tlbﬁ edtdblisBed with the DVR 1101,
reaC

en a new DVR connects the server | ooks

Eé@né?bfgr é&k@gbhhérﬁﬂé&kgvlé & dRRD téd'l%i gJHe fk%&%féh%VR 1102

nee ot ne 0sSsess

éﬁms%&ﬁtg ERAt YR, the server generates the strong
e session and encrypts the strong key with

@ﬁ@ﬁﬁ@ﬁ@é DYREY réc[ebxlfggia oRATRE shHE: EREIEBLEY e local cache
AR 5 S S e v
t?%%t%% RS el ¥¥@ealtlpﬁel %oal?é{' A% G Ak 2R VR 102
i it B Bt KRR s c?@ﬁflﬁé‘séﬁm%%%ti@ DVR 1102

f ser |ces h as_histor dra c et c.
GGy iRl sais uiapd i T ARG BPTALHeY: GROTIPIRG ey s AD AR 1101
11Q .to send its preference vector to the server, which
pachingsepiak nupahes in ey FthE|thelop gachis iy iThis avay the long decryption
net adata. The DVR s_preference vector contains the
gheppis axoidedgicspt Wagsiabsolutglygiecesi#isit t he user has

|nd|cated that he does and does not |ike, what he has

B ANTJERNGT MEDES BOQWNLQAARENGpt i ons such as a season

ass subscription. The server does not store the
l%ﬂ@]e r ededaciletetednternet wediadpwnloading &lonpd servir de aDd@R tHig 12 shows
information after use. This preserves the user's
pmpdificyticamaf theadigial sartificath ehqrreindrigrft eAlsa,refeaingagsinke Fig. 7, the
on the DVR 110. [0150] The standard vi deo, nusic, and
phacocantean 30 ereatemtherckdidieate 90U shithds ddeibotedbe O VazaMe, 770. The
Fig. 16 shows a Now Pl ayi ng screen 1601 where
BVRI 11abT8 wilhteesgnideracervideeenbyRsing 2 apécidlycbrefitedrserial number in the
accessi bl e servers and DVRs are displayed 1602. An
enticy's fedial oanbe Meld 9030Tor example: FFFxxxxxxxxxxxx, where the

"xxxxxxxxxxxx" is used to provide additional information, such as version numbers, service
provider, etc. The display name 902 is set to something indicative of the service, such as
"Special Videos". Instead of a direct public key, the key field 1204, 1206 is filled in with a
fully qualified domain name of the access point for the server.

[0144] The certificate 901 can contain a mix of service server information and peer unit
information. The expiration date 907 and digital signature 908 remain the same.

[0145] Thus, the service center 130 can place information in the fields in all, or a group,

of certificates to name the same or different servers, etc.
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a service has its associated nanme fromthe certificate
listed. In the same manner, content from another DVR
wO0dsiiste3d usi ng the name 1602 that the user haeT/US2004/042211
associated with it, if any exists. This way, the user
knows the source of the content. Fig. 17 shows the
content screenl701 displaying the nanme of the content

ce L [ : '
BRAE" NTRT Iy SEoferd o ) B s

]ggé\gt{ t'(i)lla g&véﬁsﬁi She «tlogrpaﬂ?}{gﬁe thak k&Y ﬁ%lg,;‘fo? E)?aﬁﬁg(ﬂg ﬁfé@key field 1204, to

I ng cormten roma server prn

iMEls &;:a?bg le.TRﬁh&eJ t}fegg PW&B@%& e Rr Rk LS fib i’ﬂe@?ﬂ%i s g)ublic key

responding to reques rom | “as they come In
G U5 ot Sl AP 5 BAFESEE Go08 fpss  co

b Pt P\ Pl SRR o 0 BOMeS e By e somg ey
t d dabl i f th P ad

B OBSRRL Ko 658 PSRN B1Nod b Ber e VR

i3l Gfies Eoionnibains i PuaRishee BYION capruct iy th servr for
sel ects an entry froma server 1301 to transfer to a

9VEe™:303, the DVR 1303 contacts the server 1301 and

requests the appropriate nedia object. At that point, .
kOAdS]s e Fhe sergersyBthipsizes i appropoipterngdadatanie depcsive ayhat § has available
bei ng_downl oaded, which nmay al so_include an entry into
andyendsiihig thg BVEn] 10atSinceitha mietadath is syathesia, ifgan be uniquely created
queried on the service center's Wb site by a user.

argonerddV RdasianFerexamplec i BYIR ewser wady sign wpifon fliffeedng kindm gl

to Fig. 14, a domai n-name redirector 1402 can be used

sehicesy sh pebistorn deonmeomedyn efcr om a DVR 1401 to one of

a group ofthird party servers 1403, 1404, 1405.

[Rdd9)r ectlternatiwsly.abe sarvdyasethstonct theald VRt 116 tol sendiits-pnefemence vector
prefix used, etc. This allows the service center to

toehié seewdr, whick theastvet wseatrodyhthiesicotip apyropriste meeadata. The DVR’s
Redi rection may involve a fee or revenue share in

préferedds vesrtradhtmkttte udeDd Sielvin lehbitsielp. nolmae theader 18 idicated that he

1402 can reside on each third party server 1403, 1404,

does and does not like, what he has consistently recorded using options such as a season
pass subscription. The server does not store the preference vector information; it simply
discards the information after use. This preserves the user's privacy and makes sure the
preferences are always kept on the DVR 110.

[0150] The standard video, music, and photo transfer interface is used as described
above. Fig. 16 shows a Now Playing screen 1601 where available content from the DVR
itself and other accessible servers and DVRs are displayed 1602. An entry for content from
a service has its associated name from the certificate listed. In the same manner, content

from another DVR is listed using the name 1602 that the user has associated with it, if any

exists. This way, the user knows the source of the content. Fig. 17 shows the content screen
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1405, so a request froma DVR 1401 can be redirected
by the third party server itself. The DVR 1401
woemsastasoa connection with third party server pe#@32004/042211
Third party server 1403 "del egates” its
"responsibilities to third party server 1404 by
redirecting the request fromthe DVR 1401 to third
PRIt e 24fé of 1Y RoriéR Lotibe 1720 'Fi%c.] b6 aﬁclh.l?.f hoR@4 h¥isic content

server 1404 forits content requests. is allows a

{dNh B0 REAYpIRGS Ysifiert ScrbbtfB@IPY 1tself if is overloaded

or cannot handl e a request for any reason. USI NG A

J.
o R et i ob e 6 R 1o §eBé faf fom
SR 1 201 e e B AO0R Ttk B LEORAT g Bhyice Movonding o
AR R B RN e TRARER b 8% 199196 WabER  recora 1302

ncryption techni ques or

S RFLE S e TRk B SRR OS5 s o
S RS B0 S SRS ShSes b o
VR 1502 d i f e d

B 350, 00 S50 o TR G es ook

The, DYR 1502 then.reads the data fromthe | ocal

lepgh ahEmaaviserdainisHOVR 1dee sigprd tgo dawglosd wifeot he dat a

over the network to a target DVR sel ected from anon

84211 50 3Vhendlapjusen sphests fronp e e 130 FoEatsies m;wgfé?sm?u the
the third party content server with secure o

PVRASOB sentagis Bie sprver EXH aaf requesss theiapproprigte fmedip abjrst. At that
content server 1501 to the DVR 1502 using the content

Rty ie'servenB0y wen sgordel30R ithept ére programigdeisgdowideadedt which may
the data using the content server's decryption

alecinpiudeien efhen\ADillBEBystewretoncodes (i f needed) and
encrypts (using the DVR s encryption technique) the

9353 whiTherespidsicargbe dpeeridd ba theaeivice deneek Védbasitady a user 1304 so he
devi ce. The DVR 1502 then reads the data fromthe
¢ancasilystheclalgebidevi ce wi t hout decrypting, and sends the

data over the network to a target DVR selected from

pas4lg DRBYehdd}3ip Fih A4, a dabdin-name redirector 1402 can be used that redirects a

connection from a DVR 1401 to one of a group of third party servers 1403, 1404, 1405.
Redirection may occur based on load, the domain-name prefix used, etc. This allows the
service center to redirect a request to another company’s server. Redirection may involve a
fee or revenue share in various embodiments.

[0155] A domain name redirector 1402 can reside on each third party server 1403, 1404,
1405, so a request from a DVR 1401 can be redirected by the third party server itself. The
DVR 1401 requests a connection with third party server 1403. Third party server 1403
“delegates™ its responsibilities to third party server 1404 by redirecting the request from the

DVR 1401 to third party server 1404. DVR 1401 then contacts third party server 1404 for
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[0158] This ensures that a third party content

supplier does not have access to any sensitive
wonb@roaedsp on about the DVR crypto chip, encrypPCDWwS2004/042211

techni ques, or addressing schenes. It further reduces

the time to market and cost of incorporating third

party suppliers into the content server network. K

P atent N@x&g\'ﬁlﬂ}ﬂ alvA B biB2Bler A5iuABSEY it&ﬁdif ?s%\éﬁoaded or
t he nedi

server 1 n any of " the fore90|ng enbodi ment

SaRot¥nde BG q$%ﬁ&r8§bpﬁ% ot her nmechani smthat can

serve conten roaches descrlbed herein all ow

wﬁﬁ?ﬁee ﬂ%égb ﬁ?ﬁ (ﬂ% as nUSIC vi egr,ahg Sﬁgfgs
|‘B ent g%fe%dféito%g% q%déo%te%? [%Vbee \P%ow'&pd’\%v eI?VRthh%g u155%4t ﬂi%S can

Vet sy € access

1 nt the Sont ent need
1%11};@}1 @gp}‘odu% a?co ﬁen server d tﬁgg pgl?}tf c?rgﬁg 6Trver. The

CCO onte can na e va apl e , .

ALY PP LSRRG bR eSS vy %%tweeabgut&ﬁgﬁﬁ s reryption
flle cont ai ni n I nten he .f orm of JPEG
st Oy peR P SAW? 105 e o enciks g sping s P The
t] r exa e,. ng schedul es, dat ahas
ki 150¢Ris %)%ét NN EHEING BAEd éﬁne%eés ae?elcryptlep m&?hnft o Data s sent

anot her server or to the content stored on ano
Lz sy confegbsaresy 1981 ribe BIVIR/ 14Ky ke J%V%AS%@Cp@ﬁsérfﬁ)@@ded) and
[0161]  Such files can be provided to the DVR users via
eEPs the datp tvile stritipg i detato itplRrabsiarsge dede nbliei ¥R 562 then
descri bed bel ow that denopnstrate how content can be
sedsithe data Eaw the tasalstaRgr dvpesdihoRedesryipting and setidgshe data over the
and 23, a typical household DVR setup 2201 i s shown.
RbwemkEO 8 pArgetttNeR seldéted Semagrong POR h3e3, 46¢6d80%.0 t he
| nternet 2205. An enmil author 2204 creates a content
0158 wi Anothet dpproacly peyidepstreghirdhatyf ¢ontent Sepverevitngstws
contai ns the actua
transmission of its content. Data is sent from the content server 1501 to the DVR 1502
using the content server’s encryption technique. The DVR 1502 decrypts the data using the
content server’s decryption technique. The DVR 1502 then encodes (if needed) and
encrypts (using the DVR’s encryption technique) the data while writing the data to its local
storage device. The DVR 1502 then reads the data from the local storage device without
decrypting, and sends the data over the network to a target DVR selected from among DVR
1503, 1504, 1505.
[0158] This ensures that a third party content supplier does not have access to any
sensitive information about the DVR crypto chip, encryption techniques, or addressing
schemes. It further reduces the time to market and cost of incorporating third party suppliers

into the content server network.

K. ACCESSING CONTENT VIA EMAIL
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bi nary data for several images in JPEG format (it can

contain any type of content). The content file is
wemnisioeehsas an attachment to a user who accesseeTAISHI04/042211

fromthe sane conputer running the nedia server 2202.

Message conmuni cati on nmechani snms ot her than email may

be used in alternative enbodi nents. [0163] The user

f0essls t g agsEbla Me, thé nﬁ&a's@rvbﬁﬁleahﬁ ot ad fbx@gslhg embodiments can
content, the user selects the attached content file,

BJB’P’@']@GRt HEnFRHeR nRehA&im #EPSn LB cO%EHS ThE& ﬁ%@&lﬁﬁhescnbed

file.  The’ medl aserver 2202 adds information a out

st 0\1«9% Qta§ ﬁéﬂts %9%@% é@f&@f‘r‘tﬂ‘@cgﬁ Iﬁﬁ%&g%Bntent such as

et a or mati on and J ata can be

B6dE rv?&e%d rﬁl([:}%%%uéon@ﬁgstgﬁgtroggﬁeﬁfa de etfg %{Wﬁeg %Qghu%]ﬂxe DVRs and

accesses’ t ure via hr’s

1&19&1? Xér%rg Hlaﬁﬂwe fc@éﬁ'tgglr tIHt%{r%y%ezég?én{ r?eed%gygl%ﬁate nor be

cont al ner rmaton I'a server
@{TQ of her contain of avai | abl e content shown
&%%ﬁ%%i]na &ered %% (FIG 21), the user can

acc e wth imges f
BRR0TE oo ey dntenk SR o GrIeV Bibisei by Firagiis or o
t he @R 2203 nmak a request to the nmedia server 2202,
$Rhi°E @8‘?@%??@6"@?@?%@1‘ %% dat abase to render the
appropriate JPEG data and pass the data to the DVR
2563, Actial comratsinghe SmuAPEC: NES preBEG e doresempleha
does not store the image on its |ocal storage device.
The J3¥R configuigimntseitioks feryextunplst feoorslingrschduislas databpbe
photo files such as fast forward, pause, reverse, play
(sl i desthfiedtions conteft@i@bientas, #¢.9g. 23, a househol d DVR
setup 2301 is shown where both the DVR 2303 and nedi a
sesVeLinksOR dhather &8€R 98 td the thifert Blogdd Bl andBRPserdd, located
aut hor 2304 creates a content file with authoring

soft%[@Uaﬂ'ﬁﬁwﬁvhb@dﬂtﬁgmtérﬁetone or nore content files,
such as MP3 nusic files, housed on the content server

8860 anGuchail¥Lehn'be Prddlddd to Tﬁl‘ﬁ)VRﬂfs@r@ tsflafénlla@l drintefRt h&Fhload.

as an attachnent to a user who (ideally) accesses

bdanfpl®
T o L L L
dnfiiehgg3e’ in the content, the user selects the

[0162] Referring to Figs. 22 and 23, a typical household DVR setup 2201 is shown.
Assume only the media server 2202 has access to the Internet 2205. An email author 2204
creates a content file with authoring software. The file, for example, contains the actual
binary data for several images in JPEG format (it can contain any type of content). The
content file is emailed as an attachment to a user who accesses email from the same
computer running the media server 2202. Message communication meclle;nisms other than
email may be used in alternative embodiments.

[0163] The user reads the email and, if he is interested in the content, the user selects the

attached content file, invoking the media server 2202 to process the content file. The media
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attached content file, invoking the nedia server 2302

to process the content file. The nedia server 2302
wadass/oeoser mat i on about the content files to aRCT/US2004/042211

i nternal database from which container infornation can

be | ater generated. [0167] The custoner goes to his

DVR 2303 and accesses the "Miusic & Photos" feature,

&R*é? 2@@ 4438 il 2idR 3bdi tl‘i &lt0GR E‘ﬁt@ﬂngledatdb%@ﬁ&ﬁtv}lrﬁ’éh container

fromthe nedia server 2302 ng the other containers

t
‘% od?\é?% i Zol)e;ﬂaﬁfﬁmhaweaﬂ% s g&ne&%ﬁ ent screen

e custoner can now access one wth

[]!i’ﬁ* S?{%é/ ﬁsqer %ﬁ%g fiis 98h3 Hfel A ?5sts€s%ﬂg "M}ﬁl«? ?E Fﬁ tok® %%ature via

e Cco nd t play one o nusi c
f%ﬁfﬁﬁ& B AR b SR Lo e i

s%%e?ﬂ@%rﬁ&%th&%ﬁwy? z{ # r§ kP Jl gatfﬂg gﬁt Ieen ] on t oto content screen

nmusi € I"es orwar Wiy

BTG 2 BrEi o Res ata%r”aﬁ?l&ﬁ%eéioga&?gp%fwtsfflanwhen the
55s 0 08 Rt dy vefieslhe @Sn“%%e's, g YR, A2yl gt o the
fﬁ%{% %@%@éﬁﬂ:ﬁ”@&gﬁ@ﬁgéﬂk @Qg? %&te% té%gm@pate JPEG data

content that DVR can use or _dis

B0 S61 brop RNGS S PSR 28k ey the ironge t isaiser and does
will store the configuration information on its | ocal

nof HpErfe Heagecs igderalidieragn deviem Thguisenqanmse tickplawfunsthions on the
to configure itself. If video is received, the DVR

rpuitiple phatoiles wich pefagh lgavard.qanss reversei nlay (sideshow), stcage

device for later playback by the user. The user can

08651t r | BxpE 33, b baeschad D \Gh sethie230 1de shayonwhere bethdhe BYR 2303 and
fast forward, pause, reverse, play, slow play, frane
medipserear @302 bals@gl}w@/ﬂ the Erterneid30g. Aseuthoe2 3(Fpremedn ¢ontent file
share content with each other via email. For exanpl e,
witteauilsemgsoftivdres e filelirks ¢ e orusere cantextrfiles) sudhi dséVP3 music
with links to personal photos housed on the first

fdess howsed 'os tiR@onfefisédler IBE6 ammenad hid €T EP.nThacontat file is emailed as
further useful for third party vendors to market

an attachment to a user who (ideally) accesses email from the same computer running the

media server 2302.

[0166] The user reads the email and, if he is interested in the content, the user selects the
attached content file, invoking the media server 2302 to process the content file. The media
server 2302 adds information about the content files to an internal database from which
container information can be later generated.

[0167] The customer goes to his DVR 2303 and accesses the "Music & Photos" feature,
causing the DVR 2203 to request container information from the media server 2302.
Among the other containers of available content shown in music content screen 2001 (FIG.

20), the customer can now access one with music served by the content server 2306. When
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content to DVR users via email. For exanple, a record

| abel could pronpte a new al bum by sendi ng a content
woib@/swash | i nks to MP3 files containing sanpl eCTwSg®4/042211

[0171] Third party partners can use the approach

herein to deliver product to DVR users via email. For

exanple, a filmprocessing lab could email a content

thd hr KO %éﬂ%éﬂd% %)hg%‘ﬂe BPOL AsusRUiIE) AREOVRY30H sc&yse'slthe

DVR user. foregoing specification,

coRSENHRP 2%@62(8%%”22 o@tﬁ%ﬁé In&%’et%@)i"tor 1%{1'%(/ fél%pn%te data. The user

SDIGCI IC e . ts thereof. It wl
EF AN AN
”l?l%d S%%Qs@ or ﬁﬁoﬁé}%@&@&% ﬁocﬂspl;}%ﬁ tS Hﬁ%sgﬂ tgﬁglgﬁ)g cglﬁ%cted television set

r are ccr:]o be regar
I MS .
Wgtjasirte%la% Veaﬁé tWr(le In ﬁfEra g %4 ﬁi’té{ ?ﬁhl &é)g% ﬁcr?tgsfo?e gl'E’%ﬂusw on its

ansferri.n content within a netmork t he
h)é o‘{? ngtpﬁogeci%ﬁput er-inpl enent ed st eps of
|d|n serye vidi ng.a da aba
AVBReA A cﬁﬁi‘x h@%@% SR o bERTdyape of content
rres ondln tion; erei.n a user I ,
gats'lé? R ot e B AE Rt g Scenisdh Ge iy R 2303 will
share or _transfer rredl a betvveen wher ei n t(re nai n ]
siase thercorfigpiinn infoamatiqnyn isdpeal sfogagedleyige and werihg gqndguration
the set of clients; and wherein the dl\ﬁgtal )
ipfopmationda cenfigves ek [Ewidee iirpesriedsths BIVRP3 0w storeihg video
its correspondi ng public encryption key. 2. A nethod
castentews ifslgcdl stogyegidavice fanfderailaybaplebytheruses Jihg wser samugetrickplay
to a client, and wherein the name that the user has
faatiogn enltheyiddoontenterch psfastrfonyarddabse, tevetse, play, slow play, frame
certificate.
step, etc.
[0169] DVR users could use the approach to share content with each other via email.
For example, one user could send to another user a content file with links to personal photos
housed on the first customer's PC.
[0170] The approach herein can be further useful for third party vendors to market
content to DVR users via email. For example, a record label could promote a new album by
sending a content file with links to MP3 files containing sample songs.
[0171] Third party partners can use the approach herein to deliver product to DVR users
via email. For example, a film processing lab could email a content file containing digitized
photos purchased online by a DVR user.
[0172] In the foregoing specification, the invention has been described with reference to

specific embodiments thereof. It will, however, be evident that various modifications and

changes may be made thereto without departing from the broader spirit and scope of the
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3. Anethod as recited in Caim1l, wherein an
expiration date is included in the certificate. 4. A

wortdswdoaas recited in Caiml, further conpri spPaguskm4/042211
step of: sending the certificate to each client listed
in the certificate. 5. A nethod as recited in Caimd4,
wherein a digital signature identifying the main
inedntien. The speeifitdieh and driveingedre) dcte@ingly, o by BOm @Silustrative
recited in Claimb5, wherein each client verifies the
1aghet thih 6 ads@idhye ¥@dsedati ng the digital signature in the
certificate.7. A nethod as recited in Caim1l, wherein
aclient finds its peers listed in the certificate. 8.
A nethod as recited tn Tarm1, whereirn the client
systens are digital video recorders (DVR). 9. A nethod
as recited in aim1l, wherein the user designates a
content server fromanong the clients listed in the
certificate as a source of nultinedia content, and
wherein the content server can be a PC, digital video
recorder (DVR), or other type of data server. 10. A
nethod as recited in Claim9, wherein the content
server creates a strongly encrypted connection with a
client by creating a random strong key, wherein the
content server encrypts the strong key using the
client's public key fromthe certificate, and wherein
the content server sends the encrypted strong key to
the client. 11. A nethod as recited in C aim10,
wherein the client decrypts the strong key using its
private key, and wherein the strong key is used to
encrypt comruni cati ons between the content server and
the client. 12. A nethod as recited in Caim11,
wherein the client requests certain recorded content
fromthe content server
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13. A nethod as recited in Claim1l2, wherein the
content server encrypts a recording key used to

wenersypebesb he request ed recorded content usi ng POE/US2004/042211

strong key, and wherein the content server sends the
encrypted recordi ng key and the requested recorded
content to the client. 14. A nethod as recited in
Claim 13, wherein the ofiLAmMISdecrypts the recording
key using the strong key and stores the recordi ng key,
wherietlairhdads:cl i ent wites the requested recorded
content directly to its storage device w thout
decoding it, and wherein when the client plays back
the recorded content, it decodes the content on the
.1y usihmrthotHer seewelydiangfekimg rmtimédiaedinent withih @ @ktwedlk,ithe method

Gai.m 1, further .copprisi.ng the steps of: providing a
%@%?@WEﬂ%@FW@?ﬁﬂaﬁﬁﬂgﬁﬁgﬂﬁgmfHg content server

contains a plurality of multinmedia content. 16. A

met hquowading ecndiwserver; Cl ai m 15, wherei n the content

server creates a strongly encrypted connection with a

cl i erroB{ing peatabsrg oa thamainseser baicoatans ragisterdlienisystems and
content server encrypts the strong key using the

client's ﬁeﬁﬁwemﬁa% PIHAICRe certificate, and wherein

the cgntent server. sends i.h ner. stro ke 0

the OTRCTR a u5s SRl 5SS ligfs ARRAEARR-5 BRIt bnare or

wherein t@ﬁnﬁghggaggggk&pts the strong key using its
a

private key, an erein’the strong key is used to

encr Yfer&iR M¥RAIE 84V cARL B S LEEHEAP HAPIdeT®HiLahe SREF clients;
the client. 18. A nethod as recited in Caim17,

wherein thadclient requests certain recorded content
fromthe content server. 19. A nethod as recited in

d ai mhkgsin thieatigiahcertifcaoimchdes saeh vhent'®serial pimber and its
recordi ng key used to encrypt the requested recorded

cont ent uSPHEEFPPRENG PyiePRFPOmKRY- wher ei n t he cont ent
server sends the encrypted recording key and the

equested recorded. content to.the client. 20. A nethod
ds 'r deimetigdan ff@t%ff I Glgim yvedicsein tioserasmigs & Biras {p ient, and
WitReih @feQiaetcBat Ry nsePhAdthsdifRed:d BRNMeHAY irRBEASThEY RS cdriificate.
recordi ng key, wherein the client wites the requested

recorded
3. A method as recited in Claim 1, wherein an expiration date is included in the
certificate.

4. A method as recited in Claim 1, further comprising the step of:

sending the certificate to each client listed in the certificate.

5. A method as recited in Claim 4, wherein a digital signature identifying the main

server is included in the certificate.

6. A method as recited in Claim 5, wherein each client verifies the certificate by

validating the digital signature in the certificate.
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content directly to its storage device w thout
decoding it, and wherein when the client plays back

wohaosreensy ded content, it decodes the content eaTiUS2004/042211

fly using the recording key. 21. A nethod for
preserving coherency of a conputer's secure cache, the
nmet hod conprising the conputer-inplenented steps of:
providing a first conputer; providing a second
conmputer; creating a strong comruni cati ons key on the

7.0 1 St A Q0 B recie@ i QRirh NEwhéreRNOcI AR 1§ pbérd Hsted @Ythe
on.the first conputer; encrypting the strong

-cations key using the public key of the second
comput er; sending the encrypted strong comruni cati ons
key to the second conputer; and wherein the second
£.0MP UA eretieddes kecitell tn Chanll, whakie thotlieAnsysithis\ard dighaltvideo

first ter and, if an entry exists, perforns a
’@3ﬁéﬂﬁiﬁgﬁ”betmeen a stored encrypted strong
communi cations key in its |ocal cache and the received

encrypted strong conmuni cati ons key. 22. A nethod as
9.eci t&dhathvd@s aedite@ in Clalred pwhertinahseseo debignatep aicentent server from

SRSt a0 ol L1 b0 S e
suintdnt sdigerene by pPeddigitalondroaedoriti( DR rthes Yyparod ditagerver.

first conputer's nachine serial nunber. 23. A nethod
as recited in Caim2l1l, wherein upon restart, the

oo R L L BTSSR

om't LSt conpu
dcapaddnnashien eiith atdhientfbyr statingapaidom eroag kpy, svhekdn the content

stored strgng, co ni catjo e si.ng t he _ seco ;
Sbiep a1 B AP PSR SURIE PEME Ko PG iand wherein
106 GPAtEIt GatvbORAIKAY el @yptbestbgked tchBRHERS . 25. A

met hod as recited in Caim?2l, wherein if the

conpari son shows that the two keys
11. A method as recited in Claim 10, wherein the client decrypts the strong key using its
private key, and wherein the strong key is used to encrypt communications between the

content server and the client.

12. A method as recited in Claim 11, wherein the client requests certain recorded content

from the content server.

13. A method as recited in Claim 12, wherein the content server encrypts a recording key
used to encrypt the requested recorded content using the strong key, and wherein the content

server sends the encrypted recording key and the requested recorded content to the client.

14. A method as recited in Claim 13, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded
content directly to its storage device without decoding it, and wherein when the client plays

back the recorded content, it decodes the content on the fly using the recording key.
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are equal, then the second conputer uses the decrypted

strong commruni cations key stored in its |ocal cache
wandswaessei n i f the conpari son shows that the Pow/USe003/042211

are not equal, then the second conputer decrypts the

recei ved strong conmmuni cati ons key and stores the

decrypted strong conmuni cati ons key, the encrypted

strong comuni cations key, and the first conputer's

TRChi Aenefieydi a3 rediedBEClaim 1] fusthbioc@alprisimg hies stelfs.ofAn

apparatus for securely transferring nultimedia content

mﬁthhgoad%. Wgﬁémtﬁs nﬁlng a main server;a database

on t Server contai ns registered cllent
Syst &ffgr&fl %&&h{eﬁis&?ﬂéi' w&?m.@ gr?nﬁratty Bﬁn%ﬂ‘tﬁﬁe’ d?m?e 'H ser
selects a set of clients fromthe dat abase

wants to share or transfer medi a bet ween; mhereln the

TR N 5 efenfid 46 h@ib@m Glafth 95 vilker&ift ild dohfeat @rédhdteates a strongly
identifies the set of clients; and mhereln the digital

cghptediconnestipp pithdelienhnereating ﬁtra@i%le‘?tio&g A PHSFeiR Hhe content
deber BRIVIRS %@Qbﬁ’@k@t@ Iigochoe H%Y@ghﬂfb KeMrontthe cBWificate, and wherein

apparatus as recitéd Claim 26, whefein the user

the pmens serveraends the an%mt@chttronark@y\tm@p élientt he nane t hat
the user has assigned to the client is inserted into

the certificate. 28. An apparatus as recited in Caim

26, WafeBiod a8 feci¥®in @hind M6 daticReih $hel dlichitib8ptsithd Et?ong key using its
certlflcate 29. An app aratus as recited i'n Caim

Friyeierey. adipharan fy steBakey i gredsie sastypt coRunEEGations bejween the

doRicRB&dver th@ e hibt €d in the certificate. 30. An
apparatus as recited in Claim29, wherein a digital

signature identifying the main server is included in
the certificate
8. Amethod as recﬂed in Claim 17, wherein the client requests certain recorded content

from the content server.

19. A method as recited in Claim 18, wherein the content server encrypts a recording key
used to encrypt the requested recorded content using the strong key, and wherein the content

server sends the encrypted recording key and the requested recorded content to the client.

20. A method as recited in Claim 19, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded
content directly to its storage device without decoding it, and wherein when the client plays

back the recorded content, it decodes the content on the fly using the recording key.

21. A method for preserving coherency of a computer’s secure cache, the method

comprising the computer-implemented steps of:

providing a first computer;
providing a second computer;

creating a strong communications key on the first computer;
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31. An apparatus as recited in Caim30, wherein each
client verifies the certificate by validating the

wdigistoadessi gnature in the certificate. 32. An appasai0uw®42211

as recited in Caim26, wherein a client finds its
peers listed in the certificate. 33. An apparatus as
recited. i | HEEkE he i&d fiht ens are
digit%ﬁmgﬁgé%ﬂ%gkéggérs ?DVR6&34. An aﬁb raghs as

r eci te@@rypinSEtiRisforSeoniifniBitidnt Ry WHe the @EbII IRk tiR second

content server fromanong the clients listed in the
certificateenpatedy source of nultimedia content, and
wherein the content server can be a PC, digital video

r ecorsgeding ¢Rncrypted strpeg canypeniertiodakey todhe/gacond®mptter; and
apparatus as recited in Caim34, wherein the content

ser vevhepia fesgoendsaonpiiey gheske 1 jocelsaeksfnpen ety fipm thedfirst
cont ont - SEPUBRIE A SN xSt o ErIced caBpGopRE e a stored
client's peﬁpllggf;edléﬁgn énog)gﬂq@lﬂgatl%ﬁg Ité pi'Pg%tlczdtal %ﬁe E{gcg tﬁl? '(r)er}:eived

the conten rve e encr rong

the clientg, ted%ﬁo?&ﬁﬁlﬁﬁﬁéﬂtﬁﬁsf(@gi ted in Caim 35,
wherein the I ent decrypts the strong key using its

private key, and wherein the strong key is used to

ENCT YA IncBRA Récited iPORiR 21, WatRkeih iR seestdesoinphfy _ﬂ&fr%r;ﬁﬂ the strong
the client. 37. An apparatus as recited in C aim 36,

cprEREiFRtioRvkey and Foresdie BXANg cormuRiGItiprs sy de i lasacaphe along with
the SRried SRINLRBInRREME6ns 13§ andheFRRAOAIUR R SndcBink §&£h1 number.

In Claim37, wherein the content server encrypts a
recordi ng key used to encrypt the requested recorded
t he st and wherein_the content

content ysin ong _key,
Zior v b melRgR poraled A %19%& Whszgp YpoTyreRay, tha gecopd computer requests

the Sl RemhBEiSR k& TR He fir&t cohButet. ent. 39. An
apparatus as recited in Caim38, wherein the client

decrypts the recordi ng key
24. A method as recited in Claim 23, wherein the first computer encrypts its stored
strong communications key using the second computer’s public key and sends the encrypted

strong communications key to the second computer.

25. A method as recited in Claim 21, wherein if the comparison shows that the two keys

are equal, then the second computer uses the decrypted strong communications key stored in
its local cache and wherein if the comparison shows that the two keys are not equal, then the
second computer decrypts the received strong communications key and stores the decrypted

strong communications key, the encrypted strong communications key, and the first

computer’s machine serial number in its local cache.

26.  An apparatus for securely transferring multimedia content within a network,

comprising: -

a main server;
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using the strong key and stores the recordi ng key,

wherein the client wites the requested recorded
woanis@atesdi rectly to its storage device w t houPCT/US2004/042211

decoding it, and wherein when the client plays back

the recorded content, it decodes the content on the

fly using the recording key. 40. An apparatus as

reci tegis %ﬂhgh&ﬁi %efn%r D CortARPHebR G clﬁnf%gfegﬁtand

server; an erein the content server contal

plurality cgfredpahdin banfeAf ent. 41. An apparatus as
recited in Caim40, wherein the content server

cr eatvdsréin atusarngleyts asetrofpliads fromrtbe dataraseibiabheawats torghare or
by creating a random strong key, wherein the content

server endrappiesmedie betweemg key using the client's

public key fromthe certificate, and wherein the )
cont Sterdi thegpain spryer qretesendigia cerdhsste Singidentjiigsghe srt of clients;
client. 42.dAn apparatus as recited in Caim4l,

wherein tH8%lient decrypts the strong key using its

pri v %E}feré‘iﬁ Yie cﬁgigal ‘é@%ﬁ@étg ié{cmﬂggi éz{cﬁ gﬁeﬁ‘c %%eﬁ%l RSB S it

encrypt conmunrcati ons content server and

the clientoordSondifls PORR @LHPtisskéeci ted in Aaim 42,
wherein the client requests certain recorded content

fromthe content server. 44. An apparatus as recited

a7 O g pAdusResEied it ORir Q0] Whdreis Sho/@er &31phy Rhémato a client, and
recordi ng key used to encrypt the requested recorded

whsseia tie nasmefgatitheuser pesagsigesd to Sherligpidls drsariedinteha ceiicate.
server sends the encrypted recording key and the
requested recorded content to the client. 45. An
Zpparsd wpattud Beedird in Qlah26)WHetein\wh @kgikdtiohldated inehided in the
decr%ﬁgs the recording key using the strong key and

t9€ t he recording key, wherein the client wites
the requested recorded content directly to its storage
devi ce without decoding it, and wherein when the
4.1 enin pipayssudaseécitel én Chxiandefirthartoapiisingt decodes t he
content on the fly using the recording

means for sending the certificate to each client listed in the certificate.

30.  An apparatus as recited in Claim 29, wherein a digital signature identifying the main

server is included in the certificate.

31.  An apparatus as recited in Claim 30, wherein each client verifies the certificate by

validating the digital signature in the certificate.

32.  An apparatus as recited in Claim 26, wherein a client finds its peers listed in the

certificate.

33.  An apparatus as recited in Claim 26, wherein the client systems are digital video =
recorders (DVR).
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key. 46. An apparatus for preserving coherency of a
conputer's secure cache, conprising: a first conputer

wa 268060089 conput er; neans for creating a strongCT/US2004/042211

conmuni cati ons key on the first conputer; neans for
storing the strong conmunications key on the first
conput er; means for encrypting the strong

comuni cations key using the public key of the second
conmputer; nmeans for sending the encrypted strong

0 MM Qﬂiafa@uissas kkeuitell o Chigm 96 CORei lellsteﬁdlemg’mﬁﬁs whetitehtyerver

the seco t er . checks its | oca

fzom pyong Eﬁcf igwb fsted in 65 fgtifeate arpisourqe 03 L ‘mﬂF@w Epigpisand
Wb iEcoRtch PSR icaPPe B PLV\EIS Al didtb QIR 'ODVRQt(ﬁd)ther type of data
strong comuni cations key in its |ocal cache and the

§B¢€ti ved encrypted strong conmuni cati ons key. 47. An
apparatus as recited in Caimd46, wherein the second
conmput er decrypts the strong conmuni cati ons key and
. or &8n Apfparabis 48 MELied IMTCNIE 34 Whseil €he dontdnt Serle@@adates a strongly

cache along with th cry ted strong co ati,o
%VPE"H&O{’JFF@“P‘P pip §ﬁr&3wr aling 4 I4fdqer <SP 4Py, Pfﬁ’ﬁﬁeé? the content
Brer HbrARPMe Afrbisy 1@63' sz the6lidnt's PhisticRed) GronMhe lcBitifichlB Othd wherein

restart, the secon nput er requests_the strong
the peRieNt s FIswAdSRY emqrmm sieongikex fo hggheter . 49. An

apparatus as recited in Caim48, wherein the first
conmputer encrypts its stored strong conmuni cati ons key

3651 NOAR Kypafe@EaR dedt@UCRIM S5 PMikréid theedlicandbcspivihe biddhg key using
encgry{éét?ey st.raong .comruni cations key to the second

g WHRHEIR Bl HTapg KeYais Upeddp EBRIVP ORI gns between the
&ﬁﬁ&ﬁ%é&é@mdﬂﬁcﬁaﬂparlSon shows that the two

37.  An apparatus as recited in Claim 36, wherein the client requests certain recorded

content from the content server.

38.  An apparatus as recited in Claim 37, wherein the content server encrypts a recording
key used to encrypt the requested recorded content using the strong key, and wherein the
content server sends the encrypted recording key and the requested recorded content to the

client.

39.  An apparatus as recited in Claim 38, wherein the client decrypts the recording key
using the strong key and stores the recording key, wherein the client writes the requested
recorded content directly to its storage device without decoding it, and wherein when the
client plays back the recorded content, it decodes the content on the fly using the recording

key.

40.  An apparatus as recited in Claim 26, further comprising;:

a content server; and
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keys are equal, then the second conputer uses the
decrypted strong conmuni cations key stored inits
woaeslceaehe and wherein if the conpari son shoreTiisSai04/042211

the two keys are not equal, then the second conputer
decrypts the received strong conmuni cati ons key and
stores the decrypted strong comruni cati ons key, the

encr Y edn i/ AR C QAT Bb:ﬁﬁhb ngﬁlréiﬁyofﬁﬂﬁm{eﬁﬁi dohfest.
conputer’s I ne serial nits |ocal

cache.51. A conputer-readable medi um carryi ng one or

A0r e SeRRRRSs ¥ciled 54 Clagh YONShdréih tikentaat %rver creates a strongly
transferri ng mul ti nedi a content wthin a g

eneBptadconnasEon WA aglicnthy casaiing a rapdem L1088 ERE eBefm the content

éeﬁz%t ERCHORR sR¥nPRE Li%ﬁlgrt’ﬁé 8lidAP’ QE@&&Q&@ fFoy §R TeftifRatehd wherein
mor e’ processors to performthe steps of: providing

tlie peritent seversendythe enciynied grangkapinsbeshenthe main server
that contains registered client systens and
correspondi ng informati on; wherein a user selects a

get  ohp ghapisSasréidn ‘imelaﬁiﬁmfil bRB@einiad clieat mmp%s ﬂh@ strong key using
share or ‘transfer nedia betvveen wherein the

itsenrivate key candeehezein thyi strapg ke i |“F‘fdctﬁteécrb’ﬂtaft°HP’&‘€H%UPP%§etween the
{RBnpehvtng @RS and wherein the digita

certificate 1 ncludes each client's serial nunmber and
its correspondl ng public encryption key 52. A nethod
as recited in dai.m51, whereip the er assi

e A DIETERECCIE N IR R e bl eph s cpjaigrecorded

NAEntESMINEEbnkéht kdiGercl i ent is inserted into the
certificate. 53. A nethod as recited in Caim51,

wherein an expiration date is |ncluded in the

‘ﬁ: : Ih%ﬁl ot ﬁsaérﬁ(gtege AR E&tmé%g \p’ﬁ rglél {;Pglte(%lﬁ gerver e]ﬁbrypts a recording
krskd totarbBpt e @efildsted ieebided &ttt ubifg teatoag ki, atdtverein the

content server sends the encrypted recording key and the requested recorded content to the

client.

45.  An apparatus as recited in Claim 44, wherein the client decrypts the recording key
using the strong key and stores the recording key, wherein the client writes the requested
recorded content directly to its storage device without decoding it, and wherein when the
client plays back the recorded content, it decodes the content on the fly using the recording

key.

46.  An apparatus for preserving coherency of a computer’s secure cache, comprising:

a first computer;
a second computer;
means for creating a strong communications key on the first computer;

means for storing the strong communications key on the first computer;
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55. A nethod as recited in Caimb54, wherein a digital
signature identifying the main server is included in

wohaspeodspfi cate. 56. A nmethod as recited i n Cearmsaiog/042211

wherein each client verifies the certificate by

validating the digital signature in the

certificate.57. A nmethod as recited in C aimb51,

wher gf le| ifd bicScoRffkScatibad 18 dsthglth@public key of the
certi %(I:lgtﬁg.ehgrgﬁtﬁﬁéﬂr}}gtgtﬁ%ﬂogscas rec?altted llaﬁ' d agitm %1, Y
wher ei n t kgcoadicembuyist ens are digital video recorders

(DVR). 59. A nethod as recited in Caimb51, wherein

t he useans feskigling the eacrypied stndngsempamidations kaydn ghetseeond computer;
clients listed in the certificate as a source of

nmul ti nedi andont ent, and wherein the content server can

be a PC, digital video recorder VR).,, 0or other, type

of qaEraaiiRsecongEoOmRIRE OO Slopd Aol H et g fist
wherein the content .server creates a_ strongl

encrypt ed CBBWHQE ?I?d‘o HS i elnﬁrygxgﬁ ROy 2 € ?183%?%5 bgiween a stored
random str rein - =1t :
the str ongTRgpq s Fi il g PR ERS 105 Uik FRERYpiived
CertifiCaQﬁmyﬁ&gSﬂ@ﬁg@ﬂd&dﬁh&m@ﬁpk@ﬁt server sends the
encrypted strong key to the client. 61. A nethod as
recited in Caimé60, wherein the client decrypts the

A1.r ONAln Keharansd R3Gedifed i Clavdtde, Whdteinaligscobet @niputdtelecrypts the

strong key is used to encrypt conmuni cations between
shromE ComTBRica S FeY anhgoreh eéFP%?Qm@WC%lmiﬁwl ocal cache

51&‘2% R tHeenbdyBleMsBdng Mheh@tiationeks drdihe fikbltEHfer’s machine serial
certain recorded coﬁ%ent fromthe content server. 63.
mwmrhod as recited in Caim62, wherein the content

server encrypts a recording key used to encrypt the
request ed recorded content using the strong key, and

qd1er eAn apeatEORredted S8 Chih 45 BSeiniP ot Bstaytp tiRGecond computer
recordi ng key and the requested recorded content to

y 2
Yereests the sirongammuniatipsdey dromy e sy} cPRPEeRi m 63,
wherein the client decrypts the recordi ng key using

49.  An apparatus as recited in Claim 48, wherein the first computer encrypts its stored
strong communications key using the second computer’s public key and sends the encrypted

strong communications key to the second computer.

50. An apparatus as recited in Claim 46, wherein if the comparison shows that the two
keys are equal, then the second computer uses the decrypted strong communications key
stored in its local cache and wherein if the comparison shows that the two keys are not
equal, then the second computer decrypts the received strong communications key and
stores the decrypted strong communications key, the encrypted strong communications key,

and the first computer’s machine serial number in its local cache.
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the strong key and stores the recording key, wherein

the client wites the requested recorded content
wdi20Bok0esot 0 its storage device w thout decodi RGTiUS2004/042211

and wherein when the client plays back the recorded

content, it decodes the content on the fly using the

recordi ng key.65. A nethod as recited in Caimb51,

further conprising the steps of: providing a content

server; and wherein the content server contains a

Pl urah béMplﬁEr-fwﬂdﬂlmédhaxMﬁymgtone 66more segtdnoek (ifsinstructions for

recited i n. t.he content. serve

P s G oA P B ST D A SRl R i fipnpfthe one or

BYreGEQRhbRDf InstrabERHNLT 0he BEmiseyhroskksietansdsithe 6@drandre processors

server encrypts the strong key using the client's

tgupsHpen fisyteps 8 t he certificate, and wherein the

content server sends the encrypted strong key to the

cl i engrovififg aAnairkéroer; as recited in Caim66, wherein

the client decrypts the strong key using its private

key, movddingerdaiabasehom the memmgseksy thabcanades registerrshajignt systems and

conmuni cati ons between the content server and the

client. 680nﬁﬂﬁ@@ﬁ€dn8§n¢§@1ted in Claimé67, wherein

cont CHRSSBAER st sachafehign® SR B HpEgh Albhe PAl Shere or
wher ei n tﬂ% g@fhﬁ aﬁaw&§r encrypts a recording key

used to encryp € requested recorded content using
the ﬁé}&ﬂtﬂlﬁ%ﬂﬁaln%@g/emitgé :Ddl%ﬁﬁ ceRifcaRthat fdeyBfiesSBE g& of clients;

the encrypted recordi ng key and the requested recorded
content tomghe client. 70. A nethod as recited in
Caim69, wherein the client decrypts the recording
key ushdérgintthedigital@egificety iruhdies tahedicttPeserieloomation gndidsy
wherein the client wites the requested recorded

cont ent di qoamsspopding pubkc ertcoypsige kelevi ce wi t hout

decoding it, and wherein when the client plays back
the recor ded content, it decodes the content on the

$2.y uAineghacs reited i Claimiddy wherein the WSSRPSISEF 2 @A it elient, and
?g@efﬁr{hé; REHY HEB8Me ﬁ?er Bbs %fgﬁe@QQH@aié%?ls%seh@& tdtd el cBRFicate.

r preserving coherency of a conputer's secure cache,
, wherein execution of the one or nore

53. A method as recited in Claim 51, wherein an expiration date is included in the

certificate.

54. A method as recited in Claim 51, further comprising the step of:

sending the certificate to each client listed in the certificate.

55. A method as recited in Claim 54, wherein a digital signature identifying the main

server is included in the certificate.

56. A method as recited in Claim 55, wherein each client verifies the certificate by

validating the digital signature in the certificate.

-49-



[ O N R

S WO

sequences of instructions by one or nore processors
causes the one or nore processors to performthe steps

wohoospeessd di ng a first conputer;providing a seeonas2004/042211

conmputer; creating a strong comuni cati ons key on the

first conputer; storing the strong conmunications key

on the first conputer; encrypting the strong

comuni cations key using the public key of the second

conmput er; sending the encrypted strong comruni cations

Kty tA ndidamsaeritd coOimed ; whaveinwtvdient finds lits pses tisted in the

cg&gu%er checks its local cache for an entry fromthe

£ ?a%onputer and, if an entry exists, perforns a

conpari son between a stored encrypted strong

communi cations key in its |ocal cache and the received

her ypmasthast asgegted antlanh ddt Whersinklescliefibsystamserddigita yideo
' imClaim71, wherein the second conputer

%@@?%%?Q&?ﬂé strong comuni cati ons key and stores the

strong communi cations key in its |ocal cache al ong

with the encrypted strong communi cations key and the

59 r st A eusithngtas recitedric Glaire S$ovhebin fuaiser desigpatepa et gerver from

Qﬁor[g%gé I:l?é?lté 'i‘steq iﬁitﬁ@ %}ﬁﬁc%ears %i sBuidl gpnﬂlﬁﬁ{l&ﬂa{ 0011tt<§1‘te anﬂ wherein the
secohd conputer requests the strong conmmuni catiods Key
¢angamt sereerfcan be a POnpigitarvidepdecorderd DNRY, @tiies ¢ypteed data server.

Caim73, wherein the first conputer encrypts its

- stored strong conmuni cati ons key using the second

SRNPUA §letifodPid Rédited ﬁ@laﬁﬂﬂ 29,5\%@@13 ttﬁkecoﬁfb‘tﬁ{ Q/e%e% gre%{AaE fongly

conmuni cat | o_ns key t.O SG_COI’] conputer. .
enstytd cesnection patd 4 olied byl areating awmmlosi sirong keyevherein the content

. 1 ) . , n.th .
%g‘}c% gﬁddrglgﬁp ﬂ%?gpﬁ%féééé}s%r eﬁed Iél\cf:)érﬁ;c/ g?é@hc?{esr oiﬁogﬁ' ﬁ’le ce}tﬁ'{%ate, alfd wherein
the nonient seitveorendkiby esdrpptedistiangikey td thealiemache and

wherein if the conparison shows that the two keys are

not equal, then the

61. A method as recited in Claim 60, wherein the client decrypts the strong key using its

private key, and wherein the strong key is used to encrypt communications between the

content server and the client.

62. A method as recited in Claim 61, wherein the client requests certain recorded content

from the content server.

63. A method as recited in Claim 62, wherein the content server encrypts a recording key
used to encrypt the requested recorded content using the strong key, and wherein the content

server sends the encrypted recording key and the requested recorded content to the client.

64. A method as recited in Claim 63, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded -
content directly to its storage device without decoding it, and wherein when the client plays

back the recorded content, it decodes the content on the fly using the recording key.
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second conputer decrypts the received strong
communi cati ons key and stores the decrypted strong

woamRmaiaat i ons key, the encrypted strong PCT/US2004/042211

conmuni cations key, and the first conputer's machi ne
serial nunmber in its |ocal cache.

65. A method as recited in Claim 51, further comprising the steps of:
)
providing a content server; and

wherein the content server contains a plurality of multimedia content.

66. A method as recited in Claim 65, wherein the content server creates a strongly
encrypted connection with a client by creating a random strong key, wherein the content
server encrypts the strong key using the client’s public key from the certificate, and wherein

the content server sends the encrypted strong key to the client.

\

67. A method as recited in Claim 66, wherein the client decrypts the strong key using its
private key, and wherein the strong key is used to encrypt communications between the

content server and the client.

68. A method as recited in Claim 67, wherein the client requests certain recorded content

from the content server.

69. A method as recited in Claim 68, wherein the content server encrypts a recording key
used to encrypt the requested recorded content using the strong key, and wherein the content

server sends the encrypted recording key and the requested recorded content to the client.

70. A method as recited in Claim 69, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded
content directly to its storage device without decoding it, and wherein when the client plays

back the recorded content, it decodes the content on the fly using the recording key.

71. A computer-readable medium carrying one or more sequences of instructions for
preserving coherency of a computer’s secure cache, , wherein execution of the one or more
sequences of instructions by one or more processors causes the one or more processors to

perform the steps of:

providing a first computer;
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providing a second computer;

creating a strong communications key on the first computer;

storing the strong communications key on the first computer;

encrypting the strong communications key using the public key of the second
computer;

sending the encrypted strong communications key to the second computer; and

wherein the second computer checks its local cache for an entry from the first
computer and, if an entry exists, performs a comparison between a stored
encrypted strong communications key in its local cache and the received

encrypted strong communications key.

72. A method as recited in Claim 71, wherein the second computer decrypts the strong
communications key and stores the strong communications key in its local cache along with

the encrypted strong communications key and the first computer’s machine serial number.

73. A method as recited in Claim 71, wherein upon restart, the second computer requests

the strong communications key from the first computer.

74. A method as recited in Claim 73, wherein the first computer encrypts its stored
strong communications key using the second computer’s public key and sends the encrypted

strong communications key to the second computer.

75. A method as recited in Claim 71, wherein if the comparison shows that the two keys

are equal, then the second computer uses the decrypted strong communications key stored in
its local cache and wherein if the comparison shows that the two keys are not equal, then the
second computer decrypts the received strong communications key and stores the decrypted

strong communications key, the encrypted strong communications key, and the first

computer’s machine serial number in its local cache.
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