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SYSTEM, APPARATUS AND METHOD FOR PROVIDING END TO END
SOLUTION FOR NETWORKS

BACKGROUND

FIELD

[0001] Embodiments described herein generally relate to a method, apparatus and
system for providing end to end solution for devices of an end to end network, and
more specfically, for assisting the provisioning of end to end systems and enabling
the ability to automatically generate end to end code, for example, for a complete
Internet of Things (loT) system supporting multiple architecture options, connectivity
options, scaling, provisions and over the air update capabilities.

Description of the Related Art

[0002] While programming for devices and systems, programmers add one or more
functionalities to a program. Different target devices may have different system
requirements for supporting implementation of a function. Even a user expert in one
programming language, or in programming for one type of target device may find it
challenging to create fully functional and optimized programs in a variety of
programming languages, and/or for a variety of target devices.

[0003] Further, programming for target devices such as programmable logic
controllers (PLCs), field programmable gate arrays (FPGAs) and other controller-
based devices (e.g. microcontroller or microprocessor based devices), for example
memory controller unit (MCU) and system on a chip (SoC) is even more complex,
given the wide variety of device types, varied system requirements, configurations,
applications, and programming languages used. To add to the complexity, such
devices are deployed in remote locations, and usually adjunct to conventional
systems, making programming for such target devices for adding functionalities very

challenging for an average user.

[0004] Thus, there is a need in the art for simplifying configuration and programming
of end to end systems without the need for a user to generate code for various types
of end to end systems, while supporting multiple architecture options, connectivity
options, scaling provisions and update capabilities.
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SUMMARY

[0005] Embodiments described herein generally relate to a method, apparatus and
system for providing end to end solutions for devices of an end to end system, and
more specfically, for assisting the provisioning of end to end systems and enabling
the ability to automatically generate end to end code, for example, for a complete
Internet of Things (loT) system supporting multiple architecture options, connectivity
options, scaling provisions and update capabilities, substantially as shown in and/or
described in connection with at least one of the figures, as set forth more completely
in the claims.

[0006] In some embodiments, a method for assisted code provisioning of an end to
end network includes automatically providing a first interface menu for enabling an
initial user input of at least one of configuration information and application logic
information for devices of the end to end network, in response to the initial user input
of the at least one of the configuration information and application logic information
for at least one of the devices of the end to end network, automatically providing a
second interface menu for enabling a subsequent user input of at least one of
configuration information and application logic information for at least one other one
of the devices of the end to end network, and continuing to automatically provide
subsequent interface menus for receiving at least one of configuration information
and application logic information for all devices and interconnections required to
establish the end to end network. In such embodiments, a subsequent interface
menu provided for input can be dependent upon an input made to a previously
provided interface menu and an order of interface menus automatically provided
guides a user through a provisioning of the end to end network without the need to

enter programming code.

[0007] In some embodiments the method can further include at least one of
automatically generating programming code from the input configuration information
and application logic information for each of the devices required to establilsh the
end to end network and deploying the generated programming code by sending the
generated programming code to respective ones of each of the devices for
configuring the devices to establish the end to end network.
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[0008] In some embodiments the method can further include at least one of
analyzing operating data of at least one of the devices of the end to end network and
predicting a future behavior of the at least one of the devices of the end to end
network using the analyzed data, at least one of monitoring and analyzing operating
data of the devices of the end to end network and reprogramming at least one of the
devices of the end to end network based on the at least one of the monitored and
analyzed data, and providing a scaling function such that the at least one of the
configuration information and application logic information does not have to be input
for duplicate ones of the at least one of the devices of the end to end network. In
some embodiments the method can further include determining at least one of the
configuration information and application logic information using at least one of
machine learning, linear regression analysis and neural networks.

[0009] In some embodiments, a method for assisted code provisioning of an end to
end network includes receiving at least one of configuration information and
application logic information for devices required to establish the end to end network
automatically generating programming code from the received configuration
information for each of the devices required to establilsh the end to end network, and
deploying the generated programming code by sending/communicating the
generated programming code to respective ones of each of the devices for
configuring the devices to establish the end to end network.

[0010] In some embodiments the method further includes providing an interface to a
user for inputting the configuration information and application logic information for
each of the devices required to establilsh the end to end network.

[0011] In some embodiments, an apparatus for assisted code provisioning of an end
to end network includes an onboarding module configured to automatically provide a
first interface menu for enabling an initial user input of at least one of configuration
information and application logic information for devices of the end to end network, in
response to the initial user input of the at least one of the configuration information
and application logic information for at least one of the devices of the end to end
network, automatically provide a second interface menu for enabling a subsequent
user input of at least one of configuration information and application logic
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information for at least one other one of the devices of the end to end network, and
continue to automatically provide subsequent interface menus for receiving at least
one of configuration information and application logic information for all devices and
interconnections required to establish the end to end network. In some embodiments
the apparatus can further include a code generator module to automatically generate
programming code from the received at least one of the configuration information
and application logic information for each of the devices required to establilsh the
end to end network. In such embodiments, a subsequent interface menu provided for
input can be dependent upon an input made to a previously provided interface menu
and an order of interface menus automatically provided guides a user through a

provisioning of the end to end network without the need to enter programming code.

[0012] In some embodiments, the apparatus can further include a deployment
module to deploy the generated programming code by sending the generated
programming code to respective ones of each of the devices for configuring the
devices to establish the end to end network.

[0013] In some embodiments the apparatus can further be configured to at least one
analyze operating data of at least one of the devices of the end to end network and
predict a future behavior of the at least one of the devices of the end to end network
using the analyzed data, at least one of monitor and analyze operating data of the
devices of the end to end network and reprogram at least one of the devices of the
end to end network based on the at least one of the monitored and analyzed data,
provide a scaling function such that the at least one of the configuration information
and application logic information does not have to be input for duplicate ones of the
at least one of the devices of the end to end network and generate a graphical user
interface for enabling a user to input the configuration information and the application

logic information for the devices required to establish the end to end network.

[0014] In some embodiments of the apparatus, the end to end network can comprise
an internet-of-things (IoT) end to end network and at least some of the devices
comprise 0T devices. In some embodiments of the apparatus, the devices of the
end to end network can comprise multiple architecture options, connectivity options,
scaling options and programming languages and the code generator module
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generates respective code for each of the devices in accordance with how each of

the devices is provisioned.

[0015] In some embodiments, a non-transitory machine-readable medium has stored
thereon at least one program, the at least one program including instructions which,
when executed by a processor, cause the processor to perform a method in a
processor based system for assisted code provisioning of an end to end network,
including automatically providing a first interface menu for enabling an initial user
input of at least one of configuration information and application logic information for
devices of the end to end network, in response to the initial user input of the at least
one of the configuration information and application logic information for at least one
of the devices of the end to end network, automatically providing a second interface
menu for enabling a subsequent user input of at least one of configuration
information and application logic information for at least one other one of the devices
of the end to end network, and continuing to automatically provide subsequent
interface menus for receiving at least one of configuration information and
application logic information for all devices and interconnections required to establish
the end to end network. In such embodiments, a subsequent interface menu
provided for input can be dependent upon an input made to a previously provided
interface menu and an order of interface menus automatically provided guides a user
through a provisioning of the end to end network without the need to enter

programming code.

[0016] In some embodiments the method performed by the processor when
executing the program can further include at least one of automatically generating
programming code from the input configuration information and application logic
information for each of the devices required to establilsh the end to end network and
deploying the generated programming code by sending the generated programming
code to respective ones of each of the devices for configuring the devices to
establish the end to end network.

[0017] In some embodiments the method performed by the processor when
executing the program can further include at least one of analyzing operating data of
at least one of the devices of the end to end network and predicting a future behavior
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of the at least one of the devices of the end to end network using the analyzed data,
at least one of monitoring and analyzing operating data of the devices of the end to
end network and reprogramming at least one of the devices of the end to end
network based on the at least one of the monitored and analyzed data, and providing
a scaling function such that the at least one of the configuration information and
application logic information does not have to be input for duplicate ones of the at
least one of the devices of the end to end network. In some embodiments the
method can further include determining at least one of the configuration information
and application logic information using at least one of machine learning, linear
regression analysis and neural networks.

[0018] In some embodiments, a non-transitory machine-readable medium has stored
thereon at least one program, the at least one program including instructions which,
when executed by a processor, cause the processor to perform a method in a
processor based system for assisted code provisioning of an end to end network,
including receiving at least one of configuration information and application logic
information for devices required to establish the end to end network, automatically
generating programming code from the received configuration information and
application logic information for each of the devices required to establilsh the end to
end network, and deploying the generated programming code by
sending/communicating the generated programming code to respective ones of each
of the devices for configuring the devices to establish the end to end network.

[0019] In some embodiments, the method performed by the processor when
executing the program further includes providing an interface to a user for inputting
the configuration information and application logic information for each of the devices
required to establilsh the end to end network.

[0020] These and other features and advantages of the present disclosure may be
appreciated from a review of the following detailed description of the present
disclosure, along with the accompanying figures in which like reference numerals

refer to like parts throughout.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0021] So that the manner in which the above recited features of the present
principles can be understood in detail, a more particular description of the principles,
briefly summarized above, may be had by reference to embodiments, some of which
are illustrated in the appended drawings. It is to be noted, however, that the
appended drawings illustrate only typical embodiments in accordance with the
present principles and are therefore not to be considered limiting of its scope, for the

principles may admit to other equally effective embodiments.

[0022] FIG. 1 depicts a graphical representation of a first onboarding menu of an
ACGUI in accordance with an embodiment of the present principles.

[0023] FIG. 2 depicts a graphical representation of a second onboarding menu in

accordance with an embodiment of the present principles.

[0024] FIG. 3 depicts a graphical representation of a third onboarding menu in

accordance with an embodiment of the present principles.

[0025] FIG. 4A depicts a graphical representation of a fourth onboarding menu in

accordance with an embodiment of the present principles.

[0026] FIG. 4B depicts a graphical representation of a fifth onboarding menu in

accordance with an embodiment of the present principles.

[0027] FIG. 5 depicts a graphical representation of a sixth onboarding menu in

accordance with an embodiment of the present principles.

[0028] FIG. BA depicts a graphical representation of a first portion of an optional
seventh onboarding menu in accordance with an embodiment of the present

principles.

[0029] FIG. 6B depicts a graphical representation of a second portion of an optional
seventh onboarding menu in accordance with an embodiment of the present

principles.

[0030] FIG. 7 depicts a graphical representation of an optional summary menu in

accordance with an embodiment of the present principles.
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[0031] FIG. 8 depicts a graphical representation of an optional eighth onboarding

menu in accordance with an embodiment of the present principles.

[0032] FIG. 9 depicts a graphical representation of an optional ninth onboarding

menu in accordance with an embodiment of the present principles.

[0033] FIG. 10 depicts a graphical representation of an optional third-party cloud
provider configuration menu in accordance with an embodiment of the present
principles.

[0034] FIG. 11A depicts a graphical representation of a first portion of an optional
scaling menu in accordance with an embodiment of the present principles.

[0035] FIG. 11B depicts a graphical representation of a second portion of the scaling
menu in accordance with an embodiment of the present principles.

[0036] FIG. 11C depicts a graphical representation of a third portion of the scaling

menu in accordance with an embodiment of the present principles.

[0037] FIG. 12A depicts a graphical representation of a first portion of a code

generation menu in accordance with an embodiment of the present principles.

[0038] FIG. 12B depicts a graphical representation of a second portion of a code
generation menu in accordance with an embodiment of the present principles.

[0039] FIG. 13A depicts a graphical representation of a first portion of a deployment
menu in accordance with an embodiment of the present principles.

[0040] FIG. 13B depicts a graphical representation of the second portion of the

deployment menu in accordance with an embodiment of the present principles.

[0041] FIG. 13C depicts a graphical representation of a third portion of the

deployment menu in accordance with an embodiment of the present principles.

[0042] FIG. 14 depicts a high level block diagram of a code provisioning system in
accordance with an embodiment of the present principles.
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[0043] FIG. 15 depicts a high level block diagram of a computing platform suitable for

use with the code provisioning system of FIG. 14.

[0044] FIG. 16 depicts a high level block diagram of an end to end network in which
embodiments of a code provisioning client in accordance with the present principles

can be applied.

[0045] FIG. 17A depicts a flow diagram of a method for assisted code provisioning of
an end to end network in accordance with an embodiment of the present principles.

[0046] FIG. 17B depicts a flow diagram of a method for assisted code provisioning of
an end to end network in accordance with an alternate embodiment of the present

principles.

[0047] FIG. 18 depicts a high level functional, block diagram of a
monitoring/prediction system in accordance with an embodiment of the present

principles.

[0048] FIG. 19 depicts a high level functional diagram of the relationships
between some exemplary predictive features in a monitoring/prediction system in
accordance with an embodiment of the present principles.

[0049] FIG. 20 depicts a high level functional diagram of a code provisioning system
in accordance with an embodiment of the present principles.

[0050] To facilitate understanding, identical reference numerals have been used,
where possible, to designate identical elements that are common to the figures. The
figures are not drawn to scale and may be simplified for clarity. It is contemplated
that elements and features of one embodiment may be beneficially incorporated in

other embodiments without further recitation.

DETAILED DESCRIPTION

[0051] Some embodiments described herein relate to a method, apparatus and
system for assisted provisioning of an end to end network, such as an |oT end to end
network. While the concepts of the present principles are susceptible to various

modifications and alternative forms, specific embodiments thereof are shown by way
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of example in the drawings and are described in detail below. It should be
understood that there is no intent to limit the concepts of the present principles to the
particular forms disclosed. On the contrary, the intent is to cover all modifications,
equivalents, and alternatives consistent with the present principles and the
appended claims. For example, although embodiments of the present principles will
be described primarily with respect to particular network environments and the
application of particular programming/coding languages and algorithms, such
teachings should not be considered limiting. Embodiments in accordance with the
present principles can be implemented in substantially any network environment
using other programming/coding languages and algorithms in accordance with the

present principles.

[0052] In some embodiments in accordance with the present principles, a graphical
user interface is provided to enable a user to setup device configurations and
application parameters. In some embodiments, the graphical interface enables a
user to select and configure at least a device (sensors, actuators, MCUs, PLCs,
SoCs, FPGAs and the like) from which a remote process will be called for execution
and to assign the defined conditions (on streaming and remote process calls
management) to particular I1/O (inputs/outputs) of a device electronics (MCU, SoC,
etc.). In some embodiments, the graphical user interface enables a user to define
relationships between remote devices (edge device/gateway/independent device)
and how data is to be transported between devices (transfer protocol selection) and
to define behavioral constraints for the devices of the selected processes or
applications. In some embodiments, the graphical user interface enables the ability
to generate application code including remote process calls and conditions for
execution and data management in any given programming language, for each
device and to enable a user to easily manage and re-program any device on which

code and/or applications have been deployed.

[0053] For example, in some embodiments, while configuring/implementing a new
device or a network or a system, a user can access an automatic code generation
user interface (ACGUI) on a user device, for example such as a server/computer or

mobile device. The ACGUI enables a user, through a number of different setup and
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onboarding screens, to create desired applications for devices/system being

configured/ implemented.

[0054] In some embodiment, the user selects a desired function in the ACGUI,
specifies operating parameters, such as configuration parameters and application
logic parameters, and provides other inputs as may be required for the automatic
generation of code for the desired function. Based on the provided inputs, code is
automatically generated corresponding to the desired function. The automatically
generated code is then injected or otherwise incorporated into the automatically
generated program being created. As used herein, the terms “inject” or “incorporate”
are used interfchangeably in the context of code being injected or incorporated in a
program being developed. An automatically generated program refers to
appropriately importing the code into the program, such that the program including
the automatically generated code may be executed without additional modifications.
The program comprising the automatically generated code, also referred to as
automatically generated program (AGP) is then sent to the target device for
installation and execution.

[0055] Parameters and other inputs include information for operation of the
automatically generated code on the target device such as target device type, power
requirements, network equipment configuration, network details, authentication
details for additional services or devices if required for execution of the desired

function, among several other parameters and inputs.

[0056] Commonly assigned U.S. Patent Numbers 8,726,285, filed 28 January 2011;
9,436,439, filed 17 June 2014; 9,239,705, filed 17 June 2014; 9,235,383, filed 17
June 2014; and U.S. Patent Application Publication Numbers 2009/0070121, filed 11
September 2007; 2009/0070162, filed 11 September 2007, 2015/0199088, filed 9
January 2015; 2015/0286362, filed 13 April 2015; 2016/0327925, filed 8 March,
2016; 2016/0328216, filed 6 May, 2016; U.S. Application Serial Numbers
15/163,280, filed May 24, 2016; 15/386,180, filed December 21, 2016; and
62/471,071 filed March 14, 2017, each of which is incorporated herein by reference
in their entireties, describe techniques for developing software for a device
incorporating a controller, and executing, managing, reprogramming or changing the

11
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behavior of the software, e.g. remotely, to extend the capabilities of such a device

via defined workflows.

[0057] FIG. 1 depicts a graphical representation of a first onboarding menu 110 of an
ACGUI 100 in accordance with an embodiment of the present principles. Although in
the following description of embodiments of the present principles, various menus of
the ACGUI 100 will be depicted as being presented in a certain order, the menus of
an ACGUI of the present principles can be presented to a user in substantially any
order unless the information in one menu is a pre-requisite for information in another

menu.

[0058] In some embodiments of the ACGUI 100 of FIG. 1, the first onboarding menu
110 can have an “accordion” style, where sections can expand and collapse. In
addition, or alternatively, the menu 110 can comprise other styles, such
as wireframes, for accessing portions of the menu 110. What is important
is that the menus enable a user to select or input at least programming
information and/or application logic information for devices of a system,
such as an |oT end to end system, to be provisioned. In addition, in some
embodiments of an ACGUI in accordance with the present principles, such as the
ACGUI 100 of FIG. 1, only one section can be opened at a time, and clicking on a
closed section automatically closes the currently open section, and opens the
selected section.

[0059] In the embodiment of the ACGUI 100 of FIG. 1, the onboarding flow will be
presented sequentially such that a user is guided to complete the flow in a
determined sequence and specifically, in the onboarding flow, a step 2 will not be
enabled until a step 1 is complete, and so on. In some embodiments, the
onboarding flow order in accordance with the present principles can comprise a
different order than what will be described with respect to the ACGUI 100 of FIG. 1.

[0060] The first onboarding menu 110 of the ACGUI 100 of FIG. 1 illustratively
comprises a binary choice about the type of product that is to be
constructed/configured. More specifically, the depicted embodiment of the menu
110 of the ACGUI 100 of FIG. 1 enables a user to select between building a new
connected product, for example a connected air conditioner, or configuring an

12
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existing industrial infrastructure, such as sensors connected to actuators and/or
controllers. In some embodiments, a users selections/inputs in some menus can
influence the onboarding flow and what future menus will be presented to the user.
As depicted in the embodiment of the first onboarding menu 110 of the ACGUI 100
of FIG. 1, in some embodiments, menus of an ACGUI in accordance with the
present principles can further include a navigation menu area 120, illustratively on
the left side of the first onboarding menu 110, which can inform a user at what point
the user is in the navigation process of configuring/implementing a new
device/system in a network in accordance with the present principles.

[0061] FIG. 2 depicts a graphical representation of a second onboarding menu 210
in accordance with an embodiment of the present principles. The second onboarding
menu 210 of FIG. 2 enables a user to identify/select the architecture of the system.
In the embodiment of the second onboarding menu 210 of FIG. 2, choices

include:

a. Edges connected via gateway
b. Edges connected directly via an internet

¢. Mesh network connecting via gateway

[0062] The choice of architecture is a choice that both helps orient the user and
influences the onboarding flow and what future menus will be presented to the user.
Although the second onboarding menu 210 depicted in FIG. 2 depicts specific
choices that can be made by a user, in some embodiments in accordance with the
present principles, a second onboarding menu is not so limited and can include
other choices that can be selected by a user.

[0063] The following description assumes a selection of the “edge-to-gateway” flow
as the architecture, however, the gateway step (and all subsequent references to
the gateway) would be removed in the event that a user selected an “edge-to-
cloud” architecture. In addition, a selection of the “mesh network connecting via
gateway” would present following menus with additional mesh-specific

configuration settings.

13
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[0064] In the embodiment of the second onboarding menu 210 of FIG. 2,
since the architecture choice influences the remainder of the onboarding flow,
the subsequent steps in the flow in the navigation menu 220 on the left side of the
second onboarding menu 210 are obscured. In some embodiments, a listing of
subsequent steps is revealed in the navigation menu 220 once the architecture

choice has been made.

[0065] FIG. 3 depicts a graphical representation of a third onboarding menu 310 in
accordance with an embodiment of the present principles. The third onboarding
menu 310 of the embodiment of FIG. 3 enables a user to upload information
required to configure and generate the gateway application. In the onboarding menu
310 of the embodiment of FIG. 3, gateway choices are presented in terms of
both specific hardware devices and operating systems, so that users can pick
the option that matches the users requirements. Exemplary Gateway choices
depicted in the onboarding menu 310 of the embodiment of FIG. 3 include, but are

not limited to:

e Raspberry Pi 3 Model B
e Dell Edge loT Gateway
e Beaglebone Black

In addition, exemplary operating system (OS) choices can include, but are not
limited to:
e Linux

e Windows

[0066] In some embodiments, the onboarding menu 310 of FIG. 3 can also include a
call to action to obtaining assistance if a user is unable to find a matching selection
in the list of supported gateway types. In some embodiments, selecting this option
will make a contact form available to the user. In the embodiment of the onboarding
menu 310 of FIG. 3, the remainder of the gateway menu captures information

including but not limited to:

e How the gateway is connected to the internet
o This selection can be auto-filled based on the hardware choice. For

14



WO 2020/076762 PCT/US2019/055109

example, if ethernet is only supported on the Raspberry Pi, then
ethernet can be selected by default and not necessarily editable.
o The gateway OS type
o This selection can be auto-populated based on either the users
selection of an OS, or the user's choice of hardware. For example, if
Raspberry Pi is chosen, a selection of “Windows” or “OS X’ as the
operating system may not be permitted.
e The gateway location
e The gateway name.

[0067] As depicted in the third onboarding menu 310 of FIG. 3, in some
embodiments an onboarding menu for selecting and provisioning a gateway in
accordance with the present principles can include a link to a gateway setup guide.
In some embodiments of the third onboarding menu 310 of FIG. 3, a “Next” button
can be disabled until all form states have been populated and error states can be
identified in the offending form field. In the third onboarding menu 310 of FIG. 3, the
flow in the navigation menu 320 on the left side of the third onboarding menu 310
illustratively indicates that a user is currently performing a Gateway configuration

process.

[0068] FIG. 4A depicts a graphical representation of a fourth onboarding menu 410
in accordance with an embodiment of the present principles. The fourth onboarding
menu 410 of the embodiment of FIG. 4A enables a user to upload information
required to configure and generate edge devices. In some embodiments an edge
setup section can be more involved than the gateway setup section, and so an edge
setup section can be split up into logical, digestible pieces. In some embodiments, at
least one edge device must be set up to proceed with the remainder of the

onboarding flow.

[0069] As depicted in the fourth onboarding menu 410 of FIG. 4A, in some
embodiments a user can be prompted to select an edge device to configure by
visually presenting a menu of edge types to the user. In some embodiments, the
options presented to a user can take the form of both edge manufacturers and
general types of supported edge devices, such as Modbus edges.
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[0070] In the fourth onboarding menu 410 of FIG. 4A, each selection of an edge
device activates a following section which enables a user to make hardware
selections for the edge device. In the embodiment of the fourth onboarding menu
410 depicted in FIG. 4A, the edge settings screen captures the following information

on a per-edge basis:

e The type of edge device being used
¢ How that edge connects to the gateway
e Where the edge is located

e The name of the edge device

[0071] The selections available in the fourth onboarding menu 410 for the edge
device type selector are influenced by the choices made in the previous step. For
example, if a user selects TI hardware, then the only selections that will be available
to a user for edge hardware will include Tl hardware. If a user selects WiFi, then the
only selections that will be available to a user for edge hardware will include devices
that support connections via WiFi. Once a specific edge device type has been
selected and given a location and name, a user is enabled to set up sensors and
actuators on the device. In several embodiments, edge devices must have at least
one sensor or one actuator associated with the edge device. Although the fourth
onboarding menu 410 depicted in FIG. 4A depicts specific information that can be
captured on a per-edge basis, in some embodiments in accordance with the present
principles, a fourth onboarding menu is not so limited and can include the capture of

other information on a per-edge basis.

[0072] FIG. 4B depicts a graphical representation of a fifth onboarding menu 450 in
accordance with an embodiment of the present principles. The fifth onboarding
menu 450 of the embodiment of FIG. 4B enables a user to upload information
required to configure and generate sensors and actuators for the edge devices. That
is, once a user has selected a specific edge device type and given assigned a
location and name, the user can set up sensors and actuators on the edge device.
In some embodiments in accordance with the present principles, each edge device
must have at least one sensor or one actuator. In some embodiments and as
depicted in the fifth onboarding menu 450 of FIG. 4B, the device name is displayed

16
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on the top of the menu 450. In addition, in the fifth onboarding menu 450 of FIG. 4B
the type of sensor is identified, and a user is enabled to input a name for the sensor.
In the fifth onboarding menu 450 of the embodiment of FIG. 4B a sensor calibration
feature can be selected that enables the user to set a constant plus or minus offset
to the sensor reading. This feature accounts for the reality of certain sensors
consistently producing values that are too high or too low. In some embodiments,

offset values can be specified in the chosen real world units for a subject sensor.

[0073] In the fifth onboarding menu 450 of FIG. 4B, a formula can be selected by a
user to be applied to a sensor. In some embodiments, results can be selected by a
user to be displayed in cycle time or PPM to % as depicted in the embodiment of
the fifth onboarding menu 450 of FIG. 4B. In some embodiments and as depicted in
the fifth onboarding menu 450 of FIG. 4B, sensors on edges devices can support
the specification of graph safe bounds and graph caution bounds during the setup

process. Setting graph bounds is optional in some embodiments.

[0074] In accordance with the present principles, each edge device that is
configured during the onboarding flow can be multiplied so that a user does not
have to go through the process of creating the same device many times. For
example, if a user wants to configure ten identical temperature sensing edge
devices, a user can configure the edge device once and multiply the
configuration of the edge device by ten using the capabilities of the ACGUI 100 of
FIG. 1. As such, ten instances of the configured edge device are created.

[0075] The limit to the number of edge devices of a given type that you can
associate with a gateway via the Ul will be dictated by the technical and practical
limitations of the associated network interface. For example, Zigbee networks
have a theoretical limit to the number of devices they can support (measured in the
millions) and a practical limit that is influenced by numerous factors (typically
measuring in the hundreds or thousands). The values for input that a user can enter
via the Ul when multiplying edges will be limited based experimental results.

[0076] Once an edge device has successfully been added, in some
embodiments the user is returned to an updated view of the top-level edge step,
which contains a list of the user's saved edge devices. An updated view of the
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top-level edge step can contain the edge device that was just created, and can
grow as more edge devices are added (described in further detail below). The
updated view of the top-level edge step can include but is not limited to at least the
following four goals:

1. To provide a summary of the edge devices that a user has added (i.e., by
displaying the edge device name, type, and creation date, etc.)

2. To provide a manner of accessing the details of saved edge devices so
that details of saved edge devices can be edited.

3. To provide a means to delete saved edge devices, in one embodiment by:

a. Hitting a delete button which will render a modal that ask the user to
confirm that the selected object is to be deleted.

4. To provide a starting point for creating/adding more edge devices.

[0077] In some embodiments in accordance with the present principles, the process
of adding consecutive edge devices is effectively the same as the process of
adding a first edge device as described above, with a few exceptions. In some
embodiments, when a user is adding an edge device after having created at least
one edge device previously, a user will be provided the option to select an edge
device to use as a starting point for the new edge device. For example, in some
embodiments the user will be provided an option to clone an edge device and then
edit the edge device to be added, making it easy to create variations on edge
devices that a user has already previously configured. In some embodiments, when
a user examines each stage of a setup menu for a cloned edge device, the menu
can display the details of the edge device in an editable manner.

[0078] Another difference between adding a first edge device and adding
subsequent edge devices is illustrated in the flow in the navigation menu 420 on
the left side of the fifth onboarding menu 450 in FIG. 4B, which illustratively depicts
that a user is currently adding an edge device as indicated by the number one (1) in
parenthesis next to the label “Sensor & Actuators” in the navigation menu 420 on the
left side of the fifth onboarding menu 450, which in some embodiments reflects the

number of already created edge devices.
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[0079] FIG. 5 depicts a graphical representation of a sixth onboarding menu 510 in
accordance with an embodiment of the present principles. The sixth onboarding
menu 510 of the embodiment of FIG. 5 enables a user to provide information about
how the edge devices and gateway devices are powered. In the embodiment of the
sixth onboarding menu 510 of FIG. 5, in a first section 511, the sixth onboarding
menu 510 illustratively displays the name of the device which is being configured
and a pull down selection menu to select a power option for the named device. In the
embodiment of the sixth onboarding menu 510 of FIG. 5, in a second section 512,
the sixth onboarding menu 510 illustratively displays the name of other devices
(illustratively three other devices) and provides a respective pull down selection
menu to select a power option for the other named devices. The sixth onboarding
menu 510 of FIG. 5, illustratively further provides a selection box 513 for enabling
the user to select a power option for all edge devices with a single selection.

[0080] For example, gateways are most commonly powered by wired power, but
can also be powered by batteries, particularly in cases when the gateways are
deployed outdoors. The gateway section of the power settings illustrated in the
sixth onboarding menu 510 of FIG. 5 shows the gateway name, gateway type,
and how the gateway is connected to the internet (ethernet, wifi or cellular), and
enables a user to select between wired or battery power. The selections made by
the user in the sixth onboarding menu 510 of FIG. 5 can influence the options
available in subsequent onboarding processes. For example, in some
embodiments, support for only Raspberry Pi gateways powered by wired power can
be provided. In such embodiments, the power choice can be auto-selected and
any selection options disabled. In such embodiments, the sixth onboarding menu
510 of FIG. 5 functions more as a communication mechanism that informs the user
about the power source to use, as opposed to giving the user the means to make a

choice about power sources.

[0081] The edge section of the power settings is basically the same as the gateway
section above and enables a user to choose between battery and wired power for
each edge device that the user has created. For each edge device, the name,
type, and gateway / internet connectivity option (WiFi, Bluetooth, Zigbee, Modbus)
is displayed. Again, this choice may be automatically made depending on the
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choice of edge hardware, and there is also a global setting to set all edge
devices to the same type of power. In some embodiments, this option will only
appear if all edges can be set to use the same type of power source. In some
embodiments in accordance with the present principles, a power setting menu such
as the sixth onboarding menu 510 of FIG. 5 can be configured to provide more
detailed power information such as a power source having more than one battery or

specific configuration details for various power sources.

[0082] FIGs B6A and 6B depict graphical representations of a first portion 611 and
second portion 612 of an optional seventh onboarding menu 610 in accordance with
an embodiment of the present principles. The seventh onboarding menu 610 of the
embodiment of FIGs 6A and 6B enables a user to provide information regarding
rules for the sensors and actuators to be configured. In some embodiments, creating
rules and notifications is not a necessary component of an ACGUI of the present

principles and as such, the sixth onboarding menu can be considered optional.

[0083] In the embodiment of the first portion 611 of the seventh onboarding menu
610 depicted in FIG. BA, a user is enabled to select a device for which to configure
rules via a drop down selection menu 621. In addition, as depicted in the first
portion 611 of the sixth onboarding menu 610 of FIG. BA, a user is also able to skip
the process of providing rules and notifications for the devices.

[0084] The second portion 612 of the seventh onboarding menu 610 depicted in
FIG. 6B can, in some embodiments, comprise additional sections of the seventh
onboarding menu 610 depicted in FIG. 6A or can, in some embodiments, comprise
a separate menu from the seventh onboarding menu 610 depicted in FIG. 6A. In the
embodiment of the seventh onboarding menu 610 depicted in FIG. 6B, the name of
the device for which a rule and/or notification is being configured is displayed on the
top of the menu 610. As depicted in the second portion 612 of the seventh
onboarding menu 610 depicted in FIG. 6B, a user is able to select, from a drop
down menu 622, available parameters that can be monitored for the device for
which a rule is being configured. That is, based on the device which is selected for
configuration, the menu/system populates and enables a user to select a
parameter(s) able to be monitored for the device being configured.
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[0085] lllustratively, in the embodiment of the seventh onboarding menu 610
depicted in FIG. 6B, on the same line, a user is able to select from a drop down
menu 623 a condition for the monitored parameter. For example, in the embodiment
of the seventh onboarding menu 610 depicted in FIG. 6B, a user selected a
temperature to be monitored and selected a condition of ‘if the temperature is less
than’. lllustratively, in the embodiment of the seventh onboarding menu 610
depicted in FIG. 6B, on the same line, a user is able to input a threshold value for
the condition. For example, in the embodiment of the seventh onboarding menu 610
depicted in FIG. 6B, a user provided the temperature of 80 degrees as a threshold
value for the condition. In some embodiments, such as the embodiment of the
seventh onboarding menu 610 depicted in FIG. 6B, an onboarding menu in for
defining conditional rules and triggers further includes an ‘Extend feature. The
Extend feature enables a user to input additional conditional rules and triggers.

[0086] In the embodiment of the seventh onboarding menu 610 depicted in FIG. 6B,
a user is enabled to select what should happen when the rule the user configured is
triggered. lllustratively, in the embodiment of the sixth onboarding menu 610
depicted in FIG. 6B, three choices are provided for user selection:

1. To control an actuator of the device being configured,
2. To send an email to, for example, an administrator of a system being
configured,

3. To send an SMS message to, for example, an administrator of the system.

[0087] In the embodiment of the seventh onboarding menu 610 depicted in FIG. 6B,
contact details of the person(s) to whom an email or SMS message is to be
communicated are displayed. In some embodiments, a user is able to provide the
contact details of the person(s) to whom an email or SMS message is to be
communicated using the seventh onboarding menu 610 depicted in FIG. 6B.

[0088] As depicted in the embodiment of the seventh onboarding menu 610
depicted in FIG. 6B, in some embodiments a user is able to provide details
regarding the rule schedule. lllustratively, in the seventh onboarding menu 610

depicted in FIG. 6B, a user is able to select between having a configured rule
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always on or providing a custom schedule. The seventh onboarding menu 610
depicted in FIG. 6B enables a user to input a beginning time and an ending time for
the rule and is able to select on which days of the week the rule should be applied.
In some embodiments and as depicted in the seventh onboarding menu 610
depicted in FIG. 6B, a user can be enabled to set more than one beginning time
and an ending time for the rule and different days for the beginning and ending

times for the rule.

[0089] The seventh onboarding menu 610 enables a user to give the configured rule
a name and to save the rule configuration. When a rule is saved, the user is
returned to the top-level of the rules & notifications section, which can display a
summary of a user’s configured rules. For example, FIG. 7 depicts a graphical
representation of an optional summary menu 710 in accordance with an embodiment
of the present principles. In some embodiments and as depicted in the summary
menu 710 of FIG. 7, the summary menu 710 can be segmented by device name
(augmented with device type), and can display at least the following information for
each rule belonging to an edge device:

e Rule name
e Rule type (“Sensor & Actuator”)
e Creation date.

[0090] From the summary menu 710 a user is able to select to create another rule
or to continue to setting up device health rules. As depicted in the summary menu
710 of FIG. 7, in some embodiments, one a rule has been created, the navigation
menu 720 on the left side of the summary menu 710 is updated to reflect the
number of already created rules.

[0091] FIG. 8 depicts a graphical representation of an optional eighth onboarding
menu 810 in accordance with an embodiment of the present principles. The eighth
onboarding menu 810 of the embodiment of FIG. 8 enables a user to provide
information regarding device health rules, which can be applied to both gateway
and edge devices. In some embodiments, like with the sensor & actuator health
rules, the device health rules begin with the selection of a device, and that choice is

augmented with a choice about the type of device health rule that the user wants to
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create, which is dependent on the capabilities of the selected device. For example,
a user won't be able to set power rules if the user is not using a device with a
battery. If only one type of device health rule is available, in some embodiments
the selection will be made automatically and won't be editable. In the embodiment
depicted in the eighth onboarding menu 810 of FIG. 8, once a rule type (power or
connectivity) has been selected, the rule will appear in a progressive mannerin

a way that maps to how the sensor & actuator rules appear.

[0092] In the embodiment of the eighth onboarding menu 810 depicted in FIG. 8, a
user is enabled to select a device for which to configure health rules via a drop
down selection menu 811. In addition, as depicted in the eighth onboarding menu
810 of FIG. 8, a user is also able to skip the process of providing health rules for the
devices. When a rule is saved, the rule appears in the rule summary list in the

same manner as the sensor & actuator rules.

[0093] In some embodiments, rules can be edited by selecting a rule from a rule
summary menu, such as the rule summary menu 710 depicted in FIG. 7, which
presents to a user a rule edit state.

[0094] FIG. 9 depicts a graphical representation of an optional ninth onboarding
menu 910 in accordance with an embodiment of the present principles. The ninth
onboarding menu 910 of the embodiment of FIG. 9 enables a user to perform at

least the following operations:

1. Capture preference information about gateway-to-cloud and edge-to-
gateway sensor data frequency

2. Capture preference information about insight features

3. Capture various types of information that will not be used immediately,
but will inform product and PO activities. At a minimum this information
should be stored in the database, and will potentially be integrated into
TPS.

4. Configure third-party cloud integrations

[0095] More specifically and as depicted in the ninth onboarding menu 910 of FIG.
9, a sensor data frequency section enables a user to provide information about
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how frequently edges will send data to service provider system, and how frequently
edges will send data to the gateway. In accordance with embodiments of the present
principles, the system can make a recommendation to the user regarding, for
example, a sensor data frequency, based on how the sensor has been
configured. For example, in the case of edge devices operating on batteries,
sensor data can be sent to the cloud less frequently in order to save energy
consumed by using the edge device’s radio. For example, and as depicted in
the ninth onboarding menu 910 of FIG. 9, a recommendation is made to

communicate sensor data every 30 minutes.

[0096] In the embodiment depicted in the ninth onboarding menu 910 of FIG. 9, a
user is enabled to select a time period from a drop down menu, which can include

the following options:

e Every 30 seconds
e Every minute

e Every 5 minutes
e Every 30 minutes
e Every hour

e Once per day

e Custom (A value that can be expressed in time).

[0097] In some embodiments, based on a value determined for sensor data
frequency, a determination can be made by the system for communication of edge
sensor data to the gateway. For example, in the ninth onboarding menu 910 of FIG.
9, a recommendation is made to communicate edge sensor data to the gateway

every 20 seconds.

[0098] As further depicted in FIG. 9, the ninth onboarding menu 910 enables a user
to decide whether or not to accept sensor predictions from the system. For example,
in the embodiment of FIG. 9, the ninth onboarding menu 910 includes two toggle
switches which enable a user to select whether or not to enable the system to notify
the user regarding abnormal events in system data and whether or not to notify the

user when the system predicts that sensor health rules will be triggered. That is, in
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some embodiments, the system implements at least one of machine learning, linear
regression analysis and neural networks to determine when abnormal events in
system data have occurred or will occur and when sensor health rules will be
triggered.

[0099] In the embodiment depicted in FIG. 9, the ninth onboarding menu 910
enables a user to select from a series of checklists that enables the system to collect
information on how a user is wanting to improve physical operations. In some
embodiments, the checklists options can include:

e Minimize machine downtime
e Increase process output
e Reduce resource consumption

e Collect product analytics

[00100] Furthermore, in some embodiments and as depicted in FIG. 9, the ninth
onboarding menu 910 can enable a user to define types of external data to be
included with device data, such as sensor data. For example, and as depicted in
FIG. 9, some selections for external data sources can include:

o \Weather data

e Financial data

e Customer support data
e Business metrics

e Infrastructure metrics

e Internal database or API data.

[00101] More specifically and as described above, some embodiments of the
present invention implement at least one of machine learning algorithms and
models, linear regression analysis and models, neural networks, and other learning
algorithms that can be trained based on data generated at, in some embodiments,
runtime by all different connected devices to predict failures and optimize device
performance. Optimization constraints (i.e., Behavioral Constraints) are states that

the application needs to reach over time (i.e., optimal target that algorithms will try
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to predict or sense). For example, in some embodiments, some predictive states to
attempt to predict/achieve in accordance with the present principles can include
power saving, sensor calibration, predictive maintenance, maximize or minimize an
output, etc. In some embodiments, alerts can be generated and communicated to a
user when anomalies are detected, when there is a change of device/system

behavior and the like.

[00102] In some embodiments, the predictive applications can evolve over time based
on results of learning algorithms, such as at least one of machine learning
algorithms, linear regression analysis and neural networks, that are able to learn
behaviors and patterns of associated devices and systems as a whole. An
application using ML (that constitute what we call a learning system) to improve its
design is self-healing.

[00103]In some embodiments, predictive analysis in accordance with the present
principles includes machine learning in a Cloud/remote server environment which
implements a library of algorithms that can be trained in real time with data sets
generated at runtime. The results of these algorithms are then analyzed in real time
for accuracy and to automatically fine tune parameters. That is, an algorithm that is
proven effective can be used to predict the behavior of a device/system or
application and to automatically fine tune, for example, operating parameters of a
device/system. Alternatively, or in addition, in some embodiments, algorithms can
be trained off-line with data sets previously generated and the results of the

algorithms can be analyzed off-line or in real time for accuracy.

[00104] In some exemplary embodiments of a predictive analysis process in
accordance with the present principles, the following applications were considered:

e Machine productivity and on/off status monitoring;

e Cloud-based storage and end-user applications for various sensor devices;
and

e Data center energy usage optimization.

[00105]In such applications, automated alerts can be implemented. For example, in

some embodiments a monitoring/machine learning system can learn what is
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considered anomalous operating conditions for a device/system and communicate
an alert to, for example, a user to notify the user of a failure of a device/system.
Alternatively, or in addition, the monitoring/machine learning system can be informed
what is an anomalous operating condition for a device/system and communicate an
alert to, for example, a user to notify the user of a failure of the device/system when

the anomalous operating condition is detected.

[00106]FIG. 18 depicts a high level functional, block diagram of a
monitoring/prediction system 1800 in accordance with an embodiment of the present
principles. In the embodiment of FIG. 18, the monitoring/prediction system 1800
illustratively includes a datastore 1805, an algorithms repository 1810, an algorithms
training module 1815, and an optional algorithms proof module 1820. In the
embodiment of FIG. 18, the datastore 1805 stores data regarding the operation and
data collected from the various sensors and other system devices. The algorithm
repository 1810 stores algorithms to be applied to the data in the datastore 1805 for
performing predictive analysis in accordance with the present principles. In some
embodiments, a user is able to select which algorithm from the algorithms repository
1810 to apply to the data. Alternatively, or in addition, in some embodiments an
algorithm from the algorithm repository 1810 can be automatically selected by the
monitoring/machine learning system 1800 depending upon which application is to be
performed and, as such, which device/system functionality/parameter is to be
predicted.

[00107]In the monitoring/prediction system 1800 of FIG. 18, the algorithms training
module 1815 can implement data from the datastore 1805 to train an algorithm to
predict/learn/identify a parameter/functionality of a device/system. That is, in some
embodiments, the algorithms training module 1815 can use data from the datastore
1805 to determine an algorithm able to identify, for example, when an event or
failure will occur for a device/system using, for example, machine learning. Such
determined algorithm can then be stored in the algorithm’s repository 1810.

[00108] In the monitoring/prediction system 1800 of FIG. 18, the optional algorithms

proof module 1820 can be implemented to verify the functionality of any of
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algorithms determined by the algorithms training module 1815 and algorithms stored
in the algorithms repository 1810.

[00109] The monitoring/prediction system 1800 of FIG. 18 is able to predict a future
state of a given sensor using data stored in the datastore 1805 as described above.
That is, in some embodiments, the monitoring/prediction system 1800 is able to
provide a user with a prediction of an individual sensor reading at a specified point
in the future. In some embodiments, the monitoring/prediction system 1800 is
further able to provide a measure of confidence that the value will fall within a
given range. For example, in one exemplary embodiment the monitoring/prediction
system 1800 of FIG. 18 can indicate with a measure of certainty that the
temperature of water in a specific water tank can be within a specific
temperature range at a certain time and on a certain date by analyzing the
data stored in the datastore 1805. The monitoring/prediction system 1800 in
accordance with the present principles is also able to make higher-level predictions
about the future states of groups of sensors, groups of devices, and application-
specific states, such as service schedules for devices in order to avoid downtime.

[00110]In some embodiments, a monitoring/prediction system in accordance with the
present principles combines sensor data prediction with knowledge of sensor
thresholds to enable a proactive warning to be generated about upcoming error
states. This is a more focused version of the message delivered by the sensor
data prediction feature, or a version of automated alerts that can see into the
future. This feature can communicate an exemplary message such as. “There is a
99% certainty that the temperature in water_tank_1 will be above the desired
threshold in 5 hours from now.”

[00111]In addition, in some embodiments, sensor correlations are implemented by a
monitoring/prediction system in accordance with the present principles to describe a
relationship between two or more independent streams of sensor data in a way
that is actionable by the owner of the data. Taking the machine productivity and
on/off status monitoring as an example, a user might like to know how the cycle
time on an injection molding machine is affected by the temperature of the oil used
as input to the machine. Such feature can be generalized and enable users to
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explore correlations between different sensors in applications. In some
embodiments, for system optimization a monitoring/prediction system in accordance
with the present principles can monitor a consumable resource and adjust operating
parameters of devices of a system or a system overall to minimize or maximize a
consumption of the monitored resource as desired.

[00112]In a monitoring/prediction system in accordance with the present principles,
such as the monitoring/prediction system 1800 of FIG. 18, the intelligence features
build upon one another. More specifically, FIG. 19 depicts a high level
functional diagram of the relationships between some exemplary predictive
features in a monitoring/prediction system in accordance with an embodiment of the
present principles. As depicted in the embodiment of FIG. 19, predictive features of
a monitoring/prediction system in accordance with the present principles can include
sensor correlation 1905, automated alerts 1910, sensor data prediction 1915, error
state prediction 1920, and system optimization 1925. In some embodiments,
features of a monitoring/prediction system in accordance with the present principles
can be implemented using a machine learning approach. In some embodiments, a
monitoring/prediction system in accordance with the present principles can be
implemented using a statistical approach. In some embodiments, a
monitoring/prediction system in accordance with the present principles can be
implemented using a combination of statistical approaches and machine learning
approaches.

[00113]In some embodiments, for sensor correlation 1905, cross-correlation can be
calculated using a scientific computing tool such as an established python library.
For example, in some embodiments cross-correlation can be calculated using
Numpy and Scipy, which comprise packages in python used for scientific computing.
In some embodiments, sensor data can be tracked against an overarching metric,
for example cycle time, and a model can be determined for how a sensor correlates
to that “goal metric.” In some embodiments, the tracking can be accomplished by
constructing a neural network that has access to the sensor data (and potentially
other pertinent data such as ambient weather) and outputs a prediction of the goal
metric. The effects of certain variables can then be isolated by linearly varying one
input variable at a time while holding all others constant.
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[00114]In some embodiments, for automated alerts 1910 (related to anomaly
detection), the application of statistical methods can be implemented to identify
outliers and accurately label them as anomalies. In some embodiments, an Extreme
Studentized Deviate (ESD) approach can be implemented to identify outliers. In one
particular embodiment, a Seasonal Hybrid ESD (S-H-ESD) is implemented to
identify anomalies. The idea behind the S-H-ESD method is to use STL
decomposition (“Seasonal and Trend decomposition using Loess”) to remove
seasonality. With the seasonality removed, genuine outliers can be more accurately
be identified, in one embodiment, using a generalized extreme Studentized deviate
test.

[00115] As a baseline, S-H-ESD provides a strong starting point to begin exploring a
machine learning approach. As the datasets per account grow, machine learning
models can be trained that can outperform S-H-ESD. The feasible alternative
approaches based on machine learning rely on the ability to accurately predict

sensor data.

[00116] Alternatively, or in addition, in some embodiments an ensemble of statistical
methods is implemented against an anomaly score generated by a Sensor Data
Prediction model implemented for the sensor date prediction feature 1915. That is, a
completion of the Sensor Data Prediction intelligence feature expands the
techniques available for the Automated Alerts feature 1920. For example, the
observed value of a sensor can be compared to a machine learning-driven prediction
about what the value “should” be (this is known as the anomaly score). In some
embodiments, a fixed threshold is set for the absolute value of the anomaly score.
Alternatively, or in addition, an accumulator can be implemented to tally anomalies
or to calculate tail probabilities using rolling means and variance.

[00117]1In some embodiments, for sensor data predition 1915 a long short-term
memory (LSTM) network can be implemented in TensorFlow. Such configuration
enables a leverage of the time series nature of the data. It is also important to note
that there is an implicit assumption of periodicity in sensor data. That is, there are
observable patterns in the data over time. In some embodiments, to calculate
confidence values, a Bayesian Neural Network (BNN) can be implemented.
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[00118]In some embodiments, for the error state predition feature 1920, a user can
be enabled to set a time scale and a sensor threshold value using the sensor data
prediction model. For example, if it is predicted that the sensor value will be
above/below a respective threshold value at the given time scale, such information
can be reported to a user, and/or an alert can be communicated whenever the

system predicts an error state.

[00119]In some embodiments, after Sensor Data Prediction v2 (implementing a
neural network, such as a Binary neural network) a probability can be associated
with the threshold, triggering the alert only when the threshold is overcome with
some degree of confidence. In some embodiments, for system optimization 1925, a
neural network powered by, in some embodiments, TensorFlow is implemented.

[00120] In addition to neural networks, in some embodiments in accordance with the
present principles, other learning algorithms can be applied for performing various
functionalities of the described embodiments in accordance with the present
principles, including at least automatically determining configuration information and
application logic information and predictive analysis. More specifically, machine
learning tasks are typically classified into two broad categories, depending on
whether there is a learning "signal" or "feedback" available to a learning system,

namely Supervised leaming and Unsupervised learning.

[00121]In Supervised learning, a computer is presented with example inputs and
their desired outputs, given by a "teacher", and the goal is to learn a general rule
that maps inputs to outputs. As special cases, the input signal can be only partially
available, or restricted to special feedback. Supervised learning can include Semi-
supervised learning in which a computer is given only an incomplete training signal:
a training set with some (often many) of the target outputs missing. In some
embodiments Supervised learning can also include Active learning in which a
computer can only obtain training labels for a limited set of instances (based on a
budget), and also has to optimize its choice of objects for which to acquire labels.
When used interactively, these can be presented to the user for labeling. In some
embodiments, Supervised leamning can also include Reinforcement learning, in
which training data (in form of rewards and punishments) is given only as feedback

31



WO 2020/076762 PCT/US2019/055109

to the program’s actions in a dynamic environment, such as driving a vehicle or

playing a game against an opponent.

[00122] For Unsupervised learning, no labels are given to the learning algorithm,
leaving the algorithm on its own to find structure in its input. Unsupervised learning
can be a goal in itself (discovering hidden patterns in data) or a means towards an
end (feature learning).

[00123] As recited above, in addition to neural networks, in some embodiments in
accordance with the present principles, other learning algorithms can be applied for
implementing predictive analysis and other functionalities of the present principles.
For example, in some embodiments, Decision tree learning can be implemented.
Decision tree learning uses a decision tree as a predictive model, which maps
observations about an item to conclusions about the item's target value.
Alternatively, or in addition, in some embodiments Association rule learning can be
implemented for predictive analysis other related features of the present principles
as described above. Association rule learning is a method for discovering
interesting relations between variables in large databases. Alternatively, or in
addition, in some embodiments Deep learning can be implemented for predictive
analysis other related features of the present principles as described above. Deep
learning consists of multiple hidden layers in an artificial neural network. This
approach attempts to model the way the human brain processes inputs.

[00124]1In some embodiments in accordance with the present principles, other
learning algorithms and techniques, including but not limited to Inductive logic
programming, Support vector machines, Clustering, Bayesian networks,
Reinforcement learning, Representation learning, Similarity and metric learning,
Sparse dictionary learning, Genetic algorithms, Rule-based machine learning,
Learning classifier systems, and the like can be implemented for predictive analysis
other functionalities of the present principles.

[00125]In addition to implementing learning algorithms for predictive analysis and
other functionality of the present principles, such learning algorithms can be
implemented for reprogramming devices or sensors to, for example extend the
capabilities of a device or system, based on an analysis using the learning
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algorithms of data collected by the devices or system. For example, in some
embodiments, data collected by devices and/or sensors of a network, such as an
end to end loT network, can be monitored and analyzed by learning algorithms.
Based on the analysis, programming code generated for the devices and/or sensors
of the system can be programmed or reprogrammed to achieve a desired result, for
example, to extend the operating life of a device and/or sensor of the system. For
example, in one exemplary embodiment, if a learned analysis of sensor data
indicates that such sensors tend to quickly expend battery life, the power to non-
essential functions or functionality of such sensors can be reduced or completely
eliminated based on the learned analysis to attempt to prolong the operating life of
such sensors. In some embodiments, at least one of the operating parameters
and/or the application logic of devices can be reprogrammed. Alternatively, or in
addition, interconnections/pathways can also be reprogrammed in accordance with

the present principles.

[00126] Alternatively, or in addition, in some embodiment’s devices and/or sensors of
a network, such as an end to end loT network, can be reprogrammed based on the
raw data collected by the devices and/or sensors. For example, in one exemplary
embodiment, if it is determined from sensor data that a battery of the sensor is
running low, the power to non-essential functions or functionality of the sensor can
be reduced or completely eliminated based on the raw data to attempt to prolong
the operating life of the sensor. In some embodiments, at least one of the operating
parameters and/or the application logic of devices can be reprogrammed.
Alternatively, or in addition, interconnections/pathways can also be reprogrammed
in accordance with the present principles.

[00127] Referring back to FIG. 9, in some embodiments and as depicted in FIG. 9,
the ninth onboarding menu 910 can enable a user to identify the user’s interest in
sharing of sensor data that, in some embodiments, can be considered for the public
good.

[00128] In some embodiments, and as depicted in FIG. 9, the ninth onboarding menu

910 can further include a link to a menu that enables a user to send sensor data to
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third-party clouds. For example, in some embodiments selections for third-party

cloud choices can include:

e Amazon Web Service (AWS)
e Azure

e Google Cloud.

[00129]1In some embodiments, selecting a cloud provider begins the flow of
configuring the third-party cloud provider to accept sensor data. For example, FIG.
10 depicts a graphical representation of an optional third-party cloud provider
configuration menu 1010 in accordance with an embodiment of the present
principles. The third-party cloud provider configuration menu 1010 of the
embodiment of FIG. 10 illustratively enables a user to configure communication with
an AWS. In the embodiment of FIG. 10, the user is able to provide information

regarding at least the following items:

e AWS access key ID
e AWS secret key ID
e Userregion

e Bucket name

e Frequency.

[00130]In some embodiments an ACGUI in accordance with the present principles
enables a user to provide information about the physical scale at which the
application is being deployed to enable the system to generate code (described in
greater detail below) for multiple duplicate edge and gateway devices without the
user having to manually configure every device instance. FIG. 11A depicts a
graphical representation of a first portion 1111 of an optional scaling menu 1110 in
accordance with an embodiment of the present principles. The first portion 1111 of
the optional scaling menu 1110 of the embodiment of FIG. 11A enables a user to

provide a name for an application of the scaling.

[00131]1In some embodiments the system maintains accounts, which contain
devices and device groups. In such embodiments, another level sits between

accounts and device groups / devices, where one account can contain many
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applications, which in turn can contain many devices and device groups, and
devices groups can contain many devices. In some embodiments a hierarchy of
that structure can include the following:

e Account
o Application(0..n)
m Device (0..n)
m Device Group (0..n)

e Device (1..n)

[00132] For example, in some embodiments an account can have zero or more
applications (i.e., a system account doesn't have to have any applications). In
addition, an application can contain both devices and/or device groups and an
application must have at least one device (i.e., users won’t be creating empty
applications). Furthermore, a device group must have at least one device, for
example the gateway. In some embodiments, however, a device group will have a

gateway and at least one edge device.

[00133] FIG. 11B depicts a graphical representation of a second portion 1112 of the
scaling menu 1110 in accordance with an embodiment of the present principles. In a
first section 1121, the second portion 1112 of the scaling menu 1110 of the
embodiment of FIG. 11B enables a user to specify how many of each type of edge
device a user wants to have in the application. For example, and as depicted in FIG.
11B, a user is able to select a device and a multiplier for defining how many of the
identified device the user wants to have. For example, if the user wants to have 17
temperature sensor devices that all share an edge device hardware configuration,
the user can create that edge device once in the edge configuration section
(described above), and define a multiplier of 17 using the scaling menu 1110, such
that a gateway will have 17 edge devices attached.

[00134]In a second section 1122 of the second portion 1112 of the scaling menu 1110
of the embodiment of FIG. 11B, a user is enabled to provide information regarding
the number of instances of the application that are to be generated. For example,

a user may want five (5) instances of the “one gateway + 17 edges” temperature
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sensing system described above, which would create a total of 5 device groups for
this application. In some embodiments, scaled devices inherit all properties of the
device from which the sceled devices are based, including any rules that have been
set. In other embodiments, an option to apply the properties to all scaled devices can
be presented to the user or alternatively or in addition, an option to edit the properties

of all or some of the scaled devices can be presented to the user.

[00135]In the second section 1122 of the second portion of the scaling menu 1110 of
the embodiment of FIG. 11B, a user is further enabled to provide updated locations
for the gateways being configured. For example, scaling can introduce issues with
device naming, specifically in the case that a user are creating multiple instances
of a device group. Since gateway locations are set earlier in the onboarding
process, multiplying the number of gateway instances results in the creation of n
number of gateways at the same location, which is likely to not map well to how
the user is planning on physically deploying the devices. While these locations can
be changed via the device’s dashboard, the scaling menu 1110 provides a more
efficient process of updating gateway locations. That is, as described above, when a
user chooses to scale the number of gateway instances that are generated, the user
is given the option to change the location of each gateway that is being created.
The gateway locations will all be populated with the original gateway location, and
each gateway can be assigned a new location (or not). If a new gateway location
is set, all edges associated with that gateway can also be updated to the same

location as the gateway.

[00136] FIG. 11C depicts a graphical representation of a third portion 1152 of the
scaling menu 1110 in accordance with an embodiment of the present principles. The
third portion 1152 of the scaling menu 1110 of the embodiment of FIG. 11C enables a
user to specify how the edge devices should be identified. For example, and as
depicted in FIG. 11C, a user is able to select to have device IDs automatically
generated for the edge devices, to provide a list of IDs (i.e., upload a list of IDs), or to
specify an ID format and have the system automatically generate device IDs for the

edge devices based on the format provided by the user.
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[00137] After the menus of the ACGUI of the present principles are used by a user to
provide the required provisioning information, application logic and other configuration
information for devices to be configured, the system of the present principles can
automatically generate code for implementing the configured devices. That is, the
system generates the code that is needed to run the application from the selected
gateway and edge devices. For example, FIG. 12A depicts a graphical
representation of a first portion 1211 of a code generation menu 1210 in accordance
with an embodiment of the present principles. The first portion 1211 of the code
generation menu 1210 of the embodiment of FIG. 12A displays for a user a summary
of the application’s hardware configuration, and enables the user to edit a device’'s
configuration that is not correct. Clicking the edit option in the first portion 1211 of
the code generation menu 1210 of FIG. 12A enables the user to edit
configuration parameters for a device. In the embodiment of the first portion
1211 of the code generation menu 1210 depicted in FIG. 12A, the summary

information includes:

e The application name
e Alisting of the edge devices

o The number and type of each edge device

o The connectivity mechanism used by each edge device
e Alisting of the sensors & actuators

o The number and type of each device

o The signal type for each device
e Alisting of the gateways

o The gateway type and internet connectivity type.

[00138] The first portion 1211 of the code generation menu 1210 depicted in FIG. 12A
further includes a “Generate Code” selection button, which when selected triggers a
code generation process. For example, in some embodiments in accordance with the
present principles a method for automatically generating and incorporating code in a
network, such as an end to end |oT network can include receiving, for example via
an ACGUI, a selection of a function from a plurality of available functions for

generating code automatically corresponding to the selected function, receiving at
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least one parameter for executing the automatically generated code to perform the
function, automatically generating the code in association with the ACGUI, the
automatically generated code configured to perform the function upon execution of
the automatically generated code, incorporating the automatically generated code in
the program for a target device, and sending the program to the target device for
installation and execution on the target device. In some embodiments in accordance
with the present principles, code related to devices/networks for which a user enters
configuration information, application logic, technical assets e.g., setup scripts, and
the like can be generated according to the teachings of commonly owned U.S. Patent
No. 10,409,562,.

[00139]FIG. 12B depicts a graphical representation of a second portion 1212 of a
code generation menu 1210 in accordance with an embodiment of the present
principles. The second portion 1212 of the code generation menu 1210 of the
embodiment of FIG. 12B displays for a user a summary of the code generated. For
example, in the embodiment of FIG. 12B, the second portion 1212 of the code

generation menu 1210 illustratively includes:

e The application name
e Edge Source Code
o The number of files
o Foreachfile:
m The file name
m The number of lines of code
m The size of the file
e Gateway Application
o The number of files
o Foreachfile:
m The file name
m The number of lines of code
m The file size

m The estimated amount of RAM that application consumes at

runtime
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e Config Files & Extras
o The number of files
o Foreachfile:
m The file name
m  The number of lines of code (if relevant)

m The file size.

[00140] The files to be displayed in the second portion 1212 of the code generation
menu 1210 for any given application can depend on both the output of the code
generation process, and the provisioning information previously provided by a user
during at least the onboarding flow.

[00141]In some embodiments the code generator ((e.g., code generator module
described herein) is used to generate the edge application and any other technical
assets e.g., setup scripts, that the user needs set up an edge device quickly. In
some embodiments, during edge code generation, platform-specific features that a
given MCU or development offers can be implemented. For example, if a device
board like the TICC3220S(F) has onboard sensors, support can be provided for the
onboard sensors, or if an MCU has support for power conservation, the generated
code takes advantage of those facilities, particularly if the user is running the device
off a battery.

[00142] FIG. 13A depicts a graphical representation of a first portion 1311 of a
deployment menu 1310 in accordance with an embodiment of the present principles.
The first portion 1311 of the deployment menu 1310 of the embodiment of FIG. 13A
enables a user to deploy edge devices by communicating the code generated for the
edge devices to a location(s) at which the edge devices are being deployed. Once the
edge devices have been deployed, the first portion 1311 of the deployment menu
1310 of the embodiment of FIG. 13A enables a user to pair the deployed edge
devices with a gateway. More specifically, in the embodiment of the first portion 1311
of the deployment menu 1310 of the embodiment of FIG. 13A, the first portion 1311 of
the deployment menu 1310 provides a selectable button for the user to activate when
the user is ready to pair the deployed edge devices with a gateway. Upon selection of
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the “Pair with Gateway” button, a second portion 1312 of the deployment menu 1310

is displayed.

[00143]FIG. 13B depicts a graphical representation of the second portion 1312 of the
deployment menu 1310 in accordance with an embodiment of the present principles.
In the embodiment of the second portion 1312 of the deployment menu 1310 of the
embodiment of FIG. 13B, the second portion 1312 of the deployment menu 1310
provides a gateway setup guide to assist a user in getting a gateway up and running.
Once the gateway is up and running, the user can activate a selectable button
provided by the second portion 1312 of the deployment menu 1310 to cause the
gateway to scan for sensor and actuator devices to which the gateway can connect.

[00144] FIG. 13C depicts a graphical representation of a third portion 1313 of the
deployment menu 1310 in accordance with an embodiment of the present principles.
The embodiment of the third portion 1313 of the deployment menu 1310 of the
embodiment of FIG. 13C provides an edge device setup guide to assist a user in
verifying that all edge devices are up and running. As depicted in FIG. 13C, the third
portion 1313 of the deployment menu 1310 displays a list of sensor and actuator

devices connected with the gateway, determined as a result of the scan.

[00145]FIG. 14 depicts a high level block diagram of a code provisioning system 1400
in accordance with an embodiment of the present principles. The code provisioning
system 1400 of FIG. 14 illustratively comprises a code provisioning client 1450
comprising an onboarding module 1410, a code generator module 1420 and a
deployment module 1430.

[00146] Embodiments of a code provisioning client, such as the code provisioning
client 1450 of FIG. 14, can be implemented in a computing platform 1460 (described
in greater detail in FIG. 15) in accordance with the present principles. In some
embodiments, the code provisioning client 1450 comprises a software client, with
inputs and outputs from the computing platform 1460. In such embodiments, the
code provisioning client 1450 can be implemented as a stand-alone service that is
initiated by a user or software application using the computing platform 1460.
Alternatively, or in addition, in some embodiments, the code provisioning client 1450
can be implemented as persistence service of a system server/processor based
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system in which the code provisioning client 1450 can actively query the onboarding
module 1410, the code generator module 1420 and the deployment module 1430 for
input from a user(s) or sensors/devices. In such embodiments, the persistence
service can be accomplished using a defined API (application program interface) that
supports direct query.

[00147] As depicted in FIG. 14, the onboarding module 1410 of the code provisioning
client 1450 receives inputs from a user or a computer regarding provisioning
information of a device of a system, such as an IoT device of an loT end to end
system. For example, and as described above, in some embodiments the
onboarding module 1410 can provide for a user an interface, such as the ACGUI 100
of FIG. 1, to enable the user to input to the onboarding module 1410 information
regarding configuration parameters of a device or devices to be configured and
programmed. In some embodiments and as depicted in FIG. 14, the onboarding
module 1410 can receive information regarding configuration parameters of a device
or devices to be configured from a computer using, for example, machine learning to
obtain the configuration parameters of the device or devices.

[00148] The provisioning/configuration information for the device or devices collected
by the onboarding module 1410 can be used by the code generation module 1420 to
generate code to configure the respective device(s) for which
provisioning/configuration information was received. That is, in accordance with
embodiments of the present principles, code is automatically generated in a
language and format suitable for the type of device being provisioned/configured by
the code provisioning client 1450 as described above.

[00149] The generated code can be deployed by the deployment module 1430 by, in
some embodiments, sending/communicating the generated code to a respective
device or devices to be implemented by the device(s) or an administrator of the
device(s) for provisioning/configuring the device(s) in accordance with the generated
code and as described above.

[00150]FIG. 15 depicts a high level block diagram of a computing platform 1460
suitable for use in the code provisioning system 1400 of FIG. 14 in accordance with
an embodiment of the present principles. In some embodiments computing platform
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1460 can be configured to implement the methods of the present principles as
processor-executable executable program instructions 1522 (e.g., program
instructions executable by processor(s) 1510) in various embodiments.

[00151]In the embodiment of FIG. 15, the computing platform 1460 includes one or
more processors 1510a-1510n coupled to a system memory 1520 via an
input/output (1/0) interface 1530. The computing platform 160 further includes a
network interface 1540 coupled to 1/O interface 1530, and one or more input/output
devices 1550, such as cursor control device 1560, keyboard 1570, and display(s)
1580. In various embodiments, any of the components can be utilized by the system
to receive user input described herein. In various embodiments, a user interface can
be generated and displayed on display 1580. In some cases, it is contemplated that
embodiments can be implemented using a single instance of computing platform
1460, while in other embodiments multiple such systems, or multiple nodes making
up computing platform 1460, can be configured to host different portions or instances
of various embodiments. For example, in one embodiment some elements can be
implemented via one or more nodes of computing platform 1460 that are distinct
from those nodes implementing other elements. In another example, multiple nodes

may implement computing platform 1460 in a distributed manner.

[00152]In different embodiments, computing platform 1460 can be any of various
types of devices, including, but not limited to, a personal computer system, desktop
computer, laptop, notebook, tablet or netbook computer, mainframe computer
system, handheld computer, workstation, network computer, a camera, a set top
box, a mobile device, a consumer device, video game console, handheld video
game device, application server, storage device, a peripheral device such as a
switch, modem, router, or in general any type of computing or electronic device.

[00153]In various embodiments, computing platform 1460 can be a uniprocessor
system including one processor 1510, or a multiprocessor system including several
processors 1510 (e.g., two, four, eight, or another suitable number). Processors
1510 can be any suitable processor capable of executing instructions. For example,
in various embodiments processors 1510 may be general-purpose or embedded
processors implementing any of a variety of instruction set architectures (ISAs). In
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multiprocessor systems, each of processors 1510 may commonly, but not

necessarily, implement the same ISA.

[00154] System memory 1520 may be configured to store program instructions 1522
and/or data 1532 accessible by processor 1510. In various embodiments, system
memory 1520 may be implemented using any suitable memory technology, such as
static random-access memory (SRAM), synchronous dynamic RAM (SDRAM),
nonvolatile/Flash-type memory, or any other type of memory. In the illustrated
embodiment, program instructions and data implementing any of the elements of the
embodiments described herein can be stored within system memory 1520. In other
embodiments, program instructions and/or data can be received, sent or stored upon
different types of computer-accessible media or on similar media separate from
system memory 1520 or computing platform 1460.

[00155]In one embodiment, /O interface 1530 can be configured to coordinate 1/0
traffic between processor 1510, system memory 1520, and any peripheral devices in
the device, including network interface 1540 or other peripheral interfaces, such as
input/output devices 1550. In some embodiments, I/O interface 1530 can perform
any necessary protocol, timing or other data transformations to convert data signals
from one component (e.g., system memory 1520) into a format suitable for use by
another component (e.g., processor 1510). In some embodiments, 1/O interface 1530
can include support for devices attached through various types of peripheral buses,
such as a variant of the Peripheral Component Interconnect (PCI) bus standard or
the Universal Serial Bus (USB) standard, for example. In some embodiments, the
function of 1/O interface 1530 can be split into two or more separate components,
such as a north bridge and a south bridge, for example. Also, in some embodiments
some or all of the functionality of I/O interface 1530, such as an interface to system

memory 1520, can be incorporated directly into processor 1510.

[00156] Network interface 1540 can be configured to allow data to be exchanged
between computing platform 1460 and other devices attached to a network (e.g.,
network 1590), such as one or more external systems or between nodes of
computing platform 1460. In various embodiments, network 1590 can include one or

more networks including but not limited to Local Area Networks (LANs) (e.g., an
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Ethernet or corporate network), Wide Area Networks (WANSs) (e.g., the Internet),
wireless data networks, some other electronic data network, or some combination
thereof. In various embodiments, network interface 1540 can support communication
via wired or wireless general data networks, such as any suitable type of Ethernet
network, for example; via digital fiber communications networks; via storage area
networks such as Fiber Channel SANs, or via any other suitable type of network

and/or protocol.

[00157] Input/output devices 1550 can, in some embodiments, include one or more
display terminals, keyboards, keypads, touchpads, scanning devices, voice or optical
recognition devices, or any other devices suitable for entering or accessing data by
one or more computer systems. Multiple input/output devices 1560 can be present in
the computing platform 1460 or can be distributed on various nodes of the computing
platform 1460. In some embodiments, similar input/output devices can be separate
from the computing platform 1460 and can interact with one or more nodes of the
computing platform 1460 through a wired or wireless connection, such as over
network interface 1540.

[00158]In some embodiments, the illustrated computing platform 1460 can implement
any of the operations and methods described herein, such as the methods illustrated
by the flowcharts of FIGs. 17A and 17B (described below). In other embodiments,
different elements and data can be included. Those skilled in the art will appreciate
that computing platform 1460 is merely illustrative and is not intended to limit the
scope of embodiments. In particular, the computer system and devices can include
any combination of hardware or software that can perform the indicated functions of
various embodiments, including computers, network devices, Internet appliances,
PDAs, wireless phones, pagers, and the like. Computing platform 1460 can also be
connected to other devices that are not illustrated, or instead can operate as a stand-
alone system. In addition, the functionality provided by the illustrated components
can in some embodiments be combined in fewer components or distributed in
additional components. Similarly, in some embodiments, the functionality of some of
the illustrated components may not be provided and/or other additional functionality

can be available.
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[00159]1In some embodiments in accordance with the present principles, a user
interface to enable a user to interact with at least the computing platform 1460 can
be provided by at least one of the computing platform 1460 or the code provisioning
client 1450. In some embodiments, the user interface can be implemented as a
menu driven application presented on a display of, for example, the computing
platform 1460 of the present principles, and the and one or more input/output
devices of at least the computing platform 1460 can be used to provide interaction
between a user the user interface and the code provisioning system 1400 of the

present principles.

[00160] Those skilled in the art will also appreciate that, while various items are
illustrated as being stored in memory or on storage while being used, these items or
portions of them can be transferred between memory and other storage devices for
purposes of memory management and data integrity. Alternatively, in other
embodiments some or all of the software components can execute in memory on
another device and communicate with the illustrated computer system via inter-
computer communication. Some or all of the system components or data structures
can also be stored (e.g., as instructions or structured data) on a computer-accessible
medium or a portable article to be read by an appropriate drive, various examples of
which are described herein. In some embodiments, instructions stored on a
computer-accessible medium separate from computing platform 1460 can be
transmitted to computing platform 1460 via transmission media or signals such as
electrical, electromagnetic, or digital signals, conveyed via a communication medium
such as a network and/or a wireless link. Various embodiments can further include
receiving, sending or storing instructions and/or data implemented in accordance
with the foregoing description upon a computer-accessible medium or via a
communication medium. In general, a computer-accessible medium can include a
storage medium or memory medium such as magnetic or optical media, e.g., disk or
DVD/CD-ROM, volatile or non-volatile media such as RAM (e.g., SDRAM, DDR,
RDRAM, SRAM, and the like), ROM, and the like.

[00161] FIG. 16 depicts a high level block diagram of a network environment 1600 in
which embodiments of a code provisioning client in accordance with the present
principles, such as the code provisioning client 1450 of FIG. 14, can be
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implemented. The network environment 1600 of FIG. 16 illustratively comprises a
user domain 1602 including a user domain server 1604. The network environment
1600 of FIG. 16 further comprises computer networks 1606, a remote environment,
illustratively a cloud environment 1610 including a remote server, illustratively a
cloud server 1612 and an end-to-end network 1615, such as an loT end to end
network. Although in FIG. 16, the remote environment is depicted as a cloud
environment 1610, in some embodiments in accordance with the present principles,
a remote environment in accordance with the present principles can include any
other remote operating environments, such as at least one of a salesforce
environment, an accounting service environment, and any other designated remote

service such as a remote computing environment.

[00162] In the network environment 1600 of FIG. 16, a code provisioning client, such
as the code provisioning client 1450 of FIG. 14, can be included in at least one of the
user domain server 1604, the computer networks 1606 and the cloud server 1612.
That is, in some embodiments, a user can use a local server (e.g., the user domain
server 1604) to provide configuration information for devices of the end to end
network 1615 and the code provisioning client 1450 in the user domain server 1604
can generate programming code for the respective devices and deploy the
programming code to the end to end network 1615. For example, in some
embodiments, the code provisioning client 1450 in the user domain server 1604 can
present a ACGUI, such as the ACGUI 100 of FIG. 1, to the user via a display
associated with the user domain server 1604 to enable the user to provide
configuration/provisioning information for at least one device of the end to end
system 1615. The code provisioning client 1450 in the user domain server 1604 can
then generate and deploy programing code to the end to end system 1615 for
provisioning devices in accordance with the present principles.

[00163]In some embodiments, a user can implement a code provisioning client 1450
in the computer networks 1606 to provide configuration information for devices of the
end to end network 1615 over, for example the internet, and the code provisioning
client 1450 in the computer networks 1606 can generate programming code for the
respective devices and deploy the programming code to the end to end network
1615 in accordance with the present principles. Alternatively, or in addition, in some
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embodiments, a code provisioning client 1450 in the cloud server 1612 of the cloud
environment 1610 can be implemented to generate programming code for the
respective devices and deploy the programming code to the end to end network
1615 in accordance with the present principles. For example, in some embodiments
it can be advantageous to perform processing function for assembling data and
generating and deploying code in the cloud environment 1610 to take advantage of
the processing capabilities of the cloud environment 1610. In some embodiments in
accordance with the present principles, a code provisioning client 1450 can be
located in a single or multiple locations/servers/computers to perform all or portions
of the herein described functionalities of a code provisioning client 1450 in

accordance with the present principles.

[00164] FIG. 20 depicts a high level functional diagram of an architecture of a code
provisioning system, such as the code provisioning system 1400 of FIG. 14, in
accordance with an embodiment of the present principles. As depicted in the
functional architecture of the code provisioning system depicted in FIG. 20, in some
embodiments a code provisioning system in accordance with the present principles
can be deployed in embedded devices of an end to end system, which include, but
are not limited to at least one of Programmable Microcontrollers 2002, PLCs 2004,
and commercial off the shelf (COTS) sensors and actuators 2006. As depicted in
FIG. 20, devices of an end to end system can be configured by a code provisioning
system in accordance with the present principles to communicate via communication
protocols which include but are not limited to at least one of Bluetooth 2008, Sub 1-
GHz 2010, MQTT over WiFi 2012, Zigbee 2014, Modbus TCP 2016, Modbus RTU
2018, and substantially any other connections and protocols.

[00165]As depicted in the functional architecture of the code provisioning system
depicted in FIG. 20, in some embodiments connections able to be provisioned using
a code provisioning system in accordance with the present principles can include but
are not limited to at least one of Edge to Gateway to Cloud, Edge to Cloud, Edge
mesh to Cloud and Edge mesh to Gateway to Cloud.

[00166]As further depicted in the functional architecture of the code provisioning
system depicted in FIG. 20, in some embodiments some features supported can
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include but are not limited to at least one of Hardware support, Sensor alert

configuration, Data batching, Programming updates, and Actuator controls.

[00167]As depicted in the functional architecture of the code provisioning system
depicted in FIG. 20, in some embodiments external APIs 2020 can be implemented
to deploy a code provisioning system in accordance with the present principles using
a web-based application 2022. In some embodiments a web-based application 2022
can be implemented by the onboarding module 1410 of the code provisioning
system 1400 depicted in FIG. 14. The web-based application 2022 can communicate
with a code generation engine 2024, such as the code generation module 1420 of
the code provisioning system 1400 depicted in FIG. 14, to generate programming

code as described herein.

[00168] As further depicted in the functional architecture of the code provisioning
system depicted in FIG. 20, in some embodiments the code generation engine 2024
can be in communication with an external storage 2026 for receiving information
including but not limited to at least one of Raw sensor data, Sensor trend statistics,
Machine learning data, Actuator controls interface data, Programming update data,

and Device management data.

[00169]FIG. 17A depicts a flow diagram of a method 1700 for assisted code
provisioning of an end to end network in accordance with an embodiment of the
present principles. The method 1700 begins at 1702 during which a first interface
menu is automatically provided for enabling an initial user input of at least one of
configuration information and application logic information for devices of the end to
end network. The method 1700 can proceed to 1704.

[00170]At 1704, in response to the initial user input of the at least one of the
configuration information and application logic information for at least one of the
devices of the end to end network, a second interface menu is automatically
provided for enabling a subsequent user input of at least one of configuration
information and application logic information for at least one other one of the devices
of the end to end network. The method 1700 can proceed to 1706.
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[00171]1 At 1706, subsequent interface menus are continuously automatically provided
for receiving at least one of configuration information and application logic
information for all devices and interconnections required to establish the end to end
network. The method 1700 can be exited.

[00172] In the method 1700 of FIG. 17A, a subsequent interface menu provided for
input can be dependent upon an input made to a previous interface menu, and an
order of interface menus automatically provided guides a user through a provisioning
of the end to end network without the need to enter programming code.

[00173] The method 1700 can further include automatically generating programming
code from the input configuration information and application logic information for
each of the devices required to establilsh the end to end network and deploying the
generated programming code by sending the generated programming code to
respective ones of each of the devices for configuring the devices to establish the
end to end network.

[00174]FIG. 17B depicts a flow diagram of a method 1750 for assisted code
provisioning of an end to end network in accordance with an alternate embodiment
of the present principles. The method 1750 begins at 1752 during which
configuration information is received for devices required to establish the end to end
network. The method 1750 can proceed to 1754.

[00175]At 1754, programming code is automatically generated from the received
configuration information for each of the devices required to establilsh the end to end
network. The method 1750 can proceed to 1756.

[00176] At 1756, the generated programming code is deployed by communicating the
generated programming code to respective ones of each of the devices for
configuring the devices to establish the end to end network. The method 1750 can

be exited.

[00177]1In some embodiments, the method 1750 can further include providing an
interface to a user for inputting configuration information for devices required to

establish the end to end network.
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[00178] The methods described herein may be implemented in software, hardware, or
a combination thereof, in different embodiments. In addition, the order of methods
can be changed, and various elements can be added, reordered, combined, omitted
or otherwise modified. All examples described herein are presented in a non-limiting
manner. Various modifications and changes can be made as would be obvious to a
person skilled in the art having benefit of this disclosure. Realizations in accordance
with embodiments have been described in the context of particular embodiments.
These embodiments are meant to be illustrative and not limiting. Many variations,
modifications, additions, and improvements are possible. Accordingly, plural
instances can be provided for components described herein as a single instance.
Boundaries between various components, operations and data stores are somewhat
arbitrary, and particular operations are illustrated in the context of specific illustrative
configurations. Other allocations of functionality are envisioned and can fall within
the scope of claims that follow. Structures and functionality presented as discrete
components in the example configurations can be implemented as a combined
structure or component. These and other variations, modifications, additions, and
improvements can fall within the scope of embodiments as defined in the claims that

follow.

[00179]1In the foregoing description, numerous specific details, examples, and
scenarios are set forth in order to provide a more thorough understanding of the
present disclosure. It will be appreciated, however, that embodiments of the
disclosure can be practiced without such specific details. Further, such examples
and scenarios are provided for illustration, and are not intended to limit the
disclosure in any way. Those of ordinary skill in the art, with the included
descriptions, should be able to implement appropriate functionality without undue

experimentation.

[00180] References in the specification to “an embodiment,” etc., indicate that the
embodiment described can include a particular feature, structure, or characteristic,
but every embodiment may not necessarily include the particular feature, structure,
or characteristic. Such phrases are not necessarily referring to the same
embodiment. Further, when a particular feature, structure, or characteristic is
described in connection with an embodiment, it is believed to be within the
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knowledge of one skilled in the art to affect such feature, structure, or characteristic

in connection with other embodiments whether or not explicitly indicated.

[00181]1Embodiments in accordance with the disclosure can be implemented in
hardware, firmware, software, or any combination thereof. Embodiments can also be
implemented as instructions stored using one or more machine-readable media,
which may be read and executed by one or more processors. A machine-readable
medium can include any mechanism for storing or transmitting information in a form
readable by a machine (e.g., a computing platform or a “virtual machine” running on
one or more computing platforms). For example, a machine-readable medium can

include any suitable form of volatile or non-volatile memory.

[00182] In addition, the various operations, processes, and methods disclosed herein
can be embodied in a machine-readable medium and/or a machine accessible
medium/storage device compatible with a data processing system (e.g., a computer
system), and can be performed in any order (e.g., including using means for
achieving the various operations). Accordingly, the specification and drawings are to
be regarded in an illustrative rather than a restrictive sense. In some embodiments,
the machine-readable medium can be a non-transitory form of machine-readable

medium/storage device.

[00183] Modules, data structures, and the like defined herein are defined as such for
ease of discussion and are not intended to imply that any specific implementation
details are required. For example, any of the described modules and/or data
structures can be combined or divided into sub-modules, sub-processes or other
units of computer code or data as can be required by a particular design or

implementation.

[00184]In the drawings, specific arrangements or orderings of schematic elements
can be shown for ease of description. However, the specific ordering or arrangement
of such elements is not meant to imply that a particular order or sequence of
processing, or separation of processes, is required in all embodiments. In general,
schematic elements used to represent instruction blocks or modules can be
implemented using any suitable form of machine-readable instruction, and each such
instruction can be implemented using any suitable programming language, library,
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application-programming interface (API), and/or other software development tools or
frameworks. Similarly, schematic elements used to represent data or information
can be implemented using any suitable electronic arrangement or data structure.
Further, some connections, relationships or associations between elements can be

simplified or not shown in the drawings so as not to obscure the disclosure.

[00185] This disclosure is to be considered as exemplary and not restrictive in
character, and all changes and modifications that come within the guidelines of the

disclosure are desired to be protected.
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Claims:

1. A method for assisted provisioning of an end to end network, comprising:

automatically providing a first interface menu for enabling an initial user input
of at least one of configuration information and application logic information for
devices of the end to end network;

in response to the initial user input of the at least one of the configuration
information and application logic information for at least one of the devices of the end
to end network, automatically providing a second interface menu for enabling a
subsequent user input of at least one of configuration information and application
logic information for at least one other one of the devices of the end to end network;
and

continuing to automatically provide subsequent interface menus for receiving
at least one of configuration information and application logic information for all
devices and interconnections required to establish the end to end network;

wherein a subsequent interface menu provided for input can be dependent
upon an input made to a previously provided interface menu, and an order of
interface menus automatically provided guides a user through a provisioning of the
end to end network without the need to enter programming code.

2. The method of claim 1, further comprising:
automatically generating programming code from the input configuration
information and application logic information for each of the devices required to

establilsh the end to end network.

3. The method of claim 2, further comprising:
deploying the generated programming code by sending the generated
programming code to respective ones of each of the devices for configuring the

devices to establish the end to end network.
4, The method of claim 1, further comprising:

analyzing operating data of at least one of the devices of the end to end

network; and
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predicting a future behavior of the at least one of the devices of the end to end

network and the end to end network using the analyzed data.

5. The method of claim 1, further comprising:

at least one of monitoring and analyzing operating data of the devices of the
end to end network; and

reprogramming at least one of the devices of the end to end network based
on the at least one of the monitored and analyzed data.

6. The method of claim 1, further comprising:

providing a scaling function such that the at least one of the configuration
information and application logic information does not have to be input for duplicate
ones of the at least one of the devices of the end to end network.

7. The method of claim 1, wherein the at least one of the configuration
information and application logic information is determined using data analysis
methods including at least one of machine learning, linear regression analysis and

neural networks.

8. A method for assisted code provisioning of an end to end network,
comprising:

receiving at least one of configuration information and application logic
information for devices required to establish the end to end network;

automatically generating programming code from the received configuration
information for each of the devices required to establilsh the end to end network; and

deploying the generated programming code by communicating the generated
programming code to respective ones of each of the devices for configuring the
devices to establish the end to end network.

9. The method of claim 8, further comprising:

analyzing operating data of at least one of the devices of the end to end
network; and
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predicting a future behavior of the at least one of the devices of the end to end

network and the end to end network using the analyzed data.

10. The method of claim 10, further comprising:

at least one of monitoring and analyzing operating data of the devices of the
end to end network; and

reprogramming at least one of the devices of the end to end network based
on the at least one of the monitored and analyzed data.

11.  The method of claim 8, further comprising:

providing a scaling function such that the at least one of the configuration
information and application logic information does not have to be input for duplicate
ones of the at least one of the devices of the end to end network.

12.  An apparatus for assisted code provisioning of an end to end network,
comprising:
an onboarding module configured to:
automatically provide a first interface menu for enabling an initial user
input of at least one of configuration information and application logic
information for devices of the end to end network;
in response to the initial user input of the at least one of the
configuration information and application logic information for at least one of
the devices of the end to end network, automatically provide a second
interface menu for enabling a subsequent user input of at least one of
configuration information and application logic information for at least one
other one of the devices of the end to end network; and
continue to automatically provide subsequent interface menus for
receiving at least one of configuration information and application logic
information for all devices and interconnections required to establish the end
to end network;

and
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a code generator module to automatically generate programming code from
the received at least one of the configuration information and application logic
information for each of the devices required to establilsh the end to end network;

wherein a subsequent interface menu provided for input can be dependent
upon an input made to a previously provided interface menu and an order of
interface menus automatically provided guides a user through a provisioning of the

end to end network without the need to enter programming code.

13.  The apparatus of claim 12, further comprising:

a deployment module to deploy the generated programming code by sending
the generated programming code to respective ones of each of the devices for
configuring the devices to establish the end to end network.

14. The apparatus of claim 12, wherein the onboarding module is further
configured to:

analyze operating data of at least one of the devices of the end to end
network; and

predict a future behavior of the at least one of the devices of the end to end

network and the end to end network using the analyzed data.

15.  The apparatus of claim 12, wherein the onboarding module is further
configured to:

at least one of monitor and analyze operating data of the devices of the end to
end network; and

reprogram at least one of the devices of the end to end network based on the

at least one of the monitored and analyzed data.

16. The apparatus of claim 12, wherein the onboarding module is further
configured to:

provide a scaling function such that the at least one of the configuration
information and application logic information does not have to be input for duplicate
ones of the at least one of the devices of the end to end network.
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17.  The apparatus of claim 12, wherein operating data of the end to end network
is made available for at least one of download, visual display and sending to another

system.

18. The apparatus of claim 12, wherein the devices of the end to end network
comprise multiple architecture options, connectivity options, scaling options and
programming languages and the code generator module generates respective code
for each of the devices in accordance with how each of the devices is provisioned.
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