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1 Mobile Information Retrieval Over Wireless Network Field of Invention
5 The present invention relates generally to a system for mobile retrieval
of information over a wireless or mobile network. 10 Background of
Invention Currently, there are already various systems that enable
information to be retrieved over a network. Many of these systems allow a
user to scan a bar code or other coded image using a reader or other
image capturguddiledifoatiatioerRetaicoal Over, VikrsidesiNetwank data
using software installed on the computer, then send the decoded image
data over a computer network to a server where the information to be
retrieved is stored in a database of other information. The server then
sEield dfdmyeidied information back to the computer, which then displays
it on a monitor. 20 In alternative systems, the information is not stored on
tidaéirpresentrinvhotiservelatedydesidmbyliso of vegbténkSar wRbite(wiifewal of
RRRoHISRIAsAPY ﬁ?é%@é‘&?ﬂﬁﬂﬂﬂéﬁ?eﬂﬁ%ﬂéed image data. Once the
server identifies the correct URL It is sent back to the computer. The
computer then uses the URL 25 to access associated information over
the Internet. Increasingly so and across many different applications, it is
dBaskeround<f An¥eptignniormation retrieval system with mobile
devices. This provides the user with mobility while accessing information
stored on a remote server, and 30 effectively takes away the bulkiness of

SBREHther IHeT8 A AR EBFh 4 FHOER RS BRRSH FRRE AR ISR BBl 4oy Pe
SystIndaroesrey g Wi nNVLap oveiese systems allow a user to scan a bar

code or other coded image using a reader or other image capture device

attached to a computer, decode the image data using software installed on
the computer, then send the decoded image data over a computer network to
a server where the information to be retrieved is stored in a database of other
information. The server then sends the retrieved information back to the
computer, which then displays it on a monitor.

In alternative systems, the information is not stored on the first server. The
server only holds a list of web links or URLs (Uniform Resource Locator)
associated with the decoded image data. Once the server identifies the
correct URL it is sent back to the computer. The computer then uses the URL

to access associated information over the Internet.

Increasingly so and across many different applications, it is desirable to use a
similar information retrieval system with mobile devices. This provides the
user with mobility while accessing information stored on a remote server, and

effectively takes away the bulkiness of a computer.
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wireless or mobile network, more specifically by using a camera-enabled

5 mobile device to scan a coded image, send the decoded data of the
image over a mobile network, the decoded data then providing access on
a remote server of the information to be retrieved. Another embodiment of
the present invention is a system for retrieving 10 information over a
secured channel within a wireless network comprising: 1) an information

vslfyingnesithedm@istiechgenerating a plurality of coded images and
associating each of said coded images to a unique information packet;

and 2) an information accessing means comprising: 15 a) loading an
appécpteEsenhtiosentan | popriisEs saisyafgphcitionedideitgainieasapentialer a
contrpl functioning of ra tivity ports lo n
R T R T S e G e e
pregkifinddvioeldd snages dndeo dtiefieedeseritiandetmsechdsignet] ttee image

those gﬁﬂggifé‘”ﬁ frork” 1%98‘8&%%1688 Aatd"eh %fré‘v?&FLgdaEEQ%’ ah )%”PSFnote

predefined coded image using the camera on said mobile device; ¢
RAVEINE fhe priadetaiian dedredratiEyeshto a predefined serial number
which has been assigned to and is specific to the said predefined coded
image; 25 d) transmitting serial number information from said mobile

dRURIERH £ RPAPB0ErY WiRIPEERtvTKE BY R ci8singY 8§ The QeriRdFieving
IpsrasiRshansncesed drtherprasiafinpsinseialaesabrsiibiessmbtise ghe

accessed information i,g}1 E&%from the server to the said. 30 mobile device;

ahd B HpIRALGNEY (REBOS LTSN I BRIAA RIBKHLYR( fadled
In yetraigeihenathbasioatingequeseot invgotiooded netdgsbofio a unique

accelﬁ cl)rr]r%ation packet; and
2) an information accessing means comprising:

a) loading an application onto a mobile device, said application able to at
least partially control functioning of a camera and any connectivity
ports located on the said mobile device, and said application having
the capability to decode predefined coded images into predefined
serial numbers assigned to those coded images;

b) capturing an image of a coded image or other predefined coded image
using the camera on said mobile device;

c) decoding the predefined coded image into a predefined serial number
which has been assigned to and is specific to the said predefined
coded image;

d) transmitting serial number information from said mobile device to a
server over a wireless network;

e) accessing, on the server, information associated to the predefined
serial number;

f) transmitting the accessed information in (e) from the server to the said
mobile device; and

g) displaying the said accessed information on the said mobile device.

In yet another embodiment, the present invention is a method of accessing

information stored on a remote server by using a camera enabled mobile
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information stored on a remote server by using a camera enabled mobile
3 device to capture an image of a coded image, decode the coded image
into a serial number specific to the coded image using software installed
on the mobile device, transmitting the serial number over a wireless
network to a remote server, retrieving jnformation stored on said server,
said information 5 associated with said serial number, transmitting

?mqeddmfaﬁtgaéif@n frﬁagesgi(gw&@d talmg?'@l, amlmgia(?i@ed@@ﬁm@b into a
escription o rererre odal nts n.one odiment, the
e D DR SR et R R R Tl g e
wirelslesdavinebitamsrhitbing tindoseratiouhobiee cetrevedredessonetivark to a

k iles . h inf ion i
RESIE SR/VEE oA iRl el SRp e oA PR Sl A
irtssaatatiebvwitiageidsetlad moockeet itagenAticametriceadbiddrmatiie from

dggj@(%é%ﬁg ggia%%%ﬂa%\}m@ge or coded image, then proceeds to

decode the image or coded image into the serial number using an
application pre- installed on the mobile device. The mobile device then
transmits the serial number over a wireless network to the server where
the information to be 20 retrieved is stored. The server then processes the

sBelailed Besarintioniof frafarreshFMRRAIMES: previously associated

with this serial number from an internal database. The destination server
then return%the retrieved information tg the requesting mobile handheld

dEVRRE &R H%Bﬂ’lﬁis‘B%ﬂ?ﬁ%”HfB’rﬂ%ﬁ&n‘?oaaleéé‘?. Kl eRtRgetreval of
einfoatiaient ole presiesibiy entinodio videgoaksiatermigloeitesiv getrieved is

e RSB oS oAl e o
tiformation is assigned a specific serial number, and the serial number is
encoded into a coded image or other coded image. A camera enabled mobile
device is used to capture the image or coded image, then proceeds to decode
the image or coded image into the serial number using an application pre-
installed on the mobile device. The mobile device then transmits the serial
number over a wireless network to the server where the information to be
retrieved is stored. The server then processes the serial number and retrieves
the information packet previously associated with this serial number from an
internal database. The destination server then returns the retrieved
information to the requesting mobile handheld device, which then displays the

information to a user.

In another embodiment, the present invention provides a system for retrieving
information over a wireless or mobile network, more specifically by using a
camera-enabled mobile device to scan a bar code or other image, send the
decoded data of the image over a mobile network, the decoded data then
providing access on a remote server of the information to be retrieved and
incorporates an authentication process. This involves a session information

being transmitted together with the serial number which session information is
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decoded data of the image over a mobile network, the decoded data then
30 providing access on a remote server of the information to be retrieved
and incorporates an authentication process. This involves a session
information being transmitted together with the serial number which
session information is 4 verified by the, server as being authentic to the
user transmitting the serial number. In4yet another embodiment, the

presestibyetiorRis\esyRiarify nahietid tetieyalsdinfansaliting\re aserial
wireless or mobile network. Information to be retrieved is stored in
prélérﬁz}grt)r files in a remotely located server. Each packet of information is
assigned a specific serial number, and the serial number is encoded into

oded | . r abled lle. device . establis ecure .
S A RTINS RO SR SRR geoie
tMem!@rgbeédefqnmétt@tn@m eow&arel‘imagnf_ ipntobikee B@h\iﬂ?rm&mi‘wmaﬁmrg tanbe
%’ﬁl%%&l”i.?@f&?éﬁ"‘lﬁd &Q%”b‘?bflﬁg%'cg-rB%t@@P'fSQH%O Wer. Each
mobile device then transmits the serial number using the secured channe
tdackeiepienionaRlite inforsianed ta Isoeetiie\salinl sturebler TREGdRR Serial

thieMBEICRS R AR EGHR) RUBIRRIANAJGH IEXESiRe /A TeHEBRAN de bR Rivice

previously associated with this serial number from an internal database.

ToRiaRlshies R SR HRPRCEYPIER AR e tife URR) SRIYRh AR S SE iRecapture the
r@@uéatig%d’g%itﬁé}armbb@%bd@w@eﬁmﬂi*ﬁél éﬁ@éﬁfsﬁfa@mf%@ﬁj@? d@rial
a user. \ further embgodiment of the present invention is a method for
PO A5G AR LRy iR TGO aliRe eI ondgice.  The
vepifikedigonvdriciheuttiowiledeiiteesharmedilenfigndielskdaviaarier asing the
secured wireless, connection comprising the steps of; generating uniqu
SR G0805 {8 ARy SmADES MR ORI e GsRd ipiered.
a'ﬁhledeeodal:_)lbdmsenbéésms phedsériat migurihrascamet ties egp phieaitidoroation
t%%cﬁ?épepﬁ%\'/qc?ﬂlﬁv associated with this serial number from an internal
database. The destination server then returns the retrieved information to the
requesting mobile handheld device, which then displays the information to a

user.

A further embodiment of the present invention is a method for providing and
performing identity and information authentication and verification which
ultimately utilizes a mobile handheld device over a secured wireless
connection comprising the steps of: generating unique coded images or
identifying images which are consistently decipherable and decodable based
on predefined algorithms and the application of the same to identity
documents or uniquely identifiable parts/documents/products; associating the
generated coded images to said information defined above; utilizing a mobile
handheld device preinstalled with a specific application, program or software
which controls the handheld device’s camera and data connectivity ports;
establishing a session between the mobile device and a predefined server on
a computer network using the mobile data connection resident on the mobile
handset device; at time of usage, the user uses the application which controls
the handheld device’s camera to capture an image of the unique coded image
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documents or uniquely identifiable parts/documents/products; associating
the generated coded images to said information defined above; utilizing a
mobile handheld device preinstalled with a specific application, program

or software which controls the handheld device's camera and data
connectivity ports; 30 establishing a session between the mobile device

and a predefined server on a computer network using the mobile data
oahRgcliontesigeot esste andbtiecbasdsetceyicidgidingerial usagbeth@vhich
user yses the application which controls the handheld device's camera %o _
S SR RGP A WSTIS COREASTR R 2's AR (R pob Seagers):
aniiliziegoithedsatora emoypteerichaumebér cehithhicoutdotenyerist alphiber and
Roudd '§e§§?§ ﬁ“%}S{ﬁ@rt%‘”é/ @ﬁ@&éﬁ%’@ 8&&'é?ré‘ﬁtsré?ym;&‘ﬂ('jéﬂ%eﬁrv‘veoﬁ?ﬁglrﬁg the
encrypted channel 16 sendthis unique serial number and "~ other session
deehiderolaip cuvfaaid seesden arctimpuebilechaodseisieyite Baritedion by
ifie. 6RAnRAHEN BianbeHoSRaNR hiRarRekiaRY FROHRLIGAIRIRLSIBE is
destination server of the session information; information requested IS
presteitrflinm diXbedreraddridieebieramatnanditwispsgreifirdniesmaiiael delds
ARrFsPIeeBIRP LMY Sinsialiet aprlisationian e mebiisdeaedhsitineld
devicé. 10 It will be understood that the above description does not limit
t€YiRRention to the above given details. It will be apparent to those skilled

in the art that various changes and modifications may be made therein
without departing from the spirjt of the invention or from the scope of the
appd i?@d“(ﬂg .09§ §a8hmatevg SRIHPHPRARRSY MHIYHIRBN Yo to
athérellessengiveaikdayaidlizingvii depépypassiit procassessidlideployimentrt that
p&%ﬁ%ﬁ% %%rg é'eséngrgger%%?f?cations may be made therein without departing

from the spirit of the invention or from the scope of the appended claims.
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5 of: a. loading an application onto a mobile device, said application able

to at least partially control functioning of a camera and any connectivity
ports located on the said mobile device, and said application having the
capability to decode predefined coded 10 images into predefined serial
numbers assigned to those coded images; b. capturing an image of a
barcode or other predefined coded image using the camera on said
nGlhiaslevice; c. decoding the predefined coded image into a predefined
serial 15 number which has been assigned to and is specific to the said
predefined coded image; d. transmitting said serial number along with
sesslonAnfogaradion atoessialy imobiatievioedo @ wenlesOvetwonirelessilizing

network; e, verifyi t ery ith the f.sal sion., 20
inform aﬁ (;%r.I? F{T}B %%%‘e%??c%%f ﬁwai&mgoglﬁllé\&(ﬂ%ri% eolilﬁ (ef%%ﬁ e(?/dlﬁnj) ?6 rT H}%é{hze steps
server, pfformation associated to the predefined serial number; g.

transmitting, th ieved i matiQn i o) S (0] o [P
mobile dev%:‘e;E’zés,‘amsdi%ﬂla%%et%{ggsnadﬁgcges@g fﬁfoar%@%nsﬂat%ggﬁm”
mobile deviceaRleAnfddpashactiakbyiegiiedivwaeimningephatasnea and any

network by utiligiRgedidRp!BEME T RIREESH AREOEiRO R IRV HENSRA said

comprising the step 30 of authenticating the user of the mobile device via

a secured logiARRECRIATISARNING cRarRPakibiyuie SecesReaTeslined coded
within a wirelegfiagesnatl frethgitianserdahehipieiaingndd to those coded

images;

b. capturing an image of a barcode or other predefined coded
image using the camera on said mobile device;

c. decoding the predefined coded image into a predefined serial
number which has been assigned to and is specific to the said
predefined coded image;

d. transmitting said serial number along with session information
from said mobile device to a server over a wireless network;

e. verifying, on the server, and with the use of said session
information, the authenticity of the mobile device;

f. retrieving, on the server, information associated to the
predefined serial number;

g. transmitting the retrieved information in (e) from the server to
the said mobile device;

h. displaying the said accessed information on the said mobile

device.

2. A means of accessing information over a wireless network by utilizing
a deployment process according to claim 1 further comprising the step
of authenticating the user of the mobile device via a secured login
mechanism and creating a secure encrypted channel within a wireless

network for the transmittal of information.
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3. A means of accessing information over a wireless network by utilizing a
deployment process according to claim 1 or 2 wherein the said session
information comprises information describing the identity of the said
mobile device. 5 4. A means of accessing information over a wireless
network by utilizing a deployment progess according to any of claims 1 to
3 wherein the session information comprises the time the message is

sent3 1pomd aystennitiasirsfifgMdtion adias avelralsssuretvehiamyeltilizing
within a_wireless network comprising:.a. an informatjon verifyjng means .
comprich g GRAPATR B SR 6P AR b HOLE 2 a LAY ol s
of said sedsibmiaiges abioa vorgpasefoinfaticatipacketcabitd the.idantity of the
informa igf?j?ﬁSSﬁ‘Sngv'fE ans comprising: i. loading an application onto a

mobile device, said “application able to at least partially control functioning
of a camera and any connectivity ports located on the said mobile

devige, Anflsaid Applical 'gmnga R sRBRANY %Qé%dé’vfﬁ%ﬂﬁd?[@ﬂffg?m‘iing
coded images into predefined seria numbers assigned to those coded
images giideafaumenianprage afeordndde anvihkrigatefinidScuhetein the
image usiagids HRmMeABACoRbAYRRI R &G HIeSiHY- 1Hes dhent,
predefined coded image into a predefined 25 serial number which has

been assigned to and is specific to the said predefined coded image; iv.

trangmiting, srith SRfad BEvHAG aleaenviid s eSAP T IBERURRII M AiRNBISRithin a
oDl e Tse b twork compriaing. < c=° networks
a. an information verifying means comprising generating a plurality
of coded images and associating each of said coded images to
a unique information packet; and
b. an information accessing means comprising:
i. loading an application onto a mobile device, said
application able to at least partially control functioning of
a camera and any connectivity ports located on the said
mobile device, and said application having the capability
to decode predefined coded images into predefined serial
numbers assigned to those coded images;

ii. capturing an image of a barcode or other predefined
coded image using the camera on said mobile device;

iii. decoding the predefined coded image into a predefined
serial number which has been assigned to and is specific
to the said predefined coded image;

iv. transmitting said serial number along with session
information from said mobile device to a server over a
wireless network;

v. verifying, on the server, and with the use of said session
information, the authenticity of the mobile device;

vi. accessing, on the server, information associated to the
predefined serial number;
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information, the authenticity of the mobile device; vi. accessing, on the
server, information associated to the predefined serial number; 8 Vvii.
transmitting the accessed information in (vi) from the server to the said
mobile device; and viii. displaying the said accessed information on the
said mobile device. 5 6. A system for gccessing information over a

secured channelwyithia@smiltitigs shae teaiksaedoidibgniatiziainmS (wipefidim  the
the said application is _able to authenticate. ncg allow access only to users
e R B, 4

who have a correct L??éYﬁ&}f?et %85}5 & iR 497, A system for

accessing infornvétiodisplalyange theedaitianoed satitiniafonimetéss oetwbek said

géein the said session information comprising

according to claim 5 (% h
a description of the i(ﬁ% |¥)§o t\ﬂgeéaid mobile device. 15 8. A system for

accessing information over a secured channel within a wireless network
accggding e@anfofﬁaa&%ésm 7i%?ﬁ%ﬂéheo%%?sé%e&f@&“@ﬂ%nel within a
comprises the time the messag?e Is sent. 20
wireless network according to claim 5 wherein the said application is
able to authenticate and allow access only to users who have a correct

username and password or PIN.

7. A system for accessing information over a secured channel within a
wireless network according to claim 5 or 6 wherein the said session
information comprising a description of the identity of the said mobile
device.

8. A system for accessing information over a secured channel within a
wireless network according to any of claims 5 to 7 wherein the session

information comprises the time the message is sent.



