[ DESCRI PTION] [Invention Title] METHOD FOR CREATLNG .| SSUI NG
" ELECTRONI C DOCUMENT DI STRI BUTI ON CERTI FI CATE, METHOD, NG
ELECTRONI C DOCUMENT DI STRI BUTI ON CERTI FI CATE, AND SYHMWHWWIHWMT Rl BUTI NG
ELECTRONI C DOCUMENT [ Techni cal Fi el d] The presenf ljavention relates
to a method for creating/issuing an el ectroni c_docunent di’stri bution
certificate capable of providing a transparent and efficient 1ssuing
service and enhancing reliability of distribution of the elveetwonic
docunent [DBECRAGPTAAPati bility guarantee of a certificate, in creating
distributing, and storing a distribution certificate mmmmMMMﬂ"mmmm n1for
di stri butithgeanieheGtitdric docunent based on a certifi
address, a method for verifying an el ectroni c docunent—di-stributi-on—
certificate, andesusystem ¢REAUINGYIBSUING BINEETRONLONDOCUNMENTEN' .
[ Background Art] General ly, an el ectronic docunent distribution has
l'i m t edl prheerpoereNC tef Te R AN, hivET@&oPP @R MERTFYUNG MRt cor a
comunity based on individual inherent regul ations of

ent er pri pesHNEgENDIBRIBSTION CERTIFIRGHE  an&pdisyaa@ntages i n that e-mai
has been used as an auxiliary means bet ween i ndi vi dual s and bet ween

| ndi vi duglrs-ARguaiier BEERSRORIGABDEMERAS Wi thout a concept of {1 usted
el ectronic |str| ution or one-line conmunications nay be nade only by a
met hod of accessing individuals, individual businesses, snmall-scale

enterprises to Iarge scal e enterprises: _ .Therefore, enterprises
hol di ng T@r%%EE%& qdicale of distribution system and individuals,
i ndi vi dual” ~OuSTnessés, d small-scale enterprises need to build an

el ectroni ¢ docunent dlstrlbutlon based nfras%ructurggcgp?ble of
guar ant eei ng reTP%bPF??9n5leV§PFFBHtFS atePeti FelSPBEE FBEi on of the
Invention] [Technical Problenj resent |nvent|on has been nade
in an ef FSF?W@%FWP&Q%%FH&&W@P% @zﬂqp %%kt r oni ¢
docunent distribution certificate capable of prOV|d| transparent and
eff|C|enFeF§§§ﬂﬁ§t§eF@P@@1§n@femﬁ%%%Qﬁ?ﬁwﬂ|Qﬂ§QSH%FQﬁ%(ﬁ G ribution of the
el ectroni c docunent due to conpatibility -guarantee of a certificate, in
creatlngef@ﬂ§ﬂﬁmﬁuﬂﬁﬁ@ln8h@eGWGKﬁh@ﬂﬁ-&QﬁﬁﬁQﬁﬂS(ﬁ?%ﬁﬁﬁ%k%ﬁ%ﬂQ§vmthln a
system for distributing an electronic docunment based on a certified
el ect r onidg s&ddibowss onFwitt Irdre, etlles tmoesientddawremti shvehds been made in an
effort to provide a nethod

compatibility guarantee of a certificate, in creating,

distributing, and storing a distribution certificate within
a system for distributing an electronic document based on a
certified electronic address, a method for verifying an

electronic document distribution certificate, and a system

for distributing an electronic document.

[Background Art]

Generally, an electronic document distribution has
iimitedly been conducted only within a specific industrial
group or a community based on individual inherent

regulations of enterprises/organizations.



for verifying a distribution certificate helping to correctly utilize a
"certlificate by defining a standardi zed verifying nethod of a distribution
certificate. In addition, the present invention has been made in an effort
to provide a systemfor distributing an el ectronic docunent capabl e of
guaranteeing reliability of distribution. [Technical Solution] An
exenpl ary enbodi nent of the present invention provides a nmethod of
creating/issuing a distribution certificate in a systemfor distributing an
el ectroni ¢ docuTieerte i ance udli sgdramnsgestingtbad ¢cvaiVihgs ebéeni esednd a
di stributi.on hub, the nethod including: (a) transmtting, by a transmtting
entity, asdastauktliefyTResagebeneket Agddvidande ther beteleett r oni C
docunent to a receiving entity; (b) creating, by a receiving entity, a
recepti onneeitblingat anby eatabpi-i B sgosgahiiak tivher Mthentakt ebncegdi vi ng
the distribution nessage; (c) transmtting, by the receiving entity, the
created pecephisepqcenkikireatie H9stheputabsamoht bhg-eakkty; (d) conpleting,
by the transmtting entity, verification for the received reception
certific a i rifi i ' i£0 ectronic
signaturgbgggﬁgf%ggpgsohg?ﬁgbrg@?%tF%%gggkf?fh%%?%@?%Et%gggg%ggggon
Cert'f!cﬁhaﬁvﬁaﬁ ﬁg) Ehﬁ@%qhh%ﬂn%usg%e%@%sar%%%qﬁt%bggeegkk%%prﬁg%s .
reception certificate to a thir party storage authority and'requesting
t he stor ge t her et q. Anot her exenpl ary enbodi nent of .t he present

i nvent i on pr8vPges S8 e tRGE PSrS78ri fying a distribution certificate
created/issued hﬂ a ﬁ stem for distribﬁt#a?,an elecérﬁnic.do§uneg%e '

i ncl udi ng transm'ttf ér%nde?EEEPE?ﬁase Prefred andtacarstPisati sh%ntb, the
met hod i ncl udi ng:, verifying whether a format _of a di.strjbution certificate
observesoéoﬁ§§FgFﬁP§18P §Y%F§@eﬁpﬁe&n§HW& §’aﬁ&g&§P9€?Hverifying whet her
transmtting, receiving, and _reading date and tine of a distribution
nessage Pﬁéﬂnﬁﬁée§stéﬁ%i§Wé&1rﬁQ§Lﬁ SOTEERLIEE Sc 8 itCatdtl 18h % suance
date of a distribution certificate, a verification tine of a certification,
and an ekflectrexpicr doicomeast eist ra bpdiorf egee and resderedunseri fyi ng an

el ectronic signature attached to the distribution certificate; and

verifyi ngapabilgi of gliazaggeriifioc ated liagp idkitah odn délséetibwtiieonsi gnature i s
witten in the distribution certificate and verifying identity with

i nf or mat i[Detan lad Desueripaficrhefditdter iTnvterndriogdrti fi cat e. Yet

anot her exenpl ary enbodi nent of the present invention provides a systemfor
di stributing an electronic docunment, including: transmtting and receiving
entities that distribute an electronic docunent through a distribution
nmessagi ngteehvidlcallr ®eMlleijng and receiving a nessage based on an

el ectroni ¢ docunent and issuing and managi ng a distribution certificate for
nmessage transmi @ﬁéOﬁréQQnEeQﬁQEhe%nahQ‘ssbééBUﬁhae hHbahhakfort to

regi sters/ manages the el ectronic addresses of the transmtting and

" ecel Vi ng 2Rt &S mettlch a0 el B Eltady i4esURN b iesiddpddien path between
the transmitting and receiving entiti'es, perfornms nessage transm ssion when
errors ar ed .duri. el r.qni O%%&%Q} di st rj i rocess

bet ween t g%&%gltﬁs%l%%fﬁgﬁgﬁgnr g%gftvll%rrllggccaéc%ti t es,learcljc?Lt iﬂé}ls&ttﬁsﬁt e ®

di stribution certificate; d..a_trust t hi t I yt hority that
recei ves%é:r?éls?tagreéléc t%éie(%fgfgﬁl%lﬁtl olnssglgrrﬁhf%e%gﬁg{e \%{?Z% %rﬁl%?hcgﬂ}ﬁst ribution
certificate .includes recept.ion .certificate.for _non-repudiation, for the
fact that egl W&é‘i&é’ é’% idteﬁf%rré@é’iq\fé)? & ffrré%lseageél,ecéz TP s ASBH S fi cat e
for verifying a transm ssion try of the transmt entity, and a reading
certificdte CPG}Paﬁdﬁil’ 0iBEET S hé sttt CE v CbiTIHT M Rds t he
recei ved nmessage. [ Advantageous Effects] | . As set_ forth abqve,

accor di NG4S R tBgp 12 ST e 1B S MR I SEREGHVGERS oRtH i s
possi ble to provide the transparent and efficient_ issuance service, in
creating@ ¢iv&thahiam @i sdd stterich@n el afitstianisudasiimestt iFased ©mid hin the

systemfor distributing an
certified electronic address. Further, the present

invention has been made in an effort to provide a method



el ectroni ¢ docunent based on the certified el ectronic address.

According to the exenplary enbodi mnents of the present invention, it is
possi ble to enhance the reliability of distribution of the electronic
docunent by guaranteeing the conpatibility in the certificate wwthin a
system for distributing an electronic docunment based on a certified

el ectroni ¢ address. According to the exenplary enbodi nents of the
present invention, it is possible to provide the nethod for verifying a
di st ri bufponveeifiyfingate dhskpiliytiionc cerédtfliyaye hedeiaacdctificate by
defining the standardi zed verifying nethod for the distribution
certificaberepBilyelitb@seei pt cemtadff ibadw byskefining aFlsGanBlairsligzedi agr am
for describing creation and issuance of a distribution certification
accor di nget-o fgangx aarhardy o€mhodi gert baft ke derredeEritcatry entinmon. FI G
2is adiagramillustrating a process for creating and issuing a

di stributigenteent i theapeeges®r dnR@nia can heXxeMeled hnariEbaei EBNte fHorithe
present invention. [Best Mde] A nmethod for creating/issuing an
el ectronig geewneRt adisghiiehutrben aeattlithGat)y & mMatdhed e Wdumddtg an
el ectroni ¢ docunent diStribution certificate, and a systemfor distributing
an el ect £apLe1doeMeNL raGEREIHRT a 18K MRIRF v reredi TBRis f. the present
invention Wil be déscribed belfow with reférence to the acconpanyi ng
drawi ngs and Tabl es. A nmethod for creating an el ectroni c docunent
distribution certificate according to an exenplary enbodi nent of the

pr esent %%%%gkh%glig%hﬂq§%'](a) transmtting, by a transmtting entity, a
di‘stri but'i on message incluging a transmtter's electronic docunent to a

receiving entity; (b) receivin by the recegiving entit the distribution
nessage and acq%?r%ﬁ%mggiﬁﬁt?%gb?ﬁ¥8?ﬂa?%oﬁgFop5g§§F éXVEBEbPPon
certificate; (c) transmtting, by the receiving entity, the created
receptioﬁregﬂgﬁﬁi@a@@tPSGtﬁg CrErsHey ivTg ems gy;Jfﬁ¥X%%ﬁﬁﬂQHi ng, by the
transmtting entity, verification on the received reception certificate and
then, at €&&kilhgCPER et PYF HERf SoFradiict IO uding &t (CdRE gt ur e

certificate of the reception certificate to the reception certificate; and

(e) transScumeng by luddnor dxamisiitid neheindy raded iege griteit i@ @14 cate to
a third party storage authority to request the storage. ~ A nethod for
verifyi ng &nsghrébutdrine haide urpiuet meitdiod budlovdicer:t i (&) c amarsoddrtdingg t o
anot her exenpl ary enbodi nent of the present invention includes: verifying

by a transmitting entity, a distribution message including

a transmitter'’'s electronic document to a receiving entity;

(b) creating, by'a receiving entity, a reception

certificate by acquiring essential information after

receiving the distribution message; (c¢) transmitting, by

the receiving entity, the created reception certificate to

the transmitting entity; (d) completing, by the

transmitting entity, verification for the received

reception certificate and then, attaching verification

information on an electronic signature certificate of the

reception certificate to the reception certificate; and (e)

transmitting, by the tfansmitting entity, the reception



whet her a format of the distribution certificate observes constraints of
predefined structures and val ues; verifying whether transmtting,
receiving, and reading date and tine of a distribution nessage that are
established in a distribution certificate, an issuance date of a
distribution certificate, a verification tinme of a certification, and an
effect expiration date of a certificate are ordered; verifying an

el ectronic signature attached to the distribution certificate; and

veri fyi ngevalifdicayeoftocan &btimrénpicali strocede Riutdioe itlyatngn el ectroni c
signature is witten in the distribution certificate and verifying identity
w th i nf eegatseingn the sssweyeothelretdi.stri bution certificate. A
system for distributing an el ectronic docunent according to yet another
exenpl ary enbodan®theof eké&ep Da£geémbodenthonNoEnehedpsesénansnmtting and
receiving entities that distribute an electronic docunent through a

di stribut hQBn¥BSHAGHRYi8REYar mekabamebid Rerane inRCal Wikdra piRSSage based on
an el ectroni c address and issuing and nmanagi ng a distribution certificate
for messagectirapamessiel and ikeeeRt 10N Ak ift iR RYB ARy an

regi sters/ manages the el ectronic addresses of the transmtting and

recei vi ng1eRthbhes. G3elmedR §healibaMC cdaeuE R 1¢ioS Hidb Weic@n WAgih bet ween
the transmtting and receiving entitires, perforns nessage transm ssion when
errors apg.qraated dusl g an.ghectronis desumeat distribuldgn process
between the transmtting and recerving éntities, and i sSues the
distribution_certificate; and a _trusted third.party staor . ority that
fecei vos Ve tSi e erER kS & R oy Tod P A e O Y o
certificate includes receptiqn certificate for non-repudi ation for the
Fot t hapPDReRUES: SORG CARLTE FLca: PEEc TRdn e b itk B s SPONSder 11 {1 cat o
for verifying a transmssion try of the transmtting entity, and a reading
certifi cé(te'e”l%é’rmﬁowhteéﬁﬁéﬁ APHRTEST 1T FACCIHHAL  a 3L &5 P 83 St he

recei ved nessage. . The nethod for creating an el ectronic docunent

di st ri bufen tddet iofi arld StHEROUFEORo ARSI HRAH RF Caf SérELERFcc Idocunent
distribution certificate, and the systemfor distributing an electronic
docunent aaddsitdiligtion kerdidighacy embddisvamncs olateheipeesent invention
havi ng the foregoing configuration will be described in detail wth

ref erencdis¢rEb@sioh gedtificate, a [vibddlidadricer ddtmeng@famd i ssui ng

el ectroni c docunent distribution certificate] FIG 1 illustrates
conponentertdif ichednng aadd ans edifleg ta edipdtriaithuin dateerdtfi i cat e according to
an exenpl ary enbodi nent of the present invention and each conponent w |l be
descri bedewittiff icefter anee crdetred ;f @lelraliyighd0 aimo el ectronic shghaltiarsn tting
entity (or transmtting electronic docunent nedi ator, hereinafter, referred
to as trars@ichieldn@eitihet ¥ib@ki buRadsinC dent itfidRed;t Sindl kealFRiitier ' s

el ectroni c docunent to a receiving entity or if necessary, requests a
transm sghan i@ ya o St ehutiiraR el 2y $81iVe anlRa ddtaelict IJiRGRRfrd Y serves
to verify the distribution certificate received fromthe reCeiving entity
or the distrj i.an srel r\er. h ; t verj fii ion

i nf or mat il%nwtlg%:tﬁgl :h stt?%bﬁi?is\gﬁrlgg? 'Ello I ?%treﬂ%%%g es?i glrdegrezlﬁf;q#r d party
storage Jublaniclyuiich GARRSEEIIRANN She (i ahr Il an el Al

O Areceiving entity (or receiving el ectronic docunment nediator,

herei nafter, .referred to as receiving entity 102): basically, transfers the
el ect r oniE*FSEdTENE r ecei ved fromthe transnitting entity or the

di stribution rekag servgr to a rfceiptohg..The rege%vinﬁ entity serves to
create the recepthofREPEFf FEGTRIAEY sGBROGA™FREPYi St RESEFBEL r oni ¢
docunment fromthe transnmitting entity or the distribution_relay server and
transnit IPNEROR EF WaAESt e X8 HoF tHF (AT IRy & iady

distribution relay server as a response nessage or create a reading

certifi cosUneRedi d0e1yddinGer @ sMEdEi iR Ik Ffs alfya nd E8ttidii®® docunent
and transfer the created reading certificate to the transmtting entity, in
connect i Ghaw 4 sitrd kgitst |inp gtliesTy regyita dasamment through gn el ectronic
docunent distribution hub (or distribution relay server 103): basically,

t r ansf er slist réladticonime sgegumgnts eryeel \Hnegsmitrtamsrisassl areaedguest & rom t he
transmtting entity to the receiving entity. The el ectronic documnent

di stribution hub serves to create the transm ssion certificate as soon as
receiving the transm ssion request af ghe electronic docunent fromthe
transmtting entity so as to be transmtted to the transmtting entity or
transfer the el ectronic docunent to the receiving entity and then, transfer
the reception certificate received as a response to the transn ssion
certificate to the transmtting entity, in connection with the distribution

o, . - A 2 1. o o, T T Y e T T R 1



[ Type and process of electronic docunent distribution certificate]

* The '‘essential information required to create the el ectronic docunent
distribution certificate according to the present invention is as the
following Table 1. [Table 1] TypePurposelCreation! Essenti al Subj ect/ Ti ne
I nformati on Reception certificate Non-repudiation for nessage receivVving
fact of receiving entity Receiving entity/imediate |y after reception
Docunent : :

message based on an electronic document and issuing and

managing a distribution certificate for message
transmission and reception; a distribution hub that
registers/manages the electronic addresses of the
transmitting and receiving entities, sets an electronic
document .distribution path between the transmitting and
receiving entities, performs message transmission when
errors are created during an electronic document
distribution process.between the transmitting and receiving
entities, and issues the distribution certificate; and a
trusted third party storage authority that receives and
stores the distribution certificate; wherein the
distribution certificate includes a reception certificate
for non-repudiation for the fact that a receive entity
receives a message, a transmission certificate for
verifying a transmission try of the transmit entity, and a
reading certificate for non—répudiation for the fact that a

receiptor reads the received message.

[Advantageous.Effects]

As set forth above, according to the exemplary
embodiments of the present invention, it is possible to
provide the transpérent and efficient issuance service, in
creating, distributing, and storing the distribution

certificate within the system for distributing an



information, transmtter, receiptor, transmtter transmtting tine,
receiptor receiving tinme Transm ssio n certificate Verification for

transm ssion try of transmitting entity Distribution relay server/imedi ate
|y after reception of transm ssion request nmessage Docunent information,
transmtter, receiptor, transmtter transm ssion requesting tinme Reading
Certificate Non-repudiation for fact that '

i

electronic document.based on the certified electronic
address.

According to the exemplary embodiments of the
present invention, it is possible to enhance the
reliability of distribution of the electronic document by
guaranteeing the compatibility in the certificate within a
system for distributing an electronic document based on a
certified electronic address.

According to the exemplary embodiments of the
present inventiqn, it is possible to provide the method for
verifying a distribution certificate helping to correctly
utilize a certificate by defining the standardized

verifying method for the distribution certificate.

[Brief Description of Drawings]

FIG. 1 is a diagram for describing creation and
issuance of a distribution certification according to an
exemplary embodiment of the present invention.

FIG. 2 is a diagram illustrating a process for
creating and issuing a distribution certificate according

to an exemplary embodiment of the present invention.

[Best Model
A method for creating/issuing an electronic document

distribution certificate, a method for verifying an



recei ptor reads recei ved nessage Receiving entity/imrediate |y after being
read by receiptor Document information, transmitter, receiptor, transmtter
transmtting tinme, receiptor receiving tine, receiptor reading tine
A method for acquiring essential information on the el ectronic docunent
distribution certificate according to the present invention is as the
followng Table 2. [Table 2] Use the sensitive field value of the
distribution nmessage within the distribution |inkage nessage transnmtted by
t he transiettirngientictymbse thetrébuivpngceirtefofatike dndt A Busitem rel ay
Server for distributing an electronic document according to

exemplary embodiments of the present invention will be

described below with reference to the accompanying- drawings

and Tables.

A method for creating an electronic document

distribution certificate according to an exempiary

embodiment of the present invention includes: (a)

transmitting, by a transmitting entity, a distribution

message including a transmitter’s electronic document to a

receiving entity; (b) receiving, by the receiving entity,

the distribution message and acquiring essential

information to create a reception certificate; (c)

transmitting, by the receiving entity, the created

reception certificate to the transmitting entity; (d)

completing, by the transmitting entity, verification on the

received reception certificate and then, attaching

verification information on an electronic signature

certificate of the reception certificate to the reception

certificate; and (e) transmitting, by the transmitting

entity, the reception certificate to a third party storage

authority to request the storage.

A method for verifying an electronic document

distribution certificate according to another exemplary

embodiment of the present invention includes: verifying



Docunent information, transmtter, receiptor, transmtter transmtting tine
‘Rec€iptor receiving time Use the sensitive field value of the distribution

nmessage and the SOAP nmessage within the distribution |inkage nessage

transmtted by the transmtting entity Use the receiving tinme of the

di stribution nessaging server by the receiving entity Recei pt or readi ng

time Use the response tinme of the receiving entity for the docunent

i nformati on request of the receiptor

whether a format of the distribution certificate observes

constraints of predefined structures and values; verifying
whether transmitting, receiving, and reading date and time
of a distribution message that are established in a
distribution certificate, an issuance date of a
distribution certificate, a verification time of a
certification, and an effect expiration date of a
certificate are ordered; verifying an electronic signature
attached to the distribution certificate; and verifying
validity of an authentication certificate that an
electronic signature is written in the distribution
certificate and verifying identity with information on an
issuer of the disﬁribution certificate.

A system for distributing an electronic document
according to yet another exemplary embodiment of the preset
invention includes: transmitting and receiving entities
that distribute an electronic document through a
distribution messaging server transmitting and receiving a
message based on an electronic address and issuing and
managing a distribution certificate for message
transmission and reception; a distribution hub that
registers/manages the electronic addresses of the
transmitting and receiving entities, sets an electronic
document distribution path between the transmitting and

receiving entities, performs message transmission when



0O The systemtine of the distribution nessaging server and the distribution
rel dy server needs to be periodically synchronized with the tine of

external | y authorized institution. Al'l of the processes involved in
the el ectronic docunent distribution certificate according to the present
i nvention are illustrated in FIG 2. The reception certificate is an

el ectroni c docunent distribution certificate created for verifying the fact
that the electronic docunment distribution nessage is received fromthe
transm t erngrendtireycandteledprongsseseilretvedci dothmengcepti on certificate
are as the followng Table 3. [Table 3] No I Process Nane | The
transm t 8ipgrebtitiygnt paosgstsbeheednsthebutrbasmiessage andc lrediengitke
transmitter's electronic docunent to the receiving entity 2

entities, and issues the distribution certificate; and a

trusted third party storage authority that receives and

stores the distribution certificate, wherein the

distribution certificate includes a reception certificate

for noﬁ—repudiation for the fact that a receiving entity

receives a message, a transmission certificate for

verifying a transmission try of the transmitting entity,

and a reading certificate for non-repudiation for the fact

that a receptor reads the received message.

The method for creating an electronic document
distribution certificate, the method for verifying an
electronic document distribution certificate, and the
system for distributing an electronic document according to
the exemplary embodiments of the present invention having
the foregoing configuration will be described in detail
with reference to FIGS. 1 and 2.

[Model for creating and issuing electronic document
distribution certificatel]

FIG. 1 illustrates components for creating and
issuing a distribution certificate according to an
exemplary embodiment of the present invention and each

component will be described with reference to the following

® to @



The receiving entity receives the distribution nmessage and then,

i medi ately receives the essential information to create the reception
certificate 3 The receiving entity transmts the created reception
certificate to the transmtting entity 4 The transmitting entity conpl etes
verification for the reception certificate and then, attaches the
‘verification information on the electronic signature certificate of the
reception certificate to the reception certificate 5 The transmtting
entity transm t® andrsneméstiing eatepli dorcéeransmddte nigo etllee teontiicf i ed

el ectroni ¢ docunent .storage authority. When the transmtting
entity tdoesmehe dedtiatbuli barseasdigert r anspirssdonot ast heanemeiceing entity
but fails in the distribution nmessage transm ssion, and thus requests the
transm sehontof 10he: coasespongi nganesnsageat arbhemdicskti’ Bukilentirehay server,
the transm ssion certificate is created by the distribution relay server

for verifytnglehbecbagt rbbatvifg ehansy bii Ag ﬁ@béb}éaﬁ‘?lﬁe&ehh%stéaasm' ssion
request and transmitted to the transmtting entity. The process involved in

the trangphasheBs¢sht thi 6ahestsi88ciba kehhowsagvlabl erhe [Table 4] No
; Process Nane :
transmitting entity serves to verify the distribution
certificate received from the receiving entit? or the
distribution relay server and then, attach the verification
information to the distribution certificate to be stored in
a third party storage authority, in connection with the
distribution certificate.

@ A receiving entity (or receiving electronic
document mediator, hereinafter, referred to as receiving
entity 102): basically, transfers the electronic document
received from the transmitting entity or the distribution
relay server to a receiptor). The receiving entity serves
to create the reception certificate as soon as receiving
the electronic document from the transmitting entity or the
distribution relay server and transmit the created
certificate to the transmitting entity or the distribution
relay server as a response message or create a reading
certificate immediately after the receiptor reads the
electronic document and transfer the created reading
certificate to the transmitting entity, in connection with

the distribution certificate.



The transmtting entity transmts the distribution ;nessage to the
receiving entity. .transmtting Wien the distribution nmessage transni ssion
fails, the entity requests the distribution nmessage transm ssion to the
distribution relay server. The distribution relay server creates the
transm ssion certificate for the requested transm ssion. The distribution
relay server transmts the transm ssion certificate to the transmtting
entity. The transmtting entity conpletes verification for the
transm ssi on ce®t dhi edee tamh itch@wcuatendc ids trhidourararf ilggd | @ | nf or mati on on
the electronic signature certificate of the transm ssion certificate to the
transm sdishrébutibncatéay server 103): basically, transfers an

electronic document receiving a transmission request from
the transmitting entity to the receiving entity. The
electronic document distribution hub serves to create the
transmission certificate as soon as receiving the
transmission request of the electronic document from the
transmitting entity so as to be transmitted to the
transmitting entity or transfer the electronic document to
the receiving entity aﬁd.then, transfer the reception
certificate received as a response to the transmission
certificate to the transmitting entity, in connection with
the distribution certificate.

@ A third party storage authority (certified
electronic document storage authority 104) serves to safely
store the distribution cerﬁificate as a trusted authority.
Hereinafter, in describing the present invention, reference
numerals of FIG. 1 will be omitted.

[Type and process of electronic document distribution
certificate]

The essential information required to create the
electronic document distribution certificate according to
the present invention is as the following Table 1!

[Table 1]

Type !Purpose !Creation !Essential




- The transmtting entity stores the transmssion certificate in the
certified el ectronic docunent storage authority.

server transfers the distribution nessage to the receiving entity.

The distribution relay

The

receiving entity creates the reception certificate i mediately after the

reception of the electronic docunent.
reception certificate to the distribution relay server

The receiving entity transmts the

10 The di stribution

rel ay-server—transfers—the lcbewllun certificate tp the transmtting
entity. 11 ' The triansmitting ent PEOIEERAFANEs t he | VRFPFTREAPBN for the
reception certifidate and then, jattaches the veritpgathenti nformation jon
the e gctronlc.5|gN§Pure certiflcate of the receptigp-ggitibhcate to the
reception certifiqaepudiatientragsnitting entity t£§£ﬁ§%£§téfd stores the
recep%ion certlflcﬁbe messhgecergn %9/? eclr gggc gggggggérstorage
autho receiving
tlflcate ly after transmitter
fact of . . . .
o reception transmitting time,
receiving _ . L
. receiptor receiving
entity .
time
e . |IDistribution Document
Verification . .
for relay information,
Transmissio ; L server/immediate |transmitter,
transmission .
n frv of ly after receiptor,
certificate Y s reception of transmitter
: transmitting . v . . .
entity transmission ‘transmission
request message requesting time
| Document
‘Non- . .
. . information,
repudiation o ,
Recelving transmitter, i
for fact . . . .
. entity/immediate |receiptor,
Reading that . .
. oo , ly after being transmitter
Certificate |receiptor , . .
reads read by transmitting time, |
. receiptor receiptor receiving
received . :
time, receiptor
message . .
reading time
A method for acquiring essential information on the
electronic document distribution certificate according to
the present invention is as the following Table 2.
[Table 2]
‘Essential s . .
Type {nformation Method for acquiring information
Document . .
information Use the sensitive field value of
. " |the distribution message and the
transmitter, ! . ,
' , SOAP message .within the
receiptor, . . . .
, fransmitter distribution linkage message
Recept%on o transmitted by the transmitting
certificate 'transmitting ° .
. entity
time _
Receiptor Use the receiving time of the
receiving distribution messaging server of
time the receiving entity

12



The reading certificate.is a certificate that is created by the receiving
entity and is transmtted to the transmtting entity so.as to verify that
the recei ptor reads the nessage received fromthe transmtting entity by
the receiving entity and the process involved in the reading certificate is
as the following Table 5. [Table 5] No. Process Nane 'The receiptor
requests the reading of the distribution nessage to the receiving entity to

read the—drs%frbgtrOﬁ nessagereceived as a response._The receiving entity
creates the reading gRydiddgate. , USPhéeedSnAltg éntiiS) Lo & the
verification for the yeading gertifileatd sdid D MeFAgss wifdin
verific¢ation infor nateroag}hsqﬁgile ‘el |gdter ohise wiilrratany d igkade imsstsagsf t he
reading _certificate t0 Jdie rea i 'ng| tomrtsinfiitdatde by Hie thrarsmittting entjity
transm L528APLEEOPBs tHe Headi ng clenttiifdycate to the certified el ectranic
documenteBbi RoFRES. , .
Transmitter
transmission |Use the receiving time of the
irequesting 'distribution relay server
time
Document l
informat ion Use the sensitive field value of
. ' |the distribution message and the
transmitter, . .
. SOAP message within the
receliptor, . . . .
. distribution linkage message
transmitter . . .
. , transmitted by the transmitting
transmitting . .
o rentity

Reading time '

Certificate |Receiptor Use the receiving time of the
receiving distribution messaging server by
itime the receiving entity

Use the response time of the
Receiptor receiving entity for the document
reading time |information request of the
receiptor

[0 The system time of the distribution messaging
server and the distribution relay server needs to be
periodically synchronized with the time of externally
authorized institution.

All of the processes involved in the electronic
document distribution certificate according to the present
invention are illuétrated in FIG. 2.

The reception certificate is an electronic document
distribution certificate created for verifying the fact
that the electronic document distribution message is

received from the transmitting entity and the processes

involved in the reception certificate are as the following

13



[ Basi c

precondi ti ons and considerations involved in issuance and

"verification of distribution certificate] The basic preconditions
and consi derations involved in the issuance and verification of the
distribution certificate are as the following 0 to S (1) The

distribution certificate is created and verified by the distribution
nmessagi ng server and the distribution relay server of the transmtting and

receivi

ng entities. O In the present invention,

the distribution

certifica@ables3el ectronically signed and created only based on an NPK
3 The corresponding distribution certificate is
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The transmitting entity transmits and stores the
reception certificate to the certified electronic
.document storage authority.

When the transmitting entity tries the distribution
message transmission to the receiving entity but fails in
_the distribution message transmission, and thus requests
the transmission of the corresponding message to the
distribution relay server, the transmission certificate is
created by the distribution relay server for verifying the
fact that the transmitting entity makes the transmission
request and transmitted to the trénsmitting entity. The
process involved in the transmission certificate is as the

following Table 4.

[Table 4]

[
No
1Process Name

14



O The transmtting entity verifies the received distribution certificate

and 't hen,

attaches the

verification information on the signature

certificate of the distribution certificate to the distribution

certificate.

The el ectronic docunent distribution certificate is created by the
transmtting and rece|V|ng entities and electronlcally S|gned by u3|ng t he

NPKI ce

+|'F

1~ ranc

[ Structure of electronic docunent distribution certificate]
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The transmitting entity completes verification for the
‘transmission certificate and then, attaches the '
verification information on the electronic signature
certificate of the transmission certificate to the
transmission certificate.

'The transmitting entity stores the transmission
certificate in the certified electronic document storage
authority.

The distribution relay server transfers the distribution
message to the receiving entity.

The receiving entity creates the reception certificate
immediately after the reception of the electronic
document.

to the distribution relay server

The receiving entity transmits the reception certificate-

10

The distribution relay server transfers the reception
certificate to the transmitting entity.

11

'The transmitting entity completes the verification for
the reception certificate and then, attaches the
verification information on the electronic signature
certificate of the reception certificate to the
reception certificate

12

The transmitting entity transmits and stores the
‘reception certificate to the certified electronic
document storage authority.

The reading certificate is a certificate that is

created by the receiving entity and is transmitted to the

transmitting entity so as to verify that the receiptor

reads the message received from the transmitting entity by

15



_version[0] EXPLICIT ARCVersion DEFAULT v1, serial Nurber Seri al Nunber,
' i ssuer Gener al Nanes, dat eOf | ssueGeneral i zedTi ne,
dat eOf Expi r eDat eOf Expi ration, policyARCCertificatePolicies,
request | nf oRequest I nfo, targetTarget ToCertify, extionsions[1l] EXPLIC T
Ext ensi ons OPTI ONAL 1 The detail ed contents of the basic field of the
foregoing distribution certificate are the followwng Dto 0. T Version,
Ver si on
the receiving entity and the process involved in the

reading certificate is as the following Table 5.

[Table 5]

No. |Process Name !

{The receiptor requests the reading of the distribution '
1 message to the receiving entity to read the
distribution message received as a response.

2 :The receiving entity creates the reading certificate.

'The receiving entity completes the verification for
the reading certificate and then, attaches the

3 verification information on the electronic signature
certificate of the reading certificate to the reading
certificate.

The transmitting entity transmits and stores the
4 reading certificate to the certified electronic
document authority.

[Basic preconditions and considerations involved in
issuance and verification of distribution certificate]

The basic preconditions and considerations involved
in the issuance and verification of the distribution
certificate are as the following © to @.

® The distribution certificate is created and
verified by the distribution messaging server and the
distribution relay server of the transmitting and receiving
entities.

@ In the present invention, the distribution
certificate is electronically signed and created only based
on an ﬁPKI certificate.

® The corresponding distribution certificate is

created based on the distribution message. Even though at



A version of the structure of the electronic docunent distribution
.certificate is represented. For the el ectronic docunent distribution

certificate,

of a target field. [Table 8] ARCVersionl NTEGER {v1(1l), v2(2), v9(9)1
Seri al Nunber, Serial nunber The identification information of the
el ectroni c docunent distribution certificate is represented. The seri al

nunber

the version is set to be v9 and uses a distributionlnfos type

of the el ectronic docunent distribution certificate uses a random

nunber ole88tbywesedecazonovchdocnmaned azeainnilydedadpunt sefhgilpt eger val ue.

In order to process the electronic docunent distribution certificate,

is a needisbrpbutéss meseapel puoipepnef d32tbybesionTabikeigficate
Seri al Nunber | NTEGER | ssuer, |ssuer of certificate

created.

@ The distribution certificate needs to be
allocated with an ID that can identify the distribution
message and an electronic document identifier or an
electronic document name that can identify the electronic
document within the distribution message.

® A serial number of the distribution certificate
is created by individual transmitting and receiving
entities and thus uses a random number of 32 bytes so as to
allocate uniqueness.

® Update and revocation of the distribution
certificate is not defined in terms of characteristics of
the distribution system.

@ The distribution messaging server needs to
maintain the synchronization with the visual information of
the external trusted institution at all times, thereby
guaranteeing the reliability of the visual information
within the distribution certificate.

® The policies of the distribution certificate use
only an object identifier (OID’ and a name that are defined
in the present technology standard.

® The transmitting entity verifies the received

distribution certificate and then, attaches the

there



A squect i ssuing the el ectronic docunent distribution certificate is
represent ed. When the value of the present field is created, a
directoryName field having a General Nane structure is necessarily used and
the receiving entity or the distribution relay server extracts a subjectDN
value of the certificate in which the electronic docunent distribution
certificate is electronically signed so as to be set as it is. [Table 10]
Gener al Nanes ::= SEQUENCE SI ZE (1..MAX) OF Ceneral Name General Nane :: =
CHO CE {vetrheiManepfl] iOfbhembladen phc8B2NanghilkulrAbSertnid icdSNafe|[ 2]
| A5String, x400Address[3] ORAddress, directoryNane[4] Name,

the distribution certificate to the distribution

certificate.

[Structure of electronic document distribution certificatel

The electronic document distribution certificate is

created by the transmitting and receiving entities and

electronically signed by using the NPKI certificate of the

transmitting and receiving entities. The basic structure

of the electronic document distribution certificate uses a

SignedData structure of a CMS standard to use the same

content identifier as the certificate of the certified

electronic document authority.

ContentType of the electronic document distribution

certificate is as the following Table 6.

[Table 6]
id-kiec-arcCertReseponse OBJECT IDENTIFIER ::= { iso(1)
member-body (2) korea(410) kiec(200032) certificate(2) 2 }
ARCCertResponse ::= CHOICE ({
arcCertInfo [0] EXPLICIT ARCCertInfo,
arcErrorNotice [1] EXPLICIT ARCErrorNotice }

A basgsic field of the electronic document

distribution certificate is as the following Table 7.

[Table 7]

ARCCertInfo ::= SEQUENCE ({
version [0] EXPLICIT ARCVersion DEFAULT

vl, .
serialNumber SerialNumber, ‘
issuer GeneralNames, :
dateOfIssue GeneralizedTime, '
dateOfExpire DateOfExpiration, : 'i




edi Part yNane[-5] EDI PartyNane, unifornResourceldentifier|6] |A5String,
I

i PAddress[ 7] OCTET STRING, registeredl D[ 8] OBJECT | DENTIFIER } Nane :
CHO CE { RDNSequence } RDNSequence ::= SEQUENCE OF _
Rel ati veDi stingui shedNane Rel ativeDi stingui shedNanme ::= SET OF
AttributeTypeAndVal ue Attri buteTypeAndVal ue :: = SEQUENCE {
typeAttributeType, valueAttributevValue } AttributeType ::= OBIJECT
| DENTI FIFrER At tributeVatue———=ANY DEFI NED BY AttTibuteType -

policy ARCCertificatePolicies,

requestInfo ' RequestInfo,

target TargetToCertify,

extionsions [1] EXPLICIT Extensions

OPTIONAL }

The detailed contents of the basic field of the
foregoing distribution certificate are the following U to O.
® Version, Version
A version of the strucﬁure of the électronic
document distribution certificate is represented.
For the electronic document distribution certificate, the
version is set to be v9 and uses a distributionInfos type
of a target field.

[Table 8]

ARCVersion ::= INTEGER {v1(1), v2(2), v9(9)}

@ SerialNumber, Serial'number

The identification information of the electronic
document distribution certificate is represented.

The serial number of the electronic document
distribution certificate uses a random number of 32 bytes
so.as to be created as a unique amount of integer value.
In order to process the electronic document distribution
certificate, there is a need to process a serial number of
32 bytes.

[Table 9]

SerialNumber ::= INTEGER

® Issuer, Issuer of certificate



DirectoryString ::= CHOCE { teletexString (1..MAX)),

printableString (1..MAX)), universal String (1..MAX)), utf8String
bnmpString TeletexString (SIZE PrintableString (SIZE Universal String (SIZE
UTF8String (SIZE (1. .MAX)), BMPString (SIZE (1. .MAX)) 1

Dat aOf | ssue, |ssuance date of certificate The tinme when the electronic
docunent distribution certificate is issued is represented.

A subject issuing the electronic document
distribution certificate is represented.

When the value of the present field is created, a
directoryName field having a GeneralName structure is
necessarily used and the receiving entity or the
distribution relay server extracts a subjectDN value of the
certificate in which the electronic document distribution
certificate is electronically signed so as to be set as it

is.

[Table 10]

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE (
otherName [0] OtherName,
rfc822Name [1] IA5SString,
dNSName 2] IAasString,
X4 00Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceIdentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT l

IDENTIFIER }

Name ::= CHOICE (
RDNSequence }

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ::= SET OF AttributeTypeAndvValue
AttributeTypeAndvalue ::= SEQUENCE (

type AttributeType,

value AttributeValue }
AttributeType ::= OBJECT IDENTIFIER
AttributeValue ::= ANY DEFINED BY AttributeType




- The dat aOf | ssue uses a GeneralizedTine fornat.

expirati

docunent distribution certificate expires i s represented.

dat aOf Expi re, Effect
The ti me when the el ectronic
The

on date of certificate

dat aOf Expi re of the electronic docunent distribution certificate is in the

future

as conpared with the dataOflssue and needs to be set to have a

sufficient spare in consideration of a period required to verify the

di st ri bytion—fact—fTabteti—PDatebfExpiration———Generalizedfine 6
Policy, [Certificate policy The policy of the electronic docupent

di stri buPivacteryBtiréage :i:s CEPEEEent ed. The present field
configured of QuakilkicexStmfiogmati on f or Tedptesdttriimg dS3EE cy O D acgcordi ng
to types (of .MR&¢)r,oni ¢ docunent distribution certificates and types of

el ectroni ¢ docunprt n@aplikishutingn certifipgd@abllelsthr3nlgo (Bgzmot ed that only
user Notige i saksed as the Qualifier information and cPSuri is not uspd The
types of eIectroghqvggggqg@&lgbstrlbutl@&ﬁygyggygyygﬁg a7 spl ayed| usi ng
an expli |eId that is I'ower than the userhbtlce field and a fornat
t her eof needs to g |ng [ Tabl e 12 @QE%{ Z%at Pokb&!es 1=
?EQUENCL Sl ZE (1 t i Pollcylnforna%M@Eﬁ% ng qqﬁlgﬁuc }SE ENCE

@ DataOfIssue, Issuance date of certificate

The time when the electronic document distribution
certificate is issued is represented.

The dataOflIssue uses a GeneralizedTime format.

® dataOfExpire, Effect expiration date of
certificate

The time when the electronic document distribution
certificate expires is represented.

The dataOfExpire of the electronic document
distribution certificate is in the future, as compared with
the dataOfIssue and needs to be set to have a sufficient
spare in consideration of a period required to verify the

distribution fact.

[Table 11]
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policyldentifierCertPolicyld, policyQualifiersSEQUENCE SIZE (1. . MAX) OF

" Poli‘cyQualifierlnfo OPTIONAL } CertPolicyld ::= OBJECT |DENTIFI ER
PolicyQualifierlnfo ::= SEQUENCE { policyQualifierldPolicyQualifierld,
qual i fi er ANY DEFI NED BY policyQualifierld } PolicyQualifierld ::= OBJECT
| DENTIFIER ( id-qt-cpsid- qt-unotice ) Qualifier ::= CHO CE { cPSuri

user Noti ce

DateOfExpiration ::= GeneralizedTime

® Policy, Certificate policy

The policy of the electronic document distribution
certificate is represented.

The present field is configured of Qualifier
information for representing a policy OID according to
types of electronic document distribution certificates and
types of electronic document distribution certificates. It
is to be noted that only userNotice is used as the
Qualifier information and cPSuri is not used. The types of
electronic document distribution certificates are displayed
using an explicitText field that is lower than the
userNotice field and a format thereof needs to use
BMPString.

[Table 12]



CPSuri, UserNotice 1 UserNotice ::= SEQUENCE { noticeRef Noti ceReference
OPTI'ONAL, explicitTextDi spl ayText OPTI ONAL} NoticeReference ::= SEQUENCE {
organi zati onDi spl ayText, noticeNunmber sSEQUENCE OF | NTEGER } Di spl ayText
= CHOCE { iabString visibleString bnpString utf8String [A5String(SIZE
(1..200)), VisibleString(SIZE (1..200)), BWMPString(SIZE (1..200)),
UTF8String(SIZE (1..200)) 1 The policy ODwthin the electronic
docunent—¢ ' ' - = nd
needs t QARSEealiy ichsePallded edesi: gnSEQUENGE: BaZPr ddenMAXNvERt i on

PolicyInformation

PolicyInformation ::= SEQUENCE ( |
policyIdentifier CertPolicyId,
policyQualifiers SEQUENCE SIZE (1..MAX) OF

CertPolicyId ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE ({
policyQualifierId PolicyQualifierId,
gualifier ANY DEFINED BY
policyQualifierid } '

|
PolicyQualifierInfo OPTIONAL }
|
|

PolicyQualifierId ::= OBJECT IDENTIFIER ( id-gt-cps | id-
gt-unotice ) '
Qualifier ::= CHOICE ({ |
cPSuri CPSuri,
userNotice UserNotice } !
UserNotice ::= SEQUENCE ({ |
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL}
NoticeReference ::= SEQUENCE ({
organization DisplayText, i
noticeNumbers SEQUENCE OF INTEGER }
i
DisplayText ::= CHOICE { '
ia58tring IASString(SIZE (1..200)),
visibleString VisibleString (SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utfsString UTF8String (SIZE (1..200)) }

The policy OID within the electronic document
distribution certificate follows the types of certificates
and needs to use only the values designated in the present
invention.

The OID and the Qualifier information according to

the type of the electronic document distribution



. The O D and the Qualifier information according to the type of the
el ectroni c docunent distribution certificate are as follows. [Table 13]

RequestInfo, Certificate request nessage infornmation The present
field is set to be null. [Table 14] Requestinfo ::= CHO CE {

ar cCert Request nul | ARCCer t Request, NULL } e Target, Object to certify

certificate are as follows.

[Table 13]
| :
Type of ' , : Ve
1
Cortificate gPollcy OID ‘Qua ifier |
4 g w 3 ‘n
Transmission 1.2.410.200032.6.1 Transmission .
certificate lcertificate”
Reception '1.2.410.200032.6.2 | ‘eception |
certificate i certificate”
- I
Reading : “Reading
certificate ‘1'2'410'200032'6'3 certificate” ‘

) RequestInfo, Certificate request message

information

The present field is set to be null.

[Table 14]

RequestInfo ::= CHOICE {
arcCertRequest ARCCertRequest,
null NULL }

® Target, Object to certify

The present field includes the contents to be
Verified.

The present field needs to set the information on
the distribution message by necessarily using the lower
distributionInfos field.

[Table 15]



The present field includes the contents to be verified. The present
"fiel'd needs to set the information on the distribution nessage by
necessarily using the |lower distributionlnfos field. [Table 15]

Target ToCertify ::= CHO CE { opRecord[0] EXPLICI T OperationRecord,

or gAndl ssued[ 1] EXPLICIT Oi gi nal Andl ssuedDocunent | nf o, dat aHash[ 2]
EXPLI CI T HashedDat al nfo distributionlnfos[10] EXPLICIT Distributionlnfos }

Di st ri but+entnfos———=SEQUENCEOFDistributiontnfo
TargetToCertify ::= CHOICE
opRecord [0] EXPLICIT
OperationRecord,
orgAndIssued [1] EXPLICIT
OriginalAndIssuedDocumentInfo, _
dataHash [2] EXPLICIT HashedbDataInfo
distributionInfos [10] EXPLICIT

DistributionInfos }

DistributionInfos ::= SEQUENCE OF DistributionInfo
DistributionInfo ::= SEQUENCE {
senderAdd UTF8String,
receiptorAdd UTF8String,
dateOfSend GeneralizedTime,
dateOfReceive . [0] EXPLICIT
GeneralizedTime OPTIONAL,
dateOfReceiveConfirm [1] EXPLICIT
GeneralizedTime OPTIONAL, -
distributionId UTF8String,
numberOfFiles INTEGER,
distributedFileInfos DistributedFileInfos }

1) SenderAdd, Transmitter’s certified electronic
address

The certified electronic address of the transmitter
transmitting the electronic document distribution.message
is represented.

2)-ReceiverAdd, Receiptor's certified electronic
address

The certified electronic address of the receiptor
receiving the electronic document distribution message is
represented.

3) DateOfsend, Transmitting date and time

The time when the distribution message is

transmitted by the transmitter is represented.



Distributionlnfo ::= SEQUENCE 1 sender AddUTF8Stri ng,

recei pt or AddUTF8St ri ng, dat eOf SendGener al i zedTi me, dat eOf Recei ve[ 0]
EXPLI CI' T GeneralizedTi ne OPTI ONAL, dateOf ReceiveConfirnf1l] EXPLICIT

General i zedTi me OPTI ONAL, distributionl dUTF8String, number O Fil esl NTEGER,
di stributedFilelnfosD stributedFilelnfos } 1) Sender Add,
Transmtter's certified el ectronic address The certified electronic
address of the transmtter transmtting the el ectronic docunent

di stribution neBsagerassmepresgndede and time of the reception

certificate and the reading certificate means the time when
the transmitting entity transmits the distribution message
and the value of the TimeStamp field that is included in
the SOAP message within the “message transmission”
distribution linkage message is represented in the
GeneralizedTime format.

It is to be noted that the transmitting date and
time of the transmission certificate means the time when
the transmitting entity requests the transmission of the
distribution message to the distribution relay server and
uses the time when the distribution relay sexrver receives
the "message transmission request” distribution message,
unlike other distribution certificates using time values
within the distribution linkage message. In connection
with the time field, only the present field is included in
the transmission certificate and the receiving date and
time field and the reading date and time field are not
created.

4) DateOfReceive, Receiving date and time

The time when.the receiptor receives the
distribution message 1is represented.

The receiving date and time is a field that is
created only in the reception certificate and the reading

certificate and is set as the time when the distribution



2) ReceiverAdd, Receiptor's certified electronic address The
certified electronic address of the receiptor receiving the electronic

docurnent distribution nmessage is represented. 3) DateO send,
Transmitting date and tine The tinme when the distribution nmessage is
transmtted by the transmtter is represented. ' The transmtting

date and tine of the reception certificate and the reading certificate
nmeans the tinme when the transmtting entity transmts the distribution
nmessage wAadsapéngakarvet ofietMenwsSradpingekentihyt reseinebsudbe in t he SOAP
message within the "nmessage transm ssion” distribution |inkage nessage is
repr esentmedssageheréenniakizedTdietirobmation messagel.t is to be noted that
the transmitting date and tine of the transm ssion certificate neans the
time when the tTesredéingnendaty seduests fbeaftansvhssi on of the

di stribution nmessage to the distribution relay server and uses the tine

when thecdhfbhmibUihgndhebayngeLyfe BeELi¥eSquUAE tEES3AGarliaRSHhssi On
request” distribution nessage, unlike other distribution certificates using

time val ygs wiibBi Gnthetdesteirbuilheatkl RkageeaRegage. I n connection with the
time field, only the present field is included in the transm ssion

certificate ands § he, £ 6Lk ODyEBELE BRE, tRQEdihggéaﬁédaﬁ@etiﬁéd'ng date and
time field are not created. 4) EateOfRecelve ecei ving date and tinme The

time when the rfﬁ@'@l@é wﬁ&ﬁ'ﬂﬁé gbﬁ%f'?&&&Q”tHES%f FkéniSprese”ted

The receiving date and tinme is IS create Inth

recept | 0 garLhli g@kgraggcw%lagamgea% LG Bk S8t as the time

represented.

The reading date énd time is a field that is created
only in the reading certificate and is set as the time when
the distribution messaging server of the receiving entity
responds to the receiptor’s “message detailed information
request”. The time needs to be equal to a value of a
TimeStamp field included in the SOAP message within the
distribution linkage message responding to the receiptor by
the receiving entity represented in the GeneralizedTime
format.

The reading date and time needs to be equal to or
earlier than the time when the certificate is created and
is equal to or later than the receiving date and time.

6) Distributionld, Distribution identification wvalue

An identification value for the distribution message
is represented. |

An identifier of the distribution message that is
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messagi ng server of the receiving entity receives the "neSsage
transm ssion" distribution nessage. The receiving date and tine is after
the transmitting date and tine and is equal to or earlier than the tine

when the certificate is created. 5) Dat eOf Recei veConfirm Readi ng date
and tine The tinme when the receiptor reads the el ectronic docunent
after receiving the electronic docunent is represented. The readi ng

date and tinme is a field that is created only in the reading certificate
and i s seheassthenténebjhen dhetdesetiliebttrboncndssageny desteibofkithe
receiving entity responds to the receiptor's "nmessage detailed information
request "cefbefitaeeneedsetoabeieqtal. to a value of a TineStanp field

i ncluded in the SOAP nessage within the distribution |inkage nessage
respondi ng to the N@RedRboFi s | hené ecehbéndo£ndisyr 116pt seNE€Tesn the
General i zedTi me format. The reading date and tinme needs to be equa

to or eaphbepuhBap bhRechbper¥hen Hbeumehti klitakeaksaeheal € ane is equal to
or later than the receiving date and tinme. - 6) Distributionld,

D Str!b“?&BEr&EEEEbB'ﬁéEEQE vakue o diedentisfi cati on val e for the

di stribution nessage I's represente An identifier of the distribution

message that 'Sr é#a@EeePQé€£énQé &quﬁéﬁetfeﬂ§g Qﬁgggﬁ@a to

di stribution cer |f| € i s set erd Files, The

nunmber o d|stéuggtlgntrgbgelggemgggg%% qf %Eeetronlc docunent files
u

attached 8 £h Fbutron esSa (S represented The nunber of

gL?CtronlC docunEnélééél tégffggn£8sth81gg gutlontéégH%egg message is

information
The distribution message may be attached with at
least one electronic document file and sets the information

.on the individual files using a DistributedFile structure.

[Table 16]
|

DistributedFileInfos ::= SEQUENCE OF DistributedFile ‘

|

DistributedFile ::= SEQUENCE ({ _
fileHashedData HashedDatalInfo, ‘
fileId [0] EXPLICIT UTF8String

OPTIONAL, - i
fileName [1] EXPLICIT UTF8String ‘

OPTIONAL }

HashedDataInfo ::= SEQUENCE ({ !
hashalg HashAlgorithm, i
hashedData BIT STRING } '

HashAlgorithm ::= AlgorithmIdentifier A

9) FileHashedData, File hash information
Hash values of individual electronic document files
attached to the distribution message are represented.

The individual electronic document file is set in a
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8) DistributedFilelnfos, Distribution document information The

di st'ribution nessage may be attached with at |east one el ectronic docunent
file and sets the information on the individual files using a
DistributedFile structure. [Table 16] 9) FileHashedData, File
hash informati on Hash val ues of individual electronic docunent files
attached to the distribution nessage are represented. The i ndivi dual

el ectroni c docunent file is set in a hashedData field after a hash val ue
i s creatkashsidbgta Rashdakfoert anhathavhduhAlg frepded10pinrg| adhagh| e
identification val ue Identifiers of individual electronic docunent
files atdhgbedthm dbheadhsshhbgt Foaldessage are represented. The file
identification value is not present within the distribution nessage and a
Content-1D val ueopfrihed; rel Ve didéntel £odatonde wowsrent file attached to the
overall distribution |inkage message configured of a Multi Part nmessage in

an.M ME format igeselfBsSrs tof Sindividual Tdkedtebtli degodenset eeileel y used,
but when the file nane field is not used, is necessarily used and it is

recommengedsthal thechil aikdenbhtieat neBs¥uakuarki ekgrbeetsed. When
there are both the file identification value field and the file nane field

e TE SR et chabiesd abe Bkanccmtiionte, the
verifiedsby,psghes sat habbyglshag Lhechtkacl ¢pnihhieabiropnyal ue field.
individual electronic document file attached to the overali
distribution linkage message configured of a Multi Part
message in an MIME format is set as it is.

The field may be selectively used, but when the file
name field is not used, is necessarily used and it is
recommended that the file identification value field be
used.

When there are both the file identification value
field and the file name field at the time of the
verification of the distribution certificate, the
distribution certificate is-cbmpared with the electronic
document file and verified by preferentially using the file
identification value field.

11) FileName, File -name

The filé names of the individual electronic document
files attached to the distribution message are represented.

When the file identification value field is not

created, the file name field is necessarily{created and as



11) FileName, File name The file names of the individual electronic
docunent files attached to the distribution nessage are represented.

When the file identification value field is not created, the file nane
field is necessarily created and as a value, the Content-1D val ue of the

I ndi vi dual el ectronic docunent file attached to the overall distribution

| i nkage nmessage configured of the Multi Part nessage in the MM format is
set as it is. Wien the file identification value field is created, the file
nane fieRdvaadyehe tbgi Coageand IPhwajaeuefcapabiaddvigurill rdeicityondent i fyi ng
the el ectronic docunent file is set at the time of the creation of the file
i denti fi detumentalfaéef aglkdched to th&heveledilr dnstrdbrutnent ldnkegebut i on
certificate profile is as the follow ng Table 17. [Table 17] Basic field
Cont ent Reeghigar chhaftigusedepsi eheVBudtanPu®t message in the MIME

. format is set as it is. When the file identification value
field is created, the file name field may be omitted and
the value capable of auxiliarily identifying the electronic
document file is set at the time of the creation of the
file identification value field.

The electronic document distribution certificate

profile is as the following Table 17.

[Table 17]
Basic field Content Peculiar Matters
version Version ' V9
serialNumber Serial Number Random number of 32
bytes
. Certificate subject DN of
issuer , Do
Issuer signature certificate
dateOfIssue Issuancg @ate . GeneralizedTime
of certificate
Effect
dateOfExpire expiration date |GeneralizedTime
of certificate
OID :
1.2.410.200032.6.1
s (Transmission)
policy Cziziflcate . 1.2.410.200032.6.2
P Y (Reception)
1.2.410.200032.6.3
{Reading)
Certificate
requestInfo request message jnull
information




seri al Nunber Serial Nunmber Random nunber of 32 bytes issuer Certificate

"I ssuer subject DN of signature certificate dateOflssue |ssuance date of
certificate GeneralizedTi ne dateOf Expire Effect expiration date of
certificate CGeneralizedTi ne

\ i
| A . | Use of '
AY . . .
target i e?lflcatlon distributionInfos
robject
structure
Transmitter'’'s
certified .
senderAdd i . . r UTF8String
- ielectronic !
address i
Receiptor’'s i
. certified ,
receiptorAdd . UTF8String
electronic !
| address |
. i i i i .
dateofSend Transmlttlpg | GeneralizedTime,
date and time necessary
dateOfReceive Recelylng date Genera}lzedTlme,
_ ‘and time selection
dateOfReceiveConfir|RecelVlng lGeneralizedTime,
o acknowledgement selection
date and time
[ . .
distributionId ‘Distribution UTF8String i
iidentifier !
| The number of i
numberOfFiles transmission
files
distributedFileInfoITl.ﬂansmlSSlon At least one
file . , .
s . \ . DistributedFile
11nformatlon
DistributedFile i
fileHashedData File hash wvalue |SHA256
|
fileld ‘File ID One of two fields,
that is, fileId and
fileName File name filename is essentijial

Considerations associated with the electronic
document distribution certificate profile are as the
following @ to ®.

® At the time of electronic signature, a public key



policy Certificate policy A D: 1. 2. 410. 200032. 6. 1 (Transm ssi on)
' :1.2.410.200032. 6.2 (Reception) :1.2.410.200032.6.3 (Reading) requestlnfo
Certificate request nessage information null Use of target

encryption algorithm uses RSA and a hash algorithm uses
SHA256

@ The electronic signature certificate is
necessarily included in signedData

® Only one signerInfo is included in a signerInfos
field.
[Method for verifying electronic document distribution
certificate

The distribution message transmitting entity needs
to perform the verification on the certificate as soon as
receiving the electronic document distribution certificate.

The process of verifying distribution certificate is
largely divided into the validity verification of the
certificate and the content verification of the certificate.
The validity verification of the certificate is a'process
of cdnfirming whether conditions for obtaining an effect as
the certificate are satisfied and the content verification
of the certificate is a process of confirming the fact by
comparing with the distribution message to be verified
-through the certificéte. Therefore) the content
verification of the certificate is not the verification for
the certificate but may be considered to be performed to
confirm whether the distribution fact is truth.
The validity verification of the electronic document

distribution certificate is performed by the processes of



obj ect distributionlnfos structure senderAdd Transmitter's certified

" el ectronic address UTF8String recei ptor Add Receiptor's certified el ectronic
address UTF8String dateOf Send Transmitting date and tine , GeneralizedTi ne,
necessary dat eOf Recei ve Receiving date and tine

® verifying the certificate format, @ visually verifying
certificate, ® verifying the certificate electronic
signature, and ® verifying the signature certificate and
the content verification of the certificate is performed by
® the process of comparing and verifying the distribution
message.

® Verification of Certificate format

The verification of the certificate format is a
process of confirming whether the format of the
distribution certificate to be verified observes the
constraints of the structure and value defined in the
present standard and the following 1) to 7) matters are
basically confirmed at the time of verifying the
certificate format.

1) Does the overall structure of the distribution
certificate meet the signedData format and observe a rule
on whether the lower field defined in the present standard
is created?

2) Is the version to be set to v9?

3) Is the serial number created as the positive
integer value by using the random number of 32 bytes?

4) Is the certificate issuer set by using the
dirctroyName field of the GeneralName structure?

5) Are the issuance date of the certificate and the

effect expiration date of the certificate set by using the



Gener al i zedTi me, sel ection dateOf Recei veConfir m Receiving acknow edgenent

"date and tine CeneralizedTine, selection distributionld Distribution
identifier UTF8String nunberO Files The nunber of transmi ssion files
distributedFilelnfo s Transmi ssion file information

GeneralizedTime format?

6) Is the certificate policy created by using the
structure and values of the lower field defined in the
present standard?

7) Is the verification object field created by using
the distributionInfos field and does the verification
object field observe a rule on whether the lower field
according to the types of certificates proposed in the
certificate policy is created?

@ Certificate visual verification

" The certificate visual verification is a process of
confirming whether the values of each visual field set in
the distribution certificate are normal at the verification
reference time. That is, it is confirmed that the values
of each visual field set in the distribution certificate
meets the rule of the following Table 18 unlike those at
the verification reference time, during the present process.

[Table 18]

Transmitting date and time < receiving date and time =

reading date and time = issuance date of certificate =
certificate verification time = effect expiration date of
certificate

® Verification of certificate electronic signature
The verification of the electronic signature is a
process of verifying the electronic signature attached to

the distribution certificate for integrity guarantee and



At | east one DistributedFile DistributedFile fileHashedData File hash
"value SHA256 fileldFile ID One of two fields, that is,fileld and fil enane
is essential fileNanme File nane

non-repudiation for the contents to be verified by the
distribution certificate and follows the method for
verifying an electronic signature for the signedData of a
general CMS.

@ vVerification of signature certificate

The verification of the signature certificate is a
process of verifying the validity of the certificate in
which the distribution certificate is electronically signed
and the identity with the issuer information of the
distribution certificate.

The validity verification of the electronic
signature certificate is a process that is generally
included in the process of verifying the electronic
signature as a part thereof and is performed by the
processes of verifying an available period of the
certificate, verifying the revocation, and verifying a path
with the upper CA certificates, and the like. This is
verified based on "technology standard [KCAC.TS.CERTVAL] of
verifying authorized certificate path” of the authorized
certificate system.

If the validity verification of the electronic
signature certificate succeeds, the comparison and
verification with the issuer information of the
distribution certificate needs to be performed. The issuer

information of the distribution certificate is formed to



Consi derati ons associated with the el ectronic docunent distribution
certificate profile are as the following O to CD. C) At the tine of

el ectronic signature, a public key encryption algorithmuses RSA and a
hash al gorithm uses SHA256 The el ectronic signature certificate is
necessarily included in signedData (r) Only one signerinfo is included in a
signerinfos field. [Method for verifying electronic docunent distribution
certificate The distribution nessage transnmitting entity needs to
perform sée aesubjeati DN valuibeofechef edatérasisosngastueeei vi ng t he

el ectroni ¢ docunent distribution certificate. The process of
verifyi ngedtsfichuei an dcertisf andt eheselfargel ywdi videdsi are the validity
verification of the certificate and the content verification of the

certificakeradbeqvabi gek¥ovhr thecabmpAretohhangertirfirgabeibsn anprocess of
confirm ng whether conditions for obtaining an effect as the certificate

are satighiefeangntheyeophenkbsverihigati @nraf chbe eehtificate is a process
of confirmng the fact by conparing with the distribution nessage to be

verified througy e sertifi catechenehonen Ui AUMERHUeH fication of

the certificate is not the verification for the cert%%]cate but may be
considerﬁgsgggge performed to confirmwhether the distribution fact is
truth.

The process'of comparing and verifying a
distribution message is not a process of verifying the
validity of the distribution certificate but is a process
of confirming whether the distribution fact ié truth by
comparing and verifying the information of the distribution
message included in the distribution certificate with that
of the actual distrisution message.

When the transmitting entity transmits the
distribution message or receives the distribution
certificate'after the transmission request, it is to be
necessarily confirmed that the corresponding distribution
certificate includes the information on the distribution
message transmitted by the transmitting entity, by
performing the comparison and verification of the present
distribution message.

At the time of the comparison and verification of
the distribution message, the following matters are
basically confirmed. |

- Do the transmitter’s certificated electronic



The validity verification of the el ectronic docunent distribution
"certificate is performed by the processes of 0 .verifying the certificate
format, O visually verifying certificate, 3 verifying the certificate
el ectronic signature, and O verifying the signature certificate and the
content verification of the certificate is perforned by O the process of
conparing and verifying the distribution nessage. Verification of
Certificate format The verification of the certificate format is a
process sfidresti rnidnghehetkernpthe ' Socrut idfietheldicsrrnbgt pddresstificate to
be verified observes the constraints of the structure and value defined in
t he presentrstanddr doantiet He stelibowing hessegef matters are basically
confirmed at the tine of verifying the certificate fornat. 1) Does
the overall struchoee ohetbeadssittbngi dateeshdf timeeofreehet he si gnedDat a
format and observe a rule on whether the |lower field defined in the present

standar drksepteadheddrtificate dhdl gheheerarisigorel@ ifecate @ivdide
3) Is the serial nunber created as the positive integer value by using the

random nysRer 50f,a34ebyresimestamp fihd Snihedeer tinf ikgat goagpsuer set by
using the dirctroyNane field of the General Nane structure? 5) Are

the issugngeadat ¢iehihheneerhickisaake tantshiesabheciexpiibakiieon date of the
certificate sét by using the

linkage message?

- Is the transmitting date and time of the
transmission certificate the reasonable time for the
distribution relay server to receive the “message
transmission request” distribution message?

- Is the receiving date and time of the reception
certificate and the reading certificate for the “message
transmission” distribution message directly transmitted to
the receiving entity by the transmitting entity the
reasonable time for the distribution messaging server of
the receiving entity to receive the “message transmission”
distribution message?

- Is the receiving date and time of the reception
certificate and the reading certificate for the “message
transmission request” distribution message requested to the
distribution relay server by the transmitting entity the
reasonable time for the distribution messaging server of
the receiving entity to receive the “message transmission”

- distribution message? (however, correspond to only to the
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General i zedTi ne format? 6) Is the certificate policy created by
using the structure and values of the lower field defined in the present
st andard? ' 7) Is the verification object field created by using the
distributionlnfos field and does the verification object field observe a
rule on whether the lower field according to the types of certificates
proposed in the certificate policy is created? Certificate visual
verification The certificate visual verification is a process of
confirm agsehehhehithethal teanemieachgveatadltyf cehdkaew ichet iemei stri buti on
certificate are normal at the verification reference tine. That is, it is
confi r meghthathehaigakruestabneaehayi sealveti ekrdnséerisnthiee di stribution
certificate neets the rule of the followi ng Table 18 unlike those at the
verificagienriglieienCrRctEEge dur tRe tBeepkesgnenpregess. [ Table 18]
Transmitting date and tinme < receiving date and tine = readi ng date and
time = lssuance-d@éssOEh@eféa&1ﬁ§I@a5écsﬁaléi@@t@gveaéfféaaaﬁ?_tlne =
effect expiration date of certificate 3 Verification of certificate

el ectronie,$i¢RREYEC coincide WABHYERE! KEALEOR Ok HENG i RletbRRNIEG edignat ur e
is a process of verifying the electronic signature attached to the

di stributloR, Geyt Lt %ﬁ%esbgbbbaggggg yigranantee and paygpudiat ion for

the conténts to bé verifie istribution certificate and follows the
met hod for,_yerifying_an el ectrani ignature faor th [ Data of a

gener al gﬁﬁ%a?F)%ﬁggﬁchgfg ﬁn§9n§i§ﬁafﬁﬁe §§F%F %cgfgagﬂ%% The
verificatiqn oftthe si%@atgge %er%ificate Es a, pro esie%%i%%ﬁgfying t he
val i di t yt0fFREe ¢EM i i REWPEh TERE 1BESE T P Ut on TE&T i Cat e i s

el ectronically signed and the identity with Hhe issuer inforpmation of the
di st ri bufPfdd téerl eVgfe corresponding to only the case 1in which

the transmitting entity can know the wvalue of the
corresponding TimeStamp field).

- Does the distribution identification value
coincide with the identifier of the distribution message
that is the issuance object of the distribution
certificate?

- Is the number of distribution files equal to the
number of electronic document files attached to the actual
distribution message?

- Do all of the file identification values or the
file names of the individual files included in the
distribution document information coincide with the
Content-ID values of the electronic document file attached
to the actual distribution message?

- Does all of the file hash information of the

individual files included in the distribution document
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The validity verification of the electronic signature certificate is a
process that is generally included in the process of verifying the
el ectronic signature as a part thereof and is perfornmed by the processes of
verifying an available period of the certificate, verifying the revocation,
and verifying a path with the upper CA certificates, and the like. This is
verified based on "technol ogy standard [ KCAC. TS. CERTVAL] of verifying
authori zed certificate path" of the authorized certificate system
| f the vahidimgtyveni Ebtatida withhehel vaineni cbsagnatuby beshiihgcat e
succeeds, the conparison and verification with the issuer information of
t he di stthbueleateentcf doatmeneedslee betpehtdr medth&hecicssder i nformation
of the distribution certificate is forned to set a subject DN val ue of the
el ectrongesstrgpatues @mesthfecate as it is and therefore, two values are
extracted to performthe conparison and verification on whether the two
val ues coi nci deMbtd €aeh WhEfication infokRaPachsen andcveshitcation of
di stribution nmessage The process of conparing and verifying a distribution
message $ Hggugeprocess of verifying the validity of the distribution
certificatg ut 1S a process of confirmng whether the distribution fact is
truth by conpary agﬁk\/ 1§ ¥i j t} di st bytion
nmessage includéw in the i%%%%%fﬁﬁ%%ﬁ %2%?$§?C%§§u§§t%b§%at of the actua
di stributiop.nes e. en_t I iLtiingcenti.t r i-Ls the
distribuFF5gl%§§§gge18rCP@B&F&%@ ?Heggpgﬁggggkﬁ%% %gr?% i%g 8%2 gg% t he
transm ssion, request . .it .i.s to_be_necessatily .confi. hat the
correspoﬁéiﬁ&ed %F?FBHP%&RHCSFF?%Fég &' né Sdgégg é%g% gbhation on the
di stribution. nessage.transmtted by the transm.tting enti.ty, by performng
t he conp&??%&%gﬁﬁﬁ véFiFF@&F%Gﬁegf¥Pﬁe569§§§nﬁnd%bfrFﬁﬁiﬁgﬁegessage.
At the tinme of the conparison and verification of the distribution nessage,
the fol | 6MPRGTRBLEC AECHPENEa SHERPKY t¥on P FEd PXOVAGesh &t Ya tter's
certificated electronic address and the receiptor's certified electronic
addr ess éePgespohidIvaTrERESE SURChiOtRofoFesddiggetorage timgpo@and he
transmtting date and time of the reception certificate and the reading
certificansegoiltyi @€ WwhehdastaibatdpnTiceaSidmsalice PYY §ENRPEd i n t he SOAP
message within the "nmessage transm ssion” distribution |inkage nessage?
guarantee the long period of time for the validity of the

electronic signature certificate of the issuance time of
the distribution certificate after the available period of
the electronic signature certificate expires. That is,
after the valid period of the electronic signature
certificate expires, the validity guarantee of the
distribution certificate is not permitted. 1In order to
solve the problem, it is possible to verify the
distribution certificate even after the available period of
the certificate in which the distribution certificate is
electronically signed expires, by storing the verification
information that can confirm that the corresponding

electronic signature certificate is valid at the time when
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I's the transmtting date and time of the transm ssion certificate the
"reasonable tine for the distribution relay server to receive the "nessage
transm ssion request” distribution nmessage? s the receiving date
and tinme of the reception certificate and the reading certificate for the
"message transm ssion” distribution nessage directly transmtted to the
receiving entity by the transmtting entity the reasonable tinme for the
di stribution nmessaging server of the receiving entity to receive the
"messagetheadsatssbohiodi sertbfitrehenessageled togethefswilidy theei vi ng date
and tinme of the reception certificate and the reading certificate for the
"messagedisanshussoonceeguéstatdi.stri buti on nessage requested to the
distribution relay server by the transmtting entity the reasonable tine
for the distrib®t reguies$agnnefseierarf iefatlike reFairvatdentdfty to receive
the "nmessage transm ssion” distribution nessage? (however, correspond to
only to thecteaseci Bivhhelrkheet-tamsehti ng entity can know the tinme when
the distribution relay server transfers the distribution nmessage to the

receiving entit¥)e transmittDR§SehbPr{eading-dat erangnsi ARLOhnlhgnr eadi ng
certificate coincide with the value of the TineStanp field included in the

SOAP nesagg@r%hhherft@%ieg%r Lbut hoRobinkage me3$agateespending to the
"message tailed information request” of the receiptor by the receiving

Snii Ly (ReRESlagl BHEORABELRG L0 BN hel B ERRLT MILER RS, ransm tTing

entity can W the val'ue of the corresponding Ti _ reld).
Does Fhec%'%%t' rf'i?:‘éﬁ;'eogn'dd%%' E;'a%t 'fs%” axalue %Q'f%%!md%p‘és' %'}otc'é% ldgntifier of
the di st fbution nmessage at 1S e I ssuancé obj ect of "the distribution
certificagte? £ Ig.the @ungera f distrkb Lkoneniles eq%gk to the
number of ~efeét VSATE 1G8ERBNL T PLESRLT S &S M5 *FRE Cac AT i buti on
nessage”? Do all of the file identifi%at'on val yes or the file
names of PERESERESy PEuIPTREVERT hEruded 1o SheTditEEr MFTE ST Mocunent
information coincide with the Content-1D val ues_of the el ectronic docunent
file attgéRedibytips sertafigeseri bdti df POSSigde to guarandess thyg of the
file hash information of the individual files included in the distribution
docurent vailatidicarifotheoereicda& oRich stigaakairge S eaBdiLFEF DR th&s¥i ng t he
el ectroni c docunent files attached to the actual distribution nessage?

time of the issuance of the distribution certificate by

storing the corresponding data in the certified electronic

document authority together with the distribution

certificate, such that the validity of the distribution

certificate is guaranteed.

@ Storage of verification information of electronic
signature certificate
The transmitting entity includes the CRL and the ARL

and the upper CA certificate and the Root CA certificate

that are used for verification in a certificates field and

a crls field within the signedData structure of the

distribution certificate after the verification for the

electronic signature certificate succeeds. Precautions
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. [Long-termverification information of electronic signature] When
the verification for the issued distribution certificate is conpleted in
consideration of the inportance of the distribution certificate, the
distribution certificate is registered and stored in the certified

el ectroni c docunent authority, which provides only the | ong-term guarantee
function for the storage tinme and integrity of the distribution certificate
but cannot guarantee the long period of tine for the validity of the

el ect r onheedi gnaparéorer bhfliycahe wbrkheénicdsdange ebicire ioff orive tdiost rinbut i on
certificate after the available period of the electronic signature
certificahe ermprespondhay ifieldf regatrbdéesal od pear oodeaf ofhe nellectimoni ¢
signature certificate expires, the validity guarantee of the distribution
certificabeni snfietmpeiBhtt edinte ehderetrdiFakueekhd iprndblaed tiHe i s possi bl e
to verify the distribution certificate even after the available period of

the certitiigakeenn whkChothendi stkichibnol eebhitiugat @vjecel ectronical ly
signed expires, by storing the verification information that can confirm

that the;geriRapeBdi BE eheckhghiepaianatiee veetitiilagalod irprvalhed at the
time when the distribution Certificate is issued together with the

di stribujhan GeLELERCREStificate EtAqqu%%bEb%@sokﬁﬂﬂwéﬁﬂéﬁ'ﬂﬂ% I nformation
of electronic Slgnature Certlf—:ll cat e he transmttlng ent|ty

col l ects 8§Eeg§%né§h a@g an; gp%%% %%ytlflcate and a Root CA certificate
for verifying € fevocation o &6t r oni ¢ signature certificate and

the path ? p3s Hg performthe process of "5.2.4 verification of signature
certific& ) anDn the processes of verifying the validity of the received

di stribu |on rtificat i ossible to guarantee the validity of the
9ReEBRtL T cal epotfncs 7

el ectronic? S|gnature cer at the tJ 5pf %%f i ssuance of the

di stribution certl oring the %ﬁﬁg n .he certlfled
el ectroni ¢ docu ﬁ?egﬁﬁﬁgp¥ﬁgkﬁﬁgether mﬁ?ﬁ q?ﬂﬁ%ﬁ %ﬁ Fi cate,
such that the vaFPERRFosft ndost ri but i GRGHTIIA teed

St or age |of veri f CE€&LLdACRAESr mat i on of eI%HtﬁWWL?Q%QyQﬁﬁH %R§QQSQQ#ue

The tranORTLONAg . entity includes the CRL and the ARL and the upper CA
certificate and tlésRoot CA certificate tlidt IMRE.I¢EEd for verification in a
certifi creeschitdloth TarfdChodicles OPEIIONALL hi n t he signedData structure of the
dlstrlbutlon Cer@u@m@&t@f@%@&@nbh&ﬁwmg'ﬂlcatlon for the electronlc

si gnat ur-e : 0 0 :
i ncl udi ng each CnEmunﬂgan1nrtdﬂﬁiﬁxnaueqxﬁmhcurdnxn(ﬂd&umﬁmﬂess of an
order of including each information. Since the certificates field and the
crls fiebttaeingt the el ectronic signature object information of the
signedData, the verification for the distribution certificate stil
succeeds even afhertthfsaottenpoadingyweebres pref aisediblitabhe 19]

Si gnedDat aSEQUENCE { versi onCVSVers ion

certificate in which the verification information of the

electronic signature certificate is included in the
certified electronic document authority, such that the
long-term verification for the distribution certificate can

be performed.
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di gest Al gori t hnmsDi gest Al gorithm dentifiers,
encapCont ent | nf oEncapsul at edContent Info, certificates[0] IMPLICIT
CertificateSet OPTIONAL, crls[1] IMPLICIT Revocationl nfoChoices OPTI ONAL,
si gner I nfosSi gnerlnfos } (c) Storage in certificated electronic
docunent authority The transmtting entity stores the distribution
certificate in which the verification information of the electronic
signature certificate is included in the certified el ectronic docunent
aut horitycramgl t hat the |ong-termverification for the di strlbutlon
certificate can be perfornmed. [CLAIMS] [C aim1]

[Claim 1]

A method for creating/issuing a distribution
certificate in a system for distributing an electronic
document including tranémitting and receiving entities and
a distribution hub, the method comprising:

(a) transmitting, by a transmitting entity, a
distribution message including a transmitter’s electronic
document to a receiving entity;

(b) creating, by a receiving entity, a reception
certificate by acquiring essential information after
réceiving the distribution message;

(c) transmitting, by the receiving entity, the
created reception certificate to the transmitting entity;
(d) completing, by the transmitting entity,

verification for the received reception certificate and
then, attaching verification information on an electronic
signature certificate of the reception certificate to the
reception certificate; and

(e) transmitting, by the transmitting entity, the
reception certificate to a thifd party storage authority
and requesting the storage thereto.

[Claim 2]
The méthod of claim 1, wherein in the step (b), when

the receiving entity creates the reception certificate, the



A nmethod for creating/issuing a distribution certificate in a systemfor
distributing an el ectronic docunent including transmtting and receiving

entities and a distribution hub, the nmethod conpri sing: (a)
transmtting, by a transmtting entity, a distribution nessage including a
transmtter's electronic docunent to a receiving entity; (b)

creating, by a receiving entity, a reception certificate by acquiring
essential information after receiving the distribution nmessage;

(c) transgbehihgl byfbheatéori vhnjudeki e} ectheondcedbedmeatepti on
certificate to the transmtting entity,; (d) conpleting, by the
transm tihpgreatiby, setichheatterrfon tkecieteirved teeaptiamnecertificate
and then, attaching verification information on an electronic signature
certificatgnehithengeeenti oanaent irbiceabe oo rcke ikegeptiiae .certificate; and
(e) transmtting, by the transmtting entity, the reception certificate to
a third paigymsterage authority and requesting the storage thereto. [Caim
2] The nethod of claim1, wherein in the step (b), when the

receiving entity,Creatgsatde EELERT ONeGeEhbli £aheriLhag. essenti al
informati on includes el ectronic document information, a transmtter, a

receiptor, a trARSOLLerolr ARSM LLLAGELL TBraRll; el AGOLAL 9Ly T EEEEKI N i M.

[Claim3] The neth ailm1, further conprising: e step

(a), whep,the_ transm tting.entity.tri t i ssi.on_of the

distribuEPSn%ﬁggggégsﬁ8nt g Fé@eﬁ&ﬁﬁéggﬁ%gﬁﬁ @%%%g!iI§% ﬁ he transni ssion

of the distribution _nessage . . ( request.ing, by the transmtting

entity, Fﬁ&eﬁVéﬁgnFE§ﬁ§X gPttﬁ@l&FsﬁPi%b%i&ﬁ%ﬁggggﬁeopo%g 'St ribution

relay server of the distribution hub; :
distribution message,

(al) requesting, by the transmitting entity, the
transmission of the distribution message to a distribution
relay server of the distribution hub;

(a2) creating, by the distribution relay server, the
transmission certificate for the requested transmission;

(a3) transmitting, by the distribution relay server,
the transmission certificate to the transmitting entity;

(a4) completing, by the transmitting entity, the
verification for the received reception certificate and
then, attaching the verification information on the
electronic signature certificate of the reception
certificate to the reception certificate; and

(a5) transmitting, by the transmitting entity, the
reception certificate to the third party storage authority
and requesting the storage thereto; |

(a6) transmitting, by the distribution relay server,
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(a2) creating, by the distribution relay server, the transm ssion

*certificate for the requested transm ssion; (a3) transmtting, by
the distribution relay server, the transmission certificate to the
transmtting entity; (a4) conpleting, by the transmtting entity,

the verification for the received reception certificate and then, attaching
the verification information on the electronic signature certificate of the
reception certificate to the reception certificate; and (ab)

transm t thegdibyrtibettivansesttigeg tentikey retkéviegepntanycertificate to the
third party storage authority and requesting the storage thereto;

(a6) transmtting7) byrédeiny sty bthéonecel ayngeenetty, thieedi stribution
nmessage to the receiving entity; (a7) creating, by the receiving

entity, {Beepesepl certaeithteCahtediaRdNy! alfy eaf keteiotagvichg the
el ectroni ¢ docunent; (a8) transmtting, by the receiving entity,

the receggbg@rggﬁglgb%@hgnko the distribution relay server; (a9)
transmitting, by the distribution relay server, the receptlon certificate

to the transmt{igg @Pghga{l%eyﬂ%h PY 5P £é&92v£’§% 9199 byt he

transmtting entity, steps |n or der alm4 The

met hod O&eglgkgbﬁ’cQQ% %hgaE@ E%etﬁge 1%%%£b WE%R EQ% ? %%Qb@ tlon rel ay

server creat transmssion certificate, e essenti al OI’ mat i on

i ncl udes el ectr s%f EQEHQEE Lnfornﬁékﬁe dfs%rf 3glé£e elgyrgggbg£or and a

transmtter tra I ng reques

the reception certificate to the transmitting entity; and

(al0) performing, by the transmitting entity, steps
(d) and (e) in order.
[Claim 4]

The method of claim 3, wherein in the step (a2),
when the distribution relay server creates the transmission
certificate, the essential information includes electronic
document information, a transmitter, a receiptor, and a
transmitter transmitting request time.

[Claim 5]

The method of claim 1, further comprising:

after the step (e),

(f1) reading, by the receiptor, the distribution
message received by requesting the reading of the
distribution message to the receiving entity;

(£2) creating, by the receiving entity, a reading
certificate; -

(£3) completing the verification for the received
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[Gaim5] The nethod of claim1, further conprising: after the step (e),
(fl) readi ng, by the receiptor, the distribution nessage received by
requesting the reading of the distribution nmessage to the receiving entity;
(f2) creating, by the receiving entity, a reading certificate;
(f3) conpleting the verification for the received reading certificate and
then, attaching the verification information on the el ectronic signature
certificate of the reading certificate to the reading certificate; and
(f4) trameadingngerbyfinater andnthenngasherhyngt kaer §§§Pﬁ@cééll?i’lfl cate to
the third party storage authority and requesting the storage thereto.
[ d ai m 6inThemattibodoof tbkeaede8trbuitheigoatpriescrytijficacet pé shep (alo),
(all) reading, by the receiptor, the distribution nmessage received by
request i ngatihegr eadicigiobteheodicher rbatliiog messadechoethendecei vi ng entity;
(al2) creating, by the receiving entity, the reading certificate;
(f4) transmitting, by the transmitting entity, the
reading certificate to the third party storage authority
and requesting the storage thereto.
[Claim 6]
The method of claim 3, further comprising:
after the step (alo),
(all) reading, by the receiptor, the distribution
message received by requesting the reading of the
distribution message to the receiving entity;
(al2) creating, by the receiving entity, the reading
certificate;
(al3) completing the verification for the received
reading certificate and then, attaching the verification
information on the electronic signature certificate of the
reading certificate to the reading certificate; and
(al4) transmitting, by the transmitting entity, the
reading certificate to the third party storage authority
and requesting the storage thereto.
[Claim 7]
The method of claim 5 or 6, wherein when the

receiving entity creates the reading certificate, the

necessary information includes electronic document



(al3) conpleting the verification for the received reading certificate and
"then, attaching the verification information on the electronic signature
certificate of the reading certificate to the reading certificate; and
(al4) transmtting, by the transmtting entity, the reading certificate to
the third party storage authority and requesting the storage thereto.

[ aim7] The nmethod of claim5 or 6, wherein when the receiving
entity creates the reading certificate, the necessary information includes
el ect r oniafoeoanent, Bntoamenictnera &r aesEiipteor, & rteewispuditera transmitter
transmtting tine, a receiptor receiving tinme, and a recei ptor reading
time. [CtabmsBlitting tiAenethedcefipreri frpicegvandi stimehutingh acertificate
created/issued in a systemfor distributing an el ectronic docunent

i ncl udi ngeleapsirt teBgiagd tigeei ving entities and a distribution hub, the
met hod conpri sing: verifying whether a format of a distribution
certificaglgaQhsenves constraints of a predefined structure and val ue;
verifying whether transmtting, receiving, and reading date and tinme of a

di stribution megspgenbabsaler-esyahbi shadstpidudishr tutienceestificate, an
i ssuance date of a distribution cerfificate, a verification tine of a

certificailon. gnd AR LHHEGE SHRiLALIQN dq.%tt%igut%ﬁréﬂ fd1GRie- A& or der ed;

verifying an electronic signature attached to the stribution certificate;

and - GodiRlddY A Rl Ll A HEALR AN L AN @l Re R ©
signature1Ts Wwittenin e distribution certificate and veritying identity
wth inf or 1tsit?:nlb%r1]:i%r§1 ih%%u,erthoef mtet%%o(y Sctornipq!{[é.i% :certi ficate. [Caim 9]
verifying whether a format of a distribution
certificate observes constraints of a predefined structure
and value;
verifying whether transmitting, receiving, and
reading date and time of a distribution message that are
established in a distribution certificate, an issuance date
of a distribution certificate, a verification time of a
certification, and an effect expiration date of a
certificate are ordered;
verifying an electronic signature attached to the
distribution certificate; and
verifying validity of a certificate in which an
electronic signature is written in thé distribution
certificate and verifying identity with information on an
issuer of the distribution certificate.
[Claim 9]

The method of claim 8, further comprising:
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The met hod of claim@8, further conprising: conparing and
verifying information of the distribution message included in the
distribution certificate with an actual distribution nmessage. [C ai m 10]
The nethod of claim9, wherein the conparing and verifying includes:
confirmng whether a transmtter certified electronic address and a

recei ptor certified electronic address included in the distribution
certificate coincide with the transmtter certified electronic address and
t he recei ptor cesmpdriow emettvean Ty adyriestowhiat hen act udhe di stri buti on
nmessage; and confirm ng whet her the nunber of distribution files

i ncl udeddistthpudishrinbuthge tactifiedaie theedtiiakributhennunber of

el ectroni c docunent files attached to the actual distribution nessage.
[Cai m13irtificateThetAeRhOdcefiat! aliBr2ibwhenai nekBageonparing and
verifying includes: when the distribution certificate is a
receptioncg¢gihi fhgate or a reading certificate, confirmng whether the
transmtting date and tine included in the distribution certificate
coincides with s,valden S & Ti1RShagp fhekdih nehdldednbir fnPy Message

Wi thin a "message transm ssion” distribution nmessage; and when
the distyLpbuti C kflicate is a transm ssion certificate, confirmng
whet her ?hgy%ygﬂgng#%?ﬁgg ate and tinme included in the distribution
certificate is a reasonable tine for ' I but | server to receive
S message t rar A oa DY eester of srreBtlt ShohesShsttlel 3T 1)

The net hod of cl aim wherein the co ring and_verifying includes:

when theegFSPFPBbFi8%553??iFpgaFerFSegﬁgofegSFGFgéegngf ?Egpécor t he
reading certificate_fqr .the "pessage transm ssion” _di stribution . nessage
directlyaggﬁﬁ§ﬁiﬁpﬁéug8dtﬁ8 Fggeg%gﬁﬁlgﬁFFP9 GG TERE EALSs PR AT ent i ty,
confirmng whether the receiving date and tinme of the distribution

certifi cHEBhj EhenErpBaRdREBFeCeL R IL6F EAECHFONAFhEAFERSTe88dgthG server of

the receiving entity to receive the "nmessage transm ssion" distribution
message; rafgiptor certified electronic address of the actual

distribution message; and

confirming whether the number of distribution files
included in the distribution certificate is equal to the
number of electronic document files attached to the actual
distribution message.
[Claim 11]

The method of claim 9, wherein the comparing and
verifying includes:

when the distribution certificate is a reception
certificate or a reading certificate, confirming whether
the transmitting date and time included in the distribution
certificate coincides with a value of a TimeStamp field
included in a SOAP message within a “message transmission”

distribution message; and

- 47 -



mhen the distribution certlflcate is the receiving certificate or the
readlng certificate for the "nessage transm ssion request” distribution
nmessage requested to the distribution relay server of the distribution hub
by the transmtting entity, confirm ng whether the receiving date and tine
of the distribution certificate is the reasonable tinme for the distribution
nmessage server of the receiving entity to receive the "nessage

transm ssion" distribution nmessage. [C aim 13] The net hod of claim
9, wherein the wospatheglamarijent fym ngerncf idese is a trambmensshen
distribution certificate is the reading certificate, confirm ng whether the
readi ng dateiandatenecehftbaidgsvhebhbironheerttrahisedtce ingi deitéesnd th t he
TimeStanp field value included in the SOAP nessage within a distribution

| i nkage gessagacibatat he eaeelvkegigakiby tespafdsate as' gessage detail ed
information request” of the receiptor. [C aim 14] The net hod of

claim 9, ,uherabpithe ipempard agdaa@r\i%utmhn&eua wdeSer to receG@@firm ng
whet her a distribution identification val ue inclfuded in the distribution

certificgtencaig led%§aws¥nfis§@ohd§@t;hteg%m afi <ch8 1icSioH Rldsatessage that
IS an issuance object of the distribution certlflcate confirm ng

mhether g ? P? file identification values or file identification names
i ndi vidual files |ncluded in the distribution docunent information of

the distributiaop cert i nci de th Content-1D ya S an

el ectroni ¢ docu %tm?% fa%ﬁ%ﬂmto’t“eeﬁ%%ﬂaﬁﬁﬁls?mP% %Hgnaﬁessage and

confirning m?ether hﬁg% the file hash information of the individual files

i ncl uded VERLERERTi 31 £6n document information of the distribution

certificate coincides with the values obtained by, ha the electronic
document files #eeRchad %bSFﬁéb%EfﬂﬁlCﬂFE%FFBﬁF?oﬁsngggagﬁceﬁﬁf59n115]

certificate or the reading certificate for the “message
transmission" distribution message directly transmitted to
the receiving entity by the transmitting entity, confirming
whether the receiving date and time of the distribution
certificate is the reasonable time for the distribution
messaging server of the receiving entity to receive the
“‘message transmission” distribution message; and

whén the distribution certificate is the receiving
certificate or the reading certificate for the “message
transmission request" distribution message requested to the
distribution relay server of the distribution hub by the
transmitting entity, confirming whether the receiving date
and time of the distribution certificate 1s the reasonable
time for the distribution message server of the receiving
entity to receive the “message transmission” distribution

message.
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A systemfor.distributing an el ectronic docunent, conprising:
“transmtting and receiving entities that distribute an el ectronic docunent
through a distribution nmessaging server transmtting and receiving a
message based on an el ectronic docunent and issuing and managi ng a
distribution certificate for nmessage transm ssion and reception; a
di stribution hub that registers/manages the el ectronic addresses of the
transmtting and receiving entities, sets an el ectronic docunent

di stri butCbdaipalhl between the transmtting and receiving entities, perforns
message transm ssion when errors are created during an el ectroni c docunent
di stribution prricessetieddveeh ¢lweid ranswiiéteing el ceopaving @amnditi es, and
i ssues the distribution certificate; and a trusted third party
storage autheyihy thaludesei ves and stores the distribution certificate,
wherein the distribution certificate includes a reception certificate for
non-repudi ati ongier the dastrihaticnreset Vi Ndaedtisythecpty@sng nessage, a
transm ssion certificate for verifying a transm ssion try of the transmt

entity, apdiarieadingcenkti-hingt fnbeheporneepddhahiponater ahhetfiaet that a
recei ptor reads the received nessage. [C ai m 16] The system of

claim 154\ ﬁé?hmskﬁﬁbﬂgibhiée&kgeieseeiquﬁegdggcuq9%5£he a version

of a distribution certificate structure, identification information of the

distr bubl Qaceehb! bhcake d,aubheshabdsibngntheodistiiubieon; eattl G cate,

an i ssuance 0 e drstr ion cer icate, an € Ct expiration date

of the di,stribution certificate, a polic the di.st.ribution certificate,
distribug?ﬁ%régP%ﬁPchfgk?gauggFSﬁggsgég¥i% Srﬁgfﬁéﬁfngn&ngl&grification
obj ect. CIain117L “ The §§§teg18f.clain1%6, wher ei n. the vg i fication
obj ect i REFRGBES to a “megspgg,drfadleds 1pEOFTALdR I FEAESH ¢ CAddrEss

t hrough which a distribution nessage is transmtted, a receiptor's

certifi edySEF&PEPENI ¢ address through which the distribution nessage is
received, a tine when the transmtter transmts the distribution nmessage, a
ti me whedClBémr éééi ptor receives the distribution message, a time when the
recei ptor receives and reads the el ectronic docunent, an identification

val ue for the dFkerneeednofrestatfe, 9t heherein the comparing and

verifying includes:

confirming whether a distribution identification
value included in the distribution certificate coincides
with an identifier of the distribution message that is an
issuance object of the distribution certificate;

confirming whether all of the file identification
values or file identification names of individual files
included in the distribution document information of the
distribution certificate coincide with Content-ID values of
an electronic document file attached to the actual
distribution message; and

confirmiﬁg whether all of the file hash information

of the individual files included in the distribution
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nunber of electronic docunent files attached to the distribution nessage,

I nformati on on each of the electronic docunents attached to the

di stribution nessage, 'a hash val ue of the individual electronic docunent
file attached - to the distribution nmessage, an identifier of the

I ndi vi dual el ectronic docunent file attached to the distribution nessage,
and a file nane of the individual electronic docunent file attached to the

di stribution nessage.
document information of the distribution certificate

coincides with the values obtained by hashing the
electronic document files attached to the actual
distribution message.

[Claim 15]

A system for distributing an electronic document,
comprising:

transmitting and receiving entities that distribute
an electronic document through a distribution messaging
server transmitting and receiving a message based on an
electronic document and issuing and managing a distribution
certificate for message transmission and reception;

a distribution hub that registers/manages the
electronic addresses of the transmitting and receiving.
entities, sets an electronic document distribution path
between the transmitting and receiving entities, performs
message transmission when errors are created during an
electronic document distribution process between the
transmitting and receiving entities, and issues the
distribution certificate; and

a trusted third party storage authority that
receives and stores the distribution certificate;
wherein the distribution certificate includes a reception
certificate for non-repudiation for the fact that a

receiving entity receives a message, a transmission



certificate for verifying a transmission try of the
transmit entity, and a reading certificate for non-
repudiation for the fact that a receiptor reads the
received message.

[Claim 16]

The system of claim 15, wherein the distribution
certificate includes:

a version of a distribution certificate structure,
identification information of the distribution certificate,
a subject issuing the distribution certificate, an issuance
date of the distribution certificate, an effect expiration
date of the distribution certificate, a policy of the
distribution certificate, distribution certificate request
message information, and a verification object.

[Claim 17]

The system of claim 16, wherein the verification
object includes:

a transmitter’s certified electronic address through
which a distribution message is transmitted, a receiptor’s
certified electronic address through which the distribution
message 1s received, a time when the transmitter transmits
the distribution message, a time when the receiptor
receives the distribution message, a time when the
receiptor receives and reads the electronic document, an

identification value for the distribution message, the



number of electronic document files attached to the
distribution message, information on each of the electronic
documents attached to the distribution message, a hash
value of the individual electronic document file attached
to the distribution message, an identifier of the
individual electronic document file attached to the

" distribution message, and a file name of the individual
electronic document file attached to the distribution

message.



