[DESCRIPTION] [Title of Invention] SETTING METHOD, DEVICE AUTHENTICATION METHOD,
DEVICE AUTHENTICATION SYSTEM, AND CONTROLLER 5[Technical Field] [0001] The
present invention relates to methods of setting identifications (IDs) and certificates of devices to smart
meters, methods of authenticating devices including the smart meters, and the like. 10[Background
Art] [0002] [DAOYIRIEEING introduction of a smart grid (next-generation grid-system), smart meters
including a C@WBF%@&?%?‘JWO'””Q function is becoming widely used. 15[0003] On the other
hand, the number of appliances; such as an air conditioner, which are used at home and having

communicati&EIUhEHéhs 18 FrididaBing HOME BndtdyIiata § ema R §iste i EHENDD wHRIBMES A ols the

appliances atipmey-prdEMERetredauaing the eanpnuRisatigrrfunctions of such 20appliances is
gaining attention. [0004] Furthermore, through the communication between the smart meters, the

HEMS-c%ntrcm@@@fﬁﬂ@eé%liances, provision of various services is considered which is made
possible, for gxaodle, by transmitting control 25 signals, such as demand response (DR) signal, from
the smart meters to eeHEMS controllers and gpé)sll ncest][%gatlofnsléﬁgk[;P%eeg%ihgegatureh[ggS)S] 30

[PTL 1] present Invention rel o me SO ations
and certificates of devices to smart meters, methods of authenticating devices
including the smart meters, and the like.
10 [Background Art]
[0002]

Along with the introduction of a smart grid (next-generation
grid-system), smart meters including a communication and controlling
function is becoming widely used.

15  [0003]

On the other hand, the number of appliances, such as an air conditicner,
which are used at home and having communication functions is increasing.
Home energy management system (HEMS) which controls the appliances at
home by a HEMS-controller using the communication functions of such

20 appliances is gaining attention.
[0004]

Furthermore, through the communication between the smart meters,
the HEMS-controilers and the appliances, provision of various services is
considered which is made possible, for example, by transmitting control

25  signals, such as demand response (DR) signal, from the smart meters to the
HEMS controliers and appliances.
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US Patent Application Publication No. 2011/0047370 [PTL 2] US Patent No. 7950044 [PTL 3] 35US
Patent Application Publication No. 2011/0302635 [Summary of Invention] [Technical Problem] [0006]
For the communication between a smart meter, a HEMS-controller, and 5 an appliance, it is necessary
to set (store) in the smart meter the ID and the certificate information of each of the HEMS-controller
and the appli&nesibeforeidmy g0007] In view of this, the present invention provides, for

example, a EHHE&%&?& he ID and the certificate information of the appliance to the smart
meter easinT][?éolutEon to Pro%l% ] [0008] A method of setting according to an aspect of the present
invention is al8fmkthod of setting an identification (ID) and a certificate for each of devices to a smart

meter, the ID and thecarificals heingcisrehfoeaytanHcatenion seiwarkepmediiapdeivesnythe

smart meter and the devices, the method including: obtaining, from a smart meter connected via a first

communticatfh HRBNANESr U5 STARESSRIAHM SRl BE86RIatBA WRITMESE iMGHRTatoR Bf tRED 6 Snart
meter; obtaiaingiffcan: aicantralieiowhish issene of thecdeyives connesird Vi sgronsheomprenication
network, (i)g)n %%E’) a}qd a certificate of the controller associated with user information of the controller
and (ii) an | K @é}ﬂficate of an appliance which is one of the devices controlled by the controller;
generating, p8868d bn the user information of the smart meter and

In view of this, the present invention provides, for example, a method
10 of setting the ID and the certificate information of the appliance to the smart
meter easily.
[Solution to Problem]
[0008]
A method of setting according to an aspect of the present invention is a
15 method of setting an identification (ID) and a certificate for each of devices to
a smart meter, the ID and the certificate being used for authentication for
network connection between the smart meter and the devices, the method
including: obtaining, from a smart meter connected via a first communication
network, an ID of the smart meter associated with user information of the
20  smart meter; obtaining, from a controlfer which is one of the devices
connected via a second communication network, (i) an ID and a certificate of
the controller associated with user information of the controlier and (ii) an ID
and a certificate of an appliance which is one of the devices controlied by the
controller; generating, based on the user information of the smart meter and
25  the userinformation of the controller, management information in which the ID
of the smart meter, the 1D and the certificate of the controller, and the ID and
the certificate of the appliance are associated with one another; and
transmitiing, based on the management information, the ID and the certificate
of the controller and the ID and the certificate of the appliance which are
30 associated with the ID of the smart meter, to the smart meter.
(00091
These general and specific aspects may be implemented using an
apparatus, a system, an integrated circuit, a computer program, or a
computer-readable recording medium, such as a CD-ROM, or any combination
35 of apparatuses, systems, integrated circuits, computer programs, or
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25 the user information of the controller, management information in which the ID of the smart meter,
the ID and the certificate of the controller, and the ID and the certificate of the appliance are
associated with one another; and transmitting, based on the management information, the ID and the
certificate of the controller and the ID and the certificate of the appliance which are 30 associated with
the ID of thecanmart raetesatdathle saartdneiem{QiO9] These general and specific aspects may be

implemente(fd ing an apparatus, a s m, an integrated circuit, a computer program, or a
computer-re ﬁ%ﬁ‘%@%ﬁﬁg@ﬁ%&ﬁrﬁﬁﬁé 'itsmaﬁ D-ROM, or any combination 350f apparatuses,
systems, integeated circuits, computer programs, or computer-readable recording media.

[Advantageous Effegts gf iventiopl S091Q. nt invAGG0FIING 1A BIEFRALNYGRIATaR ARG gertificate

information of a 5 device canaoe easlly set to a smart meter. [Brief Description of Drawings] [0011]
[FIG. 1A] devicE@anmasashsash Coafiurdiion itfire of a device authentication 10 system

according toy ERwodimeRbdF I5F- 3BIwing&1G. 1B is a flowchart showing operations performed by the
device authentication system according to Embodiment 1. [FIG. 2] 15FIG. 2 is a block diagram

showing a c&%ﬂé&r]ation of each of a smart meter, a HEMS-controller, and a remote server according
to Embodimgritd. fAG. 3]

FIG. 1A is a system configuration figure of a device authentication

10 system according to Embodiment 1.

[FIG. 18]

FIG. 1B is a flowchart showing operations performed by the device
authentication system according to Embodiment 1.
[FIG. 2]

15 FIG. 2 is a block diagram showing a configuration of each of a smart
meter, a HEMS-controiler, and a remote server according to Embodiment 1.
[FIG. 31

FIG. 3 is a diagram showing an example of a configuration of an
authentication table saved in the database in the remote server according to

20  Embodiment 1.

[FIG. 4]

FIG. 4 is a sequence figure showing an exchange of data between
devices according to Embodiment 1.
[FIG. 5]

25 FIG. 5 is a system configuration figure of a device authentication

system according to Embodiment 2.
[FIG. 6]

FIG. 6 is a system configuration figure in which a utility system is
connected to the initial state (FIG. 5) in Embodiment 2.

30 [FIG. 7]

FIG. 7 is a system configuration figure of a device authentication
system according to Embodiment 3.
[FIG. 8]

FIG. 8 is a diagram showing an example of updating of data in a

35 database in a remote server, which occurs when a new appliance is connected
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FIG. 3 is a diagram showing an example of a configuration of an authentication table saved in the
database in the remote server according to 20 Embodiment 1. [FIG. 4] FIG. 4 is a sequence figure
showing an exchange of data between devices according to Embodiment 1. [FIG. 5] 25FIG. 5 is a
system configuration figure of a device authentication system according to Embodiment 2. [FIG. 6]
FIG. 6 is a ststerhl Colfiguraltion digurdim baddhnarutility system is connected to the initial state (FIG. 5)

in EmbOdim?rBte%cﬁ%éﬁoZ‘] EmbbiEnéisd system configuration figure of a device authentication
system according to Embodiment 3. [FIG. FIG. 8 is a diagram showing an example of

updating of d&falidla 35 database in a remote server, which occurs when a new appliance is

connected to a HEMSrcanisellsr EmpadingalSy @%@r&@p&ﬁanﬂm@r{oeﬁgm rgethod of
setting accordin% to an aspect of the present invention is a 5 method of setting Bag? r‘%d ntification (ID)

and a certifics JERTt R R R ERAHOMALSY fRAB SRE e tRicaRF QYL

authenticatien foraatwoskaonhectiDneiween thetfnarknmelgranddderdevicas.ahdaagithoddncluding:
obtaining, from_a smart meter, connecéted viat% first co murgé:'ation n%work an ID 8{ the smart meter

associated vﬁﬁ%tvl\jggr(iﬁ%?%ea%%%no%%v T0'Smart %nné?er; %%alninag{}qromeadgé/r'lﬁ%ﬁl’er W%i%eitshgﬁe of the
devices conimectedivip asegiomodsdnomuaicatie nt meterk; i) raectBcanth s dersificate wf.thécatintroller

associated wilfhysg. normation afane caniralier and 0 an i anika cesificats phandprliange which
is one of the devices ‘controlled by the controller; generating, based on the user information of the
smart Mbtergngrt meter; obtaining, from a controfler which is one of the devices
connected via a second communication network, (i) an 1D and a certificate of
the controller associated with user information of the controller and (ii) an ID
and a certificate of an appliance which is one of the devices controlled by the
controller; generating, based on the user information of the smart meter and
15 the userinformation of the controller, management information in which the ID
of the smart meter, the ID and the certificate of the controller, and the 1D and
the certificate of the appliance are associated with one ancther; and
transmitting, based on the management information, the 1D and the certificate
of the controlier and the ID and the certificate of the appliance which are
20 associated with the ID of the smart meter, to the smart meter.
[0013]
As described, the 1Ds and the certificates of devices (HEMS-controller
and appliance) can be set to the smart meter more easily.
[0014]
25 Furthermcre, for example, when new device information that is (i) an
ID and a certificate of the controller which are not included in the management
information or (i) an ID and a certificate of the appliance which are not
included in the management information is obtained via the second
communication network: in the generating, the management information may
30 be updated by adding the new device information to the management
information in association with the ID of the smart meter; and in the
transmitting, the new device information may be transmitted to the smart
meter having the ID associated with the new device information.
[0015]
35 Furthermore, for example, the first communication network may be a
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15 the user information of the controller, management information in which the 1D of the smart meter,
the ID and the certificate of the controller, and the ID and the certificate of the appliance are
associated with one another; and transmitting, based on the management information, the ID and the
certificate of the controller and the ID and the certificate of the appliance which are 20 associated with
the ID of thessmart metarntortive Sorart eheterk [0@tid}ated As descrbedidhiegdDsaatid the ceriidicates of
devices (H § ntroller and appliance) can be set to the smart meter more easily. [0014]
25Furthermore, Tor example, when new device information that is (i) an ID and a certificate of the
controller whigBiré not included in the management information or (ii) an ID and a certificate of the

appliance which aregnptipgiuded indlle mapagrmentdniosmagign;isabipingd viabhg,secand.

- y! Y .
communication network: in the generating, the management information may 30 be updated by adding
the new?deit@ MeBRTTEIN T8 THE TR RYEMrR FSHRRHNR as3Btialod Witiife AFTKRebiRart
meter; and igdbhe-gransmitting, the new device information may be transmitted to the smart meter
having the IE ﬁsszj\:l\ilated with the new device information, [0015] 35Furthermore, for example, the first
communica Q hétwork may be a secure communication network dedicated to communication with
the smart meter. [0FLG}therm &rethiymere rfosiexampléDthef camttolts thay devichemeandrgy=5

managemern e HE S) ¢ t;@” I I}fl IQCO trols a device among the devices. [0017]
Furthermorer}t>]%érﬁ (éxgz;(r:r%f)3 e%v'l %n?g&o eaﬁc(%l)vo § éec?%Vices may be a media access control (MAC)

addred$} 10f@d18}] A device authentication method according to an aspect of the present invention

is a device aUthenti(ﬁ@@%@/ﬂ?%Mt%ﬁ%ﬂtiﬁ?é%?e%’&ﬁkgﬁg%%ﬂnag ; aicggrﬁﬁ]g%v%ﬁ?r and a

plurality of devices by using a server, the method including: btaining, by a col
controls an IBVEFHIRhcE ah ideMiffafioR @D} aRH A cartRidE ofdheBPHIRIHEE HRE coiftFBIRdKand the

appliance eagh ReintNsceivbe e visesi(dtansmifingueiny epoliess by IRiAndbe seiicate o

the appliance obtained in step (a) to the server; (c) obtaining, by the server, an ID of the smart meter

associated With USET MGt Bidhe Emarri iR d) btainirg B9 the SWRiER drpirols an

15 appliance, an identification (ID) and a certificate of the appliance, the
controiler and the appliance each being one of the devices; {b) transmitting, by
the controller, the 1D and the certificate of the appliance obtained in step (a) to
the server; (¢} obtaining, by the server, an 1D of the smart meter associated
with user information of the smart meter; {d) obtaining, by the server, an ID

20  and a certificate of the controlier and the ID and the certificate of the appliance
which are associated with user information of the controller; (e} generating, by
the server, management informaticn based on the user information of the
smart meter and the user information of the controlier, the management
information including the ID of the smart meter obtained in step (c), and the

25 ID and the certificate of the controller and the ID and the certificate of the
appliance obtained in step (d) in association with one another; and (f)
transmitting, by the server, based on the management information, the ID and
the certificate of the controller and the ID and the certificate of the appliance
which are associated with the ID of the smart meter, to the smart meter.

30 [6019]

As described, the IDs and the certificates of devices can be set to the
smart meter more easily with the device authentication system.
[0020]

Furthermore, for example, the device authentication method according

35 to an aspect of the present invention may further include (g) cbtaining, by the
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20 and a certificate of the controller and the ID and the certificate of the appliance which are
associated with user information of the controller; (e) generating, by the server, management
information based on the user information of the smart meter and the user information of the controller,
the management information including the ID of the smart meter obtained in step (c), and the 25 ID
and the certifivatg oh#iecditeollBr and itine | Deatiti theecettiffvatecftivd @aippliwhtbaobidined ithstep (d) in

associaton wi Qe Yete A1, HATPHNG, DX Seer RS L e DANREPIEN

information, the ID"and the certificate of the controller and the 1D the certificate of the appliance
which are asS6EINRT Withithd D ofahie BmarURster I tHE SN tfdter. So[bmagiprliapsaieddribed,

the IDs and feSeHificaieL,9f devisgsranResein Bigamaitimesimore aastywithdheidavige
authentication system. Furthermare, for example, the device authentjcation method

)020] e !
accordifg 3506 & HAPRUERF AR GiudeR TROERtGRSIL FUARERIRSILIE/iF SINEGS, ByRP Grart
meter, the 1Raindnewediicite obthecentotertemctae iDraading eatiifioats okihesappliance from
the server; and (h) when.the smart meter receives an authentication request from the controller or the
appiiance, (TGelBHRIIG b5 Sk PET VAP A A R s e ThE e
authent!c_atian_Wwﬂwesrknatonmﬂbmndahemtifiﬁwe obtaingitem stgpiirrﬁ aaﬁp_(i'ﬁ)rvrz_laaenwhs'ecm and
the certificate.| éﬁ?i&%ﬁ‘e%‘@"oéh%%‘hi%éﬂéﬁh Efé%b{%&“d I ceffificatg obfaingd in.step (@),
permitting, by the smart meter, a network connection between the controller or the app lance which
transniitted the AgRitaticieeqssheing IREsMat aneteh Efer eoneiemicEtion iefiest being
information wiyeh fequests authentication. [0021] Furthermore, for example, in step (a), the
controller may communicate with the appliance by a wireless communication compliant with a Zigbee

(Zigbee is a registered HRRIERUIK) ‘QaRIarHREoBlIRR&AD ShE the Coltiicate Sefhe Upphthce.

[OOﬁZ] ~ hideviee aa%ﬁh;@@wﬁgm&me&@mtgmmﬁt Q@ﬁh@lpi;]ﬁﬁfetﬂttﬁv@niﬁ’@ﬂé@ device

authenticatign system in which an identificatio an ertificate of egch of devices are setto a

mart meter D)V SErRe T S0HE RS DG wGbtiath R o d AT O MR

connettion bétireenbéamart meter and the devices, the system including: a controller which controls

an applianc Gg%ontroller and the appliance each being one of the devices; and the server, wherein
INCIu

the controll es: a first communication unit configured to obtain an ID and a certificate of the
appliance; and a seéofig\dsccenimeanitzrion uaitsenfigired td tatenin thenechnd the duigficate of the

appliance obtgined by the fist communication Hitiphe serveriand R sarver dRgHdas pdiat

obtainment unit configured to obtain an ID of the smart meter associated with user information of the

smart meterd §8eHiFR 8 ERARBMATIRVECHTIgIRTRIO B REN ARt DT B :SrifE4R: dhRdRahtfbller 30
and thegD amp theregréficateah e anplfanca wiiehiase aaseaiated ik wseiatorsmatenebhe

controller; a system manager which %eﬁnerates, based on the user information of the Fmart meter and
I

the user infdtRafiBfoF tRECBhtSlR L HaAGY EentitforHiiion i AHIIA eI SR Y EmAH HhBter
obtained by ¢be ffitstabtainrpaptuajt tapd-thedblland the itestificptm ot thekSrortrallerandithiedD and

the certificatgec\)fiéré% ;aggga[@‘%es%l:}tvaéﬁevc\imb rggg the controlier includes: a first communication
unit configured to obtain an ID and a certificate of the appliance; and a second

25 communication unit configured to transmit the 1D and the certificate of the
appliance obtained by the first communication unit to the server, and the
server includes: a first obtainment unit configured to obtain an 1D of the smart
meter associated with user information of the smart meter; a second
obtainment unit configured to obtain an ID and a certificate of the controiler

30 and the ID and the certificate of the appliance which are associated with user
information of the controller; a system manager which generates, based on

the user information of the smart meter and the user information of the
controller, management information in which the ID of the smart meter
obtained by the first obtainment unit, and the 1D and the certificate of the

35 controller and the ID and the certificate of the appliance obtained by the
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second obtainment unit are associated with one another; and a transmitting unit configured to transmit,
based on the management information, the ID and the certificate of the controller and the ID and the
certificate of the appliance which are associated with the ID of the smart meter, to the smart meter.
5[0023] A controller according to an aspect of the present invention is a controller which performs
communicatf§i forcadivsa punenf thaiioaaastesiravsi confegton seiween a deuiceTdHing smart

meter, the fitgtpisRGRRIBY ReHarmadaitelsa Seryehy ansmitiedaithenticationdpformatign ofithe 10

device to the smart meter, the controller including: a first communication unit configured to perform a

second pairiHipvASEINicaSREIRRS Fraleikes fisninAc iR veeEtitisainah Hikrnatanes

information efthehdendcessndacecond eamupicatiorwritcantigured i BansaNt thegathentication
informagon (ﬂ?ﬁﬁ?vice obtained by the first communication unit, to the 15 server. [0024] As
d,b t

describ e final pairing (first pairing) in which the smart meter and the device are connected
via a wireless netwokk i perfolneds thediogtrofies peeepmsithef sedecondreaising Inwehitl theéscentroller

and the 20 ' limi With. this, th roller.can.obtain the 1D and the
certificate o?@(ﬁg (i)iig tﬁgs arﬁ)érﬁ igr}légéﬂéygﬁ %r#é?tﬁr%]%g' rﬁ%&éﬁ?&éﬁﬁ%g ’lf‘fpsggn#%te%egrtmlclg esto the
server in a bW OTKusP eI andaheasitificard cartbé trassnitiedriotitie Shearfirsietpainioee easily.

[0025] 25FURBRIMAES (PR RAABRIE, 3 CoPHeT SRRk PRHAE SARMRLAICBHOROHA fiR PaFing hat is a

wireless network'connection between a device and a smart meter, the first pairing being performed

after al$brvet MR RIEE AMHERIERIEH HIBrAeaisnl 61 tchsing 16 e RN MeFating cttitroller

may include¢grfiigt .cempaunisaliam wniconfigHEse e Paifersaasraenes3t PRl whighigawireless
network connei{ﬁﬁ)e %wt the device, to obtain authentication information of the device; and a second

communicatith FRYRd 0 PRRRIIAHE SRR HTamRibPbitie HEVIEE oitBth&d by the
first communieation uoirterthaisetiet. [0026] Sohfugtherthore, foraxamipletiiee firstipommanination unit

e A R T
15  servern
[0024]

As described, before the final pairing (first pairing) in which the smart
meter and the device are connected via a wireless network is performed, the
controller performs the second pairing in which the controller and the

20  appliance are preliminary connected. With this, the controller can obtain the
ID and the certificate of each of the appliances at one time, and can transmit
the IDs and the certificates to the server in a batch. Thus, the IDs and the
certificates can be transmitted to the smart meter more easily.

(00251

25 Furthermore, for example, a controiler may perform communication for
a first pairing that is a wireless netwaork connecticn between a device and a
smart meter, the first pairing being performed after a server transmitted
authentication information of the device to the smart meter. The controller
may incluge: a first communication unit configured to perform a second

30 pairing which is a wireless network connection with the device, to obtain
authentication information of the device; and a second communication unit
configured to transmit the authentication information of the device obtained by
the first communication unit, to the server.

[0026]
35 Furthermore, for example, the first communication unit may, after
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5 apparatus, a system, a method, an integrated circuit, a computer program, or a computer-readable
recording medium, such as a CD-ROM, or any combination of systems, methods, integrated circuits,
computer programs, or computer-readable recording media. [0028] 10Hereinafter, embodiments are
specifically described in greater detail with reference to the accompanying Drawings. [0029] Each
of the embogipaifts destfibad heloticshiows iafgenertibor spetific deample CEhealiuthericgiozaldes,

shapes, mali%iﬂﬁgsgg%péa{l%em@plﬁaﬁqﬁ&%aﬁ@.@wt and connection of the structural elements,

steps, the processing order of the steps etc. shown in the following exemplary embodiments are mere
examples, aHi Ot élefore do not limit the scope of the present invention. Therefore, among the

structural elements ihie:follomdng; esmRpdinents, siepeleral glamants Pebrasiasitanyape §f the

independent claims defining 20 the most ge eric concept are described as arbitrary structural

elementd. [0O3BT(EYHBoBIMERET) @ MEHEPrALHeISP EEdevice Hufh SRTCRHOR L& HecB ding to

this embodimeniosdeseribed2B{R03ddcordiBlG. A diasystencontigusation-iyore, of@ devige

authentication system.according to Embodiment 1. [0032] In FIG. 1A, a device authentication system
g T a0 Mt oo FERIS

3 130,73 HERMS controtier (HEM chOﬂBPg%'apé‘?gﬁ?o%ss&”ver 120.

100 includesa sri%'gr&%tr%jgté)r 30
Furthermore;ahepdéeicecuthbiricationdgstentd@0 may further include appliances 141 and 142.
[0033] ocdfpme network 101 shown in FIG. 1A is a network in the house of a 35user.
Furthermore; a utll'ténetwork 102 is, for example, a network of an infrastructure business operator,

such ak’a power comBERI) 2a§as YoIPPaNYEtES Water@sipsatly, described in greater detail
with reference to the accompanying Drawings.

[0029]
Each of the embodiments described below shows a general or specific
exampie. The numerical values, shapes, materials, structural elements, the
15 arrangement and connection of the structural elements, steps, the processing
order of the steps etc. shown in the following exemplary embodiments are
mere examples, and therefore do not limit the scope of the present invention.
Therefore, among the structural elements in the foliowing embodiments,
structural elements not recited in any one of the independent claims defining
20 the most generic concept are described as arbitrary structural elements.
[0030]
(Embodiment 1)
First, an outline of a device authentication system according to this
embodiment is described.
25  [0031]
FIG. 1A is a system configuration figure of a device authentication
system according to Embodiment 1.
[0032]
In FIG. 1A, a device authentication system 100 includes a smart meter
3¢ (SM) 1320, a HEMS-controller (HEMS-C) 110, and a remote server 120.
Furthermore, the device authentication system 100 may further inciude
appiiances 141 and 142.
[0033]
A home network 101 shown in FIG. 1A is a network in the house of a
35 yser. Furthermore, a utility network 102 is, for example, a network of an
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[0034] Here, the smart meter 130 is a meter including a communication 5 function and is provided
inside the house of a user. The smart meter 130 transmits the amount of power consumed, the
amount of gas used, the amount of water used, or the like of the house of the user to the
corresponding infrastructure business operator via an advanced metering infrastructure (AMI) 104.
10[0035]  InBypshakHg theuFTRE et ABD; HCHENS RONEONEM RN End APPIFAToES 141%Nd 142
(hereafter cqllegtively: gg_as appliances 140) communicate mutually, provision of various services
on the HEMS-controller 110 and the appliances 140 is conceivable using the information of the smart
15 meter 13@%ever, to enable the smart meter 130, the HEMS-controller 110, and appliances 140

to communicate seqyeely, thedemeet Drand the 3@ riificate{atiheniieatinminfoapaiion Heestiton
commu icat'on,qf_uch as an account %nd a.pas word% of each of the HEMS-controller 110 %r%%
appliances fﬁa £y ®'He's et Vt‘ﬁj@ it e? Fl% H5&for r?arlr@.%[ §6Tmar Ger it most

cases, busirnessopératting whogrovids the MEMScentratiey 1he andhapptiaptes$4Qsaxd different from

the infrastructur ipe rator ' I r [ 0 . Thus, to
store the ID§ %r% ?#e% (Eer [ |§§tgess%(§’ the aL%%e-(?)eﬁjséaﬁ)E%%%ﬁgﬁ%ﬁgﬁﬁéﬁ%%ﬁ%ﬁ%%%%,git is
usually neceés&aayito Ceuiie SpHMipSasHRRIBIe husheds operartad disphtchna iokiasagdune worker
needs to peﬁgm)ait@@l_( (construction) of setting the device ID and the certificate to the smart meter
130. More specifically, every time new appliances 140 are added to the house of the user, registration

(settinb@ of tHé(dce ID and the certificate to 30 the smart meter 130 needs to be requested to the
infrastructure busingss opgkatey- Thwssiisrathaitnconygnienangamebiemataidf037idn wew of this,

in the device authentication system 100 according to this embodiment, the remote server 120 sets the
HEMS-comPABIATEFan e SH b Lt R FeICE b1 8 Ll 28 AL ELRHEBI I arget
devices of thersmartimtenridoudihs enalidsthefuserionthsedusinessropeeatifs @aoutactigers) of
the appliaandeg% éo ﬁtore inthe smalrgraweter 130.thebgevice ID,C%and he cetr:tificatFaj%f the appliances

with a simplé& proce l}re{? t%%?ll'sa,%aer?smlssfgnc%?ﬁ%vgevefclej B9 anG e CentEaesvia a%@c et
netwoilb 1035fremtBe . HEMSevatydite ehadf0UB8]smarAsetesult 3he haantiiéier 3o ot

e LS, S A CERISIEP S 07 IR U e e
certificate (authentication information used for communication, such as an
account and a password) of each of the HEMS-controller 110 and appliances
140 need to be set to the smart meter 130 beforehand.

20 [0036]

However, in most cases, business operators who provide the
HEMS-controller 110 and appliances 140 are different from the infrastructure
business operator who installed the smart meter 130 in the house of a user.
Thus, to store the IDs and the certificates of the above-described devices into

25 the smart meter 130, it is usually necessary to request the infrastructure
business operator to dispatch a worker, and the worker needs to perform a
task (construction) of setting the device ID and the certificate to the smart
meter 130. More specifically, every time new appliances 140 are added to the
house of the user, registration (setting) of the device ID and the certificate o

30 the smart meter 130 neeads to be reguested fo the infrastructure business
operator. Thus, it is rather inconvenient and problematic.
r0037] |

In view of this, in the device authentication system 100 according to
this embodiment, the remote server 120 sets the HEMS-controller 110 and the

35 appliances 140 in the house of the user as the communication target devices of

9



10 use the above-described information of the smart meter 130 are realized. [0039] The following
describes each of structural elements of the device authentication system 100 with reference to FIG.
1A. [0040] 15In FIG. 1A, it is assumed that the smart meter 130 is installed in the house of a user (not

shown). The smart meter 130 is, as AMI 104, connected to the utility network 102. The smart meter
130 is contréedBpai utii@lesad ehd 1051m rRabEEy Hedwoae102! IEBRobMBIRERBIEP RIS

database 1195 RipydertR NGy Asereda 9 1804Ure 1 URESHEAMIck Uty head end

105 examines the amount of power consumed, the amount of gas used, the amount of water used, or

the like of tHeAYHiRERST iU reHfiRatem aft the@PRABNERFHAFare TS RIRTSHLR 186 kan
transmit a ceNtred sigRalde thertiEMEorrimie b h0 aad eanicabef dpnliaaeesd ABiwhieh ans

commuaicarlﬁon tﬂget%%% 'Il'he ]Z?gliances 140, such as an air conditioner, a refrigerator, and
a washing SR ,ear T &B??h?'t—h EMS-controller 110 via a communication network. More
specifically, fheé FHEMS-controller 110 controls 30 the appliances 140 connected to the

HEMS:conioler L1, syl b polsd helles. 1 oRIangssdd0fie o Iyl fo g evies

used at home, but représent various & rical devices, Su ICe appliance (e.g:, a copying
machine), migditarsgsigribnirerabenikelad ythdihworas)thecipidncesd loundhesaeddeees

represent geaeraheleqiiicalbdevices: Apl004Rlother LS, d %ﬁfﬁ%ﬁ%@ﬁ@ﬁl‘i@ﬁmé% and

the utilité/ head end 105 are included in the utility network 102. [0044] Furthermore, the
HEMS-EontiiRei 12 G RAMGrEEspiRG d'2aD aHo BiRE e §TMaHeNERTE Aethvark 162/A%He house of a

user. [0045] op3d e remote server 120 collects (obtains) the ID and the certificate of each of the

appliances 140 conpected to the HEMS-controller 110 and makes, based on the ID and the_certificate
o?gach of the appligﬁ‘@eé%’,"g?g dlgscriges eacn o s%'uctura? g]emen S otj the device ”

authentication system 100 with reference to FIG. 1A.
[0040]

15 In FIG. 1A, it is assumed that the smart meter 130 is installed in the
house of a user (not shown). The smart meter 130 is, as AMI 104, connected
to the utitity network 102, The smart meter 130 is controlled by a utility head
end 105 in the utility network 102. It should be noted that the database 170
is provided in the utility network 102.

20 [0041]

Using the AMI, the utility head end 105 examines the amount of power
consumed, the amount of gas used, the amount of water used, or the like of
the house of the user from the smart meter 130. Furthermore, the smart
meter 130 can transmit a control signal to the HEMS-controller 110 and each

25  of appliances 140 which are communication targets.

[0042]

The appliances 140, such as an air conditioner, a refrigerator, and a
washing machine, are connected to the HEMS-controller 110 via a
communication network. More specifically, the HEMS-controller 110 controls

30 the appliances 140 connected to the HEMS-controller 110. 1t should be noted
that, here, the appliances 140 are not limited to the devices used at home, but
represent various electrical devices, such as office appliance (e.q., a copying
machine), medical equipment, or the like. In other words, the appliances 140
mentioned here represent general electrical devices.

35 [0043]

10



10 authentication request to the target smart meter 130 in which the setting is to be made. It should be
noted that the remote server 120 is provided outside the house of the user (outside of the building in
which the smart meter 130, the HEMS-controller 110, and the appliances 140 are provided), and is
managed by, for example, a manufacturer of the HEMS-controller 110 or the 15 appliances 140.

Furthermore, the refiotdSed/er HEDSHENIE 88 Halalfasé1601[0046] and Kt Bulinessicopedations

performed by ke gdevice guthentisation system-LRR s gescribed with reference to FIG. 1A and FIG.
1B. 20 [0047’ %FIG. 1B is a flowchart showing operations performed by the device authentication

system 1001 ] First, the HEMS-controller 110 obtains the ID and the certificate of each 25 of the

appliances 140 (51@¢Lriheertdef eaeh ofithesapphiansies-1490s sspecifiealiysihepedia access control
(MAC) ddress| of tfgfb liance. However, t %}gﬁl]ae other ipformation that can identify the

ID.
appliante. ThE ggl% & f%”ﬁ?eq%t‘élptﬂ% g HSI‘F&FﬁOaaHﬁetﬁe ID of the smart meter 130

which are tofbé«fescribed later. 30 [0049] It should be noted that, at this time, the HEMS-controller

1101 ted t [ 142 vi [ . ' he wirel
connestion (a secor EaTe Bt be Ge e ped e BUSoT RN The T s etEy
transmits (i) @aehDiatetae pérnficstd 40 tinAENmSIidontrsieiEMB-aaainithe 1D Gaatheeeaificate of
each of the gppliances 14Q optalngd iRlep LRt 10dNsr el serellZ) (ptPksherg, an

HEMS-controller 110 and the remote server 120 communicate usmg the packet network 103.
[

Specifihlly B RSBHEN fiRspackée He/VBHORIF 8 BtheriietUdostlich thesetiedéniste server
120 saves im¢hagatabase sk thereerived tRANM thepapificaterithe biMSwantglisnkld=and the

ID and the certificate of each of the liances 140 as a HEMS-C and appliance management table
10(S103). t%e lhouse of t(fwe user ?c?gt?% e of theabu: ding in which t Fe)e smart meter 130,

the HEMS-contreller 110, and the appliances 140 are provided), and is

managed by, for example, a manufacturer of the HEMS-controller 110 or the
15 appliances 140. Furthermore, the remcte server 120 includes a database

160.

[0046]

Next, outline of operations performed by the device authentication
system 100 is described with reference to FIG. 1A and FIG. 1B.

20 [0047]
FIG. 1B is a flowchart showing operations performed by the device
authentication system 100.
[0C48]
First, the HEMS-controller 110 obtains the ID and the certificate of each
25  of the appliances 140 (5101). The ID of each of the appliances 140 is,
specifically, the media access control (MAC) address of the appliance.
However, the ID may be other information that can identify the appliance.
The same appiies to the ID of the HEMS-controller 110 and the ID of the smart
meter 130 which are to be described later
30 [0049]

It should be noted that, at this time, the HEMS-controller 110 is
connected to the appliances 141 and 142 via a wireless network. Details of
the wireless connection (a secend pairing) will be described |ater.

[0050]
35 Next, the HEMS-controller 110 transmits (i) the 1D and the certificate of

11



[0052] Next, the smart meter 130 transmits the ID of the smart meter 130 to the remote server 120
(3104). [0053] 15The remote server 120 saves in the database 160 the received ID of the smart meter
130 as a smart meter 130 management table (5105). [0054] Furthermore, the remote server 120

generates information which is an authentication table (management list, management information) in
which the 26D ¢f EiveSsarartmoiter lthe Dandithélverificatecoftiie HENMBS-denwélleadi10yfanidahe 1D

and the cert :??F% HES@%‘MB%B@%@QB%H%@%&Q %(?5@5?%%3[‘@91&“8@5%@9@95@ aveg,the

authentication table in the database 160 (5 Lastly, the remote server % transmits to the

smart metert 188 S488drZ&pnlthe @itAekiieatiBi @lsleS§ENEratbdlin P 8IT6 e 4B BRI HHR
certificate ofjheddEMSwepkolles 118aadibg iy anddhe eprdfieaterel gach«al Haapplianggsid 40

which are associated with the smart meter 130 (S107). The remote server 120 and the smart meter
130 commuhita e tRiR§% dedicated secure communication network. The secure network is a
dedicated n¢twark30 to which only the infrastructure business operator which provides the smart

Confguration of each o1 i Sy ar HIGIGF 1D, 10 HENTS LONOIGH L6 St FerotE LR D 120 fs
described. 35[A0B certifieite Disachtbcd! Hiagraimeskoviing aredhfiguiationidfreachrbffitesmart meter
deseribed. 0000 R FIa i the Sl neetar T30 it e SIeARR o TE B34 (i
obtainhtent Ghitfland a home network IF 135 as communication interfaces. [0060]
[0052]
Next, the smart meter 130 transmits the ID of the smart meter 130 to
the remote server 120 (5104),
[0053] |
15 The remote server 120 saves in the database 160 the received 1D of the
smart meter 130 as a smart meter 130 management table (5105).
[0054]
Furthermore, the remote server 120 generates information which is an
authentication table (management list, management information) in which the
20 1D of the smart meter, the ID and the certificate of the HEMS-controller 110,
and the ID and the certificate of each of the appliances 140 are asscciated with
one another, and saves the authentication table in the database 160 (5106).
[C055]
Lastly, the remote server 120 transmits to the smart meter 130, based
25 on the authentication table generated in Step $106, the ID and the certificate
of the HEMS-controller 110 and the ID and the certificate of each of the
appliances 140 which are associated with the smart meter 130 {S107). The
remote server 120 and the smart meter 130 communicate using a dedicated
secure communication network. The secure network is a dedicated network
30 to which only the infrastructure business operator which provides the smart
meter 130 and the business operator of the remote server 120 can connect.
{0056]
Next, specific configuration of each of the smart meter 130, the
HEMS-controfler 110, and the remote server 120 is described.
35  [0057]

iz



10The smart meter 130 also includes a commissioning manager 131, a certification manager 132 and
a memory 136. [0061] The commissioning manager 131 transmits the 1D of the smart meter 130
to the remote server 120 through the AMI network IF 134. Furthermore, 15 through the AMI network IF
134, the commissioning manager 131 receives from the remote server 120 the certificate of the
HEMS-controller 11FHnd2he aeplificatd af exchsoiand gpplicoitis aaiwhicheae astbbratemavith the

smart meter (30 frurthermorey HesCoNNRISHIONNMaRA0aT.L 3 saVE S HHIBE memory 136 the

certificate of the HEMS-controller 110 and the certificate of 20 each of the appliances 140 received
from the remlt€38iver 120. [0062] The certification manager 132 authenticates the

HEMS-controller 11G-ga¢l the:apnkianegstt40 which @sedaheaiconnected to the smart meter 130.
Specifically, E¢ certification manager 132 compares and determines whether 25 or not the IDs and the

certificat®s o MS-controller 110 and the appliances 140 which made the authentication request

to the smart meter 138 siatohesrtia D ant certificatescstoreiin thelmiraqry 36 Hahe/oratching is
successful, tq% 3 rt met$ 130 ermlts Elgztwocrk c%nnectlon bet%e?p g)%‘%e HEMS- controller 110 and
r

the appliancés 14 Whiclt ansml?ted the- 36" Ratfentdaf oﬂ%\ﬁaest an o St e er

[0063] In thisSmijediaent, the network connection is a wireless communication network connectron
compliant WI I@@f@}?gbee (Zigbee is a registered trademark) standard. However, the above-described
network 35 connection may be other wireless LAN connection (e.g., Wi-Fi (Wi-Fi is a registered
trademt?k)) or a wirdd'@ormectichefsoeldo alsa ﬂﬁ@'#@@o@y%ﬁ%l@% fRateefficatelofahe

HEMS-contreliefdQrand therand the seificate obe gcbg@‘tthe appliances 140 transmitted by 5 the
remote server 120 are saved (stored). The memory 136 is, for example, a dynamic random access

memory (D &1 a ferrodielectric memory. [0065]
The commissioning manager 131 transmits the ID of the smart meter

130 to the remote server 120 through the AMI network IF 134, Furthermore,
15  through the AMI network IF 134, the commissioning manager 131 receives

from the remote server 120 the certificate of the HEMS-controller 110 and the

certificate of each of the appliances 140 which are associated with the smart

meter 130. Furthermore, the commissioning manager 131 saves in the

memory 136 the certificate of the HEMS-controller 110 and the certificate of
20  each of the appliances 140 received from the remote server 120.

[0062]

The certification manager 132 authenticates the HEMS-controlier 1106
and the appliances 140 which are to be connected tc the smart meter 130.
Specifically, the certification manager 132 compares and determines whether

25 or not the IDs and the certificates of the HEMS-controller 110 and the
appliances 140 which made the authentication request to the smart meter 130
matches the IDs and certificates stored in the memory 136. If the matching is
successful, the smart meter 130 permits network connection between (i) the
HEMS-controller 110 and the appliances 140 which transmitted the

30 authentication request and (ii) the smart meter 130.

[0063]

In this embodiment, the network connection is a wireless
communication network connection compliant with the Zigbee (Zigbee is a
registered trademark) standard. However, the above-described network

35 connection may be other wireless LAN connection {(e.g., Wi-Fi (Wi-Fi is a

13



Next, the HEMS-controller 110 is described. [0066] 10The HEMS-controller 110 includes a home
network IF 114 (a first communication unit) and a packet network IF 115 (a second communication
unit) as communication interfaces. [0067] Furthermore, the HEMS-controller 110 includes: a
gathering manager 15113, a commissioning manager 111, a certification manager 112, and a memory
116, [0068] regigkeashiiedff Bianagera Y8reslieeraeliDs. and the certificates of the appliances 140
from the apph 140. The IDs and the certificates of the 20 appliances 140 may be collected

through a network I\%g[he gathering manager 113 or registered manually into the memory 116 by a
manager of the HENISEhiRSREICTY 0! fdoedian thid é:h?tgt?dﬁﬁéﬁf!%@d%&ﬁ@ﬁnﬁ%ﬁé@?tﬂ%eﬁollects

the ID|'S and _Zfopgggﬁq@%wgﬂh@ Iﬁ\@m'mokﬂé%&w@gqhé@mb Jrglmmmtﬁhw : '@dndaebgorkh
compli tw the Zigbee stan owever, t € above- cribed netwo onnection ma e other
AN O T e O S S o RS A ST S AT Hsnacer
111 transmits ¢y theriemetedserverdeds thestb and(he Aklificadel of thei eemiris siraningrnanager 111

itself, and th I(%%Td the certificate of each of the appliances 140 collected by the gathering manager
ime,

113. At this e commissioning manager 111 also transmits, to the remote server 120, user
information which indigéite St lés ofane GBHEMS-toaesieinELd. [0071]

[0066]

10 The HEMS-controller 110 includes a home network IF 114 (a first
communication unit) and a packet network IF 115 (g second communication
unit) as communication interfaces.

[0067]
Furthermore, the HEMS-controtler 110 includes: a gathering manager

15 113, a commissioning manager 111, a certification manager 112, and a
memory 116.

[0068]
The gathering manager 113 collects the IDs and the certificates of the
appliances 140 from the appliances 140. The IDs and the certificates of the

20 appliances 140 may be collected through a network by the gathering manager
113 or registered manually into the memory 116 by a manager of the
HEMS-controiler 110,

[0069]
In this embodiment, the gathering manager 113 coliects the IDs and

25 the certificates of the appliances 140 through the wireless communication
network compliant with the Zigbee standard. However, the above-described
network connection may be other wireless LAN connection {e.g., Wi-Fi) or a
wired connection.

[0070]

30 The commissioning manager 111 transmiis to the remote server 120
the ID and the certificate of the commissioning manager 111 itself, and the 1D
and the certificate of each of the appliances 140 collected by the gathering
manager 113. At this time, the commissioning manager 111 also transmits,
to the remote server 120, user information which indicates the user of the

35 HEMS-controfler 110.

14



The certification manager 112 makes an authentication request to the smart meter 130. [0072] 5In the
memory 116, the ID and the certificate of the HEMS-controller 110 itself, the IDs and the certificates of
the appliances 140 connected to the HEMS-controller 110 are saved. The memory 116 is, for
example, a DRAM or a ferrodielectric memory. [0073] 10Next, the remote server 120 is described.
[0074] T rehhote server 120 is a so-called information processing apparatus, and includes a

packet network IF 125 ésecepst oREHNMERLYBIY Nt A M| nietyaieli L2l stebiainmenhanit,

transmitting unit) as communication 15 interfaces. Furthermore, the remote server 120 includes the
database 16974HH Z&y=fehs hanager 121. [0075] The packet network IF 125 obtains, from the
HEMS-contrptier 210 connected via the home network 101, the (i) ID and the certificate of the

20HEMS-controller 11Q,and (ii) the IDs and, the certificates of the appliapces ntrolled. by the
HEMS-controller 11 r_1[ éﬁ]e)rnofﬁg;\%l%& r@@%ﬁﬁ£ﬁ§#g ﬁ%ﬁ?hjﬁg‘?ﬁ“&%ﬁ@*%o from
the smart méted 113@iCotinedied aizdthibaitittifettosk EG2e25[00FMLes 1 EQrtnememtedhe A .
network IF nsmij 13 I t tifi H - roller 110
and the IDs%r%ﬁ%eégﬁrEE |(F:%tﬁr;sﬁ1 0 t(’ileg %ﬁ?éﬁceihg& € er%%é:a?%é %&t%%—i%ﬁ%’goﬁé%ﬁﬁe%ﬁo and
the certificatedofrpEelpplidacesemM0are certificates which have been 30 issued by the system

manager 12 on the authentication table. [0078] In the database 160, the certificate of the
HEMS-controller 110, the certificate of the appliance, and the ID of the smart meter are saved. The

databdd® 160 is impl&ientEs BBk 2amSiE 14 RdrddfieerdrRe (HDD), a
10074}

The remote server 120 is a so-cailled information processing apparatus,
and includes a packet network IF 125 (second obtainment unit) and an AMI
network IF 124 (first obtainment unit, transmitting unit) as communication

15 interfaces. Furthermore, the remote server 120 includes the database 160,
and a system manager 121.
[0075]

The packet network IF 125 obtains, from the HEMS-controller 110

connected via the home network 101, the (i) ID and the certificate of the
20 HEMS-controller 110 and (if) the IDs and the certificates of the appliances 140

controlied by the HEMS-controller 110,

[0076]

The AMI network IF 124 obtains the ID of the smart meter 130 from the
smart meter 130 connected via the utility network 102.

25  [0077]

Furthermore, the AMI network IF 124 fransmits, to the smart meter
130, the ID and the certificate of the HEMS-controller 110 and the IDs and the
certificates of the appliances 140. The certificate of the HEMS-controiler 110
and the certificates of the appliances 140 are certificates which have been

30  issued by the system manager 121 based on the authentication table.
0078}

In the database 160, the certificate of the HEMS-controller 110, the
certificate of the appliance, and the ID of the smart meter are saved. The
database 160 is implemented by, for example, a hard disc drive (HDD), a

35  DRAM, or a ferrodielectric memory.

15



35DRAM, or a ferrodielectric memory. [0079] The system manager 121 creates, based on the
user information, the authentication table in which (i) the ID of the smart meter 130 obtained by the
AMI network IF 124 (ii) and the ID and the certificate of the HEMS-controller 5 110 and the IDs and
the certificates of the appliances 140 obtained by the packet network IF 125 are associated with one
another. [0088979] It should be noted that, the user information is information which can identify the

user. The user inform@ig%f@% be, 5@@@@% f@g}agggflgéggaﬂ%cw%%r{%%@%%@rg@g meter

130 along with the ID. Furthermore, the ID itself may be information which includes the user

information. &{ifRELEBHO I ERIGRAWALE {50 it tHe PEes Benk e the U sEiHrs A RldR fhich
cr?rrespondsa\nmth@ﬁhwnq@ @;mqm%%rgﬁom@ @fefr?il@ﬂé,@”{)@ﬁhﬁaﬂ@ @ﬂﬂw@ﬁﬁ%iﬁ&ﬁtﬁ@ﬂi@lﬁ may be
thus associated wit e other, 1] ... Furthermore, based on the authentication table
(managemeht B e Rt (s AR o BOE (D S s R EHoCo 6 the
smart meterfERBcthesevtificale oPthe teEMS>contdlleithlOrand ther20certificates of the appliances
140 associat%% ith the smart meter 130. [0082] It should be noted that, as mentioned earlier, the

Zigbee can bé used as a communication protocol of the home network 101 in FIG. 1A. More
specifically, the ZigBeé&taniBdagseatas drvombheanisation prowetbbeviednreagho2s/ ot Ehtkasmart

meter 130 apg g HNES-geaollerdd0, G e dEMShgentialer 110 apd e apalianges 140 and (i
the smart meter 130 and the appliances 140. [0083] Next, the authentication table saved in the

databd$k 1606N tHEQBMBIEB0 $éRePT20 K destribed. (0084 13DGaWRIa didigrar Shollihg an
example of aganfigHiation ehtheputhestication tableisavedinithe dataknse d6Q 3 the cemeie server
120 shown ii?m%erniézt'ion. Furthermore, in the database 160 in the remote server 120, the
user information which corresponds to the obtained ID may be stored
beforehand, and the ID and the user information may be thus associated with
15 each other
[0081]

Furthermore, based on the authentication table (management
information) registered in the database 160, the system manager 121 issues,
to the smart meter 130, the certificate of the HEMS-controlier 110 and the

20  certificates of the appliances 140 associated with the smart meter 130.
f0082]

It should be noted that, as mentioned earlier, the Zigbee can be used as
a communication protocol of the home network 101 in FIG. 1A. More
specifically, the Zigbee can be used as a communication protocol between each

25 of (i} the smart meter 130 and the HEMS-controlier 110, (i) the
HEMS-controller 110 and the appliances 140, and (i) the smart meter 130
and the appliances 140.
[6083]
Next, the authentication table saved in the database 160 in the remote
30  server 120 is described.
{0084]

FIG. 3 is a diagram showing an exampie of a configuration of the
authentication table saved in the database 160 in the remote server 120
shown in FIG. 2.

35  [0085]
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35[0085] As shown in FIG. 3, the remote server 120 associates the ID information of the smart
meter 130 with the IDs and the certificates of the HEMS-controller 110 and the appliances 140. [0086]
5First, as shown in (a) in FIG. 3, a HEMS-C and appliance management table in which the
HEMS-controller 110 and each of the appliances 140 are associated is saved in the database 160 in

the remote server 120. The\Wiankgement tabléNstoresnish 6eiveUséRbsagRandesl 10 uler
information); {fic- i aiagh the gestificaterofihe-HEMS &WN@U@VI@@ i the K2 Afnnddaegenyicate of

the appliances 140 in association with one another. [ For example, in the case of (a) in FIG.

3, each of IDEADGLTERNGT" 1&9@%@@@@&9%%%%6& 140 connected to the HEMS-controller
110, and eaghgdgertificates "AAAL", AAA2 and "AAA3" are associated with "Panal”, 15 which is

the HEMS-controller. 110 of '™ tifi 008 Furth h
() in Fi65 5. sach o7THE CST LN 10 ate SEloibe %m%#egaag%&w%?ﬁ’a%%@%ﬁhé’“&”
of the smarttatetei130H(EM {Bs) b Starathias larsiBait areteed30 nfatiagameiit takle hdhe2

database 1 te rver. 20, [0 Far, S G. sers
"Mr. A" M?a# é%m% ar(e? re%sﬁéé.&%%a%%%%ét%?ﬁ#%éé?ﬁf’%g n%g%tjgg IPz%lr:dd rr?&er c"
each of whufﬁagza@mrﬁ@rtt nmefde 13005[0890) of RigherAtre] e rentowdeell220 dredites the

authenticatignetable *HQ@ thrd HEME1RRA-BPRARAGS (PRNaISEIEEL [able and-thesmal mrtgpl 30

management table. [0097] 30The authentication table in (c) in FIG. 3 shows that, for example, in the

houseldt us8F VN cerhBfata olvHith 3 e BReSrtlhtEr 25808 8ERACYIER one another.
[0087]

For example, in the case of (a} in FIG. 3, each of IDs "AOUL", “"AIUL",
and “AIU2" of the appliances 140 connected to the HEMS-controlier 110, and
each of certificates "AAAL", "AAA2", and "AAA3" are associated with “Panal”,

15  which is the HEMS-controller 110 of user *Mr. A", and certificate "AAAQ".
[0088] _

Furthermore, as shown in (b) in FIG. 3, each of the user IDs (individual
IDs) are associated with a corresponding one of the IDs of the smart meter
130 (SM 1Ds) and stored as a smart meter 130 management table in the

20 database 160 in the remote server 120.

[0089]

Forexample, in the case of (b) in FIG. 3, users™™Mr. A", "Mr. B ", and “Mr.
C " are respectively associated with "meter A”, "meter B”, and "meter C” each
of which is the smart meter 130.

25 [0090]

Furthermore, the remote server 120 creates the authentication table
from the HEMS-C and appliance management table and the smart meter 130
management table.

[0091]

30 The authentication table in (¢} in FIG. 3 shows that, for example, in the
house of user “Mr. A", "meter A” which is the smart meter 130 is connected,
and “Panal” which is the HEMS-controller 110, and the appliances 140 having
the IDs "TAQUL” “AIU1", and “"AIU2" are installed. The authentication table in
(c) in FIG. 3 shows that the certificate of "Panal” that is the HEMS-controlier

35 110 which corresponds to "meter A” that is the smart meter 130 in the house
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and "Panal" which is the HEMS-controller 110, and the appliances 140 having the IDs "AOU1", "AlU1",
and "AlU2" are installed. The authentication table in (c) in FIG. 3 shows that the certificate of "Panal”
that is the HEMS-controller 35 110 which corresponds to "meter A" that is the smart meter 130 in the
house of "Mr. A" is "AAAQ", and the certificates of the appliances "AOU1", "AlU1", and "AlU2" are
"AAAL", "AAKDVand " IRAABN PEspactivedycobGizk e aintar AbR1GesoIEIbS th&AdétHificatedof the

HEMS-controllgy 119 2 and jie-cextificates of the apphances.1dQhased on the authentication table in

the remote server 120, and authenticates only an appliance for which the certificate is available. With
this, spoofinéa&% appliance and unauthorized connection can be prevented. [0093] 10Furthermore,

when the smart metepd3@-seoneestet:io drednMBCantiatiesd1r and tevponiangesdA9 which are
A e e Lpen P b 1 Smer e L omeg e g metr
various servites irrwbieh dbevidEMZocontrollen didh satee applaacesjglaand foe srhachmeter 130
uhenicaton SLEE 100 AT the Dove SSndUAIH, 10bbH 2O A B LHCER fite
showing an exohasgeniaatdamonghiedevices according to Embodiment 1. [0096]
[0083] |
10 Furthermore, when the smart meter 130 is connected to the
HEMS-controlier 110 and the appliances 140 which are communication targets
that have been permitted by the smart meter 130 to connect, the smart meter
130 can transmit a control signal to the connected devices. Specifically, it
becomes possible to provide various services in which the HEMS-controller 110,
15 the appliances 140, and the smart meter 130 cooperate.
[0094)] _
The following describes the details of operations performed by the
device authentication system 100 having the above configuration.
[0095]
20 FIG. 4 is a sequence figure showing an exchange of data among the
devices according to Embodiment 1.
f0096]

First, the commissioning manager 131 of the smart meter 130

transmits, through the AMI network IF 134, the ID of the smart meter 130
25  itself to the remote server 120 (5201).
[0097]

Next, after receiving the ID of the smart meter 130 transmitted
through the AMI network IF 124 in Step S201, the remote server 120 saves in
the database 160 the ID of the smart meter 130 and its user ID in association

30  with each other (5202).
fo098]

On the other hand, when receiving connection request from the
appliances 140 which are not vet connected to the HEMS-controller 110
(5203), the HEMS-controller 110 transmits a connection response to such

35  appliances 140, and thus connects such appliances 140 to the HEMS-controlier
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First, the commissioning manager 131 of the smart meter 130 transmits, through the AMI network IF
134, the ID of the smart meter 130 25itself to the remote server 120 (S201). [0097] Next, after
receiving the ID of the smart meter 130 transmitted through the AMI network IF 124 in Step S201, the
remote server 120 saves in the database 160 the ID of the smart meter 130 and its user ID in

association 30witksetctraber.(S202his0hae. dRaHiEMirechaR® whdd PeeBiaity dbandetditiequest
from the ap@'ﬁaﬁﬁﬁﬁc%ow@%% Rei yekcarReatedda-hediB Rsgoryeller 110 (5203), the

HEMS-controller 110 transmits a connection response to such 35 appliances 140, and thus connects
such appllar[&% P40 to the HEMS-controller 110 itself (5204). At this time, the HEMS-controller 110

obtains the ID of theaatmﬁah@s&@ pétinbiagsmitiesdibe comnegtionaeqaest-[OR8bier After this,
the gatherin 3 of MS- contr IIer t mits, through the ho e network IF 114, a
corthoane (e UaT O Sath Bre HwP R EERp S lanide 140 (REBEISLOROF tO et Hine
appliances 4@ thh/reoellvedtméam;nimmasré@jbss&aﬁs)mlts its own certificate to the
HEMS-contrglle éio (5206). The 10 gathering manager 113 of the HEMS-controller 110 receives the

certificate through the home network IF 114, and saves the certificate in the memory 116 (5207).
[0101] When &iftiraiity bEapplidinescs40 e annetted i tedH EMS Gohiiichés 16100:%he

HEMS-contrighig{skiRohtaing e certigateof gacihefl theaprligneaskt0 Ysing@sipiar metod.
10 gathering manager 113 of the HEMS-controller 110 receives the certificate
through the home network IF 114, and saves the certificate in the memory 116
(5207).
[0101]
When a plurality of appliances 140 is connected to the HEMS-controller
15 110, the HEMS-controller 110 obtains the certificate of each of the appliances
140 using a similar method.
[0102]
Next, through the packet network IF 115, the commissioning manager
111 of the HEMS-controller 110 transmits to the remote server 120 the 1D and
20  the certificate of the HEMS-contreller 110 itself and the IDs and the certificates
of the appliances 140 ($208).
{0103}
The remote server 120 saves in the database 160 the ID and the
certificate of the HEMS-controller 110 and the IDs and the certificates of the
25  appliances 140, which are received through the packet network IF 125, in
association with one another ($209). In the database 160, the ID of the
smart meter 130 and the iDs and the certificate information of each of the
HEMS-controlier 110 and the appliances 140 are saved in association with one
another.
30 [0104]
The system manager 121 of the remofe server 120 refers to the
database 160, and transmits the ID and the certificate of the HEMS-controller
110 and the ID and the certificate of the appliance which correspond o the ID
of the smart meter 130, to the smart meter 130 (5210).
35  [0105]
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[0102] Next, through the packet network IF 115, the commissioning manager 111 of the
HEMS-controller 110 transmits to the remote server 120 the ID and 20the certificate of the
HEMS-controller 110 itself and the IDs and the certificates of the appliances 140 (5208). [0103]

The remote server 120 saves in the database 160 the ID and the certificate of the HEMS-controller
110 and the IDs and {2 EBffificiaes BiNEe8HfiaNceE Piothehiihare raekied rd@gieivRSpacket

network IF I2pdngssesitiamwithagprother (5209)qa thexdaiabase,d60.dheila@f thg spart meter

130 and the Ids and the certificate information of each of the HEMS-controller 110 and the appliances

140 are savelFM A ISR Wit oRRhABfMAP 36AchE cervisalisiéth fhanageianasst M remote

server 120 refessdd theadniahasedfl:sned tansaitsdhe tReantinesertifcaient the Bt M eontroller
110 an theﬁgggégg certificate of the appliance which correspond to the ID of the smart meter 130,
to the smart 28210). 35[0105] The commissioning manager 131 of the smart meter 130
receives, thiduigB@he AMI network IF 134, the ID and the certificate of the HEMS-controller 110 and

the IDs and the certfcates afibe papliansessii0 These ips sdihearisaies e paysdinane

memory 136 of the smart meter e certification manager 1

HEMS-contrdlR BLiDardHEHRS troaasieinicagornequast torthe Griaio nestdhe3mome ughiwig home
network IF k%f%%l(%)zlbg.tinm@ faniransBlting haiauthenticaliam spauesids neb LR sarticiarly

limited. For example, the HEMS-controllér 110 maé transmit the authentication request to the smart

meter 130, WRER HETivd Folethe FEthsrsdBRIE 126 thatthecRMGEReG T3y HEaeRéntiRd the ID
and the certifigetie ofitheibtEMScantrolierasah e Hsapd e eettificateFietthe;applianeesdi40 to the

the smart mEAS £50 Hhor & Fre b MHHIE Hom I uREwHER e HEM G Eotordra 00

transmitted te-iDicatd thé chdifléEtdDfdbetHEMS-modtidller IO and thied Ds=atifidhiesedifichtes of the

";‘é’p”ames L Oﬁﬁfﬁ%‘je&efﬂ?éetée{xér 423 (FA8110190 29N henLecrlng-He auhentggtion
quest throu e home

15 110 may transmit the authentication request fo the smart meter 130 after a
predetermined time from the time when the HEMS-controtler 110 transmitted
the ID and the certificate of the HEMS-controlier 110 and the IDs and the
certificates of the appliances 140 to the remote server 120 {5208).

10107]

20 Next, when receiving the authentication request through the home
network IF 135, the certification manager 132 of the smart meter 130
compares (i) the certificate which is saved in the memory 136 and corresponds
to the ID of the HEMS-controiler 110 that transmitted the authentication
request and (ii) the certificate received through the home network IF 135

25  (5213). When both certificates are the same, the smart meter 130 permits
(authenticates) connection of the HEMS-controller 110 (5214).

[0108]
Here, at the time of the authentication request, the certificate may be
used as £ is or an authentication key generated using the certificate may be

30  used. For example, there is the method of generating and using an
authentication key using a hash function from a certificate.

[0109]
With the connection permission received from the smart meter 130
through the home network IF 114, it becomes possible for the HEMS-controller

35 110 to communicate with the smart meter 130.
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network IF 135, the certification manager 132 of the smart meter 130 compares (i) the certificate which
is saved in the memory 136 and corresponds to the ID of the HEMS-controller 110 that transmitted the
authentication request and (ii) the certificate received through the home network IF 135 25 (3213).
When both certificates are the same, the smart meter 130 permits (authenticates) connection of the
HEMS-contrdliet @10 (5214). [0108] Here, at the time of the authentication request, the certificate

may be used as it is prAR AutheNticREeN ey W%ﬁ@ﬂ@iagéhsﬁ%ﬁm@ FoRnBerl usethEor

example, there is the method of generating and using an authentication key using a hash function from

a certificate [{6YB@ICCNtroNginite ot PenHidiBA rReiedsroRt tHESHRArL Ak teE T80 Fhrough
the home nefwerkdFriddrdidbesormes passieletfos the HEMEconitolier 851 1itoaommugicate with the

smart meter ~[011 It should oted that each of the appliances 140.connected to the
FIEMS-Borti el 1L U Ot oy tHE SR mtar i [ & SR SHEmact s the
authenticatian:procesisinig (8212t toeeS21 4 yiofrthee 5 BBEMSXohtrolle? 1T(, so that it becomes possible

for the appli(fﬁ%ﬁ]_]lmo to communicate with the smart meter 130 (5215 to 3217). [0111] The
certificates of the' HEMS-controller 110 and the appliances 140 may be, for example, the same.

Furthermore, it is al'srdﬂ@_@@éﬁf@ﬁlé&@@eiﬂ”tﬁé?%’ﬂﬁeCQO%@P&eréﬂ@f@ﬁ%é’Wéﬁ@é@@@‘%ﬁ thé'same
type. Moreoygr, dheLer Hjﬁ'ﬁ%??h%f HeHEMSaeriralsrel 10 anddbe applianaesd 48Mmay kg different

from one another. [0112 The user ID may be an arbitrary ID or information, such as the name

or 15 tHe aderEdEerméddhiseaniarsss [HR pijthe sREEtbed MBERRY &Y tHiedeviEicates
authenticatien gystemMOQ-aeeprdingitoghis emhodinent tee HEY seomeclierdAb inrfaehense of a

user and thea ggﬂl}igpces 140 connected to the HEMS-controller 110 can be set as the
0112}
The user ID may be an arbitrary ID or information, such as the name or
15 the address of the house of the user.
(01131

As described above, in the device authentication system 100 according
to this embodiment, the HEMS-controller 110 in the house of a user and the
appliances 140 connected to the HEMS-controller 110 can be set as the

20 communication target devices of the smart meter 130 through the remote
server 120, without intervention of a human. After the setting is made, the
HEMS-controller 110 and the appliances 140 connected to the HEMS-controller
110 can be connected to the smart meter 130. Thus, various services using
the HEMS-controiler 110, the appliances 140, and the smart meter 130 in

25  cooperation with one another can be provided.

[01147 '

Furthermore, the smart meter 130 obtains the certificate of the
HEMS-controller 110 and the certificates of the appliances 140 based on the
authentication table in the remote server 120. More specifically, only the

30 HEMS-controller 110 and the appliances 140 for which the certificates are
available can obtain the connection permission. Thus, an unauthorized
connection by a device spoofing a communication target device or the like can
be prevented,

[0115]
35 It shouid be noted that, in the device authentication system 100
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20 communication target devices of the smart meter 130 through the remote server 120, without
intervention of a human. After the setting is made, the HEMS-controller 110 and the appliances 140
connected to the HEMS-controller 110 can be connected to the smart meter 130. Thus, various
services using the HEMS-controller 110, the appliances 140, and the smart meter 130 in 25
cooperation 3R SHEGNG®Ber BHA bEPBORISHCOL14]he  POARGRTOTe, BRSISTAR el 13076btains

the certificatg pie-kiEMpontalierd 48 apd the certifieaigsof the appliances 140 based on the

authentication table in the remote server 120. More specifically, only the 30 HEMS-controller 110 and
the applianc&iﬂiﬁj for which the certificates are available can obtain the connection permission. Thus,

an unautgo[ged C%m%w?ﬁ:ﬁ)dgvmﬁﬁﬂ%ﬁﬂ q@mnﬂm’h ﬂ@ﬁh@fﬂ@rdﬂ@@%fgf@di@%w be )
prevented. [0115] 35It e noted that, in.the device authenticatign syste according to this
embodiment e SRRt B by e HE R Gl 6 a7 HearORves 101161
The operatidhg pffdEnechtiycieHEN Srobbive ey o te Step(52R3tEandrStepsSRG4vard so idalled a
pairing operaji n irin at.con the -Gan n iances 140 via
the Wireless%HeBtg\}c%ESﬁ sh%{%llg b%)]%l%tétgﬁ %hgtg %ﬁg Qeé%w aﬁr?n %‘Jg{eﬁi?ﬁ?ef? E:%gﬁﬁln%{%e’, @Q}
simultaneousiynhididirepdeivn e slingsiewitch Pritadesvoiang FE N Sccontibier EMbapardisligsn switch

provided on eagh.atthepplianeas ddQrdlQdddn cadh@pecandpakingts pegormed to enable the
HEMS-controller 110 to obtain the IDs and the certificates of the appliances 140. Specifically, the

seconél%airi?%liy%o to speak, a temporary pairing that is performed preliminarily before the final

pairing (first pairing)ithateerneeisdnmemandsoneied 13Q:heHEMStgantolghiHicantitheo
the appiancRR 0, 116 SeoR bahe & HLCAN AT BTG bt BeHEArics: 0116
20Primarily, g¢becsetopdigaigingsjs perfoymesktienabliesthe tiiMS wointragllethiO o glaiorthedDs and
D e SR TR B A Spa el s rroine
netwolille 25f@Eter 130, the HEMS-controller 110, and the appliances 140 via the wireless
network. Therefore, after obtaining the authentication information of the
appliances 140, the second pairing is usually canceled before the first pairing is
performed.
f0118]
20 Primarily, the second pairing is performed to enable the
HEMS-controller 110 to obtain the IDs and the certificates of the appliances
140. However, the second pairing also makes it possible to determine
~ beforehand whether the HEMS-controller 110 and the appliance can be
connected via the wireless network.
25 [0119]

For example, with the second pairing, the business operator who
installed the device (or the user) can find beforehand whether the
HEMS-controller 110 and the appliances 140 are instalied at locations in a
range which allows wireless network connection. Furthermore, for exampie,

30 existence or absence of trouble in wireless communication functions of the
HEMS-controller 110 and the appliances 140 can aiso be found beforehand.
[0120]

(Embodiment 2)

FiG. 5 is a system configuration figure of & device authentication

35 system according to Embodiment 2. Different from Embodiment 1, a device
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For example, with the second pairing, the business operator who installed the device (or the user) can
find beforehand whether the HEMS-controller 110 and the appliances 140 are installed at locations in

a range which allows wireless network connection. Furthermore, for example, 30 existence or absence
of trouble in wireless communication functions of the HEMS-controller 110 and the appliances 140 can

also be fourglbefsiERakaNGY20E(EMBOdiaear?) in FIG. FIGIBKasystemtonhniiatontfigure of a
device authgpticaligRo Systern @c@é%@ﬁ%?@ Efahadiment 2. Different from Embodiment 1, a device

authentlcatlonéé/stem 100a shown in FIG. 5 shows a system configuration which does not include a
smart metert ¥ b121] In FIG. 5, in a similar manner as in Embodiment 1, the ID and the 5 certificate

of6 g HEMS- controllqulﬁlitgmg the @%za{m%m&@ﬁrﬁ&eaégsiﬂf agrxﬂ@ag?gﬁgq r?ﬁ?néab@ddhﬁ@ database

160 in a_remote server mple, t ement ta ows that the

HEMS Bt el R (e e e b A ne R e o MR GBI FRTUSE are
installed for aispliditre€’ 1E0rmermar&dh|ex naadagsinacst tlafﬁlb i El@e@dmﬂasbewsiethaﬁme destificate of
"Pana3", wh h r rtifi s nc S 2" and
"AlU3" are %ﬁé §h%§cﬁ%re£§%c |ve [&%%Oﬁé r@ %o%/ésg %%ys em corfi uratfl?on ?gl?re in
which, in adtiion gottie I3 intabsiam el ﬂﬂ@feﬁﬁb@auh@rﬂr@@e@% Ul 8y swﬁh (&1iBtyavetwork
102) includinghinsmag-meler 13fisconnesieddodbealeiee auinaalivalaR supiem 10fgs Ind1C. 6

the smart meter 130 which does not exist in the initial state (FIG. 5) i5 connected to the

HEMSLEontiieyE18) aindhe iRty fel@ evid Ty PrisidingtasrakSs el bpiusers, 48 [0123]

In the devwe@@@tﬁntm@%@(ﬁmémmbm@ HEdiy network 192 1 popnegiedte thedgyice
authenticatiQ &éé%i em 100a as ?ihown in FIG. 6, ID information of the smart meter 130 is registered

into the data 605RAETEMYSte server 120 as with Embodiment 1. When the ID information of the
25 smart mg@r 430 is registered into the database 160, the remote server 120 creates an
authentication table The uthentlc |on roce to the smarI meter, 130 aft
creation of the authen%lzﬁlon?%ﬁe i§ xeecrﬂté: ‘F%i%? rﬁf%% el b’ % %erﬁ 25]

15  initial state of this embodiment (FEG. 5), a utility system (a uts%;ty network 102)

including the smart meter 130 is connected to the device authentication
system 100a. In FIG. 6, the smart meter 130 which does not exist in the
initial state (FIG. 5) is connected to the HEMS-controlier 110, and a utility head
end 105 starts providing a service to each of users.

20 [0123]

In the device authentication system 100a, after the utility network 102
is connected to the device authentication system 100a as shown in FIG. 6, ID
information of the smart meter 130 is registered into the database 160 in the
remote server 120 as with Embodiment 1. When the 1D information of the

25  smart meter 130 is registered into the database 160, the remote server 120
creates an authentication table.
[0124]

The authentication processing to the smart meter 130 after the

creation of the authentication table is executed in a similar manner as in
30  Embodiment 1.
[0125]

According to this embodiment, before the smart meter 130 is
connected to the remocte server 120, the HEMS-controller 110 performs
beforehand the setting of the appliances 140 connected to the HEMS-controlier

35 110 itself, and transmits the 1D and the certificate of the HEMS-controller 110
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According to this embodiment, before the smart meter 130 is connected to the remote server 120, the
HEMS-controller 110 performs beforehand the setting of the appliances 140 connected to the
HEMS-controller 35110 itself, and transmits the ID and the certificate of the HEMS-controller 110 and
the IDs and the certificates of the appliances 140 to the remote server 120. [0126] With this, when the
smart meter 30 i§'€cHpgcied o thaesHiviatlesroérits120pinBadd thécéhfficammofahserver
HEMS-contrghgy 110 and the IDs and the certificates of the appliances 140 are already saved in the
database 160 in the remote server 120. Thus, an authentication time, which is the time from when the
smart meter #3628 connected till when the HEMS-controller 110 and the appliances 140 are

authenticatf?_d by thev?_maﬂaﬁ@f,etagéa%r@ﬁfsm : @6-1!4@1042:?5}1@(}3@H@E@ﬁ%?rkgmotélg%r%@ a
system configuration figure evice authenticati tem according to Embodiment 3.

B rmbodientls He GuRH Eo S e S TR, HeF e GerBHES BabrPRrAag e BEHHg in
Embodiment:tigve igsapfifan e l40cae tohrectad-te dy\HEEMSIconthelldn fdifhiscal deVieethe
authenticatio 00b. 8] 1G.. 7. i n showing an example in which an
appliance 14% %C?l%egw yérﬁis alled in aThhouuge%or} g E?’é%@%{%ﬁ]%@] i Flg%éél]s 'a?p d%é]rﬁmq S oK/(v)in an
example of uptatirigefdatainetetadidsés B0 ircateshittesendihe2o Avitichondcalie whéh theinew

appliance 1445 cannected tohe HEMS:cantalies 110 1 Embediment3, 141 39} 25shawnin{a) in

FIG. 8 is a HEMS-C and appliance management table before the installation of the appliance 143.
When & neW h%miance 143 is registered, the HEMS-controller 110 transmits to the remote server
120 the ID and the certifisatar{bhinjIG. 8) of the new appliance 143 in a similar manner as in
Embodiment 1. FIG. 8 shaws an example in which the ID and the 30 certificate of the newly registered

appliance 143 are "ANF4" 4nff "€ COS B SOOI SfAR1]/gure of & device authenticdtion

system according to Embodiment 3. Embodiment 3 describes an example in
which, after the network has been formed as described in Embodiment 1, new

15 appliances 140 are connected toc a HEMS-centroller 110 in a device
authentication system 100b.

[0128]
FIG. 7 is a diagram showing an example in which an appliance 143 is
-newly installed in a house of a user.

20 [0129]

F1G. B is & diagram showing an example of updating of data in a
database 160 in a remote server 120, which occurs when the new appliance
143 is connected to the HEMS-controller 110 in Embodiment 3.

[G130]

25 Shown in (&) in FIG. 8 is a HEMS-C and appliance management table
before the installation of the appliance 143. When the new appliance 143 is
registered, the HEMS-controiler 110 transmits to the remote server 120 the ID
and the certificate ((b) in FIG. 8} of the new appliance 143 in a similar manner
as in Embodiment 1. FIG. 8 shows an example in which the ID and the

30 certificate of the newly registered appliance 143 are “AIU4” and “CCC3”,
respectively.

[0131]

When the HEMS-C and appliance management table is updated, the
authentication table is also updated, as shown in (¢) in FIG. 8. When the

35  authentication table is updated, as described in Embodiment 1, the remote
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When the HEMS-C and appliance management table is updated, the authentication table is also
updated, as shown in (c) in FIG. 8. When the 35authentication table is updated, as described in
Embodiment 1, the remote server 120 transmits the certificate of the new appliance 143 to the smart
meter 130. With the certificate of the new appliance 143, the smart meter 130 can authenticate the

new applian€V43. [GIBAHVANERIGAS) certifighsuRl BEadtew tigmitivigh e rdSentSmastition has
been describgdipasedon the-phove-dasaiibad epbediments 1Reesent ivertian g Aot imited to

these embodiments. [0133] 10For example, in each of Embodiments 1 to 3 above, the number of the

appliances 1493< A BFRECRIGWEGR GheaRRIBBFBfIfié appliances 140 may be four or more. More
specifically, imasyective of the number of the appliances 140, authentication processing to the smart
meter 130 can be e ut%f. 15[0134] Furthermore, although each of the above embodiments
described an examglggiﬁ' ek single smart meter 130 and a single HEMS-controller 110 are
provided in one house,snpluchlibe ohthted iz metdrs R0 ey pequenidédvardienhouse, ardcha

plurality of H - I y. ) PLQVi jn rther \ rali
households | use%@%%?%%@n@%%ﬂe% %I%/%é; és)i r@ d%%agrggét %@éﬁ%?ﬁ%é&%ﬁ%%ﬁt g Hg%% rﬁ%{%‘/ﬂ of
households {BI$&r5)iMiEBe mdIREge DPakmgRIFIEMS-controller 110. Furthermore, a plurality of the
HEMS-contrgljers;110 may be connected to a single smart meter 130. 25[0135] Furthermore, it

has been described in each of the above embodiments that each of the HEMS-controller 110 and the

appliaffes 140 maked tREHTIPERtR AR v 8§ Feabrriinectifhrh FefoprRoYeHEGYBM IR Of the

HEMS-contrgferid ABanayramsiibte the smart metend30: ik e bateinan 3@ aubentipaten eguest for
the HEMS-controll%r %10 itself and an ?i\?uthenticatign rﬁquest for each of hﬁiapﬁliances 140 on which
k8st authie

the HEMS-cBIfttoIIET 198 p8FdSontlol. SriRTHEkES the FroEesiiNg & tEaH6h & tHeSsmart
meter 130 mape|zasy40136] 3ltskoticbbie notedthatjradfhougheachaftthe<tloove Hnbadirbents

executed.
15 [0134]

Furthermore, although each of the above embodiments described an
example in which a single smart meter 130 and a single HEMS-controller 110
are provided in one house, a plurality of the smart meters 130 may be

-provided in one house, and a plurality of HEMS-controliers 110 may be
20  provided in one house. Furthermore, a plurality of households (users) may be
managed by a single smart meter 130, or appliances of a plurality of
households (users) may be managed by a single HEMS-controller 110,
Furthermore, a plurality of the HEMS-controllers 110 may be connected to a
single smart meter 130.
25  [0135]

Furthermore, it has been described in each of the above embodiments
that each of the HEMS-controller 110 and the appliances 140 makes the
authentication request to the smart meter 130. However, the
HEMS-controller 110 may transmit to the smart meter 130, in a batch, an

30 auihentication request for the HEMS-controlier 110 itself and an
authentication request for each of the appliances 140 on which the
HEMS-controller 110 performs control.  This makes the processing of
authentication to the smart meter 130 more easy.

[0136]
35 It should be noted that, although each of the above embodiments
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described an example in which the HEMS-controller 110 controls each of the appliances 140, it is also
acceptable to have a configuration in which one of the appliances 140 includes the function of the
HEMS-controller 110 and controls the rest of the appliances 140. In other words, the HEMS-controller
110 may 5be implemented as one of the functions of the appliances 140. [0137] Furthermore,

although a deeRcAtRRGEEL FXRBMIBUMCANGH NER G MUsa for mdnicatiohb&dide R tHE femote
server 120 angtingeeananetersla@ineachefiherabpua-dessrbed embedimgnishagensrahpurpose

network, 10 such as the Interne&}a‘ufgl% e used for communication between the remote server 120 and

the smart matd 2387 1S 3§ ST R6RAR & tHeS 5 BREP BT RER At L @ B HOREEEEIn a
secure manbies, fesiezabheale pylenorgptinglthe ID aihd:themerdifivater 43814 bt sheuld 1gerneated that

an extepsibl aelé lanquage (XML) or a simple.object.access protocol (gL%AP) may be used for
commu%icatisoér:11 yv(%@%rﬁﬂ%%rgr%gt%eséfvﬁel ahd ]’tzﬁeossﬁ%?t%%gtﬂéarqg‘%f[ 9] Furthermore,
although thd @bdvd embodiments described that the 20 HEMS-controller 110 obtains the IDs and the

certificates from theﬁpﬂﬁ@ﬂﬁ%éﬁgitﬁ%%ﬁ%sé@ﬂgﬂﬁ %EQJP@%B&?EI&JR@%%% lpéa%%gf%btamé

appliances 140. [0140] In this case, as thé above-described IDs, the S-controller
from the appl#fEESI LT WBHUfEE0RPRVAFEIHSS G otiersiviietsthanchH RISAIRT tHaeispliances

140, and trangmits HER 60€es ShOVEBRE-FIHE senpRig sRiMes 128 Haedeppeptive Manwdagturers of
the ap éiances 40 can uni%uel identify each of the appliances 140 with the manufacture install code.

Specifichlly, SkiF@&mbig Ln{REUPE doefS IS THEPAT BF-aHAR SV SR AR pIRINGES 140.
[0141] feanthermare sfod examplerZigeeermaufactureispecificiexensitnsodes:maghbgpsed as
the IDs of thae ago I‘ifmcceg 53%03@ he exteurjded c%ger% are the codtqs_, that are as igned é/vnq%?ethgy
HEMS-contrdller an ﬂcu% aSpﬁgﬁcesa:%Sm 5 &%nﬁeét%@mﬁre@ég‘l(}%a%qﬁb@é
encrypting the ID and the certificate. ‘
[0138]
15 it should be noted that an extensible markup language (XML) or a
simple object access protocol (SOAP) may be used for communication
between the remote server 120 and the smart meter 130,
[0139]
Furthermore, although the above embodiments described that the
20 HEMS-controller 110 obtains the IDs and the certificates from the appliances
140, the HEMS-controller 110 may obtain only the IDs frcm the appliances
140.
[0140]
In this case, as the above-described 1Ds, the HEMS-controlier 110
25 obtains, from the appliances 140, manufacturer install codes or other numbers
that can identify the appliances 140, and transmits such codes or numbers to
the remote server 120. The respective manufacturers of the appliances 140
can uniquely identify each of the appliances 140 with the manufacture install
code. Specificaily, an example of the manufacture codes is the MAC
30 addresses of the appliances 140,
(01413
Furthermore, for example, Zigbee manufacturer specific extension
codes may be used as the IDs of the appliances 140. The extended codes are
the codes that are assigned when the HEMS-controller 110 and the appliances
35 140 are connected wirelassly via Zigbee,

20



[0142] As above, in the case where the HEMS-controller 110 obtains from the appliances 140 only
the IDs, the manufacturer of the appliances 140 creates a database of the IDs of the appliances 140
and certificates corresponding to the 5 IDs. Furthermore, the remote server 120 accesses the
database or stores therein the database in advance. With this, by obtaining only the ID from the
HEMS-contridlié#210, the remote server 120 can transmit to the smart meter 130 the corresponding

certificate. [0143] 10Qugha,C0RIIGHEANQRAS AN SRCHRERRCAUSR, RRSMITING Aadeeriing.of the

certificate is not performed between the HEMS-controller 110 and the remote server 120. [0144]

Furthermore2 R ZorBg drad G v s dirh MEMBLedREN 120 He apBlidgdRs IR GIES3eRs e 120 to

find out whethet BigsHEMSBConY eflend Episiselestinaithe sorrept smardneietd 30 wamespomiing to
the HEMS-cantroller 110 is also acceptable, [0145] When a Iurag% of theg%ire essly connectable

smart neterS30 SXES0 M e RS CHEEOTharE YRE HENMSSEtioNe HEerHMESVhich
one of the shantaireters A3 sothe narrec smart wWetet 130 bersesponding toythedHEMSseontreller 110

itself. In suc se, the HEMS-controller 110 may ira it to the_remote server 120 a query request
regading e CH G S A0 e e e, e GO VELEat e B e 110
may 25 trandimiit, e pusitespvficingaientdichecdetected nearby smart meters 130, a relative strength
of the signalt[gg%ﬁor wireless communication, GPS coordinates, fingerprints of the wireless
environment, or the like of each of the smart meters 130. [0146] 30When receiving the query request
from th& HEMS-contrgfieral 407, tiss! Fartd SEMER FE0 YR maCFatRR ieaNeRtEdaRRAARSR] Yieh as the

customer prefige Resta asidress i the horsraf thewsen innahighvie A Msrepntralies 14 Qe

provided, a customer name, and a customer identifier (e.g., a national registration number, a driving
license numbBaEn A p4Espé number). It
[0144]

Furthermore, the configuration in which the HEMS-controller 110

15 gueries the remote server 120 to find out whether the HEMS-controller 110 is
selecting the correct smairt meter 130 corresponding to the HEMS-controller
110 is also acceptable.

{0145]
When a plurality of the wirelessly connectable smart meters 130 exist,

20 there are cases where the HEMS-controller 110 cannot determine which one of
the smart meters 130 is the correct smart meter 130 corresponding to the
HEMS-contreller 110 itself. In such a case, the HEMS-controlier 110 may
transmit to the remote server 120 a query request regarding the smart meter
130. Atthistime, along with the guery request, the HEMS-controller 110 may

25 transmit, as position information of the detected nearby smart meters 130, a
relative strength of the signal used for wireless communication, GPS
coordinates, fingerprints of the wireless environment, or the like of each of the
srnart meters 130.

[6146]

30 When receiving the query request from the HEMS-controller 110, the
remote server 120 further retrieves related information, such as the customer
premise postal address in the house of the user in which the HEMS-controller
110 is provided, a custorner name, and a customer identifier (e.g., a national
registration number, a driving license number, and a passport number). It

35  should be noted that such information may have been obtained at the time of
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35 should be noted that such information may have been obtained at the time of a customer
registration for a service that uses the remote server 120 or the smart meter 130. Based on the
retrieved information, the remote server 120 notifies the HEMS-controller 110 the correct smart meter
130 which corresponds to the HEMS-controller 110. 5[0147] Furthermore, at this time, the remote
server 120 ndagufilierpena iy adenoik 10 Sanhddstiizhe ke bd o8 Mo Endssvewhiel aietbethe

smart meters 430,i5 Be-cOreet Al MetpF3PRAEGSRRARG R hE HEMScRnialier 110, 49[0148]

At this time, a part of the customer identifier above may be used as a basis which enables the utility

network 1028%H&8miie ths tbrreensmrirméttP 13020929 s FeRMETmoRE e gréBentiHBntion

also includes the=tgiomira:d ka0l EMs oritashef the above apparatuses can be, specifically,
realized by agi%uter system configured from a microprocessor, a ROM, a RAM, a hard disk unit, a
€

display unit, oard, and a mouse, for example. A computer 20 program is stored in the RAM or
the hard disk unit. EBghtbtthecappatathisedraehicvesdsturctionas azesubofdbemithepcaigsgsor

operating acﬁ%%%oﬂﬁ‘g. g&%p“%ﬁ{tg(rﬁ%radmeﬁc?r?o etco'ﬁﬁﬁt%r&“\%%%@ isconfigured.of a plurality
of pieced together insfruction codes i |ca6hng 8 comrand to the computér in order to achieve a given
function. 25[0¥8Efs 132) Agotiien coatkst therstrticturattemanis of eactspdthdirgbove apparatuses
may be configdies from e systgm large scale integration (LSI). A system LSl is a super-multifunction
LSI manufactured with a plurality of structural units integrated on a single chip, and is specifically a

compL}t@r Sd@%j{&h configured of a microprocessor, a ROM, and a RAM, for example. A computer

program is stored inghefROMndhg %y;r@m L achipyes isdunetien asaesHlwhibe sigrapracessor
loading the ompute&program into (R%RAM from the ROM, and performing an operation or the like

according totfie foXAa b SMRRLET gt TegiETEerk 162(§§? BSHSHST S D SHruRIAT
elements of gagleofith@. above apparatuses may each be configured from an IC card detachable from
the apparat or ggstand-alone module. The IC card or the module is a computer system configured
from a micr(t@roc sor, a ROM, and a RAM, for example. The IC card or the module may include the
super-hiultifunction EStithescribet) dbovercEhe tOneanttonrtidanodaledhigve s fuimgtion as a result of
the micropr egoperating according to a computer program. The IC card and the module may be

1

tamper-proof. [0153] 10(4) The present invention may be realized using a method shown above.
(1) Each of the above apparatuses can be, specifically, realized by a

computer system configured from a microprocessor, a ROM, a RAM, a hard
disk unit, a display unit, a keyboard, and a mouse, for exampie. A compuier

20 program is stored in the RAM or the hard disk unit. Each of the apparatuses
achieves its function as a result of the microprocessor operating according to
the computer program. Here, the computer program is configured of a
plurality of pieced together instruction codes indicating a command to the
computer in order to achieve a given function.

25  [0151]

(2) A portion or all of the structural elements of each of the above

apparatuses may be configured from one system large scale integration (LSI).
A system LSI is a super-multifunction LSI manufactured with a plurality of
structural units integrated on a single chip, and is specifically a computer

30 system configured of a microprocessor, a ROM, and a RAM, for example. A
computer program is stored in the ROM,  The system LSI achieves its function
as a resuit of the microprocessor loading the computer program into the RAM
from the ROM, and performing an operation or the like according o the loaded
computer program. '

35  [0152]

28



Moreover, the present invention may also be realized by a computer program realizing these methods
with a computer or by a digital signal of the computer program. [0154] 15Moreover, the present
invention may also be realized as a computer-readable recording medium, such as a flexible disk, a
hard disk, a CD-ROM, a MO, a DVD, a DVD-ROM, a DVD-RAM, a Blu-ray disc (BD), or a
semiconductor menfcty, drivafich e edhRfutéepedtrakn 6 thteangitibsioinabisvedortied Fhhe present

invention mayerResEaitRd tydhe doitalsianaltd ernrdnr It the abAUEITRARNSAIRCOHUINg

media. [0155] Moreover, the present invention may also be realized by transmitting the computer

program or tHERAGREISGNE S drPeRe B eoHifuniditidh FRET LTiteaOar piisdIRePHE ork
typifiid by tf@ﬁn@m@w@@b&l@aﬂ@@sd_ ti@%ﬂﬁ@pﬂ@ﬁ:@&@@@fﬁb% W?WMW@*@@% kﬁrv]éention
may be a computer system including a microprocessor and a memory, the memory.storing the
computer prf&oﬁﬁaﬁ%ﬁﬁgrn%&dﬁ%%@&m @ﬁfwéea@%ﬁ%ﬁgﬁﬂh&@ﬁm%?&%ﬁﬁﬁfgﬁﬁélm
Moreover, thebpragramnar fiie digifabsighal may e exddetessblyanotherdndependest:tomptiter
system, wit r rt igital si rde t rted in a recording media or with
the program NI e e A R S S A R e S e
embodimentd &nt Ve HéRiong iz Beworbimediwith each other. [0159] Although the device

authenticatic[@ffggtjem according to one or more 5 aspects have been thus far described based on the
embodiments, the present invention is not limited to these embodiments. Various modifications of the

embodifhents as wéft hsReribEEREARY FESiMinG R orabrRdiosY e aimetirg shovenabsidifferent
embodiments drabnay heconerived RLiess skilledisbtie admayplse henslbdad withinthe scope
of the one Open%?irz?ng these methods with a computer or by a digital signal of the computer
program.
(01541
15 Moreover, the present invention may alsc be realized as a
computer-readable recording medium, such as a flexible disk, a hard disk, a
CD-ROM, a MO, a DVD, a bVD-ROM, a DVD-RAM, a Blu-ray disc {(BD), or a
semiconductor memory, on which the computer program or the digital signatl is
recorded. The present invention may also be realized by the digital signal
20  recorded in the above mentioned recording media.
[0155]

Moreover, the present invention may also be realized by transmitting
the computer program or the digital signal, via an electric communication line,
a wireless or wired line, a network typified by the Internet, data broadcasting,

25 orthe like.
[0156]

Moreover, the present invention may be a computer system including a
microprocessor and a memory, the memory storing the computer program
and the microprocessor operating according to the computer program.

30 [0157]

Moreover, the program or the digital signal may be executed by another
independent computer system, with the program or the digital signal recorded
and transported in a recording media or with the program cr the digital signal
transported via the network or the tike. |

35  {0158]
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10 aspects as long as these do not depart from the essence of the present invention. [0160] [Industrial
Applicability] The present invention is useful as a device authentication method or 15 the like
used for authentication of a device by a smart meter in a home energy management system (HEMS)
or the like. [Reference Signs List] [0161] 100, 100a, 100b Device authentication system 20 101 Home
network 102 Utility fétwbiie Bt packabreiisiisca AV 105 Cnfit) die &g 6REPH180 MitiigrEbntroller
111, 131 Copprissioning manager 112, 132 Certification manager 113 Gathering manager 114, 135
Home netwo[r(I3<1I|5:9330115, 125 Packet network IF 116, 136 Memory

Although the device authentication system according to one or more
5 aspects have been thus far described based on the embodiments, the present
invention is not limited to these embodiments. Various maodifications of the
embodiments as well as embodiments resulting from combinations of
structural elements of different embodiments that may be conceived by those
skilled in the art may also be included within the scope of the one or more
10 aspects as long as these do not depart from the essence of the present
invention.
[0160]
[Industrial Applicability]
The present invention is useful as a device authentication method or
15  the like used for authentication of a device by a smart meter in a home energy
management system (HEMS) or the like.
[Reference Signs List]
10161}
100, 100a, 100b Device authentication system
20 101 Home network
102 Utility network
103 Packet network
104 AMI
105 Utility head end
25 110 HEMS-controller
111, 131 Commissioning manager
112, 132 Certification manager
113 Gathering manager
114, 135 Home network IF
30 115, 125 Packet network IF
116, 136 Memory
120 Remote server
121 System manager
124, 134 AMI network IF
35 130 Smart meter

30



120 Remote server 121 System manager 124, 134 AMI network IF 35 130 Smart meter 140, 141,
142, 143 Appliance 160, 170 Database [CLAIMS] [Claim 1] A method of setting an identification
(ID) and a certificate for each of devices to a smart meter, the ID and the certificate being used for 5
authentication for network connection between the smart meter and the devices, the method
comprising: 140,obfdinihf2frérha shiarianeRr connected via a first communication network, an ID of
the smart metes associated yyHzyser information of the smart meter; 10obtaining, from a controller
which is one of the devices connected via a second communication network, (i) an ID and a certificate
of the controller associated with user information of the controller and (ii) an ID and a certificate of an
appliance which is one of the devices controlled by the controller; 15generating, based on the user
information of the smart meter and the user information of the controller, management information in
which the ID of the smart meter, the ID and the certificate of the controller, and the ID and the
certificate of the appliance are associated with one another; and transmitting, based on the
management information, the ID and the 20certificate of the controller and the ID and the certificate of
the appliance which are associated with the ID of the smart meter, to the smart meter. [Claim 2]



The method according to Claim 1, 25wherein, when new device information that is (i) an ID and a
certificate of the controller which are not included in the management information or (ii) an ID and a
certificate of the appliance which are not included in the management information is obtained via the
second communication network: in the generating, the management information is updated by adding
30 the new deldeMigfbrmation to the management information in association with the ID of the smart
meter; and ipthgd{ansmitting, the new device information is transmitted to the smart meter having the
ID associated with thé new device information. 35[Claim 3] The method according to one of Claim 1

and Claim 2, whenahpe ffsteBinmaich etk 1d'a sebghré cairiigaksaion sk
dedicated tofeqnearinieation wththersatar meter.15Claim %h@%@@tﬁ@ﬁ@cwmfg tesany ane of

Claims ] to 3, herein t troll h t MS) controll
SR T e T e A

to 4, whiergirethe R of @detidofshergeyiiegs is a media access control (MAC) address.
cbtaining, from a smart meter connected via a first communication
network, an ID of the smart meter associated with user information of the
smart meter;

10 abtaining, from a controlier which is one of the devices connected via a
second communication network, (i) an ID and a certificate of the controller
associated with user information of the controlfler and (ii) an ID and a
certificate of an appliance which is one of the devices controlled by the
controtfler;

15 generating, based on the user information of the smart meter and the
user information of the controller, management information in which the ID of
the smart meter, the ID and the certificate of the controiler, and the 1D and the
certificate of the appliance are associated with cne another; and

transmitting, based on the management information, the ID and the

20  certificate of the controlier and the ID and the certificate of the appliance which
are associated with the ID of the smart meter, to the smart meter.

[Claim 2]
The method according to Claim 1,

25 wherein, when new device information that is (i) an ID and a certificate
of the controlier which are not included in the management information or (ii)
an ID and a certificate of the appliance which are not inciuded in the
management information is obtained via the second communication network:

in the generating, the management information is updated by adding

30 the new device information to the management information in association with
the ID of the smart meter; and

in the transmitting, the new device information is transmitted to the
smart meter having the ID associated with the new device information.

35 {Claim 3]
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15[Claim 6] A device authentication method for authenticating network connection between a
smart meter and a plurality of devices by using a server, the method comprising: (a) obtaining,
by a controller which controls an appliance, an 20identification (ID) and a certificate of the appliance,
the controller and the appliance each being one of the devices; (b) transmitting, by the controller,
the ID and the certificzgerotthecgsiancégotained infstepi (a)tathe sEirer?, (c) obtaining, by

the server, an ID of {he-Smarmetarassociaten, wih g Heeh hiermatian.of fae siar metation  (0)

obtaining, by the server, an ID and a certificate of the controller and the ID and the certificate of the
appliance wARH &K fadcrted MtRUSEN iHigmbHENTBeshtdlemeter.  (e) generating, by the
server, management information based on the 30 user information of the smart meter and the user
information of the controller, the management information including the 1D of the smart meter obtained
in step ?t), afdaHB B and the certificate of the controller and the ID and the certificate of the appliance

obtained in step (d) Thagseciatiomwnith-one; anothsr canrd@3S(kirapsmitirg, by the server, based on the
management informﬁggnéiéh&m an thﬁ: certificate of the controller and the ID and th g[\qgr'ﬁate of
" { e@% a

the appliance which are a880diatsd With the 100 %ngesr%%%rﬂ}(e{gﬁ "6 T seﬁgr?yrﬁg a8 7] The

method accerdingptte Clairith, thetmdthadifribeccompgising devicgg) obtaining, by the smart meter,
the ID and the certificate of the controller and the ID and the certificate of the appliance from the
server; and (h) when the smart meter receives an authentication request from the 10 controller or
the apbflanck@j@e®drmining, by the smart meter, whether an ID and a certificate included in the

authentication requestdnaichh e 4P-andite eeHHicalgobtaine 8 step (@) and, (i) when the ID and

the certificate in the authentication request match the 1D and the certificate obtained in ste &;é)
permitting, by the stARTRENN S e @RiorREd Middt A DERRSdR thEsHaGIRTEES GPRTESpHARee which
transmitted thecggtaentication request and the smart meter, the authentication request being
information which requests authentication.

15 [Claim 6]

A device authentication method for authenticating network connection
between a smart meter and a plurality of devices by using a server, the method
comprising;

(a) obtaining, by & controller which controls an appliance, an

20  identification (ID) and a certificate of the appliance, the controller and the
appliance each being one of the devices;

(b)Y transmitling, by the controller, the 1D and the certificate of the
appliance obtained in step (a) to the server;

(c) obtaining, by the server, an ID of the smart meter associated with

25 user information of the smart meter;

(d) obtaining, by the server, an ID and a certificate of the controller and
the ID and the certificate of the appliance which are associated with user
information of the controller;

{e) generating, by the server, management information based on the

30 user information of the smart meter and the user information of the controller,
the management information including the ID of the smart meter obtained in
step (), and the ID and the certificate of the controlier and the ID and the
certificate of the appliance obtained in step {d) in association with one another;
and

35 (f} transmitting, by the server, based on the management information,
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20[Claim 8] The method according to one of Claim 6 and Claim 7, wherein in step (a), the
controller communicates with the appliance by a wireless communication compliant with a Zigbee
standard to obtain the ID and the certificate of the appliance. 25 [Claim 9] A device authentication
system in which an identification (ID) and a certificate of each of devices are set to a smart meter by a
server, the |Enandtae dettificataibetrig adati forenitr@imicatdifier e avadk icernetioa tebieer 30 the

smart meter gt he.eyjces, e sysiem camRisig; 1A gonlioler whichsantils. gn applgnce, the

controller and the appliance e being one of the devices; and theé server, wheteih the controller
includes: 358 fgt'communication unit configured to obtain an ID and a certificate of the appliance;
and a second communication unit configured to transmit the ID and the certificate of the
appliance obtained by the first communication unit to the server, and 5the server includes: a first
obtainment GkieEhfidured to obtain an ID of the smart meter associated with user information of the

smart meter; arsecanstabtalment maitceonfiaias! tthebtaitasd B anska esriligrimgt the
controller and the 1D, %Pd g%g.certificgte (ﬁ%ﬁ]e a Eliance Whigh a&re 1%%ssociated 'with user information
of the controller; ¢ SRR Man&der i%ﬁ]g EHSIES: BRSO HABr FRIOTEEENDE thE smart
meter and thensesliefanttibn 6Dthecdahtatter;ifianagsnikatapiotmation-tmwhichdbe g of the smart
meter obtained by the i tal nt unit e |1D and the certificate .of the cont jjler angd the ID
and 15 the certificat ﬁ&f@heggp%l\%gé?:%%t{&%a%%& l:tgy ‘%ﬁé"él%%o@& %ﬁg%ﬁﬁ:ea% UhiS Léeésé ngtég%ith one
anothél) and:ontroller or the appliance, (i} determining, by the smart meter, whether an ID

and a certificate included in the authentication request match the ID and the

certificate obtained in step (g) and, {ii} when the ID and the certificate in the

authentication request match the ID and the certificate obtained in step (g),

permitting, by the smart meter, a network connection between the controfler

15 or the appliance which transmitted the authentication request and the smart
meter, the authentication request being information which requests

authentication.

20 [Claim 8]

The method according to cne of Claim 6 and Claim 7,

wherein in step (a), the controller communicates with the appliance by
a wireless communication compliant with a Zigbee standard to obtain the ID
and the certificate of the appliance.

25
[Claim 9]

A device authentication system in which an identification (ID) and a
certificate of each of devices are set to a smart meter by a server, the ID and
the certificate being used for authentication for network connection between

30  the smart meter and the devices, the system comprising:

a controller which controls an appliance, the controlier and the
appliance each being one of the devices; and

the server,

wherein the controlier includes:

35 a first communication unit configured to obtain an ID and a certificate
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a transmitting unit configured to transmit, based on the management information, the ID and the
certificate of the controller and the ID and the certificate of the appliance which are associated with the
ID of the smart meter, 20 to the smart meter. [Claim 10] A controller which performs
communication for a first pairing that is a wireless network connection between a device and a smart
meter, the figt @5pairing beimgEpeérformed after a server transmitted authentication information of the

device to the smart gilgofie CORPIR COMATSIAR: conAfiRLeammuNEATRHaTEPAONTGHLIO

perform a second pairing which 1s a wireless network connection wit evice, to obtain
authenticatiGieTEfdFATaOh Bf tha iNAEECaRE iRt dbhdR® kLAt BRANGESEITigUYEd o thmsmit
the authenticaliga infermation of the device obtained by the first communication unit, to the server.
[Claim 11] 35The controller according to Claim 10, wherein the first communication unit is
configured to, after 55%%&%@5&ﬁ@ﬁfication information of the device, cancel the second pairing

before the first pairingfisspeststanec.cbClaim ¢3hfibareentolissaceading tofoneofklaitnne:and Claim
11, wherein the figt\&ﬁ;‘riﬂg and the se ondd?e%iﬁig% are%/ii[‘%%gﬁ_network connections compliant

with a Zig bék SEHARTg. T USeT INOMMEGOr dFine Sia

a second obtainment unit configured to obtain an ID and a certificate of

the controller and the ID and the certificate of the appliance which are
10  associated with user information of the controller;

a system manager which generates, based on the user information of
the smart meter and the user information of the controller, management
information in which the ID of the smart meter obtained by the first
obtainment unit, and the 1D and the ceitificate of the controller and the ID and

15 the certificate of the appliance obtained by the second obtainment unit are
associated with one another; and

a transmitting unit configured to transmit, based on the management
information, the ID and the certificate of the controller and the ID and the
certificate of the appliance which are associated with the 1D of the smart meter,

20 to the smart meter.

[Claim 10]

A controlfler which performs communication for a first pairing that is a

wireless network connection between a device and a smart meter, the first
25  pairing being performed after a server transmitted authentication information
of the device to the smart meter, the controller comprising:

a first communication unit configured to perform a second pairing
which is a wireless network connection with the device, to obtain
authentication information of the device; and

30 a second communication unit configured to transmit the authentication
information of the device obtained by the first communication unit, to the

serven

(Claim 11]
35 The controlier according to Claim 10,

35



wherein the first communication unit is configured to, after obtaining
the authentication information of the device, cancel the second pairing before
the first pairing is performed.

[Claim 12]

The controller according to one of Claim 10 and Claim 11,

wherein the first pairing and the second pairing are wireless network
connections compliant with a Zigbee standard.
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