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managdhieif}] Benplady ¢0Bg seaniet 16gsraad Rlg@bissliddt@Oia8hdd (Fpefahﬁg system logs,

il rat ed. enbodi SIE m 10Q i ncl udes
databaé%aélléiﬁﬁ"gﬁroanp% ' ’d?%hlP 6°“S8E§at°6% %F‘}é/“’ﬂg?%gaéﬁ?a%ﬁm%ﬁ«%“”l“
Exemp]diry mewerkdatdhesiaduded DoutdendGtvitEhRE. @xeﬂﬂblhﬂ&namiﬁn\deﬁces include

r. interfaces 160,

e
data seicglétélaﬂa;mgg&ye emfilja@r p}}yﬁw%l 8%“%’%%@%%@6 ca{(ﬂléegéeaders biometrics,
burglanBlaisemddireala@a’bi ned in a single platformor

di stri bu in two, thr nor |l atforns (such
o2 g ¥ Sl B o R e Sp PP LB RER 20, on
or mo1$ lﬂrplﬁ@’etsSI 38 Gk abinblletdyta%esal 40001 4t Rbrerv@LiNOidhivas 18) ShEFMmore user
stem 100 furtheraggescr'

SIE ed in
interfa sé% '&Bg (gtn'iloa?] ng ﬁ§l(§t/e§16éj7 irssomfel el‘mg &l&t%hﬁeé? mlﬁdules are
combiZ€d0R a sl phattbisn hretiedutddne ovdg tiratl etndy praﬁ“élﬁfs eckeadi@Fed.n). The

entir.et 2 ent 120
wseof iy B PBE P i eo B B capRtr TR 5o g arows. he
SIEM agseditt 1(020fuethdrl degtiseddatias. (Apr(theNElt 197308 i+t HMiledl bagraber 2, 2002,

.. saqurce.110, ce ses he. data, .and sends the
which SRGHEE uisrmiafel BF TR0 Bt s iR ger | 130, The agent
00291120 A@ipeonpIRD @to@ruﬁm/nmhﬁfeqe tS bl ddta &sir@tl 18 $>ecpﬁcraap ahej@\tntdeo

coltecf; AL RhE e S it o PaeRions b pRBE s B Bl Rt isgssed data

(“eveni0) fota riinhdeir M3(L MRe fHERhQ0 kan @fcradd ankWkerel dtich a8 Ll ©pardtd Qevice

For example, if t ata source 110 i s
commiiaiFE SRR bt RS sg i El Qs s eed (U s ot
consolttRtbrCig it h&ﬂhmhh)ﬁﬁﬁwdirh erdathadsoinuee.110. Fopaamelebio dicrtetatource 110

is e o Bt ae pita! PRATTREG TP BE dRlor TR fiEhfitguree.

one enfit@diiment, zlatagm 12(pig ge&pahdcan prodd fiol AreSightglnc FodICupertino, CA.

i ndi vi dual raw events are p
0030 b P Gy B ol S 36 AR Rty s naivicun
raw eVeais alie rpméd/aeldmomlzédztbng;e vaths @snfgt €30. Nsm\neron tayn 1nv01ve
zone and/

nomafib S IwaTS Gl BER TP i R B R

normaE'Mﬁg‘lﬁ gatc@ructde: 1ﬁ‘@ta®gmh10ﬂ @(dlems [ E’i@nt&czﬁﬂmmtﬁgonzed usmg a common,

f
romanG SRR h A Ay S i USRS Acrodee 14 SRR Epnd Gikes i
casicr armhblyZetht benk veng ﬁlteus irulgp, fepbittse firg], datalth@storsy I@PAE tiihodansht, the

commpls el Chinnt Peat Rt Qe R s het s B ERT EP R e

NormdlizationAy ﬁilﬁhcgl'albscnbd’ahn U Applidadiat Ne. 0i388,p4llr, fikvd Detkaster 2, a2,

n No. 10/.308,941, filed Decenber 2,
which 535 e PRl B b PR R BT 4T by 1 of er amco her o n
[0031]i n |Agr@ah¢rraelt13ﬁltel{1@(}8dlﬂce Anggblﬁ@ﬁbf%nta@ﬁt fol thd mﬁﬂagg 130 which

ms of events sent to
save (RF IR S Rt Yl m A iR At e g ipaas axciicy, and
reduces leahemassmgwﬁnﬂmg@gﬁma iefufthe idesatiyedan . Sa@pplicatyn Nard/308,584,

e Ly BT e R o ks i dbis B ey gl agen

120 sebdcepbeto t2; mé}ﬁ@é 130\,hli telehéshakrdroably dxpicoiopof atieelpdiod or based ona

thresh%@ SHIPEGI' 0 eveﬁtré% (é{rea i%agchmﬁ eBFg%( fﬁ;r tgaenBlggggﬁ %)#ge? %gneagéjrsl 30 is
ﬁlrtheledemrfbadl indnS dfatedt Nd) WEZ 1p289, adumirMiasse 4005 nwhich Bhesbywindorporated by
refer EQ~11nu %§Qts bei ng reached. Batching events for
eee?? H& 916 the manager 130 is further descri bed

in US. Patent No. 7,219,239, issued May 15, 2007,

whi ch is hereby incorporated6by reference herein in

its entirety.[0032] The agent 120 can al so send

conmands to the data source 110 and/or execute

conmands



on the local host, such as instructing a scanner to
run a scan. These actions can be executed nmanually or

wo oosig26aut omat ed actions fromrul es and dat aPCT/US2007/089027
nonitors. Comrand support is further described in U S.

| ] t 0/ 3Q8, 417 De 2, 2002
0032(,P P R6ER T\ o SR Sty 0% e SRERA L0 wita cReffg commands

on theil(ﬁcﬁl et Slfcﬁhymstﬂihﬁng’ﬂzg@ﬁ]ﬁneﬂ.ﬁ@umﬁs{taﬁ|T$1€‘)seadtﬁbnh pénerREdu@d manually

t he daath it. has IIected such as b
or thrdySh S SpRRLR O Hopbish 31 R SHRs Cab MR bERd dEribed in
U.S. Appli@fici€No.t10/3083 01, ‘ﬁ&dllﬁkehﬂﬁ:t na@0e?, lwaddhiphaadbytil@rpsritaidg reference

v e A5 SR A B T e g et

by lookidQ ug afInteieh PrbercolEP) @ddresd hﬁd/&dfobtﬂﬁﬁé&‘m raddtitoassol via GP/Lckitiaghe
rnaI|2| conponent, a tinme correction conponent,

kmkq?ﬁqg &gn conmponent, a bat chi ng conponent, a

Hm3ﬂreSOﬂmagmﬁmﬂD@B@ﬂ@umavhmaﬁgpﬁmbd@ﬂﬁ@mﬂ@ﬂﬂﬂeamdﬂ@Wn)The%mm:
tiona nents. Thes nmponent s can

120 Ca&é’%“’:“{ﬁﬁf’%"%’i’r"&‘f W&éeéﬁ?drurféf%g’d{“ﬁrad’ﬂﬂ‘i’rhé% F‘E)‘BR‘PS]F p time correction

compo@lemmmggregamoh bemgaerdt) Qrakching@Bmpérest, a Bskrlmgomponent a transport

configura the a 120 is re ered t .
comp oG ATT S OB O PUISRE BPHPERaP AR ST Ly pd opdeeipared
through ApprbjFiattadomns@dy i6 ehe Lo gundion €&l Dathgyehfigtraion, tih&ecmdents

resis i paeatiep | Bond AR Rl Sl SO B a6ty one

desire® Behdvitio Thdr@zeag@ntis fhitkr aord@umania Ghrﬁl[gh(b@thfm@u;[l aﬁal ﬂﬁomated

u te. Agent conpo ts are furth descrlb
procesi St St Mg TR S n B ag % [ e pLACBEpm S g gttion
updatéripent corspdaertedry firhentepoibad BdJ. ByApéiteioe Noel (ME8eHs, filed December

t t 4 130 d |
2, 200 B b oS e R kb PO Eapabi | 11 o5
[0034]an d A afadigee B3 0papades hihadlys8 S apaGoitied) 0ise aiana:geﬁlelbe\towefﬁmz dabz&nhtles
t 120 .can be rect
and se B i Gt e enger 15 3ot acland it 54! R Fmber
directibnl (e, tpk@ibfeahdmiagéri 100 to thasraig e tdmbhdA)to & glaefomi ly@tiggithe agent
| install at th 130 .
120) ap B RRTH 0 bRUERE plea BT E s 47 R Ryt
agentsi 120 eidah ifmaﬁddnfeﬁﬂnﬁbn ﬂmlazgﬁfaﬁagﬂ:ﬁﬂ 30 e.q. manﬁ@fﬁgaﬁrosed at a

depl oyed a headquart erf
corport Bt 1R e iR dRORGEE LS oy Bl R kS repors,
data motit@s daghbB@odst ad rﬂaioak mﬁdhdlst or @&¢ cohbsdibeds s masuger lr?oéﬁsm]‘aka—based

server R0 B BIEEY ShSLARY R DAL A A

[0035]Va N agetys{s Eéii\/gn_clpﬂcodh‘rmtlorf E:mmla%bﬁ ,Sind bdcalatidhc For[e@ﬂﬁlﬁ}: the manager 130

Cross- (éogrglg?/egf}fé ggéarlr‘gsl:r%?elvga grr?ﬁiidrge agteﬂté ?ﬁ% g{%gaﬁrg]lfg%lglone (not nhown) which
evalua&rs eadh-ceatt ivith attesrithelcband Bt Bitigi ivthdtioo m deheopgelndrse threat

s B i WS e e Doion ST o7y G BEner >

2002, whi‘ch) isrieicbp incorporded ey Eqﬁerérea hertinneitd dakiat Regundiag ¢a@Smanagement,

the mal%ger T%Oa%é %‘Eu?]léa?n Ieg{) sgrggr t‘rl;%ﬁlét?nelgo sgwgéysln&ﬁ?rgsnan]ﬁ?elr resolution.
Incidehere;gipty aterfmﬂfepd)a‘saﬁled 11bU St apgicetivmeNd e0/@1 3471 nfiled Sovember 14, 2003,

et e man
wien S RATEL08, RE3E IRACETRIS < Ll TR0RASE 00 ron
notificatike, dﬁlrrt:@rtarnglﬁehﬁarragefres@bamtaﬂso mrovldacamémb alke@oledgs basee
further described ation
00361 ' RisYE B Eppistiogy B T eresy n HesPig i Syprine e
eventsheyati @ftiemetobe ubrerl@enfor dnalytis aeintfereatey In (&féﬂlb&hﬁelﬁahe database 140
i nclude adm nistration, notification, and reporting.
The manager 130 can al so provi de access to a know edge
base. [0036] As events are received by the manager
130, they are stored in a database 140. Storing the
events enables themto be used later for anal ysis and
reference. In one enbodi nent, the database 140is a
rel ati onal database nanagenent systenrsuch as a

. e g o ~ g = -~ 1



Shores, CA. [0037] In one enbodi nent, the database 140
stores data in partitions, which are chronol ogi cal
W@ 108083207 t he dat abase. For exanple, one new mT/USmimmom
is created each day to store that day's events.
n can be conpress

) d sto onl i
is 2 o] e e P g e ahchias § A tabOf i Pf%%%@ﬁ@ﬁ#ﬁdwood
Shored, SAf urt her described in U S. Application No.

l°°371.12f:§?‘§8?5 St et Bt A8 R aes N B Bon B chrppplogical

slices Ofitee @mddbacti PERksmpa oht ﬁdv@phrﬂifﬁ)mafg(ﬁ'm catlSdapn@Mod@cht by s events. A

t St t. of
R A R R R A B S U L
managﬁmeldumﬁlrtﬁd’r(dlcﬁbddfﬂl g]fﬂ Apbhatior W& 38]839556\]5 @ifed iMMyel; MMSWhlch is
ith t t
hereb b LT A s S S0 Wl 8B b R e PReement
provide@by the SmaArdrafeirciviofn sndattrievie camgioage bf thdQecufitydiifegy e

er 130 ort. mult e. user interface
mfor 0 g M AR o R e b B I ons ¢ ot e
[0038Javai A adh étdravts whieh ths Banagviel3h abl euseditedepa 6 Taaudchrterface 160
user's . role an erm ssjons and/.or the er's
enablel Bn i St o R R DB Re Rat e ot TR et mpagrd 30 can
suppo mabipe: uged ibteifAce i eaessi The fpihetend fignadns tHabard Seaihible tothdeser

30 .and dat ase 140 but r of essi
availaf e SRR OB NP BRRT poam o oo SRS R RS sRpGadln one
embodimeny] aeckgecdaaslelstsapﬂﬂmﬁlhﬁlh Gecuifitylpress @800 dihk sztmaaﬁanager 130

tl th
ond R s Al S S FRRGT A cih The> ARt Jpbtyend
knowl[:dg@ Bks dpprapriete @dﬂhﬁ)&smmbl,hutd‘l €ommatieationdettvgetie Dnagser30 and the

t d terf d
user“\}\?é Ceof’@ ‘2 dlfﬁ%\éoé‘gla\faﬁ gglggp Zs\i/or Ikgt :trl g(r:]el ﬁtner?ace
[0039] s anshaadaldonet, siekd awatrve tg lof 6@t ineRfadck Ab60: iaSvoirkstatiog Babed
) f full-tj. it taff S i t
imerfe R ot e E i Bt o SR optrge

applic@iovitliad 3rieided T @satyrikistime isﬂ;nrityn;taémﬁ aSecurincOprae®nafenter (SOC)

or simfHiseit HostiP e o Fadh Tf S0 B stk i irdigring tool for

creatifah@movififibOfilsers, file, wporkss patmalscoveig dishberdl a0 denabingsrs. The

us.e o adm n ster e dat aba artl i ons
works Rt ferty BO R s s R iy b RS A bR Bl SBi oo e
incidehtOtivestigatipd @d réploaing)p Flusdxaiplethe woksthibmantertab keblead a use o perform
. to r.for out i,ne ni.tori
routing SoREHin® old SothI e iy ot Affe shtne® ril R B tappoutine
admints@attvic figncechy] Tnioat Eralbdditeent, WOt drytgion imeréneis eld s TBnkole product
f t hg \qul:;ikst ation interface is the ESM Consol e pr oduct
om ATeHRAPES ght, I nc. [0040] The web interface is an
[0040]i ndepervebbriterfuae isra@ il pdnylerit Bﬁd Iainbﬁbfl installable @b vever thaaprovides a

i d f 130.
s E BTk AT EPGR T Kb ToCETR RS elal g o v
as a sti¢Siligd iider$ice Garrhdterads oﬂM:ﬁfage&mM@rSewsy Broeidsrs OFSSPs), SOC
Va S S P
operatgrﬁ,ga]%g{,l%elrs \gtrlo\éll}?g '[j) agi(;:egsr %giaﬂa{ggr\é gb(guéséffe tﬁ%%ro Q%%%e@?ork Because
the web3@&vérrcamboiditslicdat 4 foeationh edn@ed E(ﬁin fetivander 1 Be druebd strhe can operate

aServer be install t | tion.renot

oursicf o gt 55%36R Tl ' S 7Bt r R n Bl A e ST S
drill-dbwe cdpisiBtial ln ohhahqu[rﬁ)etne @t § sdehuéty fanag elic \ﬂeﬂﬁﬁnter'ﬁfce dvasmot enable
authorgg{ 6)2%(511%%1?5&%@/6 ¥l11’lﬁt1(6lﬁ engﬂ%%% ﬁ%etn{ tlg%ve d[grgalj:F 15, the gl‘*’(‘:@lght Web
produdt datmuareSighthimcweb i nt erf ace does not enabl e aut hori ng

or administrative functions. In one enbodi nent, the

web interface is the ArcSight Web product from

ArcSight, Inc.[0041] In one enbodi nent, a | ogging

system 170 is an event data %tor age appliance that is



optim zed for extrenely high event throughput. The
| oggi ng system 170 stores security events (sonetines

WO 2G0808x67t 0o as "l og data"). In one enbodi nentPCT/H82007/089027
security events are stored in conpressed form

Ho er, the.l ogging.syste 70 can retrieve these )
10041 ot S i BT H RN B et BB b et i
optimidat far exiaintliy pigh e @ eirei@ghmy Sthe Nz gingQy e 1 Wostdeed sogeih@fents

to scale, up to su rt high.sustained.input rates when
(somefifes i Cb O 102 H0 B p OB oA RTR e T T b L Sgred I
compréB D En. Hpeetr, hetospink sptenl DGty s thegtsevdnfOon ddniaser

[ t | [ t 70 Vi
e Ty R —
suppos Yiigh @ustalnéQ ipsit tatee whaggaingRr @il Etenk quiics’tan Bt gidtributed ecross a peer

0042]1. The | ogai.ng system 170 can r.ecei ve th )
nenvo g Ghiok BT L S R R e R P P scsrrece o
shownlM e Biie dnthiothiadicht, ﬁl_lédoglg&l\gl_sﬁs\t@lm'ﬂl i? tha Lﬁg@r erstad EIﬂﬁﬂQriSiglay\Inc.

eyve S . are rece | rect rom ta sources .
004217 SR ey G {EEeh st b iRl R G e ingep the

Comn¥ ERés Famet)raad eiwsdntf. 10 tha@entiseld wosveimmmageeisedl@fctly from

The ing system 170 c so send both raw event
data sopices RSB B SR LS T B S P R et iet e e R from
agentsdl @ os@itag@s 1 My ThoeFrsSagas! 7() tan Addyseiiehoticay ch@its and processed

shown nd processed events are sent to the.man r
ovents N by e SRR e St m RS i SR B g, ana
procesbel cownits §rOQ48{o tHdhaiagdt 180eTha @y d@sad 1 19adll be further described
architecture, the SIEM system 100 can support a
centralized or decentralized environment. This is
[0043]us ef THroup® Clalib eveadts@ibgdint Ziget tuNtha8YEN@ytent 100 capbupp@nd catralized

si.ngl i nstance_aof. th | EM system 100 and use .an )
or decGafld R RS TRs v Bt et A v ey a sinet
instandehd therSgBmi sgatrh 000 dnlYis€dnonsss toatrodpl vypasEpanetseABrikvvely, the

Ssystens 100 for each of umber royps and
orzaniZRL G gaege RErPEstrat STV a st P R B0 Gpengr groups and
consolitapl thym@imt aCainaates’ deat IShehviedeploymottlcanvalionehiswad'“follow-the-sun”

ar r angenment er eogr aphi cally di spersed pee roups
arrng QA R SR o et S5 CoRRE S sl her ) BB
primai@\oeérsigipitspo@iplin & the biotjy cur@ntliheorjing Wandaud e ikdsyhours. SIEM

B I N T L
and supptsi Melsp Wiavksialins! nvobgensapfanaiel y and support a

rollup to a centralized managenent function. 2. Log

Data [ 0044] Described herein are systens and net hods
2. Logfimta storing | og data efficiently while supporting

ing. ,"Log data," i b d
oosa P ind hedloon Tens BRTRES BEC R Bulpf Bie “RBRAVALS
suppo@ipg it @hg. 6hsg daldjesasaiditredie 8ar eQlehkd@ed byovarioxasopices, inthading both

. dat ) 110 d i bed_.ab | X
R L S T IR .
well asmﬁmystdtﬂat (ﬁiﬁ?ﬂe&, ofehying tcﬁterﬂsnafnﬁa&m mtems,ejatabdﬁn p]llis%]cal
. mapageent systens, directory services em he
infrastUSEE RN g R By T n CHTY R oep gy D hagrarion systems,
web trﬁ)ﬂﬁo,lﬂfég'ae% fﬁyrsgéms,ytﬁcb[eiéﬁtp; mémﬁ,tﬁmﬂlﬁ' &meﬂ&ia@fffalﬁlﬁ’gppli_cations, secuéity
appl i.cations, ri syst.ens, i C evi ,an
systeny Bypig) JPds. nd SRV seireed Stp L sty i mahier's 1130,
[0045] OO%Fys&nfgaﬁbgmndag}dMﬁga{iamy k;mgs Hgteaample,nwgmtmg$e reEfir/ed (e.g.,
X e, .l og data.can be received . (e.g. ccarding to .
sccordS A0 RSy e SRNE AR ReRE L BR S § S lia BEE et e har s
stored dzaiys&acmdtely g Othebynetheddndigdeafot bxaepteh@pen Batghagy @dhnectivity
| | t el . h ds | d for.
ool S TR S RS LB St
Net wor k Managenent Protocol (SNWP) traps, NetFl ow, and

proprietaryApplication Progr@nning Interfaces (APIS).
Log data can also be input by a user (e.g., using a

below



command line interface (CLI)). [0046] Log data can be

in any format. One such format is, for exanple, Common
WE@RN8E6eT mat (descri bed above). O her fornat sPEF/ES200T089027

exanpl e, specific to the data sources 110 t hat

SR e e I i R

commenddink itafcbeLIf)or exanple, an entry in a log file, an

entry in a syslo erver, a | ert, .an al ar a
100461 ¢ s Skl oty Rimgty Dt B B £ Sl Cpmgen B Format
(descripedgtont), Othbr fornedid are, Sorgeneplatspeifientc ehealnd solges 1M@that generated the
change afterwards. [0048] In one enbodi nent, an event
MPncludes inplicit neta-data and a nessage. |nplicit
[0047]et alddakha icamprisel dfdee ormhice dai instancapeailitd “dverts. @ Xakjdnecan be, for

he devi. licati t hat t th t
exampf G Y T RS TR S A S e e B TR R T RS o
email, bh@n@ife Bionyagy. Gegchéheaedveht it foterajed ohde a0t dod bR Afterwards.

the receipt tine is a date/ti .Sstamp, and the event .
100481, 00 T @R¢ wbodimitiap B BDb e Pt @ s Saed Pt meta-
data c:ﬁdgcﬂﬁibﬁr_lihfn_la'ﬁbﬁl hl?)uAﬁ(ﬁ&Sﬁnﬂa filier dakicé Méhlﬁ;?blic_adaf tﬁzt_%):n@;ﬁéﬂ € event

. escription of the sourc QSSi i ncl.udi.ng. ..
(“ovenf s SHERBE YT R TR B0 EP IS RGPSy P i) In one
embodifi&d She rEbpt tiaRdageatd/epe @septasd kb atennasirde &ceienadk Elidpoint

deni B ARSI AR O DB BTl S 1 or

sourcelTp@Sitlg eéndhglifgrigferdiotnboaxihe plodiict desaior farls/eaionot ewor t hy
scenari o or change. I n another, .enbodi nent, the nessage
10049 0P s g PR hed ™ RP S LA™ TSI ey gy 3 Ay form
(binary 8atqllphinuedric {04, ceyanPheemindinar, Shagestdge isfes Sagetext\ie describes
ean event .sour.ce ner t es baﬁri:l evteglt t he ?ventl%ct;suall.l Y eta
a noteyvprthy, sgeierio fr hpngs D SROPS SOPHmEN e g lyorachdoy Fiplicit meta
data. B3xQLdr me&a dfth awdhtiincddoxa@ple coytpatsing)the nidyeage VWhdén an event source

SO SO S W NANT (b MR -

(“eventis@drrémoe timeg| Visd s ent Dedutreice miinegwkioh is sQuatl¢ e datetitne Btamp, is an

roduce. non- uni fqrm explj cit t a- da e. d. riori
exampflf ST AR 0 oo SRR Gt BRSSP Sy Sl bhoh
produ@fnbeahidamheypleanits-dan@. avprictity ws extichlity ggercer event) .

. 050].. I n one diment, .if.an event does .not i nclude
deviceAoRiR gy ARG IEHESY SR ingtbishb e Bt ner ot od- by
[0050]an evient erhigclénan€ fif Mant dbes ﬁl@ﬁﬁélﬂ(&:(hntob@nei_d@nﬁne, an implicit
timest R S RRA Y P rettabeyer MBS ad i Sl BB hetgyy s rated as
the oripmhlenturghttichatawpr deth dvhiitalgbeey@d halisotyisityeloByarddelitough

i A3 B 058,30 LB ) 400 S EUER

[0051]r epriasentsbadintkat, an stahtiepidsedtstaliata stri@hrtl @sinclnd:s Ofic ron@e ficlds,

fiel wh h field tai I T [
where gy ffteaf ERS E TG TPVt ForaRt it nd B B o
100 byads td 0@kibpyes to 10 kil obytes. 3. Loggi ng System

Architecture [0052] FIG 2 is a high-level block

di agram of a conputer 200 for acting as a | oggi ng
3. Logging Sesrerl AGchitbet@e Securi ty i nformati on/ event nmanagenent

oos2y; ) 8 SR B BFE R EReS rinEe S0 RoL I Ebinbasing em 17

of a seauriiy f@GdtionAlvett nembigehed: (STEM hgstbi 9 02 ording t@omsesmboyiment.

0 t devi 208, d 210, [
sty BRI A0 i 2 B M A s R B8 2 e
memoB AP} edtorzdeGlevib 12 @3ne kebbad R e atgraphibeadhptact 12 on@linting defice 214,

the bus 204 is provided by an interconnecting chipset.
A display 218 is coupled to the graphics adapter 212.

log d
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[ 0053] The storage device 208 is any device capabl e of
hol ding data, like a hard drive, conpact disk

wo eadognby nenory (CD-ROM), DVD, or a sol i d-stBCBEUS2007/089027
nenory devi ce. The nenory 206 hol ds instructions and

and a % h%?;pgeégg% ﬁﬁ) E{n%{c):(ﬁg%%r %g%%cuo&?h%{)gtgp Llll{}%él 1sd%r0V1ged by an
1nterc<ﬁlﬁd:d111hg algpséew diglaya@n8lisicouplaed therprapaieb bdupter 212. Wi t h t he
put ata |n the co

ut
[0053]g r agﬂ]e Storagg gw%eriog 1S %‘ﬁ? engg‘ élg]ghng ’Ol'ﬁ(ﬁ él&mrd drlve comp act
disk rdatioBlk Afeioen(CINROND), IdVBp(brat)soﬁ’dL&ate ]ﬁ'&ﬁloﬂﬁiemé krhadamb@rz% holds

instrudk ST Sl R R s ey R QR 21 S e il i b

or oth@aypehap@ntitigfdeeit € aid RncHdan c@itieltiot aitp dr&aitmaid2a6 td k@S data into

the co Ry i e BT e Batebn 67 Bk Sl an " Ny ooy

218. meﬂ@wt)@rada% 28€Edup@s ths canﬂm@goang) aSly(Sall emnlia BrecAAWbRCK a

0054155 R BpG iy B30 R Hh G i o R e g Bions than

those shO8n GBFIGDE 1h addtionathe t@tipute ITod eanflﬁdkmbﬁdilelllﬂﬁfﬁmdtceihp&ﬁﬁts For

exampg ARG PRE g ok Eo R R R G 0 poiting gevice

214, geaphioggiaprgr B Sdnefor difflayol13aMe0ur] thy/storagcderiat L@ ag e Rkcal and/or

remor R AR Bt 00 el 1S VP R R e b DRSNSy ng

[0055]syst1€1m 180 bloek ldisdes ilost@red loggegiyviein 130 6f a @c@ttpr age
on..mechani sm 3

320 d
inforn A R gy B T e AR e RS SREC R dp the ilusiated
embodithatt, thy/loggilesysStgmt 16 Mink desCartv&it pioeik ¢r 3a0,| aastogeze mandxer 320 and a

R e I M R TR

systemM T0lva@supporgal Brdeth@mbérfolf e(lincul[rfﬁﬁ) E8dionkvéthanaR tevéne eetives 310. In one
b 10tre ei ves Iog g%t.a cesses(% e Iog dat a 340,

DoAY eﬁfc‘b‘iﬁ% TEChat '“Sc"}?ﬁ%‘f‘%“edé@ U EVENT r ecei ver 310

[0056])i ncl ThéeSerarammrBa)O resyisésedsg Bb340aprs@bseothe dupala@r34npine outputs a

« nda t.a struture he contr
dora Qi S50 58 oo RSl B ROS Forbf i 7575 el O Sppor butrers
360, aﬂhﬁm@tﬁdﬁiﬁ)ﬁﬁﬁctbmf%e I'the BﬁlﬁroﬂithetrhES ietoathahatitchyuotiple®to the set of

T r.ol 355 control s operation
one Orél?or? P]‘Eef%éﬁ%é’htanﬁs {}g;}ta %g]l s further described
[0057]be| Olewbiitiol s@fcat Ficenttads dﬂeﬁtlolﬂof thOOsf|recEher 3l@tandfs forier

stores one or nore events. The set

3
descrlbe‘rd bg@?vagﬁi re%%eﬁc tf’?gG stores, for each event, a
[0058]t | nETHdattef shadTndréiatffereol et onh@mdrb eveeweme sead buffers 360 also

received by.the event .rec 0. F r exa
sores BTN S ¥ e Sgy R AT SRR 0B TR by B en
receivéri e/ szat:;an@leama semf bueffefs 366 raprieyidsard (éhdh@valt ﬂﬁiem‘xee/mtér dtarmy value
005 tadata structure 365 stores

(therelﬁ%"‘[%gl&)é? “{{%\Cﬁg’ im{“’h ontents of the set of buffers 360.
[0059] n Ore n&ﬁdﬁl@ﬁllsﬁmmirc: 36itEedmitatiataboutnied dogkests divde sembLpigfers 360. In

ntl i.er dwith t vent r cei 310 t hat
one et I mEREOTRTLRS ihvhidus e REF RS hs FER b 310
that reoa‘wddlﬂﬁef @Eﬁig, tl&mﬂlmbémrf cembsin dic s baffersypiid forfehadl ot 8nedr more
w i, al ue and Xi m,val hat
feldy Fer e g St utR s T e e Gos of fiticgpt har
field ovdrall@¥ thategentsiin tHagctE buftdrs. Bhf fetadata shhetursestcadat & a search index
structure 365 acts search i ndex when querying
when GBI S RS TRL BoDe oo © 100601 For enamml 6.
[0060]as s Ufe ctdngle, assuiey that ani enexdt udﬁﬂes&l ﬁdld&d:aﬂied: atduednceTime whose value
reﬂecté.av1§ zfne%&ag }-Iregeglt \é\({éfqrsrie% za#cglglﬁeglg HF}E W ) od I'}eeé& ?fllrlgtlerasq %%e metadata
interest, the netadatastructure 365 would include a

m ni mum vaI ue for Occurrenceirf' me and a nmaxi nrum val ue
f or



CccurrenceTi me. The m ni num val ue of CccurrenceTi ne

woul d be the OccurrenceTine for the event in the set
w@toobsF2eTr s 360 that occurred first. The maxi nPET/USI008089027

of CccurrenceTine would be the OQccurrenceTine for the

e, set. of buffers 360 that oc urred | as
st S o e Cia Bt R aRar gt s A b S Vi oy
OccurhcdTithe mas tmnnhﬁlntvh]lus OHMOﬂd:ﬂ’crEﬁtme thohHrbe ftl&r@&:,cultré’iﬁeTlme for the

nmet adat re 365 stor es a m val ye and
event in the e OrFLa? %& ?tr?éi?““‘reég et MHE"MaEhg, ue %’ﬂ%“se gpe would be
the Oc@ERLgAtime fdm& cO¥e in 1@t bet of buffes 360 et (‘,&:cmi’edtliﬂse set of

[0061]%2221?1[9{81%1%0%?1? ni ITgerln 121#?1? ?lgg 3 %8 te{)e]stnﬁﬁpo E (glgﬁnthtﬁerefore

the mdiddata sﬂ\ﬁtﬁuré BEsedlsoastbrési arsinimuhhealwesxt B‘Mﬁikinﬁﬁm&h&fthat reﬂect the range of
Rece be the Rece the even
vatueo R ESE Bl ol af Sy S AR bR byt SRR e ime
would%ﬁﬁd{eaapttnm@ﬂaf the Vet it sLEHbv ksl 86(0thatRes eacpitvérd fivet. The
mum va

i R OF KA T S Gt G B BLecE i 4™ AL PGB geuters 360 that

was ret&Cdi l5ise ITEtiﬁeSe.mbbﬂnartb vl ee ndbithuirsvatdews Redtipofitme s tonkd. Gihthis

eps when a u i S . gene d, ri bed belo
embod R RS 3P Db BOERD E T b I G6H e Trpimens. 1
a bufféri360 mfhkhedlotien @fhidReagicpd Whditen dhenkgis gerﬁﬁl&d&m«iﬂﬁd bab\e)r dhe

max1n£\ﬂ102\)%ﬁ)lf RF(fe& t nbof?b maloqeﬁ% ﬁg gannqup \iagle 8¥ ﬁ%‘%}sptﬂ(}gla (e. g one second

later).val ue that is determ ned based on the values stored in

fi f t 006 Th g
0062 B apT 335k Vel s Rl 90 TR CrcobRERP Ry orivea
value ther if fad¢rmifed pasedon the VﬁlU@I‘stoefﬂﬂ. in dheorsiicae Agds stanagar. 320

i ncl a control. system,37 tafiles. table 375
00631, " iR orib BB Rt R ST B P b aL i S Bt an be
querledOlmefsthagS yahae B00ndiglecommtol sgatm 320, w deafilpd @bl 305, taleBunks table

tafi nk 380 dt
30, ooy ST bler a8 Jnet Mo ai S R Rrarin PR b alniS g I
datafileomtle 675 thopaurtd tadlke 380, aht e Shosagee tanfieeass320 and is
furt er de cri bed belo nce to

100641 0 EF coR BT St oagn Rl s tallo S TRES fuagangey dig is orher
descrilsdd bdlowtwieh r@feﬂ:n&rtomel datafiles 385. In one

i.n the files table
0067 oo CieMibtres GBEALE Ay inbolmbP PSR o B iR Ratiéhasg,in one
embodithtocatteshiry andie ﬂhﬁilmﬁtﬂyﬂmlbrmée@ ofie dumfilER Sifokewitic dpade has been
e and the |

allocat§§ ? i a%r?t?yemalugesél?l% qﬁez}dg{}l (2% ?ﬁso%ateﬁl aV¥1H1 tﬁ%(zt %ﬁ%an%&]hetdllg(gation of the
datafilt (d.€, afdeey)stemAa gath aferdirg adBbfile InSthdAldE]taﬁ]h 88 sl adtafih kieslatafiles table

375 mi w Do Pl G2 Rl S0 a0 D@ ali® s s s gamote i

a databaBe @otkhb@b@aBeont ambodawdatafiled 38hare elidoadd bafork they are needed. In this
at af i 85 ar @ al l.ocated f they. are needed. In

embofbE b Rene Mo 2ERBE oSk deRe PR PR RS

[0066]dat &ftielcenks %le(%akﬂoed indorinhfi@eabbutshe’ gne ios mumichiireks A8ithat are stored

in the %tﬂr'élge %%n-ggi?r 32@ rsglc(ci ¢ ﬂy(, 39%5%‘30{11?{2?% grsnécl)rg El%[% t%8§ptlrﬁ£n%%tmbodiment,

this 1nﬂir1ﬁditﬁ)géncﬂmlﬁﬁg(ﬁrea(312ﬁul(lsﬂepﬂhé me@ddtystorsd rtedchunk {daeribéiebelow) and

the loe@fig TR PRI e AR e g s BRoc TR I gt R gpchunk

and ths toodtd wthint thedatdfilikhdrels chiink écstdred @w), aamntoffshg). Theeimianable
. of the chun e. the yni que identifier associ ated
380 s Soret B SR i Babpst IR HRREL S e ehunk ang e
[0067] OcCaA idaafilas 8 hitered heltiplatiafnkd & 0whame etnba@livbny il dasfikt o @lek same

size (elggfj}l igal %% aata a?eaofrga%%%% %@eeor(geﬁ.g]:uééﬁ%%g?% ‘[?5 géelfils foi%v%n% ¢,ona

datafile 385 stores multiple chunks 350. In one
enbodi nent, all datafiles arfzthe same



size (e.g., 1 gigabyte) and are organized in tine
order. The datafile 385 is stored, for exanple, on
W@e@s/08lizék or in a data storage system such asP@r/ip1067/089027

system (not shown). If the datafile 385 is stored on a

raw.di sk, data can b ssed f ast er C .
row GRS RS P B Ph R Tout B L Binye | e Higss i sored ona
raw dié-ﬂ d6ta cBaRUtdchyed GaRr, bidcd alditidasd eders 0D BABctidhare not required. Also,

ni cation mechani sm 330 conmmuni cati vel y coupl es

Secumtyr‘fg EﬂFaSF(gcei ver 310 and the storage manager 320. In
[0068]0 ne HirlkosliniRivition nftehamBMMA30icCaMuNiIBatively o aujls MheE36ht receiver 310 and

e sl P i Rl G S bt Rl LB pray
public ®0 WibIRj- pnmtw Aw R Gl SN [3fhet. MCdthed embalinerits/ &Ie@omﬁlhﬂ\l@i[tk)n

mecha(némg)gs ing qd?s?‘rl&renvdt:e I%:/tlgltr(]) ! (Hg%mr rg%re gllstnfcg :(_z’rv I?élgarl E]éell\t/ate networks (e.g,
virtualpeity o h&ﬁv))rks Coloval Bics ﬁétWGﬂks)l Cﬁlthﬁsluﬁleatlaﬂ tinksrt@ BAd fi@n the communication

tian nech m 330
mech SN0 i ST S actie korar T e Sutlils Hdrth Sap b one
embodimer ke @ micresd mechinésnt emmsl A pauikt - it haRIa IS ticB 80ani 1B-based

sw t che et wor ch as an | P-based wi de or
wide GRS Rl R eI SHEre B2 he B her net
[0069]pr OtIﬁ@lﬁd)ther[e&@&ﬁl}neﬂtnhamﬁﬁrhﬁﬁcaeﬂblﬁébhmﬁﬁh 33 R éocal to a single computer

enf QLS P UTES ARSI 0010 0SBl 2, L Pl 0 e

executir@QAitheaama 316/1(&:51 dn mlmﬂio tiatenQthe chi@mahicdtidg e cOinBRHEI30 320

ecut | devi e). .l hi s enbodi t, )
R R T i T RN S S
copledetx aafue Joctthonolaghensory, @gdtomis@fidaviad @conivia aha@pback
evice. For e | e he data is copied t
070 o LS a8y B b SR Siensn SR nen bTG B R et
procesd\R.g., if E)@(Yrﬁc}n dﬂiheyeeréntamivalOeﬁd)ﬁ)ﬂ(ber thd dn@age manager 320 are

co n i cati sm 330
excenffRTRALSRE UG TR B SRttt 19 RS SavbReRpS i Ry Sponiggon
mechaaissh 330 ﬁmfnpleﬁﬁnted férerarsila tiagezhnshnady@em 3 And b ep oaxas theterng
on the sane device and in the sanme process). In this
enbodi nent, the communi cation nmechanism 330 is
4. Initiahgxbagent ed, for exanpl e, through shared rrermry and/ or
poi 0 FIG 4 1is
007t TR IRk e e UG bR by i o

embodihaéra of the cmreldion Jniooe antedamdng dicmentiodafoo bhelG. msqmtfbmd jdintly by

0 .med
the ev?n('s feﬁ?wv%gg (et g,] éts é:vlg[}:ﬂl sxs egle% ?n%é%ost?r%gednanagetrggf {S:tgt,:ltggontrol
systensy®@y.em 355) and the storage nanager 320 (e.g., its

00725 o e SR b ghirdh PAES LD A%, FRRER TR T

metadme ttadatkas Stardialtidlied Ieb canld, the tomtol ZREM 56 KtoX anht ectadata

nt r.ol em 355 stores |nthe dat a
sty iR S T Rad bR e P g BhE ot o it
[0073) he Eheimdthod@Oe baggs vﬁﬂ:ﬁ)the[e@@ft’&}:eﬁhelﬂr&hhﬂﬂ 4400 ghiegi3ns. In one

en t he receiv 3 re elves 410 | og data 340.
embo%e%ﬁée lgﬁg%}ﬁ%?elﬁfeceltv Ein ﬂ&lqro £ 459 s received in the
[0074)f or Miefcodre E)I’S&&’IBS S[S%Yaﬁs 4Thene d@gﬁataohtosms branordb&ents and determines
420 parat es 420 t.h e tg datt I nto,one or nore events and

W élteg?hrﬁvﬁ% Va3 56k br’( Al eVERT" Was recei ved by the
[0075]everffherceﬁtﬁjlmten83]56 sto&@@?@]n tll'dfﬂmffeemor thd eveys binf@Bach event, a
430 huLfer, 360 he s 5L
time d%te étﬁ{np the Fﬂﬁ%? ‘éi etn {1 ?Vﬁ%waf ﬁ%??lv? b Fee%%nimlva%%ﬁm? al%%‘@’ﬁ?tes 430
the manaista @iy 86h. Fdiheamplntthohuntysdfeneidsin tial lﬁlffeupﬂiaia%mék%ed The
exa

th d 5..
minimiy ) RN, KT B T Sl R SR PR
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m ni mrum and maxi mum val ues for the field(s) of
interest may al so need to be updated. In

W@r@sgR2aT nent, data wite operations and net aPEk/ES2007/089027
wite operations are synchroni zed in order to avoid

0sSi pl e i.nconsi stenc a stem crash qccurs. Faqr )
embo Rl o R P oo B RGeS nEoiredap £ o wvoid
posmbtehﬂdonhﬁter&ﬂ 11&1\/5@5’tém c@isis bt OF or Bxaindpée, bﬁﬁﬁs@d’tlgﬁﬁ Gatgﬂidﬁe;ystem is used
ata str re 365 i rant eed t e u t
so thal PR B B el BB Sy Pk g HRBRAD b el s BPREREE begpaacea
accordil%ilwve&lﬂb if heutdenyisg epem dri30K6H bdvemahewpatepd. 1 N ti ne
el o

the control S erates 4
10076355 ORI ROE s Seh bIRM T o SRR B R gy gppni 350
based tilthe arnllgn tttucaile 3d5and thefcefiterd68Y. thd buffon® Oehitume efeslimend, a chunk
) chunk | | udes t tadata structu
inclodg el SRl % BT D Su ot e PRt B bugagioo. The
comprdRed e @s e glen\e‘ﬁfeﬁ I}]lﬁlﬂg ﬂ@maﬁ&o@@ﬁ@i(iﬂi Agbritii @ anyssidat a
SS|on gorit ess co i on

comprgﬁsgg raF éléat Pﬁzg{bgr ?fé‘g&%?ﬂ @%bég]ingretsa]fn‘g lju%fsér contents makes
this a p@ﬂﬁﬂfz&f&ﬁﬂ dff@cﬁdwhgwé foe ro;agmﬁql 8ihRre BRHRS It Me&mp?mgﬁpmff&ent

cost-e tive chojce for |ong-term rage of dat a.
chunk§ SR G Ren i AT ParRAee SRARECTE hove di f e ent
[0077]si z€la, onagﬁlboalmmx Itl:lﬁtll’mﬁd R3] atsalillchﬁe%&mgfcl rﬁd]belf @RV Yerdith
L odi ment, the i.ncl ud
identify hyE PR B s A R B oo MR R pvs that
1dent1ﬁ?e@ mietdatiegpeedite@turd. Forleearnsilg migtrtp, nultrﬁelas sdaqhblg &ﬂtjﬁ‘(ﬁ:e

identif] th
eniou 2 LR Byt e K e GRS s, when
a chunklls 1@ad 1tl1|£l’l¢a€butb Mefﬂﬂnﬁwhﬂ:tljﬂﬂ tharchtadds ni th@léxpétﬁefdlﬁﬁnaﬂ)tlhﬁé chunk’s
ncl udi n tHer C

fi . Thus
acmal\ﬁilgﬁ ngm ﬂtﬁlﬁjﬁﬂﬁ 8Xpe’c ed reee Y betr %tP%? é* Whdeh ke
corruptddg Ittheimkual Magio mﬁrh]l&r ﬁmmﬁﬁttwexbémmtlagld funtblee theh ditk that occurs later

f th
in the a‘ﬁlﬁ_g glﬂghma’[ﬂ’ec V{)rﬁlég g‘?‘@(ﬁ& Err?lw%ﬁ%]ma%lgn%n er E%EL%U%%% é)fSSlblhty for
the mdjdrity bcoadioualtuatiag. iﬁhm\tﬁﬁnﬁndmﬁeﬂmsbleshee @xm@b@domaﬂﬁafa and file
th t t . at th
rorma G P v g RE T 5 Rt e E o gt SRR et n
conjureel witlete irfagis npobs itbintlicity addiiontlisformtion abgut hF dee omnia format.
it Th d f | t
00785 ST RO S G Rh R Ser G P e RS Mg paroraes  mesage
digestohthn g@iﬂentsﬁﬁ‘lthe&))aﬁmﬂ@ Fonbeimpée, ciaeoikrol Syste@elds apjplies a cryptographic
b tl t h
e ROl 5P il s SRR s Bur Y Ohar i abs 'S
functidrhvan dat@d,oocH dsIMesfage-Dagest a[l@ﬁﬂﬁi 5 (MD amtah ergoﬁtl’dﬁ(iﬁi thasedure Hash
. h t
Atsorlfh B e 2RSSl SR B TN EE RGP0 e ot
structL’md:JfB(fSGHefo'.BéS’(Be chmk isexargdl Ehis tdhe can hitdt bt usyt &t @mrdmb whether the buffer
aph h f t tring.that
data ﬂPglg Istgg matél(e: %%P@ng P]r{eée(g %ql%}éalél C I ?ngggﬁr%arig] rreld.n \glth. tllﬁis helps

guarargdeytid ing o of coldstents bR G:ﬁakmg 1t(hﬁﬁceblﬁe whetkvesty bdvedsen changed

[0079]t h ;@%i’&&l&%&g g?]C? tk? 818{31%1:{% t&}:ﬁ'\% al(‘e theginre él]ig 12[?&%@] hi:rﬁby flushing

the bufferes6emhoak ¢mtiidimdnh) éhedbtge buffarabadendlsdes indltiptt buffeits HEhis embodiment

t ad t t 365 b t h i ) t ..
enabt ST T L s PR B O RPN SRR B Reipg ushed
[0080buf fla rondahla)dtﬂmt sleﬁ 44(1 e padbrinad tvhen thdbutker §bnis adinpr @sthed

embocy PP a0 (G PR AEt§ ot EF B OB S B RaRrIg ) b

elapseﬂl,(lihhﬁ@ﬁblbbnmﬁts&M&I’Tt‘(ﬁldaabﬁthbdéeﬁerc%h@mged [ 0079] The
buf f 360 and t ne a . struc 65 are then
oostyc” i SBfmts STharing ot DRk g onh uiealiSge 20

In one enbodi ment, the set of buffers 360 includes
multiple buffers. This enbodjent enabl es one buffer
to be used to store incom ng events whil e anot her
buffer is full or is being flushed. [0080] In one
enbodinent, step 440 |s perforned mhen the buffer 360

oy . Y



el apsed, during which no events were received by the
buffer 360. [0081] The control system 355 sends 450

W@ b@sgsx2e’ chunk 350 to the storage nanager 320P¢D08R)P7/089027
The storage manager 320 receives 460 the chunk 350.

Th I t 370. st hunk
008210 iRk sl e TR Bt iR AR e R R0l P apitgees 470

the chintk ieA ddityiﬁlt: esh haf lﬁ[o@v)] Ih ohﬁerﬁlioﬂi‘rwn fil@rcheECibl Enciypted before it is stored

oses. The con e 0 a t he

for s B AR TGO B SO tA ) 32 sHPUTHES LSl Dt
controfg@dsmt300 hdd td tb kebldl infoanatiah re@Arding gleer othinikg3 50 hieat & hushktor3d 6 the
dat ﬂtgg{ it just stored in the datafile 385. [0083] The

AE S rol system 370 writes chunks 350 in "appendi ng"
[0083]0r d€Theichstid eyseeatjvodfait@fdhhlﬁ(s 38bin “I]b[ieﬁdlhg @ddnatsidaesch datafile 385.

refe "wri.t e-once j.ournal ed . N
s gl RdRE e Res btk Par Iyt B R eiabodher™ G fopol sstem
maintd@i antreite pdihiat thaﬂﬂldleﬁéﬁsloaitlb@@ahm@I’(llamﬁlte Rihbrea cthadkadah bewritten.
ere a, chunk can en. After nk has begen. o

After g,ehupk has bpeh Wiitlen oy fk’)aftaetw #r?eww PYRS P}?Fé_]hregf"smi?fﬁa&? ? E’é"&“’n within
the saﬁledata’fﬁd: @pdceﬁcall}} acag bIerbf Wletchinﬂk thievas _ﬁlﬁﬁmﬁi&h)&ﬁﬂ V{flﬁll’lg a chunk fills a
d 1\%« }/ 8 t he chunk fh was |

atafi tFet ‘f”étﬁfomfef s\mq%{f eﬂ éo 13 18?%?] catigqn, V%lthgl au(gf SERt) déta 11[e|,q%9601ﬁcally, at
the begvnmh@ tipd bant b rusddsto Bk chingd. Thond ¢mbodakcat @oi dho@h), chnk writes are

a different datafjl ecific

ceteref iyttt b Muiot SOE b Bt tos Mepiohiged ino one
write @@haack ider (onPtiméda @Nmétrlpd)\hlmtﬁkorV\RAI[ES disk @ordgdf whtedel Byyusing large

seaqueryl b SRR PR M BBt s TR RE e UMD P Sited MR pyt, and

concudénder to optim ze fuII-strlpe wites on RAID 5 disk

00845 or £ Psr it b 28 EIRSARTIRARL T Lot Ry gt g comr

systentid @ms&pmﬂuaf il e wigphgad t,hataradﬁtmnmique &Eﬁtyﬁer FrOf8Kd frdefhs’dsmce that

a5 oG BT b Rt Gl % ik Beon by Sy s anew
one byus@sing vailatad hiéd aad amiatmgme‘dasﬁlt:htalble adas. abi dx@mple,StheUdenqbll@ystem

i d i fj f t he f. t datafi i
370 sy 1 gy g Feots® s PR St Bt iR 1 B ©
embodimi:rﬁttﬁe utidue mtmﬁﬁefr@km@y& toahe @ROdaCifited 88 9s @quaievtho iem by 1 and the

wiood BSOS BLR BRRE IR R RN ST s
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ooy SRR B NGB KRB 2107 ot =%

availability, since it provides continuous access to

5 StOrdat Deal.eti ng old events does not fragnent the
—gg-og-é&@’—ﬁ%%i um which nmeans that no defragnentation
[0086]pr OCASB ME PoinEif ttnhfeedis@m}d bdslew)eﬁtofage bﬁmgmi:mlbﬁmrmc ﬁlOl‘e datafiles 385

s et B Pl S el ™R oo RS e
accor(hfg&b ahd aiitedareat. &f (ﬁnecetrﬁndlmelﬁthtﬁy mathod §00ofETd.esaisl pérformedieyr the
eave . room f or queries. 5. Storage
St"rag‘h%%?aé 3?06%%[%’@ T‘Hﬁ(s ﬂ@)poi nt intim (discussed
bel ow), storage being used by one or nore datafiles
385 is reclaimed for future i(ﬁs FIG 5 is a flowhart
illustrating a method for reclaimng storage,



according to one enbodi nent. In one enbodi nent, the

met hod 500 of FIG 5 is perforned by the storage
worewage26s820 (e.g., its control system 370). [ ORPGIPSZ0NE089027

ol dest dataf |e 385 associated with a particul ar

retenti pol L.cy..(descri bed bel o is identified 510, .
0087155 o Hhe R RS G i S SE R BB ctow) i
identifisdrs00.Mice dhthiyled IRCE e@Gucigenfitiod 84s8d oh moh@ora@dly idcaghefymbers, it
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uniqud ideftifficd) h8bJiatad S DIC thake@ehtivh pdlicthe retenti on policy.

[ 0088] Informatjon regardin | of the chu 50 .
100881, o ot s s P ot capbingt 35S REMBA R 385 i
removB@ 20 frodimht biinkdrablk $8d.abl e 380. [ 0089] The entry in the

o2 L5 L £.518 o P SE ST LI TS B e

530. created 540 in the datafiles table 375, with a) a new

uni gue ident.ifier at .1 s ope hj thap the hi ghest.
10090,k G S B0 B TARHCH O BRIV ALt DU e
is one high@fthdnnke HighebthredxhayasilcCiddntifiocat bpnpai attrivatepefening usthy physical

.0l dest datafile (i.g.,. the file that.was
ocariqh g8 fBinps B hloGue oy YooBBTY ety duen
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dat fvlgre-al | o 8ted datafiles and is ready to receive new
aatleh I%Ssr.ea({%' BESTVT B HEES | ustrat ed enbodi ment, when a
[0092]dat ahithedllgstatcd erapRlihat, veieh aidaefile’s stoaige Gat@fimb® thas datafile is

recycled (e.qg., reuse r itten over) instead of
recy(’l%‘gé‘gt’ edl.sed[%@%ﬁtfnﬁ*ﬁ RoiTa iofggl%‘f&t he storage reclamation
[0093]al gOTHetdatail{ émied dtdtagrgecldnmtior xgofith@, (indlnding, tfor cx@gldtveheh to execute
. nd how nuch storage ta recl ai epend .on. a.retenti
and Y Sy BBl Res g S ioh 5RO P Puh EgRf: 3. o
retentip@boliey liithribe Setédtion bed enhi 850 tafedanchtedamdk0a dislsgrconage

f.qr exanpl e,. a di sk-space age.threshal d or X1 mum
threshld e BRPE inkt 1 pdia i AR g ca 8T KB p &1t ts s REigt
reclanialién dgoitlag erer eldnaltalf the datafilgoask dchutadarieh thavpelivyakd futh ind dvemore

dat af i | Lated with that i full .and
o bp e 7 B OBt o aRing® o en e o g o s
been réehdiiqe.gt, ortags of phaamotebf free stdiaae spacp &aft focdutefilestabioeistad vith that

.has been.reached, (e.qg., .i.n ter f the amount of fr
reten RS E VOEERETNE FirtopliPab Tt wbiuPRRR pffteh il Frafies
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. has el apsed; en artjicular n r. of datafiles
potiy B3 regerp PR fsped M58 B PEPBAS R, AR PrtHindinte fRer svstem
beforetil@paot tdesdlaimbdl mikthisivay, daik afordge cassaeidabeldlable tvhild dtiditmaintaining
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[0094]s pacia ohSertiedindnial dathfiled 5 ramyociand mathshcdame ecta@@ion pdicy. In

mad vai l ahl.e whil.e still nmintainin xi sting data.
anotn G AT RO HENE e ST e R 3P Sy oneor
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retention policy. [0095] If nmultiple retention
policies exist, the system 170 shown in FIG 3 is
wor@sNsxrd7 sl i ghtly (not shown). Specifically, PEEUS206T089027
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e tastructure .36 r each.retention
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concern information that was contained in the netadata

structure 365 (back when t hel,Fvent was stored as an

event in the




buffer 360 rather than as part of a data chunk 350 in
a datafile 385). This netadata information includes

wo b@ssd2que i dentifier of the associ ated eventPCHUS100E089027
and, for each field of interest, a mninmmvalue and a

) i Y, t hat .t f | t th f
muttinf g IS O e it S i s St o S i ikl Recall that

the megaden tiffointatibh@asSeuEnmined foakc stéradeatianagy 620 & paf of HehuaRME). Then,

the me?qadgﬁ é;}tnjg 8én WRe (ﬁlécl @:tlgeféblg(s ﬁa&ﬂ?&@ ; adh glglgrrptg??talrc theaevents based

on thlﬂhuﬁﬂﬁtalﬂn@ “mg'tbm setildle tefdd askaisad tontaciit clankasle 380 ITBG will yield

o he_.ch tale 380. .Thu r to searc
whichigBhuly B AL g mhlRect M Heibia S TR Ta S way.
searchtcei H@conafaﬁled $edd bopstals halhﬂe{ombmg’ek sf \tatiloh)efor3Behnt rekhiver and/or

fetds ket it 0 Pl 08 YR TR S Ql RO FhE 38,

[0100]t hi SBasayse “fiel$ eBin@iestC afttaddera BaRpikssad Metafi@He dalad, the fact that a
part.i cul ar. val ues (or, ranges of. val ues) .fo vent.
chunk s A 1T o8 e BT o Shoh s SburB 8y ggent ha
satlsﬁ@rt& ﬁiétﬁxfa&d;edirﬁh tche. Rret-adateaifitie Iﬁdﬁ&laﬁhbﬂﬂ&ﬁeﬁrﬂb h&ieB8@ue of 10 and
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t er
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that the cont |n an e t t hat sat.i
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t | d | 5 d 15,
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are anegj g é‘LaellF?gﬁlctél T 0121%0 g?r eécF)IPSIS, %VQ]?‘[EI I%r%t%nagv IﬂE%sec? {lllflﬁ gvent receipt

time. Aedningplay dveigfinafpagticalatioreriand hppdedingmarciifpg @ssed tieseaichnesults

f th d d
meansgy BREv R UR g i SR RORLbT Pirlshte” B ARe SREL of he
events[iOkQ@tedl N t he t hi rd phase, each event is conpared with

th der to dete
0103 e, R8T ahh PestREbdeh T cplly R e iSO e
was coafdired intha mefatai stalovedos. If ias leyedt, allahenka A0 yitled iddntificd as

. F I th t I
possicf e i s Fhalits B BB piT RNy Br TRl 1R oms
exist). @he Glicdy pridcas malreby d:agbmm@rt@l simpBdaratnesadh sigredatenhusing all of the

t§.to tr 1 t hat t
scareh B0 By A RS e Ry sl R ior et TSN Wb above.
[0104]or d€The ablovesotithigseaichds h&a eeMﬁsnﬂhSt arcSstoretjuich@tks 350 HOB vk rthe
t hat
tozzing 85t [ Dp R DRE alRy TR ot i et el egnp apingde setof
buffers 3600 l‘h@t et ﬂ(d@zt‘ta)esﬁ gtored ihrach3@85 Thd ilgctrhlmﬁ abvap pélhsot sedrdh these

eventsg R BB Ra. bt g FIER P i e lera PR S SR e ol hed so that

the evémd widlebe Rent methademge maapal’20 atdmorakmatc)mnk'l"hles Gug fshen the

.process 't enerates to,si ear.chin a
atzor B G5 uyb e TR ERT e LR oh A BT CHPETFLalo. I
anothes eiftbd divnertt,Ga sé;bla@am sdeh id axedutddainelnt evort gakivzied 10 amiag thaedharks of the
metadat%gtplé; IS 34% an 3§%df gl?‘ﬁ 55[36g£sgn]il ?-e[lhelgﬁrki)t ﬁfﬂg%ﬂ%g{gﬂovﬁhls way,

However, the | ogging system 170 nmay contai n additional

events in the event receiver,310 (e.g., within the set

of buffers 360) that have no{ yet been stored in a

chunk. The al gorithm above will not search these

events. In one enbodi ment, before the al gorlthm [ S

o ey ' . o L.LL-.._ P T O oy "



the events will be sent to the storage nmanager 320 and

stored in a chunk. This way, when the algorithmis

wWe2®ssxrd] the events that were fornerly in theCHES$2001/089027
buffers will be searched also I n anot her enbodi nent,

a separate, s i S exe d on the event rece r .
ot vy STRBY b S ST Rt i pthSeent recever
310. and the set of buffers 360, simlar to the algorithm

des vents will be searc

0105 o HBr S Prgvaris PRt nwLSETar b i es ST ment o

one emb’d)dﬁﬁl’ﬁt eicamtthod®0e bMEG. 8kQerfhrthktA@bY tHelsforagh niaBagar 320 (e.g., its control

st RIS b 6B T e BHEL MO et syt o

or momBtdatde®@B0 of FIG 6 is perforned by the storage

0106150 B8 g R ey GabPal By SER AR v iehied 10°
un0ﬂsearnh1mmﬁﬁyhnaahwde5cmmﬁmﬂﬁem@ﬂeHﬁﬁaH@nnheﬂmaMHmﬂa@ﬁﬂRamu

net gdat a_ se terns mnt cei ved search
that ea)((?{{lJ é}tgy)m ﬂ‘P é:}“[m&é Wg{ef%?g 80r%ei]6)n T @f %g qng AR Entey; 1 %uc?es ﬁle metadata
stored hfetha diaiing asede boatioafofithe ah@muﬂedddnﬁﬁ&ﬁﬁétﬁdhtﬁzﬂcﬁ fems are used to
unks. tabl e 380. Recal|. that each entry in the chunks
S“““?/%T?”? °€EPP§§58§H%SPhk3§@hunk 350, and an entry
[0108]i ncl| Eudkshinkes5eh@datcadsh mtleﬁiesit]ﬁb hslachuarkh @ik it Fe@ricved 630 using
| ocation. of the chu entifi net adat a search
the tocp it “SirkaStts Sl SRt PR HIRER: por 11 on of -t he
unomchunﬁsraﬁahecﬁﬁ@sm&G&Q@&mﬁauﬂomhuﬂkua&ﬂnmhmsemmetadata
sat | he ne a search t gr s LS retri ved 6
0110555 175 el 8 S 030 SRECRtHieT hy GhorleS TP e the
event $akigfics Herkisry1abd ©/caB0tisficOthO Qleryl tites melndédan @d sehiehndsaltar e
di sassenbl ed 640 into their constituent events. [0110]
Each event is eval uated 650 agai nst the search query
7. Additibner Elefodingenéet er mi ne whet her t he event satisfies t he

uery. If a t satisfies S
on1nt ki HE R a5 R ar TR s b B o i
385. F[)ﬂékiﬂl])lej ddaifid: IBFadbatepbrtedihe ahdgpongl @iy st t@eMogdibg system 170. As

anoth2EPRGIE R ARG Ol e BREEL GO bl SR Bt Fro SR he

loggmngZsmiﬂ Exd. S)Mte @Entt e stoag g clgnsyatl emnky fie stbsed andiidiiddgs, events are

casity G R TR et Bap o Ba e R e R R Sy g B GG hat are

used @i que@mg\(eglt wlas ef iafobn@&tbnistoredtit mle&daamlmehtersks are

o120 O 0 LA S BB RSk 3B Sy mens

and is abthdaatrto limitttheescopel of el idvehtial The @cops eidhé ﬁK/erIﬂlUﬁ i‘syd) B@limited only

N al u nformati on store .
by the 3§t o Frp e AP B nsie RS G e SR FBbiten gy skied
in the tetevhitlatt $itat @b@d fétde op@mphdsahbyathe §phiét apd e&fop¢ sfabk invention.

enbodi ments and is not neant to limt the scope of the
i nvention. The scope of the invention is to be linmted
only by the follow ng clainms. Fromthe above

di scussion, many variations wll be apparent to one
skilled in the relevant art that would yet be
enconpassed by the spirit and scope of the

i nvention. CLAIM5S 1. A nethod for processing | og data,
conprising: receiving | og data that conprises a
plurality of events, an event including one or nore
fields; and for each event in the plurality of events:
storing, in a buffer, the event; and
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updating a netadata structure that conprises
i nformati on about contents of the buffer, wherein

w0 pdoss®esT on about contents of the buffer inclPdBESH07/089027
first mninmumvalue that reflects a mni numval ue of a
first field of all of the events stored in the buffer.
2. The nmethod of claiml1, CMIM’SGI n i nfornati on about
contents of the buffer further includes a first

m val ue.th reflects a maxi nrum val ue of the

IAHF%QEUPFOQFWH%#"%%{& B8 events stored in the buffer.

3 recdibimag ht dadhd tortprabdn dluraliy @i eveits] dife@émridcludihgabootmore fields;

contents, of the buffer further includes a second

m ni mudt ‘{/al ue that reflects a m nimum val ue of a

s&ﬁ@ﬁtdleﬁ/elehrdtheﬁlualhtyoo?fevetnh;e events stored in the

buf f er of cl,laim1, wherein information

about €t8ﬂ?gema§b”g§ trﬂf?evgﬁ’f@gr further includes a nunber

of evenpdutisg Dmedddtnstivb@rdabilt kenprishs infdiativatabad caftentd @it buffer,

1, further c ri.sing.. in response a fir t tr

Sondi 1 on GOMBRERRGigh B EERRIRG bR LER ai st B Eimun

of the net adﬂtlﬁthSﬁrEﬂHQtSlirrﬂnﬁﬁﬁh Faluetofie firdp éisle@ df €inof the events stored

contents of. ttlg tg}%)fffer 6. The nethod of claimb5,

wherein the FF R ¥ i gger condition is based on a
2. Thelmttiodrof tisiag & whafeasihfoklation abas eehtaar od tHeibofferUflirtiver ddes a first

. 7. The thod of claimb5, rt.h 0 iSing: i .
i 4B FREs € B Pk gL GG SR CBC g in the
bufferst or age space used by the data chunk. 8 The rret hod of

n.t.he secon er_.qon t|o
5. Thegye Bt Forhefin PRy 60 akfost oy AR BRIt B AR Second
minim8m vile thaetch s ZOIﬁ’lil’lﬁi’ll&h mldg ofatsedoad ficlid@ alSetth’lei/eﬁtE btgge in the
bufferconditi on i s based on a disk-space usage threshold or

based on a maximumtine to retain the chunk. 10. The
4, Themadthvd@f othinc |, ahieln, inforhitive ab@ oqtdnsi ofighie bliffer fedieh ineluéésta number

ity of events: determ ning when the event
Ofevee\égto?egggtbi%é%f “and storing, in the buffer, a timestanp

5. Thetohaiodroétlhiact ﬁmld'eecbntﬂmmgvent was received. 11. The
nmet hod of, cl.ai renst ring.the event in
it e s Bty sHuhti e eBha O HuCSRl oS prsae
buf f er mb2datd rencried dnddurdfer edsad on cbnteﬁvsl of thebufé@npri si ng
ont.e

er.a at a that | s of th
6. TheRRAHAY KB PP URn: HeRerph R e GrgRbg e thidfhold o
based coatieadus wafdotvhe buffer. 13. The nethod of claim 12,
. TheWhe rogiog L 1he c@% a cohun.kinf urther includes a file
ey S‘h {06 P8y WL SN dent i fi er. 14. The method of
c ﬁrﬁﬂemoﬁs% to Wwheoed tnggdn eomilatoa redslamkng‘stttrrﬁgeepacie neddubgl @g: data chunk.
8. Ther%eﬁlw?%? Jng‘f hﬁ{e?ztﬁeo ?etﬁ&? ggge(r: Emjgﬁllog ilsrpased on a?eterﬂ?)n policy
associated with the data chunk.
9. The method of claim 7, wherein the second trigger condition is based on a disk-space usage
threshold or based on a maximum time to retain the chunk.
10. The method of claim 1, further comprising:
for each event in the plurality of events:
determining when the event was received; and
storing, in the buffer, a timestamp that reflects when the event was received.
11. The method of claim 1, wherein storing the event in the buffer comprises appending the event to

content of the buffer.
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receiving a search query that includes a set of one or
nore search terns; identifying one or nore search

W 200898326T om t he set of search terns, that conPE&Fr/HS2007/089027
information that is contained in the netadata

str u ear chi.ng one or
12, Trg et B G RS SR e hERne £ T P echieaty of the
metadite ftBtkOand@anrbapicssc O ertibeofiehaatab&hsbufteet ur e i ncl uded

a, chu 16 nmet h of ..cl.aim 15

1. 1o ool o SPRED T e e R R O RaEP DT P egion
identifidie i dentifi ed search terns: disassenbling the data

chu rality e
14, Thg e B2 KB e G R e SR gy iy b Lomtents of
the buff@ar ch terns to the event. 17. A conputer program

pr o t.far ssm data, the conputer program
5.7 gﬁgf’f‘é%lﬁ'p i acgmgéﬁ’r‘bggt er-readabl e xdi um Prosg

c @ﬂﬁﬁlﬁin@ i @%rcﬂmmp@ttm inofudgHaain cﬁ‘@de oﬂ‘rﬁme @@fcﬂlﬂérﬁih,g g a

met ho t he ne risin ei v ata t

Bl sl Sorr e B Run: ot SEnel, Bt AR FRb g mation

one or tH¥oik eoiftaitddds theanthdh@ktr@ags aa¥ent i n the

plurality of events: storin |nabffer h

D R gner et SRR AT B el Shslk e GetiHel search

[ n; or medrin®1 oaigtem oftthdinetdasa @?cmﬁﬁn(gm?e? @Jﬁthlln\ﬂifﬁil adell dhunk.

in i.an ut contents of the buffer includes a
16. Tth“}'eﬁ’togﬁ‘fﬂ?l g‘gkﬂéo?lﬂréstmgi‘ efl ects a mini num val ue of a

f forshchfdagalcurddthAakitisHfs thdidceMiemtarcitamed in t he buffer.

18. Anapar f cessi | og. data, conpri sing:

a recel® {’) ‘ﬂ%?ﬂ edO%SH‘P]?(dﬁtPé‘(?R?%W‘gfce@WSeaP(ggngata t%at

conpr i s@ﬁpaamglfmr@bh &t the paindIBy ofacRerey/ @fetset ofi€dattthitérehs to the
one or nore fields; a buffer nodule configured to
store, for &4Ch event in the plurality of events, the

17. A exngluter progamigitdduer for gocksdnget ddattise dvaguteeprogram ipgidoedoinprising a
RTINS ONE T TR, M VT I
comprzoigt ents of the buffer, wherein i nf or rmt ion about
Cb Sl B D SFSh S TR T e ros
of theamvents stored in the buffer.
for each event in the plurality of events:
storing, in a buffer, the event; and
updating a metadata structure that comprises information about contents of the buffer,
wherein information about contents of the buffer includes a first minimum
value that reflects a minimum value of a first field of all of the events stored
in the buffer.
18. An apparatus for processing log data, comprising:
a receiving module configured to receive log data that comprises a plurality of events, an
event including one or more fields;
a buffer module configured to store, for each event in the plurality of events, the event in a
buffer; and
a metadata module configured to update, for each event in the plurality of events, a metadata
structure that comprises information about contents of the buffer, wherein
information about contents of the buffer includes a first minimum value that reflects a

minimum value of a first field of all of the events stored in the buffer.
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