MESSAGE TRANSMISSION METHODS AND APPARATUSES, STORAGE MEDIUM AND ELECTRONIC
DEVICE

[0001] The present disclosure claims the priority of Chinese patent application No. 202210324115.0 titled
"METHOD, APPARATUS, STORAGE MEDIUM AND ELECTRONIC DEVICE FOR TRANSMITTING
A MESSAGE" filed in Chinese Patent Office on March 29, 2022, the entirety of which is incorporated into

the present disclosure by reference.

TECHNICAL FIELD
[0002] The present disclosure relates to the field of cloud service access, and in particular to a method,

apparatus, storage medium and electronic device for transmitting a message.

BACKGROUND

[0003] Cloud service vendors provide a series of service capabilities, and developers can use and manage
such capabilities through application programming interfaces (APIs) provided by the vendors. In the course
of calling an API, it is required to use an interface access key provided by the vendors to sign an issued
business request, and the signing algorithm is usually open. The user can sign the business request as long
as he/she acquires the key for the account, realizing the calling of the interfaces of related functions.

[0004] In practical application scenarios, when multiple users are using a same cloud service, in order to
control permissions of resources, multiple accounts with different permissions are generally configured
independently, and each of the accounts accesses the resources it needs. However, since it is the interface
of the cloud service vendor the user directly accesses, the administration department cannot audit and detect
cloud service access requests from respective users, leading to a problem of security risks present in cloud

service data access.

SUMMARY

[0005] This section is provided to introduce concepts in a brief form, which will be described in detail in
the detailed description section later. The content of this section is not intended to identify the key or
essential features of the claimed technical solutions, nor is it intended to limit the scope of the claimed
technical solutions.

[0006] In a first aspect, the present disclosure provides a method for transmitting a message, the method
being applied to a preset server which is a pre-deployed server for transmitting a message between a terminal
and a cloud server, the method comprising:

[0007] receiving a cloud service access request message transmitted by the terminal, wherein the cloud
service access request message includes domain name address information of the preset server;

[0008] determining a cloud service interface address to be accessed according to the cloud service access

request message;



[0009] performing signature verification on the cloud service access request message according to the
cloud service interface address, and re-signing the cloud service access request message in case that the
verification has passed, to obtain a new cloud service access request message; and

[0010] transmitting the new cloud service access request message to the cloud server according to the
cloud service interface address.

[0011] In a second aspect, the present disclosure provides a method for transmitting a message, the method
being applied to a terminal, and the method comprising:

[0012] acquiring user identification information of a current user, business request data and an access key
pre-allocated for the current user by a preset server, wherein the preset server is a pre-deployed server for
transmitting a message between the terminal and a cloud server;

[0013] generating a cloud service access request message according to the user identification information,
the business request data and the access key, wherein the cloud service access request message includes
domain name address information of the preset server; and

[0014] transmitting the cloud service access request message to the preset server, so that the preset server
re-signs the cloud service access request message in case that the preset server performs signature
verification on the cloud service access request message and the verification has passed, to obtain a new
cloud service access request message, and transmits the new cloud service access request message to the
cloud server.

[0015] In a third aspect, there is provided an apparatus for transmitting a message, the apparatus being
applied to a preset server which is a pre-deployed server for transmitting a message between a terminal and
a cloud server, the apparatus comprising:

[0016] a first receiving module, configured to receive a cloud service access request message transmitted
by the terminal, wherein the cloud service access request message includes domain name address
information of the preset server;

[0017] a determining module, configured to determine a cloud service interface address to be accessed
according to the cloud service access request message;

[0018] a verifying module, configured to perform signature verification on the cloud service access request
message according to the cloud service interface address, and re-sign the cloud service access request
message in case that the verification has passed, to obtain a new cloud service access request message; and

[0019] a first transmitting module, configured to transmit the new cloud service access request message to
the cloud server according to the cloud service interface address.

[0020] In a fourth aspect, there is provided an apparatus for transmitting a message, the apparatus being
applied to a terminal, and the apparatus comprising:

[0021] an acquiring module, configured to acquire user identification information of a current user,
business request data and an access key pre-allocated for the current user by a preset server, wherein the
preset server is a pre-deployed server for transmitting a message between the terminal and a cloud server;

[0022] a request message generating module, configured to generate a cloud service access request



message according to the user identification information, the business request data and the access key,
wherein the cloud service access request message includes domain name address information of the preset
server;

[0023] a second transmitting module, configured to transmit the cloud service access request message to
the preset server, so that the preset server re-signs the cloud service access request message in case that the
preset server performs signature verification on the cloud service access request message and the
verification has passed, to obtain a new cloud service access request message, and transmits the new cloud
service access request message to the cloud server.

[0024] In a fifth aspect, there is provided a computer-readable storage medium having a computer program
stored thereon, wherein the computer program, when executed by a processing apparatus, implements the
steps of the method according to the first aspect or second aspect of the present disclosure.

[0025] In a sixth aspect, there is provided a electronic device, comprising: a storage apparatus, having
stored at least one computer program thereon; at least one processing apparatus, configured to execute the
at least one computer program in the storage apparatus, to implement the steps of the method according to
the first aspect or second aspect of the present disclosure.

[0026] In a seventh aspect, there is provided a computer program product comprising computer
instructions, wherein the computer instructions, when executed by a processing apparatus, implement the
steps of the method according to the first aspect or second aspect of the present disclosure.

[0027] In a eighth aspect, there is provided a computer program, wherein the computer program, when
executed by a processing apparatus, implements the steps of the method according to the first aspect or
second aspect of the present disclosure.

[0028] Other features and advantages of the present disclosure will be illustrated in detail in the detailed

description section that follows.

BRIEF DESCRIPTION OF DRAWINGS
[0029] The above and other features, advantages and aspects of the embodiments of the present disclosure
will become more apparent by referring to the following detailed description when taken in conjunction
with the accompanying drawings. Throughout the drawings, the same or similar reference numerals indicate
the same or similar elements. It should be understood that the drawings are schematic, and the originals and

elements are not necessarily drawn to scale. In the attached drawings:

[0030] Fig. 1 is a schematic diagram of message transmission in an existing cloud service access mode;

[0031] Fig. 2 is a schematic diagram of account allocation in an existing cloud service access mode;

[0032] Fig. 3 is a flowchart of a method for transmitting a message according to an exemplary embodiment;

[0033] Fig. 4 is a schematic diagram of message transmission in an existing cloud service access mode;

[0034] Fig. 5 is a schematic diagram of a process for transmitting a message according to an exemplary
embodiment;

[0035] Fig. 6 is a flowchart of a method for transmitting a message according to an exemplary embodiment;



[0036] Fig. 7 is a flowchart of a method for transmitting a message according to an exemplary embodiment;

[0037] Fig. 8 is a flowchart of a method for transmitting a message according to an exemplary embodiment;

[0038] Fig. 9 is a flowchart of a method for transmitting a message according to an exemplary embodiment;

[0039] Fig. 10 is a schematic diagram of a process for transmitting a message according to an exemplary
embodiment;

[0040] Fig. 11 is a schematic diagram of message transmission based on customized SDK;

[0041] Fig. 12 is a block diagram of an apparatus for transmitting a message according to an exemplary
embodiment;

[0042] Fig. 13 is a block diagram of an apparatus for transmitting a message according to an exemplary
embodiment;

[0043] Fig. 14 is a block diagram of an apparatus for transmitting a message according to an exemplary

embodiment; and

[0044] Fig. 15 is a structural block diagram of an electronic device according to an exemplary embodiment.
DETAILED DESCRIPTION
[0045] The embodiments of the present disclosure will be described in more detail below with reference

to the accompanying drawings. Although certain embodiments of the present disclosure are shown in the
drawings, it should be understood that the present disclosure can be implemented in various forms and
should not be construed as limited to the embodiments set forth herein, but rather, these embodiments are
provided for a more thorough and complete understanding of the present disclosure. It should be understood
that the drawings and embodiments of the present disclosure are only used for illustrative purposes, and are
not used to limit the protection scope of the present disclosure.

[0046] It should be understood that various steps recorded in the implementation modes of the method of
the present disclosure may be performed according to different orders and/or performed in parallel. In
addition, the implementation modes of the method may include additional steps and/or steps omitted or
unshown. The scope of the present disclosure is not limited in this aspect.

[0047] The term "including" and variations thereof used in this article are open-ended inclusion, namely
"including but not limited to". The term "based on" refers to "at least partially based on". The term "one
embodiment" means "at least one embodiment"; the term "another embodiment" means "at least one other
embodiment"; and the term "some embodiments" means "at least some embodiments". Relevant definitions
of other terms may be given in the description hereinafter.

[0048] It should be noted that concepts such as "first" and "second" mentioned in the present disclosure
are only used to distinguish different apparatuses, modules or units, and are not intended to limit orders or
interdependence relationships of functions performed by these apparatuses, modules or units. Modifications
of "one" and "more" mentioned in the present disclosure are schematic rather than restrictive, and those
skilled in the art should understand that unless otherwise explicitly stated in the context, it should be

understood as "one or more".



[0049] Names of messages or information exchanged among multiple apparatuses in the embodiments of
the present disclosure are only used for illustrative purposes, and are not used to limit the scope of such
messages or information.

[0050] All actions in the present disclosure to acquire signals, information or data are carried out under
the premise of complying with the corresponding data protection regulations and policies of the local
country and having the authorization from the corresponding apparatus’s owner.

[0051] It can be understood that before using the technical solutions disclosed by various embodiments of
the present disclosure, the users should be informed of the types, scope of use, scenarios of use, etc. of
personal information involved in the present disclosure in an appropriate way according to relevant laws
and regulations and be requested to give the authorizations.

[0052] For example, in response to receiving an active request from the user, prompt information is
transmitted to the user to explicitly remind the user that the operation requested by the user to be performed
will require obtaining and using the user's personal information, so that the user can autonomously choose
whether to provide personal information to software or hardware such as electronic devices, applications,
servers or storage media that perform the operations of the technical solutions of the present disclosure
according to the prompt information.

[0053] As an optional but non-limiting implementation, the way to transmit prompt information to the user
in response to receiving an active request from the user can be, for example, a pop-up window, in which the
prompt information may be presented in text. In addition, the pop-up window may also carry a selection
control for the user to select to "agree" or "disagree" to provide personal information to the electronic device.

[0054] It can be understood that the above process for notifying the user and obtaining the user’s
authorization is only schematic, and does not limit the implementation of the present disclosure. Other
processes that meet the relevant laws and regulations can also be applied to the implementation of the
present disclosure.

[0055] At the same time, it can be understood that the data involved in this technical solution (including
but not limited to the data itself, data acquisition or use) should comply with the requirements of
corresponding laws, regulations and relevant regulations.

[0056] The present disclosure is mostly applied to scenarios in which cloud service resources are accessed
and used by calling APIs provided by cloud vendors. As shown in Fig. 1, when an interface is in use, it is
required to use an interface access key provided by the vendor to sign the issued original request, and then
the signed request is directly transmitted to the cloud server. The signing algorithm is usually open. The
user can sign the cloud service access request as long as he/she acquires the key for the account, realizing
the calling of the interfaces of related functions. However, since it is the interface of the cloud service vendor
the user directly accesses, the administration department cannot audit and detect cloud service access
requests from respective users, leading to a problem of security risks present in cloud service data access.

[0057] As shown in Fig. 2, in a practical application scenario, when multiple users are using a same cloud

service, in order to control permissions of resources, multiple accounts with different permissions are



generally configured independently, and each of the accounts accesses the resources it needs. Moreover, if
a same user needs to access cloud services provided by multiple cloud vendors, it is required to configure a
different account for each of the vendors. However, an account for a vendor risks being leaked (e.g., if the
user who owns the account leaves the position, or the account is lost, etc.). If a certain user's account for a
cloud service vendor is leaked, it is required perform a corresponding deleting operation at management
platforms of different cloud vendors. In another possible scenario, if a user's permissions for access to cloud
services are to be adjusted, it is also required to log onto respective cloud vendor platforms for operation.
Therefore, in the prior art, it is difficult to maintain and manage the accounts regardless of the case of
account leakage or the case of permission adjustment.

[0058] In order to solve the above present problems, the present disclosure provides a method, apparatus,
storage medium and electronic device for transmitting a message, in which a preset server for transmitting
a message is pre-deployed between a terminal and a cloud server, an interface access address of a cloud
vendor is adjusted at the terminal side (i.e., domain name address information is obtained by adding a preset
domain name suffix pre-configured for the preset server to the original interface access address), and a cloud
service access request message is signed with an access key provided by the preset server. Then, the cloud
service access request message transmitted by the terminal can be diverted to the preset server, and the
preset server can perform account verification uniformly on the users who currently want to access the cloud
server, so that the administration department can audit and detect the cloud service access request message
through the preset server, and can uniformly detect and manage the functions used, the frequency of use,
and the like by the user, realizing the controllability of cloud service access and reducing the security risk
of cloud service data access.

[0059] Through the above technical solution, the preset server for transmitting a message pre-deployed
between the terminal and the cloud server may: receive a cloud service access request message transmitted
by the terminal, in which the cloud service access request message includes domain name address
information of the preset server; determine a cloud service interface address to be accessed according to the
cloud service access request message; perform signature verification on the cloud service access request
message according to the cloud service interface address, and re-sign the cloud service access request
message in case that the verification has passed, to obtain a new cloud service access request message; and
transmit the new cloud service access request message to the cloud server according to the cloud service
interface address. As such, the cloud service access request message transmitted by the terminal can be
diverted to the preset server according to the domain name address information, and the preset server can
perform account verification uniformly on the users who currently want to access the cloud server, so that
the administration department can audit and detect the cloud service access request message through the
preset server, realizing the controllability of cloud service access and reducing the security risk of cloud
service data access.

[0060] Additionally, based on the uniform detection and management performed by the preset server on

the cloud service access request messages of respective users, when an account corresponding to a certain



user (one account, or multiple accounts corresponding to multiple cloud vendors) is leaked, the
administration department can delete the accounts of the user through the preset server without logging onto
multiple cloud vendor platforms for performing deleting operations respectively, thereby greatly reducing
the maintenance and management cost for accounts, and meanwhile, there is no need to separately configure
an account for each of the users among the cloud vendors, and multiple users can share one real key, so that
an effect of accounts being isolated can be achieved as long as one fake signed key is allocated to each of
the users, without affecting other users when a single user account is leaked.

[0061] In the following, specific implementations of the present disclosure will be described in detail with
reference to the accompanying drawings.

[0062] Fig. 3 is a flowchart of a method for transmitting a message according to an exemplary embodiment.
The method is applied to a preset server, which is a pre-deployed server for transmitting a message between
a terminal and a cloud server. The preset server can be understood as an intermediate proxy service preset
between the terminal and the server. As shown in Fig. 3, the method includes the following steps:

[0063] Step S301: receiving a cloud service access request message transmitted by the terminal, in which
the cloud service access request message includes domain name address information of the preset server.

[0064] The cloud service access request message includes user identification information of the current
user (e.g., a developer who needs to use the cloud service resources) who wants to access the cloud service,
specific business request data and domain name address information of the preset server, in which the
domain name address information includes an cloud service interface address of a cloud vendor
corresponding to the cloud server to be accessed by the current user and a preset domain name suffix
corresponding to the preset server. By adding the preset domain name suffix subsequent to the cloud service
interface address, the cloud service access request message can be diverted to the preset server, so as to
facilitate the preset server to perform account verification uniformly on the users who currently want to
access the cloud server, so that the administration department can audit and detect the cloud service access
request message through the preset server.

[0065] Step S302: determining a cloud service interface address to be accessed according to the cloud
service access request message.

[0066] In this step, a preset domain name suffix corresponding to the preset server may be acquired; the
domain name address information from the cloud service access request message may be acquired; as such,
the cloud service interface address may be determined from the domain name address information according
to the preset domain name suffix.

[0067] As mentioned above, in order to divert the cloud service access request message to the preset server,
a preset domain name suffix (i.e., the preset domain name suffix) may be pre-configured for the preset server,
and afterwards, the preset domain name suffix may be added to the cloud service interface address to obtain
the domain name address information, as such, in the course of determining the cloud service interface
address from the domain name address information according to the preset domain name suffix, the original

cloud service interface address may be restored by deleting the preset domain name suffix from the domain



name address information.

[0068] Exemplarily, Fig. 4 is a schematic diagram of an access mode when accessing cloud services in the
prior art. In the original mode, the user may directly access interface services by using interface access
addresses and keys from cloud vendors. As shown in Fig. 4, a client may directly access an interface of
Vendor A by using a cloud service interface address api.a.com of Vendor A, may directly access an interface
of Vendor B by using a cloud service interface address api.b.com of Vendor B, and may directly access an
interface of Vendor C by using a cloud service interface address api.c.com of Vendor C. In the present
disclosure, as shown in Fig. 5, in order to divert the cloud service access request message to the preset server
(i.e., intermediate proxy in Fig. 5), a universal domain name *.fusion-api.com may be configured for the
preset server in advance, as such, a preset domain name suffix .fusion-api.com may be added to the original
cloud service interface address, accomplishing the diversion of the request. After receiving the request
message, the preset server may restore the original cloud service interface address by deleting the preset
domain name suffix from the domain name address information in the request message. As shown in Fig. 5,
the domain name address information in the cloud service access request message to access Vendor A
received by the preset server is api.a.com.fusion-api.com, and after restoring the request message, the
original cloud service interface address of Vendor A is obtained as api.a.com. The above examples are only
for illustration, which are not limited by the present disclosure.

[0069] In practical application scenarios, in order to control permissions for access to resources, the preset
server may pre-configure different accounts (i.e., Access Key Id, AK) for different users to access different
interfaces, in which the user identification information of the current user includes the AK account, and
different user identification information corresponds to different cloud service interfaces. Therefore, in
another possible implementation of this step, the cloud service interface address may also be determined
according to the user identification information in the cloud service access request message. For example,
the preset server may pre-store a correspondence between AK accounts and cloud service interfaces in a
database, and after receiving the cloud service access request message, the server may read an AK account
from the user identification information in the cloud service access request message, and afterwards, may
acquire the cloud service interface to be accessed by the current user by means of looking up a table, so as
to determine the cloud service interface address.

[0070] Step S303: performing signature verification on the cloud service access request message according
to the cloud service interface address, and re-signing the cloud service access request message in case that
the verification has passed, to obtain a new cloud service access request message.

[0071] The cloud service access request message includes user identification information of the current
user and business request data, and the business request data includes vendor identification information of
a cloud vendor corresponding to the cloud server to be accessed by the current user.

[0072] Fig. 6 is a flowchart of a method for transmitting a message according to an exemplary embodiment.
As shown in Fig. 6, signature verification may be performed on the cloud service access request message

according to the cloud service interface address by performing the following steps:



[0073] Step S3031: determining a signing algorithm corresponding to the cloud server according to the
cloud service interface address.

[0074] In practical application scenarios, different cloud vendors correspond to different signing
algorithms, and each of the cloud vendors discloses the signing algorithm to the public. In this step, a cloud
vendor corresponding to the cloud server to be accessed currently may be determined according to the cloud
service interface address, and in turn a signing algorithm corresponding to the cloud vendor may be
determined.

[0075] Step S3032: acquiring a first key corresponding to the current user according to the user
identification information and the vendor identification information, in which the first key is pre-generated
by the preset server.

[0076] Compared with the real key corresponding to the cloud server, the first key can be understood as a
fake key generated by the preset server for the user.

[0077] In a possible application scenario, a correspondence between users, cloud vendors and fake keys
may be pre-stored in the preset server, as such, the first key may be acquired by means of looking up a table
according to the user identification information and the vendor identification information in this step.

[0078] Exemplarily, Table 1 is a correspondence between user information, vendor information and
corresponding key information stored in the preset server. As shown in Table 1, assuming that the current
user is User ul, and User ul wants to access the cloud service resources provided by Cloud Vendor A. In
this case, the preset server may acquire User Identification Information ul and Vendor Identification
Information A from the cloud service access request message, and afterwards, may determine that the first
key corresponding to User ul and Cloud Vendor A is FakeKey1 by means of looking up Table 1. The above

examples are only for illustration, which are not limited by the present disclosure.

User Cloud Vendor Fake key Real Key
ul A FakeKeyl RealKeyl
u2 B FakeKey2 RealKey?2
u3 C FakeKey3 RealKey3
u4 D FakeKey4 RealKey4

Table 1

[0079] Step S3033: generating a first signature by adopting the signing algorithm according to the first
key, the user identification information and the business request data.

[0080] In this step, the first signature may be acquired by recalculating based on the signing algorithm
according to the user identification information, the business request data and the first key. The specific
calculating method can refer to descriptions in relevant literatures, which is not limited here.

[0081] S3034: performing signature verification on the cloud service access request message according to
the first signature.

[0082] In a possible implementation, the first signature may be compared with the signature information



in the cloud service access request message. If they are completely consistent, it is determined that the cloud
service access request message has passed the verification. Afterwards, the key of the cloud service access
request message may be replaced, and the request message signed with the real key provided by the cloud
server may be transmitted to the cloud server, so as to realize the calling of the cloud server interface.

[0083] Step S3035: acquiring a second key corresponding to the cloud server according to the user
identification information and the vendor identification information, in which the second key is pre-
generated by the cloud server.

[0084] The second key is the real key provided by the cloud server.

[0085] In this step, the preset server may also find the corresponding second key by means of looking up
a table according to the user identification information and the vendor identification information.

[0086] Exemplarily, to continue with Table 1 as an example, assuming that the current user is User ul, and
User ul wants to access the cloud service resources provided by Cloud Vendor A. In this case, the preset
server may acquire User Identification Information ul and Vendor Identification Information A from the
cloud service access request message, and afterwards, may determine that a second key corresponding to
User ul and Cloud Vendor A is RealKey1 by means of looking up Table 1. The above examples are only for
illustration, which are not limited by the present disclosure.

[0087] Step S3036: generating a second signature by adopting the signing algorithm according to the
second key, the user identification information and the business request data.

[0088] Similarly, in this step, the second signature may be obtained by recalculating based on the signing
algorithm according to the second key, the user identification information and the business request data.

[0089] Step S3037: re-signing the cloud service access request message according to the second signature
to obtain the new cloud service access request message.

[0090] In a possible implementation, the original signature in the cloud service access request message
may be replaced with the second signature, so as to re-sign the cloud service access request message
according to the second signature to obtain the new cloud service access request message, in which the
original signature is a signature generated by the terminal adopting a fake key allocated by the preset server.

[0091] Based on the steps shown in Fig. 6, the preset server can perform signature verification on a cloud
service access request message transmitted by the terminal that is signed with a fake key, and can adopt, in
case that the verification has passed, a real key provided by the cloud server to re-sign the cloud service
access request message, as such, not only a uniform management on cloud service access accounts can be
realized, but also audition and detection on cloud service access requests of respective users can be realized.
For example, it can be grasped in time that which resources have been accessed by the users, which cloud
service interface functions have been used, how good the quality of processing service capabilities (such as
response speed) requested by the current user by the cloud vendors is, what problems have been encountered,
and so on, so it can be evaluated whether the resource data used by the users is safe or not, and also the
service capabilities of the cloud vendors can be evaluated.

[0092] S304: transmitting the new cloud service access request message to the cloud server according to
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the cloud service interface address.

[0093] With the adoption of the above method, the cloud service access request message transmitted by
the terminal can be diverted to the preset server according to the domain name address information, and the
preset server can perform account verification uniformly on the users who currently want to access the cloud
server, so that the administration department can audit and detect the cloud service access request message
through the preset server realizing the controllability of cloud service access and reducing the security risk
of cloud service data access.

[0094] Additionally, based on the uniform detection and management performed by the preset server on
the cloud service access request messages of respective users, when an account corresponding to a certain
user (one account, or multiple accounts corresponding to multiple cloud vendors) is leaked, the
administration department can delete the accounts of the user through the preset server without logging onto
multiple cloud vendor platforms for performing deleting operations respectively, thereby greatly reducing
the maintenance and management cost for accounts, and meanwhile, there is no need to separately configure
an account for each of the users among the cloud vendors, and multiple users can share one real key, so that
an effect of accounts being isolated can be achieved as long as one fake signed key is allocated to each of
the users, without affecting other users when a single user account is leaked.

[0095] Fig. 7 is a flowchart of a method for transmitting a message according to the embodiment shown
in Fig. 3. As shown in Fig. 7, the method further includes the following steps:

[0096] Step S305: receiving a cloud service access response message transmitted by the cloud server
according to the new cloud service access request message, and transmitting the cloud service access
response message to the terminal.

[0097] The cloud service access response message may include business response information. The preset
server may receive the cloud service access response message returned by the cloud server after transmitting
the re-signed new cloud service access request message to the cloud server, and afterwards, may transmit
the cloud service access response message to the terminal.

[0098] As shown in Fig. 7, the method further includes the following steps:

[0099] S306: generating an access log according to the new cloud service access request message and the
cloud service access response message.

[0100] The access log is used for recording cloud service access items of the current user. The cloud service
access items include items such as target resources accessed by the current user, target interface functions
used by the current user, quality of processing service capabilities (such as response speed) for the current
user request of the cloud vendors, whether a problem has been encountered with the current access and what
the encountered problem is, evaluation of whether resource data used by the current user is safe or not, and
SO on.

[0101] In this step, the access log may be generated according to the new cloud service access request
message, the cloud service access response message, the transmitting time of the request message, the

receiving time of the response message, and the like, realizing audition and detection on the cloud service
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access request of the current user.

[0102] Fig. 8 is a flowchart of a method for transmitting a message according to an exemplary embodiment.
The method can be applied to a terminal. As shown in Fig. 8, the method includes the following steps:
[0103] S801: acquiring user identification information of a current user, business request data and an

access key pre-allocated for the current user by a preset server.

[0104] The business request data may include information such as vendor identification information of a
cloud vendor corresponding to a cloud server to be accessed by the current user, actual service access
parameters, and so on. The preset server is a pre-deployed server for transmitting a message between the
terminal and the cloud server. The preset server can be understood as a preset intermediate proxy service
between the terminal and the server. Compared with the real key allocated for the user by the cloud server
in the original cloud service access mode, the access key refers to a fake key pre-allocated for the user by
the preset server.

[0105] Step S802: generating a cloud service access request message according to the user identification
information, the business request data and the access key, in which the cloud service access request message
includes domain name address information of the preset server.

[0106] In this step, a cloud service interface address of the cloud server may be acquired according to the
vendor identification information in the business request data; the domain name address information may
be generated according to the cloud service interface address and the preset domain name suffix
corresponding to the preset server; a third signature may be generated by adopting a signing algorithm
provided by the cloud server according to the access key, the user identification information and the business
request data; and the cloud service access request message may be generated according to the third signature,
the user identification information, the business request data and the domain name address information.

[0107] In the present disclosure, in order to perform detection and management uniformly on the cloud
service access request transmitted by the user through the preset server, it is required to divert the cloud
service access request message to the preset server. In a possible implementation, a universal domain name
may be pre-configured for the preset server, and the terminal may adjust the cloud service interface address
for each of the cloud vendors according to the universal domain name. For example, the cloud service
interface address of Vendor A is api.a.com, subsequent to which a preset domain name suffix .fusion-api.com
may be added to generate the domain name address information. As such, the terminal may transmit the
cloud service access request message to the preset server according to the domain name address information,
thereby realizing the diversion of the request message.

[0108] It should be noted that a correspondence between preset domain name suffixes and preset server [P
addresses may be preset, so as to guarantee that the messages transmitted to an address corresponding to the
preset domain name suffix can be diverted to the preset server.

[0109] After the domain name address information is generated, the third signature may be calculated by
adopting the signing algorithm provided by the cloud server according to the access key, the user

identification information and the business request data. The specific process for generating the third
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signature can refer to descriptions in relevant literatures, which is not limited here. After the third signature
is generated, the cloud service access request message may be generated according to the third signature,
the user identification information, the business request data and the domain name address information.

[0110] Step S803: transmitting the cloud service access request message to the preset server.

[0111] As such, in case that the preset server performs signature verification on the cloud service access
request message and the verification has passed, the preset server may re-sign the cloud service access
request message, to obtain a new cloud service access request message, and transmits the new cloud service
access request message to the cloud server.

[0112] With the adoption of the above method, the terminal can transmit the cloud service access request
message transmitted by the terminal to the preset server by adjusting the cloud service interface address of
the cloud vendor, that is, adding the preset domain name suffix corresponding to the preset server subsequent
to the cloud service interface address, and the preset server can perform account verification uniformly on
the users who currently want to access the cloud server, so that the administration department can audit and
detect the cloud service access request message through the preset server, realizing the controllability of
cloud service access and reducing the security risk of cloud service data access.

[0113] Additionally, based on the uniform detection and management performed by the preset server on
the cloud service access request messages of respective users, when an account corresponding to a certain
user (one account, or multiple accounts corresponding to multiple cloud vendors) is leaked, the
administration department can delete the accounts of the user through the preset server without logging onto
multiple cloud vendor platforms for performing deleting operations respectively, thereby greatly reducing
the maintenance and management cost for accounts, and meanwhile, there is no need to separately configure
an account for each of the users among the cloud vendors, and multiple users can share one real key, so that
an effect of accounts being isolated can be achieved as long as one fake signed key is allocated to each of
the users, without affecting other users when a single user account is leaked.

[0114] Fig. 9 is a flowchart of a method for transmitting a message according to an exemplary embodiment.
As shown in Fig. 9, the method includes the following steps:

[0115] S901: acquiring, by the terminal, user identification information of a current user, business request
data and an access key pre-allocated for the current user by a preset server.

[0116] The current user generally refers to the developer who needs to use cloud service resources at the
current moment. The business request data may include information such as vendor identification
information of a cloud vendor corresponding to the cloud server to be accessed by the current user, actual
service access parameters, and so on. The preset server is a pre-deployed server for transmitting a message
between the terminal and the cloud server. The preset server can be understood as a preset intermediate
proxy service between the terminal and the server. Compared with the real key allocated for the user by the
cloud server in the original cloud service access mode, the access key refers to a fake key pre-allocated for
the user by the preset server.

[0117] Step S902: generating, by the terminal, a cloud service access request message according to the
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user identification information, the business request data and the access key, in which the cloud service
access request message includes domain name address information of the preset server.

[0118] The business request data includes vendor identification information of a cloud vendor
corresponding to the cloud server to be accessed by the current user. In this step, the terminal may: acquire
a cloud service interface address of the cloud server according to the vendor identification information;
generate domain name address information according to the cloud service interface address and a preset
domain name suffix corresponding to the preset server; generate a third signature by adopting a signing
algorithm provided by the cloud server according to the access key, the user identification information and
the business request data; and generate the cloud service access request message according to the third
signature, the user identification information, the business request data and the domain name address
information.

[0119] In the present disclosure, in order to perform detection and management uniformly on the cloud
service access request transmitted by the user through the preset server, it is required to divert the cloud
service access request message to the preset server. In a possible implementation, a universal domain name
may be pre-configured for the preset server, and the terminal may adjust the cloud service interface address
for each of the cloud vendors according to the universal domain name. For example, the cloud service
interface address of Vendor A is api.a.com, subsequent to which a preset domain name suffix .fusion-api.com
may be added to generate the domain name address information. As such, the terminal may transmit the
cloud service access request message to the preset server according to the domain name address information,
thereby realizing the diversion of the request message.

[0120] It should be noted that a correspondence between preset domain name suffixes and preset server IP
addresses may be preset, so as to guarantee that the messages transmitted to an address corresponding to the
preset domain name suffix can be diverted to the preset server.

[0121] S903: transmitting, by the terminal, the cloud service access request message to the preset server.

[0122] S904: determining, by the preset server, the cloud service interface address to be accessed according
to the cloud service access request message.

[0123] In this step, the preset domain name suffix corresponding to the preset server may be acquired, the
domain name address information may be acquired from the cloud service access request message, and the
cloud service interface address may be determined from the domain name address information according to
the preset domain name suffix. The specific examples can refer to descriptions in the embodiments
corresponding to Fig. 3, which will not be detailed here.

[0124] In another possible implementation, different user identification information may correspond to
different cloud service interfaces. Therefore, in this step, the cloud service interface address may also be
determined according to the user identification information in the cloud service access request message. For
example, the preset server may pre-store a correspondence between AK accounts and cloud service
interfaces in a database, and after receiving the cloud service access request message, the server may read

an AK account from the user identification information in the cloud service access request message, and
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afterwards, may acquire the cloud service interface to be accessed by the current user by means of looking
up a table, so as to determine the cloud service interface address.

[0125] Step S905: performing, by the preset server, signature verification on the cloud service access
request message according to the cloud service interface address, and re-signing the cloud service access
request message in case that the verification has passed, to obtain a new cloud service access request
message.

[0126] The cloud service access request message includes user identification information of the current
user and business request data, and the business request data includes vendor identification information of
a cloud vendor corresponding to the cloud server to be accessed by the current user.

[0127] In this step, a signing algorithm corresponding to the cloud server may be determined according to
the cloud service interface address; a first key corresponding to the current user may be acquired according
to the user identification information and the vendor identification information, in which the first key is pre-
generated by the preset server; a first signature may be generated by adopting the signing algorithm
according to the first key, the user identification information and the business request data; and signature
verification may be performed on the cloud service access request message according to the first signature.

[0128] Afterwards, a second key corresponding to the cloud server may be acquired according to the user
identification information and the vendor identification information, in which the second key is pre-
generated by the cloud server; a second signature may be generated by adopting the signing algorithm
according to the second key, the user identification information and the business request data; the cloud
service access request message may be re-signed according to the second signature to obtain the new cloud
service access request message.

[0129] Compared with the real key corresponding to the cloud server, the first key can be understood as a
fake key generated by the preset server for the user, and the second key is the real key provided by the cloud
server.

[0130] The specific implementation of this step can refer to relevant descriptions in the embodiments
corresponding to Fig. 6, which will not be detailed here.

[0131] S906: transmitting, by the preset server, the new cloud service access request message to the cloud
server according to the cloud service interface address.

[0132] S907: receiving, by the preset server, a cloud service access response message transmitted by the
cloud server according to the new cloud service access request message, and transmitting the cloud service
access response message to the terminal.

[0133] The cloud service access response message may include business response information. The preset
server may receive the cloud service access response message returned by the cloud server after transmitting
the re-signed new cloud service access request message to the cloud server, and afterwards, may transmit
the cloud service access response message to the terminal.

[0134] S908: generating, by the preset server, an access log according to the new cloud service access

request message and the cloud service access response message, in which the access log is used for recording
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cloud service access items of the current user.

[0135] The access log is used for recording cloud service access items of the current user. The cloud service
access items include items such as target resources accessed by the current user, target interface functions
used by the current user, quality of processing service capabilities (such as response speed) for the current
user request of the cloud vendors, whether a problem has been encountered with the current access and what
the encountered problem is, evaluation of whether resource data used by the current user is safe or not, and
SO on.

[0136] In this step, the access log may be generated according to the new cloud service access request
message, the cloud service access response message, the transmitting time of the request message, the
receiving time of the response message, and the like, realizing audition and detection on the cloud service
access request of the current user.

[0137] Exemplarily, Fig. 10 is a schematic diagram of a process for transmitting a message between a
terminal, a preset server (i.e., intermediate proxy in Fig. 10) and a cloud server according to an exemplary
embodiment. The terminal side first signs the original cloud service access request message with a fake key
(i.e., first key) allocated by the preset server. As shown in Fig. 10, User ul wants to access the cloud service
provided by Vendor A. The cloud service access request message obtained by signing the request message
at the terminal side based on the fake key allocated by the preset server is "vendor = A, user = ul, sign =
signA (ul, FakeKeyl)", and the terminal transmits the cloud service access request message to the preset
server. The preset server acquires the fake key corresponding to User Ul and Vendor A as fakekeyl by
means of looking up Table 1, and after the signature is regenerated based on the fake key FakeKeyl and the
signing algorithm provided by Vendor A, performs signature verification on the request message "vendor =
A, user = ul, sign = signA (ul, FakeKeyl)". After the verification has passed, the real key RealKeyl
allocated for User ul by Vendor A is acquired by continuing looking up Table 1 according to User ul and
Vendor A. Then, after the signature is regenerated by adopting the signing algorithm provided by Vendor A
according to the real key RealKeyl and key replacement is performed on the request message, the new
cloud service access request message is obtained as "vendor = A, user = ul, sign = signA (ul, RealKey1)".
Then, the preset server transmits the new cloud service access request message to the cloud server
corresponding to Vendor A, realizing the access to the cloud service resources provided by Vendor A. The
above examples are only for illustration, which are not limited by the present disclosure.

[0138] With the adoption of the above method, the cloud service access request message transmitted by
the terminal can be diverted to the preset server according to the domain name address information in the
cloud service access request message, and the preset server can perform account verification uniformly on
the users who currently want to access the cloud server, so that the administration department can audit and
detect the cloud service access request message through the preset server, realizing the controllability of
cloud service access and reducing the security risk of cloud service data access.

[0139] Based on the uniform detection and management performed by the preset server on the cloud

service access request messages of respective users, when an account corresponding to a certain user (one

16



account, or multiple accounts corresponding to multiple cloud vendors) is leaked, the administration
department can delete the accounts of the user through the preset server without logging onto multiple cloud
vendor platforms for performing deleting operations respectively, thereby greatly reducing the maintenance
and management cost for accounts, and meanwhile, there is no need to separately configure an account for
each of the users among the cloud vendors, and multiple users can share one real key, so that an effect of
accounts being isolated can be achieved as long as one fake signed key is allocated to each of the users,
without affecting other users when a single user account is leaked.

[0140] Additionally, based on the above cloud service access mode, the user can continue to use the
original vendor interface specification and Software Development Kit (SDK), as long as a preset domain
name suffix corresponding to the preset server is added, in the SDK at the terminal side, subsequent to the
interface access address of the cloud vendor to be accessed. In this way, it is more convenient for the user
to use, and the functional interface of the existing cloud vendor can be directly supported, with strong
universality and low implementation cost.

[0141] In order to solve the problem that in the prior art, when the cloud service resources are accessed
and used by calling an API provided by the cloud vendor, since it is the interface of the cloud service vendor
the user directly accesses, the administration department cannot audit and detect cloud service access
requests from respective users, leading to security risks present in cloud service data access, the present
disclosure can also interface all users' cloud service access requests uniformly to a gateway service by means
of developing a uniform gateway.

[0142] In a possible implementation, the terminal may transmit a first request message to a gateway, in
which the first request message is used for requesting to acquire cloud service resource information from
the gateway. The terminal may sign the first request message with a key provided by the gateway and a
signing algorithm provided by the gateway. After receiving the first request message, the gateway performs
signature verification on the first request message, and in case that the verification has passed, may re-sign
the first request message with a key by the cloud vendor and a signing algorithm provided by the cloud
vendor to obtain a second request message, and then transmit the second request message to the cloud server.

[0143] By means of uniformly interfacing to a gateway service, the administration department can also
audit and detect the user's cloud service access request through the gateway service, realizing the
controllability of cloud service access and reducing the security risk of cloud service data access. Meanwhile,
when an account corresponding to a certain user (one account, or multiple accounts corresponding to
multiple cloud vendors) is leaked, the administration department can also delete the user's accounts through
the gateway service, without logging onto multiple cloud vendor platforms for performing deleting
operations respectively, thereby reducing the maintenance and management cost for accounts. Additionally,
there is no need to separately configure an account for each of the users among the cloud vendors, and
multiple users can share one real key, so that an effect of accounts being isolated can be achieved as long as
one fake signed key is allocated to each of the users, without affecting other users when a single user account

is leaked.
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[0144] It should be noted that, the users use the gateway service, by which the interfaces of the cloud
vendors is called. In the course of pre-configuring a uniform gateway, it is required to adapt every interface
of each of the cloud vendors. However, each of the cloud vendors has multiple products, each of which
corresponds to dozens of open interfaces, that is, each of the vendors may generally have thousands of
interfaces, and the uniform gateway requires to encapsulate the thousands of interfaces corresponding to the
vendor, leading to a high development cost. In terms of different cloud vendors, the corresponding interface
specifications are different. If one interface is used at the gateway side to hide the interface functions
corresponding to all the cloud vendors, the development cost will also increase. Moreover, with such
uniform gateway, the SDKs and documents of the cloud vendors are no longer available, which requires
additional learning costs for the users.

[0145] In order to solve the problem that in the prior art, when the cloud service resources are accessed
and used by calling an API provided by the cloud vendor, since it is the interface of the cloud service vendor
the user directly accesses, the administration department cannot audit and detect cloud service access
requests from respective users, leading to security risks present in cloud service data access, the present
disclosure can also access the cloud service resources by means of customized SDK. Specifically, a uniform
audit code can be added to the SDKs of different cloud vendors at the terminal side, realizing acquisition of
accounts and audition of access requests.

[0146] Fig. 11 is a schematic diagram of a message transmission process for cloud service access based on
customized SDK according to an exemplary embodiment. As shown in Fig. 11, the terminal may transmit a
third request message to an audit server (i.e., step 1 shown in Fig. 11), in which the third request message
is used for requesting to acquire a vendor account corresponding to the cloud server to be accessed and
requesting to audit the cloud service access request. After receiving the third request message, the audit
service may audit the cloud service access request, and may also perform signature verification on the third
request message. In case that the verification has passed, the vendor account corresponding to the cloud
server to be accessed by the current user may be transmitted to the terminal. Afterwards, the terminal may
sign the access request message with the vendor account and key information transmitted by the audit
service and transmit it to the cloud server (i.e., step 2 shown in Fig. 11).

[0147] Therefore, by means of customized SDK, the administration department can also audit and detect
the user's cloud service access request through the audit service, realizing the controllability of cloud service
access and reducing the security risk of cloud service data access. Meanwhile, when an account
corresponding to a certain user (one account, or multiple accounts corresponding to multiple cloud vendors)
is leaked, the administration department can also delete the user's accounts through the audit service without
logging onto multiple cloud vendor platforms for performing deleting operations respectively, thereby
reducing the maintenance and management cost for accounts.

[0148] It should be noted that, by means of customized SDK, since the users may use SDKs in different
programming languages, adopting this solution requires to transform the SDKs in every language of each

of the cloud vendors, which will also increase the development cost.
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[0149] Fig. 12 is a block diagram illustrating an apparatus for transmitting a message according to an
exemplary embodiment. The apparatus is applied to a preset server which is a pre-deployed server for
transmitting a message between a terminal and a cloud server. As shown in Fig. 12, the apparatus includes:

[0150] a first receiving module 1201, configured to receive a cloud service access request message
transmitted by the terminal, in which the cloud service access request message includes domain name
address information of the preset server;

[0151] a determining module 1202, configured to determine a cloud service interface address to be
accessed according to the cloud service access request message;

[0152] a verifying module 1203, configured to perform signature verification on the cloud service access
request message according to the cloud service interface address, and re-sign the cloud service access
request message in case that the verification has passed, to obtain a new cloud service access request
message;

[0153] a first transmitting module 1204, configured to transmit the new cloud service access request
message to the cloud server according to the cloud service interface address.

[0154] Optionally, the determining module 1202 is configured to: acquire a preset domain name suffix
corresponding to the preset server; acquire the domain name address information from the cloud service
access request message; and determine the cloud service interface address from the domain name address
information according to the preset domain name suffix.

[0155] Optionally, the cloud service access request message includes user identification information of the
current user and business request data, and the business request data includes vendor identification
information of a cloud vendor corresponding to the cloud server to be accessed by the current user, the
verifying module 1203 is configured to determine a signing algorithm corresponding to the cloud server
according to the cloud service interface address; acquire a first key corresponding to the current user
according to the user identification information and the vendor identification information, in which the first
key is pre-generated by the preset server; generate a first signature by adopting the signing algorithm
according to the first key, the user identification information and the business request data; and perform
signature verification on the cloud service access request message according to the first signature.

[0156] Optionally, the verifying module 1203 is configured to: acquire a second key corresponding to the
cloud server according to the user identification information and the vendor identification information, in
which the second key is pre-generated by the cloud server; generate a second signature by adopting the
signing algorithm according to the second key, the user identification information and the business request
data; and re-sign the cloud service access request message according to the second signature to obtain the
new cloud service access request message.

[0157] Optionally, Fig. 13 is a block diagram of an apparatus for transmitting a message according to the
embodiment shown in Fig. 12. As shown in Fig. 13, the apparatus further includes:

[0158] a second receiving module 1205, configured to receive a cloud service access response message

transmitted by the cloud server according to the new cloud service access request message, and transmit the
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cloud service access response message to the terminal.

[0159] Optionally, as shown in Fig. 13, the apparatus further includes:

[0160] a log generating module 1206, configured to generate an access log according to the new cloud
service access request message and the cloud service access response message, in which the access log is
used for recording cloud service access items of the current user.

[0161] With the adoption of the above apparatus, the cloud service access request message transmitted by
the terminal can be diverted to the preset server, and the preset server can perform account verification
uniformly on the users who currently want to access the cloud server, so that the administration department
can audit and detect the cloud service access request message through the preset server, realizing the
controllability of cloud service access and reducing the security risk of cloud service data access.

[0162] Additionally, based on the uniform detection and management performed by the preset server on
the cloud service access request messages of respective users, when an account corresponding to a certain
user (one account, or multiple accounts corresponding to multiple cloud vendors) is leaked, the
administration department can delete the accounts of the user through the preset server without logging onto
multiple cloud vendor platforms for performing deleting operations respectively, thereby greatly reducing
the maintenance and management cost for accounts, and meanwhile, there is no need to separately configure
an account for each of the users among the cloud vendors, and multiple users can share one real key, so that
an effect of accounts being isolated can be achieved as long as one fake signed key is allocated to each of
the users, without affecting other users when a single user account is leaked.

[0163] Fig. 14 is a block diagram of an apparatus for transmitting a message according to an exemplary
embodiment. The apparatus is applied to a terminal. As shown in Fig. 14, the apparatus includes:

[0164] an acquiring module 1401, configured to acquire user identification information of a current user,
business request data and an access key pre-allocated for the current user by a preset server, in which the
preset server is a pre-deployed server for transmitting a message between the terminal and a cloud server;

[0165] a request message generating module 1402, configured to generate a cloud service access request
message according to the user identification information, the business request data and the access key, in
which the cloud service access request message includes domain name address information of the preset
server;

[0166] a second transmitting module 1403, configured to transmit the cloud service access request message
to the preset server, so that the preset server performs signature verification on the cloud service access
request message, re-signs the cloud service access request message in case that the verification has passed
to obtain a new cloud service access request message, and transmits the new cloud service access request
message to the cloud server.

[0167] Optionally, the business request data includes vendor identification information of a cloud vendor
corresponding to the cloud server to be accessed by the current user, the request message generating module
1402 is configured to: acquire a cloud service interface address of the cloud server according to the vendor

identification information; generate the domain name address information according to the cloud service
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interface address and a preset domain name suffix corresponding to the preset server; generate a third
signature by adopting a signing algorithm provided by the cloud server according to the access key, the user
identification information and the business request data; and generate the cloud service access request
message according to the third signature, the user identification information, the business request data and
the domain name address information.

[0168] With the adoption of the above apparatus, the terminal can transmit the cloud service access request
message transmitted by the terminal to the preset server by adjusting the cloud service interface address of
the cloud vendor, that is, adding the preset domain name suffix corresponding to the preset server subsequent
to the cloud service interface address, and the preset server can perform account verification uniformly on
the users who currently want to access the cloud server, so that the administration department can audit and
detect the cloud service access request message through the preset server, realizing the controllability of
cloud service access and reducing the security risk of cloud service data access.

[0169] Additionally, based on the uniform detection and management performed by the preset server on
the cloud service access request messages of respective users, when an account corresponding to a certain
user (one account, or multiple accounts corresponding to multiple cloud vendors) is leaked, the
administration department can delete the accounts of the user through the preset server without logging onto
multiple cloud vendor platforms for performing deleting operations respectively, thereby greatly reducing
the maintenance and management cost for accounts, and meanwhile, there is no need to separately configure
an account for each of the users among the cloud vendors, and multiple users can share one real key, so that
an effect of accounts being isolated can be achieved as long as one fake signed key is allocated to each of
the users, without affecting other users when a single user account is leaked.

[0170] Referring to FIG. 15, FIG. 15 illustrates a schematic structural diagram of an electronic device 1500
suitable for implementing some embodiments of the present disclosure. The electronic devices in some
embodiments of the present disclosure may include but are not limited to mobile terminals such as a mobile
phone, a notebook computer, a digital broadcasting receiver, a personal digital assistant (PDA), a portable
Android device (PAD), a portable media player (PMP), a vehicle-mounted terminal (e.g., a vehicle-mounted
navigation terminal), or the like, and fixed terminals such as a digital TV, a desktop computer, or the like.
The electronic device illustrated in FIG. 15 is merely an example, and should not pose any limitation to the
functions and the range of use of the embodiments of the present disclosure.

[0171] As illustrated in FIG. 15, the electronic device 1500 may include a processing apparatus 1501 (e.g.,
a central processing unit, a graphics processing unit, etc.), which can perform various suitable actions and
processing according to a program stored in a read-only memory (ROM) 1502 or a program loaded from a
storage apparatus 1508 into a random-access memory (RAM) 1503. The RAM 1503 further stores various
programs and data required for operations of the electronic device 500. The processing apparatus 1501, the
ROM 1502, and the RAM 1503 are interconnected by means of a bus 1504. An input/output (I/O) interface
1505 is also connected to the bus 1504.

[0172] Usually, the following apparatus may be connected to the I/O interface 1505: an input apparatus
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1506 including, for example, a touch screen, a touch pad, a keyboard, a mouse, a camera, a microphone, an
accelerometer, a gyroscope, or the like; an output apparatus 1507 including, for example, a liquid crystal
display (LCD), a loudspeaker, a vibrator, or the like; a storage apparatus 1508 including, for example, a
magnetic tape, a hard disk, or the like; and a communication apparatus 1509. The communication apparatus
509 may allow the electronic device 1500 to be in wireless or wired communication with other devices to
exchange data. While FIG. 15 illustrates the electronic device 1500 having various apparatuses, it should
be understood that not all of the illustrated apparatuses are necessarily implemented or included. More or
fewer apparatuses may be implemented or included alternatively.

[0173] Particularly, according to embodiments of the present disclosure, the processes described above
with reference to the flowcharts may be implemented as a computer software program. For example, some
embodiments of the present disclosure include a computer program product, which includes a computer
program carried by a non-transitory computer-readable medium. The computer program includes program
codes for performing the methods shown in the flowcharts. In such embodiments, the computer program
may be downloaded online through the communication apparatus 1509 and installed, or may be installed
from the storage apparatus 1508, or may be installed from the ROM 1502. When the computer program is
executed by the processing apparatus 1501, the above-mentioned functions defined in the methods of some
embodiments of the present disclosure are performed.

[0174] The embodiments of the present disclosure also provides a computer program which is stored in a
readable storage medium, and one or more processors of an electronic device can read the computer program
from the readable storage medium, and the one or more processors execute the computer program, so that
the electronic device performs the solution provided by any of the above embodiments.

[0175] It should be noted that the above-mentioned computer-readable medium in the present disclosure
may be a computer-readable signal medium or a computer-readable storage medium or any combination
thereof. For example, the computer-readable storage medium may be, but not limited to, an electric,
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus or device, or any
combination thereof. More specific examples of the computer-readable storage medium may include but
not be limited to: an electrical connection with one or more wires, a portable computer disk, a hard disk, a
random-access memory (RAM), a read-only memory (ROM), an erasable programmable read-only memory
(EPROM or flash memory), an optical fiber, a compact disk read-only memory (CD-ROM), an optical
storage device, a magnetic storage device, or any appropriate combination of them. In the present disclosure,
the computer-readable storage medium may be any tangible medium containing or storing a program that
can be used by or in combination with an instruction execution system, apparatus or device. In the present
disclosure, the computer-readable signal medium may include a data signal that propagates in a baseband
or as a part of a carrier and carries computer-readable program codes. The data signal propagating in such
a manner may take a plurality of forms, including but not limited to an electromagnetic signal, an optical
signal, or any appropriate combination thereof. The computer-readable signal medium may also be any other

computer-readable medium than the computer-readable storage medium. The computer-readable signal

22



medium may send, propagate or transmit a program used by or in combination with an instruction execution
system, apparatus or device. The program code contained on the computer-readable medium may be
transmitted by using any suitable medium, including but not limited to an electric wire, a fiber-optic cable,
radio frequency (RF) and the like, or any appropriate combination of them.

[0176] In some implementation modes, the client and the server may communicate with any network
protocol currently known or to be researched and developed in the future such as hypertext transfer protocol
(HTTP), and may communicate (via a communication network) and interconnect with digital data in any
form or medium. Examples of communication networks include a local area network (LAN), a wide area
network (WAN), the internet (e.g., Internet), and an end-to-end network (e.g., an ad hoc end-to-end network),
as well as any network currently known or to be researched and developed in the future.

[0177] The above-mentioned computer-readable medium may be included in the above-mentioned
electronic device, or may also exist alone without being assembled into the electronic device.

[0178] The above-mentioned computer-readable medium carries one or more programs, and when the one
or more programs are executed by the electronic device, the electronic device is caused to: receive a cloud
service access request message transmitted by the terminal; determine a cloud service interface address to
be accessed according to the cloud service access request message; perform signature verification on the
cloud service access request message according to the cloud service interface address, and re-sign the cloud
service access request message in case that the verification has passed, to obtain a new cloud service access
request message; and transmit the new cloud service access request message to the cloud server according
to the cloud service interface address.

[0179] Alternatively, the above-mentioned computer-readable medium carries one or more programs, and
when the one or more programs are executed by the electronic device, the electronic device is caused to:
acquire user identification information of a current user, business request data and an access key pre-
allocated for the current user by a preset server, wherein the preset server is a pre-deployed server for
transmitting a message between the terminal and a cloud server; generate a cloud service access request
message according to the user identification information, the business request data and the access key; and
transmit the cloud service access request message to the preset server, so that the preset server re-signs the
cloud service access request message in case that the preset server performs signature verification on the
cloud service access request message and the verification has passed, to obtain a new cloud service access
request message, and transmits the new cloud service access request message to the cloud server.

[0180] The computer program codes for performing the operations of the present disclosure may be written
in one or more programming languages or a combination thereof. The above-mentioned programming
languages include but are not limited to object-oriented programming languages such as Java, Smalltalk,
C++, and also include conventional procedural programming languages such as the “C” programming
language or similar programming languages. The program code may be executed entirely on the user’s
computer, partly on the user’s computer, as a stand-alone software package, partly on the user’s computer

and partly on a remote computer, or entirely on the remote computer or server. In the scenario related to the
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remote computer, the remote computer may be connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the Internet using an Internet service provider).

[0181] The flow diagrams and the block diagrams in the drawings show possibly achieved system
architectures, functions, and operations of systems, methods, and computer program products according to
various embodiments of the present disclosure. At this point, each box in the flow diagram or the block
diagram may represent a module, a program segment, or a part of a code, the module, the program segment,
or a part of the code contains one or more executable instructions for achieving the specified logical
functions. It should also be noted that in some alternative implementations, the function indicated in the box
may also occur in a different order from those indicated in the drawings. For example, two consecutively
represented boxes may actually be executed basically in parallel, and sometimes it may also be executed in
an opposite order, this depends on the function involved. It should also be noted that each box in the block
diagram and/or the flow diagram, as well as combinations of the boxes in the block diagram and/or the flow
diagram, may be achieved by using a dedicated hardware-based system that performs the specified function
or operation, or may be achieved by using combinations of dedicated hardware and computer instructions.

[0182] The involved units described in the embodiments of the present disclosure may be achieved by a
mode of software, or may be achieved by a mode of hardware. Herein, the name of the unit does not
constitute a limitation for the unit itself in some cases. For example, a first receiving module may also be
described as “a module for receiving a request message”.

[0183] The functions described above in this article may be at least partially executed by one or more
hardware logic components. For example, non-limiting exemplary types of the hardware logic component
that may be used include: a field programmable gate array (FPGA), an application specific integrated circuit
(ASIC), an application specific standard product (ASSP), a system on chip (SOC), a complex programmable
logic device (CPLD) and the like.

[0184] In the context of the present disclosure, the machine-readable medium may be a tangible medium,
and it may contain or store a program for use by or in combination with an instruction executive system,
apparatus, or device. The machine-readable medium may be a machine-readable signal medium or a
machine-readable storage medium. The machine-readable medium may include but not limited to an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or device, or
any suitable combinations of the above. More specific examples of the machine-readable storage medium
may include an electric connector based on one or more wires, a portable computer disk, a hard disk drive,
RAM, ROM, EPROM (or a flash memory), an optical fiber, CD-ROM, an optical storage device, a magnetic
storage device, or any suitable combinations of the above.

[0185] According to one or more embodiments of the present disclosure, Example 1 provides a method
for transmitting a message, the method being applied to a preset server which is a pre-deployed server for
transmitting a message between a terminal and a cloud server, the method comprising: receiving a cloud

service access request message transmitted by the terminal, wherein the cloud service access request
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message includes domain name address information of the preset server; determining a cloud service
interface address to be accessed according to the cloud service access request message; performing signature
verification on the cloud service access request message according to the cloud service interface address,
and re-signing the cloud service access request message in case that the verification has passed, to obtain a
new cloud service access request message; and transmitting the new cloud service access request message
to the cloud server according to the cloud service interface address.

[0186] According to one or more embodiments of the present disclosure, Example 2 provides the method
of Example 1, the determining the cloud service interface address to be accessed according to the domain
name address information comprises: acquiring a preset domain name suffix corresponding to the preset
server; acquiring the domain name address information from the cloud service access request message; and
determining the cloud service interface address from the domain name address information according to the
preset domain name suffix.

[0187] According to one or more embodiments of the present disclosure, Example 3 provides the method
of Example 1, the cloud service access request message includes user identification information of the
current user and business request data, and the business request data includes vendor identification
information of a cloud vendor corresponding to the cloud server to be accessed by the current user, the
performing signature verification on the cloud service access request message according to the cloud service
interface address comprises: determining a signing algorithm corresponding to the cloud server according
to the cloud service interface address; acquiring a first key corresponding to the current user according to
the user identification information and the vendor identification information, wherein the first key is pre-
generated by the preset server; generating a first signature by adopting the signing algorithm according to
the first key, the user identification information and the business request data; and performing signature
verification on the cloud service access request message according to the first signature.

[0188] According to one or more embodiments of the present disclosure, Example 4 provides the method
of Example 3, the re-signing the cloud service access request message to obtain the new cloud service access
request message comprises: acquiring a second key corresponding to the cloud server according to the user
identification information and the vendor identification information, wherein the second key is pre-
generated by the cloud server; generating a second signature by adopting the signing algorithm according
to the second key, the user identification information and the business request data; and re-signing the cloud
service access request message according to the second signature to obtain the new cloud service access
request message.

[0189] According to one or more embodiments of the present disclosure, Example 5 provides the method
of any of Examples 1-4, wherein the method further comprises: receiving a cloud service access response
message transmitted by the cloud server according to the new cloud service access request message, and
transmitting the cloud service access response message to the terminal.

[0190] According to one or more embodiments of the present disclosure, Example 6 provides the method

of Example 5, after receiving the cloud service access response message transmitted by the cloud server
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according to the new cloud service access request message, the method further comprises: generating an
access log according to the new cloud service access request message and the cloud service access response
message, wherein the access log is used for recording cloud service access items of the current user.

[0191] According to one or more embodiments of the present disclosure, Example 7 provides a method
for transmitting a message, the method being applied to a terminal, and the method comprising: acquiring
user identification information of a current user, business request data and an access key pre-allocated for
the current user by a preset server, wherein the preset server is a pre-deployed server for transmitting a
message between the terminal and a cloud server; generating a cloud service access request message
according to the user identification information, the business request data and the access key, wherein the
cloud service access request message includes domain name address information of the preset server; and
transmitting the cloud service access request message to the preset server, so that the preset server re-signs
the cloud service access request message in case that the preset server performs signature verification on
the cloud service access request message and the verification has passed, to obtain a new cloud service
access request message, and transmits the new cloud service access request message to the cloud server.

[0192] According to one or more embodiments of the present disclosure, Example 8 provides the method
of Example 7, wherein the business request data includes vendor identification information of a cloud
vendor corresponding to the cloud server to be accessed by the current user, the generating the cloud service
access request message according to the user identification information, the business request data and the
access key comprises: acquiring a cloud service interface address of the cloud server according to the vendor
identification information; generating the domain name address information according to the cloud service
interface address and a preset domain name suffix corresponding to the preset server; generating a third
signature by adopting a signing algorithm provided by the cloud server according to the access key, the user
identification information and the business request data; and generating the cloud service access request
message according to the third signature, the user identification information, the business request data and
the domain name address information.

[0193] According to one or more embodiments of the present disclosure, Example 9 provides an apparatus
for transmitting a message, the apparatus being applied to a preset server which is a pre-deployed server for
transmitting a message between a terminal and a cloud server, the apparatus comprising: a first receiving
module, configured to receive a cloud service access request message transmitted by the terminal, wherein
the cloud service access request message includes domain name address information of the preset server; a
determining module, configured to determine a cloud service interface address to be accessed according to
the cloud service access request message; a verifying module, configured to perform signature verification
on the cloud service access request message according to the cloud service interface address, and re-sign
the cloud service access request message in case that the verification has passed, to obtain a new cloud
service access request message; and a first transmitting module, configured to transmit the new cloud service
access request message to the cloud server according to the cloud service interface address.

[0194] According to one or more embodiments of the present disclosure, Example 10 provides the
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apparatus of Example 9. The determining module is configured to: acquire a preset domain name suffix
corresponding to the preset server; acquire the domain name address information from the cloud service
access request message; and determine the cloud service interface address from the domain name address
information according to the preset domain name suffix.

[0195] According to one or more embodiments of the present disclosure, Example 11 provides the
apparatus of Example 9. The cloud service access request message includes user identification information
of the current user and business request data, and the business request data includes vendor identification
information of a cloud vendor corresponding to the cloud server to be accessed by the current user. The
verifying module is configured to determine a signing algorithm corresponding to the cloud server according
to the cloud service interface address; acquire a first key corresponding to the current user according to the
user identification information and the vendor identification information, in which the first key is pre-
generated by the preset server; generate a first signature by adopting the signing algorithm according to the
first key, the user identification information and the business request data; and perform signature verification
on the cloud service access request message according to the first signature.

[0196] According to one or more embodiments of the present disclosure, Example 12 provides the
apparatus of Example 11. The verifying module is configured to: acquire a second key corresponding to the
cloud server according to the user identification information and the vendor identification information, in
which the second key is pre-generated by the cloud server; generate a second signature by adopting the
signing algorithm according to the second key, the user identification information and the business request
data; and re-sign the cloud service access request message according to the second signature to obtain the
new cloud service access request message.

[0197] According to one or more embodiments of the present disclosure, Example 13 provides the
apparatus of any of Examples 9-12, the apparatus further includes: a second receiving module, configured
to receive a cloud service access response message transmitted by the cloud server according to the new
cloud service access request message, and transmit the cloud service access response message to the
terminal.

[0198] According to one or more embodiments of the present disclosure, Example 14 provides the
apparatus of Example 13. The apparatus further includes: a log generating module, configured to generate
an access log according to the new cloud service access request message and the cloud service access
response message, in which the access log is used for recording cloud service access items of the current
user.

[0199] According to one or more embodiments of the present disclosure, Example 15 provides an
apparatus for transmitting a message, the apparatus being applied to a terminal, and the apparatus
comprising:

[0200] an acquiring module, configured to acquire user identification information of a current user,
business request data and an access key pre-allocated for the current user by a preset server, wherein the

preset server is a pre-deployed server for transmitting a message between the terminal and a cloud server;
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[0201] a request message generating module, configured to generate a cloud service access request
message according to the user identification information, the business request data and the access key,
wherein the cloud service access request message includes domain name address information of the preset
server;

[0202] a second transmitting module, configured to transmit the cloud service access request message to
the preset server, so that the preset server re-signs the cloud service access request message in case that the
preset server performs signature verification on the cloud service access request message and the
verification has passed, to obtain a new cloud service access request message, and transmits the new cloud
service access request message to the cloud server.

[0203] According to one or more embodiments of the present disclosure, Example 16 provides the
apparatus of Example 15. The business request data includes vendor identification information of a cloud
vendor corresponding to the cloud server to be accessed by the current user. The request message generating
module is configured to: acquire a cloud service interface address of the cloud server according to the vendor
identification information; generate the domain name address information according to the cloud service
interface address and a preset domain name suffix corresponding to the preset server; generate a third
signature by adopting a signing algorithm provided by the cloud server according to the access key, the user
identification information and the business request data; and generate the cloud service access request
message according to the third signature, the user identification information, the business request data and
the domain name address information.

[0204] The foregoing are merely descriptions of the preferred embodiments of the present disclosure and
the explanations of the technical principles involved. It will be appreciated by those skilled in the art that
the scope of the disclosure involved herein is not limited to the technical solutions formed by a specific
combination of the technical features described above, and shall cover other technical solutions formed by
any combination of the technical features described above or equivalent features thereof without departing
from the concept of the present disclosure. For example, the technical features described above may be
mutually replaced with the technical features having similar functions disclosed herein (but not limited
thereto) to form new technical solutions.

[0205] In addition, while operations have been described in a particular order, it shall not be construed as
requiring that such operations are performed in the stated specific order or sequence. Under certain
circumstances, multitasking and parallel processing may be advantageous. Similarly, while some specific
implementation details are included in the above discussions, these shall not be construed as limitations to
the present disclosure. Some features described in the context of a separate embodiment may also be
combined in a single embodiment. Rather, various features described in the context of a single embodiment
may also be implemented separately or in any appropriate sub-combination in a plurality of embodiments.

[0206] Although the present subject matter has been described in a language specific to structural features
and/or logical method acts, it will be appreciated that the subject matter defined in the appended claims is

not necessarily limited to the particular features and acts described above. Rather, the particular features
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and acts described above are merely exemplary forms for implementing the claims. Specific manners of
operations performed by the modules in the apparatus in the above embodiment have been described in
detail in the embodiments regarding the method, which will not be explained and described in detail herein

again.
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CLAIMS

1.

A method for transmitting a message, the method being applied to a preset server which is a pre-
deployed server for transmitting a message between a terminal and a cloud server, the method
comprising:

receiving a cloud service access request message transmitted by the terminal, wherein the cloud service
access request message includes domain name address information of the preset server, and the domain
name address information comprises a cloud service interface address and a preset domain name suffix
of the preset server;

determining a cloud service interface address to be accessed according to the cloud service access
request message;

performing signature verification on the cloud service access request message according to the cloud
service interface address, and re-signing the cloud service access request message in case that the
verification has passed, to obtain a new cloud service access request message; and

transmitting the new cloud service access request message to the cloud server according to the cloud
service interface address,

wherein the cloud service access request message includes user identification information of the current
user and business request data, and the business request data includes vendor identification information
of the cloud server to be accessed by the current user, different user identification information
corresponds to different cloud service interfaces,

wherein the performing signature verification on the cloud service access request message according
to the cloud service interface address comprises:

determining a signing algorithm corresponding to the cloud server according to the cloud service
interface address;

acquiring a first key corresponding to the current user according to the user identification information
and the vendor identification information, wherein the first key is pre-generated by the preset server;
generating a first signature by adopting the signing algorithm according to the first key, the user
identification information and the business request data; and

performing signature verification on the cloud service access request message according to the first

signature.

The method of claim 1, wherein the determining the cloud service interface address to be accessed
according to the cloud service access request message comprises:

acquiring a preset domain name suffix corresponding to the preset server;

acquiring the domain name address information from the cloud service access request message; and

determining the cloud service interface address from the domain name address information according
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to the preset domain name suffix.

The method of claim 1, wherein the re-signing the cloud service access request message to obtain the
new cloud service access request message comprises:

acquiring a second key corresponding to the cloud server according to the user identification
information and the vendor identification information, wherein the second key is pre-generated by the
cloud server;

generating a second signature by adopting the signing algorithm according to the second key, the user
identification information and the business request data; and

re-signing the cloud service access request message according to the second signature to obtain the

new cloud service access request message.

The method of any of claims 1-3, wherein the method further comprises:
receiving a cloud service access response message transmitted by the cloud server according to the new
cloud service access request message, and transmitting the cloud service access response message to

the terminal.

The method of claim 4, wherein after receiving the cloud service access response message transmitted
by the cloud server according to the new cloud service access request message, the method further
comprises:

generating an access log according to the new cloud service access request message and the cloud
service access response message, wherein the access log is used for recording cloud service access

items of the current user.

A method for transmitting a message, the method being applied to a terminal, and the method
comprising:

acquiring user identification information of a current user, business request data and an access key pre-
allocated for the current user by a preset server, wherein the preset server is a pre-deployed server for
transmitting a message between the terminal and a cloud server, and different user identification
information corresponds to different cloud service interfaces;

generating a cloud service access request message according to the user identification information, the
business request data and the access key, wherein the cloud service access request message includes
domain name address information of the preset server, and the domain name address information
comprises a cloud service interface address and a preset domain name suffix of the preset server; and

transmitting the cloud service access request message to the preset server, so that the preset server re-
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signs the cloud service access request message in case that the preset server performs signature
verification on the cloud service access request message and the verification has passed, to obtain a
new cloud service access request message, and transmits the new cloud service access request message
to the cloud server,

wherein the business request data includes vendor identification information of the cloud server to be
accessed by the current user, and the preset server performs signature verification on the cloud service
access request message by: determining a signing algorithm corresponding to the cloud server
according to the cloud service interface address; acquiring a first key corresponding to the current user
according to the user identification information and the vendor identification information, wherein the
first key is pre-generated by the preset server; generating a first signature by adopting the signing
algorithm according to the first key, the user identification information and the business request data;
and performing signature verification on the cloud service access request message according to the first

signature.

The method of claim 6, wherein the business request data includes vendor identification information
of a cloud vendor corresponding to the cloud server to be accessed by the current user, the generating
the cloud service access request message according to the user identification information, the business
request data and the access key comprises:

acquiring a cloud service interface address of the cloud server according to the vendor identification
information;

generating the domain name address information according to the cloud service interface address and
a preset domain name suffix corresponding to the preset server;

generating a third signature by adopting a signing algorithm provided by the cloud server according to
the access key, the user identification information and the business request data; and

generating the cloud service access request message according to the third signature, the user

identification information, the business request data and the domain name address information.

An apparatus for transmitting a message, the apparatus being applied to a preset server which is a pre-
deployed server for transmitting a message between a terminal and a cloud server, the apparatus
comprising:

a first receiving module, configured to receive a cloud service access request message transmitted by
the terminal, wherein the cloud service access request message includes domain name address
information of the preset server, and the domain name address information comprises a cloud service
interface address and a preset domain name suffix of the preset server;

a determining module, configured to determine a cloud service interface address to be accessed
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according to the cloud service access request message;

a verifying module, configured to perform signature verification on the cloud service access request
message according to the cloud service interface address, and re-sign the cloud service access request
message in case that the verification has passed, to obtain a new cloud service access request message;
and

a first transmitting module, configured to transmit the new cloud service access request message to the
cloud server according to the cloud service interface address,

wherein the cloud service access request message includes user identification information of the current
user and business request data, and the business request data includes vendor identification information
of the cloud server to be accessed by the current user, different user identification information
corresponds to different cloud service interfaces,

wherein the verifying module is configured to determine a signing algorithm corresponding to the cloud
server according to the cloud service interface address; acquire a first key corresponding to the current
user according to the user identification information and the vendor identification information, wherein
the first key is pre-generated by the preset server; generate a first signature by adopting the signing
algorithm according to the first key, the user identification information and the business request data;
and perform signature verification on the cloud service access request message according to the first

signature.

An apparatus for transmitting a message, the apparatus being applied to a terminal, and the apparatus
comprising:

an acquiring module, configured to acquire user identification information of a current user, business
request data and an access key pre-allocated for the current user by a preset server, wherein the preset
server is a pre-deployed server for transmitting a message between the terminal and a cloud server, and
different user identification information corresponds to different cloud service interfaces;

a request message generating module, configured to generate a cloud service access request message
according to the user identification information, the business request data and the access key, wherein
the cloud service access request message includes domain name address information of the preset
server, and the domain name address information comprises a cloud service interface address and a
preset domain name suffix of the preset server;

a second transmitting module, configured to transmit the cloud service access request message to the
preset server, so that the preset server re-signs the cloud service access request message in case that the
preset server performs signature verification on the cloud service access request message and the
verification has passed, to obtain a new cloud service access request message, and transmits the new

cloud service access request message to the cloud server,
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wherein the business request data includes vendor identification information of the cloud server to be
accessed by the current user, and the preset server performs signature verification on the cloud service
access request message by: determining a signing algorithm corresponding to the cloud server
according to the cloud service interface address; acquiring a first key corresponding to the current user
according to the user identification information and the vendor identification information, wherein the
first key is pre-generated by the preset server; generating a first signature by adopting the signing
algorithm according to the first key, the user identification information and the business request data;
and performing signature verification on the cloud service access request message according to the first

signature.

10. A computer-readable storage medium having a computer program stored thereon, wherein the
computer program, when executed by a processing apparatus, implements the steps of the method

according to any of claims 1-5 or claims 6-7.

11. An electronic device, comprising:
a storage apparatus, having stored at least one computer program thereon; and
at least one processing apparatus, configured to execute the at least one computer program in the

storage apparatus, to implement the steps of the method according to any of claims 1-5 or claims 6-7.
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