1 MESSAGE SEND QUEUE REORDERI NG BASED ON PRIORI TY FIELD OF THE | NVENTI ON
The present invention relates to a method and systemfor reordering a
nmessage send queue based on a priority of the nessage to be sent. 5
BACKGROUND OF THE | NVENTI ON Mobi |l e devi ces such as wirel ess conmmuni cati on
devices providing voice communi cations, data comunications or both in a
wi rel ess comuni cation network are increasingly prevalent in nodem

soci ety. Such devices may al so provi de additional personal digital

assistant (PDA) functions such as a calegdar, alarm contact lists,
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During a browsing experience, a web browser acquires web page data to render the web
page on a display of the device. The web browser formulates requests for data using a
15  protocol such as the Hyper Text Transfer Protocol (HTTP) for requesting data from a web
page server. In a wireless device, the requests and responses are typically communicated
between the wireless device and the web page server through an intermediate server
providing gateway services, bridging communications between the wireless network and

the network of the web page server.

20  The gateway receives the requests from the wireless device and forwards them to the web
server for service. Responses from the web server are received by the gateway and queued

for communication to the wireless device.

To obtain the data for a single web page, a browser is often required to formulate more
than one request. Occasionally, a response for a second request is required to be received
25  and processed before the response for an carlier request is fully processed by the wireless
device. When such a secondary HTTP request is made to the server while the
communication of a response to an earlier request may be pending or in progress, the
gateway sends any data that it has in its send queue until the entire response of the first

request is completed. As a result, the web browser is delayed in receiving the response to



2 the secondary request until it receives the entire response to the
earlier request. By way of an exanple, a browser of the wreless device my
encounter a JavaScript TM source or cascading style sheet (ess) reference
in a response while | oading a web page. Such references require i medi ate
action. The browser is required to fetch the data for the 5 reference, via
a second request. It is also required to pause any further rendering of the
page for any response data it may have until the new reference is
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WO003085934A1 discloses a method of transferring additional Hyper Text Mark up
Language (HTML) code objects from a server to a client device in response to further
20 client device requests initiated by the presence of the additional objects in an HTML code
object provided to the client device by the server in response to a first request. The server
determines the priorities for the additional HTML code objects among the further requests
from the client. The server then delays or forwards each additional object in dependence
on its respective priority. The method disclosed in WOO0308934A1 operates at the
25  Transport Control Protocol (TCP) level and, as such, does not order, i.e. reorder, data

already placed in the server’s message send queue.
A solution to one or more of these shortcomings is therefore desired.
SUMMARY

Therefore, there is a need for a method and system whereby a first device (e.g. a wireless

30 handheld device or mobile station) may send a request to a second device (€.g. a wireless



30 handhel d device or nobile station) may - send a request to a second device
(e.g. a wireless 3 gateway server or other server) for response data
having a higher priority than response data for an earlier request which
is still transferring to the first device fromthe second device. Further
there is a need for a second device (e.g. the server) to process the
prioritized requests accordingly, inserting the higher priority response
data into a content 5 streamthat the second device is transmtting to the
first device, pre-enpting any earlier | r priority response data that
may al ready be queued. Accordingly, the present invention provides in one
mai n aspect a nethod of orderin nmessage send eue in a server sending
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mul ti-Ievel S%S%g?t{/gmnﬁ:eﬁ%ﬁ?s%es?gege%%% r\%ﬁ’g_cr gbg %ﬁ%gher -pri orai t;L/r
responses preemnphicaiop ldovies -ipr feopdnsey to 20 plesiiynsbgequesty frempss¥igisue. | n

accordangg wi th an. odi ment, of ' [ inRERHes ing z5end
request ﬁ@ adapt Iélﬁgt?ggl (lﬁjeﬁgﬁ% u gqget{bgra?%dr%\ﬁsmi%r%g{]gg | %ilr';q;yfgm? he re?qupg_iél{lgs
rel ative pri egspénse feea Grst request in thpsdndrguene-and geredly tapmiigingtthe datipanid pendThe

priority indication instructs.a gateway to ord A Redior the
Pequest sot AitoeRdnt BEEGHCVigh SEFGPE Yk o Rh{le b Dipol 10 31000 Kol
requesti ng deuil eeoatheagicaibeingwererinédio Kaye maapeciive relatie pirfosity thetyis bighem t he
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aspects and @@%E’FQPW&IZ%%FWC%‘P% Plaging sofag of fhe dafy comy Bgﬁéﬁgﬁsg %ﬁose of

or di nary1ski ke deforidheqikt in the send queue ahead of at least some of the data comprising the
response to the first request still in the queue and serially transmitting the data in said send

queue to the wireless device.

Preferably, to accommodate a need for multiple levels of priority, a multi-level priority
mechanism is desired whereby higher-priority responses pre-empt any lower-priority

20  responses in a response queue.

In accordance with an embodiment of the invention, an HTTP header for a send request is
adapted to include a priority indication of the request's relative priority (e.g.: x-rim-
priority-request "priority number"). The priority indication instructs a gateway to order the
response data for the request so that the response data for the request arrives at the
25  requesting device ahead of lower priority response data that may be in the gateway's send

queue.

These and other aspects including one or more method aspects and computer program

product aspects will be apparent to those of ordinary skill in the art.

BRIEF DESCRIPTION OF THE DRAWINGS




BRI EF DESCRI PTI ON OF THE DRAWNGS 3a In order that the invention may be
readi |l y understood, enbodinents of the invention are illustrated by way of
exanpl es in the acconpanying drawings, in which: Fig. 1 is a schematic

di agram of a system architecture in accordance with an enbodi nent of the
invention; Fig. 2 is a detailed diagramof a preferred wireless

comuni cation device of FIG 1 in accordance with an enbodi nent of the
invention; Figs. 3A and 3B are flowcharts of operations of a nobile device
in accordance with an enbodi nent of the j nvention illustrati ng a nethod
for including a priority with a request faor data and Fig. 4 is an

illustration of ess at evva server cor ce W an nbodl ment
of the i nverH‘io(B‘?F \Mﬁﬁ'f’ ’IPE?? S FFASY B rS“io P EMYP %Q'E‘F{"&T%fttF%lﬂ"F‘f 18t i on
of an archit gghdfadiyrw &yﬁnwmslﬁ&ela&oa@w@a@wmga ihweich: enbodi ment of
the invention. System 100 conprises a wireless conmmunicati on deV| ce 102
coupl ed for cqmmnl reI e W th w rel ess netwa olized
by a base stigilh§a S\f\f‘er“ézl ﬂf)"’r%’s'fﬁ‘fr%tfﬁt‘%m BERTERe AR %e Ahlﬁfg%wtr el ess
network techyreleagi@somnd pr ot ocol s capabl e of supporting data

comuni cations including cellular, wde-area network, GSM GPRS, CDVA,

i DENTM Mbbi texTM et éﬁﬁ Wrel ss communi gati on deV| ce 02 i ted for
web browsi ng Bhd B8 8%(?)‘ | fiagggm o ér?cﬁ?f‘l‘ije Sféamatfo& Sgggaﬁéﬁ a and

recei vi ng respensmse Wit aetabednipitios thieghvent@mponse data t hrough wirel ess
network 104 in accordance with one or nore protocols inplenmented by the

net wor k 104. Ies ther co myuni.cation to
a wireless gaﬁ‘@v\g r\é%év% vqf(sﬁp iops©f @ ?L@ﬁrﬁd“ﬁ |‘no?10§:°%3?c\?l“ggls£n

the wirel ess edﬂudhﬁﬁntl&ﬁhe inveitha lpﬁme@ta fihod foramilyding 4 ptiedy vgﬁntaemqgestser ver
108 is conflgured hind a firewall 106 well-known to those skilled in the
art. Though efd atasﬁ?fﬁn internmedi ate wirel ess gateway server 108 and

wirel ess network 104 may be a public relay and a public network such as

t he | nt er net Figlriehesinsigaion iy wirelewsegate WA servgr in accordance with an embodiment of

the invention.

DETAILED DESCRIPTION

FIG. 1 is a schematic illustration of an architecture for a system 100 in accordance with an
embodiment of the invention. System 100 comprises a wireless communication device
102 coupled for communicating wirelessly with a wireless network 104 symbolized by a
base station. Wireless network 104 may conform to any of the wireless network
technologies and protocols capable of supporting data communications including cellular,

wide-area network, GSM, GPRS, CDMA, iDEN™, Mobitex™, etc.



10 include but is not limted to a BlackBerryTM Enterprise Server or a

W reless access protocol (WAP) gateway. Through w rel ess gateway server
108, wirel ess device 102 may be coupled for comrunication over a network
such as the public Internet 110 or an intranet 112 to a content server
such as web servers 114 and 116. 15 In the illustrated enbodi ment of this

i nvention, the wireless device 102 sends an HTTP request (i.e. a GET) for
service by web server 114 or 116 through the firewall 106, to wreless
gateway server 108. The wireless transport gateway is configured to provide
access (i.e. HTTP connectivity), which i$ preferably secure, to intranet
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typical ly,i nin@lueég;lmet;s O IMAGE Y 4 MBKBRIrFPERIARIN Sefvet bE avivirelbsssacess
network, "1n a send queue tor comunicating to the wireless device 102 via

the firewal | prStocel(dVARteas™RY.104. I n accordance with the present enmbodi nent,
the wirel ess device 102 is adapted to include in an HTTP request a

priority indigahlipRvifdiss | HifdwayCldritg ROSDIWiRdltss Y ddvadedloNgniy beheoupltiefmy,  at
| east for sone requests. As well, the ate\/\ﬂg i s adapt ed totr%?itq#ttize the
YOHC ¢ “t'he

return of 5 ¢ooPONSAEOBRVE 3 RetHeRKoTERAS Ehewp HEmeh Hgr 1 el ¢ Equest s

the gateway [eecel Vesr sfchGs web bevéds Pl4ogl 186.agram i | lustrating an enbodi ment
of wireless communi cati on devi ce

15 In the illustrated embodiment of this invention, the wireless device 102 sends an HTTP
request (i.e. a GET) for service by web server 114 or 116 through the firewall 106, to
wireless gateway server 108. The wireless transport gateway Is configured to provide
access (i.e. HTTP connectivity), which is preferably secure, to intranet 116 and the public
Internet 114. The wireless gateway server 108 performs the necessary address and

20  protocol translation to route data between the wireless and IP networks. Opticnally and
preferably for handheld wireless devices such as device 102, the wireless gateway may
convert and process data that passes between a content server, such as web server 114,
116, and an application resident on wireless device 102. Gateways may perform custom

filtering and other data functions to deliver content to handhelds in an efficient and

25  appropriate format.

Wireless gateway server 108 routes communications from the wireless device 102 (e.g. a
GET) to the appropriate web server on the appropriate network. Once a response including
response data (e.g. a portion of a web page such as part of an Hyper Text Markup
Language (HTML) file) is returned to the gateway 108, the gateway prepares the response
30 data for the appropriate wircless protocol of wireless network 104. The gateway 108 puts
the response data, typically in a packet form according to a protocol of the wireless

network, in a send queue for communicating to the wireless device 102 via the firewall



104 conprising a nobile electronic device 200 including preferred _
enbodi nents of the apparatus and nethod of the current application. Mbile
el ectronic device 200 is preferably a two-way wirel ess electronic

conmuni cation device having at |east voice and 10 data conmmuni cation
capabilities. Mbile electronic device 200 preferably has the capability
to conmunicate with other conputer systens on the Internet. Depending on
the specific functionality provided, the wireless device may be referred
to as a data nessaging device, a tw-way pager, a wireless e-mail device,
a cellular telephone with data nessaging capabilities, a wireless Internet
appl i ance, oOfndaefi@ii@1@QMuni cati on device, as 15 exanples. Were nobile

el ectroni c device 200 is enabled for two-way conmuni cation, it

i ncorporates _a co ni cati on antenna. su stem 211,. inel.udin

recei ver 212AePTEance ?"’é}ﬁé REER e?l@,glmaﬁgg%l ‘f’mg]sség@%ec ‘&8‘5 a@%ﬁg@%"g‘r‘\‘tﬁ € such
as one or NDRKQn HITY B RBY ¥priRIPRENAbnTor ihafuelined pricity Raidiingbetre gitew®]16 and
218, local oscillators (LG%) 213, and a 20 pr,ocgss%fg)nnodul e such as.a
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Where mobile electronic device 200 is enabled for two-way communication, it
incorporates a communication antenna subsystem 211, including both a receiver 212anda
transmitter 214, as well as associated components such as one or more, preferably
embedded or internal, antenna elements 216 and 218, local oscillators (LOs) 213, and a
20  processing module such as a digital signal processor (DSP) 220. As will be apparent to
those skilled in the field of communications, the particular design of the communication
subsystem 211 is dependent upon the protocols of the wireless communications network

in which the device 200 is intended to operate.

Mobile electronic device 200 preferably includes a microprocessor 238 that controls the
25  overall operation of the device. Communication functions, including at least data and
preferably voice communications, are performed through communication subsystemn 211.
Microprocessor 238 also interacts with further device subsystems such as the display 222,
flash memory 224, random access memory (RAM) 226, auxiliary input/output (/O)
subsysterns 228, serial port 230, keyboard 232, speaker 234, microphone 236, a short-
30 range communications subsystem 240 and any other device subsystems generally

designated as 242.



5 having the ability to organi ze and nmanage data itens relating to the user
such as, but not Ilimted to, instant nessaging (IM, e-mail, cal endar 7
events, voice nmails, appointnments, and task itens. Thus flash nmenory 224
of the present enbodi nent stores progranms 250 (e.g. a web browser, PIM
device state information 252, address book 254, other PIMdata 256, and
ot her data and/or instructions 258. 10 Figs. 3A and 3B .illustrate
flowmcharts of operations of a nobile wireless device (e.g. device 102) in
accordance with an enbodi nrent of the |nv§3|;t| on illustrating a nethod for
including a priority with a request for ta. Operations 300 and 310
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30 the respoR$e g’ét 0 IEO%sr?eg gfzbmw?%c gis‘faarfan g(gr tl%ﬁés%? ?%ge; %mgﬂsng%
response dat asdifaey sklﬂxiarmd et vtxn) appn&cieue thdsteotheesqppmsaeom:nrcgu@h@kiay mdy behe

devi ce. grso(? Bf or di. skill will 7 appreciate that the response data
i s typicafly3aBeE ‘R‘/%ﬁ'"‘é “Feam of data in one or nore packets and the
response is typically processed serially in portions. Hence, as the stream
is Operations 300 are initiated on the start of a loading of a page. At step 302 an initial

priority level is set. The level may be sent with a request for data, for example as part of
an HTTP header, as would be understood to a person of ordinary skill in the art. In
accordance with the present embodiment of the invention, the priority level is included in
20  requests the responses for which require priority treatment by the gateway but is otherwise
omitted from other requests. When a priority level is omitted, the respective responses are
given a normal treatment by the gateway (i.e. a respective low priority treatment) and

placed at a tail end rather than a head end of the FIFO send queue.

At step 304, a first request for web page data is issued to the gateway to request a response
25  and thereafter at step 306 a process for handling the response to the request is started

together with the current priority level. Operations 300 may then end 308.

Operations 310 represent a method for handling a response to a request which may be
implemented in accordance with various well-known techniques such as objected-oriented
programming and re-entrant coding techniques for programming a processor for handling
30 the response data. At step 312, processing begins to act upon the response data, for

example, to render the response on a display of the device. Persons of ordinary skill wiil



received, it is processed and a determination is made (step 312) whether
the processing of the conplete response is conplete. If it is not
conplete, via No branch to step 314, the 5 response is evaluated for a
reference requiring a further request for data froma content source such
as a web server. If a reference is not found, the portion of the response
may be acted on, for exanple, to render the portion of data on a display
of the device (step 315) before looping to step 312. In the present

enbodi ment relating to processing HTM., a variety of types of references
10 may be encountered that require or otﬁbrmnse may benefit from an

| medi ate r e%g@ﬁ&atfegﬁat tﬁeﬁ@s Lfafa i %@all#‘r@c@w@d’ ad Db TTIRAGE ond\6r more

previously di sse CSS JavaScri M are exanples of such

ref erences. Idevetsemd tltehgwensgfis tmpldallyamcesaeﬁ Is¢riafly ing prstions ¢ Hegiop. a5 Hsstream it e
that references. def. 19) RhARY e TYceBSng of

i ncl uded. ThéecaIV lS’l‘?e eg%%@laosegﬂﬂleg%ﬁ%age&%p uP) V\%en maerl}l?fnc

determi nati omeaa)rﬁpbetwlntfspdsmc isoromplete. ISIttls)nwteQw@letqqmatiéq’ bfad@htq #W’Fe%il%ﬁ“"an :

HTM. reference; t er m nat.i.on t aken
for processi ﬁeﬁp?rﬁg ¥ 8‘%3?“3&‘1}}?%% MM page "For e@‘g%%P dgé tg%rjﬁ gccgﬁteﬁtag

i nsi de an HTMurfageh ksa @etcsovet.6f ©ttference &t et fnum,tthmm af@hwm:ton@rmm

devi ce can render fhat i emis,t efore t

made, it may2Hed AR 8%%’%?}? % re’f"&f@f‘? Ifoﬁté""u‘gtdé’g %ﬁl%yc? %gémé@% 9?5 gr ence

a variety of popeh 8o &P3$ilockwave flash, scal able vector graphics
(svg), imges, and ot orns of nedia. Now typi cally rendering agents

pre- all ocat ace for he ob ect. apy end i ons
of the pate, ‘ﬁbg‘ﬁ?g Bécel?% %’Fegaﬁcﬁéflg fohpe Ce(sjsr%?ge at’ netg%?bh)ceier egfepe%[)és

obj ect that hﬁyfbefeﬁm&eﬁeaﬂhdt rebﬁnrabﬂﬁﬁsm mayl-bmeﬁteﬁrqmanummd@aﬂemgquag@n
could alsofetchtheo ect and wait for | nd,.t hen, cont i

processi ng oHgemaftef &?BB#&debY tge FATERGeds pﬁ"“’éﬂ%é’l‘%l"%ﬁ%@ﬁ asndﬁ)égan ﬁg

314, a furt hgfangedsesmubatdf@ehcks Hm.deery\/a@ts@ef odiHaiyoskilD in theert witlf mpemxae |s to

be i medi ately taken (step 316) tlon S be i nmedi 55|ng
of responsedi@bie @ﬁf“?ﬁ?ﬂ?ﬁi"ﬁ@ W@ﬁﬁéﬁ’? eﬂs”‘%‘ii%ﬂ@h‘ﬁbﬁ Rogt é'ﬂf‘%%z}ﬂd"&f‘? op 324

a Get request,bsiimSAHiscWsddhebdd®isRisbRI Wwhith MEMS aldEléﬁxﬂﬁa&ﬁd abyo @hﬁher,%rpmocess
for handling the response is started 30 and t | evel 58 ﬁ one is

passed t &S i ntotepdes mager jdewiied Sy a’FHE”\?EFF%WP“pPB‘E@” §“E at L dete MRSt ance

of operati On&e%:g@totﬂqukeﬂ@bﬂ@o&ﬁ‘slﬁéﬁ'ﬁle REP L &I MDY, aéth@'of WE‘ aglabecf or
t he hi gher pri reference (step 326). Once t hat ot her %cedss response
i nstance (i.@g msudc an HTML page is encountered, a determination as to whcther t evice

render that item is to be made. Before the determination is made, it may be necessary to

fetch the data.

20  Object tags may reference a variety of media such as Shockwave-flash, scalable vector
graphics (svg), images, and other forms of media. Now typically rendering agents pre-
allocate display space for the object and render additional portions of the pate, going back
to adjust the content that was rendered if the object that is fetched can’t be processed.
However, a rendering agent could also fetch the object and wait for it and then continue

25  processing once a response is received.

If a reference is found at step 314, a further determination is made whether action on the
reference is to be immediately taken (step 316). If action is to be immediate, processing of
responses on outstanding requests is suspended (step 322). At step 324 a Get request is
sent with the priority level increased by one. A process for handling the response is started
30 and the current level plus one is passed to initiate the process. The current process (i.c.
current instance of operations 310) then waits on the processing of the response data for

the higher priority reference (step 326). Once that other process response instance (i.e.



8 new instance of operations 310) started by step 326 conpletes, the
current process resunes operations, starting the processing of earlier
response (step 328), if any, and |looping to step 312 for a further

determ nati on whet her nore response data of the current response requires
processing. 5 If at step 316 it is determned that the further reference in
the current response does not require imediate action, via No branch to
step 318, a request for data identified by the new reference is sent

wi thout a priority level and a process i@ tiated to handl e a response for
the new reference. Processing of the current response then continues at
step 312. |f natv Bb@pce3df2 opmations 36y staraihbnsepditbacongipiés; dle prrodb PEICHY,
operations 310 end at step 330. . 10 Consi der eration o,wth
reference to r@%'«i@ewsifa%@“&oﬂ@%% NEPISETRP Tc'g © arglgr %egpr%?ee?s\f\%gﬁgzgg aﬁ%’f a}n\f?led by
Mai nDocunent jéipiflg tVRtep 3oL ErRifurthér etermination-whether morethipohse da@ of kiescuirentt ext
<script |anguage="JavaScript" src="javascripTest.]s"><script> Text after
script <ht nl sesPeRsE AERIO%SBB comence for | oadi ng page Mai nDocunent. htm
The initial priority level 20 may be set (e.g. 0) and at step 304 a GET

i ssued fop My RRHUITBNE ishietbirhined thAe the Seithee irefbvesdei in ghet duereptargeponskt dost ags 306,

a process (i.e. operations 310) is initiated for handli a., r.es to
the request . Tl SUPEEAE 2610y fatl‘gﬂ Prpg) o stepptdyd rale Bori%%‘atlfi%ﬁngmé)ﬁgﬁ}%evel
of priority.gf [{BRE& i9BGH MitheRS: prictity REEIQNE @ pradedshisitipad ketiandiafa rdspbase

recei ved conpri sing M nDocunent.htm operations 25 310 proce t he data.
At step 314, farike pef wfesmce Pﬂ%ﬁ%ﬁsquf&elfégff}‘j“éspi’%%m&?ﬁnﬂé%téﬁ?ﬁg?r step 316

eval uated as a reference requiring i nmedi ate action. Processing of response

data is suspendess1Bnfuahédspbae dutaecquteonesng, spirstine d1( stdepseBD. 324) .
The GET includes the initial priority level increased by 1 (e.g. 1) in a

header p%t ! %gns? ertoggra{ign%%%aténdms Witk %E'éré ce %o the pseudo-code block below for a

sample web page defined by MainDocument.htm:

MainDocument.htm

J———— N

<htmi>
15 This is text

' <script language="JavaScript" src="javascripTest.js"></script>
Text after script

</htmi>

Operations 300 commence for loading page MainDocument.htm. The initial priority level
20 may be set (e.g. 0) and at step 304 a GET issued for MainDocument.htm to a web server
hosting the page. At step 306, a process (i.e. operations 310) is initiated for handling a

response to the request. The current priority level is provided to initiate the level of

priority of these operations.

In response to the packets of data received comprising MainDocument.htm, operations
25 310 process the data. At step 314, the reference JavaScriptTest.js is determined and at step
316 evaluated as a reference requiring immediate action. Processing of response data is
suspended, and a GET for the reference is issued (steps 322-324). The GET includes the

initial priority level increased by 1 (e.g. 1) in a header portion of the request. The priority



may be identified by a reference such as "x-rimrequest-priority". At step
326 the current process waits until another instance of operations 310
conpl ete the processing of a response for the reference JavaScri pt Test js.
The initial priority level plus 1 is provided to initiate the other
process. 5 The follow ng workfl ow exchange represents an exchange between

nobi | e device 102 and gateway 108 for the above web page: ---> GET
Mai nDocunent . ht m <--- First packet of MinDocunent.htm---> GCet
JavaScriptTest.js (with x-rimrequest-priority=l) 10 <--- First packet of

JavaScriptTest.js <--- Last packet of Ja\9aScr|ptTest ] s <--- Last packet

of Mai nDocungpt,. blataﬁ@n@ﬁ&ﬁb)d@Fef&@xﬁ:@%éms'x?tﬁ@re‘q{i&t-&lﬁltw thsﬂtﬁf%% tncardm the
pseudo- code bl ocks below for a sanple web page_ defined f?'é processing of a

Mai nDocument phecess weifsi witil gngthemninsege pf ppgragions 81 &Gcpppte.

docunent . wri aY A RrdRded 5"
Script2.js de%b&{se%&%ém"eré&gr a§&{? tﬁsjﬁiv?}\rel tgﬁ%?b%%?eaﬁ% Phof ?ﬁ.‘g‘g 2"); )

Mai nDocunent ititiate thzﬁthchpmtess.
<scriptsre="scriptl.js"|anguage="JavaScript"></script> After scripts 10

<htm > DUS I ng: Elé NGG/Eﬂg%rQﬁOMcH%@??eEntE‘EﬂQxc%ﬁb 68wiEmBiIRldelitd B2 ahet Ch

"Scriptl. priority |evel xecute it; but during the execution
of "Scri ptI gstéwa}tl(}&fgltthaﬁ@efvébeﬁge 5 "Script2.js" (priority level 1). As
such operations 310 for Scriptl js issue a GET for Scriptl js having a

priority level 2 _angdstMidditcEméntdht her instance of operations 310 at that
priority level to process the response. The foll ow ng workfl ow exchange

represents <.~ First packet of MainDocument.htm
---> Get JavaScriptTest.js (with x-rim-request-priority=1)
10 <~ First packet of JavaScriptTest.js
<..- Last packet of JavaScriptTest.js
<--- Last packet of MainDocument.htm

Consider operations 300 and 310 with reference to the pseudo-code blocks below for a

sample web page defined by MainDocument.htm, Scriptl.js and Script? js:

15  Scriptljs

document.writeln("<script src=\"script2.js\" language=A\"JavaScript\">");

- - i 4 N

Script2.js

p I
document. writeln("Output of script2");
MainDocument.htm

25  <html>

<script ste="script1 js" language="JavaScript"></script>

After scripts



nessage data fl ow between nobile device 102 and gateway 108 for the second
above web page: 10 ---> GET Mai nDocunent.htm <--- First packet of

Mai nDocunment . htm ---> Get Scriptl.js (with x-rimrequest-priority=l) <---
First packet of Scriptl.js ---> Get Script2.js (with |
X-rimrequest-priority=2) 15 <-- First packet of Script2 js <-- Last
packet of Script2.js <-- Last packet of Scriptl.js <--- Last packet of

Mai nDocunment . htmFig. 4 illustrates a wirel ess transport gateway server 108
in accordance with an 20 enbodi nment of the invention. Gateway server 108
conpri ses nessage receive queues 404 ant send queues 410 for conmuni cati ng
with a plurality of wirel ess devices, such as device 102. Typically, there
is a recei ve<éimgl>send queue instance for each connection to a wreless
device with which gateway 108 is communicating. An individual wreless
device typicalTy communicates via a single connection to the gateway. Thus
all  communi C%hﬁg]sendaﬁxgaﬁmsm@cammmn i deviae Emmm:mefach mcapﬁgs'c{pmeyw th
the prior art. Gateway 108 f urth ngrlses qu 28 ,and 414 f b
conmuni cati niVeh th 36‘% Wé‘i""“@e% E%‘s ringuthF sdeRgoy 1§ oK 550\/\5‘6 server

114 and 136. »Saabheney (HBinf WWEINSI ASORDE lob@stichs metfohaaeﬂte;s #a6 4 GET for
processing GET requests fromwi rel ess devices, eval uating headers f
S Sgg?ﬁéli??ées

priority lev §¢f§3t3a.ﬁdla&mg SPHOBY B & and ifiay a Wtherigstanse o B%eé‘?tf‘i’@

reordering d rlev]e} to Oﬁr§&§§ ttﬂevﬁs;ﬂid?éj efhedblolilg I GSRABS CoxtRungb Sepreepect i ve
priority |lev I ecelve shown, though understood to persons skjlled

inthe art, mp@amﬂmﬂ@hbgtwmn mphils|dewge l@aﬁtﬂé\&&?‘*’éﬁémﬁeﬁo‘ thogeqoad abAYP MERi ni ng
connectivity between wireless devices and the gateway and translation
conponent s B 'com*runi cating in accordance with various 5 network

protocol ) for exarfpfEMainDqoamentditta received in a wireless..protocol to a

server in a wred®pro a%ﬁ&lof%%ﬁo%n&? %(grse t hereof. Al so not shown are

conponents for routin conmuni cat | ons tween the particul ar devices for
whi ch t he gat eway->pEaScdigs.js (vith x-rim-request-priority=1)

<--- First packet of Scriptl.js
---> Get Script2.js (with x-rim-request-priority=2)
15 <--- First packet of Script2 js .
<.~ Last packet of Script2.js
<-~ Last packet of Scriptl.js
<--~ Last packet of MainDocument htm
Fig. 4 illustrates a wireless transport gateway server 108 in accordance with an
20  embodiment of the invention. Gateway server 108 comprises message receive queues 404
and send queues 410 for communicating with a plurality of wireless devices, such as
device 102. Typically, there is a receive and send queue instance for each connection to a
wireless device with which gateway 108 is communicating. An individual wireless device
typically communicates via a single connection to the gateway, Thus all communications
25  are serialized in a FIFO manner in accordance with the prior art.
Gateway 108 further comprises gueues 408 and 414 for (l:ommunicating with other devices
coupled to gateway 108 such as web server 114 and 116. Gateway 108 further comprises a
get handler 406 for processing GET requests from wireless devices, evaluating headers for

priority levels and a get response handler 412 for processing responses, reordering data in



services. In operation, gateway 108 receives GET requests for data and get
handl er 406 eval uates a 10 header portion for a priority |level, passing
the request through to send to the appropriate web server. Responses.
received for the requests are handl ed by get response handler 412 in
accordance with the priority level of the request as received. Data packets
for a response to a request having no priority are placed at a tail end of
the respective FIFO send queue for the device originating the request so
that existing data in the queue is sent ijfj 15 accordance with FIFO rules.
Dat a packets for a request having a higher priority are placed at a head
end of the respesstivyaucyescll i @?POPF@O@W?@GC%’P Pg‘i’ﬁm{qvpﬂg recpided.-equest ,  hi gher
priority data being placed ahead of |lower priority data, so that new data

in the queue Ngt $Rkh, lHBuglﬁ@rﬁEfs%@Q@ WhdH skﬁll@@‘in ih@ attl b8 teoRipbnents! JfQifelds €S -
Though described her ein Wth refer ence to a web browser application for

navi gating t hﬁate\%’ servesr HS farnmaiatedyingasemediivith ketwesgueselessedqyings auhrth ocol
such as HTTP, aﬁ',g 2 Welgslatiroﬁ' P‘Boﬁéxﬁn%r #B\lxﬁrmn'icgpn aB&raReS Withf Mfriod her

appl i cations %aw ke 1 ntertace or or other communication
prot ocol s ¥ hametdr tl?rotfm@ ﬁ:mnmmpk to pass dlm rengvetdhreaq&umbes wolekel thesafernén 4 or

vari ous. commugl gablaRoPLal BEOlRucrsd bt SHNALLGoM ALl Stk ToPlhit Y

indication in"a el 56

the priority amnmssmgbetbedy theopdriiaerodeviche fat whirh the. gpteway Iaopéeské&
Benefits in accordance with a feature of the invention are better achieved
when there i s°®'°fel atively |arge anount of data in the send queue and a
sl ower bandw dt h communi cati on between the queue and the receiving device.
A di sadvant adie optratidre getypinc HI8 B¢dr@s SETdequpsie fie dsbugh get ondler Hpavelustes 4 s

that the ﬁ)s ”GLF glf)ertlo 3 ?norg%rlﬁ}rhﬁt itsm% ne@ueatktﬁrso%glg Et éeﬁg %) b2 aéﬁmfjﬁi@ f Or

it to enp Faste
12 have nuchvedf seavedHeapyonsiRacsbird faf the rdduassa;rafe Bekndleld byrget i‘E(Sp(de: haxidlek 412

recogni ze that the r| or,i does,not .necess ftls\r/ nce b for
each request .’ F‘fcoida toe i ‘RB‘%‘X 6‘“&%3@&%‘1‘? %Fllye(g:bg’éarp 38? & fcﬁlfe{m?ls not
i nportant, twe arrefpadialig nb @euttytase wa&eh at h&alsalﬁmfmel x@fpebtyverﬁ’iyotsmcs@mﬁe and
then the 5 fjrst response recejved b e}'lﬁ at ewa vzlg tg qB . in t e queue
fast. ConsiddPafhe ﬂe"ﬁgyorbgé“aé‘i"%e © {EAuE s’t?rf ge?“é?ﬂ%g? iR B R FeEA do
not ti me-igut .acdh@ugdwith FIFO rules. Data packets for a request having a higher priority are placed

at a head end of the respective queue for the device originating the request, higher priority

data being placed ahead of lower priority data, so that new data in the queue is sent in

accordance with "last in first out" LIFO rules.

Though described herein with reference to a web browser application for navigating the
20 Internet in accordance with a request/response protocol such as HTTP, for example, the
present invention may be useful for other applications having a web page-like interface or

for other communication protocols than HTTP.

The manor of reordering the queue could be done for various communication protocols.
An alternative to including a priority indication in a header may be to add or otherwise

25  include a byte for the priority in a message body portion of the stream, e.g. in a packet.

Benefits in accordance with a feature of the invention are better achieved when there is a
relatively large amount of data in the send queue and a slower bandwidth communication
between the queue and the receiving device. A disadvantage of the typical FIFO send
quene sought to be overcome is that the send queue is so large that it will take a noticeable

30 time for it to empty. Thus on faster communication networks, the send queue may not



not shown, it is common to tine-out a connection if a response to a request
is not received within a predetermned tinme. If a request is left too |ong
wi t hout a packet being sent (e.g. after two mnutes wait tinme on the
device) then the connection will timeout. So it is 10 desirable to
periodically pre-enpt the queue ordering and send sonething fromresponses
in the queue that have "aged" (i.e, been delayed by higher-priority
responses). The above-descri bed enbodi mnents of the present application are
intended to be exanples only. Those of ill inthe art may effect
alterations, nodifications and variations to the particular enbodi nents

wi t hout deparhtaveiguéh ofadelag. scope of the application. The 15 invention
described herein in the recited clainms intends to cover and enbrace al

sui tabl e — chanags bﬁo@g@l{m&mwth&aﬁ w;? Iglé@ze Yhat o dBls. 1 etek A
message send queue (4 n a server &&ndl es ective response
data to a wi rmevewsdeownbni batrdiregest He ifeiB2ie qnmuneasqgkamdéheutcmdq optegeiptl ity
of requests from.the rel es 0 atlo deyi

corpr 151 ng. « ferduggrh iy FaeHOUTRARLELiob e S Bforel By ESBY g Ben the
request i 4 th‘ests&pchsqmmeed léylth@gatamy mﬂrhe@htmt}ler@manﬁmm ng the data i n said
send queue to the wireless device (102); receiving data conprising a
response to ) [ e I dto
nave a.r espe TR RPIENAE el RRE B Tyl GRS ARRGLERETTOART | 1
first requeshpumndnptamnmgmamnénebumh@mdaﬁalﬁenpmbmﬁmganhemmeepbn@@wmb t he
second request in th ue ead of a east dat a
conpr st ng. Rt bR O S RIEE G ol At bE
serial ly tranfen fwol m¢hutel avaitatime ion tsaldelvmej)ﬁhexethd ognedtod ovill hmemtr ébet s

devi ce ( 2...The nmethod of c m1l- wherein.it .c e steps of:
recei vi négdafj?‘réglﬁﬁ? Pgl]oﬁtfa'gy prgsewggvg gle,rigrng gnd éﬁ’&esg{;{g{h%e%m? P8 equest
bei ng det er mig@e qlhene tavRava "igaP@e! boe dél@;}eaﬂaly\l‘l%hafprﬂfrltj& espdnsds).i S hi gher than
the priority of the second request; and

The above-described embodiments of the present application are intended to be examples
only, Those of skill in the art may effect alterations, modifications and variations to the
particular embodiments without departing from the scope of the application. The
15  invention described herein in the recited claims intends to cover and embrace all suitable

changes in technology.



20 placing sonme of the data conprising the third response in the send queue
(410) ahead of at |east sone of the data conprising the response to the
second request still in the queue and gerially transmtting the data in the
gueue to the wireless device (102). 3. The nethod of claim1 or 2, wherein
it conprises periodically placing sone of the 25 data conprising the first
responseCiaivagd of any data in the queue and serially transmtting the data
in the queue to the wireless device (102) in order to avoid a timng out
of a connection between the server (108) and the wirel ess device (102). 4.
The met HodAomethgd of aetiening a1message iesidefivedr (410 I Agselvee P sending
relative I,.or .t S i I Of 1 i adi I f est,
ai d pri or PRl rRaRine Rt MRER o didor BEUEE 1 B2) R 1rbBRCRC

data for ttatl plecigtof réquests ffoe tel hdlas eonmuhicdtainndediceothe mathdrkr
conpri sing receivi n% sai d 8I urality of requests wherein at |east sone of
sai d5r equeseRPEBINErNeSteps @pective priority indication for ordering the

sendi ng of thehi (YZYN i o{-h r o] at a.
375, The met P BB R R i B e e et
respective (4d9parsk sdeinby transsettidigntney datss & daite seadequpieaiéo (taeoyirglass

response to the r ective request. 7. The nethod of any of clains | to 6,
wherein the %@%%&‘E&aueue conprises a first in first out (FIFO queue and

wher ei nor defdcag;is® iith SESMBHARIGNE é¥HIrREPestd Rcohll FRFRMNS 8aldalsacaihd one
of the ends of the nessage queué in response to their respective relative

pridbities. ®quelt baingodetsirminsd oo diaxen® respedtivewtieladive pRerietl@l i$108)

receives a pfipri i ndicat i f ast .one of the requests fromthe
Wi rel ess devﬁ"g e?ﬁ%’?}? pgpr;@@ﬁﬁg{zﬁ%ﬁéyé% %flgn 8, wherein the server (108)
recei ves a pplagingtsbrh@di as tiat cdmpfisingthd eegpdrieciosthdesgoond (réflgstiinthany
request deenmed to require immediate action. 10. The nethod of claim?9,

wherei n t he $#NGbANEYe (Ht)chgashot aclepsteomy afriBe Siatq &PMPLsy)9 theotesegese
subsequent  rgayesof SOddt il ATRE! AlducPGhd YarBfly tRansAitmhgCHEPdAE! iR%aid

15 send queue to the wireless device (102).

2. The method of claim 1, wherein it comprises the steps of:
receiving data comprising a response to a third request, said third request
being determined to have a respective relative priority that is higher than the
priority of the second request; and
20 placing some of the data comprising the third response in the send queue
(410) ahead of at least some of the data comprising the response to the
second request still in the queue and serially transmitting the data in the

queue to the wireless device (102).

3. The method of claim 1 or 2, wherein it comprises periodically placing some of the
25 data comprising the first response ahead of any data in the queue and serially
transmitting the data in the queue to the wireless device (102) in order to avoid a

timing out of a connection between the server (108) and the wireless device (102).

4. The method of any of claims 1 to 3, wherein determining a respective relative
priority comprises evaluating a priority indication of a request, said priority

30 indication defining the relative priority of the response data for that request.



an increnented value of a last such request. 20 11. The nethod of any of
clains 1 to 10, wherein the server (108) is a wireless gateway server and
wherein the method conprises formatting4the response data for transmitting
in accordance with a wirel ess comruni cations protocol. 12. A nethod of
processi ng respective response data in a systemconprising a server (108)
and a w3 elTfegsmethumauni gay oblak@ei T e @lfdRher chmprisiporseiviag said2plubditngf
received in the wirel ess comruni cati on device $102 fromthe s?,rver.( 08)
r espondi ngre@estpmiesein: §t st 0SS PE SRILRAURSISVCPRIESE JEGPRECIVErPIGTRY
data, co i S : : L Lel eMi fi

firet requisieis HRiEbERE g sk 6r ML ren ARl RERbAE s PIgg 8,
dat a conpr pHiengesporespdatae to a first request in a nessage send queue
(410) and serially transmtting the data in said send queue to the

irel devi 102), at the wirel devi No) i ng.d Myl
FecoPuod-conprmetiog o Bk s5iSafes Fitg L L sarPRERERRBR . R
device, sepsipdthsd SREORN SHeStvid RaiddesdayeSagLdus q418) in 38ssbnsteeobe
request being sent with a respective relative priority that is higher than

a priorityresgoectiee requastr equest; at the server, receiving data conprising a
response to the second request, said 10 second request being determned to

h . . . ‘ y . | de th
et dautog relfiofidr i Rk e, NErdif the'itSaabttBu8 difiddela Bt e
response tim filse osie ¢OIFD) qeeneandiwhéres sefalinguenrap(iddd pladirepthofespectieast

sone of the data c risin the response to the first request still.in the
o8 and SSPPRRPHAIB AR f S IS 98 aa Aot IpacAoue A TBaavest &0 (theh

wirel ess dgydneBiivélelbfiie Wibei&ss device, serially receiving data conprising
a response tg sald seco A request, sonme of said data conprising a response

to said second request being serially received ahead of at |east sone of
t he dat &.cthgmiethag of any of claims 1 to 7, wherein the server (108) receives a priority

indication for at least one of the requests from the wireless device (102).

9. The method of claim 8, wherein the server (108) receives a priority indication
15 from the wireless device (102) for any request deemed to require immediate

action.

10. The method of claim 9, wherein the priority indication received by the server (108)
for each subsequent request requiring immediate action has a value comprising

an incremented value of a last such request.

20 11.The method of any of claims 1 to 10, wherein the server (108) is a wireless
gateway server and wherein the method comprises formatting the response data

for transmitting in accordance with a wireless communications protocol.

12.A method of processing respective response data in a system comprising a
server (108) and a wireless communication device (102), the response data
25 being received in the wireless communication device (102) from the server (108)
responding to a plurality of requests from the wireless device for the data,
comprising the steps of:
at the wireless device (102), sending a first request for data to said server
(108);



the response to the first request; 20 at the wirel ess device, processing
the response data for the second request; and, once processing of the
response data for the second request isi5 conpleted at the w rel ess device,
conpl eting processing of the response data for the first request. 13. The
met hod of claim 12, wherein it conprises the steps of: 25 sending a third
request for datthetserser, dplaemeda(al%)nﬁrrsnig teheesporeecss aldivitcesqueshiid ahird

request being sent with a respective relative prigrity that is hi t han
the priority M§Ssege SKbAYEHE éQb @{eﬁﬁﬁ?'l'lﬂ/trﬁé‘@@"li@'f‘ﬁgth&aaatac &E?ﬁ@d

response to aaégewméjwfrg%ggfet\,ﬁ‘fergggz wirel ess device, sone of said data

conprising a response to sail réquest 30 being serially received
ahead of theadtttawuelqsslée\n@e tirecessipy Wiséa beinghecestedorumprigjne st response
proceSS| ng t&g gg{mnse da}ha for the third request at the w rel ess device;
and, ® once p yegHehe response data for the third request is

conpl eted at f by Wielots! @ BSS é&whr%a %ﬁb%bﬂ@spfcﬁf‘cﬁﬁé it GaRf séherreggonse
data for the second request. e nethod of claim 12 or 13, wherein it

conpri ses peséeaficceaquest beriovseny vting respective refativecerinity diaigs tigherithap

response ahe sing the second 5 response at the
W rel ess devgg’égg%gﬁhgaf&&'%%ggggl d periodically received data in order to
avoi d ti m ngapthe srvér, cecuigiayidta kemiried & ecsiineerto(th@8ecand rédueestvgaidl ess
device (102). 15. The nmethod of any of clains 12 to 14, wherein the

wirdPess devFeeondi teyuest by de@rmm%i tq havad reanestive selatiye Rsgnibs thatdsmed
to require |H§§g %g%@ﬁgﬂs ejf‘?stTrJ%‘au hod of claim 15, wherein the

wi rel ess dev each ubsequent request deened to require
i medi at e achf tbm serpef, grladiyg isoche:at i?mﬁatao:rmmbm’.mgtm responesgntibd seabod of

B e b Sl LB el o et i d B % b HRR gL,
the request.ne response to the first request still in the queue and serially transmitting the
15 data in said send queue to the wireless device;
at the wireless device, serially receiving data comprising a response to said
second request, some of said data comprising a response to said second
request being serially received ahead of at least some of the data comprising
the response to the first request;
20 at the wireless device, processing the response data for the second request,
and, once processing of the response data for the second request is
completed at the wireless device, completing processing of the response data

for the first request.

13. The method of claim 12, wherein it comprises the steps of:

25 sending a third request for data to said server {108) from the wireless device;
said third request being sent with a respective relative priofity that is higher
than the priority of the second request,
serially receiving data comprising a response to said third request at said
wireless device, some of said data comprising a response to said third request

30 being serially received ahead of the data comprising the response to the
second request;
processing the response data for the third request at the wireless device; and,

once processing of the response data for the third request is completed at the



15 18. The nmet hod of any of clainms 12 to 17, wherein determning a
respective relative priority conprises evaluating a first portion of the
first response data to determne the siecond request for the second
respective response data having a higher priority than a remaining portion
of the first respective response data and defining the respective relative
priority in wislmsséetioet bembplegihgrprocessingyof @ feSpofibe dadaHod the seagndf
claims 12 to 18, further conprising suspending processing of said first
respective rE&PBi5ste data at the wirel ess device until the processing of

t he second respective response data is conplete. 20.A systemconprising a

server (ﬂz@&he&ﬁéth%d;/&hfr&éiﬁﬁ’ﬁz SPABLAhEALh Rediaplises pdiicallytreeeRfigi€dme of

comuni cating with e W reless comunication device via'a wireless 25

gat eway é, 108 datla eomprieingstherfastuasponse Ahasar of b datasaropiiziag ithe $es98d em
100) . DIONEL : : . _
Conmini cat [R5o0SE A Wt o s 600 BRES g sREL B TedBa s ved datp in

wherein thgieretov avoROTRTING &Rt & B ONVERBONCDHEMNRH the tseevaro(md)i aad itbe
system (100) for processing a 17 plurality of requests fromthe wreless
conmmuni cat W§R! ewcqg (182 and sending respective response data to said
device via the gateway (108), said plurality of requests having respective

rel ati vePThalmhbined ol & JBMN ¥2304RL Ghdrin' e WHAees 28Uickq02) askigas
instructions to configure the processor to order a server nmessage send
queue (4103 priorityinacestidatta dnyoenubst deamed t¢§ tdgtirelibBhediatgpactdmg a response
to afirst request in the send queue (410) and serially transmt the data

in said d gueue to the wireless. deyice (102); recej rom

ser JBr * (1E5RE 1R a8 4 o WESR IR I FErob8E i R S Bng R eel o
request begmssdificpit MeBBdst deBmee & regERECHIMEdiBE alctive R pridrity Vintlivations
hi gher than a priority of the first request; and place sone of the data
conpri si ngcemerisagpuhierersented wdee atiadagjunsh regdesthe send queue (410)
ahead of at |east some of the data conprising

17.The method of any of claims 12 to 16, wherein the wireless device (102) sends

the priority indication in a header portion of the request.

15 18.The method of any of claims 12 to 17, wherein determining a respective relative
priority comprises evaluating a first portion of the first response data to determine
the second request for the second respective response data having a higher
priority than a remaining portion of the first respective response data and defining

the respective relative priority in response to the higher priority.

20 19.The method of any of claims 12 to 18, further comprising suspending processing
of said first respective response data at the wireless device until the processing

of the second respective response data is complete.

20. A system comprising a server (108) and a wireless communication device (102),
the server communicating with the wireless communication device via a wireless
25 gateway (108) in a wireless network (104) part of a communications
system (100), the wireless communication device and wireless gateway
communicating serially in accordance with a request/response protocol, wherein

the server comprises:
a processor coupled to the communication system (100) for processing a



15 the response to the first request still in the queue and serially
transmtting the data in said send queue to the wireless device (102) the
Wi rel ess communi cation device (102) conprising: and wherein the wrel ess
devi ce conprises: a comuni cation system (211) for transmtting and
receiving via 20 the wireless network (104); a processor (238) coupled to
t he conmmuni cplurglity sgftrequééliront dhes endiseg rcemrmaahisationl gevicesgiozy and
respective response data; and a nepory (224) coupled to the er%gfson and
storing 25 PeRYINGJIERRRAGIMEOraseRNPgatainsald sexiseoyiarthegataway 4 Palitad

I ndi cation i et | | SOMG ; esponse data to
denote a pri @Iﬁ?!@?%ﬁ% %}’E)%V}r’%?gglrgr re@%or%g%ivgg{rgr@g%g%q({/e to ot her
response dat a, metrergicoupied tprtbe grsoes{2 3By siterirgpiristguctiods tto: c@digsiemdha

first request for data to said server (108),; ro data being seriall
recePved froRfAEESEOLIOUERr a%rirgpﬁ%aée ?‘;érg‘bSHg‘éeﬁ%F@a{Pd first ?equest; d
send a second requaste ata HBRAtHL sE8REH ($64,V616) c%ﬂﬁﬁrisiﬁlg@%proﬂgé%ta heitng

sent with a respective relative 18 priority that Is gher than a priority
of the first requestuestsiaitiheceantinieaei(6h8) apd senallp iranspil the dateaigaidt o

serially receive data co %fOftbggfgﬁegégfﬁggi%ﬁQ%ﬁa' d second request, sone

of said data corrpr?eé] n ond request being serially
received ahead ofrebbRedRita flofiid SéMer e, raspedaRrishd deeddorse tor equest ;

and said processor is further configured to process the response data for
t he 18econd r equestsecgnd request, said second request being determined to have a
respective relative priority that is higher than a priority of the first
request; and
place some of the data comprising the response to the second request
in the send queue (410) ahead of at least some of the data comprising
15 the response to the first request still in the queue and serially
transmitting the data in said send queue to the wireless device (102)
the wireless communication device (102) comprising: and
wherein the wireless device comprises:
a communication system (211) for transmitting and receiving via
20 the wireless network (104);
a processor (238) coupled to the communication system (211)
for sending requests and processing respective response data;
and
a memory (224) coupled to the processor and storing

25 instructions to configure the processor to send a priority
indication in association with a request for particular response
data to denote a priority of the particular response data relative
to other response data,
wherein said processor (238) is configured to:

30 send a first request for data to said server (108)
process data being serially received from said server
comprising a response to said first request;
send a second request for data to said server, said
second request being sent with a respective relative



10 once processing of the response data for the second request is

conpl eted, conplete processing of the response data for the first request.
21. The system of claim 20, wherein thegw rel ess device processor (238) is
configured to send a priority indication in association with a request for
particular 15 response data for any request deenmed to require inmediate

action. 22.The system of cl apriory thathieheghertthan wiprrigs of theviireergoueskssor
(238) is configured to increnent the value of a prigght% i ndi catdj on for
each subsequent requests de?ﬁ(‘fom%'&ﬁ"?%s systee @d) RenoArrangsd ¥ne

system of any of clains 20 té‘ér%%yir%gggi té%ﬂg&@?@%ﬁgbqgsgﬁ{mry (224)

20 conprises instructions to configure the wr device processor (238)
to send the priority indi catdcmmdi neqaekieadere gioaid dataotompesingquest . 24.

Th f f claims 20 to 23, wherein said wireless deyi
(2248 compr i ses. i st  uct | orlESPONERPiSUH Sornd driufRfd herBt: Eedtey, ¥

(238) to determne the prioghdad 6f thehatRabkigteiRy theaeBpoase tat first ati ve
to other response 25 data. 25.The system of claim 24, wherein said

instructions to configure tHédueskldesds devi ce processor (238) to deternine
the priority conprise i nstrusc

response data to determ ne aaééé@gcz%ﬁts%%%\é@hﬂag?ﬁféédsrégg%g)%%éss%gg {\/2 first

response data having a hi ghaespohes dhta fonane secdfll rezjmistjiargl, porti on of the
first respective response data; and define the priority indication in
respBnse to the higher pri or@Ge Progesing e @wsgﬂ%mthsrsecond

comunicating with a wrele ARlol] ] j sqﬁq :{:ﬁ:@tothe
gateway (108) via a wirel es?ﬁggﬁkmomﬁﬁa’?ﬁ@pﬁ?gﬁgﬁs C ﬁTruni cation
devi ce and wirel ess gat eway reepomse datd fog tisefirshréquast. accordance with a
request/response protocol, the wirel ess gateway conprising: 5 a

comruni ¢gt l.on system f.or, transmtiing and receiving via the wrel :
netmrk%ﬁlj(sﬁ?' 5 s%em of “claim 573 w%er n the V\%re ess device processor (§§§) is
configured to send a priority indication in association with a request for particular

15 response data for any request deemed to require immediate action.

22.The system of claim 21, wherein the wireless device processor (238) is
configured to increment the value of a priority indication for each subsequent

requests deemed to require immediate action.

23.The system of any of claims 20 to 22, wherein said wireless device memory (224)
20 comprises instructions to configure the wireless device processor (238) to send
the priority indication in a header portion of the request.

24.The system of any of claims 20 to 23, wherein said wireless device memory (224)
comprises instructions to configure the wireless device processor (238) to
determine the priority of the particular response data relative to other response

25 data.

25.The system of claim 24, wherein said instructions to configure the wireless device
processor (238) to determine the priority comprise instructions to:
evaluate a first portion of a first response data to determine a second request
for a second respective response data having a higher priority than a
30 remaining portion of the first respective response data; and

define the priority indication in response to the higher priority.



a processor coupled to the communi cation system for processing received
requests and sendi ng respective response data; and 10 a nenory coupled to

t he processor for storing instructions o configure the processor to:

pl ace data conprising a response to a first request in a send queue (410)
and serially transmt the data in said send queue to the wireless device
(102)é]I 1% newiemsdgm@dwawmri edmgammmr:]amomm aowaelessowmnl meqicesion devide
secon request ein eterm ned to have a res tive re Lve priorit

that is rCQLPPé@F? 4o phe gyateyays (108 Ma asyire e’%‘?t”"oélﬁcﬁéﬁ)actﬂ SUHEESS ¢ he

dat a CO”prbér'n%r’n |drPSH§ﬁEﬁet d NGirsReen ét@% Stcorhr’i‘luhl?;%tzﬁgn%éﬂl‘éﬁ e 410)

ahead of at least sone o ata conpris 0 the response to the first
request st attodancdevitiuaueqardt/espbasd y)rd)tloanls rthe witdlessigateway samprisingd
gueue to the wireless device (102). 27. The w rel ess gateway of claim 26,
wher @i n the gateway (108) is coupled to at |east one further device (114,

116) confi 9“5eéorﬁw?rﬁurﬁéa&}ﬁrﬂ'd%térﬁsﬂﬁn%@ngﬁﬁtﬁnéngndV%Qfveﬁlgth@ g7 enpdeks
adapted to obtain the response data fromthe second 25 device in response

to the receivewareqi@ks. 28. A server (114, 116) for comunicating with a

W rel ess conpu |on Vi 102). .via .a W )

W rel ess net M'PE%[ %Péf) ‘S@?‘?&e‘f’ &]e 8?3%%”@%%&%&3% 98]; %%Wﬁ%b%‘m\’%l ess
communi cat | Ofeqd@ztscmasén@;hg re@pé&iv@&‘ésﬁ@:ﬁﬁ\aataﬁ}@ﬁﬂum catl ng over the

w reless network serial xﬂﬂen accordance 30 with a request/respgnse

proticol , whrBPMOMhEospIarkio dlpnrrpeessor fop stk distaitipne dot griigare the
comruni catl ﬁ@h%&gg (100) for processing a plurality of requests fromthe
wirel ess co nication device (102) and 20 sending respectives response
data to said devi qgeace aiatémogatrrswa(rb@&bnseabch fidtuegleslyirob seagugeege

proceasor For st orhg) PRAREDELY JROSTY oA GUnSah SN g BEEbr NEsPass
server nessage se%vq}éeﬁ@ﬁﬂlo) t o:

15 receive data comprising a response to a second request, said second
request being determined to have a respective relative priority that is
higher than a priority of the first request; and
place some of the data comprising the response to the second request
in the send queue (410) ahead of at least some of the data comprising

20 the response to the first request still in the queue and serially transmit

the data in said send queue to the wireless device (102).

27.The wireless gateway of claim 26, wherein the gateway (108) is coupled to at
least one further device (114, 116) configured for providing response data and
wherein the gateway is adapted to obtain the response data from the second

25 device in response to the received requests.

28.A server (114, 116) for communicating with a wireless communication device
(102) via a wireless gateway (108) in a wireless network (104) part of a
communications system (100), the wireless communication device and the
wireless gateway communicating over the wireless network serially in accordance

30 with a request/response protocol, wherein the server comprises:
a processor coupled to the communication system (100) for processing a
plurality of requests from the wireless communication device (102} and



5 place data fromthe server (114, 116) conprising a response to a first
request in a nessage send queue (410) and serially transmt the data in
said send queue to the wirel ess device 20102); receive data fromthe server
(114, 116) conprising a response to a second request, said second request
being determ ned to have a 10 respective relative priority that is higher
than a pri orisegdiofy relspeétivest respegse siata m\dainil dedce o the gatesvayaf188), said
conprising th he, second re u n the send queue (410)

t
Shond of '3 PhuBly B RSSutets haVindt SR Elallye RitEss3ahee to the Tirst
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send queue to the wirel ess device . A nmachi ne readabl e nedi um
conpri si ng ppmﬁocm@rdmargem&@mssm@sem qneuecﬂM@rﬁpe processors of the
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executable in a Z‘éqﬁé@ﬁﬁﬁé%eéﬁad&@em E;Qé@é%élg@} an@sefblle trahgndtiherdatg f or
i npl ementing the method of any of clains | . 31. A machi ne readabl e

medi um conpri si ng iPrs&t BANE GYeURBAINRE ‘é’i(@@?@éiﬁV@ﬂ H(}@) processor of the
server of claim 28 .tar o dRL RSV BP (1HE, PAS) Lbrdhsi a FedidRe b 4 © 11-

second request, said second request being determined to have a

10 respective relative priority that is higher than a priority of the first
request; and
place some of the data comprising the response to the second request
in the send queue (410) ahead of at least some of the data comprising
the response to the first request still in the queue and serially

15 transmitting the data in said send queue to the wireless device (102).

298. A machine readable medium comprising program code means executable in one
or more processors of the system of any of claims 20 to 25 for implementing the

method of any of claims 12 to 19.

30.A machine readable medium comprising program code means executable in a
20 processor of the wireless gateway of claim 26 or 27 for implementing the method

of any of claims 1 to 11.

31.A machine readable medium comprising program code means executable in a
processor of the server of claim 28 for implementing the method of any of claims
1to 11.



