1 Limting Access To File And Folder On A Storage Device Field of

I nvention [0001] The present invention relates to systemand method of
limting wunauthorized access to data file and folder on a storage device
of an el ectronic device. Background [0002] Conputers, such as notebooks,
personal digital assistant (PDA) and so nobi | e tel ephones, are now
relatively affordable and are used widely; one can retrieve and send
emails while traveljing; another can performelectronic banking or comerce
wirel essly. Coupl edimiting eeeps dpekide tyndFoldesiQg ArstomgedDeaivee el ectronic
devices, data security in such devices is inperative, and access to
confidential files and folder is desired to be restricted or limted to
the owner; in other words, it is d ira?hglto prevent unauthorized reading
or copying of confidential or sensi'tfl¢&f §¥€RYh one's conputing or

comuni cat i paoflevi CesThe splgggrﬁl i ehtfonORQass dgv is§;§crga§%% gjfg@'%a/ ely lilani dat a

storage and is also used for business activities. | nfidenti or

sensi tive datathuizedacosatie drclileend ol ptbrage deviepaf maddrtronicalevicont ent s
are accessible only after verification by passwords or other bionetrics;
(b) contents are encrypted with passwords or passphrases; (c) contents
remai n encrypted when copied out of ®adembegy (d) contents are not allowed
to be copied out of a device; (e) contents are protected and encrypted
automatically when security setting is damaged or deleted; or (f) contents
are del et edl0803]erompitgps esuoh gsr netelbaoked persomal | digieal vassistahO QPR ) Asidosinad ed

W th securi f.data, there are t S rate aspects of data security:
confi dent i ah%{)@e %?ﬂ%’rhf’ﬁ?se_aﬁ ]y re@%w‘éﬁaeﬁcﬁﬁgﬁfz f’?f? PREFEPS W ly:1me cay sptpy e
transf or mat aisell enfadls avhiRitRavalii@ mbie 6 fdrin dEdiRnR bARINEERLBRNARGE O
the original data, thereby making ] _
wirelessly. Coupled with the propensity of losing one’s portable electronic devices,
data security in such devices is imperative, and access to confidential files and folder is
desired to be restricted or limited to the owner; in other words, it is desirable to prevent
unauthorized reading or copying of confidential or sensitive data on one’s computing or

communication devices, especially if one’s device has relatively large data storage and

is also used for business activities,

[0003] Confidential or sensitive data can be made secure by the following approach:

(a) contents are accessible only after verification by passwords or other
biometrics;

(b) contents are encrypted with passwords or passphrases;

(¢) contents remain encrypted when copied out of a device;

(d) contents are not allowed to be copied out of a device,

(e) contents are protected and encrypted automatically when security setting is
damaged or deleted; or

(f) contents are deleted after a lapse of predefined time interval.

[0004] Associated with security of data, there are two separate aspects of data security:
confidentiality and integrity. Confidentiality refers to the reversible transformation of
data into a form which has little or no resemblance to the original data, thereby making

the transformed data non-intelligible to those without the knowledge to reverse the



the transfornmed data non-intelligible to those without the know edge to
reverse the 2 transformation. Thus, confidentiality is associated with
cryptography or encryption and decryption of data. Integrity of data
refers to the assurance that data has not, been tanpered with. Integrity of
data is often provided by digital signatures; a cryptographic checksum of
the original data is calculated and stored sonmewhere; a verifier then

cal cul ates tifesloraatiarhhys, confidepsinkitydp gsseoiasdreith foypisigtaphy loe estrpptésh and

pre-cal cul at S t u ta. s no anpered wth.
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file or fol denperséméit intedrity of damiwielidnyprooided bR depitahbipthtd@E:td/crap@kiapaici on
to carry out tcgﬁ%se t Shfié‘is .automatically. One drawback of these approaches
i s that the “BRESYBt %fgt pideinlgdaty iy salculated b storese semewherget tvieriger dwn be
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be seen that there exists a need for another approa to ~ensuring a
security thahedkawndv ensoarthat the ddiadsovtanmaeed ofitht he exi sting prior art.
[0006] FIG 1 shows a sinplified boot up process 1 of a conventional
personal conputer system Wen a personal conputer is turned on 10, a

ni Cr opr 0Ces $8u05] Mot &BureCOMPMcBFinyDa | Gd ut put
system (Bl C%). 1_I'he BI 1% boot s ”JB ?ﬁglslggﬁ%ﬁ?gjrm&g égﬁgd\?\%rgﬁiéerléaﬁp@ieg
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kernel or core of the OS is loaded into the RAM The kernel then~ starts
syst em i ni t KRN 2901-8 Hrrandbws beyeen theh thpge eafstser 181 fomartaitladri apataaoh to a

file syste i i sho I N L Fl 1. Afile filter system
(FFS) 44 a%ﬁ%gg%%ao%? aﬁggﬁ a\}my%d%%%qx?eemgiqlﬁag‘f’an%r%e\f’é (RS PHHPEREORALE: ¢t hen
| oaded into the RAM Loading of the OS then continues wth |oading 50 of

all the required ivers and  software applications predefined by the user.
After the OH0861 EgﬁE}p&t ghowssa pgpliied, hogo up process 1 of a conventional personal

computer system. When a personal computer is turned on 10, a microprocessor in the
computer passes control over to a basic input/output system (BIOS). The BIOS boots
up the computer, checks whether all the input/output (I/0) and peripheral devices are
connected and operational, initializes 20 all the operable peripheral devices before the
BIOS invokes the operating system (OS) to load the OS from a bootable drive into the

computer’s random access memory (RAM).

f0007] When the OS is invoked, the kernel or core of the OS is loaded into the RAM.
The kernel then starts system initialization and configuration 40. After OS
initialization, a file system (FS) 42 is built up, as shown in FIG. 1. A file filter system
(FFS) 44 and its associated window file filter driver (FFD) 46 are then loaded into the
RAM. Loading of the OS then continues with loading 50 of all the required drivers and
software applications predefined by the user. After the OS or computer is booted up 60,
a directory of files and folders is created. The file directory can then be viewed by the

user, and data files and folders can then be created, changed or removed by the user.



a directory of files and folders is created. The file directory can then be
viewed by the wuser, and data files and folders can then be created,
changed or renoved by the user. 3 Summary [0008] The followi ng presents a
sinplified summary to provide a basic understanding of the present
invention. This summary i s not an ext ensi‘ve overvi ew of the inventi on, and
is not intended to identify key features of the invention. Rather, it is to
present some of the inventive conceptSunehatyhi s i nvention in a generalised
formas a prelude to the detailed description that is to follow [0009] In
one enbodi nent t,]g% fpi;les,ent i nvention _Er ovides a file security system

oper abl e at P98 PROWINGgTESEBiser siBpbiied synmen arovide aftiakie updenstanding

syst em conpry ; i 01 ] ated security.file system
i ver (SFoD rorePpbeBulh. TR aHAbATRARCAERREG G S PER S o ey i <
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filter systemis erable to interrypt the file system and the associ ated
security fi PEM§ LIRS IFRS, copegpippt HES BPYERGMN 18 & gensidised frirasna preludedd- onl y
menory ( ROMthe §0QldctcripaBRRREs ®THQSHENt, the file security system
further conprises a security interface driver. The security interface
driver generates a dial ogue box for the user to create a confidential file
or folder a 0 .ile/folder to.deny unauthorized access to
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unaut hori zed gl ectronic file access in a conputing device. e nmetrho
conprises: ajfedilfqipypism and apsociatesy sacaritydfile siptepodtivery (SESIVF tot Belemdoput | ng
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driver, }Ah?lﬁdn_ﬂ'&e‘ﬁé‘?%i‘t sgeugita fidey s¥stesn driver B3FHW ishwetablr tof boat ngafreman
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[0010] In another embodiment, the file security system further comprises a security
interface driver. The security interface driver generates a dialogue box for the user to
create a confidential file or folder and to Jock the file/folder to deny unauthorized

access to confidential data or application stored therein.

[0011] In another embodiment, the present invention provides a method for preventing
unauthorized electronic file access in a computing device. The method comprises:
interrupting the file system during booting up of the computing device; replacing the
file filter system that is configurable with an original window operating system with a
modified file filter system; installing a security file system driver (SFSD) associated
with the modified file filter system; and installing a security user interface driver,
which generates a dialogue box to allow the user to create a confidential file or folder
whilst loading user installable software and drivers, before completing the booting up

Process.

[0012] In another embodiment, the SFSD in the above method further comprises a
cryptographic engine. In addition, the SFSD is loaded prior to loading of user data and



whi | st | oading user installable software and drivers, before conpleting the
booting up process. [0012] In another enbodinent, the SFSD in the above
nmet hod further conprises a cryptographic engine. In addition, the SFSD is
| oaded prior to | oading of user data and 4 the confidential file/folder
thus created on a conputing device renai As secure until it is unlocked
with a correct user verification. [0013] The present invention also

di scl oses a thoapdidentizl ddelfidde thedireated omt abmpmingadevidel remaine Weduke/ wsil $6iem
accordi ng tgmgng (fnet of cl ati ns 1-3. or _containing a nethod of preventing
unaut hor i zed™SIEe] PERACOfetISET Yeallicatig 1 ding to any one of claims 6-10
Brief Description of the Drawings [0014] This invention will be descri bed
by way of non-limting enbodinents of the present invention, with

ref erence t 60018k Taequessahipverjiodrawi digdosesa aahipuker rf@igble] médi@Gn contaidingsar at es

a boot up pr venti onal _personal . conpuf er syste 0016] .FI G
2 illustrat gg@gé@éﬁ > 5&%%@%&&0@ %&p&}? Sglcgl@gﬂﬁ%ﬂ‘ rﬁ?}/’%&}{‘%é‘ ‘QE@B dfng to
one enbodi npndvenfing r@aufhiogisedtlebtiotentileitcesaBetot @A 1d arfy! dae FAIHihb BSior ates a
security systemfor accessing a file according to another enbodi nent of

the present invention; and FIG 3B illustrates a security systemfor
accessing a folder according to yet another enbodi nent of the present
invention. Detailed Description [0018] One or nore specific and alternative
enbodi nents of the present i nBeief Descriptibh of thevibrawirgescri bed with reference
to the attached drawings. It shall be apparent to one skilled in the art,
however that this invention may be practised w thout such specific

details. SoM918 Thiscingestion ‘yﬂhég/ dawribpd by exasr phaen-imiting gnhodiments ofdhe t o

obscure the,.dOu J e . C n reference nuneral s or
series of nBlfngr aﬁ]g%vlenﬁpll’l’ ﬁg{ereﬁggﬁeﬁért%uﬁ%ﬁﬁﬁﬁh% (ﬁﬁgur}gg’smvﬁg ‘referring to
the sanme or simlar features coomon to the figures.

[0015] FIG. 1 illustrates a boot up process of a conventional personal computer system;

[0016] FIG. 2 illustrates a boot up process of a portable computing device according to

one embodiment of the present invention; and

10017] FIG. 3A illustrates a security system for accessing a file according to another
embodiment of the present invention; and FIG. 3B illustrates a security system for

accessing a folder according to yet another embodiment of the present invention,

Detailed Description

[0018] One or more specific and alternative embodiments of the present invention will
now be described with reference to the aftached drawings. It shall be apparent to one
skilled in the art, however that this invention may be practised without such specific
details. Some of the details may not be described at length so as not to obscure the
invention. For ease of reference, common reference numerals or series of numerals will
be used throughout the figures when referring to the same or similar features common

to the figures.



$ [0019) FIG 2 shows a boot up process 100 of a portable conputing device
according to one enbodi nent of the present invention. As shown in FIG 2,
a power up step 110 is followed by a basic hardware initialization step
120. The basic hardware initialization step 120 invol ves passing control
over to a basic input/output system (BIQS). The BI OS boots up the portable

conputi ng device, checks whether all the” | nput /output (1/0O and peripheral
and initializes 120 all the

devices are ¢ qg]c“e(d ar11d operatl onal ,
oper abl e peri g eral HeVieRE ¥ bpeigpoyomsself01se rowallotdnmneor yvistemrdad). | n
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| oadi ng of a sRCHr driver (SFSD) froma read-only nenory
(ROM) in step 148; thé%pe #’ﬁ1°“§n§‘3ﬁa§g‘8égén ption of the present invention

deals with this aspect of configuring the systemfiles. This approach

builds the fijpg erfni; ‘the fi filter and file system
drivers and al Og\)fgépl ln@toelgicjdi%%% ﬁ X gtf: IEEM ;?féft%hm g Igﬁd’t““\kﬁ%‘lhﬁ opeatigi |t up
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the file systemis nanaged
a user inst aI”I“éﬁI‘BC“aFﬁBW@d%} Qhinftisligdtion pE0RAJiziraicamesignndodi ment of bui | di ng

the file systemdrivers, FIG 2 shows the step of loading a security file

systemdri ver %SFSD) in stop 148. For tighter security, the SFSD- is | oaded
froma read- 6HEY nerEyp ‘(’Iﬁdﬁ/ﬂ P8 ch treedd gl ikatiomasd R@Mgm‘ayoxbae stepadong  from

a. prot ect ed dtmeﬂmﬂm@g UBlCe Isoadn Wh Wk p 19PERALIAD s, dENLed Q;Yfe@ separate

di sk f||ter éﬁ After_all the file systemdrivers™ar
i ncl udi ng t he &F H'ugipgﬁ'llel driver in step 146 and loading of a secunity file system driver

(SFSD) from a read-only memory (ROM) in step 148; the following description of the
present invention deals with this aspect of configuring the system files. This approach
builds the file system in layers comprising the file filter and file system drivers and
allows interrupts to the system files that would be built up by an original window OS;
in this way, this approach allows security of the system files to be extended or
modified. In other words, security of the file system is managed at the OS level and

bootable in ROM instead of a user installable application level.

{0022] In one embodiment of buj lding the file system drivers, FIG. 2 shows the step of
loading a security file system driver (SFSD) in step 148, For tighter security, the SFSD
is loaded from a read-only memory (ROM). Such reading from a ROM may be reading
from: a.protected disc during which read-write operation is denied by a separate disk
filter system. After all the file system drivers are loaded, including the SFSD in step
148, the booting up process reverts 1o step 140 to finalise the OS initialization and
configuration prior to loading of user security or data registry, Once the OS
initialization and configuration processes are finalized, the booting up process involves

loading the user installed software and associated drivers into the RAM in step 150 and

Amended Sheet
IPEA/AU



148, the booting up process reverts to step 140 to finalise the GS
initialization and configuration prior to |oading of user security or data
registry. Once the G5 initialization and configuration processes are
fnaliz_ed, the booting up process invol veqsqA | oadi ng the user installed

sof tware and associated drivers into the Min step 150 and Anended Sheet
IPEA/AU 6 loading in step 152 of a security interface driver associated
with the SFIPRANg B sEP Exbeldr weewrity tinterfaesc driveryassaviated avith tie | SRSD. dasari at ed

i i, al. box. t |l ow.a user, t eate a
cont dont - T aargfy e Seafthd RUMRCAYE Fiplittnri Bnibe SFERoErerstes a

enbodi ment, didleguli AboguealoX aahdePVE @edlS&F chiFidehi@Al fleaA fRNOMEN kLRl der
B for stori ngffi | es containing sensitive information or applications which

the user car™CHUALM: Pnanpibart eruhodimeat dhel dyoguepbsx allows a lusers td hecates er ht 0
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user installed software and assocC drivers .
during boot wipclathe userac@daineh sheqidith®, tHentidloghicthxt e NEAES ubd? 1§ 1HR o152,

the OS boot [ oce i s | et in step 160. The SFSD di al ogue box can
t hen be callﬂngocpfkgﬁethi’?ﬁﬁ’?mllﬁgengé}’iﬁ #¥¢ devi ce has booted up to allow the
user create additional confidential files or folders and to | ock/unl ock

the confidential files/folders as and when required. For exanple, a user

may | ock a R8I defteriall the eerAinsellldérsoBwassf and asiceimidngriviie mea@fidednthy
devi ce, sucrll anot her user so that the other

. bi | h r PDA, t X .
user can use E%I%%ggnlﬁ}ﬁg i%ﬂ‘gf %Q%F 2%3‘(%1 _1”?15‘6? lﬁg’\}Pﬂ@d‘%é@s&m??ﬁs fith gtep d & ketdie
confidentialO¥ bb& W bRIcERY is Bonipletadgh kieprot MRe Lﬂﬁﬁb Hﬁ%gh@%xsc%@«gf te
applications, for exanple by storing email or short nessage (Sl
appl i cat i on§alieqd quhefientheicampiing devied bizsrboBted[\@oR4flowthe nserends hddifidnaot

passwordor “ouREslRonke 8RR 'Clodinidh 1R, dreogiel Seriehiers W enda
when required. For example, a user may lock a confidential file A/folder B before
lending the computing device, such as a mobile phone or a PDA, to another user so that
the other user can use the computing device without having access to the locked
confidential file A/folder B; in addition, the user may lock selected applications, for

example by storing email or short message (SMS) applications in the confidential
folder B.

[0024] In one embodiment of locking or unlocking the confidential file A/folder B, the
user enters a password or passphrase; in another embodiment, the user signs in with a
digital signature; in yet another embodiment, the user signs in with a biometric

signature,

[0025] FIG. 3A shows the system file’s security process 200 according to the
confidential file A embodiment of the present invention. As shown in FIG. 3A, process
box 210 illustrates execution of a window explorer or a third party software
application. Execution of a request from the window explorer to open a locked file A
sends a system call 215 to the file system 240 to obtain file A’s information. The file
information 245 is then sent to the SFSD 250. Within the SFSD, a search for file A in
the storage disk is conducted in step 252. Following execution of step 252, a decision is

made in step 254 whether the requested file A is locked or not,



digital signature; in yet another enbodinent, the user signs in with a
bionetric signature. [0025] FIG 3A shows the systemfile's security
process 200 according to the confidential file A enbodiment of the present
invention. As shown in FIG 3A process .box 210 illustrates execution of a
w ndow explorer or a third party softvvarg application. Execution of a
request fromthe wi ndow explorer to open a |ocked file A sends a system
call 215 to the file system 240 to obtain file A's information. The file

i nformation i hen. sen . SESD 2 ).t,hin the SESD, a search for
:‘inl g Ain t[ﬁgzlélstlgﬁﬁgg{&g? Ogjk’tnl lgs&c%ndﬁcqoe@el ﬁp@?%bﬁf‘as ﬁBPﬁ”@vﬁVﬁbt‘éa’é%{]?l on
of step 252 sysiedeBOsimahthiesrequbgel file fHifematod whehhes sde2deadant sdpddd e A
is locked or not. 7 [0026] If the decision in box 254"is no, the SFSD 250
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application. If the, ?jtem sion in box 47157yes,
step 256. | wesfiegsiod56, the SFSD 250 pronpts the user to enter a user
verification. [0027] After the user enters a user verification in step 256,

the SFSD 250 checks, in step 258, whether the user verification is ol
correct. If i I asses contro
ver ot he e e e e SR ir e iy on 25E RSP OB

al so in steptepd38, whethprethwi usdoverdication & carrect. dfjtirster fiﬁ}&cﬁkdcﬁﬁt\ieﬁﬂezcligﬁe \t/\ﬂ'e ]
deci si [ 58 is no. .the SFSD 250 inforns the file system 240, ic
then sends SFSRFSOrFES P SHER *ﬁe. %%Stfﬁhf‘{oomidﬁée f?qugstéiﬁledﬂ@rmztm The
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access to file A is denied. £0028]‘ FIG" 3B shows the 'systemfile”s security
process 300ib@oef Hgna ha RESDOSAfinfhems itz fifecdysem Bientidch tentseads 4 1o

t i bl rit cess 300 i.s jmlar Lo security process 200
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[0028] FIG. 3B shows the system file’s security process 300 according to the
confidential folder B embodiment of the present invention. Security process 300 is
stmilar to security process 200 in substantially the same manner. Execution of the file
explorer 310 or requestor application sends a system call 315 to the file system 340 to
obtain folder B’s information. The folder B information 345 is then sent to the SFSD
350. Within the SFSD 350, a search for folder B in the storage disk is conducted in step
352. Following search step 352, a decision is made in step 354 whether the requested

folder B is locked or not,

[0029] If the decision in box 354 is no, the SFSD 350 passes control over to the file
system 340 and the requested folder information is sent, in step 342, to the window
explorer or requestor application. If the decision in box 354 is yes, the SFSD 350
proceeds to step 356. In step 356, the SFSD 350 prompts the user to enter a user

verification,

[0030] After the user enters a user verification in step 356, the SFSD 350 checks, in
step 358, whether the user verification is correct. If the user is correctly verified, the

SFSD 350 passes control over to the file system 340 and the requested folder B



obtain folder B's information. The folder B information 345 is then sent to
the SFSD 350. Wthin the SFSD 350, a search for folder B in the storage
disk is conducted in step 352. Followi ng search step 352, a decision is
made in step 354 whether the requested folder B is |ocked or not. [0029]
If the decision in box 354 is no, the SF§D 350 passes control over to the
file system 340 and the requested folder information is sent, in step 342,
to the wi ndéworressings eentoalsa morpsi4S; taathp Windiv exploref ot tequebsaiapplbeation. IHox
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whet her the user verification is correct. If the ‘user is correctly

verified, tFueSPSIPESHigatlddy tewrnfoons thearser thattdseest k4 Bldy §t swiei4d. and t he
requested folder B8 information is sent, also in step 342, to the w ndow
expl orer or requestor application. If the decision in box 358 is no, the
SFSD 350 i nfaosigs It heothit emyss;mml Meslecumy qjgg%éggggo,sgﬁfiﬁ@"%m RORLENbn
response in step 344 to the file_expl|orer .. The file explorer or
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includes an, addj ti.gnal cryptographic engine 357 after step 356. e
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al gori t hm @@ﬂe 257,357 ARMARE G8edERC L)Y it QY ’%tx%ﬁ‘ﬁ_(:é% ,thE}?is\fﬁéﬁ% qgraphi
engi ne 257, 3 may be used to encrypt’ owner s verification, which s Stored
in the conmpunpwipegddenies. Inl ad(hu@i,tﬂlomxyptbgaphlypmmggmam,%kmgety_nbe &ﬁc?d %7 may
be used to ,decrypt the.owner's verifi,cation ichis stored.in the,
conput i ng R tﬁ‘ilo%‘?{psa‘ﬁrﬁrbcag?? W&h‘“ﬁ"ﬁs Ftl‘?féeddgé © CAIPRUINE AT I5R by FRmparing
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protected ROM di sk or on a separate processor.
user on a ROM, a protected ROM disk or on a separate processor.

{0032} An advantage of the present system is that a confidential file/folder created on
an electronic device with an operating system of the present invention remains secure
until it is unlocked with a correct user verification. This is because the SFSD of the
present invention is loaded by the file system before the system file is fully initialized,
Le,. before user data and any third party installable security software are loaded; in
other words, the SFSD is executed prior to entry of user data or execution of any third
party installable security software. The confidential file A/folder B is denied even when
security setting data entered through the SFSD dialogue box is altered or removed, or
even when the computing device undergoes a clean boot-up. In this way, all user data
and system or user installable applications can be made secure, that is, in terms of
confidentiality and integrity; in general, use of a mobile or portable electronic device
operable with an operating system according to the present invention can be restricted

by an owner or with permission from the owner.

[0033] As can be appreciated from the above description, the present invention
provides data security to a computing device without much trouble to the user or with

no difference from a third party installable application; a user need only to create the



[ 0032] An advantage of the present systemis that a confidenti al
file/folder created on an electronic device with an operating system of
the present invention remains secure wuntil it is unlocked with a correct
user verification. This is because the SESD of the present invention is
| oaded by the file system before the systemfile is fully initialized,

i.e,. before u r da%? and % third party installable security software
are | oaded; OPH "6‘@’% ewﬁr‘ﬂsc‘)n H@T@Pgﬂﬂf?rsB éﬂéwtwlmﬁﬁwtaﬂ applicatiop$ thaser

data or exe N c sof tware. .The
confi dent i aﬁu%%aﬁlgc%dgﬁda H%? ati {rﬁt% e@éﬁ Pal %@E Wﬂ?&aﬁ}’%&gﬁﬁ a
entered t hr duajla mmuﬁﬁﬁﬂbvjc@img@erﬂaﬁg thessea]hrﬁt?rpe@be@sf of ﬁrﬂi@é&ﬁé& 1001200808 When
the conputi 31? devi ce under Ei%? Lean oot-up, In this way, all user data
and system elﬂfgg’r’“ 1oyeRtgn Y gt %ﬁ@erc‘éi’r‘ih Be apeegetosthe gerdidentidtlile s, in
terms of = conbi Sew baliabylictint RGOL fih bhREAGHThIGNSE OF a mobile or
portabl e el ectronic device operabl ?’n an operating systemaccording to
the present invention can be restri ct ed by an owner or with perm ssion

fromthe o 3] can iated f e, abqve descri pti on,
the present 'l n@ewg Sp‘f)(‘flgi’/l e OCH%’E‘%S %VSH%F ‘gesﬁn Shsadi Hipsaaoi.cdt vf t hout
much troubl end@stbb® thgehma®y chbrdgdes, ﬁﬁdﬂicﬁlfiﬁfse%ﬁatfi&@ DafHst %e

i nstal |l abl e appl ication; a user need only to createnﬁrﬁiebgl%con dent |aI
file A or céplfdenmade tﬂoﬂhéd?reﬁnawenbom rvaitheut /depgtzagefrahlthamnbp&afltMS
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anot her user with no access to the confidential filée

appl i cat i on&" PRERENY w§temhihahis epsrablediart inabile phate aBOI't{ﬂdefel@}:trmp loggasjzeci f i c
enbodi nment s ribed and illustrated, it is wunderstood that
many changegp@é@d@%%ggtgfﬁgﬁs variations and combinations thereof could be
made to the present invention w thout departing fromthe scope of the

i nvention. For exanple, whilst the OS was illustrated with a personal
portable conputing device, the principle underlying its security at a
system |l evel is applicable to



an operating systemthat is operable in a nobile phone, a portable

el ectronic organizer or data storage device. to CLAIMS: |I. Afile
security system operable at boot up in a portable conputing device, said
file security systemconprising: a security file filter system and

associ ated security file systemdriver (§SD) to interrupt and nodify a
file systemof an original w ndow operating systemto create a

confidenti al (liAIsIsEt ol der with access control; wherein the security file
filter systemand the associated security file system driver (SFSD) are
operable to boot up froma read-only nenory (ROM so that access control
to the confidenti alfif icbeitf olsdaropRBRIANSRUS T Aok @1e Ecﬂ%nﬂ?ﬁr@t J.ng; deyi ce
under goes asé‘chgﬁ@ S?é?}?%&n%'s' 2. Afile security systemaccordi ng to claim1,
further conprising’ a securl't¥ interface driver, which generates a dial ogue

box for the user % echoghild Akerfsydiah fad desciiied domyy mm%ékhp&ii%?%}% gss to
3. file security system

confi denti al ;,ga ication stared therein, .

according to cl tgﬁm%i, 1%%1&%“% Sé/gtglélsog PPTEHE PRy epdde pstemyierddiced via a
password, a pasidphirkbidedder silgneders @hgslat ure. 4. A file security system
according to any .gQpgf; cl.al.ns -3, wherein the security tile system
driver (SFSD) f urtEernp](;:hgn%?t%lsnzsﬂ]r%%g?lyﬁt%ﬁjr gphite assogielsd. seqwinn filg pistesecurity
syst em accordiviy(¥§Pamye enaebisfio dbeti upsir@n 4,reaMmI;ehqﬂmbﬂle{RUMges/of@At@@Jess remai ns
| ocked even ahen s aeULhid 4 d .entered via the SFSD di al ogue box is
al tered/ removed. 6. A net Hgﬁﬁééfr%%ﬁggi%}{%icﬁﬁ] ﬁ‘r‘féﬁ‘ﬁﬁ%‘?‘?%@ BreCrIsIEces fil e
access in aac%??ﬁ@f"i’tr@- device, the nethod conprising: interrupting the file
system di ni ng booting up of the conputing device; replacing the file filter

syst em of an, ori g\i nal w ndow operating systemwth a
. A file security system according 1o claim 1, further comprising a security interface

driver, which generates a dialogue box for the user to lock the file/folder (o deny

unauthorized access to confidential data or application stored therein,

3. A file secwily system according to claim 2, wherein access 1o the file/folder is

verified via a password, a passphrase or sign-in signature.

4, A lile security system according to any one of claims 1-3, wherein the security file

system driver (SFSD) further comprises a cryptographic engine,

5. A file security system according to any one of claims 2-4, wherein the file/folder
remains locked even when security setting data entered via the SFSD dialogue box is
altered/removed.

6. A method for preventing unauthorized electronic file access in a computing
device, the method comprising:

interrupting the file system diiring booting up of the computing device;

replacing the file filter system of an original window operating system with a
modified file filier system;

Amended Sheet
IPEA/AU



nodified file filter system Anended Sheet IPEA/AU Il installing a
security file systemdriver (SFSD) associated with the nodified file filter
systemfroma read-only nenory (ROM to create a confidential file/fol der
with access control; and installing a security user interface driver
associated with the SPSD whil st | oadi ng |juser installable software and
drivers before conpleting a booting up process, wherein the SFSD security

interface driver igenbnat esuetySHEBywinalogueSIRg dsecatddowit ME baBld o,

Lg(r:nl‘( { ggln? fl:fu h?ﬁ i %ﬁ%m t‘lr?aal%’r%{,y ’%‘“’l“"’égﬁ@f"ﬁg?%{]ﬁ%}? ‘gg??r%sfs‘l“%gfq'fﬂ@ﬁ%éwuhger goes
a cl ean boot 84S ol anedt hod according to claim 6, wherein the SFSD further
conprises a crynﬁ@ﬂfrﬁg@ées#lﬁfgic!‘%nelf%u, Qv n‘iasﬁi?cﬁ R g@gﬁ%@&@%@%%oh I7e

wherein the nodif system
system dri veLfS‘”(ISﬁébPiea?ﬁ’@Willéanké@h\pm twfor¢ onbpdait agoofnouseiodal ahakin tﬁny user

i nstal abI e SeeUkdchyiyapRlh&aly ) d.accor to any one
clains 6- N The cSnf%] onE i’elgm‘é %T:Srrg}? dig 85|°L5e€°\ \%e 4R i H i"he

modi f i ed f| |ge Li“ﬁ‘i%r”‘lﬁsﬁﬁé&l%l?‘é%ﬁﬂi@ $oob# ectesswentrahe the sedideinday filegQld i ng dat a

entered vi a regnSHIR. i AQIHS el/i%%\ﬁldtcgfé)gﬁdg 1&TR8sd;, 10. A method
according to any one of clains - e corrpt?tl ng device is a

nobi | e tel ephone, a nobile personal conputer, an electronic organizer or a

data storag@. appanaitss.achdidivh GORRULEE feadab ggﬁl)u onfaining a file
security sy teﬁ ﬁor ding to ?ny one of c a?mlsh%l IQHEA COMETer
readabl e ne EORE &P g a met hod of preventing unauthorized electronic

filelfol der access according to any one of clains 6-10.

8. A methed according to claim 6 or 7, wherein the modified file filter system and its
associated security file system driver (SFSD) are loaded prior to loading of user data or

any user installable security application.

9. A method according 10 any one of claims 6-8, wherein the confidential file or
Tolder created with the modified Hle filter sysiem remains locked even when security

setting data entered via the SFSD dialogue box is altered/removed.

10. A method according to any one of claims 69, wherein the computing device is a

mobile telephone, a mobile personal computer, an electronic organizer or a data storage
apparatus.

11, A computer readable medium comammg:, a file security system according to any
one of claims 1-5.

12. A computer readable medium containing a method of preventing unauthorized

electronic file/folder access according 1o any one of claims 6-10.

Amended Sheet
IPEA/AU



Amended Sheet | PEA/AU Limting Access To File And Fol der On A Storage
Devi ce Abstract [ 0035] The present invention provides a nodified
operating system (0OS) (100) operable on a portable conputing device, such
as, a nobile telephone, a nobile conputier, an electronic organi zer and a
data storage device. The nodified OS incl'udes a file filter system (146),
associ ated security file systemdriver (SFSD) (148) and a security user
interface (152). The SFSD is | oaded prior to final OSinitialization/
configuration and | oadi ng of user security/data registry. A security user

interface (152) t e di.al ogue box to
allow the user to crea‘%’tﬁ@cconﬁocﬁlﬁf %q?{)fagggrg?\ sgﬁS%%F \Qﬁﬁ options for
| ocki ng and/or encrypting. User identity is verified (258,358) before
access to the file/folder is allowed; the file A/folder B renmins secure
even when security setting data createghshicit he SFSD di al ogue box is
altered/renoved or after the conputing device undergoes a cl ean boot - up.
[0035] FIG 3B for publication.

[0035] The present invention provides a modified operating system (OS) (100)
operable on a portable computing device, such as, a mobile telephone, a mobile
computer, an electronic organizer and a data storage device. The modified OS includes
a file filter system (146), associated security file system driver (SFSD) (148) and a
security user interface (152). The SFSD is loaded prior to final OS initialization/
configuration and loading of user security/data registry. A security user interface (152)
associated with the SFSD then generates a dialogue box to allow the user to create a
confidential file A or folder B and options for locking and/or encrypting. User identity
is verified (258,358) before access to the file/folder is allowed; the file A/folder B
remains secure even when security setting data created by the SFSD dialogue box is

altered/removed or after the computing device undergoes a clean boot-up,

[0036] FIG. 3B for publication.



