1 TITLE SESSI ON | NI TI ATI ON PROTOCOL EXTENSI ONS FOR CALL CONTROL AND
RESOURCE STATUS MONI TORI NG | N TURRETS AND TURRET SW TCHI NG SYSTEMS
BACKGROUNROGB11THE33#NVENTI ON | . Field of the Invention [@0@AjS20ih@3peEsent
invention generally relates to tel econmuni cation systens, and nore
particularly to Session Initiation Protocol ("SIP") extensions for cal
control and resource status nonitoring in voice trading systens that
include turrets and turret switching systens. Il. Description of the

Rel ated Art [0002] A turret systemis a specialized key tel ephony sw tching
systemthat allows a relatively small nunber of users to access a |l arge
nunber of external |ines and provi des enhanced comruni cati on features such
as hoot-n-holler, push-to-talk, intercom video, and | arge-scale
conferencing. These features are often utilized in the financial industry
such as trading floor environnents, as well as security/law 2 enforcenent,
public safety utilities, healthcare, and custoner support (e.g., contact
centers) environnents. [0003] Users interface with a turret systemthrough
a turret device, which is a phone-like desktop device with multiple
handsets and speakers and nultiple buttons. A turret is either inplenented
i n dedicated hardware (sonetines referred to as a "hard" turret) or a
general - purpose conputer (sonetines referred to as a "soft" turret). Wth

t he advent of Voice over Internet Protocol ("VolP"), VolP turret devices
have noved froma fixed environment of dedicated voi ce comunications
trading resources to a nore virtualized-i1radi ng environnment across nultiple
sites. This virtual environnent allows resources to be shared dynam cally,
when and where required, across a global corporate enterprise. [0004] SIP
is an application-layer control (i.e., Téllghal i ng) protocol for creating,
nodi fying, and termnating interactive comuni cations sessions, such as

I nternet tel ephony calls, with one or nore participants and is defined in
RFC- 3261, "SIP: SesSESSION INIATAJHON BROJD COLERITERMNHONDFORi cat i on
architectures pr@Alde CONTROIL. AND RESOYRAE STHATHSWMONEEORINGt INeen

t el ephony systens in CRURREISSANDTTURREDSVEITOHINGSYSTEMSh as Sessi on
Description Protocol ("SDP') and Real -Tine Protocol ("RTP"). SDP descri bes
streamng nedia initialization paraneters in an ASCII string and nul tinedi a
conmmuni cati on sessions for BAEKQR@ONEsOBTHEESVBENTAONouncenment, sessi on
invitation, and paraneter negotiation. SDP is defined in RFC 4566, " SDP:
Sessi on Description Protocol." RTP is a standardi zed packet format for

del i veri ng audFeldastdh®nventil@o data over | P networks and is defined by

RFC- 3550. RFC- 3261, RFC-4566, and RFC- 3350 are hereby incorporated by
reference i iy entirety. [0005] Supporting additional functionality,
such as cal ﬁ@ﬁﬁtﬁﬂ Prefeat IUeHincRensaLY (eaikd i FISFPREUncation Dt Mhd t urr et

swi tching sysd e RBridflaNg (o5 EsloRaHiTafiSn BEHEE (‘X1 R 1dnlBnPRE atPLEniRII Ot OCOl .

and resource status monitoring in voice trading systems that include turrets and turret

switching systems.
II. Description of the Related Art

[0002] A turret system is a specialized key telephony switching system that allows a
relatively small number of users to access a large number of external lines and
provides enhanced communication features such as hoot-n-holler, push-to-talk,
intercom, video, and large-scale conferencing. These features are often utilized in

the financial industry such as trading floor environments, as well as security/law



3 BRI EF DESCRI PTI ON [ 0006] The exanpl e enbodi nents descri bed herein provide
SIP extensions for call control and resource status nonitoring in turrets
and turrevowittisbizag systens. [0007] I n one enbodi nent, paTrstéod3fsos
controlling calls and nonitoring resource status for turret systens is
provi ded. A SIP nessage including at | east one of a header field and an
event package is received froma SIP User Agent (UA) over a conmunication
network. The header field includes a first paranmeter corresponding to a
first call feature and the event packagé“includes a second paraneter
corresponding to a second call feature. At |east one of the first call
feature and the second, call. feature is inplenented by the softswitch in
esponse  t o PHECTRRLIRAE pRGBATIer Redfistite FLa GuRer S RPF e rFR8kE o

i ncludes at LgashepNngfengn | NVI TE nessage, an | NFO nessage, a NOTI FY
nmessage, an UPDATE nessage, a PRACK nessage, and an ACK nessage. [0009]
Further features and advantages, as well as the structure and operation, of
vari ous exai®] hisovintastace woth a theetprysisarthrqugh arivirerdesice, weisk is bed in
detail bel ow,with, ref nge. Lo .Lhe a nyi n [ aw. ngs, | EF CRI PTI ON
OF THE DRA\/\PRI&%B'FB?)%?F{"%h‘feéV éé”tlﬁlrrg‘éﬁéﬁa’g‘@éﬁg%%sn “gigs s451° %ﬁemlglggﬁapqugé%.

enbodi ment s Hfuritchs dithweinigl@heédmaiRirRdicd dbriwnravsomebigeo reeii@l © aappar ent
fromthe detail ed description set forth bel ow when taken in conjunction
with the dralfidgdurqtberigenprapupogeeRBREe spngiiRedictgicd ie 8f 2 aipfexanpl e

comruni cat i S i it } f sent

i nventi on. Q%é&%@fg%a%%g%@ﬁ%%%&@f%t Eﬁgzg&r?p%:l wgg?ﬂi\%ﬁ%@{%f t he
present i nvelaticenhaeendied éohed fiked Ses®nornt ofi dedahiedivokRe @bomalni@xibensi ons
for call control and resource status nonitoring in turrets aqd turret

swi t chi ng s&"s?fi@t%sr?sq}%ﬁeéﬁo L T BRIAEAES g e GRS HERRERtACEOsE FRltgye dfSexanpl e

turret comuhi CAHLAENS¥ShBMRtalloRs Eés%@c@@to%}éhé&ﬁ S Mmicdily, Syled a‘h]@ Kwhere

conveni ence only and is not intended to limt the application of the
present i nveequiwd, ackessfazdohal edrperate adedpnge.t he fol | owi ng description, it

will be apparent to one skilled in the relevant art(s) how to inplenent the

follow ng i ti dn alternatjive environnments, such as . financial,
Locut o7t G R it B AERARH oS LT ADTR L n BB ALARRELR * ot

center envi msiBiS and@iREmitabng ik&@actlve cOpfib@RAiG0d MssibhGsuch dapicedes a bl ock

di agram of an exanpl e communi cation system 100 in accordance w th an

enbodi nent dé¢lephoay splks arth qne\as mqre partickhants Ane &t Jedined sREGT3200. IS4B1 udes a

turret devi s i;6h . i i ers of

ot her com%&%&%&%@gﬁ%ﬁé&%hgﬁi Ez?sr%geltc (jﬂg\i]eIl\}]lﬁ:l ?étlﬁﬁwgﬁgﬁgﬁgﬁﬁ?géﬂfur ret or

a soft turr ebilitErbagiaiend sominaneate betviash ndepldayisgaerh®h ¢dlabaptiac@ithw t h

anot her comuni cati on device -- such as a har dg‘%ﬁﬁhone a_soft tel ephone,
, d

a mobi | e t elodRBIEOCOL PISA2S FCHERP BB pS P ) pKRealddme . 5150 are
cont enpl at eghyoERSMURTEE! ispsp &éééﬁﬁé@s@r@&nﬁh%%&edii‘ﬁht%‘%%@h prfmiteRlinggent 103
functioning as a |l ogical network end-point that creates and/or receives SIP
messages and\Stelhsigieg Shénmegsedinsommunication sessions for the purposes of session

announcement, session invitation, and parameter negotiation. SDP is defined in

RFC-4566, “SDP: Session Description Protocol.” RTP is a standardized packet

format for delivering audio and/or video data over IP networks and is defined by

RFC-3550. RFC-3261, RFC-4566, and RFC-3350 are hereby incorporated by

reference in their entirety.

[0005] Supporting additional functionality, such as call control and resource status
monitoring, for turrets and turret switching systems using SIP requires extensions to

the base SIP protocol.



[0015] In general, the user 101 interacts with the turret device 102 via a
user interface to communicate with users of other SIP user agents 106. As
shown i n WO@n11113333he turret device 102 i s communi cati velPgTasephosised a Sl P
user agent 103 over, for exanple, a network or a proprietary comunication
line. Although FIG 1 shows the SIP user agent 103 as being separate from
the turret device 102, enbodi nents where the SIP user agent 103 is included
as part of the turret device 102 are contenplated and are within the scope
of the enbodi nents descri bed herein. 5'%0016] The SIP user agent 103 is
comuni catively coupled via an Internet Protocol (IP) network 104 to a
softswitch 105, which, in turn, | | jvely coupled to other SIP
user agents 106 and users via, f%ﬁlﬁ'ﬁ%@éﬁﬁiﬁﬁp network running the SIP
protocol. The softswitch 105 connects SIP communi cation sessions between
the turret 108063nbhespampleginpbqgiments deseribed baeinyprordn SIFvextansianiapieccalunni ng
on a conput t. S i | Lyely coupled to
an adr st FarTof ST olRE L B s B L B T e
operation and/or configuration of the softswitch 105. [0017] For the sake
of brevity, [000F]sysine @embOBinamk,\a eétbud fBIcPntusléing agbsring nM@Btoaing rdsdbrce

Enbodi ments i ncludi ng nore than t | P user agents, turrets, and other
comuni cat i SRUHO E‘é‘gt %%@%@P&Vﬁ- géglsﬁ BRSSH @gfuﬁglgtqt'ieag P bt ocol ,
however, ar %e&c_fé'i”ﬁ%m)irﬁta%fiav@ﬁk%a@l&%e% tERed RBmSEPey @ AR @PslicpENt S
descri bed herein. For exanple, if three or nore SIP user agents and/or
turrets are comoiundeation netsipsl.ehel ddefagld yndlidee a disstparinesddricorreipongdingsi bl e.
System 100 al so i.ncl ude,additional SIL.P.user agents configured to
function as ' B4HAAAERUERTD D ReRRETRES iR it~ & R dent mal T uncti on.
Simlarly, spatedhdidQ (vBYedongchdeatnei At RAG onk WF RSt dllifedtur@denf i gur ed
to function as redundant backups in the event of a turret nalfunction.

[0018] The Se@ndsal fepgends muderaeided hethssptswitehcin raponss to|the cRFDL3261 as
their conmuni cati on and signaling protocol. SIP extensions, i.

e.,
ext ensi ons p i g@l}g d the
softswitch M?@‘ﬁgﬁ“gﬂ%ﬁgtc@?ﬁgﬁﬁ%@%% eategra{ellsa%ttggéhﬁénsﬁ?ﬁgg descri bed
bel ow. | n gemssale, ait INY@ nexdagnsd NOTTF Y ahasstee haadBD AflliEehasagnd RRADK
packages, which are dis sed below in further detail. [0019] IIl. SIP

Ext ensi ons @es%d@rdalﬁiéﬁg t9820] An exanpl e header field name format is
shown bel ow, where [header] represents any desired header field nanme: 6
X-1PC [ heag@(sdm AurtRPREnS& dnld@dviMaddiCasaldil MM tht s#&4A8AL Bperfiidieor header
field nane formats are contenplated and are within the scope of the

enmbodi ment s vdusey dxlaaldemeddimeft9 0Dt pReskhiowy dglos axhddserlrdrinfdeildelvare is a
colon and a_h ad§r fi <%I %B:val ue for e(?ch. araneter corresponding to the
header fiel d 1Y <LEHE 5GBTS e 238 f i el d val ues for paranmeters are
represented by | ower case letters with no spaces between characters. Sone
headers fields include OBRYEBDHSGRETIGNaDERTHE DRAWINGS case, the header
field value for that paraneter follows the header as shown bel ow, where

[ val ue] repg@@ tﬁhﬁ@%tuﬁé%%h&%&'va%@dg@?of Qe e&zﬁlﬁpl@%ﬁ%’&ﬁﬁﬂn&s gt thPfvehdigader |

[ val ue] [0022] shown bel ow, for header fields may include nultiple

par anet er s, présented baichn wal basememars appsrérgviesan the datriledjdedcsipomyset forth' ) t hen

t he val ue ofbe OQVeW gr{%ﬁg& %rdonjsu%r&igﬂvcl)tﬂ%englgwg)n%s'used to separate paraneters:

[0011] FIG. 1 depicts a block diagram of an example communication system in

accordance with an embodiment of the present invention.

[0012] FIG. 2 depicts a block diagram of an exemplary computer system useful for

implementing the present invention.



X-1PC- [header] : paraneterl =i-val ueli paramneter2=[val ue]

; paraneter3=[value] 1. Call Party [0023] Information associated wth a call
party, i.W0?2a11¢B3Bi3ng party or a called party, is indi cacewseoniasisesl |
party header" field. For exanple, in cases where the call parties are using
di fferent comuni cati ons nodes, such as handset call, speakers phone call,
or hands-free-nodule, the types of node in use can be indicated in the call
party header. Notification nay be perforned by the conmuni cation device
itself or a central server. Referring agéln to FIG 1, notification is
comuni cated by the SIP user agent 103 by transmitting to the softsw tch
105 a call party INVITE nessag r ge in response to a call
party I NVITE nmessage. The | NV %@@@&%BME@@}@S i ndi cate whether a call
is a handset call, a speaker 7 call, or a hands-free-nodule call and

i ndi cating A0Wtxample crmhedimentsfob they preseabinyentin asg divpated ©aiessipar ty header
field is sh V. va/ ue]
[0024] Dov o) Elbiock] wltbi HEA N on LR L ORI T D o

cal |, a speake¢ts aad ﬂurreogwmchh@gstehrse@hmbdw @oxcailelscntidal legtei@arnpiges of

enbodi ment, the value of the device paraneter is "handset” for _ a handset
cal |, "speakBXaPBle T SERIBMICHPLN SYEHR ™ AfTAINE SpVIEHAHEs TR dblfpdul e cal | .

I'n add' ti On’cof?\';en?éntcgﬁ ta'nM@é Yot 1htt3nc§é?leco (}\1%{1][ th'e %PQ%ﬂQﬁ bgﬁl%g)ré@'eﬂthﬁ%ntﬂ)ﬂe cal |

party header field, thé softswitch may de vi ce paraneter to
a val ue cor rleﬁmmﬂuengadmgahehmhldwmg @ad:mptlo[nowfﬁ]l bt @hparerglto page slrbBedm”
i ndi cates a chann e used andsqr call or a

hands-fr ee- r‘i]Bed‘i?P a‘&teﬂrﬁ?s) S tO; lﬂ?iemtheafjﬂho\yléllgd]évegflo? HeEHNEl  par amet er

i ndi cat es WRALRAIMAMNE 6 ds HRRSIaR sé@fity/RRasce@Entudiit@ht hahpe! . For a
speaker call, the value of the channel paraneter indicates the speaker

nunmber (e. gCuStth?bS@@PrtfQﬂnta{cheerktﬁileirwlr{)m%? agh dharliksel ow are exanpl es of
header fields indicating device and channel paraneters for particul ar
turret cal l? m@&%softsw tch 105 transmts via I NVITE nessages to the SIP
user agent 103: PC-Cal | Party: devi ce=handset; channel =l ef t

X-1PC-Cal |l Party: devi ce=handset; channel =right X-1PC-Call Party: device=hfm
channel =| ef {0044 Hﬂ(taldleﬁiarstaybloded{ihgerMfrmnmlxampEI coninginticaxioh RGsté&al 1I0Pa t v :

devi ce=speaker; channel=1 2. Call e and Usa g; and the softswitch 105
in INVITE n@g%oéé%fg:e A démﬁ“atl é&ﬁ%?i“t W%fﬁ Ny S AHBUHCHENGYtem

X-1PC Call: 1oy ReFide¥ B%ﬂré{%%gfce[l B8 886l gh which a user 101 can communicate with

users of other communication devices. The turret device 102 can be a hard turret or
a soft turret. Embodiments where the turret device 102 is replaced with another
communication device -- such as a hard telephone, a soft telephone, a mobile
telephone, a PDA, a general purpose PC, and the like -- also are contemplated.
Communication system 100 also includes a SIP user agent 103 functioning as a
logical network end-point that creates and/or receives SIP messages and manage SIP

sessions.

[0015] In general, the user 101 interacts with the turret device 102 via a user
interface to communicate with users of other SIP user agents 106. As shown in FIG.
1, the turret device 102 is communicatively coupled to a SIP user agent 103 over, for
example, a network or a proprietary communication line. Although FIG. 1 shows the
SIP user agent 103 as being separate from the turret device 102, embodiments where
the SIP user agent 103 is included as part of the turret device 102 are contemplated

and are within the scope of the embodiments described herein.



"Type" paraneter indicates a call feature and "usage" paraneter indicates
an attribute of the call feature. In sone cases, a usage paraneter is
unnecessaw®.2011f138334s i s the case, the SIP user agent 10BCans2athm3sestsw tch
105 transmt a call header field that does not include the usage paraneter,
as shown below X-1PC-Call: type= [type] a. Resource (Line) [0028] One
exanpl e call type paraneter is a "line" paraneter (also sonetines referred
to as a "resource"). In one enbodinent, there are four types of lines: a
private line, a dial tone line, an open tonnection |ine, and an operator
overfl ow protection service (OOPS) line. Private lines further include an

automatic ri RD) line, .a manual . ri.ng do MRD) .l i ne, and

oot - hot | dPhaTEfe SRSk deshorpaeg Paicai vy RSV rbarh A e hP &bifel cases,
resource at tp)testk 184 sottdwWiRht1¥PSwhiah An itildli & abRehdAcal VIl @Bupled to
configuration data. In these cases, the type paraneter in a call header

field is setothey SiRussupgents Hp6 aid uskrsuria, feswampdes, py P setwpHerunsingehgp 8Hanet er
in the call header . {field i.ndicates t ppear ance nunber for th
JET, Tkt SRy AR Py SRR NG ERE s bl Afee, ana

correspondi rli)g Peso I'vat C pp

dial tone |itnes 102Andawer FENYseARRASS FIBASEme AN of Xeiphie rédlihg bieader field is
shown bel ow, where [appearance] represents any desired value for the usage
par anet er: Xompaiecaystem. Thpsofpsadishlfe alsodugpuamprisyshasrvgledtoe2o] For

exanple, for ;a. . fr . f i,5..as follows:
X1 P0 ol | DS e ORERIALAER, Hhish A SRR PN 76 &
for i npl enmenhdiogcqadiguiation-gi dhedofeaitth b&ét.ween the softswitch 105 and the SIP
user agent 103 is shown below X-1PC-Call: type=icnp2p [0031] An exanple

call header {j for inopl ntin rou | | between the softswitch 105
and the- st pIOME Tesdhe KBt PEvinalln SErbailsey eows Ik i pisi it [ o0z
An exanpl e qab! ERfRdRRed ﬁkﬁdfn%rmd)m&l%tsmgls& R PufBds| and Jikergr oup
answer between the softswitch I05 and the SIP user agent 103 is shown

bel ow. X- | PCo@atunicatippdevicerphating uSHyeesgamby 003 Fe AR pextangl koweadel, header
field for i | enenti,ng,a group.call wth oup,tal kback c ni cat.ed

bt waen t he B e AR Speh2iBofifnegt b adhe thphimtgR e BRI HRGE 5,
X-1PC Cal | : ek¥pfel £M0EO UL TBE0Icehts B RAHERAS arCaldlflel GO R @2 NG &

Si npl ex) [0034] Anot her usage for the call header field is to initiate a
broadcast caprity-ligaepmaginicationiscrosrible Bysaacdormay alge include pdditippad SIP

ful | -dupl ex, | | or a.Sj [,. J .-l Lne - dupl ex,
call. To crea rgaggntgg?] : é%gg'!é)eﬁcigﬂo?la%gE%Fﬁ{tﬁgglﬁupggﬁéme e%@ Otf??%fs) rlrll9 Afrjrs to the
sof tswi tch h@éntamlfuNMidiE Sieskagesyisteal LAl may tchalkladdiciansdtufrételvhivh hfe t he
type paraneter set to broadcast and the usage paraneter set to conference.
An exanpl e CaMigHehtpefinetion 3 redrndarihagkupsdp Hiceivanicd ataITet MAANcEgh pe
transmtted by the SIP user agent 103 to the softswitch 105 is shown bel ow

[0018] The SIP user agent 103 and the softswitch 105 utilize RFC-3261 as their
communication and signaling protocol. SIP extensions, i.e., extensions to
RFC-3261, are provided to enable the turret 102 and the softswitch 105 to implement
certain call features, such as those described below. In general, these extensions
include header fields and event packages, which are discussed below in further

detail.
[0019] II. SIP Extensions
A. Header Fields

[0020] An example header field name format is shown below, where [header]

represents any desired header field name:



X-1PC-Cal | : type=broadcast; usage=conference - 10 - [0035] To create a

si npl ex broadcast, i.e., nmulti-line half-duplex, call, the SIP user agent
103 transwoDt2e11t13333he softswitch 105 an | NVI TE nessage i rcirosiong/oansesl |
header field with the type paraneter set to broadcast and the usage
paranmeter set to sinplex. An exanple call header field for creating a
sinplex call that can be, for exanple, transmtted by the SIP user agent
103 to the softswitch 105, is shown below X-1PC-Call: type=broadcast;
usage=si npl ex c¢c. Recording [0036] The call header field can also be used to
initiate a recording of acall. To initiate a recording, the softswitch 105
transmts tgiﬁﬁﬁh %fer agent 103 an I NVITE nessage including a cal

header fi el Nf&9q pe" paraneter set to "record" and the usage
paraneter set to [record strean] , which represents a record stream nunber
used to uni quehysel saRdiiA Yhet tewllB@66 i othePRéadetfiéitl n@ie daidtd glent i fyi ng
which turret channels to m x together for each recording streamcan al so be
i ncl uded i n cppeMPited adzde vithinsthe scorg of dhergmbodimaents ﬁ@%&ﬂgrd harging f or
creating a recording of a call transmtted by the softswitch 105 to the SIP

user agent = : = r tream
d. Recordi né&g zlsl:bozfék ig)g%b%\é%ro-ﬁﬁma%alsg ‘ %o?&(nﬁgﬁ%g rlf%gcg\gag{éeeﬁ g?c isto
initiate pl qyyrtmmker@brraspoedmgdedled&hdierf‘ﬁm i Ini soimateentpldaydag heafer éickdecor ded

call, the softswi.tch 105 transmts to the SIP ser agent 103 n | NVI TE
message i ncl¥d 1“1Boré)aﬁaé‘?qterhé@d&?fereinéqdobwot’vﬁr tHe ‘g tS‘?bSeW%]éP%ﬁ%"tcér dBeen o

pl ayback. AnngxaeRl %oﬁé‘ﬂeaﬁ@@ﬁ@[dsflﬂ&ddi JnWaklﬂgE';ﬁFdnﬁlﬁe@ RkiRybacknef a
recorded call that can be, exanpl e, transmtted the softswtch 105

to the S|P sader ighintaldeOdy thaSP&hm\mr Brllowsrthemalée}@adhbwntbym:mlawback e.

Di agnosti cs 03 The cal |  heade s used for initiating a
di agnosti c ({gﬁ% ¢ %B?Seé&%ﬂﬁ’l%esu? V%}‘éﬁf fo&él?eepatr%?t ®a tone generated as part of

a | oopback test is properly received fromanother SIP user agent 106. To
initiate a di-agnoesticadcatl:, thesoftswitch 105 transmits to the SIP user
agent 103, via third party call control (3PCC), an INVITE nessage i ncl udi ng
a call headeéqfr eld with the ty paraneter set to diagnostics. An exanple

cal | header 9922 gAyghoayn Bl tor g%aéeraﬁ%lri%@ﬁzsél%qhtdeéarlrlplﬁma&mf‘é%rﬁ Weere £ or
exanple, tr %Qc;@&rsﬁgtemé oGP SYé u%tl (%QTE(T“L@) thkr?th\%'vphre%@rhe:@ﬁﬂhetép?) i's

shown bel ow PC-Cal I : type=di agnos Forced Line
Semicolons may be used to separate parameters:

X-IPC- [header]:

parameterl=[value];parameter2=[value];parameter3=[value]
1. Call Party

[0023] Information associated with a call party, i.e. a calling party or a called party,
is indicated in a “call party header” field . For example, in cases where the call
parties are using different communications modes, such as handset call, speakers
phone call, or hands-free-module, the types of mode in use can be indicated in the
call party header. Notification may be performed by the communication device itself
or a central server. Referring again to FIG. 1, notification is communicated by the
SIP user agent 103 by transmitting to the softswitch 105 a call party INVITE
message, or a 200 OK message in response to a call party INVITE message. The
INVITE OR 200 OK messages indicate whether a call is a handset call, a speaker



[ 0039] Yet another usage for the call header field is to force a resource,
or line, clear. To clear a line, the SIP user agent 103 places a call that
i ndi cat eswohaty/t3Bs4call is to force clear the |line, i.ePCI/useommsmee all
parties fromthe line. The SIP user agent 103 acconplishes this by
transmtting to the softswitch 105 an I NVI TE nessage including a cal
header field with the type paraneter set to forceclear. An exanple cal

header field used to force a line clear ich can be, for exanple,
transmtted by the SIP user agent 103 to'the softswitch 105 is shown bel ow
X-1PC-Call: type=forceclear - 12 - 3. Token (Device Authentication Token)

[ 0040] A token header field s used.,to,.authenticate devices, e.qg., to

Conf 1 m t hatctlh Ao HSu el T e8d sRiGHhe R Patirolag shannshisers sk and
to prevent tRempeealhaRtPheARPriOMedsiohin i@y ces. A hash is created and added
to requests and responses. In sone enbodi nents, to avoid the processing
invol ved in conputing the hash for every request, the hash is only conputed
as part of thdieHadeFaagivst Caiisephree e ned HWearktisdat process. An
exanpl e token header field, where [token] represents the MD5 hash val ue for
a set of Sl d i LS o K - : l, [0041] A
cont act heaigﬁrﬁ?i e e&,ﬁdeﬁ%ag@let%ﬁ ﬁ%ﬁ% ‘Piﬁéé{?%[?%%d%@g? ?Térig%t agﬁ%:ggz'?ggt

par amet er, ispedakactalleda himdalfteeREGIE ERI. ainchn@RIMENS nitedireattsthandut oéi r
responses to enabl e authentiﬁatiog of th

. hash .val ue. Upon receiyin
requests, tNEe COTERARHCITOSNHE 0 f e A S%&”‘ﬁhé&?ﬁlﬂ%%{)‘? SRyl C&ﬁsf’é’% of SIP

header fi el daaaneh QHIRA-BSe-IBuIREH! ISadBtidd)6r MRSRarMRl e thoechipded in the
t oken header field. If the two hash values match, the ‘device has been
successf ul | establithedmiithatettic calf parhehaader idd.Hhe soitsestchd 0F may detaudtithe or i f

REQ STER and, OPTI ONS ggﬂyesHs fail to.ing;uge attoﬁen header field and a
hash val ue, JEHSHPERRCEER L 3alig cREHREPUEPRE ZOHGEBr oved device. Based on a
predeterm ned policy, the softswitch 105 either permts or denies calls

f r om non- appoeRsg dClRvMhd §arantbterAigii@idsat dhanndl 8obé usbdIfoed cA greRthahien
Initiated) [0042] An augnentation header field is transmtted by the

sof t swi t ch Fe® of d hanlsifeesrmodg ealh Aoy imgtpnge. thegigbistof haghagngl @arametery t he SI P
user agent L 0fti a whi | e
per form ng %%ﬁf%gﬁﬁggg%ﬁﬁggﬁ%Q% 5?%‘%&@%ﬂ%@ér%ﬂ[gﬂ%gﬁbgﬁggg?%&gﬁgﬁ%nt a
hard turr et thd wluexiahpeannbypaeaadibi indicatet tledpeakeonenbar(eg.,dhrord) founber vi a
the conputer, rather than via the hard turret. The SIP user agent 103 uses
t he augnenté?q "header field to enulate the user 101 and prevent - 13 -
di agnostics and other 3PCC calls fromaccidentally releasing an active

cal | . Exanplgozey SR EEAIAN aRCAARI1ds 108 helRieATiBlde NRMELHRE UBWee and channel

X-1 PC- Augnent ation: on X-1PC Augnentation: off 5. Logon [0043] To enable

| oggi ng t he pagareterd forgattcular sursgticalts Whigh seftswitdhcll@Sitsinsmifs deNVdTEsuch as a
hard or soft turreﬁj csgyunicat%gﬁ%y coupled to the IP network 104, the
sof tswitch THESEEAILHF L 5 AR user agent 103 an ACR and an encrypted
password for the user 101. During each | ogon, the SIP user agent 103
transmts tx-tire-sefitiswdtgh b itdwe-renerypt;edh qpasswared of or aut henti cati on
The softswitch 105 uses the encrypted password to create a hash for use in

authentiCauxﬂ{PC—CallParty: device=handset;channel=right
X-IPC-CallParty: device=hfm;channel=left
X-IPC-CallParty: device=hfm;channel=right

X-IPC-CallParty: device=speaker;channel=1
2. Call (Type and Usage)

[0027] A “call header field” indicates a call type and a usage for each call made by
or to turret 102. The call header field is transmitted between the SIP user agent 103



[ 0044] A |l ogon header field indicates whether a | ogon request was generated
by the user 101 or generated by a backroom i.e., the softswitch 105, as
wel | as wwethewr13s3se user 101 wishes to force a | ogoff fiPomUSRIIGO3SLALI ON
devices in the event the user 101 is |ogged onto other station devices. For
backroom | ogons, the SIP user agent 103 transmits to the softswitch 105 a
REGQ STER request including a | ogon header field having a val ue of backroom
i ndicating that a | ogon has been |n|t|atgd by the softswitch 105, as shown
bel ow. X-1PC-Logon: backroom [ 0045] For tiSer |ogons, the SIP user agent 103
transmts to the softsmﬁtch 105 a REQ STER request including a Iogon header

bt ng o afnd miol el KR BN R IR ses, A et gl el A TR E hPh et ul 1 y

| ogof f the yspky:101 of any other station devices which the user 101 is

| ogged onto: X-1PC-Logon: user;forced 6. Privacy [0047] A privacy header
field is transmtted as part of an | NVI TE nessage fromthe SIP user agent
103 to the Softf&widach ‘1050ass didtlle YddrachFaske/a cal | . Cal |l privacy can be
enabl ed for a call prior to the call being placed. Exanple privacy header

fields enablirpg, aéh‘i’al(gét@ﬁlﬂh chis Br %ulré‘ﬁu‘?d %9%\4," %ﬁir{?eer 1§alcF’ (5 Ry i vacy: on

X-1PC-Privacy: ena e or e privaty a ca I's in
progress, thearibhte olﬁﬂercaﬁg"emurel(]@ﬂ scbmamsai Jaqushge panamatof is smhéceksaty) Sif alis | NFO

nmessage |nclu in i vacy header fi el 004 TqQ enabl e or
di sabl e mut i"hgecer g’ cﬁ?l“sertaﬁém ajd dhe %gté?{ftdlg@% F'f"%ﬁlg %8‘?4?23‘?

sof tsw tch 103 488 ANYiclE RS 8aQe p mﬁﬁk%ghﬁ%héwHQkﬁmPptlon header field. The
nmut e option header field enabl€s a gl obal nute, enables a local mute, or

di sables muting for a call. Exanple nute option header fields are shown
bel ow. X- | P@ﬂ\ﬂh%@ﬂlildnztygﬁfbfdw@@]l PC- Mut eOpti on: |ocal X-1PC MuteOption:
no

a. Resource (Line)

[0028] One example call type parameter is a “line” parameter (also sometimes
referred to as a “resource”). In one embodiment, there are four types of lines: a
private line, a dial tone line, an open connection line, and an operator overflow
protection service (OOPS) line. Private lines further include an automatic ring down
(ARD) line, a manual ring down (MRD) line, and a hoot-n-holler line, which is an
MRD line with no signaling. In some cases, resource attributes, such a line type, are
indicated by button configuration data. In these cases, the type parameter in a call
header field is set to resource for all four resource types. The usage parameter in the
call header field indicates the appearance number for the corresponding resource.
Private lines can have only one appearance, and dial tone lines can have many
appearances. An example call header field is shown below, where [appearance]

represents any desired value for the usage parameter:
X-IPC-Call: type=resource;usage=[appearance]
[0029] For example, for a call from appearance 4, the call header field is as follows:

X-IPC-Call: type=resource;usage=4



8. Tal kback - 15 - softswitch 105 an I NVITE nessage or a 200 OK nessage

i ncludi ng a tal kback header field. Exanple tal kback header fields are shown
bel ow. X-wBQeTiai3kisack: on X-1PC- Tal kback: off In one enipodiuseett/o3tshe

t al kback header field is enabled for all handset calls by default. 9.
Recordi ng [0050] A recording header field indicates whether recording is
enabl ed or disabled for a call. To enable or disable recording the SIP user
agent 103 transmits to the softswitch 105 an I NVI TE nmessage or a 200 K
message i ncluding a recording header fiefd. In one enbodi nent, recording is
enabl ed by default for all calls that do not include a recording header

field. Exa recording h er, flelds .are shown bel ow. X-1PG Recording: on
X1 PC. Recor AP SR P PleraT it S EREECRAE RAguL PRb i DLV ddber | bed
bel ow i n f urhh@fttsdatRIb5 addPthe TP @@ ALeRaLb if @RlMIRHWweyond those defined in
the SIP protocol, custom event packages are transmtted between the SIP

user agent 103 and the softswitch 105. 1. INFO [0052] In one enbodinment, a
cust om eventX paékagd t'ake®aHEM M of an | NFO message. That is, the event
package is transmtted between the SIP user agent 103 and the softsw tch

105 as part n . nﬁﬂgﬁ J.d is sent in
accor dance Jﬁﬁﬂﬁhégggﬁgﬂgﬁﬁ?ggg%égﬁagggt éo Q?@@%%&Fﬁk@ﬁﬁgﬁﬁﬁgﬂgnd Package
Framewor k draftiwitet f05Ssindclor 8 rskoagewe b BisGRown belowt s equi val ent. - 16 -
"Session Initiation Protocol (SIP) INFO Method and Package Framewor k
draft-ietfshgﬁﬁ%%¥%§ﬁg-§¥en[§-02" is a framework that defines an I NFO
package nechanis ‘carBi g "sgplitcati on 1 evel information between
endpoints, and is hereby incorporated by reference in its entirety.

[0032] An example call header field for implementing a group call with group

answer between the softswitch 105 and the SIP user agent 103 is shown below:
X-IPC-Call: type=icmgroup;usage=gans

[0033] An example call header field for implementing a group call with group
talkback communicated between the softswitch 105 and the SIP user agent 103 is

shown below:
X-IPC-Call: type=icmgroup;usage=gtbk
b. Broadcast Calls (Conference & Simplex)

[0034] Another usage for the call header field is to initiate a broadcast call, such as a
conference broadcast, i.e., multi-line full-duplex, call or a simplex broadcast, i.e.,
multi-line half-duplex, call. To create a conference call, the SIP user agent 103
transmits to the softswitch 105 an INVITE message including a call header field with
the type parameter set to broadcast and the usage parameter set to conference. An
example call header field to create a conference call that can be transmitted by the

SIP user agent 103 to the softswitch 105 is shown below:

X-IPC-Call: type=broadcast;usage=conference



[ 0053] The framework al so defines a procedure by which a SIP user agent
indicates to other endpoints its support for receiving | NFO nessages
carryi ng wppbiw@sizan | evel information within a di al og. PCnaSSRosses agent
103 and the softswitch 105 indicate their support for receiving events,
i.e., application information within a dialog, by transmtting to each

ot her a nessage that includes a recv-info header with a value of, for
exanpl e, "x-ipc-events." An exanple recv-info header is shown bel ow
Recv-Info: x-ipc-events The nessage indﬂ&ﬁing the recv-info header is
transm tted between endpoints either during dialog establishment or during

a md-dialo t refresh.. For exanple, the recy-info header, can be

el uded a I 6 eibfie st Broaftiies Tk B diBleR FRUF P Rivaage, an
UPDATE nessageént 183 RRAG (R Be e tswaiRl 106%n MRYTADY thes @38 iddMiifie £ 0411 RSENdi ng
non-failure responses, i.e., 101-199 and 2xx nessages. [0054] An exanple

sequence of fielbweh thelyps paremetenset 4o icatlengt andho nsagagaragisedrpet tofsimNEO
nmessages caryyin |4, cati vel i.nfaormation W, l] nqw pbe descri bed.

Dur i g, st adt STAERE ey b BY Sl e TRES Cabloal 4134, BF RGeS "to ¢ he
sof tswi t ch 1Rasiitel NYkHES PRSsAGRNt NEH tol tRE bdfeb@stch 108CK-shbiva bBRader
indicating the SIP user agent's 103 support for receiving | NFO nessages
carrying application |evel information during the dialog. The softswi tch
105 r esponds by G1dsm (TG HE AN E S P S HGBHE 03 a 200 OK nessage
that includes a recv-info header indicating the softswitch's 105 support
for receiving Rgﬁgmﬂgssages carrying application level information during
the dialog. [0055] In another enbodi ment, the SIP user agent 103 indicates
support for receiving specific INFO events by sending to the softswitch 105
an | NFO mesd0@p$] Theicall-hepdrs|fighi ¢rg 2dso enfsed praiokiinea resanéne elrrocatieslyage body
event paraneters. The .l NFO nessa request for s pfic features
i cated withi A TeHBEs TRy 10F MR R Reehiii e nae &

cor r espondi Ny INE QiR ek agkudiAg a SHIOWeadeetield, wignthe xappt paralseage tbody
includes "Info-Package" as the value for the "Content-Di sposition”

par anet er an@cp%laﬂiég]ée us3EN PARRETEH FILQ | i5ECTidnt el bl NABARPIEseN s keRidy a) ue

for the "Co - " " Q- o Xp e t

Cont ent - 0 spoe ] PokBery RRPHRLEL, eRLR; BT AR ne "CLRT AR

appl i cat i on/identifging whochpagkadenxad to2nixNCHdthef fpO&kE redordiag edrdver cardiadi ment ,
the custom event ckage kes the formof a | FEY pessage. That is, the
event packagé Tredudeon ok oo Qo sbr ok ﬁ@@lpcggbr?adﬁbgﬁé faeing % he

sof tsw tch 105,@fe BAk ba)Plradnl¥eld FYHIRSRAGEN 105 5 QRESBREMI BN ist he NOTI FY
message i s conmmunicated according to RFC 3265, "Session Initiation Protocol

(SI P) Speci fshewitbelotw: Noti fi cati on,” which defines a framework by which a
SI P user agent can request notification from other endpoints indicating
that certain, ¢ 1t ave occurred. RFC 3265 is(ﬂ?reb i ncor porated by
ref erence i2<ﬁ¥§pé%ggre& P%&Qﬁ%lﬁ%fgﬁﬁﬁir%%¥ﬁ ﬁ%f%%%ed, for exanple
X-ipc-event, is defined for inplenmenting proprietary call features. An
exanpl e NOTIdFYRe:ssiag®lasahdk ng out such an event includes the follow ng:
Event: x-ipc-events Content-Type: application/x-ipc-info-package+xn 3.
Event s

[0037] Another usage for the call header field is to initiate playback of a recorded

call. To initiate playback of a recorded call, the softswitch 105 transmits to the SIP

user agent 103 an INVITE message including a call header field with the type

parameter set to playback. An example call header field for initiating a playback of a

recorded call that can be, for example, transmitted by the softswitch 105 to the SIP

user agent 103, is shown below:

X-IPC-Call: type=playback



[ 0057]

Exanpl e events for specific features having correspondi ng nessage

body paraneters, sub-paraneters, nethods, and directions of transm ssion
are showwbebnovi3siz4aTable 1. The term AS in the tabl e belPoWwust@n®s1seor
"application server” and is interchangeable with softswitch 105 descri bed

her ei n.

15 Direction Sv<->V11 Sv<-Vil Vil<-SV Vil<-SV SVv<-Vil

SV<->V11l A cA Method OANI OANI QAN

-11 -

e. Diagnostics

[0038] The call header field also is used for initiating a diagnostic call, for example,

to validate that a tone generated as part of a loopback test is properly received from

SV<- Vi |

another SIP user agent 106. To initiate a diagnostic call, the softswitch 105 transmits

to the SIP user agent 103, via third party call control (3PCC), an INVITE message
including a call header field with the type parameter set to diagnostics. An example
call header field used to initiate a diagnostic call which can be, for example,

transmitted by the softswitch 105 to the SIP user agent 103, is shown below:
X-IPC-Call: type=diagnostics
f. Forced Line Clear

[0039] Yet another usage for the call header field is to force a resource, or line,
clear. To clear a line, the SIP user agent 103 places a call that indicates that the call
is to force clear the line, i.e., to remove all parties from the line. The SIP user agent
103 accomplishes this by transmitting to the softswitch 105 an INVITE message
including a call header field with the type parameter set to forceclear. An example
call header field used to force a line clear which can be, for example, transmitted by

the SIP user agent 103 to the softswitch 105 is shown below:

X-IPC-Call: type=forceclear



OANl OANI OANI 0 4 F-1=1 H (c) 4 Sub Paraneters node=on/ of f
resul t=pass/fail reason=string node=on/off audi ol D=i nteger
di r ect i ormOoB¢I35339net wor k/ bot h PCT/US2011/031525

-12 -

3. Token (Device Authentication Token)

[0040] A token header field is used to authenticate devices, e.g., to confirm that a
device used to place a call is an approved SIP device, and to prevent the use of
non-approved SIP devices. A hash is created and added to requests and responses.
In some embodiments, to avoid the processing involved in computing the hash for
every request, the hash is only computed as part of the device registration process
and the heartbeat process. An example token header field, where [foken] represents

the MDS5 hash value for a set of SIP header fields, is shown below:
X-IPC-Token: [token]

[0041] A contact header field, i.e.. a header field indicating the contact parameter, is
included in all REGISTER and OPTIONS requests and their responses to enable
authentication of the hash value. Upon receiving requests, the softswitch 105
performs the MDS5 hash function on a set of SIP header fields and compares the
results to the hash value included in the token header field. If the two hash values
match, the device has been successfully authenticated. If the two hash values fail to
match, or if REGISTER and OPTIONS requests fail to include a token header field
and a hash value, then the device is considered a non-approved device. Based on a
predetermined policy, the softswitch 105 either permits or denies calls from

non-approved devices.
4. Augmentation (Soft Turret Augmentation Initiated)

[0042] An augmentation header field is transmitted by the softswitch 105 to indicate
that an INVITE request sent directly to the SIP user agent 103 was initiated by the
user 101 through a soft turret while performing 3PCC. The soft turret is executed on
a computer to augment a hard turret, for example, by enabling a trader to enter a
phone number via the computer, rather than via the hard turret. The SIP user agent

103 uses the augmentation header field to emulate the user 101 and prevent



dur ati on=i nteger action=validate audi ol D=i nt eger

di recti on=t ouser/tonetwork/both result=pass/fail reason=string MOS=i nteger
node=on/ oWb 2atiri3ess+addpar t y/ r enoveParty aor =AOR appear aRCEAISn18 81525

resul t =pass/fail reason=string , answer! busy-ring-no-answer

destinati oni nmbusv= string Message Body Paraneter

- 13-

diagnostics and other 3PCC calls from accidentally releasing an active call.

Example augmentation header fields are shown below:

X-IPC-Augmentation: on

X-IPC-Augmentation: off
5. Logon

[0043] To enable logging the user 101 onto a station device, which is any device,
such as a hard or soft turret, communicatively coupled to the IP network 104, the
softswitch 105 transmits to the SIP user agent 103 an AOR and an encrypted
password for the user 101. During each logon, the SIP user agent 103 transmits to
the softswitch 105 the encrypted password for authentication. The softswitch 105

uses the encrypted password to create a hash for use in authentication.

[0044] A logon header field indicates whether a logon request was generated by the
user 101 or generated by a backroom, i.e., the softswitch 105, as well as whether the
user 101 wishes to force a logoff from other station devices in the event the user 101
is logged onto other station devices. For backroom logons, the SIP user agent 103
transmits to the softswitch 105 a REGISTER request including a logon header field
having a value of backroom, indicating that a logon has been initiated by the

softswitch 105, as shown below:
X-IPC-Logon: backroom

[0045] For user logons, the SIP user agent 103 transmits to the softswitch 105 a
REGISTER request including a logon header field having a value of user, as shown

below:
X-IPC-Logon: user

[0046] As shown below, for user logons with forced logoffs, the SIP user agent 103
transmits to the softswitch 105 a REGISTER request including a logon header field



privacy record injectAudi o renoveAudi o audi o Validation tal kback conference
uoTs. Tanl p Feature Privacy Recordi ng 3PCC & Di agnostic 3PCC & Di agnostic
3PCC & Diwgnoslti3a33¥al kback Conference PCT/US2011/031525

-14 -

having a value of user;forced, instructing the softswitch 105 to forcefully logoff the

user 101 of any other station devices which the user 101 is logged onto:
X-IPC-Logon: user;forced
6. Privacy

[0047] A privacy header field is transmitted as part of an INVITE message from the
SIP user agent 103 to the softswitch 105 to enable privacy for a call. Call privacy
can be enabled for a call prior to the call being placed. Example privacy header

fields enabling and disabling privacy are shown below:

X-IPC-Privacy: on

X-IPC-Privacy: off

To enable or disable privacy while a call is in progress, the SIP user agent 103

transmits to the softswitch 105 an INFO message including the privacy header field.
7. Muting

[0048] To enable or disable muting for a call, the SIP user agent 103 transmits to the
softswitch 105 an INVITE message including a mute option header field. The mute
option header field enables a global mute, enables a local mute, or disables muting

for a call. Example mute option header fields are shown below:

X-IPC-MuteOption: global
X-IPC-MuteOption: local

X-IPC-MuteOption: no
8. Talkback

[0049] To enable or disable a talkback call feature for speaker calls that are initiated

or answered with push-to-talk enabled, the SIP user agent 103 transmits to the



Uad SJOATa - 20 - As described above, the body of the nessage can be
custom In sone enbodi nents, the body of the nessage includes extensible
mar kup | awguage1333XVL") carryi ng event parameters, as destrish@d/obskdw in
further detail with respect to specific events. 4. Privacy [0058] The SIP
user agent 103 enables and disables its privacy during a comunication
session by sending an | NFO nessage to the softswitch 105 including an event
header having a val ue of x-ipc-events. exanpl e XML nessage body enabling
privacy for the SIP user agent 103 is shown bel ow. <?xm version="1.0"7?7>
<x-1i pc-info-package> <event> privacy </event> <privacy> <nDde> on </ node

curront 1y arely it (R aRATESR A i B U St b BEERUIER, ccor ai ng

during a compuir¢Rld ExafPiSialdbacll hedd8COEIHL AY shéwk BELRAL |y enabl ed the SIP
user agent 103 can request to disable recording during the comunication

session. An exanpl e XML message body enabling recording for the SIP user
agent 103 i K SHEWT PGk <P version="1.0"?> <x-i pc-i nf o- package>

<event> recqrdp/event> . orf

In one embodiment, the talkback header field is enabled for all handset calls by
default.

9. Recording

[0050] A recording header field indicates whether recording is enabled or disabled
for a call. To enable or disable recording the SIP user agent 103 transmits to the
softswitch 105 an INVITE message or a 200 OK message including a recording
header field. In one embodiment, recording is enabled by default for all calls that do
not include a recording header field. Example recording header fields are shown

below:

X-IPC-Recording: on
X-IPC-Recording: off

B. SIP Events and Event Packages

[0051] As described below in further detail, to implement call features beyond those
defined in the SIP protocol, custom event packages are transmitted between the SIP

user agent 103 and the softswitch 105.
1. INFO

[0052] In one embodiment, a custom event package takes the form of an INFO
message. That is, the event package is transmitted between the SIP user agent 103
and the softswitch 105 as part of an INFO message. In some embodiments, the
message is sent in accordance with “Session Initiation Protocol (SIP) INFO Method

and Package Framework draft-ietf-sipcore-info-events-02,” or its equivalent.



<record> <npbde> on </node> </record> </x-ipc-info-package> - 21 - 6.

Tal kback [0060] The SIP user agent 103 enabl es tal kback during speaker
calls, fowOoexam3Bs4 in response to a push-to-tal k buttomChaisegripseesed. An
| NFO nessage is transmtted fromthe SIP user agent 103 to the softsw tch
105 including an event header having a value of x-ipc-events. An exanple
XML nessage body enabling tal kback for the SIP user agent 103 is shown

bel ow. <?xm version="1.0"?> <x-ipc-info-package> <event > tal kback </event>
<t al kback> <nmode> on </ node> </tal kback> </ x-ipc-info-package> 7.
Conference [0061] The SIP user agent 103 and the softswitch enable or

di sabl e conference, .i..e., add anot her _SI P user agen a or froma
cal| i progSESEnyEHERBIEG APt SVEMEBOREN B pHGC e SeRG Y ER Ud ng. an
event headerifRglingh-avenal o i9h anleRereMRNISined B INP@%&Eazge Rech@sthesour ce
bei ng conferenced is indicated by the address of record ("AOR") field and

t he appear areeyingeapplicatipn idvel méymatior betsvean dindpointtyaad ishkasehyciescorppratedi gi t s
are dial ed %fteeﬁ%ge.HyFOjggssages are exchanged between the SIP user agent
103 and t he AT EERCT BH™TE“Xn exanpl e XM_ nmessage body enabling a
conference call, i.e., adding a party to a call in progress, is shown
bel ow.  <?xn[0053] sTifrmeworR alsexdetipgs d priodeduac kp gdich<eSi®niser genf adenes
</ event >
to other endpoints its support for receiving INFO messages carrying application level
information within a dialog. The SIP user agent 103 and the softswitch 105 indicate
their support for receiving events, i.e., application information within a dialog, by
transmitting to each other a message that includes a recv-info header with a value of,

for example, “x-ipc-events.” An example recv-info header is shown below:
Recv-Info: x—-ipc-events

The message including the recv-info header is transmitted between endpoints either
during dialog establishment or during a mid-dialog target refresh. For example, the
recv-info header can be included as part of one or more SIP messages, such as an
INVITE message, an UPDATE message, a PRACK message, and ACK message,

and their corresponding non-failure responses, i.e., 101-199 and 2xx messages.

[0054] An example sequence of the establishment of a dialog supporting receipt of
INFO messages carrying application level information will now be described.
During establishment of a dialog, the SIP user agent 103 transmits to the softswitch
105 an INVITE message that includes a recv-info header indicating the SIP user
agent’s 103 support for receiving INFO messages carrying application level
information during the dialog. The softswitch 105 responds by transmitting to the
SIP user agent 103 a 200 OK message that includes a recv-info header indicating the
softswitch’s 105 support for receiving INFO messages carrying application level

information during the dialog.

[0055] In another embodiment, the SIP user agent 103 indicates support for
receiving specific INFO events by sending to the softswitch 105 an INFO message



<conference> <action> addparty </action> <aor> sip:1729@ pc. com </ aor >
<appear ance> 4 </ appear ance> </conference> </x-ipc-info-package> - 22 - 8.
Di ver si orwpQ0B2333Bhe SI P user agent 103 prograns cal |l dipceruse@n/03esesi ngs,
such as call forwarding, by transmtting an HTTP request to the softswtch
105. In response, the softswitch 105 transmts a NOTI FY nessage i ncl udi ng
an event header having a value of x-ipc-events to all SIP user agents
associated with the call diversion. An %ﬁanple XM. nmessage body programm ng
a call diversion for the SIP user agent 103 is shown bel ow. <?xm
version="1.0"?> <x-ipc-info-package> <event> diversion </event> <di versi on>

o BRI S A S S Lo EETBI LTS A O vort
<desti nat i ooy ThqicdQ2ABRCIE OpBcTH dRstuliddahdiened witHiniBIHéQc2 body. In
general, each INFO message has a corresponding INFO package. As shown below,
an example message body includes “Info-Package” as the value for the
“Content-Disposition” parameter and includes “application/x-ipc-info-package+xml”

as the value for the “Content-Type” parameter:

Info-Package: x-ipc-events
Content-Disposition: “Info-Package”
Content-Type: application/x—-ipc-info-package+xml

2. NOTIFY

[0056] In another embodiment, the custom event package takes the form of a
NOTIFY message. That is, the event package is transmitted between the SIP user
agent 103 and the softswitch 105 as part of a NOTIFY message. In some
embodiments, the NOTIFY message is communicated according to RFC-3265,
“Session Initiation Protocol (SIP) Specific Event Notification,” which defines a
framework by which a SIP user agent can request notification from other endpoints
indicating that certain events have occurred. RFC-3265 is hereby incorporated by
reference in its entirety. A custom event, which is named, for example, x-ipc-event,
is defined for implementing proprietary call features. An example NOTIFY message

calling out such an event includes the following:

Event: x-ipc—-events
Content-Type: application/x—-ipc-info-package+xml

3. Events

[0057] Example events for specific features having corresponding message body
parameters, sub-parameters, methods, and directions of transmission are shown
below in Table 1. The term AS in the table below stands for “application server” and

is interchangeable with softswitch 105 described herein.



</ x-ipc-info-package> 9. Centerline [0063] A network adm nistrator can send
to the SIP user agent 103 through the adm nistrative console 107 a nessage
i ncl udi ngve 20exi33sri ng and a ring preference. A NOTI FYpPoeasage/o8s25ent to
the SIP user agent 103 carrying the text string and the ring preference
paranmeters. An exanple XML nessage body for ringing the SIP user agent 103
and communi cating an instruction to log off is shown below -23 - <?xni
versi on="1.0"?> <x-ipc-info-package> <event>centerline</event> <centerline>
<nessage> Pl ease | ogoff </message> <ring> yes </ring> </centerline>

</ x-ipc-info-package> 10. Backroom Logon [0064] The softswitch 105 logs a
user onto a station device, such as a hard or soft turret, by transmtting

to SI P user agent—103—a -NOH-FY nessageincludingan-AOR and-an—encrypted
password for user| 1@1l. Ap exanple NOTIFY nessage fromthe softswitch 105 to
the SIP user agentg|¥03 i g%3fown beldw | R¥2 st p: Devi ce pc.com 8IP/2.0
Via: SIP/ 2.0/ TCP |ty nal /I\egf\)arrpl e. tRM bR anch=xAh GAbKwYb6 i CL
Max- Forwards: 70 |[B)< <si ptjurret| @gc. conP Fr;)@n% <si p:as?qi pc. con®;
t ag=i e4hbb8t Cal I|A|B cdBS4TLToC@ eFmi [al . eximpt e. com C38q: 1 NOTI FY
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Contact: <sip:asl.ipc.con> Event: x-ipc-events Subscription-State: active;
expi res=3599 Expires: 7200 Content-Type: application/x-ipc-events-info+xm
Cont ent - Lwogb /138384 <?xml version="1. 0" ?> <x-i pc-i nf o- pachamer 1/681sent >l ogon
</ event > <| ogon> <user> babe.ruth </user> <password>

a9887df ed3434356f dec343 </ password> </l ogon> </ x-ipc-i nfo-package> - 24 -
in a NOTlI FY nessage, which instructs the softswtch 105 to use the
encrypted password for creating a hash. 11. Forced Logoff and Logon [0065]
If the user 101 wants to force a log off, for exanple, if the SIP user
agent 103 is currently | ogged onto a statlon device distant fromthe

current |ocationof userr 10, thejugerr 101 forces the | og of f by
transmtting to tde, saf KWtc <;g§0§t REG_$TER 1 equest i ncluding the string
"X—IPC—Logon:user-—@rc S UpnRs | geg B K| e REQ STER request, the
softswitch 105 flog/oes [He} SI|P|dger| faderit N1@3 to|l ogoff by transmitting to
the SIP user ager®|403%NOT Q%?@ Q udi ng an event of x-ipc-events.
An exanpl e XM. nessage—Bodyrot—sughraNOHHY-—+ressage is shown bel ow. <?xni
version="1.0"?> <x-i pg-inf o-package>
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<event >| ogof f </ event > </ x-i pc-i nfo-package> The user 101 can force a |og on
to a station device using a simlar nechanismas di scussed above for

forci ng awbagliof3g3zef a station device. 12. Fail over andPEaiush@aio3fs0066] I n
the event of a failure of a network or zone, the SIP user agent 103 fails
over, i.e., swtches over, to a redundant or standby network or zone. A
managenent system (not shown) of the softswitch 105 instructs the turret
102 to failover fromthe failed zone to {he redundant zone by transmtting
to the softswitch 105 a NOTI FY nessage imcluding a failover event. In
response to A€f8itedGbbite tNFJdy bf iRsHageed F@PetdisioRNAgeRe _RbSNFI@M®, of the
softswtch 105 forwards to the SIP user agent 103 the NOTIFY nessage

i ncl udi ng arheRashtofyhg pessageirchdesierdenydite PvrimpdargyaebodMEOMRaEIYHE t he event
type as fail r z t.er i.chin.s I IS an
integer. If et9 ?v1e p%oﬁ%lt%s’pag?i ggﬁ;Lath?Bgigg] 1§ fL{l/ré ugg{aﬁaﬁ} thl %rs%:ﬁf g@g&g@ Qg%&,_
predeterm ned range of values, or if the zonelD indicates a zone for which
the turret HO2Ptimeynot been progranmed, the SIP user agent 103 ignores the
fail over event. An exanple XM. nessage body instructing a failover is shown

bel ow. <?xmi on="1.0"?> <x-ipc-info-package> <event >fail over </ event >
a1 over o U HRIP3e el B e e SRR oGS it backages. | 0067]
Once the faichgth#RREoN3SRAYY sERERE ¥EINFOMR IR b 8RI soft9RNEN 163intRuUIg back,
i.e., switches back, to the original zone. The nmanagenent system of 't he
sof t swi t ch BOBvémdieaderhgvinpe valweroéx-ip@2vants. f An Ehacie XMhmdssagedddndant zone
to the failed zone 11% téatsr%]&:tin to t\&e ) fts¥vitch 105 a NOTI FY nessage

i ncl udi ng aefl%tf SER &V ER " ursgsar%:ﬂg t'8 SPet ?lllo‘(sfg t he NOTI FY nessage
fromthe managenent system of the softswitch 105, the softswitch 105
forwards to 4henlSkRrusem=agertt” 2203 t he NOTI FY nmessage i ncl udi ng an event
X-1i pc- event sx-The NIHFYbamssrge body contains the event type as fail back

and a zonel D parameterr WHGh 4 /+s0re enbodi nents is an integer. If the
zonel D paramet er. fias;amal ue that is outside a predeternined range of

values, or if the 5&@%@&{@%&3 a zone for which the turret 102 has not
been programed,_ t}%b Juser agent 103 ignores the failback event. An
exampl e XML nessade . f ingtructing a failback is shown below <?xm
versi on="1. 03> Ei'pc-1 Ao package> <event >f ai | back</ event > <f al | back>

5. Record

[0059] If recording is currently disabled the SIP user agent 103 can request to enable
recording during a communication session. If recording is currently enabled the SIP
user agent 103 can request to disable recording during the communication session.
An example XML message body enabling recording for the SIP user agent 103 is

shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event> record </event>
<record>
<mode> on </mode>
</record>
</x-ipc-info-package>



<zonel D> 1 </zonel D> </fall back> </x-ipc-info-package> - 26 - C Third
Party Call Control and Di agnostics [0068] Once the softswtch 105 has

est abl i she0 2a11¢13B334bet ween t he SI P user agent 103 and amoThiseoiBoBPiseser
agent 106, the softswitch 105 requests the SIP user agent 103 to generate
audio, validate it, and report the result by transmtting to the SIP user
agent 103 an audi o | NFO package including an event x-ipc-events and audi o
event paraneters. An exanple XM nessagezslbody i npl enenti ng audi o generati on
and validation is shown bel ow. <?xm version="1.0"7?> <x-ipc-info-package>
<event > i nj ect Audi o</ event > <i nj ect Audi 0> <audi ol D> 32322 </ audi ol D>

<di rection> To </direction> <duration> 5 </duration> <action> validate
</ action> </% nﬁﬁ’%&di 0> </ x-ipc-info-package> In response to receiving the
audi o I NFO package, the SIP user agent 103 transmits to the softswitch 105
a reporting [0046P TRSSIRASe 4¥eh CAI3 dh@blel Gillgaek 88:89n DfpehidrlcN € f&f exahplcaudi o
generation. An exanple XM. nessage body of a reporting | NFO nessage is
shown bel owin &3Refisevep ghgnte talkgbupton dringpeessert oAp A¥KQgecssagsie apsmitted

audi oVal | datfjro%g'th%/ Sl %Q&%gé@ﬂ%@qg ﬁlei s%?ttS\i)vRa?lOS including an event header having a

value of x-ipc-events. An example XML message body enabling talkback for the

SIP user agent 103 is shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event> talkback </event>
<talkback>
<mode> on </mode>
</talkback>
</x-ipc-info-package>

7. Conference

[0061] The SIP user agent 103 and the softswitch enable or disable conference, i.e.,
add or remove another SIP user agent to or from a call in progress by transmitting to
each other an INFO message including an event header having a value of
x-ipc-events. The identity of the resource being conferenced is indicated by the
address of record (“AOR”) field and the appearance field. If the resource is a dial
tone resource, the digits are dialed after the INFO messages are exchanged between
the SIP user agent 103 and the softswitch 105. An example XML message body

enabling a conference call, i.e., adding a party to a call in progress, is shown below:

<?xml version="1.0"7>
<x-ipc-info-package>
<event> conference </event>
<conference>
<action> addparty </action>
<aor> sip:1729Q@ipc.com </aor>
<appearance> 4 </appearance>
</conference>
</x-ipc-info-package>



<result> pass </result> <MOS> 4 </ MOS> </i audi oVal i dati on>
</ x-ipc-info-package> - 27 - 1. Signal [0069] The SIP user agent 103
si gnal s ovben11A3B3user agents 106 on a private |ine by PCansadmosdrsgs an | NFO
message i ncluding the x-ipc-events package. An exanple XM. nmessage body
signaling a SIP user agent on a private line is shown bel ow. <?xmni
versi on="1.0"?> <x-ipc-info-package> <event >si gnal </ event > <si gnal >
<nmode> on </ node> </signal > </x-ipc-infaqg;package> 2. Button [0070] The
softswitch 105 requests user 101 to press a particular button on the turret
102 by transmtting to the SIP user agent 103 an | NFO nessage or a NOTI FY
message. An _ex qple XML nessage body requesting user 101 to press a
particul ar 65tﬁbﬁ“8ﬂlthe turret 102 is shown bel ow. <?xm version="1.0"?>
<x-1i pc-info-package> <event >button</event >

[0062] The SIP user agent 103 programs call diversion settings, such as call

forwarding, by transmitting an HTTP request to the softswitch 105. In response, the
softswitch 105 transmits a NOTIFY message including an event header having a
value of x-ipc-events to all SIP user agents associated with the call diversion. An
example XML message body programming a call diversion for the SIP user agent

103 is shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event> diversion </event>
<diversion>
<entity> sip:1024@ipc.com </entity>
<divert_reason> immediate </divert_reason>
<destinationImmBusy> sip:1024Q@ipc.com
</destination>
<destinationRNA> sip:1024@ipc.com </destination>
</diversion>
</x-ipc-info-package>

9. Centerline

[0063] A network administrator can send to the SIP user agent 103 through the
administrative console 107 a message including a text string and a ring preference.
A NOTIFY message is sent to the SIP user agent 103 carrying the text string and the
ring preference parameters. An example XML message body for ringing the SIP

user agent 103 and communicating an instruction to log off is shown below:



<button> <buttonl D> 34 </buttonl D> </button> <x-ipc-info-package> 3. Reboot
[0071] The softswitch 105 requests the SIP user agent 103 to reboot by
transm t twogotioi3gise SI P user agent 103 a reboot NOTI FY meT48ge.1/08450H
receiving the reboot NOTIFY nessage, the SIP user agent 103 determ nes
whet her and when to reboot. An exanple XM. nessage body requesting the SIP
user agent 103 to reboot is shown below - 28 - <?xml version="1.0"?>
<x-1i pc-i nf o- package> <event>reboot</e%§nt> </ x-i pc-info-package> 4.
Profile Change [0072] A network adm nistTator can change a profile for a
user 101 or device at any tinme. A NOTIFY nessage is sent to the SIP user
agent 103 cars ingfthe iqL,rqﬂp;on regardi ng what has changed, so the SIP
user agent fbé%@anﬁ%ﬁ%QQﬂ/ ‘the change. A change nay indicate that, for
exanpl e, a t3bIE T T hAEdIS specific rowto a table has changed, or a
speci fic col umPVie ta SPEEHi Q90w T tabl e has changed. An exanple XM
message body forEUEIAtiN®S the SIP user agent 103 with a change to the
nunber, col um, <OrEeIEWS46 lefasehd dantfiford fgsis@des shown bel ow. <?xni
ver si on="1. 0" ?> <xizigyc-viaH o-/packmge> <event >profi |l eChange</ event >
<profi | eChange¥ ceentdartlyixlaut t on</ entity> <attri bute>nunber</attri bute>
<r ef er encel 546¢a-afrsrenceldazye > </ profil eChange>
</ x-i pc-info-package>

10. Backroom Logon

[0064] The softswitch 105 logs a user onto a station device, such as a hard or soft
turret, by transmitting to SIP user agent 103 a NOTIFY message including an AOR
and an encrypted password for user 101. An example NOTIFY message from the
softswitch 105 to the SIP user agent 103 is shown below:

NOTIFY sip:DevicelID@ipc.com SIP/2.0

Via: SIP/2.0/TCP

terminal .example.com;branch=z9hG4bKwYb6QREICL
Max-Forwards: 70

To: <sip:turretl@ipc.com>

From: <sip:asl.ipc.com>;tag=iedhbb8t

Call-ID: cdB34gLToC@terminal.example.com
CSeg: 1 NOTIFY

Contact: <sip:asl.ipc.com>

Event: x-ipc—-events

Subscription-State: active; expires=3599
Expires: 7200

Content-Type: application/x—-ipc-events—-info+xml
Content-Length: 337

<?xml version="1.0"7>
<x-ipc-info-package>
<event>logon </event>
<logon>
<user> babe.ruth </user>
<password> a9887dfed3434356fdec343 </password>
</logon>
</x-ipc-info-package>

The SIP user agent 103 uses the encrypted password during logon authentication. In

particular, the SIP user agent 103 transmits to the softswitch 105 a backroom event



5. Call Establishnment & Feature Initiation [0073] SIP user agent 103 and
the softswitch 105 established calls by comrunicating to each other INVITE
nmessages W0 2aticeszsance with RFC- 3261, which is di scusse@gCahse@1/03t5es | NVI TE
nmessages i nclude one or nore header indicating a request to initiate one or
nore specific call features. In the event that a specific call feature is
to be initiated during a previously established dialog, the SIP user agent
103 initiates the feature by transnittiQ%_an | NFO nessage to the softswitch
105 during the dialog. - 29 - D. Exanpl®€ SI P Message Traces [0074] Exanple
traces of SIP messages for certain features are shown below. In particular,

the follow ng i xanpl e of _an outgoing.call from 3300 appearance 1 to
5000 usi g A SR TRy THENRe A GO B Bteg 05 b Be 68T aitanor ¢ TCP
SIP/2.0 Fro s§&9§gﬁ%§%ghgaqgggo.10.1.123:5060>;tag=34ade8e8-0-

13c4-50029- 79e03- 6199b0e8- 79e03 To: <si p: 3600@0. 10. 1. 123: 5060> Cal | -1 D:
34b76128- 0- 13c4- 50029- 79e03- 38e68ha2- 79e03 CSeq: 1 INVITE Via: SIP/ 2.0/ TCP

10. 10. 1. 121:180Bocedt bogHEgmhiagsk- 79e03- 1dcl 3e31- 5f 8d6951 Max- Forwar ds: 70
Supported: timer,replaces, froncthange, hi stinfo, answer node, 100r el

P Asser t ed- T Ty WRGH, b o e FISR b PR SHIRE ot L0, e
usage=1 X- | RCetadntlPasgdopd odevd aainadedietdichatineal tleehtreit-1b&AGoRroif ey 010n

X- 1 PC- Recor dj ng:
tfle gser ?8 1 forces the log off by transmitting to the softswitch 105 a REGISTER

request including the string “X-IPC-Logon:user;forced”. Upon receiving the
REGISTER request, the softswitch 105 forces the SIP user agent 103 to logoff by
transmitting to the SIP user agent 103 a NOTIFY message including an event of
x-ipc-events. An example XML message body of such a NOTIFY message is shown

below:

<?xml version="1.0"7>

<x-ipc-info-package>
<event>logoff</event>

</x-ipc-info-package>

The user 101 can force a log on to a station device using a similar mechanism as

discussed above for forcing a log off of a station device.
12. Failover and Failback

[0066] In the event of a failure of a network or zone, the SIP user agent 103 fails
over, i.e., switches over, to a redundant or standby network or zone. A management
system (not shown) of the softswitch 105 instructs the turret 102 to failover from the
failed zone to the redundant zone by transmitting to the softswitch 105 a NOTIFY
message including a failover event. In response to receiving the NOTIFY message
from the management system of the softswitch 105 forwards to the SIP user agent
103 the NOTIFY message including an event x-ipc-events. The NOTIFY message
body contains the event type as failover and a zonelD parameter, which in some

embodiments is an integer. If the zonelD parameter has a value that is outside a



X-1 PC-Tal kback: on X-1PC-MuteOQption: gl obal User-Agent: IPC SIP Turret -
1.0.0.0 Contact: <sip:3300@0.10.1.121:5060; transport=TCP> Sessi on- Expi res:
300 M n- SEO 200/B833¢- | nf0: x-ipc-events Al ow PCT/US2011/031525

| NVI TE, ACK, CANCEL, BYE, REFER, OPTI ONS,

NOTI FY, SUBSCRI BE, ACK, UPDATE, REA STER, PUBLI SH, | NFO Cont ent - Type:
application/sdp Content-Length: 294... Privacy and recording are enabl ed
for the call and Rose has nuted the gl ohgl handset. An incom ng intercom
call fromJohn Smith to Joe Brown is shown bel ow. |NVITE

si p:j oe. brovvn@O 10.1.123:5060; transport=TCP SIP/2.0 - 30 - From "John
Sm th"<sip:joh =34ade8e8-

0.1Q. 1 123: 5060>: t
13c4- 50029- i‘k?g%@@ 0(% yapss 5 1fotg§ F‘b“fi?]gén‘i)‘%%a@%lefﬁr whih shesyest.
Call-1D 34h6§1a3§n& b€ froePitfed IROSHAReO8RAL (PRASCBRTaildvel BT EAR

example XML message body instructing a failover is shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event>failover</event>
<failover>
<zonelD> 2 </zonelD>
</failover>
</x-ipc-info-package>

[0067] Once the failed zone has been resolved, the SIP user agent 103 fails back,
i.e., switches back, to the original zone. The management system of the softswitch
105 instructs the turret 102 to failback from the redundant zone to the failed zone by
transmitting to the softswitch 105 a NOTIFY message including a failback event. In
response to receiving the NOTIFY message from the management system of the
softswitch 105, the softswitch 105 forwards to the SIP user agent 103 the NOTIFY
message including an event x-ipc-events. The NOTIFY message body contains the
event type as failback and a zonelD parameter, which in some embodiments is an
integer. If the zonelD parameter has a value that is outside a predetermined range of
values, or if the zonelD indicates a zone for which the turret 102 has not been
programmed, the SIP user agent 103 ignores the failback event. An example XML

message body instructing a failback is shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event>failback</event>
<failback>
<zonelID> 1 </zonelD>
</failback>
</x-ipc-info-package>



Via: SIP/2.0/ TCP 10. 10. 1. 121: 5060; branch=z9h&4bK- 79e03- 1dcl 3e31-5f 8d6951
Max- Forwards: 70 Supported:

ti mer, r epvacesy/3s3acthange, hi sti nf o, answer node, 100r el Hi COMBE201N081525

<si p:j oe. brown@0. 10. 1. 123: 5060; transport =TCP>; i ndex=1

P- Asserted-ldentity: "John Smth"sip:john.smth@O0.10.1.123 X-1PC-Cal|:
type=i cnp2p X-1PC-Cal |l Party: devi ce=handset; channel =l eft X-1PC Recor di ng:
on X-1PC- Privacy: off X-1PC Tal kback: %G,t&nswer- Mode: Auto User-Agent: |PC
SIP LC - 15.02.01c Contact: <sip:john.smth@uo.10.1.121:5060;transport=TCP>
Sessi on-Expires: 300 Mn-SE: 90 Recv-Info: x-ipc-events Al ow

I NVI TE, ACK, OPTI NOTIFY SUBSCRI BE, ACK,

UPDATE, REG ?’?’N%ﬂ)gi %Egllll:ﬁé BRFEES  appl i cati on/ sdp
[0068] Once the softswitch 105 has established a call between the SIP user agent
103 and another SIP user agent 106, the softswitch 105 requests the SIP user agent
103 to generate audio, validate it, and report the result by transmitting to the SIP user
agent 103 an audio INFO package including an event x-ipc-events and audio event

parameters. An example XML message body implementing audio generation and

validation is shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event> injectAudio</event>
<injectAudio>
<audioID> 32322 </audiolID>
<direction> ToUser </direction>
<duration> 5 </duration>
<action> validate </action>
</injectAudio>
</x-ipc-info-package>

In response to receiving the audio INFO package, the SIP user agent 103 transmits to
the softswitch 105 a reporting INFO message indicating the success or failure of the
audio generation. An example XML message body of a reporting INFO message is

shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event> audioValidation </event>
<audiovValidation>
<result> pass </result>
<MOS> 4 </MOS>
</iaudiovalidation>
</x-ipc-info-package>



Content-Length:... E. Exanple XM. Schema [0075] An exenplary XM. schens,
X-ipc-events, for inplenenting the enbodi nents described herein is shown
bel ow. Thwozohersssddef i nes an XML NOTI FY body and an | NFEChawsgo1103825chema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" > <xs: el enent
nanme="x-i pc-i nf o- package" <xs:conpl exType> <xs:sequence> - 31 -
<xs: el enent nane="event" type="event Type" use="required"/> <xs:choice>
<xs: el enent nane="privacy" <xs:conpl exType> <xs:sequence> <xs: el enent
nane="node" type="node"/> <xs: el enent name="result" type="result"/>

1. Signal

[0069] The SIP user agent 103 signals other SIP user agents 106 on a private line by
transmitting an INFO message including the x-ipc-events package. An example

XML message body signaling a SIP user agent on a private line is shown below:

<?xml version="1.0"7>
<x-ipc-info-package>
<event>signal</event>
<signal>
<mode> on </mode>
</signal>
</x-ipc-info-package>

2. Button

[0070] The softswitch 105 requests user 101 to press a particular button on the turret
102 by transmitting to the SIP user agent 103 an INFO message or a NOTIFY
message. An example XML message body requesting user 101 to press a particular

button on the turret 102 is shown below:

<?xml version="1.0"?>
<x-ipc-info-package>
<event>button</event>
<button>
<buttonID> 34 </buttonID>
</button>
<x-ipc-info-package>

3. Reboot

[0071] The softswitch 105 requests the SIP user agent 103 to reboot by transmitting
to the SIP user agent 103 a reboot NOTIFY message. Upon receiving the reboot
NOTIFY message, the SIP user agent 103 determines whether and when to reboot.
An example XML message body requesting the SIP user agent 103 to reboot is

shown below:



<xs: el enent nane="reason" type="xs:string"/> </xs:sequence>

</ xs:conpl exType> </ xs: el ement> <xs: el enent nane="record" <xs:conpl exType>
<XS: sequewmoan11118333el enent nane="node" type="node"/> </ XPCTABAENOBLS25

</ xs: conpl exType> </ xs: el ement > <xs: el enent nanme="inj ect Audi 0"

<xs: conpl exType> <xs:sequence> <xs: el enent nanme="audi ol D'
type="xs:integer"/> <xs:elenent nanme="direction" type="directionType"/>
<xs: el enent nane="duration" type:"xs:ingﬁper"/> <xs: el enent nane="action"
type="acti onType"/> </ Xxs: sequence> TeeT

<?xml version="1.0"7>

<x-ipc-info-package>
<event>reboot</event>

</x-ipc-info-package>

4. Profile Change

[0072] A network administrator can change a profile for a user 101 or device at any
time. A NOTIFY message is sent to the SIP user agent 103 carrying the information
regarding what has changed, so the SIP user agent 103 can retrieve the change. A
change may indicate that, for example, a table has changed, a specific row to a table
has changed, or a specific column in a specific row to a table has changed. An
example XML message body for updating the SIP user agent 103 with a change to

the number, column, or row 546 of the button table is shown below:

<?xml version="1.0"7>
<x-ipc-info-package>
<event>profileChange</event>
<profileChange>
<entity>button</entity>
<attribute>number</attribute>
<referenceID>546</referencelD>
</profileChange>
</x-ipc-info-package>

5. Call Establishment & Feature Initiation

[0073] SIP user agent 103 and the softswitch 105 established calls by
communicating to each other INVITE messages in accordance with RFC-3261,
which is discussed above. The INVITE messages include one or more header
indicating a request to initiate one or more specific call features. In the event that a
specific call feature is to be initiated during a previously established dialog, the SIP
user agent 103 initiates the feature by transmitting an INFO message to the

softswitch 105 during the dialog.



</ xs: conpl exType> </ xs: el ement > <xs: el enent nanme="r enoveAudi 0"

<xs:conpl exType> <xs:sequence> <xs: el enent nanme="audi ol D'

t ype="xs:wotegeén3izr <xs: el ement nanme="direction" type="a@CraskéionIype"/ >

</ Xxs:sequence> - 32 - </xs:conplexType> </xs: el ement > <xs: el enent
nane="audi oVal i dati on" <xs:conpl exType> <xs: seguence> <xs: el enent
name="result" type="result"/> <xs:el enent nane="reason" type="xs:string"/>
<xs: el enent nane="MXS" type:"xs:integerﬂﬁf </ Xs: seguence>

D. Example SIP Message Traces

[0074] Example traces of SIP messages for certain features are shown below. In
particular, the following is an example of an outgoing call from 3300 appearance 1 to

3600 using a left handset:

INVITE sip:3600@10.10.1.123:5060;transport=TCP SIP/2.0
From: "Rose"<sip:33000@10.10.1.123:5060>;tag=34ade8e8-0-
13c4-50029-79e03-6199b0e8-79e03
To: <sip:3600@10.10.1.123:5060>
Call-ID: 34b76128-0-13c4-50029-79e03-38e68ba2-7%9e03
CSeqg: 1 INVITE
Via: SIP/2.0/TCP 10.10.1.121:5060;branch=z9hG4bK-79e03-
1dc13e31-5£8d6951
Max-Forwards: 70
Supported: timer,replaces, from-
change, histinfo, answermode, 100rel
History-Info: <sip:3600@10.10.1.123:5060;transport=TCP>;
index=1
P-Asserted-Identity: "Rose"sip:3300@10.10.1.123
X-IPC-Call: type=resource;usage=1
X-IPC-CallParty: device=handset;channel=left
X-IPC-Privacy: on
X-IPC-Recording: on
X-IPC-Talkback: on
X-IPC-MuteOption: global
User—-Agent: IPC SIP Turret - 1.0.0.0
Contact: <sip:3300010.10.1.121:5060;transport=TCP>
Session-Expires: 300
Min-SE: 90
Recv-Info: x—-ipc-events
Allow: INVITE,ACK,CANCEL,BYE, REFER, OPTIONS,

NOTIFY, SUBSCRIBE, ACK, UPDATE, REGISTER, PUBLISH, INFO
Content-Type: application/sdp
Content-Length: 294...

Privacy and recording are enabled for the call and Rose has muted the global

handset. An incoming intercom call from John Smith to Joe Brown is shown below:

INVITE sip:joe.brown@l10.10.1.123:5060;transport=TCP
SIP/2.0



</ xs: conpl exType> </ xs: el enment > <xs: el enent nanme="t al kback"

<xs: conpl exType> <xs: seguence> <xs: el enent nane="node" type="node"/>

</ xs: segEOQeH/KBs388: conpl exType> </ xs: el ement > <xs: el emeAT/US2011/031525
nane="conf erence" <xs:conpl exType> <xs:seguence> <xs: el ement nane="action”
type="actionType"/> <xs:el ement name="aor" type="xs:string"/> <xs:el enment
name="appear ance" type="xs:integer"/> <xs:elenent nanme="result"
type="result"/> <xs: el enent nane:"reaso@b type="xs:string"/> </xs:seguence>

From: "John
Smith"<sip:john.smith@10.10.1.123:5060>;tag=34ade8e8-0-
13c4-50029-79e03-6199b0e8-79e03

To: <sip:joe.brown@l10.10.1.123:5060>

Call-ID: 34b76128-0-13c4-50029-79e03-38e68ba2-7%9e03
CSeqg: 1 INVITE

Via: SIP/2.0/TCP 10.10.1.121:5060;branch=z9nG4bK-79e03-
1dc13e31-5£8d6951

Max-Forwards: 70

Supported: timer,replaces, from-

change, histinfo, answermode, 100rel

History-Info:
<gip:joe.brown@10.10.1.123:5060;transport=TCP>; index=1
P-Asserted-Identity: "John
Smith"sip:john.smith@10.10.1.123

X-IPC-Call: type=icmp2p

X-IPC-CallParty: device=handset;channel=left
X-IPC-Recording: on

X-IPC-Privacy: off

X-IPC-Talkback: on

Answer-Mode: Auto

User—-Agent: IPC SIP LC - 15.02.01c

Contact: <sip:john.smith@10.10.1.121:5060;transport=TCP>
Session-Expires: 300

Min-SE: 90

Recv-Info: x—-ipc-events

Allow:

INVITE, ACK, CANCEL, BYE, REFER, OPTIONS, NOTIFY, SUBSCRIBE, ACK,
UPDATE, REGISTER, PUBLISH, INFO

Content-Type: application/sdp

Content-Length:...

E. Example XML Schema

[0075] An exemplary XML schema, x-ipc-events, for implementing the
embodiments described herein is shown below. The schema defines an XML

NOTIFY body and an INFO body.

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="x-ipc-info-package">
<xs:complexType>
<XS:sequence>



</ xs: conpl exType> </ xs: el enment > <xs: el ement nanme="di ver si on"

<xs: conpl exType> <xs: seguence> <xs:elenent nane="entity" type="xs:string"/>
<xs: el enewO 20a3333di vert reason” type="reasontype"/> - P83/US260103BRENMENE
nane="dest i nati oni mbusy" type="xs:string"/> <xs:el enent
nane="desti nati onRNA" type="xs:string"/> </xs:seguence> </ xs:conpl exType>
</ xs: el ement > <xs: el enment nane="barge" <xs:conpl exType> <xs: seguence>
<xs: el enent nane="nane" type:"xs:string%ﬁ>

<xs:element name="event" type="eventType"
use="required"/>
<xg:choice>
<xs:element name="privacy">
<xs:complexType>
<XS:sequence>
<xs:element name="mode"
type="mode" />
<xs:element name="result"
type="result"/>
<xs:element name="reason"
type="xs:string"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="record">
<xs:complexType>
<XS:sequence>
<xs:element name="mode"
type="mode" />
</Xs:sequence>
</xs:complexType>
</xs:element>
<xg:element name="injectAudio">
<xs:complexType>
<XS:sequence>
<xg:element name="audioID"
type="xs:integer"/>
<xg:element name="direction"
type="directionType"/>
<xg:element name="duration"
type="xs:integer"/>
<xg:element name="action"
type="actionType"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xg:element name="removeAudio">
<xs:complexType>
<XS:sequence>
<xg:element name="audioID"
type="xs:integer"/>
<xg:element name="direction"
type="directionType"/>
</Xs:sequence>



<xs: el enent nane="nunHandset Users" type="xs:integer"/> </Xxs:seguence>

</ xs:conpl exType> </ xs: el enent > <xs: el enent nane="|ogoff"/> <xs: el enent
nane="| ogwo"20KXS333eNpl exType> <xS: seguence> <xs: el ement POAMS2010981525
type="xs:string"/> <xs:el enent name="password" type="xs:string"/>

</ xs: seguence> </ xs: conpl exType> </ xs: el enent > <xs: el enrent nanme="fail over"”
<xs:conpl exType> <xs:seguence> <xs:elenment nane="zonel D'
type="xs:integer"/> </ xs: seguence> </ Xxs: (‘20an exType> </ xs: el enent >

</xs:complexType>
</xs:element>
<xg:element name="audioValidation">
<xs:complexType>
<XS8:sequence>
<xs:element name="result"
type="result"/>
<xs:element name="reason"
type="xs:string"/>
<xs:element name="MOS"
type="xs:integer"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="talkback">
<xs:complexType>
<XS8:sequence>
<xs:element name="mode"
type="mode" />
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="conference">
<xs:complexType>
<XS8:sequence>
<xg:element name="action"
type="actionType"/>
<xs:element name="aor"
type="xs:string"/>
<xs:element name="appearance"
type="xs:integer"/>
<xs:element name="result"
type="result"/>
<xs:element name="reason"
type="xs:string"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xg:element name="diversion">
<xs:complexType>
<XS8:sequence>
<xg:element name="entity"
type="xs:string"/>
<xg:element name="divert_reason"
type="reasontype"/>



<xs: el enent nane="centerline" <xs:conplexType> <xs:seguence> <xs: el enent
nanme="text" type="xs:string"/> <xs:elenent nane="ring" type="node"/>

</ XS: segE0Cer /1333334 - </ xs: conpl exType> </ xs: el enenPETANI01@l0arFReHht
nane="butt on" <xs:conpl exType> <xs: seguence> <xs: el ement nane="buttonl D'
type="xs:integer"/> </ xs:seguence> </ xs: conpl exType> </ xs: el enent >
<xs: el enent name="hol d"/> <xs:el enent nane="recall"/>

-33.

<xs:element
name="destinationimmbusy"
type="xs:string"/>
<xg:element name="destinationRNA"
type="xs:string"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="barge">
<xs:complexType>
<XS:sequence>
<xs:element name="name"
type="xs:string"/>
<xs:element name="numHandsetUsers"
type="xs:integer"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xsg:element name="logoff"/>
<xs:element name="logon">
<xs:complexType>
<XS:sequence>
<xs:element name="user"
type="xs:string"/>
<xs:element name="password"
type="xs:string"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xg:element name="failover">
<xs:complexType>
<XS:sequence>
<xs:element name="zonelID"
type="xs:integer"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xg:element name="centerline">
<xs:complexType>
<XS:sequence>
<xs:element name="text"
type="xs:string"/>
<xs:element name="ring"
type="mode" />
</Xs:sequence>



<xs: el enent nane="signal" <xs:conpl exType> <xs:seguence> <xs: el enent

name="node" type="node"/> </Xxs:seguence> </ xs: conpl exType> </ xs: el enent >
<xs: el enawO 20e0m3333pr of i | eChange"” <xs: conpl exType> <xs: s@gUArsec@/03p533 el enent
nane="entity" type="xs:string"/>
el ement nane="referencel D' type="xs:integer"/>

type="xs:string"/> <xs:

</ Xxs: seguence>

</xs:

<xs: el enent nanme="attri bute"

-34 -

complexType>

</xs:element>
<xs:element name="button">

<XSs:C

omplexType>

<X3:sequence>

<xs:element name="buttonID"
type="xs:integer"/>

</Xs:sequence>

</xs:

complexType>

</xs:element>

<xs:element name="hold"/>
<xs:element name="recall"/>
<xs:element name="signal">

<XSs:C

omplexType>

<X3:sequence>

<xXs:element name="mode"
type="mode" />

</Xs:sequence>

</xs:

complexType>

</xs:element>
<xs:element name="profileChange">

<XSs:C

omplexType>

<X3:sequence>

<xg:element name="entity"
type="xs:string"/>

<xg:element name="attribute"
type="xs:string"/>

<xs:element name="referencelID"
type="xs:integer"/>

</Xs:sequence>

</xs:

complexType>

</xs:element>

</xs:choic

</Xs:sequence>
</xs:complexType>
</xs:element>

e>

<xs:simpleType name="eventType">
<xs:restriction base="xs:string">

<XS
<XS
<XS
<XS
<XS
<XS

renumeration
renumeration
renumeration
renumeration
renumeration
renumeration

value="privacy"/>
value="record"/>
value="injectAudio"/>
value="removeAudio"/>
value="audiovValidation"/>
value="talkback"/>



</ xs: conpl exType> </ xs: el ement> </ xs: choi ce> </ xs: seguence>

</ xs: conpl exType> </ xs: el enent > <xs: si npl eType nane="event Type"
<Xs:restrwotnom3bmge="xs: string" <xs:enuneration val ue=Pprivsaey/s1525
<xs:enuneration val ue="record"/> <xs:enuneration val ue="inject Audi 0"/ >
<XS:enuneration val ue="renoveAudi 0"/ > <xs:enuneration

val ue="audi ovVal i dati on"/ > <xs: enuneration val ue="tal kback"/> - 35 -
<XS:enuneration <xs:enuneration <xs:enungration <xs:enuneration
<XS:enuneration <xs:enumeration <xs:enumeration <xs:enuneration
<XS:enuneration <xs:enuneration <xs:enuneration <x5'enuneration
<XS:enuneration </xs:restriction> </Xx Iue:"conference"/>

val ue="di ver si on"/ >¢af GBL"BA? é@?>v@gFﬁ ?mfg alue— | ogon"/ >
val ue="fai |l over"/> VAP u82UBehi bl PI N9V a@b% SERHPROA/ > val ue="hol d"/ >
val ue="recal | "/ > vafie=®8Pg§ARRE} SNvERLBS~ T BBBSE" /> val ue="profil eChange"/ >

<xsg:enumeration value="logoff"/>
<xs:enumeration value="logon"/>
<xs:enumeration value="failover"/>
<xs:enumeration value="centerline"/>
<xs:enumeration value="button"/>
<xs:enumeration value="hold"/>
<xs:enumeration value="recall"/>
<xsg:enumeration value="signal"/>
<xs:enumeration value="reboot"/>
<xsg:enumeration value="profileChange"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="mode">
<xs:restriction base="xs:string">
<xs:enumeration value="on"/>
<xs:enumeration value="off"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="directionType">
<xs:restriction base="xs:string">
<xs:enumeration value="touser"/>
<xs:enumeration value="tonetwork"/>
<xs:enumeration value="both"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="actionType">
<xs:restriction base="xs:string">
<xg:enumeration value="validate"/>
<xg:enumeration value="addparty"/>
<xsg:enumeration value="removeparty"/>
<xs:enumeration value="partyleave"/>
</xs:restriction>
</xs:simpleType>

<xg8:simpleType name="reasontype">
<xs:restriction base="xs:string">
<xs:enumeration value="none"/>
<xs:enumeration value="immediate"/>
<xs:enumeration value="busy"/>



<xs:si npl eType nane="node" <xs:restriction base="xs:string" <xs:enuneration
val ue="on"/ > <xs:enuneration value="off"/> </xs:restriction>

</ Xs: si NPWVOTYNers3s: si npl eType nanme="directi onType" <xPCTASLO11O81I5H
base="xs:string" <xs:enumeration <xs:enuneration <xs:enuneration
</xs:restriction> </xs:sinpleType> val ue="touser"/> val ue="t onet wor k"/ >

val ue="bot h"/> <xs:sinpl eType nane="acti onType" <xs:restriction
base="xs:string" <xs:enuneration value:"%glidate"/> <XS:enuneration

val ue="addparty"/> e

<xg:enumeration value="noanswer"/>
<xsg:enumeration value="busyornoanswer"/>
</xs:restriction>
</xs:simpleType>

<xg:simpleType name="result">
<xs:restriction base="xs:string">
<xs:enumeration value="pass"/>
<xs:enumeration value="fail"/>
</xs:restriction>
</xs:simpleType>

</xs:schema>
II. Example Implementations

[0076] The present invention (e.g., system 100, or any part(s) or function(s) thereof)
can be implemented using hardware, software or a combination thereof and can be
implemented in one or more computer systems or other processing systems.
However, the manipulations performed by the present invention were often referred
to in terms, such as establishing or discovering, which are commonly associated with
mental operations performed by a human operator. No such capability of a human
operator is necessary, or desirable in most cases, in any of the operations described
herein which form part of the present invention. Rather, the operations are machine
operations. Useful machines for performing the operation of the present invention

include general purpose digital computers or similar devices.

[0077] In fact, in one embodiment, the invention is directed toward one or more
computer systems capable of carrying out the functionality described herein. An

example of a computer system 200 is shown in FIG. 2.

[0078] Computer system 200 includes one or more processors, such as processor
204. The processor 204 is connected to a communication infrastructure 206 (e.g., a
communications bus, cross-over bar, or network). Various software embodiments

are described in terms of this exemplary computer system. After reading this



<xS:enuneration val ue="renoveparty"/> <xs:enuneration val ue="partyl eave"/>
</ xs:restriction> </xs:sinpleType> <xs:sinpl eType nanme="reasont ype"
<Xs:restrwotnom3bmge="xs: string" <xs:enuneration val ue=POOAS2611/031525
<xs:enuneration val ue="i medi ate"/> <xs: enuneration val ue="busy"/> - 36 -
<xs:enuneration val ue="noanswer"/> <xs:enunerati on val ue="busyor noanswer"/ >
</xs:restriction> </xs:sinpleType> <xs: sinpl eType nane="resul t"
<xs:restriction base="xs:string" <xs:en rati on val ue="pass"/>
<xs:enuneration value="fail"/> </xs:resttiction> </xs:sinpleType> </Xxs
schema> 1. Exanple Inplenentations

description, it will become apparent to a person skilled in the relevant art(s) how to

implement the invention using other computer systems and/or architectures.

[0079] Computer system 200 can include a display interface 202 that forwards
graphics, text, and other data from the communication infrastructure 206 (or from a

frame buffer not shown) for display on the display unit 230.

[0080] Computer system 200 also includes a main memory 208, preferably random
access memory (RAM), and can also include a secondary memory 210. The
secondary memory 210 can include, for example, a hard disk drive 212 and/or a
removable storage drive 214, representing a floppy disk drive, a magnetic tape drive,
an optical disk drive, etc. The removable storage drive 214 reads from and/or writes
to a removable storage unit 218 in a well known manner. Removable storage unit
218 represents a floppy disk, magnetic tape, optical disk, etc. which is read by and
written to by removable storage drive 214. As will be appreciated, the removable
storage unit 218 includes a computer usable storage medium having stored therein

computer software and/or data.

[0081] In alternative embodiments, secondary memory 210 can include other similar
devices for allowing computer programs or other instructions to be loaded into
computer system 200. Such devices can include, for example, a removable storage
unit 222 and an interface 220. Examples of such can include a program cartridge
and cartridge interface (such as that found in video game devices), a removable
memory chip (such as an erasable programmable read only memory (EPROM), or
programmable read only memory (PROM)) and associated socket, and other
removable storage units 222 and interfaces 220, which allow software and data to be

transferred from the removable storage unit 222 to computer system 200.

[0082] Computer system 200 can also include a communications interface 224.
Communications interface 224 allows software and data to be transferred between

computer system 200 and external devices. Examples of communications interface



[0076] The present invention (e.g., system 100, or any part(s) or
function(s) thereof) can be inplenented using hardware, software or a

conbi nat iwo 20he383fk and can be i npl enented in one or NDPETASAPANBIS2SYSt ens
or other processing systens. However, the mani pul ati ons perfornmed by the
present invention were often referred to in terns, such as establishing or
di scovering, which are commonly associated with nental operations perforned
by a human operator. No such capability Qf a hunman operator is necessary,
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readi ng t hi sthese ggnals bsare pravidpd, tolcemwumrcatseedggerfa%%%ﬁ@ 3t 0 a person
skilled in t, ) ot her
corput er oy SeoRRRENRA: () aifei) 226 PEAEERhel 2% LBHEMAAR 2850 o

i nclude a dkambaynpht@n&acang&2mmhahbkpmMﬁm@acgaaﬂﬂﬂm@ehhemkmuahdhﬂhher
data fromthe co nicatio infr %ructure-206 (or froma frane buffer not
shown) for arrgép%err%? fscf} fi ©omBenicytignsehanesitput er syst em 200 al so
i ncludes a main nenory 208, preferably random access nenory (RAM, and can
al so i ncl udgo@g33 eIRAREACYuIBIONY (el <cdhfuS GO RdR! MedBAPTY 210 can incl ude,
for exanple, a hard disk drive 212 and/or a reanabIe storage drive 214,

r epr esent i ngcampitoprppdatile kedinyé andy“qpapuetrivsahla peddmi’vae usad togenerally di sk

emovabl e sCUPRSETN fodas RO Gl PSR Renadhd FaBORRr Py 458 wni ¢

218 represertiseall | mppy s@hgﬂs,2zsragrﬁestelcentparéeprdgraatmeﬂtdudts Ko vidd §bftvt/bﬁida€bf'l is
read by and witten to renovabl e storage drive 214. will be

appr eci at ed coppatef éfx‘ﬁﬁﬁiﬁ@g‘e Shomagrtiannp dirgere foneich sepeerprpidepProdsdb| e

st orage nedi um having stored therein conputer software and/or data. [0081]
In alternati A ' simlar
devi ces 1 or o] e P e Bl T 3P B8Y F s e
i nto conput emals yeheny 200 andbuiccoelaicamsmoan? i dl ardpytelf pogiararph elso e
renovabl e storage unit 222 and an |nterfa%e 220. Exanpl es of such can

include a prEGHAM EFIPNHYEAT RgHRGE dde SPAR BPREE Rf@&féﬁma@r that found in
video game dQudG&S knatie MEBYRRIES JE?JHQQMO %&f&ﬁ%ﬁé‘feﬁ%r@s%ﬁﬁ@ﬁ&@érﬁ
programmabl e read only nenory (E or programuabl e read only nenory
(PROM ) and1memooma@é@cssc&bmfnaddp@ﬂhehwnhwomabﬂalﬂbgmHQeWhﬂltsx@@Q and

interfaces 22 of re.and data.to be transf.erred fromthe
oo o s o DePee e g0 3 bt St R Py BB S8 SRR UEh ot o1 syt om
200 can a'SQMkBﬁﬁMQ?s@d@@ﬁﬁﬁﬂhﬁﬁ%gﬁﬁﬁrhﬂ%ﬁhf&&ﬁnﬁ@&(f@QﬂﬂMﬂhﬁﬁkyﬁaﬁ
interface 224 allows software and data to be transferred between conputer

system 200 &8 external devices. Exanples of comunications interface - 38
- 224 can include a nodem a network interface (such as an Ethernet card),

Ascociat on (BRCRAT ayBuis SFele O FRAh R ORISR LS P AR PR oo vi

conmuni cat i so&whirtcan bageralid aafoﬂlpuﬂartpk‘@rﬁtﬁ rpmdmfct mcglbailesl iz ontpuedn can be

el ectronic, electrqomagnetic, optical Qr r si gn capabl e of being
recei ved by SE%%@HB&&P&S?@OY etpagednyy é@éirgfeéazrog compugicatisovi ded to
comuni cat i QR rhaat eiyf age cggéol‘tbgr gs Q&W%n{vﬁé{ b;EHaﬁteH% Qessoﬁi't)@fnna ) 226.
Thi s channel 226 carries signal 28 and can be 1 npl ed using wire or

cabl e, fi beragpt theqroeessa|20phopafdrimibe fanctiehd of the 1r1wentkqn @ deadibedf r equency
(RF) Irnk and other connunrcatrons channel s. [0083] In this docunent, the
terns COh‘lej]F ‘program nmedi um " "conput er-readabl e nmedium" and

"conput er-usabl e nmediunm' are used to generally refer to nedia such as
renmovabl e storage drive 214, a hard disk installed in hard disk drive 212,
and/ or signals 228. These conputer program products provide software to
conputer system 200. The invention is directed to such conputer program
products. [0084] Conputer prograns (also referred to as conputer contro
logic) are stored in main nenory 208 and/or secondary nenory 210. Conputer
progranms can also be recerved vra connunrcatrons |nterface 224. Such

o . Y. Y. . Y



[0085] In an enbodi ment where the invention is inplenmented using software,
the software can be stored in a conputer program product and | oaded into
conmput er WP2EM32Bd usi ng renovabl e storage drive 214, Rarasdeiiwa1s212 or
comuni cations interface 224. The control logic (software), when executed
by the processor 204, causes the processor 204 to performthe functions of
the invention as described herein. - 39 - [0086] In another enbodi nent,
the invention is inplenented primarily |3§ hardware using, for exanple,

har dwar e conponents such as application Specific integrated circuits
(ASICs). Inpl errentation of the hardware state machine so as to performthe

functions d reln arent to persops.skilled in the

el ovant ar (0030 To08 T FHoghimenin B RBT B ATRe e RS P ate

i mpl ement ed (4o NGhr BxARPIE] IAAWAR cOhpbRink iR d}!\@ﬁ;ﬁmaﬂ‘% §Rtivaneraldd088] While
vari ous enbodi nents of the present |nvent| on have been descn%ed above, it
shoul d be uﬁuem@t (@&Cshalmpﬂmtatme)f bl@elmrqhwersemeema@ynmascib pestampthe, and
not limtati On. e rsons._s he r el evant

Bt (s) "t hat TORsiobl e eibsr s ARRAD P aphteR R PEn oo ER sl PRt Y Wt hou
departing fromthe spirit and scope of the present invention. Thus, the
present i nv¢oa879ninskoalddhdr@mbbeinidntl thethvbiytidany ipleinateahove adescr i bed
exenpl ary enbodi nents, but should be defined only in accordance with the
fol | owi ng c|camﬂ?§1a§ﬁ@0fh@hﬂla@wmwdew€@vaﬁ[ 0089] In addition, it should be
understood that the figures illustrated in the attachnents, which highlight
the functiongdgsyywand %@&%%ﬁ%@ﬁn&ﬁs 5Be Efe%érﬁnﬁve'nﬂéfﬁﬁinle%enﬁéfanE@SGnt ed
for exanpl e purposes only. The architecture of the present invention is

suf fi ci ent | yabbvee xti shbelddm dindemtoiod thrah Blegr hawbehantmaienieti byamyhd emtinplezadl (and

navi gated) in an _that shown ures.
[0000T Fur ¢ et TGS of ol BE Bevabits o Be Rt REEEPATS B diblitisBie u s
Patent and ThatREB foraht @8tadndn bBenaak Mdréin S8NSHLRddpYstindTEbre SReGirdldny t he
scientists, engineers and practitioners in the art who are not famliar

Wi th patent seepel ddld pmeqnﬁmvgnthmngeoﬂhegyesemtonwélﬂen rhgvéd qmt@mryltefdrlum a
cursory |nspect he nat ur e and essen i closure of

t he appli cat’i On. BIF O‘Ebd S(r:rélc dexem gatry P Odlale:BEst lgutbsg ']H %eﬁ nl¥

scope of thacwr&a?rﬁetwnhrtheﬁﬂlo@sﬁng OlaBiyandayieir bctlumaelﬁls.so to be under stood t hat
the steps and processes recited in the clains need not be perfornmed in the

or der presenﬁt)h % - 40 - WHAT | S CLAIMED | S: thod for controlling
cal I's and noWt®%rinAgditienctphavld bapriersiend %frtheflgwéﬂl&?ﬁrateé%t%t hod

conpri si ng taﬂ&clﬁﬁé?ﬂ?ss\xﬁ’ﬁchh hlight [RGGAM]A qt 8%@-& g%sH{S&lre gpy over a
a STP 0

conmmuni cati on network hessage | nc ng at [Ffeast o a header
field and annewent, apapﬂca@eed ﬁohexdmpidpurpbscelouhly nEheudcngecaurd Df&re ppae@net er

corresponding ta a. u it he ven acka in J%gin a second
par ot or - cavpb e hsddone Enrievre o Rarbed e M Ben:  no.
by a SOftSana%'ga@H)ﬁv@iﬁ ot 8dhdtWhs®h in Ak al:&ﬁlﬁﬂ nQg ffurdshe first call
feature and the second call feature in response to the receiving. 2. The

met hod of claim1, wherein the SIP nessage includes at |east one of an

| NVI TE rressé@Qe‘)O] ﬁurthmﬁ@mg’ee@@f the foROmE Aresinaie o ermblRhATES fisdeiage, a
PRACK mafssa EPQ %e@ﬁ%ﬁeg ublic generaff¥ 'Ta%h% ;?ec?a{l}lé df:a éc n%l’s V\'her ein the
I nc a d,

header fi eI east I par a call

header fiel dnglaeé@mmpheﬁﬁﬂ@fers‘ mehcdart &vmaugmrfmﬁﬂia@mﬂhq;acbef oﬂ‘lbgeildeme | ogon
header field, a privacy header field, a nuting header field, a tal kback
header fiel d’r PhfEEAOHYe ELFF Y N @HaEY frqupp gursory inspection the nature and

essence of the technical disclosure of the application. The Abstract is not intended to
be limiting as to the scope of the present invention in any way. It is also to be
understood that the steps and processes recited in the claims need not be performed

in the order presented.



4. The nmethod of claim1l, wherein the event package includes at |east one
of a privacy event, a recording event, a tal kback event, a conference
event, a wWpwverigi3gss4sevent, a centerline event, a backroomrCragsemni1essns, a
forced | ogoff event, a forced |ogon event, a failover event, and a fail back
event. 5. The nethod of claim1, wherein at |east one of the first cal
feature and the second call feature includes at |east one of a privacy cal
feature, a recording call feature, a diagnhostic call feature, a tal kback
call feature, a conference call feature,a diversion call feature, a |ogoff
call feature, a logon call feature, a centerline call feature, a failover
call featur i | feature, and a button press call feature. -
41 - 6. Th§Vﬁ@pL§HéﬁgﬁgF§ﬁﬁfl, wherein the header field further includes
at | east one of a device paraneter, a channel paraneter, a usage paraneter,
and a hash value., 7. A conputﬁr-re dab) e nedi um havi ng stored thereon
sequences ofli nst’t MEHOHAET cAHE @éqaa@ﬁ gR G T ONAY ﬁ’élt‘ﬁ&qtng

i nstructi ongysdli Ghe maBR EXBEYHE thdd¥e R SfONPUt €r Ssystem cause the conputer
systemto: receive, froma SIP user agent over a comunication
network, a S|P nessages.ifroh adilhgseatgént aser orenfiniaathmaervorki @5 and an

t k th der field i i first t di
Coa thret dxrisfaattnas ket ahe (S hdkbged one e g PG REohGR s iger |
correspondi Agclé@nda $0& Pafhnteddrlcof8@odfip t@Rdirst call featu¥B] BEBVNt phtka

softswitch or a SIP-enabled turret, at |east one of the first call feature
and the secomduding p s¢eead prenietericeypseing o o kecondcall (danyge; and. The

conput er - r eadabl € i f. cl ai.m eLfy S ) i s at

| east one of an ﬁﬁ@ﬁ%&ﬂﬁéégaggiﬂgwﬁﬁkﬁgﬁ§§§§5%§5¢%&§c$ﬁ§§?ﬁ@%@ﬁé%59§n
UPDATE nessagk featurPRACenessdgall fedickean rlbnsers srgeceiviflg. The
conput er -readabl e nmedi um of claim7, wherein the header field includes at

| east one of a call party header field, a call header field, a token header
field, an aggment@kinhdteadesind i, e¥idreid tHeoPmdreadancihiddladlcat dkiofagy header
field, a nutng header field, a tal kback header field, and a recording
header fi el dNVITB mepprgectnBit@ meswgaabNO THEY impysage. @1 EPRAZE Wpwsped. 8 t he
event packaqﬁzli(?ﬁlngqu eazgndla%agéKqﬁgssgge a privacy event, a recording event,
a tal kback event, a conference event,“a diversion event, a centerline
event, a backroom | ogon event, a forced | ogoff event, a forced | ogon event,
a failover avent pand f.d &dRACK YEOH e Hbhacr TG, SOMRUL SricLpaglabl £cffedi um
of claim7, “whereini at ledst one of the first call feature and the second

call featur gaitpatatdesield! a keaBdadentelof a @ked hataeyfi€la) dn fugadedta€ion Beddeeor di ng
call feature, a diagnostic call feature, a tal kback call feature, a

conference fieldia logandiepderdiglq; agprivaciheadesshield. ampting bepday Beldgn 1alidaeel cal |
feature, a 'gg#%fﬁﬁfhnéﬁﬁ;gﬁﬁﬂ BeoGiE -galine call feature, a failover call
a Pal ack’ca feat e, an )

feature, a button press call feature. 12. The
conput er -r eadabl e medi um of claim7, wherein the header field further

| ncl udes at 4 eas“]%lgs et@%d[ ﬁfec‘?aﬁkﬂ £SRALATR!KEnt AKIANRALIRA: MIE Ger0fd USATE

paranmeter, and a
privacy event, a recording event, a talkback event, a conference event, a diversion

event, a centerline event, a backroom logon event, a forced logoff event, a forced

logon event, a failover event, and a failback event.

5. The method of claim 1, wherein at least one of the first call feature and the
second call feature includes at least one of a privacy call feature, a recording call
feature, a diagnostic call feature, a talkback call feature, a conference call feature, a
diversion call feature, a logoff call feature, a logon call feature, a centerline call

feature, a failover call feature, a failback call feature, and a button press call feature.



13. Aturret call control and resource status nonitoring system the system
conpri si ng: a softswtch or a SIP-enabled turret including a nenory
coupl ed twoaoprsdgsor, wherein the processor is confi gkCeaSb@1/031525
receive, froma SIP user agent over a conmunication network, a SIP nessage
including at | east one of a header field and an event package, the header
field including a first parameter corresponding to a first call feature,

t he event package including a second pargnheter corresponding to a second
call feature; and i npl enent” a@t” | east one of the first cal
feature and the second call feature in response to the receiving. 14. The

system of claim t.he SI.P ne e.l e ast _.one of an
AW TE nessdge e R et ey SR e ettt RS afora
PRACK messaggjevRB pamithefKa Bf%%ﬁél%ram&@r a U8R e PHRNRRR rOindcd RdsHvaRe. Wher ei n t he
header field includes at |east one of a call party header field, a call

header field, a token header field, an augnentation header fiel d a | ogon

header field, a b&ﬁﬁﬁeﬁ%ﬁ&lﬁﬂe ﬁl'eglluﬁl ha"'\‘flﬂ'gﬂkttbﬂag tﬂ@&ﬂlesreqﬁén%ééj@f 1ﬁst¥1ﬁ|t16£’§"c k

header field, and a recording header fi el . The system of claim 13,
wherein the tm/mueqﬁa&:kﬁlgetrmqwmmhldatg llns&mtloomevlmh ahen eyanieddyent , a
recordi ng event back vent a co%ference event, a diversion - 43 -

a tal
event, a ceftBPHf eﬁé‘/sz%rﬁauset BECRPEEEILY: event, a forced | ogoff event, a

forced | ogon eventceiwd, from LYBruser 8ithi o d cBrininidask neMRIk,-a SIR fnesidR system
of claim 13, wherein at | east one of the first call feature and the second

cal | feat ur endlvdingadsasion ebaheadarfig and pR PV packake. thebgadeificld recor di ng
call featur % l?dlg%g?l?sqz)ta}a%le corre%%%glngit? g]ﬁrsa%lcléll??ealt(urg athl: e{gef%"fl%y{kgg? eature, a

conf erence ca‘i rversiron cC 109

| ogon cal | figahdinga séconepheilctdreosadpondiaatiols €ecoad tall f@uﬁ’é a@lﬂ' | feature, a
failback call feature, and a button press call featu The system of
clai m 13, wherei ATPKEHERY@softwiteh LA A e apleetardsatagas %@‘s@f thr"]@fSéFa h

device par aggh&lk and ufRPAR cRALATR!f respBn iU RAGHIEL €7 and a hash val ue.

8. The computer-readable medium of claim 7, wherein the SIP message includes
at least one of an INVITE message, an INFO message, a NOTIFY message, an
UPDATE message, a PRACK message, and an ACK message.

9. The computer-readable medium of claim 7, wherein the header field includes
at least one of a call party header field, a call header field, a token header field, an
augmentation header field, a logon header field, a privacy header field, a muting

header field, a talkback header field, and a recording header field.

10. The computer-readable medium of claim 7, wherein the event package
includes at least one of a privacy event, a recording event, a talkback event, a
conference event, a diversion event, a centerline event, a backroom logon event, a

forced logoff event, a forced logon event, a failover event, and a failback event.

11. The computer-readable medium of claim 7, wherein at least one of the first call
feature and the second call feature includes at least one of a privacy call feature, a

recording call feature, a diagnostic call feature, a talkback call feature, a conference
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call feature, a diversion call feature, a logoff call feature, a logon call feature, a
centerline call feature, a failover call feature, a failback call feature, and a button press

call feature.

12. The computer-readable medium of claim 7, wherein the header field further
includes at least one of a device parameter, a channel parameter, a usage parameter,

and a hash value.

13. A turret call control and resource status monitoring system, the system
comprising:
a softswitch or a SIP-enabled turret including a memory coupled to a

processor, wherein the processor is configured to:

receive, from a SIP user agent over a communication network, a SIP
message including at least one of a header field and an event package, the header field
including a first parameter corresponding to a first call feature, the event package
including a second parameter corresponding to a second call feature; and

implement at least one of the first call feature and the second call

feature in response to the receiving.

14. The system of claim 13, wherein the SIP message includes at least one of an
INVITE message, an INFO message, a NOTIFY message, an UPDATE message, a
PRACK message, and an ACK message.

15. The system of claim 13, wherein the header field includes at least one of a call
party header field, a call header field, a token header field, an augmentation header
field, a logon header field, a privacy header field, a muting header field, a talkback

header field, and a recording header field.

16. The system of claim 13, wherein the event package includes at least one of a

privacy event, a recording event, a talkback event, a conference event, a diversion
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event, a centerline event, a backroom logon event, a forced logoff event, a forced

logon event, a failover event, and a failback event.

17. The system of claim 13, wherein at least one of the first call feature and the
second call feature includes at least one of a privacy call feature, a recording call
feature, a diagnostic call feature, a talkback call feature, a conference call feature, a
diversion call feature, a logoff call feature, a logon call feature, a centerline call

feature, a failover call feature, a failback call feature, and a button press call feature.

18. The system of claim 13, wherein the header field further includes at least one

of a device parameter, a channel parameter, a usage parameter, and a hash value.



