WO 2004/083997 PCT/SG2004/000052 METHODS AND SYSTEMS
FOR E-MAIL ATTACHMENT DISTRIBUTION AND MANAGEMENT
DESCRIPTION OF THE INVENTION Field of the Invention [001] The
resent invention relates to methods and systems for email
SRttificion and, more particularly, to methods and systethid/fi2eqg0000s2
distribution of attachments using email. Background of the Invention [002]
As computer networks devaRETHOREWND SYSTEMSBI@R sharing and
transferring information, information systems, such as electronic malil

(email), havegfagiifetadFRBKMERTINGS ARIBUFPIONTNIDMARISSIEMEIRT
information sharing and transfer. Users on a computer network have

traditionally used emails O SR i F{ﬂ_{i% m@@q@@h\{vith each

other. However, email hafﬂp%i@wWWd

comm it% tion medjum moving beyond the memo framework to
be&ﬁ@%&@%@%ﬂbol for conducting business. The capability to send
any type gheif(a Hachrian f{IeniR AREIAS RENAIRISIBAER email

not only for dissemination of information, but also as a means of rea

word arilabesatirrrndereaibaiasame i shanes /SR for the distribution of

component of an organization's work- flow. [003] Typically, organizations
usexftdtpiveniksafstagnemtars with some operating as email servers
functioning as applications responsible for receiving, transmitting, routing
and archiving email. Users of such a corporate network typically have
icBagkgrund of the ventienftware for creating, sending, receiving 1

clicbaskgrions of ine

[002] As computer networks develop into a means of structuring, sharing
and transfemring information, information systems, such as electronic mail (email),
have facilitated communication and information management for information sharing
and fransfer. Users on a computer network have traditionally used emails to
communicete private messages with each other. However, email has rapidly
evolved into a new standard communication medium moving beyond the memo
framework to becoming a universal fool for conducting business. The capability to
send any type of data atiached as a file to an email is being increasingly used, not
only for dissemination of information, but also as a means of real world collaboration
and email attachments have become a vital component of an organization's work-
flow. |

[003] Typically, organizations use a network of computers with some
operating as email servers functioning as applications responéible for receiving,
transmitting, routing and archiving email. Users of such a corporate network

typically have client versions of the email software for creating, sending, receiving
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and organizing emails installed on personal workstations. The size of
email attachments used for collaboration varies considerably depending
on the a?lggication but the trend is moving towards larger files, especially

Yo? M/ ¥EaTa applications involving audio and video. [004] BoHEEI&MtRP52

the volume of data passing through the email systems has increased

bexnd dihentdipgkiitiis ofdadiazkatipgsdnas tnachetetimmaninecsineopbtiores]
resulting in strained bandwidth networks, unmanageable growth in

disttibaiteakste ragss!rioy s ahonation daitbecrep dinpwit v AeRtettadmibsi@rplication
critical communications. [005] Other issues that arise include excessive
dakaidee Bemsimaipviegdevadsiiesofigswerogainly Ergach saedia applications

on low technology alternatives to recover from failures and lack of
effvEMNgALgie ARty iASSorting capabilities. These problems are further

el SRS Tk R SRR iough, FEd systems
demand for an inh il- i - crit
ol BRI AR SEEL e S ArRIEiTre of many

gr%‘ﬁ’fﬁo@%ﬁ@?@@@lﬂﬁéﬁ%ﬁ%Htﬂ%{ﬂﬁtﬁyn%ﬂﬁ&%,sdﬁmaqﬁgeable growth in

department; partner, c eographic region or specific location)

[0QRL FransaniisnaleraailifieaRachresi delxarasiBadmandisysiasamon critical

are not efficient and difficult to manage, causing staff to lose precious

predshiivibicimsnhdransferring large files to compact disc (CD), printing
hardcopy of the large files for sending by traditional courier, or using other

ad-hoc naoopl tautiscsuiskuas thet pribkdnBlileld muskesiRr amedb@sTd? Jatency,
servers and file-sharing servers which are potentially
excessive time for downloading large files, reliance on low technology alternatives to
recover from failures and lack of effective and accurate reporting capabilities. These
problems are further compounded by the strained IT resources, need to extend life
of exdisting infrastructure, desire to increase the quality of other network services,
demand for an inherent fail-over mechanism for critical systems, requirement of
accurate data for forecasting and planning infrastructure growth and tracking of
resource utilization by business unit (i.e. department, partner, client and geographic
region or specific location)
[006] Conventional email file attachment delivery methods and systems are
not efficient and difficult to manage, causing staff to lose precious productivity time
transferring large files to compact disc (CD), printing hardcopy of the large files for

sending by traditional courier, or using other ad-hoc manual tools such as the public

File Transfer Protocol (FTP) servers and file-sharing servers which are potentially
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issue of lifecycle management of these often sensitive files. [007] The
negative impact on operational productivity and the related infrastructure

has generated a compelling need for a solution that meets both business
angprraisgl 464 bBERLRIENAIY e B18EHERPREINAASGE IhBARIRGe often
criteria from the perspective of an enterprise is to provide a solution that
supRerkiithkefikesls employees are most familiar with, so as to maintain the
existing business process and workflow. SUMMARY OF THE
INVENTI@Y7D0dHemegatistribntiact e thpetaiorth Sy steoncticin sistethiewsated
the present invention are described herein for providing a seamless,
entefpagiaietide fiks geiveniedautiondelling askitpfeoianiutiooihaloiegts both
large email attachments by providing a framework for their file

att&eisHIens aneraganirahpbivenieriss Qng ffdbpdeosd mopataddffisteramaking
first aspect of the invention, there is provided a computer implemented

att&EiRFHe AR RS PRI R 8T BHEETRESR &S Lo yee # SRl EigRShaE supports the
email having a message portion and an attachment.portion by a_detacher
o (RO THIOVE 55 AR MR B e AR TR s il s
attacrgrge%rét gﬁéﬁv(\)/nr% g\lﬁ email from the other, the email having a source
system and a des mallon' system being associated thereto; generating
metadata in response to the email being processed, the metadata for
packaging with the attachmghasRy oRteiemav by tiongetacher to
form an attachment packet, the metadata being descriptive of the email;
generatinfpadbcakonaib destiiyutien detdobds fordssystenmntonsisieabads, tieepresent
database being in operative

invention are described herein for providing a seamiess, enterprise-wide file delivery

solution for enabling collaboration through large email attachments by providing a
framework for their file attachment, storage, transport, access and lifecycle.

[009] According to a first aspect of the invention, there is provided a
computer implemented attachment distribution method comprising the steps of:
processing an eméi! having a message portion and an attachment portipn by a
detacher to identify and thereby isolate at least one of the message portion and
the attachment portion of the email from the other, the email having a source
system and a destination system being associated thereto; generating
metadata in response to the email being processed, the metadata for packaging
with the attachment portion of the email by the detacher to form an attachment
packet, the metadata being descriptive of the email; generating a locator code
by the detacher for storing onto a database, the database being in operative
association with the detacher; generating a locator object from the locator code
by the detacher and embedding the locator object into the message portion of
the email to form a message packet; delivering the attachment packet to a
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association with the detacher; generating a locator object from the locator

code by the detacher and embedding the locator object into the message

portion of the email to form a message packet; delivering the attachment

packet to a 3 holding server by an uploader, the attachment packet having

an attachment address, the attachment address identifying the holding

ser ld, indicativ ogation.af t ithi
e o e i e SR Al e PR HH Wachment
datﬁBé?@s@!‘%@'%@té&%&féﬁie‘é&ﬂ@s@%@ﬁ%@?ﬁ@%eﬁ%ﬁtﬂ@dﬁﬁém%nd being
operatively associated with the detacher and the uploader being in data
COMMBIsBAEQIT wighiaathsidinaree areschRte rdqlyexiONRIMeRSABRIIng server, the
packet to the destination system. 3a [010] According to a second aspect

of thtankemgitinadaees sshwiog detdredcontputes thapddmsntaddbiatiyredociated with
distribution system comprising: means for processing an email having a
metiadecpintigodad the apdeattsnbegiopbyetivabtassadated with dhe detacher
thereby isolate at least one of the message portion and the attachment

porBR dheneilRARF IO ErHdAtan R RITISiR aWbrtee dyekégaserver; and
a destjnatjon system being associated theretg; means for generating

meBRIYE P HD MRESRPMAAHSH 10 Protoatien tHethiBtadata for

packaging with the attachment portion of the email by the detacher to form

an attachment packet, the metadata being descriptive of the email; means

for generating a locator code by the detacher for storing onto a database,

the database being in operative association with the detacher; means for
generating a locator object from the locator code by the detacher and

embedding the locator object into the message portion of the email to form

a
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message packet; means for delivering the attachment packet to a holding

server by an uploader, the attachment packet having an attachment

address, the attachment address identifying the holding server and being
indicative of the location of the attachment packet within the holding

server, the attachment 4 address being stored onto the database and

being associated with the locator code, the uploader being operatively
associate{Du@th thé detedingr tond Heeam cegerdbenthen idatntion, there is provided
communication with the holding server; and means for delivering the
me3sBpickdnplenaitet ratfrchsyersdiBiusioDERERIPRIONGING: means for
THE DRAWINGS [011] The accompanying drawings, which are _
incBFPERSRIAIEANEMENRANING £ JRASAGR RPLINCARE PE @RS 8akaprtion by a
aspects of the present invention and, together with the \géer?hcription, serve

to SREAYOIRLdSHY EﬁﬂcﬁB?&bé(s'éB "r‘eﬁtdﬁﬁﬁﬁ?&‘ﬁ rinfRAga gortion and
e R B e LT NP AR o i Reving a source
att ts fram int {0 inte n : sers; 4a W
20%?%%%39?“&%32%%%50%1 ]E%“az %1%%%%%%@% oW Reans for
diagEBrafing ShraaRma h AdACINEs tdiISHID WieRISKEIRE HPbEeaBadINthe metadata
data flow using an attachment distribution method according to at least

ongcgrpbedinany ahtiheHsverdonrOad bbitors shiwsarRiivessthioretacher to form
diagram of an attachment distribution method that may be used by the

attach mitat fthsénb perk sy steen rokFGata; H&lnd ek ofisteevsfathgseenail; means for

diagram of a mail server of the attachment
generating a locator code by the detacher for storing onto a database, the
database being in operative association with the detacher; means for
generating a locator object from the locator code by the detacher and
embedding the locator object into the message portion of the email to form a
message packet;, means for delivering the attachment packet {o a holding
server by an uploader, the attachment packet having an attachment address,

the attachment address identifying the holding server and being indicative of the

location of the attachment packet within the holding server, the attachment



distribution system of FIG. 2; [016] FIGS. 5, 6, 7, and 8 show an
exemplary application of the attachment distribution system of FIG. 2 and
the attachment distribution method of FIG. 3. DETAILED DESCRIPTION

B = T .

Withﬁé?HﬂBeUEJQHBFOMQW Weativery QQQQE@B‘%W%EWP% and the

least one exemplary embodiment provides a seamless, enterprise wide

file galvert foeriphlivm e taboraiive b ghtrae eBRiingtRaBIeRifdPeans for

providing a framework for their storage, transport, access, and lifecycle
magiknenes tielSkksggaeratketdisidbdssirsarsgstensistent with the
present invention work by extracting large file attachments from the
traditional mail-flow of specific users based on configurable policies that
are driven by system parameters. For example, the policy can be that

it rofeliaato TV ATt AR IEIGE SRR RO dletee T
e e T W e P A,

of the present invention transfer these large attachment packets in an

effiGigaRBRRAET ISR FRPAIN IRE/8ESERAR, QbIETUIRIGHIEEH8 S@PBnciples

of a set of protocols through an integrated transport system. Other
empsimania afithenerasaittipMention are capable of leveraging on any of

a set of several protocols and methods for large file transfer. The transfer
can [012] FIG. 1 shows a system flow diagram a typical network of mail
~servers and email clients, describing the traditional data flow of emails with

attachments from internal user to both internal and external users:
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be optionally governed by configurable parameters such as but not limited

to: the upload destination, transport protocols, minimum allowable

transfer rates and time- outs and upload caches. Examples of the

transport protocols include HTTP, HTTPs, FTP, UDP based transport
PRfIeHE34 e system can further use conventional method8GFEaHEHERH052

as available on a computer network. Among other criteria, the protocols

can be chd€#d]base o senusity systbpeftouinge mesdsefdiénplary attachment
enterprise. The original email may then be retransmitted to all recipients
afteflIFEHEERTYS¥etRITbiea chanegtsaitiefive dding kmkstrciaoatrditieniSon method
(URLs) which can be used to retrieve the attachment from the internet or

intr AT e afismst pore arakeshsientafdien imvemtiesent invention help

ensure thr@i%e risk of a bottleneck occurring in the process of large
attachme ractitf; TR A PpceRTiy slissrane eéanadtrpyment distribution

pro ing multiple emails simyltaneoysly, such that even while
cttae o T Ry LR B AR SRR ML A T B R s
may conti ob ined and passed through the system. [021] Each
set of atta@?ffn5 nts? {?%%?n&;% r%g\}g’geerqrefaal%@'gsogﬁ Qfﬁlﬁ?ﬁﬁt%ﬁ&@ﬁ%hmem
AlopgswBhdss é};%m%@m%_ejmh attachment package may optionally

n

contain meta information regarding the package itself. For example, this

meta 6 SKRETITHEs ABEA RYBERR) %%ggﬂﬂgﬁﬁgﬁéﬁca jon of the attachment

PCT/SG2004/000052 information can include, butis not limite
sendigtiibationlsydtsessf el Gontan i araatinideMiNE e SRR FIG. 3.
recipients, and a list of attachments as well as attributes such as size an

type. The meta information can optionally include various attributes of the
email itself such retURETAILED DESCRIPTION OF THE INVENTION

[017]  Consistent with the present invention, described below are exemplary
embodiments of a distributed application with components for providing file delivery
of large email attachments. At least one exemplary embodiment provides a
seamless, enterprise wide file delivery for enabling collaboration through large email
attachments by providing a framework for their storage, fransport, access, and
iifecycle maintenance.

[018] In general, file distribution systems consistent with the present
invention work by extracting large file attachments from the traditional mail-flow of
specific users based on configurable policies that are driven by system parameters.
For example, the policy can be that only specified senders are able to have
attachments extracted or only certain attachments that meet a threshold size or
destination are extracted. These attachments may be further encapsulated inside

larger units referred to as “attachment packets.”
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[022] Certain embodiments of the present invention enable seamless
usage of existing email workflow for collaboration on large files without
disrupting or impacting other applications and services. Additionally,
certain embodiments may allow policy-based management of

WRALHIEIY through optional parameters like threshold of SEERFIEH00052

size for extraction and attachment lifetime on storage location. Certain -
systems ni@y9Aisoteteiméighedtehae Separatentiasdotiombenstapse large
outbound traffic. An option may be provided for recipient authentication
basaHeshraptdpricketsiiaaorsiisianiarasticetthe tdgitissighteDraptdiy of

Access Protocol (LDAP) to prevent attachment forwarding, delivery
confitfEHIYHARIRRCN Y SBREE Aciel phprteastsibemkahendntegehtishtsansport

download thr(er%ig.lemail attachments. and automated background replication

of attififre e RRRRAEIRRE O e iersat teRplionATs AR pidR®raging on
co RO L ST Bk A TS el o B transr oan
e B B BT SERSEm f ot nglpe o: the
oS LN p O TR A AR Btps and time-

theograahd 21y c t inefficie
e T RS el rie. v

PCFISG RO 006Ramswroprrboon sersasssul ¢ag RIRALR%aMWEntional
attachment 24 are received by all the recipients 26. [024] FIG. 2

illustrettexiorsd Eapspotaasavhizdinent o tirputeseatidRNItRolhivrafiteria, the
attachment distribution system 28 comprising mail servers in a network
protocols can be chosen based on security and performance needs of the
enterprise. The original email may then be retransmitted to all recipients after
replacing large attachments with embedded links or locator objects (URLs) which
can be used to retrieve the attachment from the internet or intranet.

{020] Certain systems consistent with the present invention help ensure
that the risk of a bottleneck occurring in the process of large attachment extraction,
transport, and management is reduced by processing multiple emails
simultaneously, such that even while attachments are being extracted, packaged,
and transferred, other emails may continue to be examined and passed through the
system.

[021]  Each set of attachments to an email may be treated as an attachment

packet. Along with the attachments, each attachment package may optionally

contain meta information regarding the package itself. For example, this meta
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configuration similar to that shown in FIG. 1. However, in network 30 of
FIG. 2, choking by attachment traffic and bottlenecks on the servers are
avoided, resulting in optimal delivery of attachments to recipient systems
102. [025] FIG. 3 illustrates an attachment distribution method 300, as

YA BEY%IEEd by, and with reference to, the attachment dist®5tR§r04/000052
system 28 of FIG. 2. Attachment distribution method 300 illustrates one

exeirflanameiad fesinenaaing rifeifmedrlemailaitachdenisi suaheas or content,
over network 30. As shown in FIGS. 2 and 4, attachment distribution

systiafordttizayidentifrise endaianiet 3dciplentloacle 63BtE anditatheasttons well as
hosting server 38. Each of detacher 34 and uploader 36 may be a
softatimbuiesdslehtast sizayamabiipayithietettadbmetiodi saibagibonsiisteriude

28 on a mail server 40 as shown in FIG. 4. [026] When an email 42

coniaff ealditasort thaschat dsaliAueh reteingdctioh a sender system

100 by the attachment distribution system 28, email 42 may be processed

42 in accottafice WRARIREMAERENRS of e pesalipentetmbissegmiess

el AN HESE P AP TGRS SN B o, lerupting or
the TERRG A0 a8 5T AR AT BT ASbof e e ments may
Sl B S A RS b gb B e pSrametrs e

Gengraliioeir ettt SAMSNIARR IR %ﬁ‘é’dhméh{‘@@ﬁﬂ?e on storage

attachments 44. Each email 42 received may be categorized into

incostagoaM Bbrihishsiphadns eatalnd epnAgtrodes RstesJRR @Y eR o

to the organization, or
inbound and outbound traffic. An option may be provided for recipient authentication
based on enterprise directory standards like the Lightweight Directory Access
Protocol (LDAP) to prevent attachment forwarding, delivery confirmation to allow the
sender of emails to be notified when recipienis download their email attachments
and automated background replication of attachments to recipient preferred remote
server. An option may also be provided for securing of the previously non-secured
method of collaboration via email attachments.

[023] One example of a distributed network of mail servers and email

clients typically used by a geographically spread out enterprise is shown in FIG. 1.
In this example, a sender 20 sends out an email 22 with an attachment 24 to

muitiple recipients 26 over a network 27 as shown in FIG. 1. It can be seen that the

email 22 with the attachment 24 traverses a fortuous and inefficient route over the
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outgoing email, which includes emails from a sender system 100 within
the organization. [028] A first processing rule may be used to enable the
detacher 34 to engage emails 42 from a sender system 100 that is
recognized as a 'Qualified Sender system 100’ for outgoing emails. An

W48 Hdministrator may provide a list of Qualified SenBfeF/8(3a#{goes2

100. [029] A second processing rule may be used to regulate processing

of tretweriaif AZahaseckanuhl tizecaidhe2tadhmentiddhmbet SEcardreceived by all
processing rule, for example, may set a processing threshold such that

enthi gecipitbmiotdfe processed if the size of the attachment 44 is smaller

than the processing threshold. However, the detacher 34 may proceed to

process tif@4ktadhfaeRtilElities ene skenutiany empadiaer af thagresems invention,
processing threshold. The second processing rule may prevent smaller
attfHrife At AleRmepE Histdutien sy Tiom 2R emaiisindanaiksenars in a network

insignificance when compared with the?: Fandwidth of the network 30
r

ca _@‘fﬁ%ﬂoﬁtﬁ@m‘%myﬂﬁ _@f' nleni MRN8 _E}ngfﬂfrégéﬁtﬂe' 2,
o B AR R PR .0 e R R TR st
gl : cou
ol S S Y0 Moo may

be app"ﬁ%ﬁ‘ © eIk S ARIBRGIIIRAIERISIHBIRIDT Hefh8d 300, as may be

SUBSTITUTE SHEET (RULE 26) WO 2004/083997 PCTISG20041000052
intgeRd by tAREMBIRERSARaUiaakiBashelt mayibeisRrRthtbe snmad. 2.

42 is destined for recipient systems 102 external to the enterprise; and an

inbetchment distribution method 300 illustrates one exemplary method for managing
the flow of email attachments, such as over network 30. As shown in FIGS. 2 and 4,
attachment distribution system 28 may comprise a detacher 34, an uploader 36, and
at least one hosting server 38. Each of detacher 34 and uploader 36 may be a
software module that may reside within the attachment distribution system 28 on a
mail server 40 as shown in FIG. 4.

[026] When an email 42 containing one or more attachmenis 44 is received
from a sender system 100 by the attachment distribution system 28, email 42 may
be processed 42 in accordance with step 310 of FIG. 3 by, for example, detacher 34
of FIG. 2. The emalil 42 contains a message and the attachment 44 portions. The
message and/or attachment 44 portions of email 42 are identified, such as by
detacher 34. In certain embodiments, as shown in step 310, the attachment 44 may

be detached from the email 42 only when the emait 42 complies with a set of

processing rules 48.
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threshold may be applied to all inbound email 42. [031] In certain cases,
such as where an email 42 is sent to both internal and external recipient
systems 102, a threshold parameter may be used for determining which

‘grocessin threshold to apply for all emails. The threshold parameter can
8 RS for a given email, so if there are both internal ah§ TEGREN4100052
recipient systems 102 of that email, any one processing threshold being

exceedef@idy résettdaratiye deiadspoitivg atlyctmgepemitbeingresmidiethas file
from the email 42 for all recipient systems 102. The threshold parameter
cantidsbrherdpplie EashtameliAvinesybthBandeneataasrinad dnémiafgoming emalil,
Alternatively, the threshold parameter is used for applyinl%the processing

t

thrersifbldn@ures sigails Skt RraeReausyRiame EARerderienl e darpraanization, or

attachment 44 in the email 42. Emails that do not qualify for detachfgne t
o QHIBRE TR Wi SR PR SO F AR Be B AN the

intended retci ient systems 102 without any further examination or
pré¥88EIARYR . transparent manner. [032] Once an email 42 qualifies for

attachmeybgf :ﬁ@f&#&%&'&%{pﬁ i8R 1R 6EL0 8 EIBR R YA 34 to

and/or genérat I exam e e meta-data may

ingé@%%@émmﬁsm fé@ﬂﬁ@?%ﬁ?@# 'i‘@@%‘?éﬁé“ﬂeféeghff& peafikyghiified

th er system 100 residing on the mail server 40. Attachment 44 is

rergayad Rdhe Rt AisuReifyy Sxamplarsinostict alihiiffrdlet Alay provide a

FIG. 3, the "'meta-data may be compiled into a meta-file and combined

withsths exisasters atidsheperingd todorm an attachment packet 56. The
attachment packet 56 may be 10 SUBSTITUTE SHEET (RULE 26) WO

2004/08399%)P CA/545200 4008652 gvmitiensy epusechtofiganddip ackagssing of the
directory on the mail server 40 for subsequent
smail 42 based on the size of the attachment 44. The second processi_ng rule, for
example, may set a processing threshold such that email 42 will not be processed if
the size of the attachment 44 is smaller than the processing threshold. However, the
detacher 34 may proceed to process the attachment 44 when the size of the email
42 is at least of the processing threshold. The second processing rule may prevent
smaller attachments 44 from being detached from the email 42 due to their
insignificance when compared with the bandwidth of the network 30 carrying the
attachments 44.
[030] Certain embodiments of the present invention include multiple
processing thresholds for catering to different types of emails 42. For example, in
certain embodiments, there could be three distinct processing thresholds that can be

set to govern whether or not an attachment is detached from the email: An internal

threshold may be applied if the email 42 is destined for recipient systems 102
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uploading onto the hosting server 38. The specific meta-data gathered
may include, but is not limited to, the sender system 100 email address,
recipient system list, mail server profile for internal recipient systems 102,
including department and default location, if available, and attachment file

WahtRO4ABPERtension. [033] In certain embodiments, the extrRE&EFG2004/000052
attachment 44 is replaced with a locator object 58, such as by detacher

34.itestep 13kt hikip s ltalaccatithisspenktratgbbyapplikimelemail 42 is
detacher 34. The locator code may be a secured uniform resource locator
(sedastidddRty) radipitot atortevdd Diagdesable drentoiegath asel 62 iahdund
associated with the extracted attachment 44. In step 316, a locator object

58 thiagheddgengiecapnisd th@lldbiesmeoeiaaili4g.for example by detacher

34. The locator object 58 may be referred to as a "link" for e-_mbedding ]

into an ertff1l(03K] FEAERATE ©-EUAD RS WIKKataR SFEd43ds $rnt to both internal

generated from a locator codeébc?igré; associated with an attachment. The

loc R SRR BIONE Ssierd A eI g eerAMmAIRT PSRRI SRHIOr
ecipi 102. At the regipi 2

A TR 5L AP RiBR R LER R O BIHE BB ane Terehol

PR AN BEUNGIRRIAPE N, SERTRR: 18 (R AG and

reciRIRihSY iM% 3nls 1 Get flt dheilogRiPeQIGT28 R shold being

generated dynamically by, for example, detachér 34, and may

ENGARRARSISPEN Hc[RARVIERS KD RERVBRHING EKHREHIARCBEMEPrEMoved from the

attachment packet 56. Exemplary security features include, but are not

limigeskip4 2avptowrapiietokesiansdacsd ReystarsbRENE padanS & SERT&lddbe applied
SHEET (RULE 26) WO 2004/083997 PCT/SG2004/000052
on the sum total of the attachments in the email. Alternatively, the threshold
narameter is used for applying the processing threshold to the largest attachment 44
in the email 42 or Io each attachment 44 in the email 42. Emails that do not qualify
for detachment based on the first and/or second processing rules may be sent {o the
intended recipient systems 102 without any further examination or processing in a
transparent manner.
[032] Once an email 42 qualifies for attachment 44 extraction, the meta-
data related to the email is extracted and/or generated by, for example, detacher 34.
The meta-data may include, for example, data from the email header and from the
profile of the sender system 100 residing on the mall server 40. Attachment 44 is
removed from the email 42 by, for example, detacher 34. In step 312 of FIG. 3, the

meta-data may be compiled info a meta-fite and combined with the extracted

attachment 44 to form an attachment packet 56. The attachment packet 56 may be

10

SUBSTITUTE SHEET (RULE 26}



authentication mechanisms. For example, locator object 58 may use a
shared key as a means of authentication on a remote storage server and
a 128-bit encryption for secured delivery of the attachment packet 56.

The securitg/ features can further include an expiry date and time. The
WHHR448E°3nd time establishes the life of the locator objecP6&562004/000052
subsequent to which the attachment packet 56 may not be downloadable
fromrigaetyer storingfigaratacivimerd psckerp6n[@asinHistocateildodedbsequent
generating the locator object 58 can include parameters to specify

wheplzading mrtiptbatvysitegse02585uldisespadifstrnetadatd @atiioraiingay include,
the attachment and whether a download confirmation should be sent to
thebsbiscretdisiad othapendeicesisil Yl ezt trah o ettpienfastem list, mail
packet 56 by_the recipient system 102. [037] In certain embodiments

detfeMer ptitippintatagt metpigatsisiamsT Serlguding g%wgg%ﬂéﬁvd default

level. Such placement m revent interference w xisting auxiliary
eniaﬁagmei%léh*as% REckmens T dam PR SeamiTIG

tech_nolo (ﬁJ d%e aag]l%eﬁ, %% da@xﬁac%dpr S8 Smﬁt%&' s 1aced with

emails s ven en oneemal are b

e e e
E’Q?é?&éﬁ%ﬁ%c%ﬁ{ﬂ;@ AeKetng ganeraiad ydpegiet B@% ¥88%red uniform

the’mail servef 40 to the hosting server 38. In step 318 of FIG. 3, the

attackunedy RRakS! B8 A ReRINopde thiatBie. b ingySRERbRA BHd database

example, uploader 36 as shown in FIG. 2. The meta 12 SUBSTITUTE

SHEEINRIdbECRB R HRAOB30Y BEFIGOER0ML0008BD 316, a locator object 58
may be generated from the locator code, also for example by detacher 34. The
locator object 58 may be referred 1o as a “link” for embedding into an email,

[034] In an email example, a locator object may be generated from a
locator code being associated with an attachment. The locator object may be
embedded as a linked object within the email and sent to a recipient system 102. At
the recipient system 102, a user may activate the locator object embedded within the
email. Upon the locator object being activated by the user, in the email example, the
attachment associated with the locator code may be downloaded from a server to
the recipient system 102,

[035] In step 314, the locator object 58 may be generated dynamically by,
for example, detacher 34, and may encompass security features to prevent

unauthorized access to the attachment packet 56. Exemplary security features

include, but are not limited fo, cryptographic tokens, shared keys and other

11
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data may be used by mail server 40 and hosting server 38 for optimizing
delivery of and managing access to the attachment packet 56. [040]
Uploader 36 operates based on a number of parameters such as, for

example, a server list 64 containing a plurality of servers. The servers
WERSHERH the server list 64 may be arranged in sequenc® G382 ¢f1000052

preference. One server may be selected from the server list 64 and
ideriifingraisdtierhostihgriener B8r Suthpkellecitor o didpentoymes afehared key
example, by uploader 36. [041] Before uploading occurs, the readiness of

the selkeaedrseof@uthayiifiativhedeteemivieds ttmagsnse ivitd Aioha, 1th@-bit encryption
selected server may not be accessible and/or ready. When it is
detéensaedrashi efivens idiealtaobment orakely oy i secaiy éeapioeiean further
36, another server may be selected from the server list 64 and identified

as tREHB8HLERIET A8 aTadimtetd MRifHRIN 1S SBrtimg salddistes the life of the
ready, the attachment packet 56 is thl%a ed onto the hosti g erver 38
dhe RUEHISBANNRARSH

oy, RREEAREE TR TORA N PG EL oS oo

[ i . le of itti [

et Db toeeh ok RS A I Rt For
ki GE T BrGE H |

exampl, ypledor o A GPEUERIS Wb A5, D951E8 SRS B U e

the HTTP, or the transterprotocols supported by the

may, SEINRIAQ BNSARHNehSRINE RS cEfcHEaaRiel (T ARl HERR MY before

depend on a parameter or by determined by the needs of the application.

For xampiaing & ki Rdnearedhsthesh eRiadad edifianblithsavsiebe sent to

and HTTPS may be the best option for file transfer over the Internet as it
mayhe ssHdetrasort By epssauiiyeskiuISidR B EHi B ShE EfatRiiebt packet 56 by

26)
the recipient system 102.

[037] In certain embodiments, detacher 34 may be integrated with the mail
server 40 at a low system level. Such placement may prevent interference with
existing auxiliary email services such as virus scanning and other mail scanning
technologies.

[038] Detacher 34 may be adapted for processing multiple emails
simultaneously, such that even when one email are being processed, other emails
continue to be examined and passed through the system.

[039] Uploader 36 may be an application responsible for uploading the
attachment packet 56 generated by the detacher 34 from the mail server 40 fo the

hosting server 38. In step 318 of FIG. 3, the attachment packet 56 may be uploaded

to the hosting server 38 by, for example, uploader 36 as shown in FIG. 2. The meta-

12

SUBSTITUTE SHEET (RULE 26)



WO 2004/083997 PCT/SG2004/000052 [043] Additionally, certain

embodiments of uploader 36 and hosting server 38 may use user-based
authentication for securing of the file transfer operations. [044] In some

cases, uploader 36 may be capable of improving efficiency of uploading of

e BiEPFHENnt packet 56 by parallel processing. Parallel prdtéd8frgo4§000s2
enabled by leveraging on multiple network connections, for example, by
beingatmniigubed tsedssy milliptevdT 26 SndiRaetniPsasing BpliRiSing delivery of
attachment packets 56 to corresponding hosting servers 38. The number

of HETE Slanagins resesbs talthe mitinctarianbadahkeinspsystem performance

with system resource utilization, for example bandwidth, CPU and

memory ol @A8]hodéiplgasiensm @B ridas baseitionally, mbereshmiteastdre such as, for

determined above which, the attachment packet 56 may be broken into
seveér5REIRIgH & SRIMRSISt P carialiiang snmimaliboefisatvaray Bbaiptveetec:ontained in

in parts se arz11e| o the hosting server 38 wherein the several smaller
port%‘ﬁssg&% W‘ﬁ dTRY R BFARISHL 1B RS RAE Nee3rRd S RIcterGeT e server

f [ bility of. ing broke loads b |
o B TR BT I5t7td AU b8 s sk aarer 38. Such
b ' i i i ffici 046] 1 tai
e B B P tmen package

56 may berfagerraisd: AR samPaedith P ?ec#cﬂﬂggaa%ﬁﬁd%%i%%ﬁgl gérver may

previously uploaded. "Fingerprintihg" may be pertormed Dy, Tof

haslfitag e Ie@HAMENT MeRHASHRABHRAFRES MY LIVXERIQNGL: if'xse aocessible

hashing technologies, such as MD5. By doing so, certain embodimen

the presenteauieniiremaysaisiishHploading #ecsslering 8BHACHBERady, by for
packet twice, thereby saving bandwidth and/or storage space. 14

example uploader 36, ancther server may be selected from the server list 64 and

identified as the hosting server 38. Upon determining that a selected server is
ready, the attachment packet 56 is uploaded onto the hosting server 38 by, for
example, uploader 36.

[042]  In certain embodiments, uploader 36 is an integrated transport
system, capable of transmitting data using any known file transfer profocol and/or
method for large file fransfer. For example, uploader 36 can communicate with the
hosting server 38 using the HTTP, HTTPS, FTP or the like file transfer protocols
supported by the mail server 40 and hosting server 38. The file transfer protocol
used may depend on a parameter or by determined by the needs of the application.
For example, HTTP or FTP may be the best option for efficient file transfer and

HTTPS may be the best option for file transfer over the Internet as it may ensure

transport layer security.

13
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SUBSTITUTE SHEET (RULE 26) WO 2004/083997 PCT/SG2004/000052
[047] Certain embodiments of the present invention may involve other
configurable parameters, such as thresholds for minimum allowable

transfer rate and time allowable for file transfers to the hosting server 38.
A% Hlary thresholds may be used to prevent excessRfel (R5dHd000052
times and allow recovery from file transfers that should be aborted due

poor conn@iBity. fABIEDEIRY eartzndsndnidimeytenfiploadar@tand hosting server
parameter such as an uploader cache setting which decides how long
packé&geapmtentsariidset eldtiventiatioraibs eagring aftthefitdriaarafessparations.
upload. This type of parameter may be used, for example, by an
administraféf4lantihgasienearase hio adsaSéaiRbecppaiie A ipguingefficiency
utilization on the mail server 40. [049] Uploader 36 may also be tasked i
withol palsastneefdbrritraRts o PasksL RE YL arallf) pereegfingp dhatiish processing

of any changes in the aforementioned configurable parameters. )
CorBERARE Y PETRARG & ‘FPBWPE%@AW%?’%&WWP%&ISﬁﬁ&WQ’G- by being

detacher 34 application. [050] Additionally, upl 6 -
P Sl R R
h icat f o

i R e T R o 8 g oSO may bo
difiesehAUBUABLRIRURL i paRRIATROR RO c S8 ization, for

the time that logfiles remain available. Such parameters may be useful,

for ex@arple HardliABmOTcE RHIARSSe/ereihe Ay hadstetion of

critical information while controlling data storage growth. The generated
logs can big4ggriodigaiti ianstetredshom tha hadsermandd dhe Worlinghe

server 30 for mining and for generating reports. Error reporting can be

autettathchémopmtkend®madly be broken into several smaller portions. The several
smaller portions may be uploaded in parts separately to the hosting server 38
wherein the several smaller portions are joined 1o re-generate the original
attachment packet 56. This feature would allow the capability of resuming broken
uploads by only uploading the portions of a file that could not be uploaded due fo a
bad or broken connection, which may in turn improve efficiency.

[048] In certain embodiments consistent with the present invention,
attachment package 56 may be “fingerprinted” and compared with packages already
stored or previously uploaded. “Fingerpriniing” may be performed by, for example,
hashing the contents of the attachment package using conventional hashing
technologies, such as MD5. By doing so, certain embodiments of the present

invention may avoid uploading and storing an attachment packet twice, thereby

saving bandwidth and/or storage space.
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15 SUBSTITUTE SHEET (RULE 26) WO 2004/083997
PCT/SG2004/000052 notification system. For example, severe error
conditions may be reported via email to the configurable administrator

from a configurable sender at a configurable frequency. [051] The hosting
WEHUHBBBYFIG. 2 provides a remote file system like functiB&dlit{3e4/000052
uploading, retrieving and obtaining a listing of files besides allowing

typical opgmatipnsdikpamoveissdiristesaT the sraskt ieseiitisel nBlychvolve other
hosting servers 38 include, but are not limited to, HTTP servers, FTP

servergiguihisidikasenetses, rsunctings aine poids dbithakhisncapalitevabiidringfer rate
and delivering files. [052] In addition to providing file system functionality

in acpelctimes &istaide folifilddravafensridivstingstioryee38midy Slsochpeseitplary
facilities for user registration and authentication by maintaining a user
dat4ivesbo|ds BlatberhagdippeRiesd ereaseive wdhed dmes ansl mikaw. seaavery from
of the attachment Eacket 56, may be used by the hostjng{server 38 to

drivil BraeeR thatehrydd fep RoiS dumBRBFCeREEY YN life-cycle
management. The meta-data  in the attachment packet.56 may contain
formatiod A8l e BRUET S ENIBATSY AR S Hioh HebSHE BB fHch as an
of the majl server 40 for internal recipient systems 102, includin .

e PR SHAIB NI eI R R o PRl hetd om the
server. iy ] i |

e PR ISEE I AP SIBERHEER S SRS ARUER bo o,
10%&%@58?&35 BURRENOPWaHIR QLRI AR N WERSIREY SN saety and
or in the registeréd user database. Suchreplication can optionally occur

immgdiatelyiiatsidhesmieaddp sdewrtie, minimum download time for

each recipient system 102.
[049] Uploader 36 may also be tasked with updating the configuration of

detacher 34. It supports the application of any changes in the aforementioned
configurable parameters. Components may be retrieved from a central server for
updating the detacher 34 application.

[050] Additionally, uploader 36 may contain logging and error reporting
features that aliow the administrator fo monitor the application perforrnance and set
up automated application support. Activities of the attachment distribution system
28 may be logged at different configurable levels and it is may also be possible to
configure the time that log files remain available. Such parameters may be useful,
for example, for diagnostics purposes, thereby allowing the retention of critical
information while controlling data storage growth. The generated logs can be
periodically transferred from the mail server 40 to the hosting server 30 for mining

and for generating reports. Error reporting can be automated through an email
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16 SUBSTITUTE SHEET (RULE 26) WO 2004/083997
PCT/SG2004/000052 [055] In certain embodiments, the locator object 58
inserted in the email can be activated at the recipient system 102 to

retrieve the attachment packet 56 associated with the locator object 58.
BRANAAFENAl may occur either directly without authenticati®f BP@ta/ 000052
being password authenticated as so configured on the system. This

corfigicalipn Barhe daneRihgiansbachosting sendiicid aranay fgported via emall

example, be encapsulated as a component in the locator object 58. [056]

If the tirsiiangSsirmdHhrithien icatiendsniggurabth Seaddhet a configurable
authentication may be performed by querying pre-determined directory
serfrecsidikeythe LDAP server for the organization or by searching in the
registered user database. The hosting server 38 can prompt a user to

enter a et hddFesshasticls se58 T afTE Qurnepvisiered repaiafilpsystem like

original recipient system list obtained from the meta-data of the email, _
T ROE e ORI SR B & A AR RPRifes allowing
e T e TS BE o RS e AR bgstng servers
o e S A A B BB servers
ore B e O 2 e o

the recipiﬁggo ; YSUEML diskiBh REPSRSING ldSsRAeHaeR IR NG, do WS fast and

disallowe erwise, the locator object 58’is authenticated for validity by

the BRSHRMSSMEF, 3Rei0REIsERHS. 3berhnsiins priVRIeIB sRibbeoserbgwegiration
to disable download by any recipient systems 102 not on the original
majing disthdatiaibfepyandingaining a user database.

[053] Information provided by the detacher 34, in the meta-data of the
attachment packet 56, may be used by the hosting server 38 to drive policies for
storage, replication, transport, access, and life-cycle management. The meta-data
in the attachment packet 56 may contain information on the sender system 100, a
recipient system list, the profie of the mail server 40 for internal recipient systems
102, including department and location and file name and extension.

[054] The hosting server 38 receiving the aftachment packet 56 can
optionally replicate the uploaded attachments to the server of choice of the recipient
systems 102 whose profiles may exist either in the organization's directory server or

in the registered user database. Such replication can optionally ocour immediately

after the upload to allow the minimum download time for each recipient system 102.
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addition to the authentication mechanism for file delivery described above.
17 SUBSTITUTE SHEET (RULE 26) WO 2004/083997
PCT/SG2004/000052 [059] If the sender system 100 requested "Return
Receipt” using a standard email client feature, the hosting server 38 can

WY load confirmation the sender system 100 in the forif314fpe00s2

email after successfully downloading the attachment packet 56 by

recipient §psisim 102e[60 |drisdifrreytic tnaagéon eblatbyiegotethethe email
by parameters and can be globally enforced, or enforced on a file or

hostiany be acivaisscifidisatdsiplng syoliam ¢8a tserditigve byefattpdmgrdpacket 56
access or timeframe. For example, the attachment distribution system 28

couRssroigied ydiethedasripfebiash S8menchdekiavabmna st aiter directly
recipient systems 102 have downloaded the file, or simply after two

wedkaAdratioplier csaioppind PRI YR RURERUCRIaE s sRconfigured on the

vor B o AR RS SRR BV DML TRl Bror mav. for
A B SO Bt e R AL < B F RS
administraplan PISIRBAL AR B U SR LT HRBY the

changing osting server administrator can chang

Processigcsien AR iPpdnsoRcaiMsng pRe-JBRARMBNI SR §PServers like

add or remove qualified sender systems 100 whose mails will be

intefige PBAP YRR SIS ofGaREMENSFHPEeartiRsidaibedbmefrdieuser

attachment packet 56 on the mail server 40. The administrator can set or
chaggebaedinhécioshithdbednis nsepetipt theseptbvelteeasemaibgdidress which

valid after insertion.
would can be further verified against the original recipient system list obtained from
the meta-data of the email. The recipient system 102 may also be required to enter
a password for verification by the hosting server 38. This provides a framework for
verifying the recipient system 102 before the download so that only the original
recipient systems 102 can download the attachment packet 56.

[057] In situations where the recipient system 102 does not exist, then a
new user profile is created for which the user can submit a password and preferred
location for future deliveries. If the email address is not found in the recipient system
list or the password is incorrect then the download is disallowed, otherwise, the
locator object 58 is authenticated for validity by the hosting server 38.

[058] Thus, the hosting server 38 can be configured to disable download by

any recipient systems 102 not on the original mailing list via mail forwarding in

addition to the authentication mechanism for file delivery described above.
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[062] The administrator can enable or disable automated notification by
email upon each successful download. The administrator can enable or
disable the 18 SUBSTITUTE SHEET (RULE 26) WO 2004/083997
PCT/SG2004/000052 feature of recipient system 102 authentication, for
VA8 XHE ability to configure whether or not a recipient Rfst&F2egys100052

must enter a password before downloading an attachment packet 56.

[063] Uplgstgr 3¢ Maenteprsetarpaliogdeatistedviietumaleesiitaising a
hosting server 38 to make changes to the parameters of the attachment
disgtimudioid Systicolia8. fSatarectiznfestima g dreacl® ctaal sendeditetyiegbn
the detection of the changes to the parameters by the uploader 36 on
eachnfianativndhd Se[0B4sYsie Mot indba/aragotan arveipadeideuccessfully
administration of the registered recipient systems 102, addition of new
maticwolprslingyaeattacimsidmeskel fehymeeaisabasisaniHiPor changing
of recipient system 102 profile information such as password & download

location pRAElenEdeH-exelmmNasrmsRARr PeBRNEEN BeRa@meters and can

T SR R OB ™

e R G RN S R e SR A
ac g%&lh SHPB{&rMHQSt{%gQ@%%fM%@%Bm S HRRHERTadRRENt packet

aval y, usage an cost. The same can be done by any event

Capfg g e{bNaRINNIASS R AR ST AEME 1 DO SRANBI ISP ERD AR I1dB simply after

the capturing and processing of events that allow such reports to be

creﬁg%&@ﬁg]rg@@gggmload events captured in such logs could
be used to
[061] Administration of the attachment distribution system 28 may involve

the setting up and modification of the various parameters that decide the policies
governing the functioning of the attachment distribution system 28. Administration
may be berformed manually by an administrator on each the mail server 40. The
administrator can set or change the servers on the server list 64, thereby changing
the hosting server 38. The administrator can change the processing rules 48 for the
attachment packet 56. The administrator can add or remove qualified sender
systems 100 whose mails will be intercepted by the system. The administrator can
decide the life of the attachment packet 56 on the mail server 40. The administrator
can set or change the time for which the links inserted in the mail will cease to be
valid after insertion.

[062] The administrator can enable or disable automated notification by

email upon each successful download. The administrator can enable or disable the
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generate access statistics details on a per sender system 100 basis.
Resources, such as bandwidth and storage usage, can be quantified to
track and control expense as well as monitor business practices on a
hostiry}é:; server 38 basis as well 19 SUBSTITUTE SHEET (RULE 26) WO

YOAIE3887 PCT/SG2004/000052 as per sender system 186 HE&HE48052

download logs can be used to create reports that help track individual

attafelatnen tsf bycipitet mctzent 6y stettmeh02atiser-fdr Bleasipte, dhd sibliRyfes configure
download. [066) Described hereinafter with reference to FIGS. 5 to 8, is

an eyeatisiewinahsassiciend aystene Kizaonsieantdrsiripasivony sefor@ 8ownloading an
this example and as shown in FIG. 5, John 200, an employee of ACME
corpdagivhent RBAKHJIR- sends an email 42 with a large-sized attachment

44 to three recipients, namm?gt Jane 202, a co-worker in Kuala Lumpur,

Jim 204, WRPlorkPIoRIeE d6:8rA% COMRERRE iRAKing deiyrepvhigh ey fnable

e AR R AR TS AR e R n
e e SR B8 RS R A aIRS lgion or e
o B S A B N

email addfgsg)is iThRdiEhRf sarphfied sandass BRSVIRPAMSHIGAIRIM of the

this fact proceeds to extract the attachment portion 44 from the email,

replagmsibrathveécipraiosahiest 482anddmeater asvatrihBsplapreketdr® 102 profiles

containing the attachment portion 44 of the email 42 and meta-data

confiathingaitdbersation exttimgted dtemding efnatdigaimystéhe 1e2iprefile information

systems 102. The email 42 is then sent out in the normal manner to all the

thremich as password & download location preference. For example, administrators
could view sender systems 100 who have used the attachment distribution system
28 and the mail servers 40 which have intercepted the mails sent by them. The logs
uploaded by the uploader 36 and the information maintained by the hosting server
38 can be used to create reports at the file level, to provide a comprehensive
understanding of attachment packet 56 resources, their availability, usage and their
cost. The same can be done by any event capturing software in place of logs at the
hosting server, in essence it is the capturing and processing of events that allow
such reports o be created.

[065] The attachment upload events captured in such logs could be used to

generate access statistics details on a per sender system 100 basis. Resources,

such as bandwidth and storage usage, can be quantified to track and control

expense as well as monitor business practices on a hosting server 38 basis as well
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recipients with the attachment 44 being replaced by the locator object 58,
for example a URL. Meanwhile, uploader 36 may be looking for new
attachment packets 56 and, upon finding an attachment packet 56,
immediately uploads the attachment packet 56 to the hosting server it is

BEhHYE BT which happens to be a 20 SUBSTITUTE SHEETARIP400052
26) WO 2004/083997 PCT/SG2004/000052 New York hosting server 38a.

It is & ipemeedeahsystarthidetamsipleThalyclane DR dsasarses R EBWHSEte reports
server so far for receiving attachment packets 56 and is registered witha
recighahhsipfrecfopdiMtical eéadwssite bydatmtieniplerdiciioniol user-id, file size
attachment packets 56 for optimizing the delivery to registered recipient

systRst ferdRE@aPnple, Jane 202 has already used this system

and has a{e itered profile indicating a Kuala Lumpur hosting server 38b
as the hos ﬂ% erniSSSsd R ERInaTEs yth SafREa0ef torbiR Bostin$ sierearexample of

o P T e LS R v 2w s esgapRlRand as

Si isgal [ d,,the att t ket,56 j

o o RS D R eat e et ok sencs
Jang2Qédp Jb'&&%W&-éﬁ%&H&&%@Hﬁ%ﬁjﬁﬁé%&’ﬁe%%’; Eeue, fyJane 202, a

Jim 204 and Lynn 206 afe not yet registered no further action is’required

for the-weereNt REAL Thenpelvery obNGADRLAR Pd}%%{%?@m&“éfpgglgﬁ% in Kuala

56 is shown in FIG. 7 after all the three recipients get the same em

with thregacaier DPiRcLES. aMVbieRIdass A02reliekiam g acaipsPbject 58

in the email 42, the attachment packet 56 begins to download
immediate]§aTdm S Kishastiithsengucte andvemtiribge sPWAHUb % 200 sends

required. However when Jim 204 clicks on the same locator
out the mail. John's 200 mail reaches the New York mail server 40 in the ACME
corporate network where the email 42 is processed by the detacher 34 which finds
that the mail attachment size of the atiachment 44 is larger than the size allowed to
be sent unhindered. The detacher 34 also checks if John's 200 email address is in
the list of qualified senders and upon verification of this fact proceeds to extract the
attachrent portion 44 from the email, replace it with a locator object 58, and create
an attachment packet 56 containing the attachment portion 44 of the email 42 and
meta-data containing information extracted from the email 42 about the recipient
systems 102. The email 42 is then sent out in the normal manner fo all the three
recipients with the attachment 44 being replaced by the locator object 58, for
example a URL. Meanwhile, uploader 36 may be looking for new attachment

packets 56 and, upon finding an attachment packet 56, immediately uploads the

attachment packet 56 to the hosting server it is configured for which happens to be a
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object 58, a web page 208 is launched for prompting Jim 204 to register
his profile with the system by entering his email address, password and a
preferred location (selected from a list) for future replication. Jim 204 is
then able to select that he too wants to download from the KL hosting

WOH481nd since the attachment packet 56 is already rdSifitadefa000s2

Jane 202, Jim 204 also downloads the attachment packet 21

SUBEM TSNSk 5EROLEBA0 ) MEQoAD AKIBI IRt RE THiIS @ RAPDAO0ONFane 202
56 from the KL hosting server 38b. Thus one copy of the attachment
packesiGed &Kpdrtctitay semeerseSbnieutdded; egoettpcfonselpackdie 56 and is
requirements of all recipients registered with the KL hosting server 38b.
[070pRigteBd@sttipasalnieptbEeds. of attachment packet 56 delivery to
Lynn 206 who is also not registered an?n%gon clicking on the link is

i

prompted 88R8gisEFPuSisane tagruammipagE redcatior Satiachment packets 56
as ng 204 in KL.Eb nn 206 selects the closest location which is a Taiwan
sty BRI AT o (5 R STRL RS, ANSLET R Gt R £ xampl, Jano
R LT Eh D e B P Rer ST RIS o g 2 Kucla

tat ' [ I ' f deli
o SNBSS0 S50 85 85 SR RAURE A0 S nov
for aydHoRcRE S HRIFBBLEL AR LRl AP dElerAes e PHAKCESBC YL 4t the meta-
existing corporate email infrastructure and enable enterprises to
SIgniiaand - HEEKaV S R tHROHSR Y B NOZERe YA IBtEFEY WIDIR database.

platform for future application integration. [072] Although only certain

emtBidtaciaiscol ORds veRidgTdyeecthe attachment packet 56 is scheduled for
replication in the background to the preferred location for Jane 202, in this example,
the Kuala Lumpur hosting server 38b. Since Jim 204 and Lynn 206 are not yet
registered no further action is required for the present.

[068] The delivery of the emalil 42 and attachment packet 56 is shown in

FIG. 7 after all the three recipients get the same email 22 with the locator object 58.
When Jane 202 clicks on the locator object 58 in the email 42, the attachment
packet 56 begins to download immediately from the KL hosting server 38b and no
further user action is required. However when Jim 204 clicks on the same locator
object 58, a web page 208 is launched for prompting Jim 204 1o register his profile
with the system by entering his email address, password and a preferred location
(selected from a list) for future replication. Jim 204 is then able to select that he too

wants to download from the KL hosting server 38b and since the attachment packet

56 is already replicated for Jane 202, Jim 204 also downloads the attachment packet
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disclosed, it will be apparent to one skilled in the art in view of this
disclosure that numerous changes and/or modifications can be made
without departing from the scope and spirit of the invention. 22
SUBSTITUTE SHEET (RULE 26) CLAIMS: 1. A computer implemented
WRALHHIERC Gistribution method comprising the steps of: pro‘é‘f@@ﬁ;@"gﬁﬂmsz

email having a message portion and an attachment portion by a detacher

to idéntmratie tkbrodsting kaerat &8st Dhesalibeape sttige gttrtion@np ket 56 at
attachment portion of the email from the other, the email having a source
systehhastng gesiridfin wostd berrnoyaisiucietving esotyujemeatingf all recipients
metadata in response to the email beingﬁprocessed, the metadata for

pacleRgr e RdNRBENABIRG 8RR fthe email by the detacher to

form an a ent packet, the metadata being descriptive of the email;
generatin ajgzat%ﬁ‘gcfo%gewrfﬁgsd OhrSRY &&ﬁ?@@ﬁ@émﬁﬁé?%@wto
?ag\ég ass cia@'on H‘\a/ith the detacher; generating a

d ipg i .
e e R A A e Bl AR R B otec o

ocator-code

|0043§]}§{Q]%j§i}{§%@%§%ﬁ§]ﬁr§§ rﬁ%ﬁggﬁf{m ﬁ gn@i{é%gﬁ%?arsngﬁﬁ %ﬁ in KL. Lynn

packet; delivering the 0 a holding server by

uplogdeleldae WaelHBeat BasHS, AAvRdILY ?é‘iﬂfdﬂ‘ﬁ%%@%&ﬁ }"ﬁ?ﬂ and is able to

attachment address identifying the holding server an cative 0
the deaaiiesshf #vnload the attachment packet 56 after the registration ProcCess,

Furthermore, future replication and delivery for Lynn 206 will be based on her
specific profile which states the Taiwan hosting server 38¢ as the preferred location
of delivery for her.

[071]  Certain embodiments of the present invention fulfill the need for a
high-speed, distributed file fransfer and storage enhancement of an existing
corporate email infrastructure and enable enterprises to significantly improve their
collaborative environment, while providing a platform for future application
integration.

[072]  Although only certain embodiments of the invention have been
disclosed, it will be apparent to one skilled in the art in view of this disclosure that
numerous changes and/or modifications can be made without departing from the

scope and spirit of the invention.
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attachment packet within the holding server, the attachment address
being stored onto the database and being associated with the locator
code, the uploader being operatively associated with the detacher and
the uploader being in data communication with the holding server; and
delivering the message packet to the destination system. 23 2. The
CLAIMSment distribution method as in claim 1, further comprising the steps
of: receiving the message packet by the destination system; activating the

locafor objét inarpuiessagw snareicd caltgrimoentacHisiimpackemethod

response to the locator object being activated; and delivering the
CORPASINGSRE HERSt Hom the holding server to the destination system in

response to the attachment packet being located. 3, The attachment
i T BGBASG b ST LIARIE0 17 aﬁﬁsae%@ﬁmaqh@fﬁtﬁmgﬁfhmem

acket comprising the steps of: determjning.the.attachment address
POl il AR ToluBlY RO o LNaai A a Eae) Shef the

L B0 L N SRS AORUARA T SBRAGKEL e, the

resp e attachment address being determined, the holding

enfldigsange s RicategswiinaadasaRhatde Sy sferhhBaligchsitiated

distribution method as in claim 2, the step of delivering the attachment
thdraeket from the holding server to the destination system comprising the

steps of: receiving an authorisation key provided by the destination

systgenenating metadata in response to the email being processed, the

metadata for packaging with the attachment portion of the email by the
detacher {o form an attachment packet, the metadata being descriptive of the
email;

generating a locator code by the detacher for storing onto a database,
the database being in operative association with the detacher,

generating a locator object from the locator code by the detacher and
embedding the locator object into the message portion of the email to form a
message packet;

delivering the attachment packet to a holding server by an uploader,
the attachment packet having an attachment address, the attachment address
identifying the holding server and being indicative of the location of the
attachment packet within the holding server, the atitachment address being
stored onto the database and being associated with the locator code, the
uploader being operatively associated with the detacher and the uploader
being in data communication with the holding server; and delivering the

message packet to the destination system.
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delivering the attachment packet from the holding server to the

destination system by the holding server in response to the authorisation

key being received by the holding server. 24 5. The attachment

distribution method as in claim 1, the step of processing an email having

a message portion and an attachment portion comprising the steps of:

verif@ing cofingliaattacbirtiesenistnititiahleastitbod pagcdssinimle 1thdurther

processing rule being pre-defined; and detaching each of the attachment
copgrtismatiketistepreofage portion of the email from the email upon

verifying compliance of the email with the at least one processing rule. 6.
The FRESVRS MARDPBRADN PRSI dhe dafiinstior sX&iper verifying

compliance of the email with at least one processing rule comprising the
step@SHVaIRgi sy aca e QURRE R g‘ferﬁ?ﬁ?@%ﬂ&)aﬁ%f@nt portion of the

emajl; apd verifying compliance of the attachment sjze with a reference .

attad ARG DE FAE SRS BRE SRl B AP Al ents P PraidfeRBIC! Deing

A size for compliance therewith. 7. The attachment distribution
acmet(é?;%g%n claim 6, the step of verifying compliance of the email with at

leaskeiGRNG S B Gaithe I EIR! ﬁ@k&ism%@e%ﬂiﬁ oYl ato the

reference source list, the reference source list containing at least one
de8AHERRDRAYYEMM in response to the attachment packet being located.

3. The attachment distribution method as in claim 2, the step of
locating the attachment packet comprising the steps of:

determining the attachment address associated with the locator code
cofresponding with the locator object; and

identifying the holding server containing the attachment packet in
response to the attachment address being determined, the holding address

being indicated by the attachment address.

4. The attachment distribution method as in claim 2, the step of
delivering the attachment packet from the holding server to the destination
system comprising the steps of:

receiving an authorisation key provided by the destination system; and

delivering the attachment packet from the holding server to the
destination system by the holding server in response to the authorisation key

being received by the holding server.
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matching the source system associated with the email with the at least

one source system contained in the reference source list; and 25 verifying

compliance of the source system of the email with the reference source

list, the source system of the email existing in the reference source list for

compliance therewith. 8. The attachment distribution method as in claim 6,

the €iep of Neifgttapbompliafistribfitios emeihwndtheat Inastiaime hrdvessiey of

rule further comprising the steps of: providing a reference destination list,
prapeseifigeddeaiesiina@dngis? burRaRGey ROTERRE 3N desatiarbmsdaartion

matching the destination system associated with the email with the at
corapEsbisbtie iR system contained in the reference destination list;

e S A R o SRR e

réhe rierl"erreug dienstin'?,lgp eﬁi%@r compliance therewith. 9. The attachment
IS BUAIA hathod Bs i & alm.’frme step of generating metadata

compdelaniie SLRRS A REREHIHBIR BEHRA AN 1R SRALINE portion of

information bging descriptive o east one of the email, the sdurce

theSYsiRaN RpnthRLIsHARtIPLAYSER Mg BHipRahE i matiandn QhtRithe at

the metadata; and packaging the metadata with the attachment portion of
ledbeidpdectinnghyiiorm the attachment packet. 10. The attachment

distribution method as in claim 1, the step of generating a locator code by
the detacher comprising the step of:

B. The attachment distribution method as in claim 5, the step of
verifying compliance of the email with at least one processing rule comprising
the steps of:

obtaining the attachment size of the attachment portion of the email,
and

verifying compliance of the attachment size with a reference

attachment size, the attachment size being at least of the reference

attachment size for compliance therewith.

7. The attachment distribution method as in claim 6, the step of
verifying compliance of the email with at least one processing rule further
comprising the steps of:

providing a reference source list, the reference source list containing at
least one source system,

matching the source system associated with the email with the at least

one source system contained in the reference source list; and
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26 generating the locator code by the detacher, the locator code being

one of a uniform resource locator (URL), a uniform resource identifier

(URI) and a uniform resource name (URN). 11. The attachment

distribution method as in claim 1, the step of delivering the attachment

packet to a holding server by an uploader comprising the steps of:

selegtinifyinge vemistion acsast ethiést somiainisgstepuralititios semels wite the

plurality of servers being arranged in sequence based on preference;
refdetacnisivgr ceditih dbe clatires algsteth sefrliee fomaitexistinthen dtechfemnice

packet; identifying the selected server as the holding server in response to
souige ligfdniecarop ihace ba@diérver being determined:; loading the

attachment packet onto the selected server by the uploader in response

to the readiness of the preferred server being determined; and_ storing the

atta&.mgnt% @ggﬁfﬂ?@hﬁéﬁﬁim&‘bdﬁ ht§IE d%{?éﬁﬁ‘age Hhgy step of
v SR TR oD R MR ShidEes SEreeothe T orher
Coﬁ,gmgfng%h%hggegg%c@ment distribution method as in claim 11 further

mprising eps of: identifying presence of a preferred server being
assqpigleg Y hihe rdRF AR AXSIRIR: %{?rfﬂ@'?gfé?éﬂ%e%%%ion list
selected server for receiving the attachment packet in response to the
coRISHAHE AERIMET SRRV T system;
matching the destination system associated with the email with the at
least one destination system contained in the reference destination list; and
verifying compliance of the destination system of the email with the

reference destination list, the destination system of the email existing in the

reference destination list for compliance therewith.

9. The attachment distribution method as in claim. 1, the step of
generating metadata comprising the steps of:

extracting information from the email, the information being descriptive
of at least one of the email, the source system and the destination system;

compiling the information to obtain the metadata; and

packaging the metadata with the attachment portion of the email fo

thereby form the attachment packet.

10.  The attachment distribution method as in claim 1, the step of

generating a locator code by the detacher comprising the step of:
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27 identifying the preferred server as the holding server in response to the
readiness of the preferred server being determined; loading the
attachment packet from the selected server onto the holding server by the
selected server in response to the readiness of the preferred server being
determined; and storing the attachment address of the attachment packet
ontogénee Gty dbe dndadesamdin thihatdetaviest, dthdrdssaiath thde being
locator corresponding locator code, the attachment address indicating the
ongrefedreinifesm diessurechivienigrsaiids), 13 unitempirsokmpteidentifier (URI)
attachment distribution system comprising: means for processing an
and AAPHaUmges s MGRANING an attachment portion by a detacher
to identify and thereby isolate at least one of the message portion and the
attachment portion of the email from the other, the email having a source

SySt?m ) a%r?r%Str"{qaéls ity beth] §§°|°'a Ig0, thepelog e qtvermg
genera ing metadata In response e email elng process d, th

thell SHRLAIREE NACSRA NS WIRO t%bﬁf’é@f’” e é%pu g the

detacher to form an atta ment pac etadat erng des
etﬁr@&rnall, means for generating a locator code by the detacher for storing
onto a database, the database being in operative association with the

detaghlectimeansfoegfroaiatisgradedistacrhislfoahedngetpsepasrd)the
the detacher and embedding the locator object into the message portion
plupliheof servers being arranged in sequence based on preference;
determining readiness of the selected server for receiving the
attachment packet;
identifying the selected server as the holding server in response to the
readiness of the selected server being determined;
loading the attachment packet onio the selected server by the uploader
in response to the readiness of the preferred server being determined; and
storing the attachment address of the attachment packet onto the
database and associating the attachment address with the corresponding

locator code, the attachment address indicating the selected server as the

holding server.

12. The attachment distribution method as in claim 11 further
comprising the steps of;

identifying presence of a preferred server being associated with the
destination system;

determining readiness of the selected server for receiving the

attachment packet in response to the preferred server being present;
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email to form a message packet; 28 means for delivering the attachment
packet to a holding server by an uploader, the attachment packet having
an attachment address, the attachment address identifying the holding
server and being indicative of the location of the attachment packet within
the holding server, the attachment address being stored onto the
dataibeséfgimg dbingrassveidtearwithash thie dutlshngosier vitiei i psdmsesinghe
operatively associated with the detacher and the uploader being in data
reasinaas Gt peigerk SRR Pehosiet@imninedns for delivering the
message packet to the destination system. 14. The attachment dlstrlbutlon

systiA%RIn hgiRHachned: RarkE ISIWH’F@&ﬂSg%??&%I\ﬁﬁ@’ﬁ{eon °
o Ror R ot hE EESIEE FRCHEE MemORIBotgarE aHaa Tl e
pr‘.ﬁ%flé%t s'?zr[}/ SPRY; ﬁ%e t8 et epL%%( joect being activated; and means for

elivering the a men packe om the holding server to the

des@i@ﬂﬁ WRICTHHEFRRBANSSIRARe %faﬂ%”%‘fa%?ﬁéhp%%ﬂ@{:a&ﬁ% the

15. The aftachment distribution system as in claim 14, the means for

datapateg BeRitashmeaing ChaCoRBIERtE MeaRkilesdetaiminingthgocator
attachment address associated with the locator code corresponding with

cottfess sadingo yeatoanebazs athe fattisdmtibin g thirdws dingi sstivgr ibentaisiaged
the attachment packet in response to the attachment address being
secketeas ied)thding kingeraddress being indicated by the attachment
address.
13. A computer implemented attachment distribution system
comprising:
means for processing an email having a message portion and an
attachment portion by a detacher {o identify and thereby isolate at least one of
the message portion and the attachment portion of the email from the other,
the email héving a source system and a destination system being associated
thereto;
means for generating metadata in response to the email being
processed, the metadata for packaging with the attachment portion of the
email by the detacher to form an attachment packet, the metadata being
descriptive of the email;
means for generating a locator code by the detacher for storing onto a
database, the database being in operative association with the detacher;
means for generating a locator object from the locator code by the

detacher and embedding the locator object into the message portion of the

email to form a message packet;
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29 16. The attachment distribution system as in claim 14, the means for
delivering the attachment packet from the holding server to the destination
system comprising: means for receiving an authorization key provided by
the destination system; and means for delivering the attachment packet
from the holding server to the destination system by the holding server in
respaoessof tiedalitaritmatibe ddgdbensgtesetiet toy ahbdidiingseareby an
17. The attachment distribution system as in claim 13, the means for

uplseiessitheanaiasiimaningrasketsiigyipertien asdaghateihnasisresstiothe

comprising: means for ver_ifying compliance of the email with at least one

ati RSB S e BRUEUEG BT e BRRFERISIcTRR P2IRA RkabiYerof the

o e PO R0, B ShPen
ol IO 7e e .

= R By e M aE e B B R D 2 oot

coQOE OGS ENEI IS SN BHENM P ARS SRIABAYRRY thE HASBRELSH he

of the attachment portion of the email; and means for verifying

upRveliaeehiR e tashRfINisROWINE IREENehAEasNeSiAR:dR8 for

attachment size being at least of the reference attachment size for
dethosipliptheertiarengthpatket to the destination system.

14. The attachment distribution system as in claim 13, further
comprising:

means for receiving the message packet by the destination sysiem;

means for activating the locator object in the message packet;

means for locating the attachment packet in response {o the locator
object being activated, and

means for delivering the attachment packet from the holding server to

the destination system in response to the attachment packet being located.

15.  The attachment distribution system as in claim 14, the means for
locating the attachment packet comprising:

means for determining the attachment address associated with the
locator code corresponding with the locator object; and

means for identifying the holding server containing the attachment
packet in response 1o the attachment address being determined, the holding

address being indicated by the attachment address.
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19. The attachment distribution system as in claim 18, the means of
verifying compliance of the email with at least one processing rule further
comprising: means for providing a reference source list, the reference
source list containing at least one source system; means for matching the
source system associated with the email with the at least one source
systdf cont@ieediacmearfcistiationraysiemaaslimaais g, teefnegns for
compliance of the source system of the email with the reference source

defiering $oaretiaghrepnbPdekembraxifthHaiding reeRhée frrdesinaden

compliance therewith. 20. The attachment distribution system as in claim
SYSIEMROMBLRYSr verifying compliance of the email with at least one

processing rule further comprising: means for providi reference .. .
es AN 18] (ReA B A0k SHNGARIR SO RIS gL P AL F gstination
S &% 'ngﬂan system; means for matching the destination system associated
y AR o . :
with the email with the at least one destination system contained in the

refengReH S eSHUAINR IR RBdMESNS ot YN erm e MR Server to

destination system of the email with the reference destination list, the
thel eigidtintion s \sis@nefBharemedrigtingvisr the repfpepirecttesiinatienoliBlation

for compliance therewith. 21. The attachment distribution system as in
keglbaing I etevec dystiher hgddintpiegveretadata comprising: 31 means for
extracting information from the email, the information being
17.  The attachment distribution system as in claim 13, the means for
processing an email having a message portion and an attachment portion
comprising:
means for verifying compliance of the email with at least one
processing rule, the processing rule being pre-defined; and
means for detaching each of the attachment portion and the message

portion of the email from the email upon verifying compliance of the email with

the at least one processing rule.

18.  The attachment distribution system as in claim 17, the means for
verifying compliance of the email with at least one processing rule comprising:

means for obtaining the attachment size of the attachment portion of
the email; and

means for verifying compliance of the attachment size with a reference
attachment size, the attachment size being at least of the reference

attachment size for compliance therewith.
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descriptive of at least one of the email, the source system and the
destination system; means for compiling the information to obtain the
metadata; and means for packaging the metadata with the attachment
portion of the email to thereby form the attachment packet. 22. The
attachment distribution system as in claim 13, the means for generating a
locafd?. codéhsy aledurniedistinptisngysieanasonguawnalifgtive mrainsr of
code by the detacher, the locator code being one of a uniform resource
velidiagrqorplancminbriiec8Birt ewitle minilgae RINanBracastine ralsdvcter
name (URN). 23. The attachment distribution system as in claim 13, the
CoOMRAREYor delivering the attachment packet to a holding server by an

con A Bl AT B1er e SN ol or 8 ST e i gt
ccﬁ?ﬁHﬁ"n@fﬁt?@é&l‘j&ﬁ% Dielere gg{eﬁqlermining readiness of the selected

server Tor receiving the “attachment’ packet; means for identifying the

selegled SenRrAaISRPINI G S8FKE" 4)sfEsPaasBdR DS (FRdinRseRENS/ith

selected server being determined; means for loading the attachment
thatkeiAindhp srleciostent \wirtyirde ipinadefdreresPenarcyiisie and

readiness of the preferred server being determined; and 32 means for
storing:tres fiacenymgddreptiaitachtiacyoenigagktdm of the email with
the reference source list, the source system of the email existing in the

reference source list for compliance therewith.

20.  The attachment distribution system as in claim 18, the means for
verifying compliance of the email with at least one processing rule further
comprising:

means for providing a reference destination list, the reference
destination list containing at least one destination system;

means for matching the destination system associated with the email
with the at least one destination system contained in the reference destination
list; and

means for verifying compliance of the destination system of the email
with the reference destination list, the destination system of the email existing

in the reference destination list for compliance therewith.

21. The attachment distribution system as in claim 13, the means for

generating metadata comprising:
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onto the database and associating the attachment address with the
corresponding locator code, the attachment address indicating the

selected server as the holding server. 24. The attachment distribution
system as in claim 23 further comprising: means for identifying presence
of a preferred server being associated with the destination system;

meame ansdisie gntraning dofeesatiothiesidbe eawiletforingoenatigntbeing
attachment packet in response to the preferred server being present;

desgaiptiyepfigbitnshgnaobibrraRieersaytrg RAskIRY 3BH Earfiestination

response to the readiness of the preferred server being determined,
SY$#Rd8ns for loading the attachment packet from the selected server onto

the holding server by, the selected server.in response to the readiness of
the. PYERO A ST oS e R o g dhe
atta : t
o T R i PSRRI of e
enfAfR therabgsBme i adaRsiedicatinrdhe preferred server as the
holding server. 33
22.  The attachment distribution system as in claim 13, the means for
generating a locator code by the detacher comprising:
means for generating the locator code by the detacher, the locator
code being one of a uniform resource locator (URL), a uniform resource

identifier (URI) and a uniform resource name (URN).

23.  The attachment distribution system as in claim 13, the means for
delivering the attachment packet to a holding server by an uploader
comprising: |

means for selecting a server from a server list containing a plurality of
servers, the plurality of servers being arranged in sequence based on
preference;

determining readiness of the selected server for receiving the
attachment packet;

means for identifying the selected server as the holding server in
response to the readiness of the selected server being determined;

means for loading the attachment packet onto the selected server by
the uploader in response o the readiness df the preferred server being

determined; and
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means for storing the attachment address of the attachment packet
onto the database and associating the attachment address with the
corresponding locator code, the attachment address indicating the seiected

server as the holding server.

24. The attachment distribution system as in claim 23 further
comprising:

means for identifying presence of a preferred server being associated
with the destination system;

means for determining readiness of the selected server for receiving
the attachment packet in response to the preferred server being present;

means for identifying the preferred server as the holding server in
response o the readiness of the preferred server being determined;

means for loading the attachment packet from the selected server onto
the holding server by the selected server in response to the readiness of the
preferred server b'eing determined; and

means for storing the attachment address of the attachment packet
onto the database and associating the attachment address with the locator
corresponding locator code, the attachment address indicating the preferred

server as the holding server.
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