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| icenses eygdy teEY Fefdreritle fPHhOGHELAY phatmitted by lawzati on of such a
"menory devi ce “devoi dqﬁ mut ual aut hentication functil?)grrl. 2. Description of

the Related Art Recently, there is a further growth of distribution of

so-call ed "contents" dat %Am{@mm?geﬂgrgq Rg data i ncl udi ng

musi c. data, gane prograns, pi e, which are

respectivelly Riekbhefitle Boverition nt ernet service lines, or via such -
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such a data processing apparatus, a data processing method, a license
system, and a program providing medium, which respectively enable
licenses to control utilization of contents data in a plurality of devices under
control of a hierarchical key tree structure by way of exclusively
distributing authenticating keys to such properlylicensed devices via a
hierarchical key tree distribution system. Further, the above data
- processing apparatus, data proéessing method, license system, and the
program providing medium related to the present invention respectively
restrict utilization of contents data based on licenses even when recording
or reproducing data via utilization of such a memory device devoid of
mutual authentication function.
2. Description of the Related Art |
Recently, there is a further growth of distributioni of so-called
“contents” data via a wide variety of software data including music data,
game programs, picture data, or the like, which are respectively
transmitted via internet service lines, or via such distributable recording
media including a memory card, a DVD (Digital Versatile Disc), or CD
~ (Compact Diso), or.the like, for example. -
Any of those distributed contents data is reproduced via user’s
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via such recording media including a nenory card, a CD, 0§y ﬁy&) Q@@ded I n
any of those. neans cited above. In addition, the above conte ata are -
al so reproduci bly stored in a reproduction device and a recording nedium
stored in a personal conputer such as a nmenory card or a hard disc for
exanple. Any of the above-cited reproduction devices, gane players, and -

I nformati on device such as personal conputers incorporates an interface

devi ce forpd,ReghY chhyfliteld, %&u&ﬁ&hﬂéﬁc@kﬁ- g)imfe%la?éﬁ@%‘a PEcaptidM) @nd a

%S?Qﬂtl“ia;ucaﬂéé’a}a@ e raadhp C°”Rp%m' Do oo B Lo TS0 et
R
and a J@egﬁg &‘Q%{?éd\éggﬂ)éﬂs T:R[e SABSYAY TR QUREBN2 THe bR/ Séﬂtéﬁts ﬁiegyier

Based on ron vra he r epr oducti on vice, the.

or the infareratlionreprudaeibdycitorsdt fre anen'em'ndjuctmmpwbmoeoramisa mcor
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such as miedigm st Bc’t‘hﬁep‘?ﬁpalalﬁpnﬂ) aﬁ’égﬁraeg?' aF"P‘Vi Lh om
a buil t-indiar fgebRphglee recording medium and then reproduced by a data
reproducing apparatus.or via a connected display, device or sp aker uni t
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via internet service lines for exanple, and in addition, it also_enables
only those whoBased an hmer’schisttuetionrape the seeproductionodevicee thesgamait ed

nt i1 od vbmePeaE e dntonahOR R s ilt S RERIN S B Yt
can pr Operirhsti@@cﬂim tviaed conheciwd dhpatirhgansabl wide variety of contents data
‘such as music data, picture data, or programs are individually output from -
a built-in or detachable recording medium and then reproduced by a data -
reproducing apparatus or via a connected display device or speaker units.
Conventionally, the rights of distribution for game programs, music
data, picture data, or the like; are reserved by corresponding producers and
marketing agents.: Accordingly, whenever djstributing contents data, only
restricted proper users are authorized fo utilize the contents data so that
unauthorized duplication will not be committed. In other words, it is a
conventional practice to establish such a safeguard to ensure security.
A process for ciphering distributable contents data constitutes such a
practical means to restrain users from utilizing the contents data.
Concretely, the ciphering method distributes a variety of contents data
_comprisihg ciphered audio data, picture data, game programs, or the like,
via internet service lines for example, and in addition, it also enables enly
those who are authenticated as proper users to decode the distributed
ciphered contents data. In other words, only those verified users are
entitled with receptmn of the decoding key. '
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decoded data, i.e., a plain text, solely after conpletlngbgﬂﬁ gﬁ29&£°d'”9
process in accordance with a predeterm ned procedure. These processes for
ci phering data via a ciphering process and decodi ng data via a decodi ng
met hod and the process are conventionally well known. O those various
kinds in the nethod for ciphering and decoding data by applying a :
ci phering key and a decodi ng key, there is such a nethod so-called conmo

key ciphering s o] X ' l{pher] t
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hand, it is™pract ossible to identify the above-referred,
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SO

this open key can be decode l ely, by applying a' segrete key }
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mono-directional function such as a Hash functlon based on a -certain
pass-word for example. ‘Such mono-directional function involves an: -

.extreme ‘difficulty. to compute an input value inversely from an: output‘ _

value. For example, based on an input pass-word predetermined by a user;-
by applying the mono-directional function and a resultant output value, a
ciphering key and a decoding key are respectively generated. On the other
.'hand, it is practically impossible to identify the above-referred pass-words
" as the original data from the ciphering and decoding keys generated via the

above process. o

There is a so-called open key ciphering 'processWhich utilizes such an
algorithm based on such a ciphering process with a ciphering key and such
‘a decoding process with a decoding key being different algorithm from each
other. The open key ciphering process utilizes such an open key commonly
usable by unspecified users. This ciphering method ciphers a document
addressed to a specific individual by applying an open key issued by this
 specific individual. The document ciphered by this open key can be
. decoded solely by applying a secrete key corresponding to this open key
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ci phered by the open key can exclusively be decoded by a §
i ndi vidual reserving the secrete key. The RSA (Rivest Shéﬁggé%%?004
ciphering code is cited as the typical system of the open key C|pher|ng
met hod cited above. Byway of utilizing the open key ciphering nmethod, it
I's possible to set up such a system enabling ciphered contents data to be
decoded exclu5|vely for the verified proper users. A nunber of the
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on the part of. .an in i dua e suc

aut hent i capm‘ﬁldﬁﬁ@@% C P$RIS ‘gﬂ:fgplphgﬁ‘%ﬁf H%%gpm% exﬁqlcgrﬁnes

confirned, 4 té%SPa%é f f% gnnié@!uﬁpbﬁbh asif BVDver faoCD by welyabgd
rate

conmuni cat | on 'S gen fter rrprfietl ng the enticatin

aut
process, adelivesimgs ar sipecHie mngelaﬁs ey fon W@Ea@@h@@gl@ g@ta

There are PRRCRITHIE tor GO ntiEd, Prafeh Ht,  TRutPel; SAc AT teARSb elso

aut hent i capiropo sha,d welgiobf uutld]lyzc]p@emeuehcn/eonbem @T&Bﬁ faeprevemiangay

met hod and t ot her .one .above P C _
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key, anot hej me@&ﬂ@nwﬁdm%ywverﬁb&wpermmmwdm the -
expanded system onstruction, .thus gener.atin ltlg T{ Il t he progcess
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by the verified proper users whereby enab]mg them to utilize the delivered
contents data key. :
Generally, such a ]udgment to identify whether a correspondmg user
is verified as the proper one or not is executed prior to distribution of a
contents data or a contents data key between a contents data provider for
transmitting the contents and a specific device on the part of an individual
user. When executing such a conventional authenticating process, initially;
entity of the opposite party is confirmed, and then, such a session key solely
effective for the related communication is generated Only after
completing the authenticating process, a contents related data or the
contents data key is aphered using thus generated session key to conduct
the related communication. There are two kinds of authenticating
methods including a mutual authentication by way of utilizing the above
cited common key ciphering method and the other one utilizing the above
cited open key ciphering method. However, in the case of the
authentication utilizing the common key, another common key is required
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devices with additional processing neans. SUMVARY OF THE | NVENTI ON The

present invention is to provide such a data processing apparatus, such a

data processi ng nethod, such a license system and such a program
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process(%iégﬁfgﬁﬂ%g@agg%ﬂﬁﬁﬁgﬁgﬁ$ﬁﬁéﬁi§%§§d receivers of data as cited
above. According to the first aspect of the present invention, there is
provided a data processkﬂgbiﬁgggﬁg f | roducti on of data
froma nenory device or %ﬁgugtﬂﬁigﬁfﬁhfgﬁéﬁﬁenory devi ce,
wherein the %@gremﬁeﬁwaﬁ@ws% ?évﬂé&ueﬁtalﬂ%té o@ésegﬂg par
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via utilization of the hierarchical key distribution tree structure without
necessarily relying on the mutual authentication process executed between
transmitters and receivers of data as cited above.

According to the first aspect of the present invention, there is provided
a data processing apparatus for executing reproduction of data from a memory
device or for recording of data into a memory device, wherein the data
processing device has a structure for executing reproduction of data from
the memory device or recording of data into the memory device on condition
that a mutual authentication between the data processing apparatus and the
memory device is established, and the data processing device further having,
a structure for executing a processing for the mutual authentication with a
virtual memory device set inside of the data processing apparatus in case
when the memory device has no function to execute the processing for the
mutual authentication, and a structure for executing the reproduction of data
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apparatus related to the present invention, the data proc ratus
fgfther I ncorporates such a systemwhich initially ident.?f§2&3%3§@9

obj ective nenory device for executing reproduction or recording of data S
capabl e of executing nutual authentication with the data processing
apparatus or not, and then, if it is identified that the nenory device is
conpati ble with nutual authentication, the data reproduction apparatus
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structure comprising a variety of keys disposed in correspondence with
roots, nodes, and leaves on such paths ranging from roots to leaves of the
key tree structure comprising a plurality of data processing apparatuses as
own leaves; wherein the enabling key block (EKB) also includes such a data
for enciphering upper-rank keys via lower-rank keys. The mutual
authentication process between the data processing apparatus and the
virtual memory device is executed solely by applying the above enabling
key block (EKB) distribution authentication key and another
authentication key previously stored in the virtual memory device.

According to a still further practical aspect of the data processing
apparatus related to the present invention, the above-referred enabling key
block (EKB) including the enabling key block (EKB) distribution
authentication key constitutes part of the leaves of the above-referred key
tree structure.



apparatuses will be revoked. According to a still farther PAﬂﬁéét%bzlaSpem
of the data processing apparatus related to the present rnv n, the
above-referred enabling key block (EKB) distribution authentication key
enci phered and presented by the enabling key block (EKB) is subject to
version control in order that every version can be renewed. According to a
still further practical aspect of the data processing apparatus related to
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appar at ys cor.d to the second aspect of the present invention, there
S proyea%@%acq}hbg%ﬁpgwg i ng nmethod for executing reproduction of data
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data process d copprising: a step of executing a nytual
aut hent |W@h159§g§’é staythe BIGS ulélve'rmmy evidlad procesdng apparatus

processifigther incorporates a plurality of leaf-keys enciphered by a storage key
(Kstd) proper to each of the data processing apparatuses and set in
correspondence with own leaves among such a key tree structure
comprising a variety of keys disposed in correspondence with roots, nodes,
and leaves on such paths ranging from roots to leaves of the key tree
structure comprising a plurality of data processing apparatuses, wherein the
enciphered leaf-keys are stored in a memory means inside of the data
processing apparatus.

According to a still further practical aspect of the data processing
apparatus related to the present invention, the data processing apparatus
further incorporates a device key block (DKB) as such an assemblage of
enciphered keys comprising individually enciphered mutually different
plural-depth node keys on such paths ranging from own leaves to upper-
rank keys of a key tree structure based on such leaf-keys set in
correspondence with own leaves among the key tree structure comprising a
variety of keys disposed in correspondence with roots, nodes, and leaves on
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apparatus in the case in which the nenory device is dev0|? LQ&H%B iunctlon
to execute the nmutual authentication, and a step of executling reproductlon
of data fromthe nmenory device or recording of data into the nmenory device
based on condition that the nmutual authentication is actually effectuated

d between the data processing apparatus and the virtual menory device.
According to a further practical aspect of the data processing nethod
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i nvention, thAcossdang efeethedseeend paspeetspigtheapresant snventiopyr tiere i

cnabl | RO el EREofdng aRSiod for shepllibaReRtEaBIst B8 B a lch
pat hs f omemoost idevice g feeyetordings of uddtar mtoothe imemmry devics, ythef dity's
Fangi ng P08 SREBON AATBBrSIE 8 Ste,Of FasouiiE: e BepgrBERGeation
plural i tyratfesdanpithr oc ogighitl %ﬁemefgwsaéwceh fevfué@elﬁnaa'ta NBri8¥ssingsK

(EKB) also includes such data faqr nci pheri1 ng upper-rank sTvia
| over - r AHRPHEALYS IThthesase-ie whuchtheanemary i ztwmiti@t tawehi Gnotion

b 00ces PeRuSi ot REBP BRI BACSART B SRLD I

( EKB) otuiédataoﬁmnd eunbnmnycdevm (hctepe(aordmgmztﬁ%ta mg@ltheimeﬂ](ulgztnﬁ@ewe
cordl n I r

epect  drdsehh F Scitidh, il $ho FRERAY, SRNsREalon’i€) fdualy’ Shtectivied

provi di rigetevetal the dace prooessinstapparatis and RheRrdrival eees@roQiBvicei ng: a

means for providi an ena I|ng key bl gck di st utjon authenticating key
previ ousl y em%ﬂﬁ@ & PEaCTa n@p%éwﬁtﬁed%ammms&l@gm

e, RO o T S i o
identifying whether such a memory dev1ce for reproducing or recording of
data is capable of executing a mutual authentication process. If it is
identified that the memory device is compatible with mutual
authentication, then, the data reproduction apparatus executes a mutual
authentication process with the memory device.

According to a still further practical aspect of the data processing
method related to the present invention, the above-referred data processing
apparatus incorporates an enabling key block (EKB) distribution
authentication key enciphered by an enabling key block (EKB) including
enciphered data of renewal keys on such paths for constituting a key tree
structure comprising a variety of keys disposed in correspondence with
roots, nodes, and leaves on such paths ranging from roots to leaves of the
key tree structure comprising a plurality of data processing apparatuses,
wherein the enabling key block (EKB) also includes such data for
enciphering upper-rank keys via lower-rank keys. The above-cited mutual

8




I n correspondence with root, nodes, and | eaves on such pa&?AP&%ﬂbﬂ§4fr°”]
roots to | eaves of the key tree structure conprising a plura

processi ng appar atuses as own | eaves, wherein the enabling key bIock al so
conprise such data for enciphering upper-rank keys via | ower-rank keys, a
means for executing a process for reproducing data fromsaid nenory device
or recording data into said nenory device solely based on condition that a

appar at AUESHHREAL DebFedtir RABRIFEIPERE (5 SREE hid6eb8tf ARBERAR

funct i orarnd ﬁpoeeour‘amtun}mhoagn hlem’twasoleh%r\lfj\lg h apipd roﬁtﬂg ath@{a?%gﬁ@g&ﬁgrred
or

oy boeosi LA HE: kEye Dlecr ERTR), dRudhution wnehikGhes) key ardpagotashg

the enatdutnanﬁeﬁubhqéégr grétlbu@tsr sezﬁeatth*t%tvﬁaiautrr% asbng.a plurality

of data processing. a at uses “for constltutlng y tree structure and
a means for GOQYdlnrgg toudheathirdpaspect daf atheprpressnt ninegntzons thedevis d

her cby BROUdeEr A BerhSF st alr i SVRITZ o A SRRt RYsrhl Withia

ef f ect uapropscralitéess coniprivingt hhmddits YortprdvitHnmg ﬁnden'ab@tﬂ Key tBlerck
roper ata. proc ng apparatus fromill egal uti I'i zi ng

1 SSI
E(r)ﬁt/gﬂt sahszf%b ligopsan tca;_tmgriﬁé' Brerwsaxs Qeap md rb}asg@ tarbﬁnabt-ang

present g coh ath ff 9ﬁ91 rr‘%ﬁbﬁfé? 9) fl W
provrdes conp ntmnt conputer 5% Kng
repr oducd:(i)mtﬂnmtmhgjatleey rtnee atmcmmye atemlpetsmg acvaﬂletgr of kmyatdlsp@sed

d te ecut i
matual Sherers R G BiTh afod hates s ABELEEes o skt hafh el ffom
virtual rgmgoty ldaveseoprihgi tteg treeasﬁz@rctﬁf@%tﬁhg@mqﬁggappﬁﬁ% "6f data

apparatus in the case in which the above-referr ry devic evor
of  fundPiQseSEIRG: APPATAHURES @81 OWil heaHtass avherginathe gnablipgok eyxblmfki

renory devibate P iR KhcTBRRRh REpRE AR RER) S‘aﬁqgﬁtﬂf"ﬁ%ﬁéﬁ%ﬁ 7

act ual | ynmramscfoatescedmmgem pmwat fop rrepmduomgrrziwtaafmaeatd heenyorit ual

TeDr Y AgYTRR: o NS I MRV Lo0F ECh T ASSRIILIE L G Ahg fourt hyaspect
that a mutual authentication is actually effectuated between the data
processing apparatus and the memory device even when the memory
device is devoid of function to execute mutual authentication with the data
processing apparatus, and a means for enabling only such a properly
licensed data processing apparatus to properly decode the enabling key
block providing the enabling key block distribution authenticating key
among a plurality of data processing apparatuses for constituting the
key tree structure and a means for preventing such an improper data
processing apparatus devoid of a proper license from illegaily decoding
the enabling key block, whereby preventing the improper data
processing apparatus from illegally effectuating authentication with
the virtual memory device to further prevent the improper data
processing apparatus from illegally utilizing contents data.




present invention prow des such a general - purpose conput ej4 aYSiEPpM th a
wi de variety of program codes readable by a corresponding conputer. There
is no specific restriction on the kinds of program providing nmedium i.e.,
it may conprise a CD, a DVD, an MO, or network service |lines, for

exanpl e. The program providi ng medi um defines structural or functional
cooperative rel ationship between conputer prograns and program providing

orogram on a sarisliBE LGSR Rt Rahecty o e IREFHE: MY Riafiy TR is
conput e:pnmudaﬁlrral ptrogeranonpn@exdmgstnmdmant hﬁlwlpgpsmldﬁsnva %@mp@m
cooperatl ve actl

%- xert ed he CO ter St em &&1%
o s St wath B speCttiE O R PT mrOesREY Tab rerechg Tant pfan
be real idgtd fwnt hembavey @Ieﬁ‘it:eQﬁ" reTEdh g (ﬁf déﬁaeilﬁbeé?ﬂémdﬂz"ﬂ%iéé‘ -t ' N

further as ects features, and advantages™ of present . i nvention 'w
nore fuld ﬁﬁoqug’r@mtﬁ@fﬁpﬁlﬁ@ﬁcalaf(ﬁt@ﬂ ofOff heex%lbﬁﬂhgrerﬂs mélfxlkﬂ as

heconmpar S HEHLIEdLHAE Ye Rt i e herﬁ% Proges it sihaintd aiPREn " Réirmal. |,
t he accdiwamgrnglevigs prpvidadsinia possespendingvéatd iprocessingaipsataiues i c
o caont TDn¢hst ase” Bur RGN (e LBBVERHCRIAR iRREng AL 5 HGPakd i T e
syst em ddiodaim s eeixéeutet hnuﬁualﬁ mlﬂreaslst camrogar/ﬁsg}mtg r ﬁl ghrtar e bb gilaecguﬁ;gregte
t emati c

Ly oot uiBprofiblion BF BAEA tEar i SISy YRR R oo i DL A HniE b g
B eaent S e o e On CORIAOR Tl She! Rl Uy s*‘ﬁt?%a??#éi o
\F;arl ety 18fd Q%Tﬁnﬁ%@é{%ﬁ[a%‘?&blﬁ% ‘89 %c‘i%@ RFOSPSS S aphazabds tan
present Mt @ Au ﬁé@e\ﬁc@resents exarrpl es of key/data distribution and

g

d di ng 10a,24 t 2004
eeoding ﬁle program providing medium according to the fourth aspect of the

present invention provides such a general-purpose computer system with a
wide variety of program codes readable by a corresponding computer.
There is no specific restriction on the kinds of program providing medium,
i.e., it may comprise a CD, a DVD, an MO, or network service lines, for
example.

The program providing medium defines structural or functional
cooperative relationship between computer programs and program
providing media in order to realize proper function of a predetermined
computer program on a computer system. In other words, by way of
installing a computer program into a computer system via the program
providing medium, cooperative action will be exerted on the computer
system, whereby generating such useful actions and functions identical to
those which can be realized by the above practical aspects of the present
invention. -

Still further aspects, features, and advantages of the present
invention will more fully be known from the practical forms of the
embodiments as well as from the detailed description in reference to the
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processes using the enabling key block (EKB) of a content%4 %@*E dpe data
processing systemrelated to the present invention; FIG sen? a
typical format of the enabling key block (EKB) in the data processi ng
systemrelated to the present invention; FIG 7 presents a schematic

di agram of tag of the enabling key block (EKB) in the data processing
systemrelated to the present invention; FIG 8 presents a structure of the
enablin Jre of data to be distributed in
conjuncgtgn- éééﬁ?ﬁgdﬁgﬁﬁhgﬁﬂﬂ§gﬁﬁﬁ%ﬁﬁggntents data in the data processing
systemrelated to the present invention; FIG 9 presents another exanple
of the structure of i structure of data
to be distributed idégiﬁfﬂiﬁsqﬁhﬁfrqbftﬁﬁﬁgﬂgiﬁ&é@@ﬁghggcontents data in

t he data processing systentrelated to the present invention; FIG 10 is

expl anat.or of the r oces en storing the enabling key bl ock (EKB) and
cont ent 5@%&&5@@ ‘in the data processing systemrelated to

the present 'F‘I@”tl es@h% ad d)%lfﬁg!scflﬂ?étﬁitﬁanscﬂfbrﬁéﬁ@fp'aﬁ%é %nt for

hi erarchi c eytr structure ¢

r cat egor
pr ocess@@ ey o tl@@ data processipg §§§tﬁmlrﬁi)4§ﬁ dlitor] emt@semtzlm%emfpnanat ory

dat & pr bcess s g PERTD At et lThictiosfdticr BRI of g sysfOi abld ' e
CHE St oty e T R S Ry A
expl anat olroy ccfﬁts'hg?spi&ﬁ IS el SO @@%ﬁﬂ%koﬁ EKEYLETATe rhllﬁ"@fdgéﬁ tree
proceSSIstgu@uﬁéemﬁ ekplathtby Lo Pb@éﬁ@s for efpherin Fat@vari@tprpbf $ 2@

bl ock d gramé_l%a re roductlon para us and a rre ry devf.ce used for t he

data pr BtaPrQGassIng Sy’ etmere teddor the present sayertion; 16 |s

expl anat ory a )&{Iﬁ n H@?ﬁ? K?c?) at a

pr ocessi ng S%‘%G;mqrag?égrggté g pr ese lé Pittlvgfn]{lgon léCk?ag XpF

of dat a distridaiting aa fvabtyrembrgeys amdradatay in 1tie datguproeessing system
related to the present invention;

FI1G. 5 presents examples of key/data distribution and decoding
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device in the data processing systemrelated to the presepj gy{t%bgn; FI G
18 presents a schematic structure of data stored in a repro ion
controlling data file in the data processing systemrelated to the present
invention; FIG 19 presents a schematic structure of data stored in a data
file in the data processing systemrelated to the present invention; FIG
20 presents a further detail of the structure of data stored in the
reproduct i gsro@%e@qhémg&h@aéﬁaﬁnﬂgue bloek (RIEBPbe acanitanrs keham el ah

t he present invention nts a further detail stru ure
of data st@réﬂesmngsyaammlat@dumm@meatmmgnng systemrelated to the

2 Gata file in T OEeSHE L 0PIEL IR o bRHpRrgRAThIGH! RIS B 11

i nvent i on; the@ataPpmcessing sypterh relatad to mprémﬂnvdntmmtor ed in-a data

file in the da rocessi ng system edto ve FIG
24 presents Ki nﬁ%f B‘”e?eélltg g‘ﬁ quggg

operating (BHB) ir[‘tl&é‘ﬁa@é‘? ét%nﬁé!a%ﬂ%'tﬁ%ﬁﬂeﬁ@nﬁ i$ve e“t
invention; FIG _25 i.S exp anat ory contraol| ata in t e data
processing systd r%lmﬂmﬂsoatﬂtl?u@rm t eneémblmg 89 and par t

oystem r of SPSUARE ol B4 Beciick @Pﬁ%@tﬁ%ﬁ?ﬁm@éﬁ %ﬁt@é%ﬁi% dthd
arr angerrenbontelhisaditatadamathm datzs ppradeseimptsydibor kelafedy watthef igresémt t he

data processing,.systemrelated to the. present invention; FIG 28 presents
a fl owchar Y fi process for recording relevant data in the data

Pt ol Bt bont ook o BREArto abehir eXAMpleItHe MRk of hPERRBNNE Iy
related t owq‘(gi tﬁﬁgrﬂn the strugture|of dada teree disteibntedoinc comunchionhwith
el at od t o PREASCRENS nfCeitalls ‘%aﬁéa’%?hp@égﬁi’%%‘s@ﬁ%%ﬁ@%@% o
for appr ovihe present invandionsf keys in the data processing systemrel ated
to the present igjyeniy ?snexpll%n %0 %ﬁhezﬁ)r%%ess when storing the enabling key
block (EKB) and contents data in a memory devme in the data processing
system related to the present invention;
FIG. 11 is explanatory of an example of the hierarchical key tree
~ structure classified per category in the data processmg system related to
the present invention;

FIG. 12 is explanatory of the process for generating a simplified
~enabling key block (EKB) in the data processing system related to the
present invention; .

FIG. 13 is explanatory of the process for generating an enabling key
block (EKB) in the data processing system related to the present invention;

FIG. 14 is explanatory of the simplified enabling key block (EKB) in

. the data processing system related to the present invention;

FIG. 15 presents a block diagram of a reproduction apparatus and a
memory device used for the data processing system related to the present
mventlon,

FIG. 16 is explanatory of data stored in a memory wnit of a memory
device in the data processing system related to the present inventiors

FIG. 17 is explanatory of data stored in a flash memory of a memory
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FI G 32 designates an aspect of stored data in the data p ' system
related to the present invention; FIG 33 presents a flom%ﬁg\rﬁgé%?g?%e_
process for decoding relevant data via utilization of an enabling key

bl ock (EKB) in the data processing system related to the present

i nvention; FIG 34, presents structure of data for jointly distributing an
enabling key block (EKB) and an authentication key and an exanple ' of

processindgellie 4R ddd PrdLenantysien felated tehdYresehPRfRstR; Sy St em

related to the resent | 5 presents "anogt her structure of

data for joint!|¥IGisdBi presentaina echematic kefruckure kof M@ sierednin a
devi co. i n TR oo RAT R Racte BLEER APRABSHE sl R
FIG 36 deshg@aémisjmggﬁﬁm;of an aut hentication process by way of

the brosent i nvEie: d8 Debents s sehamatc sbradigs bt R s adira Tie fh
aut hent | cathoRa69 Hrocd Mt YRl RIatENY thid Predoiit alibbitiopliecki ng val ue

(I1CV) usab . ata” processing systemrelated to _the present

i nvention; FI G F36. 20 presentmaduyther detaibpbthe strudture obdat swredinehe ty
Cnvent | on: Redtaduisioh, coflabliind HetaPRRE BT EhB A pROCSENTY Bfstelly refaBHRS . -
20 desi gar e B B o s 1 of stori ng. Lhe LY walue. in f e data
40 es a r -

procgzlsiggg1 systm- ADERP t%&%éﬁ@n‘?ﬁeﬂ%ﬁ&u@}'@ Qﬁiﬁg? I a
flowchart {ata 16 H'the dalts gxgbfe%g;zihg%ybﬁbs 'ex thhelsgidto thopassemdns¥atien r el at ed

to the present [nvention; | anatory of the process, f

generating expakd&bi28 mrseniapaet ok agtbyiobeader dataséerasin ﬂéiaégcﬁ]@débl e
FI G a3t thE st sifbdeit 855aT AR tﬁ%ﬁ#ﬁ%%%ﬁﬁx%@e%?f?ﬂt L enrom
contents key byFiy 23fpresehits ipagt af attrbttenheader Hlamalstoﬁ%a)n aidataHEedat a
13 24 AUGUSL e 4 processing system related to the present invention;
FIG. 24 presents kinds of operating mode and recording time under
respective‘ operating modes in the data processing system related to the

O

- present invention;
FIG. 25 is explanatory of copy controlling déta in the data processing
system related to the present invention; o
FIG. 26 presents part of attribute header data stored in a data file in
the data processing system related to the present invention;
FIG. 27 presents a schematic arrangement of header data in
respective data blocks of a data file in the data processing system related to
‘the present invention; : :
FIG. 28 presents a flowchart in the process for recording relevant
data in the data processing system related to the present invention;
FIG. 29 presents a mutual authentication process applicable to the
. data processing system related to the present invention;
FIG. 30 presents a flowchart in the process for reproducing relevant
data in the data processing system related to the present invention-
FIG. 31 presents a format of data file for approving distribution of
keys in the data processing system related to the present invention;
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processing systemrelated to the present invention; FIG 4#al§,E%8hanatory
of the structure of a device key block (DKB) used for the ﬁa a processing -
systemrelated to the present invention; FIG 45 exenplifies a structural
arrangenent for storing the device key block (DKB) and the enabling key
block ( EKB) in the data processing systemrelated to the present :

I nvention; and FIG 46 is explanatory of an aspect of the process for

and the Cenabl | Rickar (FgRbtitit pebblt b shikad BafT A ehd Pl BREeHR
the presesystenyeelated to the it DR&ERICTI ON OF THE PREFERRED EMBODI MENTS
S f th t i t FIG. 1 illustrat | e of
Cont ont & dat & oF Cer PBRIRSHE) STl ORLlthi Rebgerh i A Eina e ey AR iR,
system i s gpphiitiahtion of £P8hablitig 18} Blodk(WKBY ih fhe tha privesdinBSyisténa

variety of ciphered data conprising contents-data or contents keys,

speci fic keslatedto the present myemdiacation, or the like, to a data

processi ng nea 0 k0O : Lt es
t he recei ved con %h?%%?gng%%%épﬁgﬁfﬁow 2%@%%e%%¥laﬁ

condi ti on, keydlotle (EKBY gnidr gn autdeatitatioie ey emd rars exateplerof mmeessing key
bef ore evept ual Leproduci n I ¢t ure, data, and audi.o data or egyti a
vari ety of&b“‘r a&%ﬁ%a aE’i‘glﬁXﬂ-&g d(%?“‘ffa{l&t %r‘%@@&%s%’&&%’ m H%]%@e&%o thé

di stributipgedmaipvéAtiongd the data processing neans 20 is executed via

network service_|ljnes such as internet servi cg Iing,s or. vja_ distributable
recordi ng medi c BOaeresepts pngther staickure pkdata ??J(@Ddo’ tmg en

27 11 E8tog e W R 0 AP SR DRTSy B1 S el

a' data mEnory | N as “a_nenor | Ing a Nendry neans
such as a pra=ssimnthy data vea |4 kelevend émmnthg- in prad®essmyg wysbemsuch

a nmenory negns i nc orating cipheri.ng function, for a concrete exanple,
menory neaﬁezlamp%gé pgeﬁgﬁgﬂy U¥H' . which is a regi stered trade nane of
So nyhOO(r]I por at i OREGV\36ndwsi] . _hésfa bedjgenes af hmautilzagileiﬁonmmg@éﬁ bsrgwﬁyfdsﬁ 20
to the data nenory neans and .vi ce,vers§a, ,a ugust tugl -

aut hent | caBPBITIER SEERH %@%ﬂ@ﬁ%da%mgewggéy gelaged to

the present invention; '

FIG. 37 designates an example of a message authentication code
(MAC) used for geperating integrity checking value (ICV) usable for the
data processing system related to the present invention;

FIG. 38 is explanatory of an aspect of the storage of integrity
checking value (ICV) in the data processing system related to the present

- invention; : | o -
FIG. 89 designates a format of sequence page for storing the MAC
‘value in the data processing ést:em related to the presernt invention;
FIG. 40 designates a format of pool page for storing the ICV value'in
. the data processing system related to the present invention; '

FIG: 41 presents a flowchart for checking the ICV value in the data .
processing system related to the present invention;

FIG. 42 is explanatory of the process for generating expandable MAC
values and a process for storing the expandable MAC values in the data
processing system. related to the present invention; |

. FIG. 43 is explanatory of an aspect of the process for acquiring a
contents key by way' of utilizing an enabling key block (EKB) in the data
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prevent unaut horized duplication of contents data and keyﬁl&rw%ﬁ@g
commtted. It is also possible to shift contents data betvveen respective
apparatuses included in the data processing nmeans 20 by way of executing a
mut ual aut hentication process and a data ci phering process between
conponent apparatuses. The contents data distributing neans 10 conprises-an
internet service line 11, a satellite broadcasting station 12, a tel ephone

circuit |imece é&ngr'] SR pdlat@ditethd r@@én@mmld?}m CD, or the like. On
t he other ~ han e d

ata processin ans 20 ma erso puL ar
21, a PD (Por tBHre 4deis ¢aylapato Wﬁgﬁggtﬂ@%ﬁqé@t ﬁl@e‘ﬁg‘b nEL)C as
a portabl r the
li ke, a dﬁgl;le% #&Sﬂ;@; re%m(%ugﬁ% a%%gfg%ug%gbﬁtﬁéaqﬁ??%gs-ﬁawﬁé%@dl ng_ and
reproduci ng meaREG. dbcéxamphifibyla shoickucsl asrangremenk dor staang hedewige

et st or eckey ik ENEETRRY 5 Srahfipe e Block TR B} LS debilsihehisfe

devi ces Ofsyét@n:ﬂ@é]ate@wmé Qemrﬂibrﬁr eaig¢spectivel y capabl e of
acquiring cont ta de ivered f omthec&ﬂ&tﬁgnts - d a distr. buting

means 10 via a sOls gBhagRe
h d d
ot her at r&%ﬁg%ﬁ%%??ﬁ? lﬁlﬁﬁﬂ? fRe d@éwica® ybl&knéDR%)a%zﬂ B

above. strates a typical exanple of_a process for
shi fting ommhhng kiey blodk em thevdatan pro@ssing a@yshent irelatedpta dbes
for shiftin 8 contents .data anong a personal conputer 100, a reproducing
appar at us age devi ce 300: The pefsonal conputer 100

I ncor por at es a HD (_Hard Di sc) and al so such a nechanismfor internally

per sonal ¢ %W@ﬁ'f@mﬁﬁ@ﬁi@ FHITERRED MO o

| i nes such as i mﬁialﬁ% fm% dténile! ephone circuit lines or
the |ike. For exarrp e IS possapg ?or he persoa conpl ter 100 to
recei ve a varieb¥x MMlMﬁﬁm@@aw@ plcdata u Sﬁs‘ﬁﬁgﬁa

\pglr gv?dgst( @ﬁ%&&g@ﬁﬂﬁ: %&%aggééeggié%&&sf’%ﬁ \zgir%e&ggﬁ?%%g \%nl C SI C
15 24 AugudatiﬂihftﬂBMg o ann 1O tearsmitshavaridyafeipheraddety eomgmisings
required befr?te nts.data or contents keys, specific keys for effecting authentication, or
the like, to a data processing means 20. Then, the data processing means
20 initially decodes the received contents data or contents keys held in the
~ ciphered condition, and then acquires these decoded contents data or
contents key before eventually reproducing picture data and audio data or
executing a variety of programs. Exchange of data between the contents
data distributing means 10 and the data processing means 20 is executed
via network service lines such‘as internet service lines or via distributable
recording media such as DVD (Digital Versatile Disc), CD (Compact Disc),
and other means.
The data processing means 20 stores a variety of data in a data
memory means 30 such as a memory card incorporating a memory means
such as a flash memory or the like. The data memory means 30 includes

~ such a memory means incorporating ciphering function, for a concrete
example, memory means includes a “Memory Stick”, which is a registered
trade name of Sony Corporation. Whenever shifling data from the data
processing means 20 to the data memory means 30 and vice versa, a
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delivering the decoded data to the reproducing apparatus Zb %ﬁf@004
receiving a contents data, the personal conputer 100 executes

aut hentication process and a noney |evying process as reqU|red betmeen a
host conputer owned by a service provider. Further, the personal conputer
100 al so outputs a variety of data received via a CD or a DV/Dto the data
reproduci ng apparatus 200. % The storage device 300 can be |oaded in and

unl oaded f rafthakadtiehticARs® Protdrg sanbarditascipberinkh r@ﬁ%%réle&@duté\&ﬁ@r y

Stick"” being a r oduc andare |steredtrade na ora
functi oni nPTEVER} fun&ethqmesidmg@a@en %ﬁ@rﬁ@ S gzs

sem conductcgimgﬁﬁg such as a fl ash rrem)ry As shown - in FIG 2,
whenever processing for shifting data, reproduci ng data such as music data
and picture datdt scalsoi mpssihie dnd Slﬂftplcmﬁenbfg ata bebtwgenheespesieve

Ctor age depruntapseoTbdsd indhe AR phRRSIE bR R0 S, oy il .

shi fting deyviraatualvaetBeticREiOneprddees dad é rdabzber gg%ﬁhgf bestely loetRvesmg

unaut hori zed equi pnent-. This process will be descri | at er ,.on. Further, -
whenever d.@mmnm@p%@tvéms data via netvvork service lines or a vari ety

of recording ne V&P
conmputer 100 an?}?e gfoina repro ucl ng appagat us or e[b\%rgﬁnééé’ & ﬁib%?ﬁé{-’
r epr oduci ngezpigerline d laadsatelkteobroprlaistinge skaioon d2, . helephpneammumrhne

cxarpl e, SSEp Lt St I 881 P15 SIDIRSCH SGELHYRY, 5% Bl other
di stributi dmrsd siteflaepesddssihgneedrs 20 @na benapaasanab bomlpdtey 21, eePD
o % Pork 550 e paian SR Enat s AR A,
of ' cf pher | ORI e & A s Lo IS 28 ?Mﬁé@éy
contents daeproducing epparatiz 5 ayilizipgea i regording @n rr@pe@a[i)
FIG 3 redtih e DVRAM T IR o he e, 3ot cesb}é}“ﬁé?%trﬂ.ﬁ??a?. it "% X
above ref ermmethdr§y @Ad/sunlsas Zh@mem&nﬂéwhmmasegistémd teglteodameang
and executl ot éo?aey r&ox%’t%%ﬁonv for example. Individual devices of the data
| processing means 20 are respectively capable of acquiring contents data
delivered from .the . contents - data distributing means 10 via a
communication means such as a network service line, or from other data
processing means, or from the data memory means 30 as cited above. . 7
FIG. 2 schematically illustrates a typical example of a process for
shifting contents data. The system shown in FIG. 2 exemplifies a process
for shifting contents data among a personal computer 100, a reproducing
apparatus 200, and a storage device 300. The personal computer 100
incorporates a HD (Hard Disc) and also such a mechanism for internally
loading an external memory . medlum such as a CD or a DVD, for example.
The personal compuber 100 can be connected to a variety of network
service lines such as internet service lines and public telephone circuit lines
or the like. For example, it is possible for the personal computer 100 to
receive a variety of data including audio data, picture data, and programs
via a network sexvice line from a host computer owned by a service
provider (not shown) presenting data service via an EMD (Electronic Music
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contents data, for exanple, these devices individually copz ég&g @
contents data (nusic data) reproducing device. |In other mnr& Q ﬁ

i ndi vidual |eaves of the hierarchical tree structure corresponds to
respective contents data reproducing device.. During the manufacturing
stage or at the tine of delivery froma manufacturing factory or at a
certain tinme after the manufacturing process or delivery froma factory,

eachl of f t h@x@tﬁh\m@g& Guid - tHerst dé&ls(d@ t}miq«elceyvedaldamaalt@fﬁegmdndi&foféom
own ea 1 PecCli c r.out a ey reLsin ea e
Undi vi dual Gebxesme thendegogady &1 b reRtOguciRg ggmmuﬁn§§+ G‘é’hema

ot tom of FPCE g A, 4ae Snlg? ﬁ*&lﬁlﬁa%ﬁg?%%ﬁ ocar <y e’ i
Ikgdl V|t guﬁl a“‘“hﬁ‘s‘?ff‘ﬁmé"ﬁ@?ﬁs lamdgrgonayremm prmessmowlmm ERVERD A
reg)pect i ve:l'ﬁpg 13 ﬂwg%kjif 4 ﬁgxpﬂ(ge ﬁ@lggfucm%bm% H‘ﬂfsﬁ’f‘&l 3,
for exanpl %oniﬂ\@be@lem@gls@w LitBQi/vdﬁ@ iof ld ata | reabiveelyvis0 @D arda BB keys
KOO0, KOO, KO, . and KR . The eV| cag;uﬁr@ provided with a key  K0101, K010,

Ko1l, KO, aibherRtameproducinganpay ded with a key K1111, K111, K11,
KI', and KR Theﬂ{eegtoragé Wa@ﬁ% b8 154dd %%@ﬁ.ﬂzﬂ@édé&ﬁ‘iﬁﬁ't‘f@data
to 1 ye

ranglngfromo e tree structure itself conprises 4,
stage conpaeproducingcapperatuss 20kt r The lapovercitesh d Meamsayh Sticke cbeings . a

o cos’ an®i0uEt ABRER TSR G et CalR SO Robl TorlihBbl St phifR el
structure a$ the) storkgs levice BO0davtgREape s ireeditabletseenicondustorucicmery

shown in FIG ot porates such a device capable. of utilizing a variety
of storageSHGhl%%%ﬁ%@ii‘rﬂ@P%@Wg vari ous recording medi a including such a

menory card utilAgidighwna iBUIFIG! nztmhehb@éﬁ PRORiI9E foxdeé}ﬁﬁﬁﬁ Iﬂafthash'
menory, a DVD, or a CD, or a M D (M.ni Disc), for exanple aaltlon a

variety of rapmduqngdﬂxatas@adn AESIVDC dat& @nslepmtuw deda; mwds,ng
(he oLt AR U e 30RO 885 ot ot K
ci phering k'epmducmg | apgeat-aftas ZO(ﬁpI atﬁntbheg Sl:bBage edeviicei 1306nt aomutaak4
August 2004 Ly Lhe system 10 el Geiakliat Ghes WiRfe, WeliARP W RBkISPS
preventing data from being shifted by applying unauthorized equipment.
This process will be described later on. Further, whenever distributing .
contents data via network-service lines or a variety of recording media or
shifting contents data between the above personal computer 100 and a data 7
reproducing apparatus or between a data reproducing apparatus and a
storage device such as a memory card for example, security of the contents
data can be preserved by way of ciphering the contents data.
[Tree structure for constituting a key distribution system]
Referring now to FIG. 3, a hierarchical key tree construction is
- described below, which ensures the system to safely enable to distribute to
the properly licensed devices such ciphering keys for ciphering the
above-cited contents data, for example, such a variety of ciphering keys
including such a contents data key for ciphering contents data or contents
data key ciphering key for properly ciphering contents data.
Reference numerals 0 to 15 shown at the botbom portion of FIG. 3
respectively designate individual devices for constituting the above referred

C)ﬁ-
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jointly existent, it is so arranged that the above devic é. and 3,
corresponding to the portion encircled by dotted |ine shga%g?%iig 043 are
installed as a single group utilizing an identical recordi ng nmedium For
exanple, after a ciphering process, a provider delivers the ciphered
comon contents data or such a contents data key conmmonly usabl e by

I ndi vi dual devices to those devices encircled by the dotted I|ine.

Dayrent  of SALR ipesBEiel mids S BRTxehicilicing, 888" ShectRifle" e fﬁ?‘?{’} L al
T35, e st s el s ot T
gp-a fi na (“g‘@ rffaﬂ:ﬁj i8R ‘%‘ga‘ﬁl%ﬁw?or R AQUOET o g)@@ﬁ“‘i
process fR‘avtersaﬁstJlé hié"l%rélﬁkﬁl’@fﬁe gahrtare %?&Sgbﬁdbh% f@:‘r{ﬁb@ﬁ%e Qontents

and .3, caQrrespon |ng to the portion encircled by dotted ne shown in
FIG 3 as datamg whoug eVlXHuaIIy there are a plurality of such groups

Fecei ving and DHEHE R RS Actaine stadiC e bt B8 (it Rt deliR i &
o AT TR, L L LT el bt
keys may | AF BoReiam each ofthote;deieskdl L dm sores mydeantsey

Al ternativ raé%d@'ﬁ@eﬁawvmtléafnab@ JPReHRE Srotdé aa i Shr | Eytsag

means on the pa rt o provi der. or. a_financial organizat,ion de5|gnated for
settling acempnsingne aﬁane 9 of dodiviguad leaves it eohleaarén freenstrvictiues

t -t . t
node: key ofOL im. PTG 3 °ﬂfﬁk$”f§ At o?@%’#ﬁ?%‘s THS TOREUES nonerdfy
EXEC:Jt edde(lO(E) k@lKlltldnSh@dvm aﬂgth@thodstomomfF]i@r I&hailantll;lmlﬂml U ghergnanﬁ the t he
- relate cia zat | ent in t
i nventive iqaga ge‘fif @’%@'éa} é]%é’}l‘r%%d £ é& F%ég gtrapg egnﬁhz?t
i ncl uded i ﬂh@s@k@y@ KRE(BMtdké YK V1 pdestibddvat bh@@én@ﬂdrxm (35 Ye] ﬂﬁas,o
KO, and KR- By way _of utilizing the node éiy comuni zing structure,. it

i s possi bl botton spalkrespeeiively comstiule sededeys. and 2, with a comon

Chotall tng 1 e B RN, e no#ﬂ%%%‘%"ﬁ Ry2ERhFplS) tHEStico 0 is
provided with a leaf key KOOO and node keys KOOO K00, K0, and KR.
The device 5 is provided with a key K0101,K010, K01, KO, and KR. The
device 15 is provided with a key K1111, K111, K11, K1, and KR.  The tree
structure shown in FIG. 3 comprises 16 devices ranging from O to 15, and

yet, the tree structure itself comprises 4 stage components which are
symmetrically balanced in both directions. However, it is also possible to
provide the tree structure with more devices and a different number of
‘stages in various portions of the tree structure as well.
Each of the devices provided for the tree structure shown in FIG. 3
incorporates such a device capable of utilizing a variety of storage devices
- comprising various recording media mcluding‘such a memory card utilizing
‘a built-in type flash memory or a detachable flash memory, a DVD, ora CD,
or 2 MD (Mini Disc), for example. In addition, a variety of application
services may also be provided jointly. Based on the jointly existent devices
and application services of different kinds, the hierarchical tree structure
for distribution of contents data or ciphering keys is utilized for
implementing the present invention.
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a contents key, it is possible to install such a content bei ng
comon to the devices 0, 1, and 2, w thout delivering a ﬁ%ﬁﬁ%ﬁﬁgbﬁﬁyther
by way of distributing a value Enc (KOO, Kcon) conprising a new contents
key (Kcon) ciphered by the node key KOO to the devices 0, 1, and 2, via a
network service line or via storage in a recording nedium using the
common node key KOO hel d by |nd|V|duaI devices, it solely enables the

et or o acqui 11, tHE siite SR L%ev&?ﬁé‘f GRRE B R0 i on
T e e o Lo i .
case in
devi ce 3 ¢ Rqrsion, encirtled by dc ¢ sh
e et
conprising the devi and 3, thencefort essentj gl that
the device® aﬁ’@rdl%eagbgwlg RHPCES @fdamvg@%néiﬁ Tha) Pﬁ@lqne
espectt variio Sheets dars dicc( bpnihs it 30 ?ﬁﬁ?ﬂ”ﬁbh Pt)

R and yemdlwduai daehaoemta@ thesa devisea ericiicleddydhe detged line.” dmdagotiten he

genr at i orE VPRI, T4 f SeciageRe0uaat EpBidied; dir L RifaLEY PR’ o
gl(Zf:trJlt ggtlb vva of %ﬁqgllilgée?l g Sgt%ﬂgﬁ%b@hoptowﬂeﬁleg(dnﬁnénglﬁ%gk .data cdallll ed
enabl i ng | 3 d p alf%m& Terelving | 2Rd or
via stor az&a@@tﬁﬁ%‘)ﬂg’ca{' % mﬁoolﬁdleld&ﬂ/aé%eg subh 88 proVitRreaa) | ng

key bl ock IS -~conpose such C|pher|ng keys for distributing
updat ed kefynancial mrganizatioe designatasofort setthing aecnunts exedquées & proeess

t1tut h b
bl ook ( ExePEnip bRt oot rﬁé“fé”;yh”giémﬁ tht SRR, T Hhd %,
above-r ef edoredspoadingnth Kley ﬂaﬂmh éribgled HopvdotredAling sHo@m4n EHE‘pBl SeS
such a bl ock fata bearﬁuﬁ Edata con rtéi&ye#eln whi ch Onnﬁ t hpse
devi ces r ¥}HELE BFOMPne ¥t fBETR dFe kR B, SHeh romps 1k the key
bl ock ( EKBjersbae RofrPin 16, 3. dStehes relwtedaphic hoshiiadlyl 1%&4@@9&&
2004 fornmed for di strl buti ng updgt ed, nqode aﬁanf the generation in the

transmitting data from to individu vices such as a oonbents data
‘provider or a financial organization functions itself as a means for
distributing message data.

The above-referred node keys and leaf keys may integrally be
controlled by a single key controlling center. Alternatively, it is also
allowable to enable message data distributing means on the part of a
provider or a financial organization designated for settling accounts .
norma]ly exchanging a variety of data with individual groups to control the
node keys and the leaf keys. In the event if the node key or the leaf key
incurs leakage or theft, a updating process is' executed by the key -
controlling center, or the related provider, or by the related financial
omynﬁzaﬁon; ‘ ‘

As is apparent from FIG. 3, in the inventive tree structure, the
-above-referred three devices 0, 1, and 2, included in a group are
individually provided with common node keys K00, KO, and KR. By way
of utilizing the node key communizing structure, it is possible to solely
provide the devices 0, 1, and 2, with a coramon contents key for example.
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devices 0, 1, and 2, sharing part of the key tree structuyes @%@ I n FI G
3. As is apparent fron1FIG. 3, the devices 0 and 1 respecti y reqU|re
provi si on of the renewabl e node keys including K(t) 00, K(t) 0, and K(t) R
whereas the device 2 requires provision of the renewabl e node keys
including K(t) 001, K(t) 00, K(t) O, and K(t) R As shown in A of FIG 4,
the above-referred enabling key block (EKB) contains a plurality of

c1pher 119 8 Sy ilhehiResy BRISS, Lhe chationly ek redellenpHDGioel Ens

rresponds to an, up at ed node key K
ci phered by dchdenbosyy at as rpassildef tkagstalbeush avepnienys ¢ éfﬂ)lx&ezngsy

P Phar o tkhe o é%f'ﬁ@%w%?%@“?hé@%dﬁ%ﬁ%déﬁ& S B e T
gﬁgngltﬂgr »E& f n¢ ( K( (é)r andEI?(h ﬁ(éche fgmpl‘x*amg ableevgl:on c e
Iovvestpra ex¥ Dfﬁlﬂll‘%?@d%:b h@ m&&ﬁﬁl@c?%ﬁ@‘?ﬁ% g’p&a?%‘@ Z’ogﬁa

K 00.

LA s e S

hown 1n ASTICRE @ Kﬁyt%ﬁaﬁr‘% J15 Heels £HE'GRASER, upd %%t‘%%ﬂ@?ﬂ@ Kh%ﬂoxg
not

t he ot her b@f@ﬂ-e iaequding ¢the denterds da0a0 kayd (Keool.,
sugh

I ncl uded from t he V\@ ob! ectgﬁgﬁé%]glg&ﬁhéﬁg)@?%%%do and |

K(t) R ar edpsigmates

devi ces 1(0000 gogt gﬁ sucts ReéseVitl Wlﬁ@hqgﬁ)sbhbeﬁ! H011nKeey, Koo, (E{()OOO
and K(t) 00) cor respoh

tothethlrd rank sho FI G

4, wher ebyaadgliR, held by t &@Vlkf@y KTy 9]i°§% ‘T@Qﬁ&gﬂiﬁgﬁi}@'@
e i 8RB 5 o e Ogiibis oty
updat ed nogackey ¥foip Cconfprisiteyithes dev{®800, dnd2] @ub3 oxtdy ofels he
chown | n°acstential St the dBRye's bl be S AERAR i ?‘ﬁe@% EREERE (e
K(t) R 1 nybHiise tRs, it is éssettisd4hdudint noddkeps I5001, eKﬂﬂ; KO;eandaKi&@eﬂl
and 2 to | Qgégéc%‘l’x?él%eafe%‘faégd th $R921egs KAF 001, K(®) 00, K() 0, and KO R,

and yet, it is also necessary to notify the devices 0, 1, and 2 of the updated

keys. The character K(Daaa designates the mew key updated from

generatlon () of the preceding key Kaaa.

Next, the process for distributing updated key is described below.
Renewal of key is solely executed by way of delivering such a table

* comprising a block data called enabling key block (EKB) shown in A of FIG.
| 4 to a network service line or via storage in a recording medium to the
“devices 0, 1, and 2. The enabling key block (EKB) is composed of such

ciphering keys for distributing updated keys to those devices corresponding
to individual leaves for constituting the tree structure shown in FIG. 3.
“The above enabling key block (EKB) may also be called the key renewal
block (KRB).

The above-referred enabling key block (EKB) shown in A of FIG. 4
comprises such a block data bearing such a data construction in which only
those devices requiring renewal of the node keys are renewable. The
enabling key block (EKB) shown in A of FIG. 4 denotes such a block data
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keys including K(t) 001, K(t) 00, K(t) O, and K(t) R '”dfﬁ(Agﬁ}% obhr A of
FIG 4 respectively designate absol ute addresses of the node keys and | eaf -

keys usabl e as the decoding keys. It is not required to renew the node keys
K(t) 0 and K(t) R corresponding to an upper rank of the key

tree' structure showmnm in Ma 3. |If it is necessary to renew only the node
key KOO, by way of applying the enabling- key block (EKB) shown in B of

Gevi cos o, CmBaf UM, MptB] bl RATREST RO il “9031%}“

appl i cabl edemoasdthl aamﬂ:&shammglpant of hbevkeyntreatstrueturecshawniin Blined. bk

dovi ces 0, Asy P8 apbatsyhs B £ o5 1R 0EFRs YRR 1 9%%%?@3%8? Sue,

in FIG 3 fradismﬁwlthﬁ Mx{elw%lﬁ?makrm keys mehnhﬂgrﬁ(ﬁiﬂﬂl Fktrog amhK(t)ﬁR |
rovi sion of, a new contents data ke con i ac er In
ltohl s case, W}E@l‘e@@ V\i'lﬂo Vl@‘)/ﬁ((l‘?)lu@@%u %Wﬁr%ﬁ\fﬁﬁerﬁﬁﬁwaﬁ?g? W%O];i
comopn Wt C@E’ggﬂ&y%}%@@ m)jOSanag&{t)%qdata Ene (K(t) 00 and K(t)

con) generate pher common contents datg_ke

K(t) con is di ﬂsrshmwvndnﬂo&'&ﬁﬁxrdsttherahwehrefaﬂedmbhg key ook

Contont s agpaoay & ouly (HSHbbefing Regs, | The Gftleth? @&eﬁﬁéba“%%ded

By thosef nghke%opfe rtgrEm@s(KO@[lOgiIK&)tﬁel)ievgdﬁs%ﬂres pomds tmrai@d
1 phet ed cRadRse 'é?rgong‘fwﬁe&ﬁr@kﬂsjlmﬁgd@aéﬁst&w% Fefopid foathon Ki01Go

enabl i ng kw&%ﬁ@&m@btzl %Sﬁﬂghfgcme A4k EP oft its %Wﬁ,feﬂaé dkoieetd 3

con at such orrespon [D| stri bytion of contents key
avai l i ng obna]héed(tEKMCOda the wipkereds keycwhe 36@@5&11‘@12\50 %@Hdﬁte anekei ce

ipdat ed comi N Eaidheryfeind e B@ﬁag&?y. i gﬁﬁ 1StE deeifgdr?p 5 of
a process tadso ggblg aoe decodet ¢hes cigherig) keyn Bic s(i(h) aO(ﬂbmaml K 00)
Fespect | verErRspaRaE A the SBeond e Rt bt 18 19f PI: & aybapiby  es
PUE B > A RIPRep St e By BOMODLSTn 2 oy hicie Bl
(B8 S codes the ciphering key HEnc &&&) 00 an(d k(c) ?)) corresponding to the
seoond uppermost rank shown in A of FIG. 4, and then also decodes the
updated node key K(t) 0 and the ciphered key Enc (K@) 0 and K(t) R)
corresponding to the. uppermost rank shown in A of FIG. 4, whereby
“acquiring the updated node key K4) R. On the other hand, in terms of
devices K0O000 and KO0001, node key KO0O is not included from. the
~ renewable object, and thus, only K(t) 00, K(t) 0, and K(t) R are required as
the renewable node keys. On the other hand, devices KOOOO and K0001
respectively decode the ciphering key Enc (K000 and K(t) 00) corresponding
to the third uppermost rank shown in A of FIG. 4, Whereby acqumng the
- node key K() 00:
The devices K0000 and K0001 further decode the ciphering key Enc
(K(t) 0 and K() 0) corresponding to the second rank shown in A of FIG. 4
whereby respectively acquiring the updated node key K(t) 0. The devices
K0000 and K0001 further decode the ciphering key Enc (K(t) 0 and K(t) R)
corresponding to the uppermost rank shown in A of FIG. 4, whereby

respectively acquiring the updated node key K(t) R. In this way, it is
20




As shown in FIG 5, using the (EKB) corresponding to gen | ' "t
stored in a recording nedium and a node key KOOO previ ous?{/%g&grzé JL’ﬂian t he
device 0 itself, by way of executing such an (EKE) process identical to
that is described above, the device 0O generates a node key K(t) 00.
Further, by way of decoding a updated contents key K(t) con by applying

t he decoded updated node key K(t) 00, the device O ciphers the updated

contents kﬁ,x,gﬁlﬂ% £5P1 égﬂe%ﬂﬁbﬂg ghd 23b Mﬁ@%ﬁéﬁ%ﬁ%\tﬂ%@%@)};& he

device 0 its n,.in ordér to utllizetheé contents

K(t) con | &eys imeluding K40 Q@](-),O 81 00,K(ne, andhK( gﬂupﬁadem shosm dnt A afey

() 220 | P rpl Ao A8 Ll O BB o
i(denti)fyi nﬁ]kegisamahlefagrt}@erﬁcgdmgl@ys_\r/]er Si {(zn of thef enabl i ng key bl ock

E KB) . The version incorporates such a uncti,on.for gﬁgl ating

cor r espondi ng rifa&si th%&lﬁ’é'ﬁae Wat eumodeokeys | &Ff@ahgﬁt)atgst
hi er ar chi cop e OrPLAE (B an UpRicE 1403 S0 BHE ey, Hde MERIN® SIOWRLITIIC. 20

bl ock ( EKEf ibis mgcessanyi tourenew mnly theonade rkeyo K rbye syapn 0 anplying the

brock " (ERBFAEHY Bok Mg 3@%@@“&? B BG4, s iy =fF AR Bhes™
Sit gnat ur e }rt;h'eru . atddsnatekey Kb Gitgm%el&arica&m,i 1,izond 2Dat a p;)r éli olr; 606
xaml e, the G BOAPLBE 58Dk LERERCow P B A 16y & 1 aBnticable tone
updat ed noggcheyScaRON whicH & new tBfitdRks daba @dm ARG GHARIPBY

rel ati onshi p between ciphered_ node keg and | eaf keys Stored in tﬁ% ga'tca
portion 60@&roNpstis digtribwtad.i dpr eoncrete example, pgsumathat thoss deg 1)

viceg Q,s
oy bl ock (EKe) 23y SAS FRELBLondIBIEP & et It sivh Ih JIE, 3"
This data endivddpabysutilize recertais recording, ipediom BnG require provisibe. ofSach
Fop- node. adthe contFnfE fite KBy KN oarlin SOBuRRROTAH 9a88 ot honn att EH5 558 1)
R of root kelings abde leynKé) G0 upddtbd feonhehé tpdeckey KGO in common with
the devices 0, 1, 2, and 8, such a data Enc (K() 00 and K() con) generated
by way of ciphering an updated common contents data key K(t) con is
distributed in conjunction with the enabling key block (EKB) shown in B of
FIG. 4. As a result of this distribution process, such a contents data key
can be distributed as the data that can not be decoded by those devices of
other groups including the device 4. |

In other words, by way of enab]ing the devices 0, 1, and 2 to decode
the above-referred ciphered characters by applying K(t) 00 generated via
utilization of the enabling key block (EKB), it is possible to acquire a

- contents key K(t) con at such 2 moment corresponding to “t”.
[Distribution of contents key availing of the (EKB)]

FIG. 5 presents such a process executed by a device 0 which has
received data Enc (K@) 00 and K(t) con ciphered from a updated common
contents key K(t) con by applying K(t) 00 as an example of a process to
generate a contents key K(t) con at such a moment corresponding to “t” and
also the (EKB) shown in B of FIG. 4 respectively received via a recording
medium. Concretely, this exemplifies such a case in which message data
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top-node address beconmes KR In this case, data Enc (K(t),p g@g 5@63 R) in
the uppernost rank is at such a position in the hierarchi cal ree shown
in (a) of FIG 7. The next data corresponds to Enc (K(t) 00 and K(t) 0),
which is at a |l ower position shown to the left of the preceding data in the
hi erarchi cal key tree. When the above data is present, tag val ue becones -
0, whereas if the above data is absent, tag val ue becones 1. Tag |s

arranged tgp Eﬁ@]@dl.b)( é?ﬁlying the QEKBh]SJMNeG'Iﬁd intagthe costents key K@) eohs
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di stribution viatEOrmak mWe line. On the other hand, by way of

utilizing the gpgyegr gk, st 30 fapridtdef £ senhablifgs kepablak aEKHE). -
posi tion of_keys, |t IS ssible to_identify actual p05|t|%n f rel evant
keys by apyeysieg 80 neonresmrtdautowudatam lé@n@?ym&; leraent esigpating nat

ggn}o??sggag }:Sgﬁ ?ﬁ%’%@@e BOurdjéjeugE ?ﬁ%%]gjh%utgédga% Pt?hose

who have i ﬁmeiﬂomhé‘me ndésipngtingy dnirueﬁpondlhgdl mannshn@y between such a
function to identify the latest (EKB) and contents data. Depth designates
the number of stratum of the hierarchical key tree against devices as
destination of the enabling key block (EKB) being distributed. Data
pointer 603 corresponds to such a pointer for designating position of the
data portion in the enabling key block (EKB). Tag pointer designates |
position of the tag portion. Signature pointer designates the signature
position. ) |

Data portion 606 stores such a data comprising ciphered node keys to
be' updéted For example, the data portion 606 stores those ciphering keys
related o the updated node keys shown in FIG. 5.

Tag portion 607 demgnates positional relatlons}up between ciphered
node keys and leaf keys stored in the data portion 606. . Next, by referring

“to FIG. 7, the rule for providing tag is described below. - FIG. 7 designates
an example of delivering the enabling key block (EKB) described earlier by
referring to A of FIG. 4 as a data. This data corresponds to the one shown
in (b) of FIG. 7 via a table. Such an address of a top node contained in
the ciphering key is assumed as the top-node address. In this case, since

Cb
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controlling center, a contents data provider, and such a §j4 g@%&'
organi zati on bei ng concerned. Such a device in receipt ofédfﬁe enggﬁ)ﬁ1 ng key
bl ock (EKB) confirns via signature verification that the received enabling
key bl ock (EKB) exactly corresponds to the one duly issued by a verified
proper publisher of the enabling key block (EKB). [Di stribution of contents
key and contents data via | utilization of (EKB)] In the above-referred

Phe” cont ertd UPAREALY RIGIRE o6t RBYlie alad GonBEHif e Apher hg%ikfﬁ i
sperc]i fi calﬂqp'hed? address m@ﬁ&iﬂol i[n\lh}ngf ' _caa@_si:aﬁagEmr(Iﬁ(t)r@aa Kd &)SHI 0
i phered v dnBerHRef PSR e MtH stiitife b the el b ake ki Moty

oane o O oy Th o ot entredpnds tpGne (K68 and -0y
nmeans o nabi i ng_ ke ock - er esi gnat es
structure W&&hgﬁi ﬁt&gmwé%tpﬁﬁﬁ:mﬂ tSEQ“éT! %&f]gﬁ@ﬁ ok chegﬁ%aa% & the pne
(Keon, co @@;@%ﬁﬁgﬂkgﬁ "th&S POPTert theUdibve a§§§is gggg&?ﬂ $hB/a1HE beBomes

contents ered by a contents_ke)ila(eKco KEK,” Kcon) 802 |
correspond8, wheneals H the sabaovepdatanis absentetag wajue (hesomeésn . aphagily a

503 cor 1 esprrngbia BB AT, A8 R shdia ™ (BEnt) foE) Lonaipuch A Hhta Bl

(KEK) ci pheresrytonttantefdbftthe eppbimost keta Bhod K(CEBBK(t) R); the lefasag t he

dag
contents Key cipheri ke KEK) may, conpri se of such node,kevys, (K ,
KOO) shown dopmpe; -ﬁ%weiyfﬂk(a ﬂ@)&f-ﬂ aSERP ¢3S ]3 P%ﬁengﬁeﬁhﬁoﬁghﬁégg%e

K000, KO ' i i d k
(kR) Fr Cappeipmbbt BXadtRe £gneltag Beeomes B, XBY thiploas allithd fiatd agfe key
contents dpravided wishdageavherebyclorming suall a datpanmayand sueh adagamaya

I ndi vi dual |y uti.l i hdentical Enc (EKB, KEK) 805. In this kind of
structure, 1?((E'V"’Ps]r'a@sa((3]‘:.1%%";"3i?bl e to add such a data designating |inking
destination to Bheldbovecreféetredryg iERovides)in orderto specify datualpodition 24

24 August 2004 db" BSS HeET Kiyd 1! A8 hicsBreBiib1 Wt reS Bt "L Y.
. data Enc (Kxxx, Kyyy) stored in the data portion merely corresponds to an
enumerative data of ciphered keys, and thus, it is so arranged that actual
position of ciphering keys stored as data can be identified by applying tag.
Alternatively, in place of utilizing the above-referred tag, by applying such a
node index compatible with ciphered data as described earlier by referring
to FIG. 4, it is also possible to form such a data construction shown below.
0:  Enc(K®0,K{®) root)
00 Enc®®00,KDO
000: Enc (K ((t) 000, K (T) 00)
Nevertheless, when utilizing the above data construction by applying
~ the above node index, volume of such lengthy data further increases, and
thus, it is not desirable to utilize such lengthy data for distribution via a
network service line. On the other hand, by way of utilizing the
above-referred tag as index data for designating actual position of keys, it is
- possible to identify actual position of relevant keys by applying a small
amount of data. |
Referring again to FIG. 6, format of the enabling key block (EKB) is
further described below. Sigﬁature comprises such an electronic signature
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FIG 9 exenplifies such a structural arrangenent in whic nts key
ci phering key (KEK) is converted into an updated node ker;z%&%t#g%fw a

renewal of a node key KOO shown in FIG 3. In this case, assumng that a
device 3 is revoked via | eakage of key for exanple in a group encircled by
a dotted franme shown in FIG 3, the remaining devices 0, 1, and 2, can

I ndividual |y acquire contents data by way of enabling thentto recelve the

s i el s i
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(Keon) vi av@rﬁ%‘d)ﬁwm m@]ﬁe}séwtt}teéml@hh@ec @ckeﬁEIiB))herl ng key K (t)

00. Next, -the de furt er decod s cont nts dat a .by appl yi
contents key (Kc )5 @aﬁh@adgﬁi@t@n of

enabl ed to(Eg{%]ze t he decoded contents data It is also possible for the
devices 1 an to acquire the contents key ci phering key (KEK = K (t) 00)

by way of procedni tlgeta’mvemﬁernedgpkagtl fdm; kif) the @nmen’almyenhbhgramt

on' e ot e o, AREERURh. i Fhhgolhientd "ghtE HEF@IHncHR, AR AL

o oL 's”gsE@“ﬁlﬁ‘%k@@bﬁﬁ@ﬁ?’iﬁﬂt@@ﬁﬁﬂé’fﬁen ey o phar EQH%KEK
2 K p(t) 06lessy wﬁlﬁtjletrhm e@ﬁftqg@w aﬁds%%w%@%ﬁgem%ﬁ bRewes!
10 e BTN g e o ety 441 caint
key. Speci fkaysl tiphesed bys apblying thesi ehemeg keys, mrshepntanist keye
drotr s but i SERAIBRI G, Eiﬂééeﬁtegﬁ%?%%a@??f 6 [Giaing TREY, B (FKB), o,
bl ock (EKBaltdgether.sol ely possible for those 25 24 August 2004 who are
entitled with ttﬁ@ughgntl ca ed r (tztt_tus_i_etgfsafel &uail d&t opefl 34:he structure
shown in (a) of FIG. 8, Enc (Kcon, contents) 801 corresponds to such a data
‘comprising such a contents data ciphered by a contents key (Kcon). Enc
(KEK, Kcon) 802 corresponds to such a data comprising a contents key
. (Kcon) by applying a contents key ciphering key (Key Encryption Key
(KEK)). Enc (EKB, KEK) 803 corresponds to such a data comprising the
contents key c1pher1ng key (KEK) ciphered by means of the enab]mg key
block (EKB). | -

In this case, the contents key ciphering key (KEK) may comprise of
such node keys (K000, K00) shown in FIG. 3, or the root key (KR) itself, or -
such node keys (K000, K00), or it may also consist of such a kéy ciphered by
the root key (KR). :

FIG. 8 designates such an example in (b) in which a plurality of
contents data are recorded in recording media, where these contents data
individually utilize an identical Enc (EKB, KEK) 805. In this kind of
structure, it is also possible to add such a data designating linking
destination to be linked with Enc (EKB, KEK) to individual data without

F
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decode and distribute such a ciphered contents data by
vol ume of data. The above-referred-enabling key bl ock (mﬁzﬁﬂh%ﬁﬁg S key
and the ciphered contents data can safely be distributed via netmork
service lines. 1In this case, it is also possible to provide individual
users with the above enabling key block, contents key, and the ciphered .
contents data via storage in- a recording nmediumsuch as a DvD or a CD for

exanpl e. | %@&ﬁ] [ N SIS y gener at ed
vi a decodi ng of "t &a'ﬁid@ﬁﬁﬁ%ﬂb%o(g@iz@) E?%P‘g%ﬂfaﬂ%ﬁaﬁent i cal
recordi ng nedi ullGef 9r exe Sn§uc eacstim,ﬂtuaalscaﬂramg@nm’ramtmchu the =
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dat Ssblyfiwa'gﬁ% BB ﬁé%@%&ﬁa@&%ﬁe@%@t% o ey OF o 962352%:%
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(EKB) in. anﬂu&o@amm vidually sicarare-conients fada hjaway ofrendklieg theneto
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loroa i n CIRHETIRE e bhﬁéé o' kargie, (P HIfY. Y ad it a*data

gener at i ngcaE?(%ﬁgﬁ 3 8 ESitertXc@atal kighdved' by aﬁ?ents g 80mrfRhds %g’a(Kcon)

Li kew se used for geperating a ~“con key (Kcon-2) ciphered
froma conﬁhﬁ?@lﬂh( of ¥l 9 wissdisk . an enabling key block (EKB-2)

n
di ng t ' t

ot e 5o ha oy SebEN Heahaihe ricBoed ohivi phACeN e o PRd 0 e Chisg GRS ©

and t hus, b;ghtlagf BIGd8c obinitally, the eleatite Ookeyras aachntdﬂmkﬂy mphermg key
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(EKB-2) ar key;ﬂKOSOorNbxtnthe deeicer Olaequitiesa coﬁtems ﬂsbyﬂimﬁkmmde‘c@dm

acquire the EKB- 1..) and (EKB-2) .26 24 Aug 0] eq red r ,deco
i ndi vi dual P S@n??h%@g thﬁaa‘éﬂ'#é'ﬁdcﬁlgﬁ 1% &§ OrO Next ile device

further decodes contents data by applylng a contents key (Kcon). After
completing these processes, the device 0 is enabled to utilize the decoded.
contents data. It is also possible for the devices 1 and 2 to acquire the
-ciontents key ciphering key (KEK = K (t) 00) by way of processing the
enabling key block (EKB) via mutually different procedures, whereby
enabling them to utilize the decoded contents data. |
On the other hand, even when receiving such a data relevant to the.
enabling key block (EKB), those devices 4, 5, 6, ... belonging to other groups
shown.in FIG. 8 can not acquire the contents key ciphering key KEK =K
{t) 00) by applying the leaf keys and node keys owned by themselves.

Likewise, the above-referred revoked device 3 can not acquire the contents
~ key ciphering key (KEK = K (t) 00) by applying its own leaf key and node
- key. Specifically, only such devices authorized with the proper right are
enabled to decode and utilize contents data.
By way of executing distribution of the above contents key wia
utilization of the enébﬁng key block (EKB), it is solely possible for those
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means utilizing a network service line or a recordi ng nedi npl e.
[ Cat egori zation of the hierarchical key tree structure] T%gﬂ%@%%gﬁéﬁ
description has referred to a variety of systens for providing the

hi erarchi cal key tree structure shown'in FIG 3 with those ciphering keys
I ncludi ng root keys, node keys, |eaf keys, contents keys, verifying keys,
| CV generating keys, and yet, also referred to such a system for

di stributi n@hqoraw emtitbeth swithd thet authentieatect riglytse to ngafely azfldt

Che. i or ar BRPdF aus} ERGIUE sbcha cibkeied ARDImNe Reld e § a%ki%é”g

categori esvBRImefERg, structural arrangenents to effectively renew t he
above-referred keys and al so effectlvel d| strl but i pher ed keys and data
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the corres X |
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and | eaves be] o an ermn as.the n es an .| eaves
sol el y usabP Eryfrl:@ L BokgSall iy pess] such a:

![ Egl ﬁghgg].%g%teﬁganyﬁtrhﬁe‘gﬁ% cg%&ég%rgﬁ)tﬁalge%y HOWGG.VGS re at- e ![ gw

a device dentr}@cpmmmgdmedma edl systegvegnstiuction: Menory Stick”.
FIG. 10 exemplifies such a structure of a recording medium which

stores the above-referred enabling key block (EKB) in conjunction with a
ciphered contents data. In the example shown in FIG. 10, a plurality of
contents data C1 to C4 and such data comprising the enabling key' block
(EKB) in correspondence with individual contents data are jointly stored in
a recording medium. In addition, another enabling key block (EKB)
corresponding to version M is also stored in this recording medium. For
example, (EKB-1) is used for generating a contents key (Kcon-1) ciphered
from a contents data 1. Likewise, (EKB-2) is used for generating a
contents kéy (Kcon-2) ciphered from a contents data 2. In this example, an
enabling key block (EKB-2) corresponding to version M is stored in a .
recording medium. | Other contents data C3 .and C4 individually
correspond to an enabling key block (EKB-M), and thus, by way of decoding:
the enabling key block (EKM-M), it is possible to acquire contents keys
corresponding to the contents data C3 and C4. On the other hand,
inasmuch as the above referred (EKB-1) and (EKB-2) are not stored in a
recording disc, it is thus necessary to acquire the (EKB-1) and (EKB-2)
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Further, it is also possible to set such a rank correspongl) er al
ranks below the Mth rank as a sub-category node 1106. Fg?‘igg%dr?g?@@/as
shown in FIG 11, such a node called reproduction-only device is set to a
node two ranks bel ow 'the node 1105 corresponding to the above-referred
category "Menory Stick" as a sub-category node contained in a category of.
such a device utilizing the "Menory Stick". Further, a node 1107 rel ated

e cat egat s areaniory SPAGi B gHRpt SGRERCHER WA B, R ORARENG, o1

cor r espondmeams btilizivep a ashtetorirserwice livy be &l rderdingnmdinaafaoetamplde

itself- Further,fAt is.also p I hl.e to,set,, a PHS (,Personal. Handy-Phone
Systen) node 11 %Eoﬁﬁpﬁﬁgehm%%MMi ned in the

category of suclha hbbe®hdsscrsliohNEREPERIEd B/SA CvAlR tIRRC PN

i
bel ow t he node 1107, Further, not only the kinds of deylggdé%t? , 1t isalso
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i ndependent; t I : I fi.c yndjyj.d facturer, ,a
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ot her dW((Zj)I’ deerifiingdkeys, ACVhgenemsting lkley'B; ant(ia%etpalsrod'efeu‘xied toﬁé,‘uélﬁa S8t he
provi ded sgrvi.ce., of. on_an__optigna Lt (these units.are herei ter,
referred tfpréilsgrp,bu PIPET, GP@E an'&@gt%waér Om%ﬁjjaﬁ)ﬁﬁé@pegbry
node’ is s@njadclioPeRH ey BLHE RS Mock(EIEBEEr tai n gane player XYZ
-sold by a gaml ayei_]rg,t manuf aﬁﬁésr' it |1§1 ggsm ble to_sell this game
pl aierbleZ by Xbf (Waﬁ_glg_o Sd&?@ gakhe| daeranchyeal ckeyeim\t dstargcture
ranks bel ogafhimdPeREd : iyt i - Gl r n ata or
di stri but i&o% anogor ene(\gl/vaogg%ﬁ %ﬁgapﬁgﬁ olpw(s:i ‘g%t@%ie’ﬁle%k@ﬁ %ﬁ%}tegﬁi‘%ﬁgﬁéf
gener at i ngartangeménis giok effdoiively (Fdmwc dhpr isdiove-reftmed rdays kayd absh
| eaf keys | ow_tyhey: ode. key.,Concret gl onl t.no ata appl i.cabl e
to the dev&%&%@ywﬁiﬁﬂ- ‘B'PPPJT%@&‘QXS@Q# @@ﬁ&%ﬂﬁﬁ%‘ag%@%efgwﬂem i oned
abOV_e%_ by way OFIGStlafé}ieﬁingﬂ?@spba@g%Yﬁednh Rerabdlgi ‘caﬁk%dsu’é@'s%ﬁ%ﬁﬁ@l > In
specific- gqries or, sub-gategories conprising such nodes belqw a pea
nod;a d;af i mﬁ@ﬁajmrﬁ% eﬂoﬁg@g,t‘ ilbfé‘sﬂé@&-@?é tpoiiil%uw&ﬁgl@étliﬂlﬂi Oy &84
cont ent s- 0 h‘li&&gf@e ﬂ&%‘%( . éﬁs‘faﬂé u
independen_tlyag%ner a?%g}gﬁﬁgﬁéan enablin %e plg@geflggé)lgo a spgciﬁ)i %91 :
- Intermediary rank, whereas a leaf key 1103 is installed to the bottom rank.
Each component device incorporates each own leaf key as well as series of
node keys and root keys ranging from the leaf key to the root key.
| For example, such a node corresponding to the M-th from the
uppermost rank is installed as a category node 1104. Concretely, each of
those nodes corresponding to the M-th rank is determined as a
device-setting node of a specific category. Those nodes and leaves below
the M+1 rank below one of the peak nodes corresponding to the M-th rank
_ ldang
.individually constitute such nodes and leaves related to devices contained -
" in the corresponding category.

For example, a category “Memory Stick” which is a registered trade
name of Sony Corporation is set to one of nodes 1105 corresponding to the
M-th rank shown in FIG. 11. Accordingly, those nodes and leaves below
the M-th rank are determined as the nodes and leaves solely usable for

‘ such a category comprising a variety of devices including the ‘Memdry
Stick”. In other words, those nodes and leaves below the node 1105 are
defined as an assemblage of nodes and leaves related to a device defiried
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category or sub-category conprising a peak node in order éPA&% Eﬁb@ te the
enabling key block (EKB) to such devices belonging to. such nodes bel ow
the peak node, thus making it possible to renew rel evant keys without
totally affecting such devices belonging to such nodes of other categories
other than the peak node. [Key distribution system by applying sinplified
(EKB)]' In the above-described key tree structure shown in FIG 3 for

exanpl e, vvhe. eI| rlnggﬁ@r} nts k ]gapredeterm'ned devi ce (I eaf)
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(EKB) . I nghthSa Gatfce ubiltizig 'tﬁ@V‘Measlnggreﬁ keyFuf&ié&”a' ﬁo&é’)ll(’)f? 1%1%3&2

an (EKE) process 1S execute to acqu fhe confents key - root,. and

then, a cofieentelaphpnessetainparperating axvsia repredymiv e%lant&n dentmmd m

oot i - Dha gnSen Bt rARINGRBH ARGARAES 50 P BRI ARl 1 Y6 Sebich

provi ded.f eo oadsVvin eherfhb’airzdimmn@bﬂyn@med leiag z( E@)cesﬁe imodd G

dascr! bed Bpele ADBERRE ) gosThis Ernat-SnBRS thers %fandé%%t es

ci phering téiﬁf)an@d@ 1908" eﬁa%(isoaﬁameg@leﬁﬁomé 1HREC 1109 cortainé® inbhhe

referring to FIG |f th erels any data i'n each of .the right, and |eft
di rections cam@ a@ @n‘éﬁ eBhone Rk lBeRrHOraiBgIEUSIE Jep gi

di rectlons E[% tes 0. On receipt of the enabling key bl ock
(EKB), base ci phering the enabling key block (EKB) and

t he correspondl Runthgr, ﬂ@yonﬂgs the Rmdmgﬁdevmd)uteuﬁ as lalsepossibde dopsetess
for decodi r&g LS Caﬁaesrtllb%a*;(eéf) DL BRI "Wnode which is independently
contro]lable by a specific individual manufacturer, a specific contents data
provider, and a specific financial organization, in other words, based on a
processing unit, a control unit, or based on the provided service, or on an
-optional unit (these units are hereinafter referred to as an “entity” en bloc).
For example, when a certain category node'is set as a peak node e:iclusively _
for a certain game player XYZ sold by a game-player manufacturer, it is
possible to sell this game player XYZ by way of storing node-keys and leaf
keys corresponding to ranks below the peak node. Then, distribution of
.ciphered contents data or distribution and renewal of a variety of ciphei'ed
keys are executed by generating the enabling key block (EKB) comprising
those node keys and leaf keys below the peak node key. Concretely, only
those data applicable to the devices below peak point nodes can be
distributed.
As mentioned above, by way of estab]lshmg such a system as the
nodes related to specific categories or sub-categories comprising such nodes
below a peak node defined as the peak nodes, it is possible for a
manufacturer and a contents-data provider controlling one of peak nodes to
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such keys for renewi ng upper-rank nodes. As shown in FIG 4;5 p? greater
the' nunber of depth ranging fromroutes to | eaves, the PR ?1 vol une.
of data contained in the enabling key block (EKB). Concretely, inasnuch as
the depth is increnental relative to the nunber of devices (l|eaves), and

t hus, when there are nore devices being destination of key distribution,.
vol unme of data in the enabling key block (EBB) is further |ncrerrent al .
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For example, such a case is assumed, in which a contents key K ()
con is ciphered by applying an updated root key K (t) root and then
distributed in conjunction with the enabling key block (EKB). In this case,
using leaves and node keys shown in (b) of FIG. 12, an (EKB) process is
executed to acquire the contents key K (t) root, and then, a contents key is'
acquired by executing a process for decoding a contents key K () con by
applying the acquired updated root key K (t) root.

FIG. 13 designates the structure of the enabling key block (EKB)
provided for the above example. The enabling key block (EKB) shown in
. FIG. 13 complies with the format of the precedmg enabling key block
(EKB) described by referring to FIG. 6. The (EKB) shown in FIG. 13
incorporates ciphering key data and correspondmg tags. As is described
earlier by reférring to FIG. 7, if there is any data in each of the right and
left directions, the tag designates 0, whereas if no data is present in both
directions, the tag designates 0. '

On receipt of the enabling key block (EKB), based on the key for
ciphering the -enab]ing key block (EKB) and the corresponding tag, devices
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i ndividual leaves a, g, and j, to Kroot.. On the other hand, l%ﬂgoé ove
referred sinplified enabling key bl ock (EKB) solely stores su% ecoded
data conprising those nodes for constituting the sinplified key tree
structure. ‘As shown in (b) of FIG 14, the above-referred tag conprises 3
bits, in which, the first and second bits respectively inply the sane
nmeaning as in the exanple showmn in FIG 13 and deS|gnate 0 mhenever t here

is any data i.n,the right and Ief d| rect.i on eas t st. _an
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sol el y decegstihwtieh, Fahameosf aemnﬂi fhet @nabHEnpokéy dﬂo@k (EWEBBthsbﬁﬂ@hér

code 1 is stored in the third bit of the tag in succession, individual
devi ces ar angrpiBeBtak o decode a predet erm ned ci phering key For exanpl e

the device a de %Eg&ﬁ%fo Hﬁiﬁ L
and then acquires n%g%te‘(iﬁ Iﬁgﬁa %%%%%@OW%E%?%S a 8#( ered
data Enc (e:gabj]:fjg dkléy(bl):ckcﬁ/iiKB) bsrt(hsxn}oedgbelw ndfkGké4 exengplifies whehed y
acquiring a,decoded da 00 n coges ere
data Eric Ctkrf’ t Eﬁ? aéhélgi ey k&g}% m Qgcz’h % I%nﬁnlfﬁ]eg(&m%d
dataI Kf(tzjcbgﬁgs oﬁﬁe!mét twm]tqekb mbulbmry\dgvmésj n|t|aIIy form ng a ,
sinplified new key. tree str re.so yco r|3|n ch |ces‘
corresponding t W‘PS@?@ gﬁé jt?'r Ade &ﬁ%asr §v ﬁlfllaoﬁ;PrH;Pn&ﬁ
enabl i ng kqy Mﬂ@vmegf QI ¥ fod eém@bgﬁlgeebegeyﬁs%mvﬁ?ﬁ?
keys for co osm&a El{ tree str ¢ture, 1i._Is possible to %such
ankenablltn f B) egcms@mgune selely causisting efeey g
maki ng i e b
bl ockg(EKB;Eé%g{ljégZ% ngIgﬁ d; gboﬂﬁ#%gs og\l/%é(?lei errecﬁg|EJE]‘uIteh%lo%%]lzil e(ﬁg?féﬁxcal
key tree stlidjci mes keynise structure shown in (b) of FIG. 14 is formeti The new
key tree structure may be of such a form solely comprising a single branch

without provision of branch at all in a range from Kroot to Kj. By way of
solely providing a branching point at KO between a range from Kroot to Ka-
and Kj, such a key tree structure with two branches shown in (2) of FIG. 14
1s thus formed. ‘
As shown in (a) of FIG. 14, such a simplified key tree structure solely
bearing a node KO is generated. Based on the simplified tree structure,
such an enabling key block (EKB) is generated for distributing updated
‘keys. The (a) of FIG. 14 designates such a hierarchical key tree structure
reconstructed by deleting unnecessary nodes via selection of such paths for
composing a bi-branch type tree structure comprising an enabling key block
(EKB) as a decodable terminal node or leaf at the bottom rank. Such an
enabling key block (EKB) used for distributing updated keys is structured
solely based on such a key corresponding to nodes or leaves of the
reconstructed hierarchical key tree structure.
" The precedmg enabling key block (EKB) described earlier by

30



effectively operable in the systemfor controlling the engp ?&%1block
structure per entity unit to be described |ater on. The ternt en
corresponds to an assenbl age bl ock of a plurality of nodes or Ieaves
selected fromthose nodes or |eaves for constituting a key tree structure
for distributing relevant keys. The entity may be of such an assenbl age-
provided in correspondence wth the kinds of devices. Alternatively, the
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. ¢i phered ﬁEKpI ahp rﬁitdv@tléxggtﬁerttﬁﬂrbtv%%igtmﬁée BSwhesl Ahpdatdet storad

data in't erarch1 ree structure conprising ciphered key data,
and yet, k&ltﬁtpﬁﬁﬁﬁtﬂté:h%ﬂments data ci phered by

Lcerially Zit ?Sgﬁﬂtﬁ%‘seéd %ﬁ@?l 39%“99% shotwr I 1, B87HR s %tﬁ‘tn BEg oci
(EKB) in key drloelo (EKB) showenin (b)u ofgF Gt é@dehmada@ devices il eamd tvﬁmra
cachdevi 4854 GORBYEAUSR T Doy vieh S Bt rder. Ssias Bia Tedrding
%, Elomat gy sy e .t m e
service || REeceding o Dl sboainh g dhe erabling ff@&aﬁﬁ?a% (ERB) Shiown in
FIG. 14, by way of solely decoding such data corresponding to the portion at
which binary code 1 is stored in the third bit of the tag in succession,
individual devices are enabled to decode a predetermined ciphering key.
For example, the device a decodes a ciphered data Enc (Ka, K (t) 0) with a
leaf key Ka and then acquires a node key K (1) 0. Next, the device a
decodes a ciphered data Enc (K () 0, K {t) root) by applying the node key K
(t) 0 whereby acquiring a decoded data K () root. Another device j decodes
a ciphered data Enc (Kj, K (t) root) via a leaf key Kj whereby acquiring a
decoded data K (t) root.

As mentioned above, by way of Jmtta]ly forming a simplified new key
tree structure solely comprising such devices corresponding to distributive
destinations followed by generation of an enabling key block (EKB) by way
fof solely utilizing leaf keys and node keys for composing the key tree
st;ructure, it is possible to generate such an enabling key block (EKB)
comprising a small data volume, whereby making it possible to effectively
distribute data of the enabling key block (EKB).
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[Process for shifting data between a storage device incorppkatisP900a

ci phering function and a data processing apparatus] Next, such a processing
systemutilizing a specific ciphering key distributed via an enabling key
bl ock (EKB) applying the above described hierarchical key tree structure
I s described below by mainly referring to a process for shifting data

bet ween a storage device incorporating ciphering function such as a nenory
card typically Themboiexefened stmplifiedthiekarchieahkey dree stinwtusads anost
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unit 51, apleiyy igcastablishedans tanRiskeniblhgdof a vakidey ofuforaiy coaipiding
unit 53, a ciphering/decodjng unit 54, and.a cqQntrolling unit 55. 'Que

cont rol | i ngonirelling Bits suehiasemamipshararaieiorelevant dewies) gontesss dats

ci pheri ng groéi'@@?&,e ! méf%ﬂghhfzatf h&ééiﬁiiﬁﬁ?&%r Qotilih RAHtS3
conpri ses mul'tr- I'ayer structufe 1 ncludi ng af I nternal nmenory cell
sandwi chedindisideslly drepnzséntings precissitg arits) wontroling. urits, her ,seriice
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Menory), -belonging to a specific entity sei/ected by way of generating an enabling key
block (EKB) via reconstruction of the above-referred key tree structure
simplified by the peak nodes (sub-routes) of a plurality of entities. System
for controlling the entity per unit will be described in detail later on.
It is possible to store the enabling key block (EKB) in a data
recording medium such as an optical disc or él_DVD or a CD, or the like.
For example, it is possible to form such a system to provide individual
-devices with such a data recording medium which stores such an enabling
key block (EKB) comprising a data portion composed of the above-referred
-ciphered key data and a tag portion functioning as position identifying data
in the hierarchical key tree structure comprising cipheréd key dafa, and yet,
 further stores message data such as the contents data ciphered by the
'updated node keys described above. It is possible for each device to.
serially extract the ciphered key data contained in the enabling key block
(EKB) in accordance with identifying data of the tag portion and then
decode the extracted ciphered key data, and yet, it is also possible for each
device to acquire specific keys required for decoding the contents data
before utilizing the acquired contents data. It is also allowable to
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for exanple, which stores a variety of data including suc? g,%&tggg ssary
for the authentication process. FIG 16 is solely for explanatory o

data stored in the menory unit 51. As shown in FIG 16, the nenory un|t 51
stores authentication key data KO to IK31 , device identifying data |dm
and nenory-storing key data (Kstn). The authentication key data KO to

| K31 are individually used for enabling the storage device 300 to
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oper ati on T on
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gener at i ndb@mg anpmductuand 5 Tegipbnrech teadk aymet of Svnyi Hpreomation aadvac

processin e Jat 8 Encryption St andar d) prescribed by

FI PSPUB 4%@% t%%ﬁ %gp s, Bl ock Ci phering-. Algorithn for exanple.
]'cl'he aboveI MAC pFiGedS geseiﬂeraafschem&tm bkp:ﬂmh damgltamtxﬂmsh ighatirig artﬁtallﬂedh .
uncti onal ,ope atlo ressi ng_suc at th an onal | engt
nto the- oHEOREIS Bt & ARteEETIGET ARBRERRReARE R SrOmER oTice SHeHeRRIE on
the secr et deifory daddiABSHARAtY S48 el gmcﬁber@@pe@ﬁvegp@é &hle of

apparatus.200 inta the above fl-ash rrermry 3 t he above-referred nutual
aut hent i cargmallhshifing centents @a@eecut es an authentication process wth

1 star e o7 he A THPOCLS, SRR OB Sy,
to the  main module 31, a commumcatlon mterface unit 32, a control]mg mod
33, a flash memory 34, and a flash memory oontrolhng module 35. Detaﬂs
~.of individual modules are described below.
[Controlling module 33]
As shoWn in° FIG. 15, the controlling module 33 comprises the
following: a random digit generating unit 50, a memory unit 51, a key
generating/arithmetic unit 52, a mutual authenticating unit 53, a
ciphering/decoding unit 54, and a controlling unit 55. The controlling
module 33 comprises an integrated circuit solely usable for ciphering a
single chip or the like. Further, the controlling module 33 comprises a
‘multilayer structure including an internal memory cell sandwiched
between dummy layers made of aluminum layers. Further, the controlling
module 383 contains narrow-width operating voltage or narrow-width
operating frequency, and yet, further contains tamper proof capability to
- prevent data from illegally being read via external source. On receipt of an
instruction to generate random digits, the random digit generating unit 50
generates 64 bits (L.e., 8 bytes) of random digits. | '
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correspondi ng reproducti on apparatus 200, the nutual aut uni t
53 also nutually executes an authentication process mﬁthhgﬂkhgﬂ%?g@tctlon
apparatus 200. Further, the nmutual authentication unit 53 executes the
above-referred MAC processing operation while executing the nutual

aut henti cation process by applying those data stored in the = nenory unit
51. Based on the above cited "Bl ock C phering Al gorithm such as DES,
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o Cpedtod R Adeitticatio 1SS ﬁ%ﬁ?ﬁ‘@?ﬁ?&% 71 8Evice] F o he HagtRing, "0
controls tbﬂtbnmmenee’wrmgl]ﬂeynih:tm generat| ng unit 50, the nenory

unit 50, the ke e ting/arithnet t, 5 he mut t hentjcation
unit 53, and th ?ﬂ@&é@ dﬁ‘%ﬁtﬁgg to ﬁ{%l ‘i'i’;)ﬂ%%ﬂﬁ‘ h‘ésq’d
menory 34 eﬁeowfgrﬁi@m dwlr@aneoo toaBAgihY, aiiﬁHeQﬂ;ﬁ%é irebatkd (ﬁﬂ:a'\%!lﬂ?s

for exanplie. Only when above referred nutual autf lcatjion unit 53
verifies tBaROIXEIPQ rp ductippapparatug &0 Chnmnell @@"@hm/la@ereoo

2" 0P SRR Bt s hMSBLARRS O ESHREE) B PO
the repr odﬁhmmmﬁhpatmauomh@y atataw KOttenKBhtis ra“midmlgs seleetedy Bis so
the repr oaderared SHaF eitioriie BhovR A G ERMGL I A TBLio 131 RGr
dat o and o otor o o op e aﬂwé“ﬁ%@“@?@@?ﬁ%’éﬁ?ﬁﬁ%@@f°
. storage deﬁ'l & gevige|d La%mﬂe M&@Hﬁ@@ﬁé Id@bﬁ%h‘ﬂé‘i‘ﬂ@ﬁ r&
apparatus g9Ghe storage device 300. As will be described later on, while mutual
authentication is executed, the device identifying data Idm is read out for
delivery to the corresponding reproduction apparatus 200. As will be
described later on, the memory-storing key data (Kstm) is utilized when
storing a ciphered contents key data CK used for ciphering contents data in
the flash memory 34.
| By way of .executing a variety of arithmetic operations such as MAC
(Message Authentication Code) processing operation of the ISO/IEC 9797
standard for example; the above key generating/arithmetic unit 52
generates key data. To implement the MAC processing operation, DES
- (Data Encryption Standard) prescribed by FIPSPUB 46-2 is utilized as the
“Block Ciphering” Algorithm” for example. The above MAC processing
operation corresponds to mono-directional Hash functional operation for
- compressing such a data with an optional length into the one having a fixed
length, where the functional value depends on the secret key.
In advance of writing audic data from a reproduction apparatus 200
into the above flash memory 34, the above-referred mutual authentication
unit 53 mutually executes an authentication process with the

34




Next, those data and related formats storable in the flash Fﬁ&ﬂs% ﬁ are
described bel ow. MG 17 is expl anatory of those data storable”in 9 flash.
menory 34. As shown in FIG 17, the flash nenory 34 stores reproduction
controlling file and a plurality of track data (reproducible data) files.
The reproduction controlling file contains such data for controlling
reproductlon of track data files. Each of the track data file contains
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2-byte cod menory card in the nane of NMR-S, reproductlon tables in
order of nmuSic tunes, and overall additive data |INFS added to the nenory

card. The | ead- Basedtan thetaboveaitad GBlogkt €ipheringeAlgoritton” suchase DES,
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of the heMEST¥rbyrapplyihg dtie sbovd eiteidoBCBnmoieoaadsCBC mode. In the
block ciphering and decoding process by applying the ECB and CBC modes,
the ciphering/decoding unit 54 ciphers and decodes specified data by
-applying a specified key data. - The above-referred controlling unit 55.
. integralljr controls the above-referred random digit generating unit 50, the
memory unit 50, the key gezierating/arithmetic unit 52, the mutual
authentication unit 53, and the ciphering/decoding unit 54.
[Flash memory 34] -

The flash memory 34 incorporates such a memory capacity
corresponding to 32 Mbytes for exémple. Only when the above referred
‘mutual authentication unit 53 verifies that the reproduction apparatus 200
and the storage device 300 are properly authenticated via the mutual
authentication executed between them, a variety of data such as audio data
and picture data delivered from the reproduction apparatus 200 are written
into the flash memory 34. In the same way, only when the mutual
authentication unit 53 verifies that the reproduction apparatus 200 and the
storage device 300 are properly authenticated via the mutual
authentication executed between them, audio data and picture data are
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FIG 20 designates a detailed data conposition of the ab
reproduction controlling file PBLIST having one cluster ?%ﬁ/é&%{s ?<04: 16
Kbyt es) of size. A header shown in A of FIG 20 conprises 32 bytes. Except
for the header portion shown in B of FIG 20, those renmaining portions
shown in B of FIG 20 are again recorded with those conponents i ncluding
the followi ng: the name NML-S (256 bytes) provided for the whole of nenory

ds, th NMR2 S 2 S
Kevy " i pRoBy 3R MRS gis e Shdrad YIRS SR 0k S doliosy Lo U
reproductlmeapdndmgremdmlucﬂérﬁappaﬂnns@@ s) added to the whole nmenory

cards, and parthge%d ta c nt ai nﬁggiqr#ir}ﬁg der %IQJF g%géﬁs |bed é&at
the head portio f
respect i vehye Shischibed Bél@d»et TG ed @@ﬁlaﬁam@s bfi¢hode dfaea stepalslduist tlee

Referring to the repr t hose

controlling file. ling file
portions r%ﬁg fin gnemosyn 3‘ﬁe ﬁ"\eﬂ'éhﬂgtntlﬁ Iﬁb}:&@ b@ﬁ ||8%?gfpé‘i’:i§7e%‘érﬁt€ﬁe%y

f
neader - subpbmtfiton Birdfnk B Und 0 lurility B gp%%%‘f g%%é'f"ﬁh&’aﬁame
*called a dsita)' ﬁleSucHI‘hbeadprmhmtmn dehiroling efilei dlathotfer of

Speci 1 mBSHIRLng HRREogReEog of FeRiE Bt Bl o %#%W%ﬁ?%ﬂé %ﬁeﬁ%‘at

% Pyt e Sty s i

such a da a not yet define u X no

However, wib 9(—:&1—‘;&5995@11%9 naé‘ﬁtyiélaﬂd)}raﬁé datfe ImpReses ‘ng data

i gnored. A n at a
inthis pOIE%SI on-l gw*gb@e {]%%I @géé be?jralg %gggﬁﬁgven S Chorg\‘i'gi(;érxf[%?bocﬁfhé
witten ascaSpofstoring anmhadlajzamtbhecﬂashmemry 84t reat ment identical to

Neani ng.  BLOCKRIENL B8 105 smapee pnRoyon, of R emtiiepion” poplltnd 7).

r epf oduct i CFI(}OIB d@éﬂgn@mes édm@oéﬁlcﬁﬂoﬁAQfRAC BMa\ﬂbwf a Fingdel nvasicdunelTL =
(Tor exaﬁ}B repro c%ﬁ)%cgom%l]mg %@Emlgnsegl tl(éxislkbytes of fixed length. The
ATRAC-3 data file comprises a lead-off attribute header and an actually
c1phered music data that follows. The attribute header also comprises 16
Kbytes of fixed length and such a composmon analogous to the
reproduction controlling file.

The reproduction controlling file comprises the following® a header, a
2-byte coded memory card in the name of NM2-S, reproduction tables in
order of music tunés; and overall additive data INF-S added to the memory
card. The lead-off attribute header of data file comprises a header, 1-byte
coded music tune name NM1, 2-byte coded music tune name NM2, track
data TRKINF including track key data for example, parts data PRINE, and
‘additive data INF added to track. The header contains such data
including the total number of parts, name. of the attﬁbuteé, and size of
additive data. : '

Music data corresponding to the ATRAC 3 data file follows the
attribute header. Music data is sectioned per 16 Kbytes block. The
header is added to the head of each block. The header contains such an

~ initial value for decoding ciphered effect. Only such contents data
including music data in the ATRAC-3 data file are subject to the ciphering
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Meani ng: MAKER CODE Function: ldentifies manufacturer andzgé@,&:%o@del of
recorded apparatus Value: Upper 10 bits (manufacturer's Co ower 6
bits (product nodel code) * REVISION (4 bytes) Meaning: Re-witten rounds
of PBIJST Function: Increnents per re-witing of reproduction controlling
file Value: Begins with O to increnent value by +1 * SNIC + L (2 bytes):
Meani ng: Denotes attribute of the nane (1 byte) of the nenory card witten

in the NML; | ré:ﬁ'fd ]ﬁﬁ%h Cc age
code per biﬂ al‘ﬁeg%arggt er cog %ﬁit‘?‘bﬁ%ﬁ‘%’ aéggtglgésj %ﬁ&dneoggg%lof
t he upper beadebyre not suibjrat tbdhewiphering erogesst er code is set: 00 is

i or mat1 on’ 1 nt EXCha el bgbatei e dotailed ABES SAnrRRAC BE 450 A6He Giteq o

82: KS C 5%1&& 1038 cofrollng aile-BPBEIST RatiheBoned€lusterd (éhd Idpenesd 6
t an

regul at i on X f°rmé?h%aaer8§1§c8%?££‘ m&téﬁoé%pﬁéé‘sg%ﬁweghes
| anguages. NG r QF% I

OF: Frenchl tgﬁlfgﬁlD &%gﬂgg?d%%ﬁkgm%nggS ?r?eosse I ata |%
present, tpemeng@hgwmm£n£ 220 arecagain recoed mmpanemses)

ur 110§ nOREORRE YR N e AT R ?ﬁkﬁ@ SRl ERLr B e

| anguage coflanesioryterds thé Stluts na2ed NMER B! 5132a‘grﬂes) | dphtied|contentipse
which are gess (CONTENTE REY MAC, Sy, 1abis TRR TR (800 bytes) for
controlling order of reproduction, additive data INF-S (14720 bytes) added
to the whole memory cérds, and part of data contained in the header. It is
so prescribed that the head portions of various kinds of individual data
groups are respectively set to ‘a predetermined position inside of the
~ reproduction controlling file. |
' Referring to the reproduction control]mg file, those portions ranging
from the foremost to the 32-byte portion represented by means of (0 x 0000)
and (0 x 0010) shown in FIG. 20A constitute the header Such a unit
sectioned per 16 bytes from the foremost unit is called a “slot”. Such
headers provided for the first and second slots of the reproduction
controlling file are added with such data bearing specific meaning, function, |
- and values in serial order from the foremost position as defined below.
* Such a data designated ds “Reserved” denotes such a data not yet defined.
Normally, null (0.x 00) is denoted, However, whatever the written
contents may be, the “Reserved” data is ignored. Any change may be
effected in the future version. Writing of data in this portion is inhibited.
Unless being used, even such a portion written as “Option” is {otally subject
to such a treatment identical to the case of the above-referred “Reserved”
-data. '
* BLKID - TLO (4 bytes): -
Meaning: BLOCKID FILE ID
Function: A value to identify the foremost of the reproduction controlling
file , . A
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* SINFSI ZE (2 bytes) Meaning: Denotes the total size of % E

related to the whole nenory cards witten in the INF-S domal unctlon
there is no description of data size based on a 16 byte unit, value the
above SINFSIZE is totally reset to zero. Value: Size ranges from0 x 0001
to 0 x 39C (924) * T - TRK (2 bytes): Meaning Total track nunber

Function: . Designates the total nunber of tracks Val ue: F\;ranges fromlto O
x 0190 (meey, PBReliraaks = F’I‘LHQO’E'%Eekﬁngpﬁw 544@21330F the above
"PTRK is to reset to zero * Ver No bytes): Meani ng= The version
nunber of #M‘Eﬁﬁ) y’c@s The upper bytes denote the mejor version nunber

The | ower %ﬂgﬁ%g versi on nunber The VerNo is also utilized
as a data r a distributed data corresponds to the
obj ect of Euﬁ@t’m:lfl gfiﬂeﬂltlfmst mismufabturerweamt$, prhdubier mddel dioft reconded
data requires utilization of a data distributing key based on the

above- r ef 3PRAa™Fap| i ng key: bl ock (EKB) ' present in the above-referred

hi erarchl cg%(d%ggbﬁ%\ﬁpgb%%hwaemmr’g alode) For exanple, 0 x 0100

(Verl. e follow ng description refers to such a
dat a (shovvn in B &mmnﬁbltsc( roduet mpdel cadgbnai n fol | owi ng the

above- descyg - S. Meaning: Nane of 1 byte related to the
whol e nenorm%@g%bw Whenever endi ng such a data related to -

| engt h- varVedriingnh aﬁ’dﬂ'ﬁmeﬁa'omvdlsmfrﬁ’BHS%) desi gnat ed by one-byte
character gode the termnati code 0 00 be Wi

i nperativ c@@ﬁputIWeB X@Eﬁ#@ﬁu Lk {'%%%eﬁ]r% nati ng

code. If ympgata 'Bﬁ%ﬁﬁé %Mﬁe@ﬂ&*ﬁlﬁed@tﬂrangl ng fromthe
forenost (0 X 39 24 ust 2004 0020) to the null (0 x 00) nust be recorded

by a m ni nfiSNiCohd. @b¥tes)val ue: Various kinds of character codes
Meamng Denotes attribute of the name (1 byte) of the memory card

written in the NM1-S domain '
Function: Designates usable character code and language code per byte
Value: Character code distinguishes characters by means of the upper one
byte as shown below | |
00: No character code is set: 00 is dealt merely as binary digit
01: ASCII (American Standard Code for Informatiéhn Interchange)
02: ASCH +KANA 03: modified 8859-1
81: MS-JIS 82:KS (C5601-1989 83: GB (Great Britain) 2312-80
90: S-JIS (Japanese Industrial Standards for voice)
In conformity with the EBU Tech 3258 regulatlon, usmg the lower
one byte, the language code (L) dlstlngtushes languages.
00: No language code is set:
08 German 09° English  OA: Spanish
OF: French 15: Italian 1D Dutch
65: Korean 69 Japanese 75 Chinese
- If no data is present, the language code is totally reset to zero.
* SN2C + L (2 bytes):
- Meaning: Denotes attribute of the name (2 bytes) of the memory card
written in the NM2-S domain
Function: Denotes usable character code and language code per byte
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*NM2 -S  Meaning: Nanme of 2 bytes related to the whole negp

Functi on: Wenever ending such a data related to | ength- varéé%%géﬁghe dat a
(a maxi num of 512) designated by 2 byte character code, the termnating
code (0 x 00) nust be witten inperatively. Conmputation of size nust be
commenced fromthe termnating code. If no data is present, at |east such
a data ranging fromthe forenost (0 x 0120) to the null (0 x 00) nust be

recorded byalmedi dixactlpfidentigabdo thmseewhiehi ames desadbedfin melabinre to dibes

oy pr ovi SRYSS R BNISTE 1S, Drock(eke) “prosent in the oot
above- refe'rS@NFngr(g key tree structure and/or al so designates the
uch an erisemip f"egﬁfe,ﬁ&?@EE% %taﬁ&yz@@'q 2440 dgtd pelaizsh tontes Repoko be
N or ar chi dAPIREy PANS AR e INE SPAGRIRRCT, | " " RF TO0E (Retm Keon)

(8 byt es) :Funationyif there mmuﬂemmmoﬁdaéasmb&sétbma phbytaynitdi vi dual
contents data, ere th egat ed r cr pherl ng the contents key
by applyi n%alhl tn\%r S&ﬂ?@ﬁﬁ Qﬁﬂ@ ﬁﬁk@ . Function: Usable for
ci pheri ng VQEeent&zd@hﬁ eé’ﬁﬂmoﬁr{}ﬂmotdex%gc(BE‘.EFFFFFFFFFFFFF * E (KEKn,
Kcon) *;e,ﬁgg 'ggm ng: Data conprising. a contents data for ciphering
i ndi vi dual co @ where-the data is generated after. ciphering the .

contents ap Al kR¥m hering key (KEKn) provided by the
enabl i ng keyaﬁyiﬁgk Ek)@g?a -presgh? in the above-referred hierarchical key
tree strucFunetloﬁunBesmgna teseiiectotal nupber ofkrackat ents data Value: From 0

Vol e b VA e fahd o o GRRFmeln Al gy © Dyt o) Neamng

H no data is present, value of the above T"TRK is totally reset to
ZEY0.
* VerNo (2 bytes):
Meaning: The version number of format
Function: The upper bytes denote the major version number
The lower bytes denote the minor version number
The VerNo is also utilized as a data for designating whether a
distributed data corresponds to the object of a copy-right or not, in other
words, whether the distributed data requires utilization of a data
distributing key based on the above-referred enabling key block (EKB)
* present in the above-referred hierarchical key tree stricture or not.
Value: For example, 0x 0100 (Ver1.0) 0x 0203 (Ver2.3)
The following description refers to such a data (shown in B of FIG.
20 ) written in a domain following the above-described header.
*NM1-S: _ | '
Meaning® Name of 1 byte relél_ted to the whole memory cards
Function: Whenever ending such a data related to length-variable
name-data (a maximum of 256) désignated by one-byte character code, the
terminating code (0 x 00) must be written imperatively. |
Computation of size must be commenced from the terminating code.
If no data is present, at least such a data ranging from the foremost (0 x
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Function Value for checking the act of tanpering, where tjy & YkY6o4 S
gener ated based on such data stored in the above reproductlon controlllng
file, S-YMDhns data designating the tinme and the date of processing
contents data such as recording of final contents data, and al so based on
other data. If the tineldate data S YMDhms has been tanpered, it is
identified that the act of tanpering the data has been commtted at the

time of cheglegy gqggp ata is
prevented from g%fttr}g execut?@ Vié\?ﬁ)g?%cr%m 5(5 E%EE@@EP&E%FFF *
MR . Meavalye: KVatioustkindstofieharaeterrodesi on: Wien 0 x 00 i s desi gnat ed,

two ki nds @f Lg:ts key are present, which include contents keys
Kcon. and E % Kcon). When 0 x 01 is designated, a-contents- data E

( KEK KconMeanmgelNant@fezl é/félaeedﬁnehewmﬂé(iﬁem cafiBhns (4 bytes)

3)902:182) h@am n - r%é}ggzﬁ 1 é‘épr}?élrdaﬁé'eutﬁ%g@ anﬁ seﬁgnds ecorded
and 1 e apeu; 3 HeudAhinO bfPERP i agn ATl T, 2 (o, e vaﬁué e
updat ed whéexmpaaiing<od g? &M&emmmmmpzsatwelm bits: Year 0 to 99

o 15 bi s tour CorpRiaion ok ting Bk be bfpmtedfed Brod s ferinating code ong

0 to 29 (2Ifecoddtn iepresorit) affieaéis Mﬁ(&hrm d@aaa g@f@ﬁﬂth@ foremesi (G & of
rocessin 1 tine.o rec I N contents
Nat . Furgﬂi% &iﬁ% ﬁ@%bﬁm flﬁé’a%wm@%ﬁafég)y(i;gMC [0] is

al so updat §glaad Vhfﬁ%s%ﬁﬂﬁ@fbﬂaﬂﬁ@%&-)éodéé 24 August 2004 * TRK-nnn:

Meani n S ti nurrbr of ATRACBdataflleto be reproduced
J g% ersmn 4 bytes): P

Meaning: Designates generation number of contents keys provided by the
enabling key block (EKB) present in the abovereferred hierarchical key
tree structure and/or also deS1gnates the name of the file of the enabling
key block (EKB). ' .
Function: Designates such an enab]mg key block (EKB) for acquiring a

- proper contents key to be provided by the enabling key block (EKB) present
in the above-reférred hierarchical key tree structure.
Value: FromO0toOxFF |

* * E (Kstm, Kcon) (8 bytes):
Meaning: Data comprising a contents key for ciphering individual
contents data, where the data is generated after ciphering the contents key
by applying a storage key (Kstm) of theé memory card.
Function: Usable for ciphering contents data
Value: From 0 to 0 x FFFFFFFFFFFFFFFE
* E (KEKn, Kcon) (8 bytes): |
Meaning: Data comprising a contents data for ciphering individual
contents data, where the data is generated after ciphering the contents key
by applying a key ciphering key (KEKn) provided by the enabling key block
(EKB) present in the above-referred hierarchical key tree structure.
Function: Usable for ciphering contents data
Value: From 0 to 0 x FEFFFFFFEFFFFFEFF
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Functi on= Describes Fno in the TRK[NF Value: FromO to
INF_S: Meaning: Additive data related to the whole nemf%‘pé&@ﬁzwvﬁere t he

additive data includes photographs, the words, a commentary= or the like
Function- Length variable additive data accorrpanyi ng the header A plurality
‘of nutually different additive data may be aligned by way of providing:
each of the additive data with anlD code and a predetermned data size.
Each of the@ %'\[g]fgag Wdi vi dual Iy provided with the header consists
of a mni rrumﬁ such units that doubl e the integer of 4 Dbytes.

Dgg ails vmdMeamnge%ﬂue&rmh&(ﬂﬂngtt e\tam;eemnfg htegpyrisg dafai on o:‘

fite, Bk uhorte Vi b shildld 3hetadh of tedifefiBy RoHER, Mg B8 402

in the hepgpérdtied bdisdd en. sudh ﬂataosamtll ]mgtheuaboaecmmuﬁﬂctmnmﬁltmlhng

mscezzrgf&zé%@mgﬁm% U7 e i Bat IR0 Al B

di SCO““eCt&S‘% % Eﬁ% alt&rﬂﬁhﬁs?tda‘ﬁﬁ,cﬁhﬂeé'lé% Baset 6
condi-t1on when restoru ng

abnor mal operation. descri bed above, it

i s so arraotjeer dada. t b thebue/date data SMLhms hasl been i tenapered, tifels

Revi o1 on | aifiEh IR 15, otk B Tabnd Rk G dRta B05] pe O omlifalChy the°,
abnor mal t ginie ftchetking therG_MAC 6], owhepebyo Feprathetimf tomtaritedatat iz
val ues of the ' Rev‘igp%bem t he f&eermst and rearnost positions 'do not

coi nci de wPTeveRied nabling to detect abnornmally ended
oper at i on. V'ag&é ,‘%\ W}g‘podes are provided, it is
possi bl e to _detect abnor mal}fy ended operation at a high probability. If
abnormal |y * dvIGeld- operation has been detected, alarmis generated via
di spl ay of Further, inasmuch as the fixed val ue
BLKI D - TL&%W%%@% F@k@ost portlon of each bl ock (16KB ),
this flxed]?\mianmmanvmempmlxdmtm désigaatedyubwo2kiads ecmﬁqemtslkrgrcm@ree
of FAT when bei ut er Concret el Kiyg e fixed
val ues at pﬁ%sqrgfgﬁwgb i‘ﬁy ! %&%@Knhﬁc b9 When'6 X
01 is designated, a contents data E (KEK, Kcon) is solely present. .
Value: From Otc 0x 01
* 8 - YMDhms (4 bytes) (Option):
Meaning: Year, month, day, hour, minutes, and seconds, recorded by such

'!‘

an apparatus incorporating a reliable clock :
Function: Value for discerning the final date of processing contents data
such as the date-and time at which the contents data are finally recorded.
The value is updated when processing contents data.
Value: 25 to81bits: Year 0 to 99 (1980 to 2079)

21 to 24 bits:  Month 0to 12

16t0 20bits Day O0Oto3l

11to15bits Hour © t023

05 to 10 bits Mmute 0to 59

00t004bits  Second 0to29 (2 seconds per unit)

The S-YMDhms data is updated in the course of processing contents

data, for example, at the time of recording contents data. Further, based
on the updated data, the above-referred C_MAC [0] is also updated and

. then stored in memory.
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possible to discern the kinds of files. And yet, since thg Aj %J% [%*ues are
witten into the header and the term nating portion of indivi aF ocks by
double, it. is also possible to check the reliability of the fix value. It
is also allowable to record such data identical to that of the.
reproduction controlling file PBLIST by double. . Conpared to the track .
data controlling file, the AC-3 data file is provided with bl ock nunber
BLOCK SERI ATRErnie ATRAC-3 data file,. normally, a plurality of files

SERI AL 1 < MeBBiSET croderiaahh a%@&'ﬁﬁ‘gﬁﬁéﬁa&a@yﬁ%ﬁ%ﬂﬁ oo, 11

makes it dIFﬁﬁ&%ﬁ tDeé&ﬁBéanfo'ﬁ out of order. In other

wor ds, since.a si dataflle S corrposed of a plurality of
BLOCKS, \Ahﬁ@uﬁay];%@rm()i@d@&(@pialﬁ 0% rom each other, and thus, in order ta
i dentify thﬁ@@jﬁ%“ for constituting identical ATRAC-3 data fil es,
CONNUMD i s and yet, lifting and lowering order inside of an

i dent i caI daAddftwe datadedlated rfﬁdtfm/WBndebhlmhorynmds Bt the

qener ai e aﬁﬁﬁﬂi%%alémﬁmthq%ﬁgﬁéﬁ:? RGOk BEbne o

destructi off\phctidd: 18ngtHiOATTalA aHOGIRE A4UE bolBift %Iﬁh%héﬂié%dé&us

manuf acturer witten in"the file_can _be specified nuf act urer’ s code
Mcode i s recor déuphirality of snutaally siffevent additiv ordastzc e be

20 de5|gna (o)

header s sh%))v@ r@%%ﬁalé%chv\é}' t?{e é&&[tﬂ?%&a%r em)s r%ggg%ncﬁi gf]?red-g%%%t

Lengt h- var daihhealzelatEaeh @f\thleéachhtm damuuhvtc}]mﬂy pmd)hdedmglﬂgﬁﬂmhadder

potion. *INF; Fi e Function*, T es| gnat

Phe. for emo PNBiStE PoA Bruizbf 8518 biE At ichgiafachig dolBlathe Ttk er o o

x FF 43 Z%y'ﬁéélUSDeE:ﬁ%wﬂl%scM]@ﬁerbﬁgm tude of individual additive

d F Da i.s f be doubl h

ata Funct\lue™ Refer' o the composition of additive data =~ - or Do doubte the
To constitute the final slot of the reproduction controlling file,

BLKID-TLO, Mcode, and_-Revision identical to those which are stored in
the header are written.

While operating such a consumer’s audio component apparatus,
there may be such a case in which the above-referred memory card is
intentionally drawn out or power-supply source is disconnected, and thus, it
is necessary to detect occurrence of such abnormal condition when restoring
normal operation. As described above, it is so arranged that the
above-referred “Revision” is written in the foremost position and the
rearmost position of each block, and yet, the Revision is incremented by +1
whenever ré-writing the value thereof If any abnormal termination
occurs in the course of processing the block, the values of the “Revision” at
the foremost and rearmost positions do not coincide with each other,
whereby enabling to detect abnormally ended operation. Inasmuch as two
of the “Revision” codes are provided, it is possible to detect abnorn_la]ly ’
ended operation at a high probabi]ity If abnormally ended operation has
been detected, alarm is generated via display of error message for example.

- Further, inasmuch as the fixed value BLKID-TLO is inserted in the
foremost portion of each block (16KB), this fixed value can be applied to
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integer of 4 bytes inperatively. Data size nust be a m nigjy @j é@OL{)yt es
I f any surplus portion is generated beyond the endi ng poi nt of dat a,
excessive portion nmust be filled with the null code (0 x 00). Val ue: From
16 to 14784 (0 x 39CO ) * MCODE: Meani ng: Manufacturer's code Function
This code discernibly identifies name of the manufacturer and the product -
nodel of the apparat us. used for recording data. Val ue: The upper 10 bits

code " oo TR LA s. h gfesmaﬁt ﬁl?%%e@nfg'déﬁa“’%w??m e vt
]Eiolmal n copf g‘ﬁ}%"ﬂﬂl g VQIZ%EF? litt F?ng @WQ@Q\A&F B%Lem?%ﬁ ollfé Hata
ile Func te Ar® the yBae ¢
e ik R T

ot o 2o A8BbE 3 o S50 H08EH B HEX e RIBHIAY bE ks YA, TRISTRS
é si Ele) ?L bﬂ@r@ﬂ@ boisiedoeda stichi rdsttaofldéntl;mahsl;o ?ﬂmty@xf thasreli)mc?ilu:%mrbed
the end poeontatangdle PEVIST bydadibe port i on mist be fillod wth the
nul | code (0 x ?ﬁ?ﬂgﬁéfﬁ? tEx%D&%%Rd&Q% %ntﬂﬂhﬁgnﬁmﬁw ATRAS-86l4dta file

i ndi vidual ly de exe |f|es ar allg

cor r espondcontains ahonsiderably greai G‘ﬁ%ﬁéé |d@$atﬁ@ E

Bl ock) 71 EXOYTe alé%a@mﬁéc?h#ﬁ%ﬂ%%ﬁ%“%@b%@%“ Rl

i ndi vi dual Iﬁrﬁi:ﬂlﬁ@pleﬁ:ahﬁjﬂbﬁﬁlés)am peesertvomn Avmehianykeard]

Compr 1 bes sheﬁalgélécr e ELA @ﬁ#ﬁﬁ@“@f%ﬁ@%ﬁ%ﬁ%@@e@ﬁ e

o ;[/\/Liefg;g g’?aﬂﬁi tes aI SONEJ(%’ Pﬁt%qg%%ﬂttm%m Elewnwheto M InisM

’ out o order In other words, since a single ATRAC-3 data file is composed
of a plurality of BLOCKSs, which may be disposed apart from each other,
and thus, in order to identify the BLOCKs for constituting identical
ATRAC-3 data files, CONNUMO is utilized, and yet, lifting and lowering
order inside of an identical ATRAC-3 data file is determined by the block
numbexr BLOCK SERIAL. |

In the same way, in such a case in which any discrepancy is
generated in the file by committing a logical error without leading to
destruction of FAT in order that the product model of an apparatus
manufacturer written in the file can be specified, the manufacturer’s code
Mcode is recorded at the foremost and rearmost of each block.

A C of FIG. 20 designates construction of the data containing added
data. Those headers shown below are written at the foremost portion of -
the added data. Length vanable data are written in such portions -
following the header potion.

- *INF:
Meaning: Field ID
Function: The fixed value designating the foremost portion of such data
containing added data
Value: From 0 to 0x FF
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musi ¢ name domain NM2. The heading portion of the attribyyg, ?g@
contains description of those data shown below. * BLKID - H 4 Abyt es)
Meani ng: BLOCKID FILE I D Function: The value for identifying the forenost
byte of the above ATRAC-3 data file Value: Fixed value ='TD = 0" (For
exanple, 0 x 48442D30) * MCODE (2 bytes): Meaning: Mnufacturer's code
Function: This code discernibly identifies the name of manufacturer and

t he product $IXlEé! of such an apparatus used for recording data. Value: The

upper 10bi desi.g e nuf agt uf.ery s cofe.. The Jlower 6 bits designate the
pr oduct rmﬁ?ag&% rﬁa@&%ﬁ V@&]ﬂt}ﬁ‘gﬁ}l"el\i&aﬁ ng: Serial nunmber added
per track Rypsitiewy DMaea f@rei®Tred)y tMofevar the dath $izeckusediendoubldhtReand

then the follow nfgibl_ock‘is I ncrepented by +1. Even when.bl ock. dGa{)a are
edited, vantegerefed bibes impesativelyue Datagize myst be,a mummmof 16 bytes.

*NLC+L( 2byt , alen S t ?lq& f a

(musi c nan&g%&&%b@%@ﬁ%ﬁﬁ@g@ﬁ Hzfﬁ) a%ﬁa%&xc gg%%%f)%r ’tﬁlgé
data NM arexcessivp portionl mudt be dilladvitly the nullecade Bk @)1 dentical to the
val ue of t recedin NI ¢ A NP + L (2 bytes): Meaning: Designates
attribute 3?al§§t awiéw%ﬁgg‘k@ﬁ%‘@nams). Function: Character code
and | anguagepOdEsed for the data NM are respectively designated by one

byte. Value: ldentical to the value of the preceding SNIC + L. * |INFSIZE
(2 bytes): Me © Designates the total size of all the

anmg-A :

T g
the product model of ti)x : \
Value: The upper 10 bits designate manufacturer’s code

The lower 6 bits designate product model code

C*CH+Ls o | |
Meaning: Desigﬁates attribute of characters written in such domain
corresponding to the 12th byte from the foremost position of data file
Function: 'Designates usable character codes and language codes by
applying each byte -
Value: Identical to the values of the above-referred SNC + L
*DATA: :
Meaning: Individual data containing added data
Function: Individual data are designated by way of length variable data. -
Foremost part of actual data always begins with the 12th byte, where the
length (size) of the data must be a minimum of 4 bytes, and yet, must -
always be double the integer of 4 bytes. If any surplus portion is gene_rated
beyond the end portion of data, the excessive portion must be filled vgrith the
null code 0x00). - '
Value: Depending on the contents, the value is individually defined.

FIG. 21 exemplifies an alignment of data corresponding to the
ATRAC-3 data file ASDnnnn. FIG. 21 designates an attribute header (one
block) of data file and a music data file (one block). FIG. 21 designates the
foremost bytes (0 x 0000 to 0 x 7FF0) of individual slots corresponding to
the above two blocks (16 byte x 2 = 32 Kbytes). As is discretely shown in

e apparatus used for recording data.

44




data size is conpulsorily reset to zero. Value: Data size Q%fﬁ mO0 X
0000 to 0 x 3C6 (966). * T - PRT (2 bytes): Meaning: To%gilla n%gd?@of
parts Function: Designates the nunber of parts for constituting track
Normal |y, the nunber of parts is 1. Value: From1 to O x 285 (645 dec) * T
- SU (4 bytes): Meaning: Total number of sound units SU corresponds to the
mnimum unit of parts, and yet, it .also constitutes a mninmumunit of data

when  cOnPREEsigng tRH héadbit doripridBs |s)alchga etidhRAGEng it the flremadieto of

sound units corresponds t.o several hun .bytes co I,Si.n audlo dat
. cor r esponthe B2 bytes pisthe atéribube , BN wiye g) &i a

44.1KH z o NaYVA) m?bﬁ’%éﬁ t

appr oxi mat éﬁﬁgﬁ}éé&ngﬁ% orrgr nee?&ém ze. Eac ryé%‘?;%?goggﬁéathe Sther
appr oxi mat ﬁhusﬁanmxeoddmamu NMPre Thies headive pxirtion oﬁrchalabjznbuta headge
parts is conposed . b everal st housands of SU. In the case in

whi ch a sif @-‘Bﬁﬁ%’?éﬂ% f@ tﬁrﬁhtogvroi’ &YV it is possible to express
appr oxi mat el g KTP) SEA0 ¢ dikegound with a -single cluster. The number of

parts for constltutln n |nd ﬁﬁ} track is affected by the size of added
dat a. InasM@Wt Eﬁu s is deternmined by the nunber after

renovi ng t | tR AC Wyl dpfi

froma singl ock 'I;'Pﬁb(s:h‘%al con @gﬁhﬁl{%al@edg%%aﬁ?%ﬁgeg dﬁgea%&re
CorreSpondﬁERAG‘rédm:acﬁlm on enabl ing a maximum of parts (645.units) to be
utilized. ctJ ope Si nat& to |y present in
the track. @Jagﬁ?s E‘Hf“‘i ds 1 @?%&?’?@F%@%& c tune.

Val ue: Fromlqgom@bﬁtgg)f)OlFFFFF * INX (2 bytes) (Option): Meaning:

Rel ative | gcation of_ | ﬁx 46 24 Aygust 2004 Function: Pointer ' indicating

the tip of Maaning'er €a nusic tune. Designates a position

from the t'ﬂy@é&ﬁrﬁ Hiséei‘ﬂfo HARERE i hathd Of tHanufdtudereld of

SU into oné 'S 05|t|on corresponds
the product mod of such an apparatus used for recording data.

Value: The upper 10bits de51gnate manufacturer’s code
The lower 6 bits designate the product model code
* BLOCK SERIAL (4 bytes):
Meaning: Serial number added per track
Function: The foremost byte of an initial block begins with 0 and then the -
following block is incremented by +1. Even when block data are edited,
values are invariable.
Value: From OtoOx FFFFFFFF
*NIC+ L(2 bytes):
~ Meaning’ Des:gnabes attribute of data (NM1) of tracks (music names)
Function: Character code and language code used for the data NM1 are
| respectively designated by one byte.
Value: Identical to the value of the preceding SN1C + L.
* N2C + L (2 bytes): -
Meaning: De51gnabes attribute of data (NM2) of track (music names).
Function: Character code and language code used for the data NM2 ave
respectively designated by one byte. |
Value: Identical to the value of the preceding SN1C + L.
* INFSIZE (2 bytes): |
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to such a duration (approximtely 93mseconds ) four tinmesy4

| ength of the SU. Value: FromO to 0 x FFFF (a maxi num of app OXI mately
6084 sec.) * XT (2 bytes) (Option): Meaning= Tinme for reproduci ng | NDEX
Function: Designates the time unit nunber of SU to be reproduced from the
forenost code specified by.INX-nnn by the nunber divided into one fourth.
This corresponds to the tine (approximately 93nseconds) four tines the
normal  dur BpIéQRir}: tDes@rrkaté@lm t6tal 8§i980of e thidadfitiveralset blkgedl fect
FromO x 01 tqQ the end music tune 0 x FFFF (nmax. 6084 sec) 0 x FFFF
Next , rrusﬁél’afﬁﬁe domains NM and NM2 are described below. NM:. Meaning:

Char act er pr Emﬁﬁf The BOIEBFFE t hyy ﬁ%ﬁs ane
(maxi num 2 exog?eslgé neangﬁgf ongtté)}gt e alrdgg:%er cog @?b&ne
t er m nat i ndabasize mammpﬂhbmlyu:ésetstoemnt ial- that the termnating code (0

;(er %O%a?enya;ﬁtagnq#arrper §2 v 6&%@6@6 Wb$§®§ﬁ1 f ro[nh;Peat | east -a

m ni m um o¥ PRPYIL g)ode rangl ng fromthe forenost (0 x 0020) to the
nul | code 0 X 00) recor ded VaI ue: Various character codes NW2:
Meani ng: Partausi c nanes Functlon- Lengt h-vari abl e

tern ﬁii?ngqﬁ?n@%“ata -?gqﬂ#g?‘s?‘é%t O e R coabiting RIS

written i npNomhallglthe xﬁmﬂ)eﬂtd'lparbaem tomput ed fromthe termnating code. |f
no data |s es.en | t at at least a mnimumof 2 byte '
codes. be w m%&opr’&égSKg%fj@FEmst (0 x 0120) to the null code (O

x 00). 47 241‘Am(4 :Value: Various character codes The TRKI NF - begi ns
with the f ed posi ti 0 x 320) ,of the attr te header, The TRKI NF
(track dat a@m&) H&G@fnyé%b@mﬁﬁ@ea RS ¢ mrIESpon ' to the minimum

unit of parts, and yet, it also constitutes a minimum unit of data when
compressing audio data by applying the ATRAC-3. The total number of
sound units corresponds to several hundred bytes comprising audio data
_corresponding to 1024 samples (1024 x 16 bits x 2 channels) generated via
- 44.1KHz of sampljng frequency by way of compressing audio data into
approximately one tenth the original size. Each SU corresponds to
approximately 93mseconds via time-wise conversion. Normally, a single
‘parts is composed by means of several thousands of SU. In the case in
which a single cluster comprises 42 units of SU, it is possible to express |
approximately one second off sound with a single cluster. The number of
parts for constituting an individual track is affected by the size of added
‘data. Inasmuch as the number of parts is determined by the number after
removing the header, music name, and the data containing additive data
from a single block, such a condition totally devoid of added data
corresponds to the condition enabling a maximum of parts (645 units) to be
utilized. | ' |
Function: Designates the total number of US actually present in the track.
This corresponds to the time for performing a music tune.
Value: From 0x 01 to 0 x 001FFFFF
* INX (2 bytes) (Option):
Meaning® Relative location of INDEX
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which mainly integrally controls data related to securi tyzépﬂgg t 2004
coy-controiiing data. FIG 23 designates the TRKINF portion. hose data -
within the TRKINF domain are described below in accordance with the order
of arrangenent. * EKE (1 byte): Meaning: G phering contents key provided
by the above-referred enabling key block (EKB) present in the
above-referred hierarchical key tree structure. EKI designates whet her E

(KEKn, Kco e [ f
the key £ Brpiiolt 0 Touet iflcatidg REE! 6" o thafacheFRRIONAI N Rif°S HRYR1E
condi ti on. tubet Pesignates ppesitinn ﬁBﬁEt&ErﬁpopDMmlof 8bmwm$tmd bywintayoof
referring o .R.CK Val Q t X verS|on 4

byt es) : Q?-.Yl g%ﬁl'ﬂ?ﬁ; "im& ﬁv ?’ﬁl?ﬂ?eo Fﬁb@% by
the enabl t@%d@&y sldlatidEKEppredenitely Ihesabonds)r &her ltﬁﬁebl ﬁi@rzcdmal
key tree stru tuiiﬁ agﬁl:or al so designates file name of the enabling key

tree ‘stru unction: Designates such an enabling key bl ock

(EKB) for L1 | PEomP) 89 0'x W'@é %aéf%ﬁu&f Bﬁhgﬁ?c?)g%nésﬂté% 6024 der9 key_

structure res I n ierar cture. Val ue:
FromO to @%ytﬁg)(ﬁt@p Kcon) (8 bytes): Meaning: Data corrprl si ng such

oot or wS el S BB REO BTEK %, oh St e o ol phor g
ant)etnte:)dmc‘t?rfpe Dhsigna Cgeé ?hg time IIgon Ey?fbgrﬁiéﬂﬁ??% each
((:ontgnts 38 : ke qﬁ@ Qérﬁe%\ﬁ?érlgf Mé’d’fb Ya W‘%’i}n gl@E}Q’])
provi ded %Iﬁgh%‘l THEU Sbrré Pﬁénagetoe'ﬂﬁé'hﬁﬂe {(upgﬁb Bgsm@égfﬁdg) fdnt he

above referre i erarchica tree struc Function
ci pheri ng tivees %mamlduratlonofthe SU. -

Value: 0 x 0000 = Devoid of time setting effect
From 0 x 01 to the end of music tune 0 x FFFF (max. 6084 sec) 0

x F¥FF
' Next, music name domains NM1 and NM2 are described below.

* NM1: |

Meaning: Character array expressing music names

Function' Length-variable music name (maximum 256) expressed by

means of one-byte character code: Whenever terminating music name

data, it is essential -that the terminating code (0 x 00) be written
imperatively. Size shall be computed from the terminating code. If no .

data is present, it is essential that at least a minimum of one byte of code
‘ranging from the foremost (0 x 0020) to the null code (0 x 00) be recorded.
Value: Various character codes

* NM2: o

Meaning' Character array expressing music names

Function: Length-variable name data (maximum 519) designated by

two-byte character codes: Whenever terminating name data, it is essential

that terminating code (0 x 00) be written imperatively. Size shall be

computed from the terminating code. I no data is present, it is essential

that at least a minimum of 2 byte codes be written ranging from the

foremost (0 x 0120) to the null code (0 x 00).

47




Value: FromO to 0 x FFFFFFFFFFFFFFFF * C MAC [n] (8 byt g:

Val ue for checking the tanpering with copy-righted data: 2%5H%$?%EO$A val ue.
generated fromthe contents of a plurality of the above-referred TRKI NF
nber corresponds to those sequence nunbers recorded in a conceal ed donain
of a menory card. Such a recorder incapable of safeguarding copy-rights-
are unable to read the concealed domain. On the other hand, such a

refﬁrgﬁracvlgpgzl Wﬁ@%h&gﬁgﬁfggﬁmg; and sgch a personal corrputer Ioaded
Wi ppl i q p e readi n can

access to the ﬁé@i ety with h(eﬁJEﬁFf %1% g':}é h?uﬁ uﬁéf%\

Functi on: at @%E? S e:

Ref erri ng {ﬁ % ’gﬁed?{ tai i are descrlgO %Egcﬁgdﬂ%?ﬁ?f}% g i's

prescri bedwlmch m&mlyanwgraﬂgezontm ath melateg to aecgmtrybandmy cxmjm]l]mg I
conpri ses e na
solme)I y con‘gfl1 m&%ﬁﬁ&@mﬁf@g@t@ﬁﬁ dzri[?)a\gg {ﬁ@ﬁ% arn }?%

bit 27- 1 T‘RKINF doneiied apy desriberhtbedow inr apemdiasiceowithp pieatarderBof 0
of the above attri bute A constitutes ON OFF data of enphasis, whereas bit

| constit dEaNgeMeRt.data to desi gnate whet her being reproductlon SKI P
node or no*%l Pgs,ﬁguctlon node- Bit 2 constitutes data distinction, in
ot her words ornms such data conprising_audio data or other dat a

such as f aMea:mhg d &lipheringheontenbs keytpmvided iy t:hQ abevewetferredenabling

atrac 3 i e bl (ERC8), b LAY P 0Re fer A R RehR AT RER Bk
expr essed Wut:hm tEI@elebl tés whetheg E(KEKU;T% IS phresedeognet. es
{ranst er r EBCHORG Ribper H]e%@p@%%sgﬁﬂ%xﬁ BB o5 kinde of  mode
i ncluding monaural  (§t72¢ 1de51§ﬁaﬁé\é a"biénceﬁffiﬂi& ke E EX (N =5), and HQ
P mode, Whenthe eondigpmmins,T 39 g eeseoh, BRI a@rsr{‘éﬂ?s ey pitered '
without referring to R (KEKn, Keon).
Value: From OtoOx FF
* EKB._version (4 bytes):
Meaning: Designates generation number of contents keys provided by the
enabling key block (EKB) present in the above referred hierarchical key
~ tree structure and/or also designates file name of the enabling key tree
structure (EKB). :
Function: Designates such an enabling key block (EKB) for acquiring
proper contents keys provided by the enabling key structure (EKB) present
in the hierarchical key tree structure.
Value: From Oto Ox FF
* T (Kstm, Kcon) (8 bytes):
Mearﬁngl Data comprising such contents keys for ciphering each contents
data, where the data is ciphered by a storage key (Kstm) of a memory card.
Function: Usable for ciphering contents data
Value: From 0 to 0 x FFFFFFEFFFFFFEFEFF
* T (KEKn, Kcon) (8 bytes):
Meaning: Data comprising such contents keys for ciphering each contents
data, where the data is ciphered by a key ciphering key (KEKn) provided by
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for HQ node. Further, "dual" nmode (N = 0) and "joint" rmdgum% 05t 2004
conformng to the above cited ATRAC-3 is designated by the b 7. Assune
that SP node is entered while utilizing a 64MB nenory card for exanple.
The 64MB nenory card contains 3968 bl ocks. Since a wunit of SU conprises
304 bytes, when the SP node is entered, a total of 53 SU units are present
per block. A unit of SU corresponds to (1024/44100) seconds. Accordingly,

cach. bl 0ckhe BhbBIRRTKey P%%@%@énﬂﬁ%hé AbtRrefd b dhitBakisRapPRey =

81 m nutes. data Transfer .rate is conputed as
fol lows. treelsipocO®®) x 304 x 8 = 104737 bps LT (1 byte) Meani ng:

Repr oduct i 6 and 7). and security
ver si ons Fg‘ﬁ}d’st&ﬁg @g%§%k2“‘?ﬁﬂé% M@a%f%w sion of restrictive terns
i nposed OWaﬂﬂebkammwO:BEFFFFFI&?‘EFE@FEEUon 1 =restrictionis
present Bjt,.6; = Wt hi ffective term1= effective termexpires Bit 5
to bit O: L‘&M@r‘i\n@g’y&é OIf securlty verS|on code is not O,

repr oduct aﬁﬁq n 1y

recor ded Mg r%nblng?ak{eeiﬁrghggﬁt'}leé speC| %@Fﬁ%ﬁyﬁgh%(\g/%%e for
conput i ngFwaetiawor dearaluet generateda montemtSaofnanpl aliby. Oﬁléh@e

L F I b, BB S

a recordi ngntamsamsaﬁdndls@rﬁmiﬁotcajﬂcﬂa]hdfm@mmw apembeal uéEheeterm
recordi ng aﬁ arat.us Val ue:. Fro 0to E%FFEI):F FFFFFFFFFFFFFFFFFFFFFFFFF
* CONNUM P &E@l@ easengg R&BB T 2@%“3&@% 9%t SCQHATICe, ARYNerS

nunber Fupghelad fhpaoe&ﬁceéaihaedaﬁfsuﬁubﬁt@dm&ﬁo@l%a&dt uGuchhhS regh Ry :

controlled by the security bJ ock provjded for an’jndividual] recordin
appar at us Ingapahle| obmafegiandingoeopiisightsuate ynable 4e crande the e@Olfl@ﬂfﬁed

domain. On the other hand, such a recorder compatible with copy rights
and such a personal computer loaded with an application program capable

of r reading a memory caxd can gain access to the concealed domain.

* A (Lbyte): |

Meaning: Attribute of parts

Function: Designates data inside of parts such as compressed mode
Value: Referring to FIG. 24, details are described below.

A speaial jo'mf mode is prescribed as “monaural” mode, in which N=0,
1 of monaural signal comprises bit 7 as binary code 1 and sub signal as O,
whereas main signal solely comprises (L. + R) signal components. - Such
data corresponding to bit 2,1 may be -ignored by a conventional
reproduction apparatus. . '

Bit 0 of the above attribute A constitutes ONJOFF data of emphasis,
whereas bit 1 constitutes such a data to designate whether being
reproduction SKIP mode or normal reproduction mode. Bit 2 constitutés

~ data distinction, in other words, bit 2 forms such data comprising audio
data or other data such as facsimile data or the like. Bit 3 is not yet defined.
By way of combining bits 4, 5, and 6, as shown in FIG. 24, mode data
conforming to ATRAC-3 is prescribed. More particularly, N designates
such a mode value expressed by those three bits 4, 5, and 6. The mode
value designates recording time (when utilizing a 64MB memory card),
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I dentifying the recorded nusic tunes. Value: FromO to O
YMDhnes - S (4 bytes) (Option): Meaning: Date and tine of Z“Mﬁ?ﬁg“
reproduction of tracks which are restrictive of reproduction Function:
Date and tine at which commencenent of reproduction specified by FMD is
approved Val ue: ldentical to the above-referred date and tine YMbDhns -. E
(4ytes) (Option): Meaning. Date and tinme of termnating reproduction of

tracks whigfy %i%nsfe? sfeftb%hé! SR HeFPHO IS el Eﬁ ICi GBlatioldes ai%t%s‘

whi ch approval r _reproductio peci {ied AM 1S te m na ed V,
| denti cal mmiehmlu@m&mmszm(b PG SN =

copy - crid byred (ErplbRSCids %@ﬁ%%&ﬁ%%ﬁ%ﬁ“@hﬂ%%ﬁ&%@' o

Act :Jal I yt fcﬁpLPokn@dbl e?4d3yrw§+ rf]@gSPnﬁ:téladeh«38r4olbpttesrf©mrEAKdmImdepaa.d 5IDbytes

i enen cti e.tounds ecrgase pe

rgBroduct ﬁ@pmﬂgf -0 “JU@QF:O qéﬁ{?erqﬁj PR vdﬁmftepmé?ég {NOTT Lbunds
are not yete t - %ﬂaoce he Bitep the bit 7 of
LT indi cates %Jhgﬁﬁq%ﬁ aé#i\}e ue | n |cg}tgzsg%ki ep ac]%g%l%n |s' i nhi bited.

CC (1 byte): thaty SEomode isemteresh witdetw AMB npespersat i on

August zoséfhﬁ% Pt pﬁ“a ﬁihsbém ] %@f@ §9§§2¥1§C¥p§%\?& £

control Ii nmtia_f. 8U eemmpréwst30h bygtes; veken dhei SEImodeyls regnteped,ad itotal of B8 bi t s
s e b o Bib it pr sdesent por block At B S corkéipeitas o toadaaiod) 2
seconds. Accordingly, each block corresponds to (1024/44100) x 53 x (3968 -
16) = 4863 seconds = 81 minutes. On the other hand, the data transfer
rate is computed as follows. ' N
(44100/1024) x 304 x 8 =104737bps

* LT (1 byte): :
Meaning: Reproduction restrictive flag (comprising bits 6 and 7) and
security versions (bits 5 to 0)
Function: Designates provision of restrictive terms imposed on tracks

Value: Bit7: O=norestriction 1= restriction is present
' Bit 6: 0=within effective term 1 = éffective term expires

o Bit 5tobit 0: security version =0
- If security version code is not 0, reproduction is inhibited.

* FNo (2 bytes): 3

Meaning: The initially recorded track number This value specifies

- position of the value for computing MAC recorded in the concealed domain

-of a memory card.

Value: From 0 to Ox 190 (400)

MG (D) SERIAL-nnn (16 bytes comprising upper 8 bytes and lower 8 bytes)
Meaning: Serial number of security blocks provided for a recording
apparatus |
Function: Totally different proper values per recording apparatus

Value: From Oto0Ox FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

* CONNUM (4 bytes):
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Copy controlling operation conprises the follow ng: Wen ﬂ$%5¥ét5@ylblts 6
and 7, data code 11 approves indefinite copying operation;, data code

i nhi bits copying operation; and data code 00 approves copying operation
for one round. Wen utilizing bits 2 and 3, data code 00 enabl es recording
froman analog input or a digital input; and data code O designates MG .
authentication level. In the case of digital recording via a CD, -bits 6

and 7 c d bits 2 and 3 corresponds
to the fﬁal{e%%?ﬁg @%@%ﬁﬁ&éﬁ%ﬁﬁﬁéﬁ% Bﬁ& ron): Meaning: Copying
appr oved Fuanctleni n A hEropeEMeal{i@i gbetmndelte eza@ﬁ‘smytﬂhaag%nsntv&ﬁmtmn
Function._ Distsnet{ on, between.on nd and i nd roun

copyi ng- GO&1 t%%(idbﬁ the d%%qlgﬁta’t jalpﬁlg Y’%éb%@ c%ByH@l srec?:ﬁ g
appr oved SspRtdis! OuAdgotai €of .8 bﬁo&ﬁ%w.-ﬁ: ftﬁmésh@@)fﬁe a8d for

generatlo ect tq decrease per round of copying operation. Val ue:
00 = cop Q&Emgt preegdedmpswituresox FE desi gnat es rounds of copying

operatio mﬁlﬁ finite rounds. I'n succession to the
above- retﬁgrred traéﬁ dg}akgp nain TRKINF, such a 24-byt data initiated
fromo0 x ’OYMEDIanaIS éfhbytas }ﬂ@mﬂmﬂat a domain PRTINF for controlling
gﬂéﬁed %3: % ack vmth a ﬁ uriachﬂéfg;?ﬁa%ﬁ JgﬁTI NF is
correspoq@saﬁcﬁeetdj‘q-eﬁﬁdmgl@t a| I S of data in the PRTINF domain are
descri be beI ow | n ccordan ewth the arranged order. * PRTS|Z
byt es) : smdg time 1 dbrnwhieh | gemeepeement; of mqaw@n he .
foll ow n th 2 bytes (the uppernost rank); Starting
et &Mr O it

SU 1 byte (an up rmnating SUis provided with 1 byte-(the
| owest r avidut ipdmtmbhtnhe@bw&'atef&ne c(lgman dbmen 1 to 0 x 1F40 (8000)

Nore t Egtwofﬁ&?ﬁé? @BFERY 11 om0, 1.9 o pards. o L)

" Meaning: Date and time of terminating reproductlon of tracks which are
restrictive of reproductton
Function:. Date and time at which approval for reproduction spec;ﬁed by
EMD is terminated
Value: Identical to the above-referred data and time.
*XCC (1 byte):
Meaning: Expanded portion of CC {copy contro]) descrlbed below
Function: Control of copy
* CT (1 byte) (Option):
Meaning: Rounds of reproduction
Function: Actually reproducible rounds against the total rounds approved
for implementing reproduction. The rounds are subject to decrease per
reproduction. |
Value: 0x00to 0x FF When the approved reproduction rounds are not
yet utilized at all, the value is null (0 x 00). When thie bit 7 of LT indicates
1 and the CT value indicates 00, reproduction is inhibited. |
* CC (1 byte):
Meaning: Copy Control
Function: Control over copying operation
Value: As shown in FIG. 25, bits 6 and 7 jointly designate a copy
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* PRTKEY (8 bytes): Meaning Value for ciphering parts Fu@fkh&% @ ytial
value = 0 When entering an editing process, editing rule nust served.
Value: FromO to 0 x FFEFFFFFFFFFFFFF . CONNUMO. (4 bytes):.. Meaning: An
initially generated key for designating accunul ated nunber of contents
data Function: Role of ID for characterizing contents data Val ue: Ildentical
to the vaIue of the |n|t|al val ue key of the accunmul ated contents data

nunber R, gﬁe Lo bRy | deFfiate? h copbecdhtolls cahender

of the ATRAC— contains~an ddditi data I ve data
I NF rel ategdates to doigh-spead gﬁalalowmgmmnaém, cbibe chragchid joinily

data may Soannge sfbortR BB aRtEREMMOR A1 BI, B BRL F e B 6
dat a si zedefSuedh an add|t|ve dat a i ncl udi ng each header conprlses a n1n|num
bytes. Lot a of CPREIGEaling SBREGeT, pRmpmisss (e dolewngr BHeTs Waliaing | e
o added Le° ?éééﬁdéﬂ ﬁae‘%)ac?éalﬁ'aﬁ‘?lﬁ’a’?gi‘g‘c ﬁé@" PoKying Chditiors ath MTREZT
are descr@béﬂhﬁm%WPYmgLOQ@atmmgm yode)G0 approvemcomyingeperation | D
e i e e R e N8
August 2d@émvisan amlcb@mpattorr ardgitddmputh cnddatd aette Of desighates MGy
soed oy SRR ISR G R Theids Ctighll ebu Rk S SRR RERRE B o
wher eas tdrespond to the former function 00, and bits 2 and 3 corresponds to the

latter 00 function.

* CN (1 byte) (Option):

Meaning: Copying approved rounds in the HSCMS (ngh speed Serial

Copy Management System :

F\mctlon Distinction between one-round copying and indefinite rounds

copying is expanded to designate the approvable copying rounds. The

approved copying rounds are solely effective for the first copying generation

and subject to decrease per round of copying operation.

Value: 00 = copying is inhibited. From 01 to 0x FE designates rounds of

copying operation, and 0 x FF designates indefinite rounds. '

1In succession to the above-referred track data domain TRKINE such

a 24-byte data initiated from O x 0370 is called the parts-data domain

PRTINF for controlling parts. When composing a single track with a

plurality of parts, PRTINF is aligned in order of time axis. FIG. 26

designates the portion corresponding to the PTTINE. Details of data in the

PRTINF domain are described below in accordance with the arranged

order.

* PRTSIZE (4 bytes):

Meaning: Parts size

Function: Designate parts size including the following: cluster is provided

with 2 bytes (the uppermost rank); Starting SU 1 byte (an upper rank)

and bermmatmg SU is prov1ded w1th 1 byte (the lowest rank).
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lower 6 bits designates the product nodel code. * CONNUM34 A ﬁge%y
Meaning: Initially generated nunber for designating accunu ﬁ cont ents
data Function: Role of ID for characterizing contents data. Even when being
edited, the value remains unaffected. Value: ldentical to the value of the
initial-value key of the contents_ accunul ated nunber. * BLOCK SERI AL (4
bytes): Meaning: Serial nunbers added to indi vidual tracks Function: Seri al
nunber atyLidie @hﬂst@t%rﬁelgtd‘ MF&OS ial nunber for the next block
i's counted up by +1 when being e t he val ue remains unaffected.
Val ue: From 0 t &tortingr$BEFdrom 0 to Bxddk(B®D (8 bytes): Meaning: A key

for ciphering o I ck enables the security
bl ock of a corr%ﬁ%ﬂfgggo?@%@%gm uggygenerat e ransomdigits.
The ensuing bl ocrﬂot@thaioulmSHI@mésyardcoUﬂmwﬁr@m/@J Ue2i.s. upstardso sound can

be gener gt Or. ne second corre sponding to one block, and thus,
an |dent|c§&{ .Hd\é(gi)ybﬁ%rtten to the header and the rearnost portion of

t he bl ock%@%rﬁg *M@QHE% ggtedi ted, - the val ue remai ns unaffected.
Val ue: yt e rgﬁdom ?I ts"at t bl nitial stage * I N TIALIZATI ON VECTOR
(8 byt es) Oval ue necessary for ciphering and

e 'b{‘gctkhﬁeg. ﬁ@"%li eéﬁﬁf%ﬂ%’ﬁ“%ﬁ%ﬂ%ﬁf@%#ﬁé BRie° GEne et ke T

finally colpdeaved. 8-byte value of the last SU. In the case of ciphering or

decodi ng daja .at,an inte | | di vi ded bl ock, the 54 24
August 20 lm‘eastF@IBﬁto bﬂm@ﬁﬁf -initial SUis utilized. Even

o

when bei ng @q)lx@g);e remains unaffected. Value: FromO to 0 x
FFFFFFFFFFFFFFFF
Meaning: An initially generated key for designating accumulated number
of contents data

Function: Role of ID for charactenmng contents data
Value: Identical to the value of the initial value key of the accumulated
contents data number.

Refer again to FIG. 21. As shown in FIG. 21, the attribute header of
the ATRAC-3 data file contains an additive data INF. The additive data
INF relates to tracks, which has a variable length and accompanies the
header. Depending on. cases, a plurality of mutually different additive
data may be aligned. Each of the additive data is added with ID and a
data size. Such an additive data including each header comprises a
minimum of 16 bytes and consists of such a unit that doubles the mbeger of
four bytes.

Data of individual blocks of the above-referred ATRAC-3 data file
follow the above-referred attribute header. As shown in FIG. 27, a header
is added to each block. Data used for each block of the ATRAC-3 data file
are described below.

* BLKID - A3D (4 bytes):

Meaning: Blocked File ID

Function: Value for identifying the foremost of the ATRAC-3 data
Value: Fixed value =“A3D” (For example, 0 x 41334420)

* MCODE (2 bytes):

03




Meani ng: Data of sound unit Function: Data. conpressed fr%m\,}@% @l es.
Dependi ng on the conpression node, the nunber of output varies. Even
when being edited, the value remins unaffected. For exarrpl e, when SP node
is entered, N corresponds to 384 bytes. Value: Value of the data of the
ATRAC-3 data file According to the structure showmn in FIG 21, inasnuch as
N =384, a total of 42 SU are witten in a block. A pair of forenpst

slots (4 RydAsIneof Mﬁﬁ?ﬂ' éﬂlﬁgi"s%ﬂ gtitute header. Further, BLKID-A3D,
Mcode, CO\INUI\/DgQ and ERIAL are written by double in the |ast one

bl ock (2 Bymstion: A&@odeufmmd}scegmhiy egdifyiing mapufcbtrers nameend the
conpri ses As nmentioned earlier, an
8- byte BLE%%%@%’F@Z%%B?M&&WQ@?%Iu n M byte by doubl e. As
Wil bfe d¥atué: beﬁlpmeh 1g$b1tso@és1gﬁd amsed?e lmﬁﬁfa@tum@m wdéﬁwhereg@ﬁﬂ&eesz ed
in confo e at a- [ ere the conpresse
uni t conpﬁvg%‘é&nélg%a‘?ﬁ}gﬂﬁ N@&t@ﬁéﬁgm‘iﬁen a reproduction apparat us
200 read d@@mgwgy devi ce 300, m ninum readable unit corresponds
to the sound unit SU. Audi o data_may al so be conpressed via CODEC

f or mat ot t hinitisdlye genarated marrher 3 foxiadasignasing r aecumulate]

like. Eﬁ&‘%‘?‘ﬁg a is generated by way of generating randomdigits per
bl ock. mﬁ% controlling nodule 351. The flash nenory.controlling

nmodul e 35Fmrd:mni s Releroft IDrforfadraractdrizing deteritstdatand Bveadwierdbemgut
froma fla 313@@'3{15 }4'9134 Construc Q ﬁf a reproduction apparatus shown in
FIG 15 i€ % Enf’ﬁﬁ ction apparatus shown in FIG 15
conpri sesValle f gHLAKCAD toatH@'\Palﬁ@nbf YHd 8itiRFvARe ke3P BILhe doriBnts

i nterface deV|c§ 42 a controlling nodule 43, an editifg nodule 44, a

conpr essi 24 August 2004 nodul e, .a speaker unit 46, a DA
(r:rgimrﬁegf)ﬁ'zrglﬁ ng Wﬁlﬁfﬂﬁ%egi erl 3800n£ ?/g: 2 S?gzzreglslelsn?orodglp:rjﬂ n-glg-ht(:ahe
r epr oduct Meanimgar Barsalao@mbers added to individual tracks -
Function: Serial number at the tip block begins with 0. Serial number
for the next block is counted up by +1. Even when being edited, the value
remains unaffected. '
Value: From Oto0x FFFFFFFF
* BLOCK SEED (8 bytes):
Meaning: A key for ciphering one block
Function: The initial block enables the security block of a corresponding
recording apparatus to generate ransom digits. The ensuing block is
counted up by +1. If this value is lost, no sound can be generated for about
one second corresponding to one block, and thus, an identical value is
written to the header and the rearmost portion of the block by double.
Even when being edited, the value remains unaffected.
Value: 8 byte random digits at the initial stage
* INITIALIZATION VECTOR (8 bytes)‘
Meaning: An initial value necessary for ciphering and demphenng the
above-referred ATRAC-3 data file per block
Function: The initial block begins with 0, whereas the following block
utilizes the finally ciphered 8-byte value of the last SU. In the case of
c1phenng or decoding data at an intermediate portion of a divided block, the
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[Controlling nmodule 431 As shown in FIG 15, the controll3ng, JRdshs 43
conprises the following: a randomdigit generating unit 60, @ menory unit
61, a key generating and key-arithnetic operation unit 62, a nutual

aut hentication wunit 63, a ciphering. and decoding unit 64, and a
controlling unit 65. Like .another controlling nodule 33, the controlling.
nodul e 43 itself consists of a S|ngle chip nultiple-layer | am nated

i nt egrat eIhs%'Sﬁ)g'té ]ﬁﬂ-]hg o AT autiBse Iq%@é es,
whose inner_ ne ce H%als SS§ hﬁng %ﬂtﬁg?m@‘rgbl ayer sd:rra l?r@gllh&gfbugﬁ
Furt her, me]gem cterht ai ns nar r ow wi dt h operating vol tage
or operat C por at es t anper pr oof
capabi | i tyg?%épr ﬁ%é@wmpgtﬁ‘wmerl y being read by external
source. i Sldemnnt of an instruction to generate randomdigits, the
randomdi gj-t generating wnit 60 nerates 64-bit (8 byte) randomdigits.
The nemrg}l%ﬁ‘l&n%la@@&?@gs%mimgfy of data reqw red for executing an
aut hent i CrRFGH:0C Data RoriBleBbd TR 10942 sUMpRLY ODePohHIMBIoN the

I E

oper ati ons ut| 1'zing t 797 arlt tic ope atlonforrrat for
exanpl e, cthmpmssrlo@enfe;)@m nutbaryof output bytes yarias. odiven beimgates

ey gencPRttERy, e S80u8 Hehnatrl, WiBERRIAET f@gdgﬁéﬁfrﬂép%ﬁ%%é& e

"bl ock cenbem'ed;@\l@bg@spbhdszo 384 laybesnce of delivering audio data i nput

exacutos Waiealalinofbin 86 PEFhGATHAC SeBaHE renory uni {300,

Further, in adme@ﬁiﬁl t0 BECEttuRHurd ShoweAhAFT(HL 91 liﬁssﬁﬁﬁh%bﬂ&va% 200, -

t he nut uaI ut hentjcation unit .63 also executes a nutual auth ntlcail on

process wi@ th‘éZﬁUr%I@eWmenén%d) ocleurfpair offoremasbelals drbyest of i ng,

nggbrgls ?ﬁe rm@%ve&)ﬁdes;'?{etrregwrarF?]fl;{rgr%%l c .oera?x or. E%O effec;Nl}g?%ﬁbs

mutual . 5anMBROGE SKRIAaeewritten |bg'ndouhhzsm thatastsone ddocl (2 bytes)or age
device 30Q are.utklized rther xchan |
out put of &&’SBF%’D@EY %Ptl étj ﬁﬁ %ﬁ%‘f%;b% gﬁ%x
conputer 290 96 }a3mt2®85yte%er As:ménﬂium(ed bgrliw taai SWGBLOGKI SEEDiE 63
al so exchan gosd EU.'[ ah
rded in the surplus domain M- byte by double.
. As will be described later on, data stored m a ﬂash memory 34 is
compressed in conformity with the ATRAC-3 data file format, where the
compressed unit comprises a sound unit SU. - Accordingly, when a

reproduction apparatus 200 read data from a storage device 300, minimum
readable unit corresponds to the sound unit SU. ~Audio data may also be
- compressed via CODEC format other than the above referred ATRAC-3
data file format or the like. |
Block seed data is generated by way of generating random digits per
block. _ ‘
[Flash memory controlling module 35].
~ The flash memory controlling module 35 controls operations for
writing data into and reading data out from a flash memory 34.
~ Construction of a reproduction apparatus shown in FIG. 15 is
described below. The reproduction apparatus shown in FIG. 15 comprises
the following: a main controlling module, a communication interface device
42, a controlling module 43, an editing module 44 a coinpression/elongation
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authentication with the personal conputer 100 or the oth
conputer 100 on a network service line. As nentioned ab05é4ﬂﬁ@iﬁﬂéé4

selectively utilizing the ECB or CBC node prescribed by FIPS PUB 81, the
ci phering/decodi ng unit 64 executes -a ciphering process. O those nodes
prescri bed by FEPS81, the ciphering/decoding unit 64 selectively decodes
the ECB and CBC nodes. Vhen decodi ng'the CBC..- node, by applying a 56-bit

key data @@h:@ ‘y&ﬁtg | CI pher ed
letter bykﬁ%%ﬂ%f processi ng mgﬁ‘g?&iag‘{loc 9428%%%1}1@6%
deal i ng unit DB¥hin eontmollin glendlla ting a plain letter. The

abov" e- referre oII| |t 65 tegral troI t meti onal
perations exe egn%’SP tCHB % g‘ {ﬁv%Tﬁgp PIOLRBFSP LfB'Ft

61, key- geperatinaghiaeploduciidn epparatieR0as for exarrpl e, based on an

operating |ns‘t ct| frcHn ursfﬁ_?[ the,editing nodule 44 edits track data
files stored lhlﬁ ]y 34 of the storage device 300 whereby

oxanpl e, ”%Qﬁwﬁt&?‘& VAR FIGo16, L RoRR RIS S804l O "RbfigiE e
condi ti onfollqymng ra mtdlgggemm:mg andt 66, 2xaemery umngt 61, a key B
conpr ese! ShERARARL A MBI RSBl o RS S miiSiciaeshendion |
el ongat eduaitl68, daélphéﬁdghﬁn@/die@ﬁﬂu rlitﬁt 6417 alftl'%i[d?(ﬁitro uﬁit065”9h]ﬁémh
an audi o dat ut, fro a_ DbV or person conmpu er into
above st ofHgk %8‘? g@@g MM@@Q en%ﬂ nsggapfa ses
.55y RSB B Sk 00 O ol g
audi o dat aperddeen ciphenin g@rocemsew @ /iphen gaeinury wei zsmnd:vmhedb
el o0 ATy 3 AP RS B i AT

. contains narrow-width operating voltage or operatmg frequency, and yet, it
~also incorporates tamper-proof capability to prevent all the data from
1mproperly being read by external source. On receipt of an instruction to
generate random digits, the random-digit generating unit 60 generates
64-bit (8 byte) random digits. The memory unit 61 stores a variety of data
required for executing an authentication process. .
" By way of executing a variety of arithmetic operations utﬂlz;mg the
ISONEC9797 MAC arithmetic operation format for example, the
key-generating and key arithmetic operation unit '62 generates a wide
variety of key data. In the course of generating key data, the lkey
_generating unit 62 utilizes DES prescribed by FIPS PUB 46-2 as the “block
- ciphering algorithm 2. '
In advance of delivering audio data input from a computer to a
storage device 300, the mutual authentication unit 63 executes a mutual
~ authentication process with the memory unit 300. Further, in advance of
receiving audio data from the storage device 300, the mutual
authentication unit 63 also executes a mutual authentication process with
the storage device 800. Further, in the course of executing a mutual
authentication process, the mutual authentication unit 63 also executes the
above-referred MAC arithmetic operation. To effectuate mutual
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The speaker unit 46 outputs audi o sound corresponding i@A@dlﬂsth@?zt audi o
data input fromthe D/A converter 47. [Al D converter 481 For exanple, by
way of converting anal og-format audio data input froma CD player into
digital format, the A/D -converter 48 outputs the A/D converted audi o data
to the conpression/el ongat.i on nodul e 45. [Menory 491 The nenory 49 itself
consists of an E2PROM (i.e., a flash nenory for exanple), which

i nternal I t key
bl ook xRS EGaGRRS PSP b ietoBEh It Phe' Py B8 MR LS00 HC IR0 ) 2
a devi Ced detheér ygr@dmmof ex{;]?anm émput atnﬂh oagpubof qmdaaoddatac()mth a

st orage devi ce and proces roducin e con at a nt e

data are B W’@g %BRB@?FSIQ i RTSRpFar ey 9ns oRefyEo VI ce
300 shownsdrvidd %nel5th@%ﬁ'tﬁhf|éhtlﬁrﬂ{c%ﬁi§ it 63 eﬁlsﬁdéibﬁﬁng@:?trtﬁh'ﬂfgﬁaﬂ?at a

via the reproductlon apparatus 200 and si nmul t aneous stora
cont ent s* authenticatiens wathn thenmeysenabicomputen dilkyordéhece parsonal

execut ed. r oducing the contents data by way
of transm#@?m%gbegjﬁglﬁ;%?g t‘ﬁ érrermry 34 of the storage device
300 to the repAsdnentmedmubtm&Bjmoﬁsebeeme utiimngribecECB or CBC
recordi ng odu escrihed ,bel ow., Eirst

referri ng‘qqréd %mgﬁmm gfdf %@@85@@@38@ 4 &5eg
content s gaiphdrf IhQ,gegsepr oducti on appar at us 200 to the flash nenory 34

of the storag eV| ce ‘30 .desgri bedﬁ%}l I n advance of shiftin
contents dat a, Of #hopse m e&lﬁﬁe w81abgraphermugdecetingaust fhge

devi oo SORREAUEE] L RS BEIT I (5, MR RHLORORSAGE s N
mut ual aubtosle, bgaapp}ymgarﬁﬁi-b&‘bkeyﬁadsd “KS fonexaifiile) tie cﬁﬂ%aﬁghlgcedpigu ng
e commn- e, BAPOBEMIR L bere RSy B o, sk S0 OB
utilized édra@irRings64 hitscasmp delitingcunitehéfote dvaniteiallys g@h@ﬁéﬂlﬁgbé plain
Referri ngl%geFl G 29, i n|t|al ly, unit B generates

The above-referred controlling unit 65 integrally controls functlonal
dperatlons executed by the random digit generating unit 60, memory unit
61, key-generating/key arithmetic operation unit 62, mutual authentication
unit 63, and the ciphering/decoding unit 64.

[Editing module 44]

As shown in FIG. 16 for example, based on an operating instruction
from user, the editing module 44 edits track data files stored in the flash
memory 34 of the storage device 300 whereby generating new track data
files. |

{Compression/elongation module 45]

For example, when reproducing such an audio data decoded from a
czphered condition input from the storage device 300 for example, the
compression/elongation module 45 initially elongates the corresponding
audio data compressed by the ATRAC-3 data file format and then delivers
the elongated audio data to the D/A converter 47." Further, when storing
such an audio data input from a CD, a DVD, or a personal computer into
the above storage device 300, the compression/elongation module 45
compresses the corresponding audio data based on the ATRAC-3 data file
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64-bit randomdigits Ro and then transmts the random di;‘ﬁd 266y a
self identifying code ID (b) to a unit A On receipt of the t%ansmtted
codes, the unit A newy generates 64-bit randomdigits, and then, based
on the CBC node of the DES, the unit A serially ciphers the received data
in order of Ra, Ro, and ID (b) by applying a ciphering key (Kab), and' .
flnaIIy returns the ciphered data to the unit B. The ciphering key (Kab)
i's -indivj éHf!ai:y stored in the corresponding recording elements as the
secret keyin common wth the units A and B. In the ciphering process with
t he cipheri ng[]B&(col(mmMr4ﬁ]| lizing the CBC node of DES format for exarrpl e,

the initial BJ anc%#the random éﬁgﬁaﬁ,i?lgﬁagragum%ﬁ%%ﬁ%@%o |ve
OR process.
appl yi ng gbgp &bﬁi&ﬂélﬂﬁghﬁbn( @ﬁt AR ERBY aASIN-firdsai aﬁidlheﬂaﬁlad ehé eD/EJ

Next, the ciphered er Hl an t'he abaqve randomd are treated
with an exovesevd iouipusdbe Diegenveredayhierdatal ter sp;ealeﬁrdamtéi .andom
digits Rb argw) é hPr@glt the DES ci phering unit by appl yi ng the ciphering
key (Kab) en ther ci phered letter E2. Further, the ciphered
letter E2 and [lthe bpeaker tumatw outputarawiiol sound covkegpmuding. té-isnmlog,

the - DES c nsm.ssi ble .data (Token-AB) by
neans of & 93@#@3“P@ba%3§e§§ﬁi %%&9?273 ci phering process using the
ci pheri ng. keM@gﬁve@rqg}el pt of the data, the unlt B decodes the

recei ved dat a I ng the aut henticating (Kab) _which |s stored
in respective tﬁb‘c@i@lﬂ@i‘? B Ay O @OIW@'IF §§'é'9§tﬂa[l3e%ud1ﬁ1da

g?foﬁeier F!ﬁﬁl @]EI g&gggfgdﬂgl@ﬁé{ep yi ng ngﬂ?ﬁ%r?% cat| n tS%B%KA{%) to

generate canﬁemedcmgdlo&iﬂa oompeesslph@ﬂengahonmloéﬁle 4bs decoded by
appl ying the thent‘h@atl ng key (Kab). Next, the decoded result and the
ci phered lett treated with an exclusive OR process to generate

random di gits Hfhe ﬁ&:ﬁé}ry‘\ug bdel LEREISEsel 4 E2PROMpGe! etdflaghtaentctyi for

decoded by applying e au.t hent i [ key. ( Kab) t he decoded ata
and the deXadapie)er mﬂiﬁ e%lgmﬁtwhgﬁee@msﬁ%aoﬁnﬁm

generate | ‘Bo%@reféﬁ’éﬂ ex&{b FIKB) 2 Rvi®d %’bl@él& %&éﬂé};ed%a
verification process i s exec to chec to see et er the resultant
data Rb akbel(BKB) apdadsvges 3D ma dewicaridemt ifiyeng element.

[Process for storing contents data in a storage device and process for,
reproducing the contents data] | '

Contents data are shifted between the reproductlon apparatus and

the storage device 300 shown in FIG. 15. Concretely, a process for

‘reproducing contents data via the reproduction apparatus 200 and

simultaneous storage of the contents data in the flash memory 34 of the

storage device 300 is executed. In addition, a process for reproducing the

- contents data by way of transmitting the data from the flash memory 34 of
the storage device 300 to the reproduction apparatus 200 is executed.

" The process for recording and reproducing contents data is described

below. First, by referring to a flowchart shown in FIG. 28, the process for

~ ‘recording contents data from the reproduction apparatus 200 to the flash

‘memory 34 of the storage device 300 is described below. _

In advance of shifting contents data, initially, the reproduction

“apparatus 200 and the storage device 300 respectitrely execute a mutual

authentication process shown in the processing step S2701 and S2702.

583



transmtted from the unit B or not. Only when the coi nciggngs,pspyeen
both is verified, the unit B authenticates that the unit A cofresponds to .
the verified proper one. Next, by applying randomdigits, the unit B
generates a session key (Kses) usable after effecting the authentication
process. Next, by applying the authentication key (Kab) via the CBC node
of the DES format, the unit serially ciphers the randomdigits Rb and Ra,

dth ' k K -~ bef t ' h t 0.4t h I txA; On '
o ho - anBle: oo Bt iRy on Tranl SribenERalich whepigrt Sfcing, o S P
decodes tIROVFRE! 9798 Bhessglydaban Widninidiekayt Hpbicrigt formkey Akdotgsed

on the decoding net hod |g§n I cal 'tq that .is.,applied to decodi,ng
process eldbvisutdized anthe epIIBongrey ephering %Plflaﬁt lﬂﬁﬁ %Qar?é’#.')f ﬁql'ﬁ@at

random di g S ' . ' B X a
veri 11 cat Vet Hn TRESO R ABorfe Hlizainediaf B thd Comthin key it °
\(/a\;(]act lK Cﬁmaﬂg'svwrdtgidﬁ)ldat Rﬁf&ﬂémgnﬁa tlﬂd}f .329; Emhm]ly, anit Brqgeneratey

en the i,nci dence t t hem,j,s verifie e unit A y.ayt ticates
that the GRTRIE 3anKors HgissRPARAHRD Pransimits,ae ardomdigits Rh a3
aut hent i caglFidehfiffitgt GRIGTINE) toRunithe SOIsiaRipsf tHshahshuttod éddesed as

the comon key for executing confidential co nj cati-qn . subsequent to the
nut ual authe s Ainawly gﬂnﬂ‘i@eév%%lﬁ raRdpmd Eﬂéef’@ﬁ theyyr Phigbhe

Chat mit uiD GfpdR e IS Eh WHiEA sigag ?2%?%%?%5@%@%%%&%2&??%3?{1%?
70 e ) st ) bl
geen effe %é’é@ﬁe’@ Qg’mitﬁ the %‘&esﬂ@t%BE@%#%s@@%gﬁﬁﬁﬂqmr ed,

i n which éﬂﬁ‘eﬂ%ﬂﬁ@iﬂr@gpoﬂﬁ@ﬁcbﬁ lexesntess the seaes kelydn @aneiai i ng

Sbove- r of BbatHebEHsAraRd B, kL ther AIPRREE DRGSR Tt GRF CIEDOHPEAY yi ng
50 shown Aop) dROFARERNEBQ odJGIDES' it Tk biaiple) thelhfal valte un! ¢
pr ocessesandethexandorndigits Ra arefrasded withkan excheavg OR prgeess: adiextny
way of ciphepl leues are ciphered via the DES ciphering unit by applying the
ciphering key (Kab) whereby generates a ciphered letter E1. Next, the
ciphered letter E1 and the above random digits Rb are treated with an
exclusive OR process. Next, the ciphered letter E1 and the random digits
Rb are ciphered by the DES ciphering unit by applying the ciphering key
(Kab) to generate another ciphered letter E2. '
Further, the ciphered letter E2 and ID (b) are treated with an exclusive
OR process. Finally, the DES ciphering unit generates a transmissible
~ data (Token-AB) by means of a ciphered letter E3 generated via a ciphering

process using the ciphering key (Kab). - | -

| On receipt of the data, the unit B decodes the received data by
applying the authenticating key (Kab) which is stored in respective
recording elements as the common secret key. The received dafa is
decoded via those serial steps described below. First, the ciphered letter
E1 is decoded by applying the authenticating key (Kab) to generate random
digits Ra. Next, the ciphered letter E2 .is decoded by applying the
authenticating key (Kah). Next, the _decoded result and the ciphered letter
E1 are treated with an exclusive OR process to generate random digits Rb.
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a contents key_ (Kcon) by applying a ciphering key (KE @éﬁ from
the enabling key block (EKB). Secondly, the contents key &? con

ci phered by applying the session key (Kses) generated via there- above
aut henticati on process, whereby generating a key data E (Kses, Kcon),

which is then transmtted to a nenory. card for constituting the above
storage device 300. Next, step 52706 |s entered, in which the storage

d 30

oy dat o PuRlY, ks cré*@%e‘a"iﬁt?%%ved o By dtytle R0 fibtiedng

gppl yi ng kbg (I%ds)s Nﬂeﬂﬁxthé?@a:ljdedl deta andhehe atecoded Tetter Eﬁrare tr?eartpder ed
t < L t

wher eby qBHER i wyclusive PR CRSs i et D (R  NEK: TR ahok deiitenty <o

the reprogdyes iRa R%E@ai@m(@o% véﬁﬁbatléh EQEsles;e@ﬁt@de;d che&kv\tb &Be

usi ng the key_data kcorﬁb} gen via the step S27 the

ot her keywhetheE reﬂultam!zadm;a d?ﬁe@#‘@ ¥ COMH ed@ﬁ taj n

Gt a donn i RIERd YO th it [%F‘?Iﬁgl‘* 93%? Wﬁéﬁiﬂﬁhé‘gmﬁl@?‘%‘g@?ﬁa gﬁ‘rée% for
f or mat t i nbothés derdidd, lthe unitdB famttmhtmdte‘sathatf the vinst Arcorrespords to thee

st or age dev%ﬂ( nenor card) 300. Next, step S2708 is entered, in which
the storaly€ card) 300 stores the formatted data Me received

fromthe repr ON@&I By agp Hiﬁgtl*aildoﬁ‘n'dlglt@"\@hé |LﬁﬁﬁBf%6ﬁE3Yate%Ya\§eé§idﬁl Réyt he

above arrange : own i'n FI 1and 23, it is r ged t tthe
above- r ef gKg@&E able afien cfiesting tlne@mcatn@n Hmﬁ%“iﬁt appyIng
stores th

which is glll% er egh%ﬁ"?ﬁk&é%bﬁ @%co tﬁeli)pgr ying ﬁ‘r%ﬁeﬁrﬁl ring
- key (KEY) seriadly cxptheirs diet imlémmbdlgltﬁ e smsaiosl key éﬁgﬁé

contents PEIPTOGESFRnYE LR (e HElior age (kgit E“st oL orbUiously' stored
in the stor ag@ﬂfrét:@l@t?cﬁ%hé hbbve @i redssamdemt digiteandetle Besmeaskéygr
RS R R XU et B b B
Kab based on the decoding method identical to that is applied to the
decoding procéss executed by the unit B. Of those resultant data
comprising random digits Rb, Ra, and the session key (Kses), the unit A
executes a verification process to check to see whether the resultant data
"Rb and Ra exactly coincide with the data transmitted by the unit A or not.
Only when the coincidence between them is verified, the umit A
authenticates that the unit B corresponds to the verified proper one. After
mutually authenticating to be the proper one, the session key (Kses) is
utilized as the common key for executing confidential communication
subsequent to the mutual authentication. '

In the event if malfeasance or discrepancy are detected in the course
of verifying the received data, it is so defined that mutual authentlcatlon
has been dismissed, whereby terminating the related processes. In the
process step S2703 shown in the flowchart, the above failure is designated

as “No”.

When the mutual authentication has been effectuated (‘Yes” in the
process step S2703), step S2794 is entered, in which the reproduction
apparatus 200 executes a prooess for generating a oontents key (Kcon).
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for ciphering contents data. Further, it is also possiblefg,dptbbd |y
generate those ciphering keys by classifying theminto parts unit or bl ock
units based on the data related to generation of the contents keys and

ot her keys on the individual basis to enable the key ciphering process to
be executed per unit of parts and per block. In the reproduction process
utilizing the above-described data -file, it 1is possible to acquire the

contents ( b ~ 1 g6t kHhe! YRRl M [ r ﬁn%'ﬂgéxri ng
key data EX, e%n?is\g% e@%te&%tﬁgr ltlclllg 3ﬁ%lerl ngé%fggre%akgﬁEg%kg%?an COIY)..
; . ! f. :

yext , refm;thmtlcﬁopgmtﬁmmmuhhrﬁ;‘z diyoapp }nnEIfandm;n digite genesatddby thadi ng
he. r opr RV BrfeEprkraRdRbRRL ERNGHHERE TEPE OO TR BIDaTIS Toxccut i ng tho
_rep{ _odH:t i otnhpN@s(e,s%geﬂ fzﬂnmribbéﬁit:éiéﬂ%\éig Whl@%’d Y%h@@(% el b s@gggl‘e
initially, e reproduct i on, appar atus an e stqrage devjce
respectiv@pgmmdcu@%ath epfatd Kalh Bt @%ﬁ)%gemmasbsew&m epherng o
step S290Q i ; Heﬁ“ my E‘(ﬁtﬁ[ﬁ'e [
flowchart&s g\?\%ﬁ%ﬁ@%ﬁ&%%ﬁ%a gﬂ%@e/n T CAti 6 . a%si%%%ﬁle
Sli sni ss ted%mabhngelﬁ?dbbicthr(ﬂl@).i rSecEc;mﬂtﬁ_zﬁiB;aontegﬁs I]EWS?%FII%CI by
erm nat ed. en the mutual, autpenty catio S. n_effectua : Yes" as
des! gnat CAPPIVIBEHRCsgud kbt RESUEBhe el Tiay SRR ahpEh THECTH R
devi ce 30Prddess Wherebye genepatingdadiép dade B (Kdes, ey ughichn isptlesiat us
200. On receipt of the data file, éh repraoduction. apparatus 200 checks the
track datEomsmaitied ir armemene casd dori eanstituling theoapgya sipyage tdyIcR at e
of the ¢ nts key (Xcon) under storage. This process enabl es the :

0506
reproductron apparatus 200 to identify whether the contents key, i.e., the

ci phering key fepKERT 0K antersidp in vebidhy thastaraghatevige GO AOEYes

s i KO SPAP R e Sd EXec A o ot i ©2

data E (KEkon) Kesweiverhrfrom itthentreprediudtion happatatdstiado dresepplyingt tiee

Lo FI s oaesmn 25y (Fase)t nbleathofos ngtants e TReopkiscCiibamsl 1 Sctiorege |

tS ggot? rac Kkey K3t A0 FrevidRE, Neore dis thé stelegieadaies 300, ledrebsO8Merathiep
a key data E (Kstm, Kcor), which is then transmitted to the réproduction
apparatus 200. ' _

. Next, step S2707 is entered, in which, using the key data E (KEK,

Kcon) generated via the step S2705 and the other key data E (Kstm, Kcon)
received from the storage device 300 in the preceding step S2706, the
reproduction apparatus 200 generates a track data domain TRKINF for
constituting the data file shown in FIG. 21. After formatting the data file,
the formatted data file is transmitted to-the storage device (memory card)

300.

Next, step S2708 is entered, in which the storage device (memory
card) 300 stores the formatted data file received from the reproduction
apparatus in its own flash memory. o |

By virtue of the above arrangement, as shown in FIGs 21 and 23, itis
so arranged that the above-referred track data domain TRKINF of the
formatted data file stores the following: the ciphered contents key data E
(KEK, Kcon) which is ciphered from the contents key (Kcon) by applying
the ciphering key (KEK) acquired from the enabling key block (EKB); and
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entered- to acquire the ciphering” key (KEK) via operati abl i ng
key bl ock (EKB), and then, based on the acquired cipheri %hﬁu%dsg%%% t he
ci phering key data E (KEK, Kccon) is decoded, whereby acquiring a contents
key (Kcon). Conversely, when the ciphering key data E (KFK Kcon) is not.
stored in the track data domain TRKINF ("No" as designated in step

S2906),. step S2908 is entered, in which, by applying a storage key

(Kstm, tfg o%H@f r&ﬁahém &Bﬁt&&s?»ﬁeyfdéﬁaeﬁt(ﬂs%ﬁe Hewhy @ightrategrdasthde
ci phering key data

Kcon) <Tj phere rage . key (Kst
pr evi ous| gortents & eyu(iﬁiqomribsmp géhe @owﬁ%mﬁﬁpw ¥ spTeth
nodul e 33 Qﬁ{(f%@%)e %@ E (Kses, Kcon) ciphered -by neans of the

sessi on key Forntmi zed by the reproduction apparatus 200 and the
st or age deVI ceIBﬁOa]snrpasmbleow exeaiite Aeprcess fontqaihemngrmmtsw dsitarand

he, .d h 200.
o2 cpihubbdhte T panLel Aot i lizns ol SonERRRoR Sk (RRo 3P B Glooked
decodes t{g. éigle'lglsﬂ'?&gateﬁ%@@)atar eFRIrYREr, fit ¥aldepsiibRos) ffirially gibraYe

appl yi ng th ey (Kses) before_acquiring the contents ke Kcon)
Next, stephagoaphesingkeyshy dassifying them tatshpads welarh %cham& ased

Cocoded DY TR RSB LR Rl S of 160 Phoorl Kech XpA dlies Mgl
event ual Imchwdmalebasmio&na%ﬂa Ithedie;eoqﬁiermgtpreoeﬁotmbemou peraxm!; 200

to decode {he dat a, E Kcon) by applying the above ciphering key (KEK)
vi a oper aP% BATLS and pg enabl i ng key bl ock-(EKB) or as a result of

executing a pIﬁf’éﬁé%@S‘m&dcﬁibﬁC}ﬁ%%e@@%ﬁﬂlﬁﬂ tfie dhbveﬂe@;cﬁb@daihﬂavﬁl&%
storage key (Kst preV|o y st ored L(i%o orage devi.ce.3Q0. The
process f i possible @Iﬁﬁa q)key B30y Way v %y m;lws;gng
the conte (%9‘5 4 .
August ZOUHH({:%E)Fe ?@?ﬂg}é{ ern |ve Y, %j:%gg?s}ﬂf or ecggl ng érgef
data and dptai tin;Kconﬂ/. al so be execut ed per parts unit or per bl ock

per bl ook uni t Nae st o A Mhnetied <IFGPHLE MY B0, o8 ReBa ol o
ot her kGY?eadhngCQIathSMd&nﬁﬁ thiet ﬂashr iernorp! 84 kef thepstoragel device 300~

constitut exscute tg d%eproductlon apparatus 200, in other words, the case of

executing the reproduction process, is described below.

In advance of shifting data, initially, the reproduction apparatus 200
‘and the storage device 300 respectively execute the mutual authentication
process corresponding to step S2901 and S2902 in the same way as was
previously done via the flowchart shown in FIG. 29. When the mutual
authentication has been dismissed (‘No” as designated in step S2903),
whole processes are terminated.

When the mutual authentication has been effectuated (“Yes as
designated in step S2908), step S2904 is entered, in which the storage
device 300 transmits the specified data file to the reproduction apparatus -
200. On receipt of the data file, the reproduction apparatus 200 checks the
track data domain TRKINF in the data file in order to identify actual state
of the contents key (Kcon) under storage. This process enables the
reproduction apparatus 200 to identify whether the contents key, ie., the
ciphering key data E (KEK, Kcon), ciphered by the ciphering key (KEK)
acquired by the enabling key block (EKB) is actually stored in the track
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[ Format of the (EKB) for storing (KEK)1 A summarized forgyh gﬁj 6@1:
enabl i ng key block (EKB) was previously described by referri'ng t |G 6.
The follow ng description refers to such a concrete exanple of preserving
t he key' ciphering key (KEK) via storage in the enabling key bl ock (EKB).
FIG 31 exenplifies a structure of a data file for approving distributi.on
of key, where the data file corresponds to the (EKB) conprising data of

e phe(g%gcgc fi{cor r espond%n"'elq?1£ " Plkb%e *&E-'e{lﬁeﬁ%é! opRe

rel evant pf ction appar atus extra ts the

key ci pheKicon) ken pvderitifed hyhﬁxeadabe presentian thefirael datadlomam

whor eby abRKAEGn e 3@#&@?& ééﬁegl‘fb%ti%°”§ler&?%ﬁe§%%@$§§ﬁ@ fandifs)

contents data. Wikkgithe &aﬂ@tE (K&EK,(IM Iegtdretiom tBhltt'ﬁ)ekE B
4 byt e BL t A | d th
(4oytes) Mg B ERER TR T8 et o o S o TR i
F t d
(For " exarghe 0 1 45461220l AOEDENG2AY () VIS ot 1 Ebling o

uct
appar at uskegddoch (EXB)yand themnleased ondh)s‘ aqspm 61 ng&%ﬁﬁ Ié)b&b?)
LK F: Meani Li file, i o] t nt e
conpri si nﬁléi%’:‘ﬁn% gt g F%nE m %F%ﬂﬁ #‘% d%ﬁﬂ relsﬁgﬁkey %&% A
acquired ¥hatdrite Ktk cdrd. appl i cabl e. Val ue: Ot oOxFF 64 24 August 2004 Bit

7: 1App||edtotherepro tloncntrolllngfll B 0. = Not, yet
E:D(\p jz%‘f@\bs n#_)sto_ @‘[1 yet

applied bit 6: Connesselygw the ¢
. used bit E%ﬁe%raéﬁ%ﬁt&%mau&W‘ " as des1gnatedin step S2906),-step _

82908 is entered, in which, by applying a storage key (Kstm), the
controlling module 33 of the storage device 300 decodes the ciphering key
data E (Kstm, Kcon) ciphered by the storage key (Kstm) previously stored
in the storage device 300. Further, the controlling module 33 generates a
data E (Kses, Kcon) ciphered by means of the session key (Kses)
commumzed by the reproduction apparatus 200 and the storage device 300

(

in the course of the above mutual authentication process, and then
transmits the data E to the reproduction apparatus 200. |

Next, step S2909 is entered, in which the reproduction apparatus 200
decodes the data (Kses, Kcon) received from the storage device 300 by
applying the session key (Kses) before acquiring the contents key (Kcon).

Next, step 52910 is entered, in which the ciphered contents data is
decoded by applying the contents key (Kcon) acquired via the above step
82907 or step 52909.

As mentioned above, the contents key (Kcon) is eventually acquired
as a result of enabling the reproduction apparatus 200 to decode the data K |
(KEK, Kcon) by applying the above ciphering key (KEK) via operation of'
the above enabling key block (EKB) or as a result of executing a
predetermined process based on the data E ciphered by the storage key
(Kstm) previously stored in the storage device 300.

The process for decoding music data and picture data is executed by
applying the contents key (Koon) functioning itself as the key for decoding
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Meani ng: Link count .Function: The nunber of l|inked file 4fayfX3H% €
ATRAC-3 data file) Value: 0 to 0 x FFFFFFFF *VERSI ON. I\/banl%g: Ver si on.
Function: Designates version of the key distribution approval data file
Value: 0 to O x FFFFFFFF Meaning: Encryption Al gorithm Function:.
Designates algorithmfor tracing the key distribution approval data Me .
Value:' Oto Ox FF O0Oh: 3 DES:. Process via triple DES nodes d h: DES:

Chan 2 ki Sopers afe, “CRIGHATAY, the Pridess Toe Coeias, mhiiic dhta aond
singl e cipicuredataymay 'aimbg:exe@umda@ermmgpr peg%lg&( sk BY i WAY 0%
pper most HTNEIRANE St RbuT B HE0aie AT PO pibR bl RECSATRIRAR it! Ne
FFFFFFFFFbaEEd N thiidénténts\vkepiangl daty. refaiedy to igepekatiofwicother kdys 1n
Cpper nost CoMRRPORABRGS Fif Kawks oF RipaRS fespetRve st tdin S bR S RasBos
(e 1o roSRAEOEOS ORI abgQmREN . ot Cocies
to the upper nﬂssummai;lzadﬁagnawféhama%m@ﬁem &I@e) WA OTEYURISLY
%LEEFF%@EM b(}ef&gi'ﬂ%g%oﬁ'f@s 62" Thd fAfwhth déaditioR rbfrf 6 such a
concrete example of preserving the key ciphering key (KEK) via storage in
the enabling key block (EKB). _ |
FIG. 31 exemplifies a structure of a data file for approving
distribution of key, where the data file corresponds to the (EKB) comprising
- data of the ciphering key (KEK) stored in the en#bling key block (EKB). . A
relevant device (corresponding to a reproduction apparatus) extracts the
key ciphering key (KEK) from the above data file as required, and then
decodes ciphering key data E (KEK, Kcon) via the ciphering key (KEK),
whereby acquiring the contents key (Kcon) before eventually decoding
contents data. Details of applicable data.are described below.
* BLKID-EKB (4 bytes): :
Meaning: BLOCKID FILE ID
_Fuﬁctioni A value for identifying the foremost of the data file of key
distribution:
Value: Fixed value = (EKB) (For example, 0 x 454B4220)
* MCODE (2 bytes): |
Meaning: Manufacturer’s code
Function: Identifies manufacturer’s name and the product model of the
apparatus used for recording data ' - | '
Value: Upper 10 bits (Manufacturer’s code); Lower 6 bits (Product model)
Meaning: Link file information |
Function:: Identifies a linked file comprising such a contents data to which
the key ciphering key (KEK) acquired via the (EKB) is applicable.
Value: 0toOxFF |
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SIZE OF TAG PART. Meaning: Size of tag part Function: Sizg4 AbydePood tag
portion of data constituting the key distribution approval data file
Value: 0 to 0 x FFFFFFFF * SIZE OF KEY PART: Meaning: Size of key part
Function: Size (byte) of key .portion of data constituting the key

di stribution approval. data file Value: 0 to 0 x FFFFFFFF * SIZE OF SI GN
PART. Meaning: Size of sign part Function: Size (byt e) of SI gn portion of

.data co ut by ﬁ&gﬁggﬂﬁg Tyal ue: 0 to 0 x
FFFFFFFFrB A% P;\R'IAb?Egﬁﬁﬁghg ?pgr ?tléunctlon ta correspondl ng to tag
portion of dataO-oiNetiyeitappliede key distribution approval data file

be & byt dbit 6 "Ry AnRUER TR 1o SRRriolE BBt Fa MBI TG Scponding to

key. port i on of ()iaNomygmsédjtl ng the key distribution approval data file

Val ue: u gust 2004 * SI GNATURE PART Meaning: Signature
part Funclﬁllt\fﬁnjl ét ponding to signature portion of data constituting
the key ﬂ[%P]K pproval data file As shown in FIG .31 and

conpr ehensi fro e above description, the data file cont ai ni ng

di st ri butMeardpgi o I(B}andiata provi ded for the. corresponding device.

stores thp,fatidnt K"_I‘H Chub 5 & WhiR8a FEREGL kiGN ATRAC S data file)
Value: OtoOx FFFFFFFF
*VERSION:
Meaning: Version
Function: Des1gnates version of the key distribution approval data file
Value! 0to0x FFFFFFFF
*HA:
Meaning: 'Enéryptioh Algorithm : :
Function® . Designates algorithm for tracmg the key distribution approval
data file
Value: 0toOx FF
' 00h: 3 DES: Process via triple DES modes -
01h: DES:  Process via a single DES mode
The triple DES mode process utilizes more than 2 kinds of ciphering
keys, whereas the single DES mode utilizes a smgle ciphering key.
*KEK 1: '
Meaning: Key Encrypting Key
Function: A contents key ciphering key ciphered by the root key
(corresponding to the uppermost rank) among the enabhng key block
(EKB).
Value: 0to0x FFFFFFFFFFFFEFEF
* KEK 2: |
Meaning: Key Encryptmg Key
Function: A contents key ciphering key ciphered by the root key

(corresponding to the uppermost rank) among the enabling key block
(EKB). |
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conprising such contents data to which the key ciphering Jex,d KE5po4
acquired fromthe above-referred data file is applicable. Inaddition, the
above data file also stores the data Link Count designating the nunber of
files being linked (for exanple, the ATRAC-3 data file). By way of
referring to the above data LKF and Link Count, , it is possible for the
reproduction apparatus to identify whether such a data requiring

appli cat ivahef t0heo AFPHFEFFREREFRIER) acquired fromthe above key.

di stribut}j ﬁ@m |.data file is actually present or not, and yet, also

possi bl e t { mhe nunber of this data. [Decoding and reproduction of

dat a usi (';M dlﬁh da’lﬁﬂlcrg*{ﬁédsf% rrpl ifies a data storage domain of the
evi c

st orage crete exanpl e of the dataflle stored in the

flash rrerBuyic’aanof Amrsmn ene:s@ by the@oos keydratrgspomding f0 Hse a

structur f a di | aI SO
21 owabi cwbpefngr, SE08] Srione hEdnaiiine Ray Bhick Ak, TR 1Bker' 4

musi c- datdueinigeiticod m@eﬁﬁer&’éwgdorporat es a reproduction
controII| f|| of ATRAC-3 data files (A3D).
Furt her, &&5@%&&@@@% es a plurality of enabling key
bl ocks (E‘@ZEAOF’TR Eﬁ}qgg ained in the ATRAC-3 data file (A3D)

identifies such an ena key bl ock (EKBn) for acquiring a. specific
cont ent s Meardpg! | Sazs of tag paxt decodl ng of the ATRAC-3 data file (A3D). As

shown in a e enapling k .0ck EKB 1) is
ol 60 Phrctighy o [%Z‘ia 9?3\@% of %‘? Bﬁﬁlésl oF" Bk "ol 3RS hi 1By
(A3D). | rd]ismbutmﬁa prisfal datatfileappl i cable to three contents data is
~stored i e k f a key distribution approval data file B
correspon {ILP‘? ﬁﬁ?ﬁfgﬁgrred e%abl irng key bl ocEp( EKB-1) 3101. 67 24
August ZOQSIEEFO%E’??%W es a flowchart describing serial processes for

decodi ng and reproducing a contents data froma storage device 300 :
consi sti rMQaﬁﬂagrre eﬁpmtch stores a plurality of contents data files

Spgcgsggs g#lghéxgr:ut by a rgéﬁgié‘?;ﬁt?’%?{ﬁﬁégﬁar at %5&12838EE eﬂﬁgh}%%e%%” aI.

card as tdistabutmgeappsived datalfileded i n the reproducti on apparatus 200 or
when pom{fafﬁjeppldltgagcrf‘ﬁ‘ﬁFf‘?‘%‘ r eproduction appar at us

* SIZE OF SIGN PART:

Meaning: Size of sign part

Function: Size (byte) of sign portion of data constituting the key

distribution approval data file '

Value: 0 to 0 x FFFFFFFF

*TAG PART:

Meamng Tag part

Function: Data corresponding to tag portzon of data constituting the key

distribution approval data file

Value: All values

In case of less than 8 bytes, 0is used to make it to be 8 bytes.

* KEY PART:

Meaning: key part

Function: Data corresponding to key. portlon of data constltutmg the key

distribution approval data file

Value: All values
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200 | oaded with the nmenory card is turned ON. Initially, ﬂ@g Lﬁtt§80£§3201 S
entered, the reproduction apparatus 200 reads track data of YRafvi dual
(EKB) files and then checks the "Link Count" data. Next, the -reproduction
apparatus 200 selects such (EKB) files corresponding to a predeterm ned
nunber [u] in order of those (EKB) files wth a greater nunber of the Link
Count data. Ib unit nunber [n] corresponds to the unit nunber storable in

nunbor st SRS ATOHE PARTE | Wi ch pr cserves. the Kby cf phering key (KEK)
d, whi ch th I d (EKB) fil
;PeStﬁiigéééﬁﬁﬁh%nigﬁﬁgﬁ Ppatt reePESLit.oh”app;?atLSEZSS ccquires & o
pl ur alhl t y Fuynaironss mgrresq gfto'éSignablsﬁ‘chpmmn Rglﬁ\lﬂ aﬁ@wﬁgﬁgcﬂe
en omain of . a i ns S
2{ gr;ge @%@ﬁgﬂb@&%@ﬁﬁ‘%&gﬁ pparatus 200. Next, step S3203 is d
gnz er ;eﬂ tl nhmw@sh@sgﬂﬁgﬁ‘gduﬁé;& @ﬁd@bgﬁh&idhm.siﬂé froﬁﬁtl@@hb?wfies@n Zgzrgnt s
ata tha 0 ecoded, an roduce e next s is
entered, Fﬁ% tﬁ'ﬂi‘tﬁ@@l ARV g@ vﬁ%ﬁ%@?‘)ﬂé or the
e A
ci pheri ngckayp haco e y g Jk is
appar at us el frpa8° frﬂ%%@okﬁiﬁiﬁ&eﬁa@%ef?ﬁéfémﬁéé@@ %E%%sﬁﬁoﬁé’é& o
. cont?[};a 00 d%%ﬁlé b&mswresﬁt;)bgu es_ i he tEdte at ehe F)ﬁgmf
Sequl red £0RR IR GR | (G0 rXamRNe thepAdToRE Y dafidinly, BR W eon

that the 'f@fex@ﬁl%‘\:opﬂ%'%bcﬁ%oﬁa%pﬂﬂﬂ‘ %&ﬁnaﬁ@ouxﬁpﬁtug?ﬁ&@m the the

decodi ng of the Selected contents data, is not stored in step
S3206 is erpreduction anparatus tepiden@iy owhelperrstigh 20 aa@nﬁequ@@ng

et BBt o Y ELONSRRACR LB KR0Syl m HOSIERRI R

step S320distrientiencdpprovathidabat file os metuply paeserft OKsmot, allrd:oy\et i als0

ey wher S5 s st REY SR i BRs BRI HAR oh « he v apr oduction o
[Decoding and reproductlon of data using Imk data]

FIG. 32 exemplifies a data storage domain of the storage device 300,
concretely, an example of the data file stored in the flash memory 34 of the
storage device 300. FIG. 32 solely exemplifies a structure of a dixectory of
high-fidelity music data. Howevey, it is also allowable to include such a
directory comprising picture files.

The music-data directory shown in FIG. 32 incorporates a
reproduction controlling file (PBLIST) and a plurality of ATRAC-3 data files
(ASD). Further, the storage device 300 also stores a plurality of enabling
key blocks (EKB). A pointer contained in the ATRAC-3 data file (ASD)
identifies such an enabling key block (EKBn) for acquiring a specific

~ contents key applicable to the decoding of the ATRAC-3 data file (ASD). As
shown in FIG. 32, one (shown as 3101) of the enabling key blocks (EKB1) is
utilized for decoding a plurality (3 units) of the ATRAC-3 data files (A3D).

In this case, such a data applicable to three contents data is stored in
the Link Count data of a key distribution approval data file corresponding
to the above referred enabling key block (EKB-1) 3101.
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apparatus 200 decodes and reproduces contents data by appdyh hO&y ?@0
acquired contents key. If it is identified that the ci pherlng da dE (Kstm
Kcon) is absent while step S3206 is underway, the reproduction apparatus
-200 acquires a proper enabling key block (EKB) to be applied to the
contents data that should. be decoded fromthe storage device 300, and .
then decodes the acquired. enabling key block (EKB) to secure the key
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ci phering orlds ¥6CEHIaRAR Wiribet hetotke! B awﬁedewrmmm memory
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transni ssidomaa pepedustion apRarabus di.i the vak nyrbey siqrable b‘Flttﬁ@ss
of the Cor&ﬁgﬂ%ﬁﬂh‘iﬁ%béﬁeﬂlﬂe R&Y biptieritg kBy (KEK) in storage.

Next, step S3202 is entered, in which the selected (EKB) files are
processed, and then, the reproduction apparatus 200 acquires a plurality
(corresponding to [n)) of the key ciphering keys (KEK), which are then
stored in a predetermined domain of a RAM installed as the key storage
domain of the reproduction apparatus 200. '

Next, step S3203 is éni;eréd, in which the reproduction apparatus 200
~selects such a contents data that should be ‘decoded and reproduced.
When the next step 83204 is entered, the reproduction apparatus 200
identifies whether the prédetermined key ciphering key (KEK) applicable
to the decoding of the selected contents data is actually stored in the RAM

or not. If the key ciphering key (KEK) is actually present in the RAM
(“Yesi’), step S3205 is entered, in which, based on the corresponding key
(KEK), the reproduction apparatus 200 decodes the ciphering data E (KEK,
Kcon) and then acquires a contents key. When the next step S3209 is
entered, the reproduction apparatus 200 decodes and reproduces the
conte nts data by applying the acquired content key.

While the above step S3206 is underway, in the event that the key
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. Mutual authentication processes are executed. In the actpalugust 2004

aut hentication process, data is transmtted and recei ved between the
correspondi ng devices. For exanple, the reproduction apparatus and the
storage devi ce communi ze an authenticating key .Kab). The conmon key (Kab)
I's distributed to the correspondi ng reproducti on apparatus by way of
utilizing the above-referred enabling key blocks (EM. FIGs 34 and 35
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enfered, the reproductxon apparatus 200 decodes and reproduces the
contents data by applying the acquired contents key.

As described above, the reproduction apparatus 200 initially checks
the “Link Count” data of a plurality of enabling key blocks (EKB)
previously stored in the storage device 300, and then executes decoding of
such enabling key blocks containing a greater number of the “Link Count”
data, whereby storing the key-ciphering key (KEK) in the reproduction
apparatus itself. Accordingly, whenever reproducing contents data, the
reproduction apparatus is enabled to utilize the key ciphering key (KEK)
stored in its own RAM at a high probability, thus making it possible to
effectively reproduce contents data.

[Distribution of authenticating keys utilizing (EKB)]

In the case of distributing ciphering keys via utilization of the
above-referred enabling key blocks (EKB), it is so arranged that such an
authenticating key Ikn usable for the authentication process is distributed
to all the concerned. The system for executing an authentication process
conforming to the common key format via delivery of an authenticating key
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enabling key block (EKB) (a) and such a data conpri sing jcating
key I kn- (b) ciphered with the node key (K (t) 00) shomazllﬂ%f%?ﬁgdgcare

respectively distributed to those devices 0, 1, and 2. Decodi ng sequéence is
shown to the right of FIG 35. Initially, using |eaf keys or node keys

drawn out of the received enabling key bl ocks (EKB), the devices 0, 1, and
-2 respectlvely acquire a updated node key (K (t) 00) by way of -decoding
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authenticating key Ikn is distributed to devices O, 1,2, and 3. FIG. 35
exemplifies such a case in which a decodable authenticating key Tkn is

distributed to devices 0, 1, and 2 by solely revok:tng device .3 among devices
0,1, 2, and 3.
- In the system shown in FIG. 34, by way of utilizing those node keys
_and leaf-keys owned by devices 0, 1, 2, and 3 in conjunction with a data (b)
¢omprising an authenticating key Ikn ciphered by a updated node key K (t)
00, such enabling key blocks (EKB) capable of decoding the updated node
key K (t) 00 is generated, and then the generated enabling key blocks
(BEKB) are respectively distributed to the devices 0, 1, 2, and 3. By initially
decoding the received enabling key blocks (EKB), these devices respectively
-acquire the updated node key K (t) 00, and then, decode the authenticating
key Enc (K (t) 00, Ikn) ciphered by the acquired node key K (£)'00, whereby
making it possible to eventually acquire the authenticating key Ikn.
Even when receiving an identical enabling key block (EKB), other
devices 4, 5, 6, 7, ... are respectively unable to acquire such a node key K ()
00 updated via the (EKB) insofar as utilizing their own node keys and
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the menory card such as a hard disc |oaded in the reprod;gg g@@?{atus
for exanple. As described earlier by referring to FIGs to I n order
to execute the processes for recording and reproduci ng contents data by
applying a storage device , mutual authentication processes are duly
executed. As a result, on condition that the nmutual authentication has
duly been effectuated, recording and reproduction of relevant data are
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Even when receiving an identical (EKB) data, other devices 4, 5, 6, ...

for example are respectively unable to acquire the updated node key (K (t)
00) by applying their own leaf-keys or node keys.  Likewise, the revoked
device 3 is not able to acquire the updated node key (K (t) 00) by applying
its own leaf-key or node key. Accordingly, only those device entitled with
the verified proper nghts are able to decode the authenticating key Ikn for
individual use.

As described above, by way of distributing the authentlcatmg key via
utilization of the enabling key block (EKB), it is possible to reduce the
volume of data and safely distribute the authenticating key that can solely
be decoded by those which (who) are entitled with verified proper right.
Further, such an authenticating key via distribution of the (EKB) data
delivered after being ciphered by the enabling key block (EKB) data is
subject to control of versiori, whereby making it possible to execute renewal
processes per version, and yet, it is also possible to revoke any device based

on optional timing. _
Because of the above process for delivering the authenticating key via
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that the mutual authentication has been inplenented, step, 5%5@%&26 4
entered, in which recording and reproduction of data are execute %

appl ying such a hard disc, a CO-R, or a DVD devoid of the authenticating
function. Wiile step 53502 is underway, if it is identified that the nutual
aut hentication has resulted in failure; neither recording nor reproduction
of data utiI|Z|ng a hard disc, or a CD-R or a DVD devoi d of
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apparatus from exchangi aut henticatio a
compatlble w11%1 the mutual authenhcatlon process. On the other hand, in
the course of storing and recording data into and from such memory means
devoid of ciphering function such as a hard disc or'a CD-R (Compact Disc
Recordable) loaded in a reproduction apparatus respectively being
incompatible with the mutual authentication process, it does not make
sense to execute the mutual authentication process. Nevertheless, the
inventive system enables the authentication program to be executed even
in the case of storing or reproducing data by applying such reproduction
apparatuées incompatible with the mutual authentication process.
Inasmuch as the hard disc and CD-R are respectively incompatible with the
mutual authentication process, it is so arranged that a virtual memory card
(the “Memory Stick”, a product and a registered trade name of Sony
Corporation) is loaded in each reproduction apparatus to enable the mutual
authentication process to be executed between the “Memory Stick” and the
reproduction apparatus to establish the condition compatible with the
mutual authentication, Whareby- enabling storage of data into such a
'storage device devoid' of authenticating function or reprdduction' of data
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virtual nemory card |oaded in the inproper data processingy appaabss. thus
realizing such a license system capabl e of preventing such an™ | nproper
data processing apparatus fromillegally utilizing contents data.

[ Construction of Integrity Checking Value (1CV)] Next, such a systemfor
identifying the state of actually occurred tanpering with the contents
data or absence of this condition is described below This process is

ef fected preyent the ctontents data fromillegally being tanpered
therevvithklm g@?@ r&%&d@"/’éﬁe integrity checking. value (ICV) in
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nessage M are jointly treat ed with an exclusive OR process wher eby
gener at i né'la @8ul tant value 11. Next, the resultant value 11 is added to

the DES ci pher ppgjjng 5@2 lém Q&xﬁjpﬂeﬁe& bYeRARLY ﬂgatathéyniﬁltdaafore

generating an out put val ue st 2004 Next, the output value El
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the above a'iﬂ;héﬁﬁi%&hdﬁ ke§ described earlier by referring to FIG. 16. Further, it is

so arranged that the authentication key usable by the reproduction

apparatus is provided via the above-referred enabling key block (EKB).
As described above, by causing the enabling key block (EKB) to
“deliver the authentication key usable by the reproduction apparatus, it is
possible to solely provide such a properly licensed reproduction apparatus
with an authentication key cdpable of exchanging mutual authentication
with the corresponding virtual memory card. As a result, an enabling
“authentication key is not delivered to any of improper apparatuses such as
a revoked reproduction apparatus for example. Such a reproduction
"_devoid of an enabling authentication key fails to implement mutual
‘authentication, in consequence, such a revoked reproduction apparatus
fails to properly record and reproduce data via utilization of such a memory
“card incorporating authenticating function as well as such a hard disc, a
CD-R, or a DVD devoid of the above authenticating function, whereby
making it possible to prevent any of the improper apparatuses from
'i]lega]ly recording or reproducing data.
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al lowable to utilize such partial data for constituting cenpeqiss2064 at ed
data such as contents data and header data as the object of the above

aut hentication process. By way of applying Hash function to the
above-referred MAC value for authenticating the nmessage contents and al so
to the above referred key (Kiev) for generating the integrity checking-
value ICV, the ICV value is generated in order to check integrity of
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tampering with the contents data is computed by applying Hash function to
the contents data based on an equation ICV = Hash (Kicy; C1, C2, ...). The
Kicv designates a key for generating the integrity checking value. Cl, C2

ase ue or ch%];:kltl{]ge th8h&HF

individually designate data of contents. To implement the above equation,
message authentication code MAC is utilized in order to authenticate
important data of the contents. - As mentioned earlier, the message
authentication code MAC is also included in the ATRAC-3 data file
described in reference to FIG. 21. By way of utilizing the above data and
MAC, computation of the—integrity checking value is executed.

_ FIG. 37 designates an example of the generation of the above referred
MAC value via utilization of the DES ciphering process. As shown in FIG.
37, the objective message is split into 8-byte units comprising M1, M2, .
MN. First, the initial value IV and the split message M1 are jointly
treated with an exclusive OR process whereby generating a resultant value
I1. Next, the resultant value I1 is added to the DES ciphering unit, which
is then ciphered by applying a key K1 before generating an output value E1.
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.stored in nenory, it also involves such a difficulty to;gg&§ﬁ§§§mﬁpecking
val ues required for authentication based on proper contents data and al so
store and control the checking values. In particular, in the case of
updated recording nedia with a greater storage capacity including such a
menory card incorporating flash nenory, those contents data including
musi ¢ data, picture data, programdata, or the |ike under a variety of
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E tores a %ﬂ]@@\ra ﬁrtpe‘%/@i]i@? S@é‘ﬂf@?ﬁe}/ﬂd&@@ i}m@n%“ﬁ\}&ﬁil%wn%m@ae@gtﬁdd tapy
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contents data under —a variety categories via generation of suc
i nt egri t yastthekticgtion prees€V i ndependent from each other per category, it

e e checki B WAy PERBDIT e Bk hGAR it (HRCAMSRLIGE MEC Y1
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i s descri g‘s:ﬁePﬁiéﬂ"’hl FArder3® RSl mﬁég&nt?t bfiebitentef daat.a Afef dmparison

storage device and _an exanple of the state of storing integrity checking

val ues | Chetwernespdnnd(C¥ vabie ganerateds suryh , vath ezensratiom efisi c
oL oL T O 58 o ALY A AN il (e
| n. addi t i mewly generasted bisedrrethe aattents:date, #H pnbexactdy ridensdical ICV
plurality 05,83k eée%ér%%eg,r ft verifies that there is no act of tampering with the
contents data. Conversely, if the resultant ICV values differ from each
‘other, it is identified that the contents data are actually tampered with.
By way of applying a plurality of the message authentication codes
MAC generated in correspondence with individual contents data, it is
possible to generate a single integrity checking value ICV. For example,
an integrity checking value ICV is computed by applying a plurality of the
MAC values in accordance with an equation shown below. :
ICV =MAC (Kicv, C_MAC [0] || C_MAC 1] c_MAC 2] |}..)
~ Initially, - such an integrity ~checking value ICV. generated
simultaneous with generation of contents data is stored. This ICV value is
compared to ancther ICV value generated at the time of checking integrity
of contents data. If both values coincide with each other, it is identified
that there is no act of tampering with the contents data. Conversely, if
both values differ from each other, it is identified that there is an actual act
of tampering with the contents data, thus necessitating such a means for
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also stored in the flash nmenory. A plurality of categories 4A{J1§dsltlg§0 sic
data, picture data, gane prograns, or the |like for exanple IS a :
possible to control such sim.lar picture data as an i ndependent. cat egory as
anot her directory in correspondence with individual data providers. It is
al so possible to establish a controlling unit (entity) of the
above-referred enabling key block.(EKB) as a single category. In other
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for exaﬁph&nﬂsﬂ@m@a@ﬂl Mo} UEIndeF su@ﬁ”hﬁnéﬁvﬂﬁhﬁl&ﬁ@lsédﬁtﬁﬁo ithe C
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generatmg such values for checking the whole data in storage, it
necessitates execution of such a process for generating checking values

[}

against the whole data to.be checked. For example, when computing the
integrity checking value ICV by applying the message authentication code
MAC generated via the DES-CBC mode for example, it is necessary to
execute such processes to treat the whole data with the DES-CBC mode.
Thé computable volume increases relative.to elongation of the data length
to result in the generation of a problem in terms of processing efficiency.
Each memory card functioning as a storage device stores a wide
variety of contents data under a variety of categories. By way of executing
the process for checking the act of tampering with the contents data under
a vai'iety of categories via generation of such integrity checking values ICV
independent from each other per category, it is possible to newly generate
such integrity checking values ICV at the time of checking the ICV value or
at the time of changing the ICV value and data by way of targeting a
specific data within a category without adversely affecting other categories.
Such a system for storing a plurality of integrity checking values ICV per
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generated fromindividual key systems shall be stored in spgGiis8o@ eas
different fromeach other. The integrity checking values |ICV generated per
category for checking the act of tanpering with contents data per category
are recorded in pool pages of a flash nenory of the nmenory card. The pool
pages conprise such domains inhibiting the witing of those conventi onal
data. FIG 40 designates such a pool page format for storing the integrity

checki ng t,e Code #0 revision is provided with a
renewal déﬁ%{%ﬁy&ﬁ%@pﬂl@ ﬁbﬂﬂ%ever the renewal data is updated, an
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(refer to FIG 2 ot.her d e step

i s identi fPEYe] trﬁg‘%nﬁgl%gb%ﬁﬁt]ﬁ%thri@ai @ﬁ% 18 dn S @ﬁeseuﬁt | other
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entered; in which nmutual authenticati n the a ove erre rtual
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step SA00(KEKHAURNBY vih b éerthifOhAblifig WBIEK (FIEB) is applicable.

Each of a plurality of reproduction controlling files (PBLIST) and
ATRAC-3 data files '(A3D) contains message authentication codes (MAC)
for checking the act of tampering with contents data. Based on the MAC
codes, integrity checking values (ICV) are generated. A plurality of the
MAC values corresponding to contents data are stored in sequence pages of
a flash memory, and yet, the integrity checking values (ICV (con)) acquired
by applying the ICV generating key based on the MAC list are also stored
in the reproduction controlling files (PBLIST) and the ATRAC-3 data files
(A3D). _

FIG. 39 designates a sequence page format for storing the message
-authentication codes MAC for checking the contents data.  The sequence
page domain is provided for inhibiting writing of such conventional
contents data therein. Composition of the sequence page shown in FIG. 39
1s described below. |

Contents key E (Kstr, Kcon) is ciphered by a storage key of a memory
card. - The upper and lower Ids respectively store identifying elements (ID)
of the memory card. Code C_MAC [0] corrésponds to the MAC value
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nutual aut hentication between the reproduction apparatus ang,bhe 200
correspondi ng nenory card has been effectuated or not. If the nutua

aut henti cati on between them has resulted in the failure, all the processes
thenceforth are term nated w t hout execution. Wen the nutual

aut henti cati on between them has been effectuated, the next step S4005 is
entered, in which conmputation of the integrity che’ ng value ICV is

ﬁéiézéida%ﬁee%‘%m%%%l S8 fhonbHF dard JPHNE dAtibss R iR Gnfiollilfe
Wen the ﬁ\.l%\st(EBBES’B%OOBaSQd@ﬁ the MAheal s g@hegamhba@écbdn\m}@ data of
Dorhor  fheribor ScRBEEAOHS BRI ot atE s B RLAC, R pore
act of t e @gdfaghaf@%t&r&cpu@m ONMA@I P 1g§' ”Ba@@&%rp'tﬁé&?mg?

step $4007, 1 n which a vari ety of proCes es nc ng - reproductlon
cont ent s lugsathe dnsegribyl checkine valne (163 aneegahesaiellCwhia

of ¢ ampelter iFiefed pttg, Aok e, <SRRI, bﬁ%@gﬂlm Ty Bhfied 0" BB 8 o bsses
xecut | ng s e ahovE o etaspe e ‘SGE’;?%”?%“’E? et od Trom lios
i1l egal | %%Iﬁ@ea +rokn dandgydiialKey wisterss shallobe; sfased o eperificsaesas
contents %@ ntﬁ‘daiﬂ%dc‘h@ﬂ? di9 tampered with. As described above, by way of
controlla eratlngapurallty of |nt rity checklng val ues IC\/belng

i ndependent pe eam@iﬁ‘l‘}@ viganeratey parue&t&gorgh i ng
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incremental process is executed. Code #0_version corresponds to a version

of category #0. Code #0_E (KEK, Kicv) corresponds to the ICV generating
key (Kicv) ciphered by a key ciphering key (KEK) coiresponding to category
#0. Code ICVQO designates the integrity checking value (ICV)
corresponding to-the category #. It is so arranged that similar data can be’
stored in the pool page up to (EKB) #15 per category.

Process for checking actual condition of contents data via the .
integrity checking value is initiated when power supply source is turned.
ON or when a storage device such as a memory card is loaded in the
corresponding reproduction apparatus. FIG. 41 designates a flowchart of
the checking process using the ICV value.

Initially, when the reproduction apparatus detects that power supply
source has turned ON or a new memory card has been loaded therein, step
S4001 is entered, in which it is identified that whether mutual
authentication is practicable between the reproduction apparatuses and the
loaded memory card or not. If it is identified to be prac_:ticable_, step S4002
is entered, in which a process for mutually authenticating the reproduétion
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files, the process for generat| ng and storing an expandehdgigiseRo®f the
MAC codes are described below' FIG 42 exenplifies the process for
-generating and storing the expanded-MAC .codes. VIG 42 designates part
of the ATRAC-3 data files shown in FIGS 21 to 23. The nessage

aut hentication codes MAC correspond to such val ues generated via the
processes shown in FIG 37 based on sone data corresponding to pl uraI data

t f th f |
o conpar FRESERGH acohs MeBoeseBlar el (S te UG 88, opthde,
MAC val uegtharehemnd adhilerdtep S160T hgcﬁnd@rwagcﬁﬁb id idemﬁd@rmaftl ﬁﬁltvﬁast her

there is actually suc&)an evid tact tanpering with contents _data_or

not. For awhhendcatings atﬁ@@aget tiosy 2BRALAtUSC ar ré ej Aog

ATRAC- 3 dgi 4 gﬁlzg{p

subj ect toéﬁég{z%&o % ;rgcﬂr:t:a"ble Qﬁ,ﬁéte%@O@@%%n eré these cont(‘é‘%?

data are autahsntmaﬁonnbetweqm lthal abgvexﬁ'efearadcmbvg meamiony' candaand them

"I NF- seq#; m MAC codes. previ ou 4' generated based on those data

cat egori e’éeltlﬁ) @&?Ppﬂmetxﬁguﬁ% T espondi ng MAC codes are stored in

the CorrespondWBﬂém ﬁeklﬁstepﬁé‘imﬁ vindelrivaiys s idontified exhetlxeethas

MAC (I NF-seg# 11 LT The contents-gdata within parenthesis are

subj ect t8W rﬂé&h&ﬂ@ w@esbetweeﬁrth ateprliction, apRaratis ndt hege

contents d ther I ng
EGRsBORAMEIREMY CRRE A beendéfte d'GERA! FEEHE ﬂn‘!h\%l%g

tanpered wth r not ere I's suc case In which a
vari ety ofauthen m&ondemthemhﬁlmS@Mdmt he aﬂmacaﬂﬂmarmesses and

Yo e o HBSRURAR! re SHBRARAR RSM Sl oK SRR Y e
T ey e o on St

Wi : .
expanded ¥& ‘f(/h@}hdi?é%P %@%x‘ﬂéﬁ o&%’@ Stadp diéﬁ d3ch
data fil eexdiQed. OM'déébnMQ@ (Sé&‘li%‘i‘ %@T@V efaluPis yndRitedeBhsdd o thesuch

conventional contents dafa subject ta fhe. checking of | nt egr| tégbam cally

deal wi t hmessageaiMhesdicstian eodpMAl Mrchepkmgm data; of
the correspondiggeiYHLAbRE L85G -SAIVE is BHBAAE BN ICV %%iﬁé | RS BRI P Wia

‘computation is compared to another ICV value previously being stored.
When both of them coincide with each other, it 1s identified that there is no
act of tampering with contents data, whereby operating mode proceeds to
step S4007, in which a variety of processes including- reproduction of
contents data are executed. On the other hand, if the above ICV values
differ from each other, then, it is identified that there is an evident act of
tampering with the contents data, whereby terminating all the processes
thenceforth without execution of data reproductmn By way of sena]ly
executing the above processes, contents data can be prevented from
illegally being tampered with, and yet, it is possible to xevoke such contents
data illegally being tampered with.
 As described above, by way of controllably generating a plurality of
integrity checking values ICV being independent per category, when
checking individual ICV values or changing individual ICV values or
~ generating new ICV values relative to the change of contents data, it is
possible to check these ICV values solely agajﬁst such a contents data
within a single category without adversely affecting those data within other

79



As shown in FIG 42, such an original MAC code 701 for chg@mg&gtzb@gegrlty
of those data bel ow the above-referred data category are generated.
original MAC code 701 is stored in the ATRA.C 3 data file. Further, |n the
case in which such a contents data subject to the checking of int egri ty is
present in a plurality of data recorded in the I'NF space of the ATRAC 3
data file, based on all the data subject to the checking of integrity
Wi t hin thga riqace including the above referred data category 'T
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the origi nglgagiA des, and y t he expanded version of the MAC codes are
gener at edeB afmfc nm%&sgeaéﬁﬁusﬁ@@nm abaee dedaan eomespondug dabathe
e cbag Hisd "yd 288K Yor BkDRing ol R RIE 38, el VBROCo RN e
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enabl i ng § ﬁ‘éWr yﬂbxgtéﬁleg ggdmebéne% Awbentication e ﬂsnm@
case, ina h
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re- gener al Lo i AU AES Yath el Hhd e?t%knb\fa‘? &Y & comparing such B
MAC values previously stored in data files to the other MAC values
generated during the checkmg process, it is identified whether there 1s

actually such an evident act of fampering with contents data or not.

For example, those message authenticating codes MAC stored in the
ATRAC-3 data files shown in FIG. 42 deal with those contents data to be
subject to checking of integrity via the MAC codes, where these contents
data are classified into a plurality of data categories in a ‘range from
“INF-seq#’. Those MAC codes previously generated based on those data
categories to be dealt with by the corresponding MAC codes are stored in
the corresponding data files. Concretely, this condition is expresséd as
MAC (INF-seq#]A|LT|...). The contents data within parenthesis are
subject to the checking process via the MAC codes, in other words, these
contents data are subject to checking to determme whether actually being
tampered with or not.

Nevertheless, there is such a case in which a wide variety of contents
data are stored in each of the ATRAC-3 data files, and yet the contents data
subject to the integrity checking may further increase. To cope with this
problem, it is so arranged that a greater number of MAC co»d'es are newly -
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jointly executed. It is possible to rewite the above | NF2sgGdust 206pt 2 by
way of generating new randomdigits or via incremental processing thereof
The above arrangenent enabl es presence of the MAC target data in common
wi th those MAC codes including part of the MAC target data of the original
MAC in such MAC target data of the expanded MAC codes generated in
correspondence with the increased data for checking the integrity of
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process “INF-seq#’ corresponding to such a data being the object of the generatlon
of the MAC code of the original MAC 701, such MAC codes are newly
generated in correspondence with them. Those newly generated MAC

code are stored in the corresponding data files as the expanded version of
MAC codes.
An expanded MAC code [MAC (INF)] 702 shown in FIG. 42 is
generated by a formula shown below:
MAC (INF-seq# || path | MAC (profile) | others...)
 As is apparent from the above formula, the expanded version of the
MAC codes comprise part of the data as the object of the generation of the
original MAC codes, and yet, the expanded version of the MAC codes are
generated based on such data combined with other data to be subject to the
checking of the integrity.
Further, in the course of rewriting the expanded MAC codes, in other
 words, as a result of the rewriting of those data below path” in the INF
domain corresponding to expandable MAC data, based on the rewritten
data, newly expandable MAC codes are again generated and stored.
Those data below “path” are also included in the expanded MAC codes.
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between mutual controlling nodules 801 and 811 which mutually execute an
aut hentication process. The nutual authentication procesg4Pggestedited

based on the common key applied ciphering format or the open-key applied

ci phering format described earlier by referring to FIG 8. In this case, it
Is essential that the controlling nodules 801 and.811 for controlling the
storage device 800 and the. reproduction apparatus A 810 shall |nd|V|duaIIy

contai n sSPghtRéer .Lgetaﬁf [ aﬁé&?@ t

store a key reqw re for h(gété&ﬁt h%ltggt(i%r?t:grggces Eldft?t’eﬁrel gﬁgﬁi%a I'ng the

nut ual aucedeis mwmttantvhhemiwenablepgmnewlp expamded: M @ cade, tothe

st orage degyj either of the, <contents key E (Kstm Kcon)

ci phered géhgf%@gr%ﬁétsﬁ‘gﬁ?“?mm and the. other contents key E (KEY, Kcon)

tCIh phergd by a Ioesthifcdiealmgshg:ch é%(lﬂﬁa daeaEEg)l\mHmt E: ?ﬁm RﬁAlgetﬂarﬁeﬁl ng
e abovezreferre EH mg OE 12 ou rom - a

files stofbdherorgmals é@? aeBr EyEriden, dheson; ,

decodes t hgd@Xd ha&19%o %&Sﬂf%ﬂ%%f@?ﬁlsé%eﬁé@éﬂg@xg Al A% B IR S

key (KconE Next sing a session ?enera rse of
the mutu chdes; regemretloneandexesmmgebe whenorigenale MAflcodenare

appar at us torage device 800 again ciphers the contents key
. (Koo@ %@B%O%eﬁ% smts the generated ciphering data E (Kses .Kcon) to

the reproducti Bn isppassible # Svritdetleonibold iITNFrestf’e Bitd by they peft

of the reproducti or}@?g_argeus A810 decodes the received.ci pg rqq% contents
key E (Ks88NeIR3Rg ARCEU: AIGIES PY VL HIRTEMRY kBered&con) . Based
on the above smaéb@&@%ﬁﬁgbh eifa%n@eﬁrgé;ér@d‘ee oot MAU@Af t BRACHES

and extracts the contents ke Keon), and pher| ng t he

content s Q@xylmmomt codes éycludieg part of f&teof‘gﬁél target datgu

repr oduct [ OHEE ARG SFE5Heh AUEAC YRt SRS (ke ERRhacCMAR F%%espart

of the st gengeaieyiinec@i@spofiéncs heithe phe dusireasedpiatzatos chebkingcihe res
desor | beqlbEsiY, ofemuents difty FEIS akso i asenbed Hat L seteantbngdt theen
L QFOSJ or aggigidal MABesdants jdﬂﬁtlﬁrfe@{e@dvéd el PBABRIHE tﬁe%sai&ecﬂmo bed
codes. As a result, it is possﬂ)le to always reflect the process of rewriting
data in the INF functioning as the data for newly checking integrity of
contents data upon the original MAC code without causing the MAC target
data domain of the original MAC codes to be expanded.
- {Application of the (EKB) to the decoding process between a storage
device and a reproduction apparatus]

Next, a concrete process for acquiring a contents key usable for the
decoding of ciphered contents data via utilization of the above referred
enabling key block (EKB) applyiﬁg the above referred hierarchical key. tree
structural key distribution system is described below. |

FIG. 43 designates a storage device 800 such as the “‘Memory Stick”
mternally storing ciphered contents data as the ATRAC-3 data and a pair
of reproduction apparatuses 810 and 830 for executmg reproduction of the
contents data. '

The storage device 800 stores the ATRAC-3 data files comprising
ciphered contents data as described earlier by referring to FIG. 21. In
order to enable the reproduction apparatuses 810 and 830 to respectively
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Initially, the storage device 800 specifies such an enabl?
(EKB) required for acquiring a contents key (Kcon) out erS|on (or
generation) of the enabling key bl ocks (EKB) -stored in the ATRAC-3 data
files, and then delivers the specified enabling key block (EKB ) to the
reproducti on apparatus B 830. On receipt of the specified enabling key

bl ock (EKB) fromthe storage device 800, the reproductlon apparatus B 830

processefréﬁn?dmeth@dc‘?ﬁ@ﬁs dtRPRt Yisn Ezglgeeaﬂw? , t t
previously store ash nenor roduct i appara us
B 830 bef emateéxteﬂﬁva cy)rﬁcreﬁﬁesﬁaﬂaf %(Oé"f?@ g)ﬁﬁemghwfdo fonte a.ataﬂg to

FIG 44, cons g% DI%\) 4 dgs W.
As descri bed ear fer ?%ose ggw cg égrS%v degiﬁrl t'he cont%n?ébwl&%ﬂ
r epr oduct appazpius AQLO shesa imbiG ddal pmssefon exabling theererpmducetﬁment

of the key distrib st em based on a h hi tree cture
Shown i n_ hpPhiabus d819) 0 YENEH A TrE R SultafHEI ke, SRim!ihe, elofte
contents a@oa i e degetibéd obedppar alnitidbnt ehes st@éfgeCQléﬁé@OBOOnmﬂcD the

i ndi vi dual l| nked fromle s tot upper ran ut es. .For exanpl-e,
such a deVPBRD 1k BRATaAbS & SEY mugn Y aehbe ah SUEDERBoAIoR RIDress
FIG 44 ¢ legaf

K10 and P@{:ﬁb o gﬁ {rl%d;tc}S ﬁey E&g{%ﬂ?ﬁl&%ﬁﬁgu qe"fhg ﬁgﬁ%a%%%eﬁﬁ@

Sbover oforsed ko Mﬂ%“fp???sdﬁmmmmh@‘?ﬁm sooegery st foes
and store aﬁﬁgé’ %&ﬁom M%ﬁ%?ﬁmﬁ‘m&%ﬁ%@? ﬁ@ged
et i ot et 2 e el
de\él cepupeﬁ%ﬁgrsta@% Eaépﬂe rﬁﬁag : ﬁ.%@ and’ 81,0 raGenEroll Ehe
exerpl i ??é&*&?@%‘f&% 8?9%%%22%@??‘2%@?%’2 a?“ﬁ’aﬁ‘%tﬁ% Sy PLg el ﬂbf?“‘ﬁ%”am
in (b). Acontainns deriesgcutiovkof the tbe ntisapondpracess wnd

ceys 23&%%%%&%@@@#&@%%@% ih suc% ot conss 211 g o oot

| eaf - keys - ci phéftar b@ﬂ'ectﬂadm:@et]k@y mthal) mtlmmwmm(twlﬁh ridqer odbove on
apparat us. f or (fuc%rg)n a%)paral:usgA §f0 Sé}%r sal%%a Y:Ie%St gbO )Rrgacts either of the.
'contents key E (Kstm, Kcon) ciphered by a storage key (Kstm) and the .
other contents key E (KEK, Kcon) ciphered by a kéy ciphering key (KEK) -
acquirable via a process utilizing the above-referred enabling key block
(EKB) out from the ATRAC-3 data files stored in a flash memory 802 of the
storage device -800 and then, decodes the extracted contents key before
eventually acquiring a contents key (Kcon). |
Next, using a session key (Kses) generated in the course of the
mutual authentication process executed between the reproduction
apparatus A 810, the storage device 800 again ciphers the contents key
(Kcon), and then transmits the generated ciphering data E (Kses, Kcon) to
the reproduction apparatus A 810. The controlling module 811 on the part -
of the reproduction apparatus A810 decodes the received ciphered contents
key E (Kses, Kcon) before eventually acquiring a contents key (Kcon).
Based on the above serial processes, the storage device 800 initially
decodes and extracts the contents key (Kcon), and then, after again
ciphering the contents key (Kcon) with a session key (Kses), the storage
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reproduction apparatus decodes Enc (Kstd , Kleaf) storedyd gugligofgyi ce key
bl ock (DKB), and then acquires a |eaf key (Klea#), and yet, 1t 1s also
possi ble - for the reproduction apparatus to directly decode wupper-rank

ci phered node keys and ci phered root keys by applying the acquired:.]| eaf
key (Kl ea#), whereby nmaking it possible to acquire upper-rank, keys by
way of serially decoding those |ower rank keys held in the enabling key

bl ock (EKBeyiceTBO0 delvers ey cipbered osBlents koy difdainto thé amprodestibfyi n
g el enent "Ieafu¥%§8ﬂﬁfwe storage keys proper to individual devices differ

from eag:h‘ - y vi ce. These storage keys may al so previously be
stored in a sedNs devodifREratesd yBxasutoNh the ¢he'stbiaye HBYica!SoD . be
arranged be . acquirabl e based on tf}g | eaf ID, In_other wrtds, the
storage k&mlynihe %pr@&Wm@@W&tﬁai idihpcgamesdile pentesdalkey (Kcon)

. . . . . f. ] t | , -. t
SOLl SoPoms b TP RtectBirlghd B YibBlsdd S dALIER heloRACT O RLY:, L
Hash ( Krkras, L(e’BefeNihg tmpPlii A3, ﬂlﬂmb_plﬁme‘SSW execmﬂeeldbgaffe,é@_tﬂr@ssl@rfagea_
nast er e nma tor INn CO . Wt reget et ni.ts. errin
T o Hed 3B B00° i St Coer SO gR, bpBikSts T8 oG e Gebaribga, Belaw. "0
descri bed Initially, el Storags devi®ose0 speatfidd\gue wrdbskling T bldcREKD)

storage device 800, the reproduction apparatus_B.830 acq s a key
ci pheri ngrﬁawlng@r écgHeaRy 18y W@ﬁ%b[{ﬂﬁg%nf)l eul nomByvensiompdoyi ng

1o Y= AR 8 thAIN e L ACEY sl 1 e RO etk

processi nfilesyeandebheni delivess theckpédifiByl enablingokey blodkhdHEBhdw the

descri bed [l §.er,.- referrin FIG 5 or 9. By way of utilizing the
above-ref EE&@‘E‘&%PBR@F{:‘% Be ‘(KEK) generated by the processing of the
enabl i ng key bihekeddiisBof thogpesifiud éngbBhoddy blvek! (ERBY fidia theosietighor
decodi ng tjhe. m@@@r d cont ents. ke‘%/1 E (KEKB on) recei Vﬁd f r_omd;@&@a
storage d&¢ViE 898 t %@9@@@3@&. BRAEH B 80 Brecasses he wareiye es a
contents keVapghenkH Hi ( B FERB PREM
r epr oduct igna% argﬁjgb%ic&lgésg%(]ﬁéml@l(%g%@ 43 9%%’?%%’5895%‘ to S&gﬁn%[ﬂ%ry
sinplifie ZER%;)M of the veprgiduction spparatus B 830 heforedecentarallppequinisg B
830. Actuallyn -1 Ot B) constitutes such a ciphered key bl ock
commonl y Uakdy cigHiin g el AKERK e
Referring to FIG. 44, construction of the device key block (DKB) is
described below. As described earlier, those devices provided for the
contents data reproduction apparatus B 830 individually contain such a
terminal element of the key distribution system based on a hierarchical key
tree structure shown in (a) of FIG. 44, in other words, each of the devices of
the contents data reproduction apparatus contains keys corresponding to
mdividual nodes linked from leaves to the upper ran routes. For example,
such a device corresponding to SET 5 of a terminal node shown in (a) of
- FIG. 44 contains such a key set ranging from a leaf-key K101, node keys
- K10 and K1 up to a root key (Kroot), or such a key set ranging up to a
sub-category node key, or such a key set ranging up to category nodes.

The abovereferred keys are individually ciphered by the
corresponding devices and stored in a flash memory E2PROM for example.
The above-referred device key block (DKB) comprises those ciphered key
sets individually corresponding to such plural keys ranging from leaves
stored in each device up to such a specified node consisting of a
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stored in those devices corresponding to | eaves |inked W $ha beepod ank
nodes of a single category node (conprising a 'Menory Stick''™for exanple)
in ternms of the category node described earlier-by referring to FIG 11.

I f such a key owned by a category node corresponds to KO1 for exanple, it
I's so arranged that a root key Enc (KO1, Kroot) ciphered by KO1 is stored
as the initial (EKB). As a result of the processing of the initial (EKB),
it i s possiubtaatégorst hede fpr examiple or suchrldyssup tB3hetrougesn a root key

Focer vae suen TR B SSRGS St BEERRN daih fRedd iR tia devine
root key, bldck (IVEB)i l@he(ﬁw)or tAe éﬁ@fv@ﬂlﬁéreontﬁép%@idés 18:y83B]dck

DIEB e
the key ci pherlagﬁkey EEK) by aﬁfl ying. a root_ key enerat ed V|§ D
initial COMEEPO sueiphereddiashblosk caenpvemgagucheiatm qangistimgef t o

hode.i n- HoBE oy PRAGNEL 10 ARABEAYERSiplerld 32% ety RO Qg%
initial (Edﬂ&lstmg oﬁrlemfhkews leiphetad blyi aystmfragatbqp . aFdI‘Wlee( dtipe e,
5 B i AP B K A
s e T e
service aly s po e
(KAl Ko oﬁﬁ @@W‘Pfﬁﬁ%ﬁ% | AERBYS deol8 P Elen b fiife
e s o ot e 100 gtmsc%hﬁwﬁ’eg Ao ltar?fgléey #lon, such
mut ual |y %‘-’f‘%ﬂ& E ﬂ{lﬁetp acq e&%‘?%%q .%’9 naﬁfy

rep ngcil/l uc]E d?e%cgm}ﬁinIowm&ﬂi ?Fo??}?d gﬁdtéﬁ éigﬂiliﬁg &@9%16&E<EI5®)TD gﬂhe

|r2| JI[’:)S{JCtGI g?@ﬁg&@cglm@l@) g ]\eg)éiuie Q@Hkﬁfﬁgqfe ‘sel i g
colr[:t ents key gghgtgl }s‘&%‘a"ﬁ qtée??zsgﬁio@e mﬁ%{&l}ey b?é’sc E{ﬁéﬁﬁénigéglil?%@#on °

shown i n Pezdexice.s sﬂ@eaged{eow mayealsewpreyioslyre skored in a security

compat | b BGEPRY ekPn LA RARIETY By 4P Al Baprddetd to be

acquirable based on the leaf ID. In other words, the storage keys may be
generated by individual controlling modules (corresponding to ciphering
units) based on the leaf ID. .Concretely, it is also allowable to construct

. such a form expressed in terms of Kstd = Hash (Kmas, leaf ID) by applying
Hash function to the leaf ID based on a master key (Kmas) stored in
common with predetermjned set units.

Referring again to FIG. 43, the process for acquiring contents data is
further described below. After receiving an enabling key block (EKB) from
the storage device 800, the reproduction apparatus B 830 acquires a key
ciphering key (KEK) ciphered by the enabling key block (EKB) by applying

"node keys and root keys generated via the decodmg of the device key block
(DKB) stored in memory 832 of the controlling module 831. Method of
precessing the - enabling key block (EKB) corresponds to the method
described earlier by referring to FIG. 5 or 9. h

' By way of utilizing the above-referred key ciphering key (KEK)
generated by the processing of the enabling key block (EKB) and executing

85




bel ongs to the category of the eighth category node Kn8 Q@AP 2004
hi erarchical key tree structure. This device stores a plura y o? devi ce
key bl ocks (DKB) conprising Enc (Kstd, Meal) to Enc (Kieaf, Kn8) shown
in (b) of FIG 45. This construction is identical to the (DKB) described
earlier. Those data stored in this device after directly being ciphered by
a leaf key individually constitute those keys ranglng fromthe node key

Kn47 to tfie c@mgcibyd@@d Yh& héﬁedr@om\tgkdye KL< conlhese

further i at es an .enab bl ock (EKB) "available for self
r ecor di ngﬁﬁ Iqm?%ﬁ dawce; %ﬁg ﬁl‘g tion gpparabes dt Bglenentually

r epr oduci $i28% andohitd y way of processing the enabling key block .
(EKB ) a%ﬁqhe devi ceﬁ %f k (DKB) applicable to the self recording and

sel f reproductThe pmta@]s hestdead cin acpeinoey  832- (BEPROM) kafy thécon)

desi gnat SCBTORSLOR. ABBAEARE, BF Al BRST dpc SIEL AS olredidtids b8 surtuey ce
the_cour ?m@hﬁ@@bé ﬁiﬁ‘%ﬁg@ﬁr‘{gﬂt@s e ﬁib%‘ft?z @&p%a%‘?agf?g "
entered, HEYH seanstitutes gughea ciphargd: kew nly .
(Kst) . Thncavine Sheah " deibod Norsiaicifinkelp (3t lﬁ‘ﬁﬁé‘?ﬂ?ﬁ@fé%‘%"%ﬁpu A the
3 te 22 ?iggekngdwgf d)sibgledategoryiarades wmmugaa‘%ﬁemmﬁﬁhucki ﬁn‘(fj exar?nm

Stor age KB TR tRE Ehtedh ot fbarhl St Pl ( RIQ" 1REe) |
e W s et b i K0 07
?urltoher "E?E:‘E'?%%s‘ 13 fi@ LR (lig@: 167@2 dﬁﬂetﬁ@o iﬂ@@r@égﬁ’ Enc
(Mealy - m"él%l‘e&@s%h@‘iﬁiﬁél @E@W%Bﬁéﬁﬂt‘b&' Ith ﬁﬁ%%b@%%%f gﬁr in ‘tﬁéﬂ

| nasnmuch e. devi ce_key blo stores such
bei ng ci ysmssﬂ:égfmk reprqumqmappaeatus &&Qﬁ@gapparrooakeynode

iy

pr ocessesretd&W@ﬁahthrml KEKB) ebcmngléBk)eyt apherirg keyy K)umpheredrljy anode

keys and ﬁoo%rkecf i %Sésélﬁe £t %p SH&EES r.%&')'prégta%us t]%]%%pt%eécng&lre the
key ciphering key (KEK) by applying a root key generabed via the initial
(EKB).

Not only such a system for dehvermg the initial (EKB) to those
devices (reproductien apparatuses) belonging to a single category node i in
common with each other, but it is also allowable to provide the initial (EKB)

~ in common with a plurality of category nodes. For example, assuming that
node key of category node of the “Memory Stick” is defined as K01, node
key of category node of a personal computer incorporating such a function
to reproduce contents data is defined as K10, and node key of category node
of a reproduction apparatus compatible with a network service line is
“defined as K11, by way of previously installing the initial (EKB) storing
three kinds of ciphered root keys including Enc (K01, Kroot), Enc (K10,
Kroot), and Enc (K11, Kroot) to individual devices prior to delivery to the
market, it is possible to distribute such ciphered contents data that can
commonly be utilized by those devices mutually differing from each other.
FIG. 45 exemplifies such a reproduction apparatus incorporating a .
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rank. Next, step S4605 is entered, in which, by applying Mmu%&%og@y
(Kroot) acquired via the processing of the enabling key bl oc (EKB), the
devi ce decodes Enc (Kroot, KEK) to acquire the key-ciphering key (KEK).
Finally, step S4606 is entered, in which, using the acquired key-ciphering
key (KEK) , the device decodes Enc (KEK, Kcon) stored in such a data -
attached to the contents data before eventually acquiring the contents key

(Kcon). flhshemaiphbrg E2®ROM%&« 1é3|iﬁ vsbrially( Soriig Bl fevite key ({;@15
used for ut i g a.self- re —gwever |.n the_ case
| oadi ng a@@) cr'#né@m%lrﬁ fte@ilg beaffects selfi racording

ti cabhgat
. Eéffeéﬁin%ﬁﬁg&%’%‘*%ﬁéﬁ e negl ﬁ‘fﬁ% g*ab‘ia%%ﬂ?ﬁﬁ”ﬁ’é RS fore)
in corres@@ﬂ{nﬂﬂmgcmntentsﬂeejscbyimﬂlmngdﬁm ah‘ona'rd’erredke bhcﬂ«s possible to

te th | G 46 EKB
ﬁéffésﬁon(i g THecGuT B e ot FCh R di ot ke oo ovice
d ) eRich ﬁﬁke HWS
from uppsr AT i 2‘?"@%@?6 cmeee mh?%ﬂ“ X"“Q?ﬁ) RAATEIES ¢ he
| eaf key IlS pampaiip QAVESOP %po’ggl;ﬁ slevacst i | |
I
dosor | becProngsito ﬁ*%@%ﬁ"%ﬁt?%fééﬁ?%% ‘%ﬁ@f}% 2{’133 e e o
i npl enentkey tee stswhural sThis devicesbares ai pharalityn of Hewise keyi tbled‘lmll d .

Chose. sk 1B nbisod T (Kssd, BIERH BPRR I hvrnthdhs o PG,

enbodi-nends. Wltis ra:ommmcﬁm@edemmbv@ t@@V(BK[B)gdéé@ﬂbéd@a@EéﬁmTﬁbsé)f :

t he present |nve er 88, 24 g 004 wor ds, e sent

i nventi ongﬂ% ﬁi@ mﬁet%@e%t@r@ %ﬂphem ?w e@f tkﬁ)é
the scopeiividically ebaaitt %‘*ﬁ

In order to precisel yﬁjgu e %ééejgs tra p%l nt's g@@%{o[]dg%e esen | nven |on
full textcaliegors nade; tight ahovetthe leafkegird of this speC| fication

iQ?L'odbfeoﬁ“ei@@%&@nﬁaﬁﬁ%ﬁ@biﬂﬁ’?ﬁéﬁ% 305 ElRDigE KelP AELCTRR |

plurali tyawmlabkmrfarl selfk eycording vaddakelf ecepredactidry a Ipl whel iconreé of
enabling: kecX) HJﬁ)gC and reproducing contents data, by way of processing the enabling
key block (EKB) and the device key block (DKB) applicable to the self
recording and self reproduction processes, the device acquires the contents
key (Kcon), whereby executing decoding and ciphering of contents data.
FIG. 46 designates a flowchart describing serial steps to be executed
by a device incorporating the (EKB) and (DKB) components shown in (b) of
FIG. 45 in the course of acquiring contents data. When the initial step
54601 is entered, based on the leaf ID data, the device extracts a storage
- key (Kstd). The device extracts the storage key (Kstd) from a security |
memory incorporated therein based on the leafID data, or the device
“computes the storage key (Kstd) based on the master key (Kmas) and the
leaf ID data as described earlier.
Next, step S4602 is entered, in which, based on the storage key (Kstd),
the device processes the device key block (DKB), in other words, decodes
Enc (Kstd, Kleaf) whereby acquiring a leaf-key. Next, step S4603 is
entered, in which, based on the leaf key (Kleaf), the device further processes
the device key block (DKB), in other words, decodes Enc (Kleaf ‘Kn8)
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(EKB) are prOV|ded where each enabling key bl ock (EKB) gpnpéwﬁggog
variety of data for ciphering updating keys on the path for formng a

hi erarchi cal key tree.. structure conprising such keys provided in
correspondence with roots, nodes, and | eaves on the path ranging fromthe
rot to |l eaves of the key tree conprising a plurality,of devices as the -

| eaves, and yet, the above-referred ciphering data also conprises data for
ci pheri ngwhﬂtrpby- apkirkey s categexy podeilay. oflnhemmuch askhkalevicd keydlock

ci phered spl ely enabl g tjhose ;sel ect code, t.he
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for pr opepbymb@b &t ht %W?&@k%d@ﬁej@éﬁd@bﬂy@oﬁiﬁ%@ﬂémﬂg Phess

ef fect of security. ther, according to the present invention,” -a
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Govi co. i oReke (KRIONHE BRirice, ARCAIEY U550 KT IERND, MouBlif HithlTa Rk,
structur eai:iszarct@xlemmh@ eontdrtec@st befdrereviaitdaliyt ax&iummgtehé icoatewis k@yt h a
vi rtual %dew ce set inside of said data processing apparatus in case

when said y device has no function to execute said processing for

said nutual auiignbhaBhh9l e‘ﬁﬁmmﬁecor @)%‘MGM%%dsdl@ tion

of data froms menory I ce or sal I ng of data into s rrem)ry
devi ce onfamwegecuting Mtselfsme@rdmasmcags of However, un thet cese i ofa

conduct edl@fdﬂ@e % %%ﬁietgabf contents data to correspondmg devices, it is a]so
practicable to jointly down-load a specific enabling key block (EKB)
corresponding to a predetermined contents data, and then, store the (EKB)
in correspondence with the contents data. Further, it is also possible to
execute the process shown in FIG. 46 against the enabling key block (EXB)
corresponding to such a contents data down-loaded at the time of
reproducing the contents data. The device key block (DKB) shown in (b} of
FIG. 45 comprises such key data comprising those node keys ranging from
upper rank to the eighth node Kn8 which are directly ciphered by the leaf
key. It is also allowable to store.such node keys disposed at a still upper

rank-or a lower rank as well.
The present invention has thus _b'een described in detail by way of

referring to specific practical forms for implementing the essentials of the
present invention. However, it should be understood that the present
invention may be practiced furthermore by those skilled in the art by way
of modification or substitution of the embodiments within such a scope
without deviating from the essential of the present invention. In other
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processi ng apparatus and said virtual nenory device is es‘@@,@h%@i@gm 2. The
data processi ng apparatus according to Caim1, wherein said data

processi ng, apparatus further includes a structure for executing. said
processi ng of the nutual authenti-cation between said nenory device when
sai d processing of the mutual authentication is available by initially
checki ng whet her said nenory, device fqQr executin dat a reprqductiqn or

dat a recowdmdg, i the apapsentof inssedion ndrasai beemt wliscloged hdnt i tha i sWwler ofot .
3. The da u C i | L O i

7 el ai g eRUERSHAE SRITHES THETSEE BPHhe BicBRll inbbpfion’ dhall et be
of anhenabcbmsig'ule'b dyrdstoickiv: e%lmhéneﬁrdeiatcd pratisely judge rt@ekessejrd:iair poAris sofy
enci phere such an nabl i ock .cont aj pi ng .anyenci pheri at a
For et ot Prassl et e el e Ebe phS SR 52t BuRl AR RS L Pe 18
key tree ghésificHtion sR(IPbe Tefigradtari ety of keys disposed in correspondence
with such roots, podes, and | eaves on_such paths ranging fromrqQots {o

d
| eaves of sai dAgeydesoribedaaheye, 2aoconding dor dbeusystemprand ngaethad,ror ¢y
e _._ . . ; I
Gata f or | REVGRSIAE AR UUEE il by TRECBredth SivbAR £ KRRL
keyg : Sn?opai‘aﬁpgdm;&ﬁimﬁvﬁlialﬂm cﬁr%ﬂnemddby‘_t im?iu:ra}ity of emdﬂmg&elyebw
a cessi ng_appar atus and sai d_ \.rt u ce is sole
oxecut od DEREI TS gt aRbte Ao sk Pkt Rey (RREE GRRE): Gunbris: oy
key and tbgriaithesf dathefvr epfHieithg cdp@atingokey shOtIRd paths fosl foritivgl a

menory deyice.” 4, The data procesSing apparatus according to C ai, .
wher ei n oﬁl@rmb;@erquw@@nsﬁau@aw CORPIITIHG %@é’siéﬂ@ﬁa&‘idlﬂo

p

decode sajgd. ' I e [ AFERSHh S

devoi d of b%?@ggg@ﬂpéégﬁgg r{ag&dr}xa%’ %%%Ieécc‘%?g ('Ss&g?_t%eg%a I'n i b%?b‘éi na

pl ur al i t yrot taldeaves otdwskay tapp gortprising aiphurality of devitesnas thealeaves,

said key_tree styucture: and sai.d, data CesSi I uch

2 i mpr op Bndatets this R reRle ARONERE A GF RS QiinBRISS Hath B SUHCA D

i |1 egal | yupperasgik kegs viut dpheriih oftlooasr eank kéysai Thuse tcigheratinkeys

devi ce by of . VO% n ' . ] '
sg@fy enable those selected proper devices to decode the ciphered efiect,
whereby realizing such ciphering keys or such a system for properly
distributing contents data capable of preserving higher effect of security.

Further, according to the present invention,-a plurality of contents

keys used for decoding ciphered contents data are stored in the header data
of the contents data. One of the contents keys is processed into such a
data ciphered by a ciphering key provided by the enabling key block (KEB)
and the other one is processed into such a data ciphered by such a key .

proper to a storage device. Because of this arrangement, whenever
‘operating such a device for reproducing a contents data, the contents data
. can be reproduced by way of properly selecting the contents key.
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said i nproper data processing apparatus. 5. The data procg§§h@g;ag@@ratus
according to Caim3 or 4, wherein said enabling key block distribution

aut henti cati ng key enci phered and presented by said enabling key block is
subject to a version controlling process by way of executing a process for
renewi ng i ndividual versions. 6. The @H#AIMS ocessing apparatus according to
any one of the preceding Cains, further including a structure wherein in
a key tree structure conprising a variety of keys disposed in

r oot SSFS”?323&”@%‘*@%%8&?%’}%??%%F‘ﬁlf‘%f%%‘%p'ﬂ‘rl? Er@@“ londfd i PO
processi ngm@mmt}]meeas farrecoedingsof atasmtbeafamampgr @med schenein

ence ave e
Koy proper to <Hi iR BRGNS gb9RR° AN C e LSbAENTECToR AT s
and then ﬁé;mo@mctmmomw frofe 8ail mandey dtavid@mr etordbng of daga dat@said

processi ng apparatus. 7. The,data cessm at us ccordln to any one
of C ai nsIBEIPRTY, QVGPQP&COP %ltg’@%aas’%w@ %‘?@% 191y, be gﬁ‘

structur e% i‘b%éa% aéﬁéi'ﬂdé %ﬁ & ni 8BS Advidd isEuthBRRRY e”ﬁﬁd""‘ th

roots, on suc pat rangl ng from roots to |[eaves of said
key tree strucs @h&mocssmgl epme diavdnga processi rig appar at uses

own | Save, - 5%@5&@%@@%‘%&%&%5%%3&8%‘1@%35@ offefd R apERdsA "
STap “ramine Thomt TeRuee 1S Lot Hrank ke B sar g
St ot ur oY GASk PSR mosarsr JEweR AL B Faacinn Sl eataubaspibbiaenting

appar at UsforSaif taaPhatesstiosiortied for executing reproduction of data

froma nenory device or for recordin (g of data intg said nenory devi ce

said data protebsiotgrerfehexeaiimg selhgeprodidionef debe dromgsai
aut hent | ok B 5P focktin? of el hio RBIP He B et Ut Bchdio gia{:ﬁat
processi ng apparatus Tn e tase 1 n device 1's devord of
such f uncsaighprocessangiof thamduhu&hahthanﬂbﬂn@n cc:anldmm:teda ftween said data

. processing apparatus and said virtual memory device is established.

-l

2.  The data processing apparatus according to Claim 1, wherein .

said data processing apparatus further includes a structure for
executing .said processing of the mutual authentication between said
memory device when said processing of the mutual authentication is
available by initially checking whether said memory device for executing
data reproduction or data recording is capable of executing said mutual
authentication or not.

3. The data processing apparatus according to Claim 1 or 2, further

-including a structure wherein

such a key for authenticating distribution of an enabling key block,
wherein said authenticating key is previously enciphered by such an
enabling key block containing an enciphering data for enciphering renewal
keys on such paths for constituting a hierarchical key tree structure
comprising a variety of keys disposed in correspondence with such roots,
nodes, and leaves on such paths ranging from roots to leaves of said key
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a step of executing reproduction of data from said nenory, ‘Q%?ﬁﬁzgm
recording of data into said nenory device based on condition at said

mut ual authentication is actually effectuated between said data processing
apparatus and said virtual nmenory device. 9. The data processing nethod
according to Caim8, further conprising. a step of identifying whether

said nme i G ta iLs
capabl en;‘;%execu%ﬁ%% sa;iﬁrﬁm mﬁﬂ)l{"g@ﬁ{ﬁ’d&gﬁﬁpon ogﬁ%gbi}%ﬁ%ﬁ# tae%o‘éﬁn
execut i ngeavpsowtesel 1563 ta entconyinses ewweankdad ta
p)r(ocgslm N ar atu ngsmzl dp ermtgui%ew ce in cg]gje 92 1élgpAugust 2 4tt:jxlhen
sai d exegﬁ?fegﬁ aﬁw aﬁgﬁgﬁ’tléﬁfll on is possible. 10. The data
processi ng netddd e gﬁmggoit méln@umai Sitentibaich b:dRuted HeAweC 8581 NY

apparatus_conprises an enabling key block distribution authenticating key,

wherei n s@&E mﬁﬁmgatap@naé% andpsaid omwalenmem@rseddwceumq solely

enabl i ng r such
path for %%;@EW PP S SablSle KBy R AREEERRIE b RBHRERHE
keys respkey i amd yth Qpheﬁmuh}mntmtm fkaryd preeionisly srtomd nncsdm vigtgal
| eaves on such at hs ranging from roots to | eaves of said key tree
structureu%%ﬂ%pp a plurality of data processing apparatuses as own
Ieaves wherein said" enciphering key also include a data for enciphering
upper - rank ke vi,a | ower-rank keys; wherein said_nutual authenti-cation
process e‘Jz-ecu%ﬁhe data.peacassing apparaiysciccosdmg b pdavnd vwheraini d vi rt ual

i stributt on S PR qﬁ&’ﬁ o dpBEbRESRR SrRARRTs Bhapiat o

pr evi gusl tsxd@{smdjr%réaél:]gng jeyt ol elr{nnw&maﬂsmchw dlataclérdcessmgeapyaﬁzﬂms‘ or
In I |

reans. f orlgy %%&rgnem%vﬁ% RBAHp doriGiodR Said: SRRPT e on bk fha' ey

previ ousllylmdllt}?hﬁ'rdﬁtab JEE LSS u%:a pabéﬂuws @mﬁjr%bstﬁaﬁi!@; Hav@sast gaidor
uch paths for constituting a key tree

enC|pher rene S O
st ruct ur e %E'HEEWYG\? ﬁlléfy of keys disposed in correspondence with
root, nodes 3élﬁd' daYR SpRitessity RPPArABRY MeVE®E such an improper data

processing apparatus devoid of a proper license from illegally implementing
‘mutual authentication with said virtual memory device by way of revoking
said improper data processing apparatus.

5. The data processing apparatus accofding to Claim 3 or 4, wherein

said enabling key block distribution authenticating key enciphered
and presented by said enabling key block is subject to a version controlling
process by way of executing a process for renewing individual versions.

6. The data processing apparatus according to any one of the preceding Claims, further
~ including a structure wherein
in a key tree structure comprising a variety of keys disposed in
correspondence with roots, nodes, and leaves on such paths ranging from
roots to leaves.of said key tree structure comprising a plurality of data
processing apparatuses as own leaves,
, those leaf-keys provided in correspondence with own leaves are
respectively enciphered by a storage key proper to said individual data

91



roots to | eaves of said key tree structure conprising a pbaaghidiyogd data
processi ng apparatuses as own | eaves, wherein said enabling key block al so
conprise such data for enciphering upper-rank keys via | ower-rank keys; a
means for executing a process for reproducing data. fromsaid nenory
device or recording-data into said nenory device solely based on condition
that a m ' i ' f t S &

pr oceasi et ssae SPPa3had R el kel B RO THOGES 1A o8
i s devoi dcarfresponding data precassmgmpparatud.henti cation with 93 24 August
2004 sai d data processing apparatus; and a neans for enabling only such a
properly |icensed data processing 'apparatus to properly decode said
enabl i ng kdy bl ddie dsteptiogessingsapipdratemadsbiding kegnybdmeok Ciakhg 1 boi5j fmther

aut henti cati,ng. key anong a plurality of data processing apparatuses for
constitut U aawﬁyuﬂﬂaﬁxgheu@mUre and a neans for preventing such an

| npr oper data ;prQc | £l of . F g sg: LI .
illegally decodi (r%' %s%i: %&ﬁ%‘%&ﬂﬁeg‘ﬁ%@gﬁmgmﬁﬁgﬁw ?ﬂe\%ﬁgi ﬁlgs%gglgg m

i npr oper chamraspondence withpnootat medés,oamil leayak | on patiatiamging from

aut henti cati,on, whth said vi.ptual nenor, evice to further reyvent, saj d
ot oper Rupisaich lbdedE oh shif K A RruiRtechomBridthe  plHBaGEE e data
data. 12.produsetii@appa®iiukidatadBanBarischagsdvhddmsa-leafRels previdein
with., a Z&’emflc onput er. program for executing reproduction of data froma
mermory deNOTESBPNABRER Wik OB IRAVESi nt o a nenory devi ce; said conput er

proogram conpri$&kivide %@ﬁ?}écrllg%?# 38 sEmBi, of &Cﬁéejz%?;g\%ﬁ%aa

data processing appara a virtua nory devic
a;l%ta

cor r espondiwimn ot sindjivaghpallyt epcipherad oade ikeyshiofhplimal steps

above-r ef I eyice | id.o ' 07 £xecut e tual .
St hont & e TR oV WA o 88 Yty Hasll Babh BF shiy REGHAS sfisiattie ie
nenory desioreddn a neewody tgeats diatideiofisaid data @@masiﬂg\a'@@ranh@.l y based on
condition that said nutual authentication is actually effectuated between
said data processing apparatus and said virtual nmenory device. 94

8. A data processing method for executing reproduction of data from a

memory device or for recording of data into said memory device, said data
processing method comprising:

+ a step of executing a mutual authentication process with a virtual
memory device provided in data processing apparatus in the case in
which said memory device is devoid of such function to execute said mutual
authentication; and

a step of executing reproduction of data from said memory device or
recording of data into said memory device based on condition that said
mutual authentication is actually effectuated between said data processing
apparatus and said virtual memory device.

9.  The data processing method according to Claim 8, further comprising:
a step of identifying whether said memory device for executing
reproduction or recording of data is capable of executing said mutual
authentication or not; and
a step of executing a processing for said mutual authentication
between said data processing apparatus and said memory device in case
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24 August 2004 DATA PROCESSI NG SYSTEM DATA PROCESSI NG MEZH@ERGustDATA
PROCESSI NG APPARATUS, LI CENSE SYSTEM AND PROGRAM PROVI DI NG MEDI UM
ABSTRACT OF THE DI SCLOSURE An aut hentication key is presented to a data
processi ng device by an enable key block (EKB). Even in a case where a
menory devi ce does not have an executing function for a nutual

aut henticati on processing, .an..establjshnent of ,the nutual authentication
pr ocessi NYN&RSud executign o r@%‘é@i%@ﬁ%@?@%ﬂéﬁ BOSS¥M@ data processing

device is nade as a condition for a data reproduction processing fromthe
iniai 7 dat 45° or bR deltBetgatedd Pt n i eao hpetsent the |
only a farr PRt (BRGeSiRg AbpRrabf RoArERY R ErebBREL ke Bloclie
virtual ndastripution ceuthehticatingi kezp tereint enid dathenticgting k&P is
previously enciphered by such an enabling key block containing data for
enciphering renewal keys on such path for constituting such a key tree
structure comprising a variety of keys respectively disposed in
correspondence with roots, nodes, and leaves on such paths ranging from
roots to leaves of said key tree structure comprising a plurality of data
processing apparatuses as own leaves, wherein said enciphering key also
include a data for enciphering upperrank keys via lowerrank keys;
wherein
| said mutual authentication process executed between said data
processing apparatus and said virtual memory device is solely executed by
applying said enabling key block distribution authenticating key and the
other authenticating key previously stored in said virtual memory device.

11.  Alcense system for providing a data processing system with a proper
license comprising;

a means for providing an enabling key block distribution
authenticating key previously enciphered by such an enabling key block
containing data for enciphering renewal keys on such paths for constituting
a key tree structure comprising a variely of keys disposed in
correspondence with root, nodes, and leaves on such path ranging from
roots to leaves of said key tree structure comprising a plurality of data
processing aﬁparatuses as own leaves, wherein said enabling key block also
comprise such data for enciphering upperrank keys via lowerrank keys;

"~ a means for executing a process for reproducing data from said -
‘memory device or recording data into said memory device solely based on
condition that a mutual authentication is actually effectuated between said
data processing apparatus and said memory device even when said
memory device is devoid of function to execute mutual authentication with |
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said data processing apparatus; and

a means for enabling only such a properly licensed data processing
‘apparatus to properly decode said enabling key block providing said
enabling key block distribution authenticating key among a plurality of
data processing apparatuses for constituting said key tree structure and a
means for preventing such an improper data processing apparatus devoid
of a proper license from illegally decoding said enabling key block, whereby
preventmg said improper data processing apparatus from illegally
eﬁ'ectuahng authentication with said virtual memory device to further
prevent said 1mproper data processing apparatus from illegally utﬂjzmg
contents data.

12. A program providing medium which provides a-computer system
with a specific computer program for executing reproduction of data from a
memory device or recording of data into a memory device; said computer
program. comprises: | |

- a step of executing a mutual authentication between a data
processing apparatus and such a virtual memory device provide& in a
corresponding data processing apparatus in the case in which the
abovereferred memory device is devoid of function to execute mutual
authentication; and '

a step of executing reproduction of data from said memory device or
recording of data into said memory device solely based on condition that
said mutual authentication is actually effectuated between said data
processing apparatus and said virtual memory device.
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