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1 METHOD AND DEVI CE FOR CONTROLLI NG ACCESS TO
ENCRYPTED DATA TECHNI CAL FIELD 5 The present
invention relates to a nethod and a devi ce for
controlling access to data encrypted contro
WETHOR iANR DIEVIGEH FOR CONFBOIINGACKESS TO ENGRYPTED
nmessages by a security rmd cﬁnd returned to a
processing unit for encrypted data. The present
nmet hod and device are applied in particular in the
field of the 10 Pay-N. PRIOR ART In a well-known
met hod, in particular in the aforenentioned field of

- T is encrypted by a data supplier by neans
'&Faé'é'hlg‘?ﬁb’(dﬁgﬁieys called control words. This data is
transmtted to nultinmedia units of users or 15
THEPSsERENYenfioh félbfds fo0a hidthod tdh@ & ABlice! folBbAFOIKG access

transmtted to these multinedia units in the form of
te datacenargptedoby contreb yaudesthesrecenirali weedsa baifia: Eecaived in

cgﬁgrgf Al \éggeq@yua? §egurit¥%§§$laf%@gr%p%ec{ ﬁ:é’prbgeéﬁﬁg unit for

datoned stream and of a security nodul e
responsi bl e for the cryptographic operations related
to the 20 use of these streans, As is well wn t O

TheoBeesert imethod rand dexice, atenapplisdhin particadary i rnt enfigld ef the

F&@[r}-vessentl ally be produced according to four
I'stinct forms. One of these is a mcroprocessor
card, a smart card, or nore generally an electronic
PRIORART n the formof a key, of badge,...). This
type of nodule is generally renovable 25 and can be

d d Th h el i cal
rﬁ%ﬂ?«éﬁ%@ow&% Japaicas b SateispBpREn didTor fay-Tv.
dﬁté:‘Pé‘téi‘r‘éE} 144 Srénaafar FpbhemBy meARS Usteancriyptiofasye! ealled

of the | type 2 A setond known formis tRhat
corntrdn wcnrdeg rTaise ddatar isuittanisoitted aTOemu!@@ﬂélealuryt& of ausers or

SRl b, R "o, Wbl o BRI g, s

nﬁﬂtrrﬁ@ﬂi@%r&rm%ﬁé'Foriﬁoﬁa%'tr@aﬁ?dﬂbcﬁwtﬁﬂmﬁ@sﬁay‘es In a
third form the security nodule is integrated into an

Integrated circuit box
The muitimedia units are generally made up of a processing unit that, in the

case of Pay-TV, is a decoder receiving the aforementioned stream and of a
security module responsible for the cryptographic operations related to the

use of these streams.

As is well known to those skilled in the art, this type of security module can
essentially be produced according to four distinct forms. One of these is a
microprocessor card, a smart card, or more generally an electronic module (in
the form of a key, of badge,...). This type of module is generally removable
and can be connected to the decoder. The form with electrical contacts is the
most widely used, however the use of a contactless connection is not
excluded, for example of the 1ISO 14443 type.
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5 al so having another function, for exanple in a
descranbli ng nodul e of a degoder or the

m croprocessor of a decoder. In a fourth enbodi nent,

the security nodule is not materially produced, but )

A Sedrrd Rricwi fonat isthai of amintegrabédciecuitox placed, genafaly in a

defiitive @y igpmovabie wa, Inhe desader Bc: Qe SeHans i mage up of
a:,!glé%& Jﬁ@&rﬁb@!@‘?\téga%b’ﬁ .cﬁh@%ﬁtgﬁs??fﬂé htgIMBbdue connector.

SS 0 functions or the
formthat this nodule may take. Wien a nultimnmedi g unit
Il asthird defm ctihet seeusity rmdubis integrated into apiptegratgd greutt box

o ok st} i 5 i 3RO5ESg Rb1b e of

GhRkdstbcdsspy g @sdadodedlecr ypted in order to
%S?ggrc%%ﬁe 1§éontrol words. These control words are

in turn used to decrypt the data. As is akso

no
e &cfoustnembbdiment. deseaurity moddlRsis Nt mater T Sucag, but
data. transmtt t. t ed. i S that i
A58 51 BT 1§ SR 6 b Sifaretmven that i
the fsl i dasBs egithddighethet ddcurity lewetidiffats, dhe furttiondisddentical, it is

cryptoperiod, the control wo i s changed, f,or [ ;
posaibisnto tol5 @bauts SHCHITY NG TEHTEIPRRCEL UL I I Wtich it
en t ' ' rised consists in
ﬁﬂgﬁﬁégéﬁgggﬁﬁﬂéﬂ%%ﬁﬁgkg |g€8w%¥&§?ih a real security
nmodul e, but distributing the control words to a set
Whertlaanditingedid ot hasrebeivad tke sireamuerntaigingtheseqatrol gyords,

separating,devi ce knpwn as "spl.i [y

fesial mvered 1 iheiiseEdapgsen el e b Sieopt i speinc data.
tﬁigqgﬁﬁet seN e/ F&%ﬁﬂoﬂ Hedsahes e ddeyypted Sn Jrdgt €o extract the
multi'media unit Il'e the events are accessible f Qm
ceatrel wbrdsu These doatroLiwbrds. ameun dwws%toecilﬁcma‘pfﬁﬁéjﬁ fon

EP 1 575 293 describes a nmethod intended to prevent a
security nodule fro ' V. U t
Ao s knPRD) ehen CBIVBRWER BRAERAY RloRe S ERiall Bt of the data
tn@h@H{iﬁ?dj k> BESRErited. Topialy, Ie coritral evbrd aliowsoi @ seconds of
control nessage sequences. The security nodyl e .al so

adi Baes¥s eventrethsbe Odaﬁmpﬁé Mter H’H§ mq{o Han, ca?"ed a
PoRa i 108 GorBn. b R EEERE Uty RoagdreeT | 19

sequence is detected, an error counter is increnmented. .
Ohé poBsibldakay to enjoyeacuess de sincgypiéd data withoubbeingryghorised

cigggi:s?s;{n?glsji(r:lgda %%%%n%i N itroeaiCunit wih 3%e8f sbfit§ hblute, but
distributing the control words to a set of decoders. This can be done by means
of a server or separating device known as a "splitter”. Therefore, the amounts
related to the acquisition of access rights to encrypted data are paid by a
single multimedia unit while the events are accessible from several multimedia

units.

European Patent Application EP 1 575 293 describes a method intended to
prevent a security module from being shared by several users. For the
implementation of this method, the security module disposes of a memory

intended to memorise control message sequences. The security module also
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In the nethod described in this patent application,
abnormal behaviour is defin8d on the basis of the

anal ysis of the channels used. As an exanple, if the
channel identifier is alternatively A then B, the

dispasesi of means s apalyseran abpprmaksaverany Messgasr seguence,

rel atj t . i . rj
e AR B RGPy Bl el fidmtriseCoaifdfthédatis, When
aroabhaviyal sdqudieedbaluietied] dandrrdr esunter fs froreentsdal A time
cryptoperiods, then passes to B for several )
delaim e inseeessing &f ithe coNtrak wasds iig datiedureda BRRATRING to the
\}ﬁﬁnea?ﬁitﬂgre CorSr ror counter will not be
I'ncr enent ed. e 1 hvention described in patent
application US 200410215691 intends to 15 prevent
It the fethotlidestribed .in | thiso pdtent t applicatien.e abhosnalebehaviour is

defined o e Bisis dring poabisia, Pl TP fieemrdls Disad, A Hf Rample, i
R %ﬁéhﬁélﬁ&’eﬁ’tﬁfé?ﬁé‘hﬂéﬁra’ti?e% tercBatHeanalPEis reand aésess that

message is related. The nnel identifiers are .
thie raomiceens ant abrormatsdaquieocedelaing tththe shadrg of the ssecurity

d i d ' i.f !
iy ik ofe" chdhiek Rt Thfeffented, ORinE ol Bh, i ghanne
iderftifiee! igt ad f%P SbvetAlr @RIptEHATUR, Sthem paRbBs efo IB> for several

i ncrenent ed a certai'n value. |If the control

cryptepeyindsaitwillkneal bel considered asnbnoienahdehayvieur @adnther error
s _decr L e, counter reaches an established
c?ﬁ?tggwgfﬁgctﬁﬂb‘frewge%ans t hat many channel changes
have occurred and the decrypting of control words is

Thkoippetior? Wekbabédvan atert applicktionr USe@004/0216691 intends to
docunent EP 1 575 293 and US 2004/ 0215691 ir{:EIi\é?é]hat
prevent thiscraydulent diseale ardler denachiexe s, pactt i@ control

rrfe%gﬁgé N§Yel&ed ?}&ha ?@{Iﬁﬁ%bidﬁrﬁﬂlﬁ,gtﬂi’s Ghit o7 Liﬁe @e&@@@a@ydule to

Certain — confrgu ons, I's not the cas
whitihnig it hessoeidted detemsings to ashidhf cheanhel ithispeoritrad uhessage is

in the Eurocrypt. No_EN 50094 standar d,,of cenber .
relgisd, The SRR JoeBifars '8 Meagorery Witk |, i piormation. The

rrfé%@lﬁﬁgé Sré %ngﬁfavaé{iﬁﬁtoﬁ&éﬂ“tocaéfé?ﬁﬁne If rthé? Iate taRfed td Pg‘ferent

ossi b e invention described above,
chrrowts ondo the szme ehanael. Iitheyi anedicdatedi tosdiffeeent whannels, a
onl,y one securjty nodule, and a itter. 4 The
B R ed ea caral e e conlshl esiAges are(plated
tocﬂﬁ'édfal’r\g'&% Nthe! &SiftitdeIsSdectBni¥ided3if 1He Rouhtet@aghes an
et al. describes in a very general way, different
establizheib thresboldi walueh ¢hisr enecdns ethiat usany fchegnel ichanges have

olfRiteERnd (i JetiyPing bF pRRFP OB st The |

The two processes described in the document EP 1 575 293 and US
2004/0215691 imply that it is necessary to have an identifier of the channel
concemned for each control message at your disposal. In certain
configurations, this is not the case. By using the control messages as defined
in particular in the Eurocrypt N° EN 50094 standard of December 1992, it is
possible to identify a class of channels rather than each channel. In this case,
it is impossible, with the invention described above, to block the use of several
multimedia units that use only one security module and a splitter.
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5 time stanp of a nessage is situated in the future in
relation to the tine stanp #f a nessage received

previ ously. However, this docunment does not nention

any concrete solution. In particular, there is no

Thaf dsdimaérst Caluntermessaresiios tAttacks on satellite “ﬁ’dd:ard&u&iag mpen

st S82boSaSaPla ByiSauchid Dok Sibls SEAVG odhifhiuay
St nELfh 6 a\ﬁ'@ h'\t'l\(g%h eﬂi‘h§e'o‘ﬁ‘é§8&h %66&1§§Sﬁécordlng

O realI'se an a riative solution to tha
tproner patticulari aspeut.cthis m@cummsuggeatanaefcat@@noi wr@fther the

d whi |
o 5 S SV b e 9 ams
of BGERESSE FEHEIEY pfeViBlsAN HEWEET this Moduhent loee ot mention

according to this 15 solution, an identifier of th?
aoyannmrenmmmtml i particwlatetherey is dithdafarmation allowing a

i B e B, B ot AP T S0 sever

u@éis .-m% T(?151ez:m%\hﬁ:\an@rhaﬁwgtertw gnigunRdussr. cl ass, for

exanpl e. e aimof the invention is achieved by neans
of a nethod for controllin 20 access to data

DESCRIREONPRTHE VENT@EN these control words being

recelved in control nmessages by a security nodul e and

ﬂ%ﬁ g)rag Qérs?gcfﬁ%éltﬁgeéi? ﬁitfﬁﬁtlv%”é"dlb{%r?% #4teof the prior

oW ng steps: -
artemmhlcm tid usef off s tchannet identiersisgavaideg: while graventing the

I trol, 25 word and a t
UBBoahid GeParaIG desies LBk AlPReseUlE! RHRRrS Jo; Agoess an
eEbfyﬁed?%HéHt frHﬁﬁgf\eeseéd}lty BaGRIMERRVEH, acsoHdig 1g this

east” one contr and a time stanp,
dhmennanatlentlf arf ofathtei olanhel axcineamast mgpbnepﬂ@sam. giRee this

f bet t he, t t
seliioB iRy GRetalet b ihe crssgers The §SHIRA sResddbRs dEpot contain
sliéh 'aO&ﬁénﬁélqaeﬁmrpbatﬂWHe?@dhéIdﬁanﬁérsaéveogroupba by ictass, for

counter increnments, If this tine duration is
eggmple.t o or greater than sai d predefined duration,
said error counter decrenents. The aimof the

Tbg\ﬁﬁ'{)iof%ﬁ%‘cim?e 2 &ML EYETed by TRERS b 2 HEtHotEdr Yontrolling
access to data encrypted by control words, these control words being
received in control messages by a security module and returned to a
processing unit for encrypted data, this method comprising the following
steps:

- reception of a first control message comprising at least one control
word and a time stamp,

-reception of a second control message following the first control
message, this message second comprising at least one control word
and a time stamp,

- determination of a time duration corresponding to the difference
between the time stamps of the two consecutive control messages,

- if this time duration is lower than the predefined time duration, the error

counter increments,
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access to data encrypted by control words, these

control words being 5 receiged in control nessages by

a security nodule and returned to a processing unit

for encrypted data, this device conprising: - .

r ecepf i timeadlirafién & duidlttoxrgreater iears aaid predpfined dyration,
at |l east one control word, - reception neans of a
secorsid ertor cbumters deg@n@Ii8ecutive to the first 10
control nessage, this second nessage conprising at |
east o cont i achié¥ed? ardeeice for oentrolling

ﬁwgﬁﬁ}%ﬁgﬁéﬁ%%ég\?ﬁg ES conggmﬁ@control .

ARES3965 data "enerypled ibycicentrot veorder these oepniteql words being
this time duration is |ower than '(%’sgi&‘gﬁgrgﬁ&f}éi&ﬁ‘ed to a

receiveduimtqosirol - MeEsaEes PYa& ASHH rfof counter

if thi. [ j 15 Ol ife commiskaer than

et YoTTaLH! G @s iy tetio SOMERR™ Che net
and tragepon creans of di figstt controlsmessagf iICOMRABNE 4
possi ble to determ ne, according to the tine

i nf or¢RAFAWArd) ated to the control 20 messages sent

by a ARRRGEGTRN bhdtdinarl easssage corssaytive io dhe first
sent 'Jaéri"g proces%r{ggma%?gfdi ng to a fraudyl.ent

r

conv eggritrol ahessage, Thie secead MeSRANCFOTAPTIYRM ar’ri%%ﬂro&e control
to be taken when abnormal use is detected. There are

di ff eWelth types of neasures, such as the nomentary .

i nterpupbian Qétefmirecaviige. ddeition separating rthegwichgonsecutive
control words, or even the |ocking of the 25 security

nodul egntrol méssalgesase unl ocki ng can be carried out

ei ther automatically o ration is lower than
tel e'pﬂ'@ﬁ‘@s§8 r! Qci;rgg'_ler{t el %ggp cB&ﬁ‘féf H i 0ol

case of conventional use,
the uggRsprdidbliné@timeddurationny change due to the use of
d

this nethod. Conventional use is u I St Lo

i ndi caeansdoldaciemant 3l HORFOURIRE %&Etse%fggg‘i#{rgﬁ?" Is egual to
det erm ned channel, . i fdtiopl. change 30
(zappPhgieal rqg'apfﬁ?fcﬂﬁ{éaﬁﬁlghggﬁnz%ag "r'easonabl e" time
duration. On the contrary, in the event of the

i BEHEHENihe Afethbd arsetrer deviog aknprdiagtieathis énvention makes it
suppl yi ng several decogder rom ond . '

nomtible toudetersine, acRang i1 Brenmiorftiioh Teltelo the control
RRCRIES, ! | e, #A3AbSe conhtrobmessages age sen
e Sl _

and processed according to a fraudulent or conventional use. The error

counter allows measures to be taken when abnormal use is detected. There

ﬂggst one

are different types of measures, such as the momentary interruption of a
service, delay in retumning the control words, or even the locking of the
security module, in which case unlocking can be carried out either
automatically or on request through a telephone service. In the case of
conventional use, the user will not notice any change due to the use of this
method. Conventional use is understood to indicate both the access to an
encrypted content on a determined channel as well as a channel change
(zapping) at a rhythm and during a "reasonable” time duration. On the
contrary, in the event of the fraudulent use of a separating device that is
supplying several decoders from only one security module, access to the
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BRI EF DESCRI PTI ON OF THE DRAW NGS Thi s i nvention and

its advantages will be betteg understood wth

reference to 5 the Figures enclosed and to the

detail ed description of a particular enbodinment given
eheniiled Wonkent apidly bezoatgs inpossibiei ¥When uSegisr again correct,
shows an exanple of the structure of a control nessage
acgess tdataan be aithofised@98¥sent i nvention; - Figure

2 shows a configuration in which two decoders are used

Béleﬁi: DE%G@WIQNGOFWEBRAWNGQ and a separating
evi ce,

Igure 3 schematically represents an
enbodi ment of the decryption process accordi

t
Tittis: inventiontanshits advarfages il beuRetaras %fspgéfqﬁ%fgfteﬁ%"ce to
| i . i - 15.¢- .
15 o Ficdre® T B3RESed, Ihds ! e elied, BBscrtion’ or" o, particular
dnfbddifenegileh s ars nohintitative Sxaemple dnavhielt as

illustrated in Figure 4. - Fjigure shqows a variant_ of

t he -iFigwatt shows s P@EmBIBrafdng rﬁtrucg-l*' & ;ﬂ?&o%‘?'?tﬁﬂ@%?%age such
used j l: sy HODS FOR CARRYI NG OUT

THE F%@E%T‘f{ﬁ g‘ghﬁfdﬁ%miﬁ‘é% e-rét'ati cally shows the .
cont @iguran® shbessa raonfigueatioh i whichr tyo deoedergearecnsed with
used in the preser#agé qventi on. Thi.s %ontrol nessage

ECM Opbhene Recyity nrdyie andi 3 reraraling dgvisRy

repr i | embddirabh0bf Ahe tdecryption
crypﬁj%‘g%i ggsc@sﬂ?%c@ggggeggiégﬁﬁ odrlg EI?A to audi o/ vi deo P
cont @nbcessratcording dmthisinvemtion; CWL, CW2, of different

Can- Raedaws horaptof 4 e saftlferpiie EOMEERERng o

her egdiedata contained in the fields of the control
message'is generally encrypted by a transmnission kea/
TK. - Fiigurer® seprgsentsnan|esorceantes valygeagnording e time and the

headers, t hat are not necessar.i I In

par t €00Fg me§ﬁ%9?sare°ﬁﬂ’§ga%5emph{5¥ﬁfgg§ I:Bz;{ffﬁ‘&rgg“der H t hat

al | QY‘ﬁqdrBe grushdwedha variaht t of | thentintention aim awisioh different
control message ECM and whi ch must not be encrypted.

It sleoptaperiodsoaredusaden diffesert Ghanesls-i od i s not
necessarily contained in such a control nmessage. 7 In

ME TR, FOR CARRYIG ORT TR INVENTION O Cortain

period of time, the cryptoperiod can be sent in a
Figure 1 schematically shows the content and the structure of a control

message ECM as used in the present invention. This control message ECM
contains fields in which a time stamp representing a date and a time, the
duration of the cryptoperiod CP, access conditions CA to audiofvideo content
and two control words CW1, CW?2, of different parity are found in particular.
The control message can also comprise other fields not described in detail
here. The data contained in the fields of the control message is generally
encrypted by a transmission key TK. This message can also comprise one or
more headers that are not necessarily encrypted. In particular, such a
message includes a header H that allows the multimedia unit to identify it as a
control message ECM and which must not be encrypted. It should be noted
that the cryptoperiod is not necessarily contained in such a control message.
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managenent nessage EMM According to a first

enbodi ment, this invention fynctions in the follow ng

5 general way. Conventionally, a control nessage ECM

is sent to a nultinedia wunit conprising a decoder SIB

Iﬁgggg dis f?a%u%@b%g'gg gg!E s)g ﬁfﬁe dereRE haingls drdiidentivahand|remain

tions CArequired to acg’ess
Shisesrt dthg aocertain, peridd ofl timer, ethﬁaﬁrveiop&ﬂeﬂo?ﬂn gosent in a
content, are extr@ﬁd fromthis control nessage by
mRRagemant MEsFade Then, the security nodul e

verlfles if it 10 dlsposes of the rights to return the
{Hr&fh' 4l first ehiictlimBnnOthis everaion, functidossin the following
urn

trol d. I'f the d
@émahwayf Gonventianly, asantiokmassAgR A UAS S Tg & Mufimedia
&rif gg%ggmf%ﬁepﬂgep %rﬂshgpg Y ELQRRY nstiE SC. @h&@cemt of this

nessage” or determn ned
q:gﬂf'd?%e o, The acraksicoRBitions GAeduired tmagcmrq;etermmed

LS 0 BABME e S BEFRpH con
?r@ gg&éy t?@ Lséc”h@?ﬁ&dasssrh% lﬁﬁ% sé_étﬁltﬁ%ﬁdole vbﬁﬁes if it

roma palr o mTEtI‘IC keys

M{ggggbgaﬁﬁgngm tolfeufmltlse contol werd. ||h hisis rReldheidape. . i does
ule and in which th roi S e
netcratem thensorgkwerd.¢ k‘g%}"@lqn HP@S g% aé’-“’%‘fﬂ r'fhﬁ9 control
keys. and jn. I re different and uni que for
gq?'sﬁ‘ﬂ%ﬁrﬁgégtglﬁhé]tabeh‘ﬁe'aencrypt ed content can then

be decrypted by this control word and dj spl aye
TREValue of treeorypToperodl EPnig alee IextrRsied .fgowe@@ ?q;g[pl imessage

ggtdgtémlyrqgé Zﬁ %gean (1 Gt \ggﬁ# b(g?sféeﬁéf‘héﬁbéd“% ¥ memory

nessage 1 s

cﬁﬁ@%&fﬁ&' t(9¥hé E@c r?ﬁg%&ﬁﬁlbaThéldppropnate cabfrotiwarg jis eeturned to

extract anong ot hers,

tHeatdpcdder, “gleneraliyma an encrynied dommar BY q,\ﬁesf?u?lp]é(eyﬁge session
t 4 f th

Fovid ey 01/ B i B BT Ry higicnesof the

ké% isShe |s'e8 |ﬁ Y éééﬁlntyﬂ rhdd b andr inprhipk the dtherde memorised

rose he tine the praqcessin f
g wdeoodent frhe wexss @fhis Key alr dire feled; phfiig keys and in

lp;—')i\é\girp{qtjg? itferel] :aieduﬁhcft% fd?Wé’ét?ﬁ‘ﬁL‘il titfédid tunifEaTme encrypted

recelve nore than one

EBrtemne %aﬁetgeﬁ HePdSEpicadby tiis gontrahwerd and wiisplayed on a users

I'ncrenment e

isoreteime The! pmm;gb%eég;'gtﬁ%ﬁ,cggcln gd T c%l@ il g]oeuﬁgfdaoe% patent
pubhst}'n dwith the Xe'E9Y §7g 58%, I ncrenentation of

When a further control message is received by the multimedia unit, it is
decrypted in such a way as to extract among others, the time stamp TS.

This time stamp is compared with the time stamp memorised during the
processing of the previous control message. The difference between these
two time stamps is compared with the cryptoperiod also memorised at the
time of the processing of the previous control message. If this difference is
lower than the value of the cryptoperiod, it means that the multimedia unit has
received more than one message per cryptoperiod and a counter value is
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this counter is thus carried out when the security

nmodul e is required to returng control words accordi ng

to a frequency greater than the cryptoperiod, either 5

by a user changi ng channel, or by the functioning of
mmremmteah This couhterrediled uamteltmr tdoantemEEs douthe yfollowing

ure 2.repre a co L a
g ReRlp GRAGERt Bt dep ey mggde! e fifefiEhtation of
tﬁi@ RblAtYrad RS céﬁ@dctﬁ]tdvrﬁérpﬂ%s%éwltﬁ MORIS i© Fedumad to return
decoders STB1, STB2 are supplied wth control words

caytrolnwyrdaqac:@mdtmg toyarfrenuencyrareater shae she arypigperiod, either

evice, In this G h
o eBoers abdlria ShaRhEl Bt e ERBERE' of "frore than, one
multirhediaNisep tietame séeutigembiulehi ch sends it back it
inturn to the security nodule SC. The latter decrypts

said _nessage if it _is authorized o g
Fidus Shier o6 als  #onBIUTRYPE AaRIRRIevBich ‘Brﬁe"!y@e gR,igtended to
f
R EERARNGHER e clbe prssisti MRy 6P tRB. qbBocers
ST81t Sﬂ'@&arel suppﬂleﬁcwlﬂn bortrdélovords bsaoglyronwadzmmty)module and

8 SE0RIAUND ASHicR Jnlltp codbethn. mPertone et the dbrBlpts BESives
”éé:frﬁl%l Jhéésédée ECMC RSFardthits fOMY [H’é %eblaf%n@uﬂéﬁlbéf@P which

ate control nessages ECM messaga
senyged, bdak itiindumbe thamgemammodam ﬁ&sﬂg@ tt_emm@nrupts said

mEneee Tk ie HhPaRER & A e dnes HEParTiS g o) RS 16 8fe of
tr@ cﬁdwaré B¢B1fcsmr32 by Heihs bhma%paeéﬁng YswcefSFEr ror

Counter Data A particul ar enbodi ment exanpl e |s

descri bed below with reference to qus;ure
Inc thissfigurectiiandn two desodersiregepresented.dn tnpam s gessible for

o 55 Sl G yp T S5bfed W G oo oy one
setrbparRiuiChhd bisdpzpatingdelieel n Figure 3, we use the
hypot hesis that the cryptoperiod is 10 seconds.

5 Gt 5 B e B
i s BN PG5 of e e SN g rangemen

mebsadasy EMM tdre apptarb@mebncmwoespnmus mesaamnetlhesn other
and the lower 9

{ t h
mgssage et crg: Aet tAkeRIdNi%y B SRmtProang; do MRt diflurd the
mﬁg@dﬁ,ﬁ 0&?{% @‘H&b&@' word CWL(Cl) corresponding to

anne

Use of Error Counter Data

A particular embodiment example is described below with reference to Figure
3. In this embodiment, the value of the error counter CE is used to introduce a
time delay in the returning of the control words CW extracted from the control
messages ECM. In the example in Figure 3, we use the hypothesis that the
cryptoperiod is 10 seconds. On receipt of a first control message ECM1, the
latter is processed in such a way that the control words that it contains,
respectively called CW1(C1) and CW2(C1), are extracted. It should be noted
that in the Figure, the upper part corresponds to channel C1 and the lower
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simply marked CW 1. Likew se, the control word CW
1(C2) corresponding to changel C2 is also marked CWM
in the Figure. Due to their position in the 5 Figure,
the di stlnctlon between these two control words is

gaft d5iéspdridistt éPCQPH Qfﬂertt@%véhﬁi@tﬂcludﬂ tod iverch detail

I's I ndicate rackets. rocessing of t

mdhtsr Eiguresith@e:omml vgvdeewu 1)oeareosoaneling dachgnnel C1 is

sgaag ﬁ%‘:?e@ivgﬁ‘“' Levﬁ%? df?'nf C%?@ﬁ {)lgooubgg’g(@%hc&?éswondmg to

chaRhePCoMy dIs6Viafked OWIt dh e FagutéleDaerte theirquositian in the
nessage ECML i s nenorised. The control

ﬁwneeébendish@cttqm behrée@aﬁbe%qwémeﬁowawpfdssg%w@mem- In the
L th
35aLSh. 58 sFaPhe et S Hicaaam Brickte, 122
additional control word which is provided for use
THy pﬂﬂ:letsbmgg@f ttevcontrolr messa@i iEEM 1 I?(en&raliy Vasis acfeyn tens of
control word . is sent twce i s workin
rrilBseanes « Whilgco o ghor itrol VGRS, &G BraBlsp g, control word
ANAIGIFY sEAMAL Aiffer’ BSRINCHOIITBWRICE) YonfdiRsd in the same

nge are nenorise ef ore beil ng used,
dontrok frssabei EQMi nieeniémbased. Bheicbaiokmassage 6@6@%@9’}%1'"9 to

thesarie Shanhe Wikin-geetal SR i, EPBFo (AL mdniiged during
tHS@?&%ssWQthH@@%%d&%es%@% WélIl BE aresdditional coptrol word

returning the control rds as
verdom |Sisr¢\hée® fcblau&e dueing dixe fellavdag arvietoperied. n|g1 s wgyqeach

Ganhel igrd T sen iAo ThB working diodidsedid in ddvBfitage that
tﬁ@LHUn‘Ffbl wd?HQ WHifferént ¢1@fn¢&ﬁ6§§ r@éelwﬂmmm}eaﬁer a channel

separating device (splitter) is used illeg
dhangeeare hueswrisedt pefasgubsingndisedo therefaes 3’%%%1'"%6‘“3‘9‘5’
25 the npst sinple case where the

%ﬁﬁ?'&&??%&?cg??r}’dentl cal and where the users do

not change channels, with the configuration described

THOBfror todRINtGIOTE Mtroteees oe tinve Ideldye ire dloeiretun fafr th@aeepl-ll‘lty
cryptoperiod. Therefore, for_each

meduje aontrohwosds & theodegader CEDIG; mea% If) dl?éﬁgﬁtog a)rocessmg a
@Lp‘ie%%aﬁg‘ﬁl%ﬂté rétGhit ﬁ@%?ﬁgﬂ%l‘asn& 56on aXSthese have

or exanple o two units.
b@e@nmﬁacteaammsemdiag of ddidreodtrbhwords itothe deceder isr delayed

fpio ti uigRiopBatAeRANSIA e vallp SHRTRESAbHBHES CRaNe"

this val ue exceeds a threshold of 10. Wen the 10
F‘igﬁ’l%ltg e%#b 'a\b é@mﬁl@%ﬁ@t‘é 5 Njepardtiy Belide bplitterpis used
illegally betweén the security module and two decoders STB1 and STB2. in
the most simple case where the cryptoperiods are identical and where the
users do not change channels, with the configuration described above, two
confrol messages will be received for each cryptoperiod. Therefore, for each
cryptoperiod, the value of the error counter CE will be incremented. This
incrementation can be made according to predefined values, for example of
two units. As an example, imagine that a time delay is introduced for the
processing of the control messages of 1 second per unit of the error counter
from the moment when this value exceeds a threshold of 10. When the



10

15

20

25

30

is introduced. If the initial value of the counter is
zero (CE=OQ), on receipt of ggfirst control nessage
ECML t he val ue of the cryptoperiod CP, for exanple 10
seconds, 5 will be nenorised. The control words

colter hasastil ndtdesdhedittts daesholtiard.10Tivcequaltto di0, wortime delay
CW(Cl) is used to decrypt an audi o/video content and

ig fpdrodgeads ol word CW2(Cl) is menorised for subsequent
use. The tinme stanp TS = TO is extracted from control

If%si"f‘ﬁ%l E%ﬁlb i %SﬂnteWi% Qe?f SCEQ'O? O%h '?f@celﬁp Bf %Ofrﬁt control

nmessag recel ved i media unit
nhenmge E@Mhme; valet dfethiel mypmmde@P Toreexaropled10 seconds,

R SRR SaT oS eI BRI e BT PR

Tﬁ@dcdrﬁrdrwma@m@merusq}i&&{ tdABErY an Hiib/vitBe content and the

di fference between TO and T1 i s cal cul ated and

fo
coRtaipiverds CYé2(H)ds inerbtiset éer. subisiequent use. the amﬁasf@mp TS

- 0 BB 58 ArRATREAH. 5 Wl 1B o

chhiisl ﬁlb@@@éé' IECHRIi§ re¢sived biyiths mbmmﬁcﬁ@mnsethe)mtt@i?,extracts
the error counter value CE is increnented, in

thex timel siamp P1uhhe secand soptiplmessage fCM2 @R@Q@&éﬁ@ i Qrder

n
Phxpd h@iepBRblafkiatd fye W RIS KM CWICIRARI fgmorise
thesother UWQﬁDZ)ASI'hth thevdifforenice betwedn TDandT9 ik eatoulated and
than the threshold value of 10 previously defined, no
fariexampde Hysqcondsds ebtaiRRd. The security nodul e
processes the nessage by first extracting the tine

This? uasi‘sTﬁan-@%réd”‘?qcthépHéﬁﬁr 6b é’%"@q@’théth% in our

resu thi s exanpl e,
eXample, =1 04 secondsl Givenrihat the differtnee |os§ theisne stampsThdO is

R N

%ﬂmmzmécmsaﬁam@%tthagtzed fromt he message.

ng this tine he audi o/ video content is decrypted
using the control word CW2(Cl) orl%natmgfromthe
Opr Emeptien oftheclollewingngentranmessage tECM3; kerresperdingdo the

o e B S BGRB8 s 2 ane

tHNstIBWbF that tHdthiesitola valie bf 1@ miehauslytwﬁned hbltBne delay is
tinme, the decoder STB2 uses the control word

lntmﬂg@q The geeurity mpdule precassgsdie m@a@gﬁg@ﬂ gxtracting the
tifE IR TEETBUASINY' Ed§PtopeRBESS 10 seconds, the result is T2-TO =
10. As T1-T0=6 in this example, T2-T1 =4 secc_)nds. Since this value is lower
than thé cryptoperiod, the error counter value is incremented by two units and
passes to 4. The control words CW2(C1) and CW3(C1) are extracted from the
message. During this time, the audio/video content is decrypted using the
control word CW2(C1) originating from the previous control message.

On receipt of the following control message ECM4, the security module also
processes the message and returns the contro! words without introducing a
time delay. During this time, the decoder STB2 uses the control word
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The difference between the tinme stanp of this nessage
and of the previous is 6 seronds, thus |ower than the
cryptoperiod. The value of the error counter 5 CE is
mcremanted by two units and is thus worth 6. The

QALY o l\r}ﬁéﬂr;d@ﬂweapmvmw Arssage toxdeciyptether pygio/video

t he message the audio/video content nust use
adméerfont rol word CWB(C2) in order to be decrypted,
this control word will be available as it has been

FRCEHR S Betiion IO st oR s MRGsSagechrat elviheubyious is

|a unit wi | then receive a
& eatonds, thas doweEGNR thmmmtmerg)d the vawerd hﬁoqe@gr counter

CVB( CL d Cl). Du hi hg
GBr rrdponR Ly Vo S e Foph 5. 298 Kb, words
@Wﬁr@éz gﬁ& eWsEY) A6 'drtractedofiom| ther chesaagel rWhen  the
In the preV| ous control ness Eﬁ%\i{i Aa o be
édtho/dndefoecentmt bmauaieelset the tqamirok (Werd @%3 ghtqrger o
rressetgap 5gpp 8' wpﬁcg“glﬁ E%rg(?aﬁliﬁ CaEiMRad Bebﬁ‘%crﬁt@ﬂ in the

counter val ue

édi‘ﬁfo‘?ﬁ?égs@ e¥cavedipreviensly EC4s to 8. Si m I arly, the

ow ng control message ECMVb cont ains the control

words CWB(C2) and CWA(C2) t e used t -

Tive muliithediai unibwitldhee ﬁecelvqﬁefﬁih éi'h‘i?s@@ﬁt Eﬁ?ﬂ% cBftaining
s t r tR@ control word

lﬁw @SBW@%WQM A4 C"1P DW{Pﬂﬁé tinge, _I_hoon rol w

S Tn or er to pass to 10.
?émmnmé@y maaagdemcmﬂaerwdmiwd@@mnt as this

it e alceady bosnradrtis B6 prpvpyS ] fiisglge Eoma
KEps ug%‘f%nglégbeﬂﬁ 51 B i@ sthftiP ol MlalGontid) amessazROECM4 and
dfothdsmi

essed in order to return the control
e ECMY is [Ower ﬂlaartbetdnmtopgn@%eth@cﬁﬂqrotpo%%value

CQWB( C1) be avail abl e at,the necessary nonment for
lﬁhécrealﬁﬂt@‘ﬂpyge%"'g%ﬂ'ﬂ‘gﬂﬁ %g’grror counter will be

increnented again by 2 units to pass to 12, thus

§?ﬁ‘flfaerg QE%@ﬁowmgeéﬁﬁirSI Vriés)éQ?eTEeMﬁchbnwlmsy thentandtol words

contains the con

rol words c%%) ont.
CWEE(C2) -anthC¥4(ER) Agat can peoseskiondesnrpbing ay /V['fﬁlﬁo conte
h |
%aeeaﬁﬁét@rt%np.“% ingp g 0 ridespe; Meifis that 1Rerief counter is

b hhlt@lf?bbﬂér% gdodD. 10 seconds, the
n r(e)ﬁt%\%or S are returnegﬁfz 2 seconds after the end

of the cryptoperiod. During these two second h
Thetfoltowingr control omessagr &4 9oqtg|n§cg\@sgo:gtﬁél words CwW4(C1)

angI éi/v\été?)o §39é fh e'rl%rtc,%%n‘f@'rt‘i’ontams the value 10 that is equal to
the threshold value, but not greater than this value, the message ECM7 is
processed in order to return the control words immediately. This means that
the control word CWS5(C1) will be available at the necessary moment for the
audio/video content. The error counter will be incremented again by 2 units to

pass to 12, thus exceeding the threshold value.

The following control message ECM8 contains the control words CW4(C2)
and CW5(C2). This message is processed immediately, but the control words
that it contains will not be returned until after a 12 second waiting time. This
means that with a cryptoperiod of 10 seconds, the control words are returned
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CWs(C2). However, this control word is not accessible
before being returned to tH& decoder. The result is
that during these two seconds, the audi o/video 5
content is not accessible. The result for the user’

Z secandsnafjeniheaend of the sltyptopatied oPUENg ANess v 360R8RS. the
B
OWB(GR) Hulgevier, thie cortrolrwotd isenaifaddessibinbefoire \helrtgs returned
et oo S B 5556 shhe b BechSie e Slgippiceo
cBRlert$s AGE %%%Egibf% alfue sIRGOPER ude?s dchserf AASE Bi steambled

nessages 11 and ECM 12, the time during
imhge lor aaadfosmiyoblable oawdiite/ sdrelem content is i npossi bl e
is 6 seconds, 8 seconds and 10 seconds respectively.

The Ricess Eaatiues) i Bl ey Y g e ol «f B oD (B and
aBESAHT| P'tﬁo detohllg thi e Rt@fPtme Slufie asntesiswoideedrherefore,

above can have a "resol ution" of approxi rmtel%
dysngrhrde pracessing afitha followisg contrel messags ke, the audio/video

BEEREER it 0+ Rcdositl e Qs Fol Mo Chhe) AEnagsages

EIOM $@CR0RH 128t EOM12) theairhe dosingwhieie aocksss ﬂottheh.mdmb’wdeo
be noted that the exarrpl e described above uses a tine

contesh ipimpessibleds @ ﬁﬁc@l@m& SeWnC{%"MOt sorands 'iﬁ«?PFCtWe'Y

h 0 Y th
A% ﬁbgl ﬁaé %ﬁ%\@ktn%‘ﬁ{:é l]ict(g%gigleposs Iqé tegacal cu atSéé ©
ctyb@opbrfd‘d@tlﬁl@@wtehﬁismlmn@onabcewblpr ovi ded by the

cl ock and no | onger between two time values. In both

cases the nC| %be of .t he vention however_ renai

ThRcimaHamba S SuEh; 25, daactpONENYS, CFROGYR @ rfdoiion” of
ﬁ@r%%rhgt%g/ ghe nBrSP@Véﬁ' oftal el $idre, Tdreskampif4 Seconds in

nory | used to menorise the audi o/ video content in
theoder This meapsrtbat the liiffatehcy betweer dwobljmehstapyr yalueg will
us rendering the co t ent ative.

a@&’%?exﬁ'ggst {"rﬁﬁﬁonldéra"l‘g'ﬂ%téplf IPRp of ﬁ%?fﬁ?c[ Sation

usel ess or at |east 30 |neffect|ve consi sts in not

It fshsLiOb& RotRPHiat kﬂ@bkamblé B6séttiedyathovdugsss @Yrﬁehgwéa by the
error counter or in fixing a very highlimt. Inth

tlmayshtam;mb‘ theemeltimadia awit $hat istorsaysibe sourif magiule and/or
kL 4P PGk TER 91 o 56 BSGhil oy liilatq the diference

bStWERNORRS itiftbs® brevided By the blogkcdndi noalpnger between two time
values. In both cases, the principle of the invention however remains the

same.

Use of a Buffer Memory

The system as described above presents a limitation when a buffer memory is
used to memorise the audio/video content in order to compensate the delay
induced by the security module and thus rendering the content inoperative.

One of the methods for rendering this memorisation useless or at least
ineffective consists in not fixing an upper limit on the delay induced by the



10

15

20

25

30

as to exceed the interval introduced by the buffer

menory. Henceforth, the 5 totzality of the audio/video
content is no | onger accessible. However, this can

present a drawback. In fact, if the error counter
drRfrcdtmter eonsiixieg abveryaghiimit. itn this was edres {he BITRRpPUNter

d d ¢
neroashe By BHfceech HnprianoBan gL eEspds £ phaticaly
aiggg?? P&3En 5% de?b%\" Mlcé fie b%to;ﬁﬂbﬂediﬂ éverppwratiee such a way

n Ccorrect way for making thIEI forth, th
aﬁetmlexeeéddineumtef\faﬂanim@@ﬁmwsthg btlffﬁﬂd?‘eF'EMr pRgeforth, the

tggﬁgf,gp Eﬁ?ép&for\g whi "Eﬁr{t H?E,onl%ng gr actessibls nléﬁ)\?ﬁever this can

ﬁr@@eﬁtoé‘g c°k R fé@tnﬂftﬁe efref volusr pyaches a considetable value,
stppose jiEait, by the security

IEDsa'lﬂdeSSaMfQ wanhduung aneansidprabl QWP@@@%P@; e spljger has

R
éé)%ﬂérﬁ%o &Pét@,l?ag%mdbﬁeawreturned after the end of the

yptoperiod. I'n this case, these control words are

m g¥wggtfp%ﬁ{awed Si ncg@\%%nflﬁg bLok %?Q/gsd%qéo%ﬁ%é%@mmg
‘g‘[l:ﬁ;g]?rpﬂg@g&&% h L%Hg'(iﬁtbécﬁﬁ RDheolbPESH D bererk within »

con e 20 | owi ng
duking Wwhith tee rooaibrduns nohlengehteélwmmby,(pontrol words

o 58 b2°SE b B hUHE bB, 4 3 BRAHEL the como
MESHRD WiClnd Ereraitd EOMBSRABREIE 22 contaibehe control words

count er crenentation In the unauthrlse I
P& (02) earte OWB{E2). Withi theserror icounter cyalee qfh32. thesg,gontrol

\flqugg;@qztﬁﬂ BS‘&E;&E%S f@zt&rﬁilﬁ hegtsoi%q hﬂ@&gelﬁfocymﬁ l‘tl{uk‘ case, these
SRt WoRRCARP sImschsis etled. fSiAce thé ¢dmtraloeors SVWHE2) is

accessing t secarity nodul e, praovision aggn be rraéi ted
d¢antained ihl theainessage & Be they Audiadvidaq contgnt.can pg decrypte

éig:llsnicgﬁtem acé‘a@”, ﬁFo L ﬁ?ﬁl@oﬂl seNBoMrOPR®REs. Once the

e error counter

ﬁﬁﬂ@iﬁ et ﬁa@r peeh cHimsl ol FEhgucenstemt awill ®o longer be
SC |ca Tustrate the decrementatiqn

mmsnblmdﬂnwevemhwmor sountes coRGRERBR B BFEmATPd sige the
he cr t ope f ween
?Wé’"’f’g fﬁ?q E”F k\“e %m??'gc es ie\%/ i'at:s gﬁt rbc;%lhﬁgeﬁgg*aﬁggs

ECM Accordl ng to one possible rule, each tine a

eeihtéY DaBFRsiRGAtdtidn i s received correctly, that is to
say when the difference between the tinme stanp

In the unauthorised use mode described previously, it is clear that if two users
have access at the same to the security module in order to decrypt data, this
data will rapidly become inaccessible. If one of the users stops accessing the
security module, provision can be made for the "legal" user to be able to have
access to this content again. For this reason, the proposed solution consists in

decrementing the error counter CE according to preset rules.

Figures 4 and 5 schematically illustrate the decrementation of the error
counter as well as its incrementation according to the cryptoperiod CP and the



10

15

20

25

30

of a given nessage and of the previous nessage is

equal to the cryptoperiod, 34the error counter is
decrenented by one unit. As an illustration, Figure 4
represents the control nmessages ECM received during
differencendativepr thiegtime Stampawoft two \saicoessive et (rpessages

E&gﬁeécgﬂ:ﬁzﬂq opﬁleaﬁ glﬂ,sr}‘gle,ﬁ?clﬂ?tﬁ@ In%lcoh{r H%QTSQQEEECM is

r@éé‘ @id eoHBtEy, that isB d:gtwhen the differbrce bewedn thdtime stamp
G ven that no delay is introduced as |on

of h@m Message and:0f théPredans BXRssegads SaHALD tﬁﬁtqwtopeﬂod
e ef fect on decryption.
e bRP ogd o Pue e Ry ot on dectypt ¢

the case of fraudul ent use, the threshold value from
Aghare hlluestrebdibay F:@Jrelmtrepmseats the ceairblemhesaages EQM raceived

retur f th troI rds nt ai ne ntheflr

duEng e Trme MG U5 Shews. evalA @l e, calipr CE also
t ached The first control vvord al | ows

ak‘fﬁéelﬂi;‘f1 \%udngé(; content to be accessed. The second

contr ol vvord is menorised by the decoder. At the end

Itc;sfhoulctg be mpted thati io dhisexample other witial N@b@a@fethg@ygor gounter is

3Gt Bis b Tt 1825 Gt at Rl A@aTS kg ¢ BFo as
tHhrésHad VaRY has nBebead @xcE6d8d, this lﬁttl@ﬂiﬁba-a*érawaldehas no
cryptoperiod is equal to the di ff erence bet yween

th
negativesefieqtorcdeenptien On thecopliary. dhe @ﬁ%&@éﬁ“s wil bgtoat in

u
i ar: A Tt pagL Hhe | miEsHol aike ASAT SRS delay is
intrdduced ieeachiedifasteas t he val ue oft. 25 When the
foll ow ng control nessage is recei ved by the
multinmedia unit, the error c al.ue i.s veri
Thwgturg qxdhmontroirw@rémoeta'n%g Yae ficy igstgonteol fﬂ%ﬁﬁa\%'s not
gé&‘gnﬁ metth%ho!@galﬁeqé het r %&Hh@d”‘?’ﬁ@rﬂ@leébntrol word allows

VI oUs fromt previ ous contr ol
thaseamgﬁ'vﬂeoumdtam tcu:cbesad:ttusseddl'ﬁhel seconcbeanitol word is

R B She Y ne oo SRS B BAC A oo

melsA Et’,‘lﬁﬁpfserécbi\}é'ﬂt FURE mhfﬁ%éﬂi‘é tdril’tECByacéﬁ'ldanng the time

recerves new contro nessage wher'e
stdifpf eiﬂa'lectmvdomassages hdithi nheg:rgpmpnod afihe ﬁﬁ%tm@l@l mrpsage

revi nessa S L l.ower an th
ECM b iometea et terypiiarong. S daual (ofhedfierenge between the
tuﬁ@%ﬁfps't EontBRTeRNTNHRS! dRYitrdl Widdsagks. PagRist momentthitibe error
I ncrenment can
counter CE value is decremented according to the preset rule, in this case of

one unit. Thus, it is has the value of1.

When the following control message is received by the multimedia unit, the
error counter value is verified. This is worth 1. Therefore, no time delay is
applied. During this time, the control word memorised previously originating
from the previous control message is used to access the audio/video content.
The value of the counter is decremented according to the preset rule and now

takes a value of zero.
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5 take place for two different reasons. According to
one of these reasons, the uker changes channel
(zappi ng). According to the other reason, a splitter

Is used. As al read¥ expl ai ned wi th reference to
lnithe exagiple llustratede the multimedianinit receives @new conpipl message

%@ﬁg\gﬁgte}“@r%érf{)wn ce Be{%rbeerf J‘n[ SQhnig gf‘{rﬁ% rﬁe?é%%e and of

ween anps "o

thensrevidusVmeesage @5 lowes dgns tEéIMryptobemad N:Iahlst moment, the
crypto eriod until the control nessage w

QUOtes, is feemanted EE drindls topans tol%ﬁmgwgerﬂﬁm can
téﬂé)r?@/ e %tbllff?llﬁﬁcrghggn% Eﬁ\%@ﬁh‘@ thPond‘of 'tﬁ‘é’é&ﬂ%a‘;éeéms. the

erence hi's counter
usec ehdrgés chandel (napplngf) Ancd)ltdmg te e othodr ltdasonoatspiitter is

d t d d th
sededs Aioaty xAEES WihTotesprce b Eiauro By TeaIls i the counter
Iﬁclﬁegbgé”fSF'?ﬂarﬂE%t@o s%%e time of the reception of

contro sages to ECML2, the difference

between the time stanp is equal to the cryptoperiod
lmthe example of Figunes érarrcES,v’diietwffeeenqem@we@artbﬁémeeatawps of

f
o EeBtitve ERATE meeseids B odel 39 e DuiBupriog unt
tl?é‘%drﬂ@ltlﬁbééég%é/ with tthe re?@re@id:é' OIS Theogi@nt caunter value
accessible to the user. Figure 6 illustrates a

insaeasesIyr twabbyli twenungt rea@hlngv@m veleadorAys rigdicated with

Sl B0 P S el i ORI 19 8 bl g 1 he
rét0ie Bf ke coRNbIORoidS idsSAtodicad] UMy, tive uses npbWill hawe access
decoders fromonly one securltt%‘I nmodul e and t hat

0

tq the mlﬁwcé the audiodridem sontes ’g‘ﬂgH&Seﬂ\?@g Bt tbsﬁm%Pf the

| S pfg@sef %mg ?%Oé%k? @-{fl\“ 12, o?mﬁ%@% between

th@ﬂm@gﬁan@lﬁ @qusl td Wee ceypibperiodvand the Bmerdounter GEsalue is
in this case, all the control words wll be  avail gble

thusr depenperfed nadefar. eagh aﬂeﬁémm spen; as dhispgunter value
t
88515 GOMETEI frfcEdiihls LanbERE RIIAS iy o n

aadipplidee conténbfs aduessible td’theregeresented in the | ower
part of the Figure, is 5 seconds long. W wi ||

S i b i e
wh et'h‘é ribH$ %ﬁffé“rchBrh AneEreitEd t@@h’btt{e@ Dn ’GPlis Flgure it is

channel ntal ns an | ndication accordlng
alsbesupmaedpmat dheusventaqredem@e isougpd fnaudulmélya@esupply two

décoders |§ont1 ho%lfl: %ﬂtersf)elcu ule (acgi)tha’i1 gurthermore, each channel
only receives one control message of two. This use of one control message of
two is possible due to the fact that each of these messages contains two
control words. Therefore, also in this case, all the control words will be

available for the two channels.

As an example, it is supposed than the cryptoperiod of channel 1, represented
in the upper part of Figure 6, is 7 seconds long. The cryptoperiod of channel
2, represented in the lower part of the Figure, is 5 seconds long. We will
consider the case where the first control messages of each channel C1 and
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CW2(Cl). 5 The first control nessage of channel 2
contains a cryptoperiod valug of 5 seconds as well as
the control words CW1(C2) and CW2(C2). In the

exanpl e represented in Figure 6, the follow ng control
Cesagsimuitbnecaslh rebeived| Taee firsit cartrad. m@ssage ECM1 (C1) of

FarBac 5uas 55y intpal s SLBHBb, © RBRE T chonsrod o 7
s%b&ﬁ&@%hg.odﬁmiéf Fn%%s,é@gl $dritains MBS adtitioPMvORR GW1(0® and

I't 1S conSidered as 1d. The error counter value is
GWa¢Cthi nt ai ned at a zero val ue or possibly
decrenented. The foll ow ng nessage received by the

THRCH e o B BB 2D lopbiod S of 5
sBEbhds 68 Wwell debtheastrittol dlorés CWH1¢B2)paniks CVi'2¢D2). exanpl e.

This nmeans that it is also received 4 seconds after

t he nmessage ECM2(C2) ,corresponding . to channel . This
l%hae?wrgfesr@@mte%_m Fiigue e ﬁ%'?wvgt%'ﬂ?zdaessages of
cSBRt @) [ dtet A&t P% | 9He né;&nﬁlbgg%%@%éqg@-usm?isefﬁércontrol
counter value IS us i ncrenente 2 units, if the
nsegsageul withas réferdrive pPEEM2{02).exanipl enessagspl isedrecglived two

chieiSReriodn pton dhe Bes, essans EOMTT) eq Jal §ijs Ypbitiored as
Vgﬁ‘.”ﬁﬁé eﬁ?olrr couffdr valué Gs 8 hfbinthiretdl aZefo SRMRNEE possibly

er the Tast nmessage received ECM2(C). Since this
deecsagrtedont ai ned t he val ue of 7 seconds for the
cryptoperiod, the nessage ECM3(C2) is considered as

jncprrect and the error ter. '
ThAcRlREe, Hsrag8 RcefiedsBY S8 HBAE, Mdtfe has the, reference
oM @1)N# iSPSSaesd fd/Blyploperfodsesfeirthd fiéttraessage ECM1(C1),
(4x7)-(4x5) = 8 seconds. The previous nessage ,
neoefapfied 14 isecoadsiin oer exameley E'ﬂﬁp@ﬁaaé thal s algorgeeived 4

| . t] .
shitfids BhebiiRg "Bessdun BAolCD) BGfESOnAING o' oifinel C2. This
valueadfed ddeands s sowal tharothebcsptapratiod dowtamesisimgthe previous

30 thus considered as correct. The error couaa%’r2 gﬁits if the

confrelen@psage. e efEor erigitenalue s Bisoneramented iy <
SRR B 84 Al SRAFER i T G SR vale

isthus 2be increnented then decrenented alternatively.
As the increment is carried out by means of junps of

Th\ef\%olfc?vivi%a %ggségg W%Fggergggltveidsaf%ea}q ic%(fjptggetzrigds oF %Rgnr%l C2,
that is to say (4x5)-(2x7) = 6 seconds after the last message received
ECM2(C1). Since this message contained the value of 7 seconds for the
cryptoperiod, the message ECM3(C2) is considered as incorrect and the error
counter value is incremented by 2. It thus reaches the value 4.

The following message ECM3(C1) is received after (4x7)-(4x5) = 8 seconds.
The previous message contained the value of the cryptoperiod relating to that
of channel C2, namely 5 seconds. The time duration of 8 seconds between
the previous message is greater than this value of 5 seconds. The message is
thus considered as correct. The error counter CE value will thus be
decremented by one unit. By proceeding with the process in the way
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junps of one unit, this counter value will increase in
the event of fraudulent 5 uskfas represented in Figure

6. This counter will take the values 0, 2, 4, 3, 5,

4, 6, 5, 7, ... until it exceeds the threshold value
desoiibedi abovee,dél is/ passibie tar sthown that the ewat resiunier ggll be

h . h .
R i el Aol RSkl Rit e ou
KleffaanB e jWnpb of el wt@eaﬁootha dBdremént feardisdiut byn@eans of
nost 10 unf avourabl e case in terns of the detection

jompisrefuone enit, this countarsvalae will inaspase e the, gvenh ef fraggulent

fraud r. t

Hebpi3H B S0\ I oolfer Pl bR 1IE 03880, 2. 4. 5.5,
4, ] 5“ ¥, andintihk éxgleetdithe thfesholk vaet fromm whicksaldelaydn the
security nmodule wi Il according be del ayed nore
retysn @f he contgalwerdsys geaalaednd Pairi ng Decoders The
rest of the description applies nore particularly, but

PR e B8 SRS et By o b goniol
meesm ofltwol, lasdesasibed tvhtkyr@exelmcedotl—‘agure@erepegsauﬂs the most

esbl o Tt o i RS potrl SBp, T sosy o
dH%vaeC C} aneqt tr@”frawgﬁﬁn? UBErs | dBRM S Hﬂ“ths' Sontrol messages

activate a Sessi on IS gener al
EGMrthe eoar countmfgmiuenwﬂi mmfeasee anIHerapddiw randytheom!iw@mg of

ol SRSt g LS, et By BgaVRl more

rgSial ity nodule, before be| ng sent to the decoder. The
use “‘of such a session key poses a problemto

fraudul ent users using a 25 splitter. In fact, since
Security Moduleiand PaitiegDecederscurity nodul e/ decoder

pair 1 is different to the session key between the

THEGHS 8 nBEs D601 S Bire et BB PRl o e

ca 98 tin athichTens sgeurftvhedule amidf ther detoden dovneihg d muitmedia unit
case illustrated in Figure 3 where the cont r ol

afe pakgdsndhis cases thex eaan goptain ppe keypf AARanmetrigkay pair,

oS80 HGRAE i 580, LooqBiisRERTL AR i 1

tHistconfiguratioh, wheepa imultinfedid enitdstactivatees sagessiahikeyathat is

oRega Sféxé%e%%@iégﬁ Jeadated Siatwenn "ec apFiy rowatis and the
O, TESELon R 9 sSET6 ey 158 onaTRENS: O thdhave
béen deerypied by tbaseourity module, before being sent to the decoder. The
use of such a session key poses a problem to fraudulent users using a
splitter. In fact, since the session key between the security module/decoder
pair 1 is different to the session key between the security module/decoder pair
2, it is necessary to negotiate a session key for each reception of a control
message ECM on a different channel. In the case illustrated in Figure 3 where
the control messages are alternatively received on channet C1 and another
channel C2, according to certain multimedia unit configurations, a session key

must be negotiated between each reception of the control message ECM.
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message ECM In this case, it is inportant that the

error counter CE value is 5 1t reset to zero. It is

al so desirable for this counter value to increase in

the event that resetting to zero corresponds to a
Iﬁrc&ddutcﬁgmeme then negatiatidroot sucty atsessioanukey. tihis necessary to

securit i.ses the nost, rec

Prohine SetuB EpdIp o s i e it S6idihg St Btimand to

tﬁ? rﬂﬁulfn%d%?‘ﬁﬁ?' SudWa Q:on‘iﬁﬁﬁ& ERhu§ Petdent lb@t\&b@n fe@lt:m control
control nessage. On reception of a reset

rnesseed=Chvhiin tba;t Gaaes itnisrimpiosieat thatdhg@q:qraqgntq:r&E value is

1ok 1esel oﬁgérgg Js a@p%’gﬁ%l&l &Yof ﬁug%%m{%? ?@érgéj'lnﬁggﬁse in the

éVé'ni tﬁﬁ%e‘?etﬁﬁlg to Qérdﬁﬁrﬁesvoﬁ@lsf‘:@'awrédt&ﬂaaqwa ty nodul e
al so nenorises a tine duration called "latency tine"

which in principle is greater or e

I8 CyseTcaTDL S BUioe sediY ropda ReBgrEFS e, RSk groent date

Y f by a
et TR g s, BRI afeméin Thitsablelis St (BF SR&Mple by
nmiégemémeﬁnt@hetheefonnvmt taritod enedsagea n raseption ©f a reset

zero, prewouslg Menor, | in the, non-volatile
cempand, this dateds mamer @ q gogvelatle MeAY; he | at ency

time, the error counter can be reset to zero or to a

PAPaIE i3 BIrbhay IndiiBaftdl dRb oritidl HeddiyeseEGM cotain 2

cont'ro iI's difference is | ower than
tinhee starhp nw The n'eultmtecha ndher mhere plesisebe the SecHiyumedule

oS e B i BRI st e e Phpeme e
dré‘ate\‘"ﬁk § uéi téIQi b,:ybﬁjpér@dused The error counter is

I ncrenmented according to a preset rule, for exanple
of 3 units. 25 According to_a first enbodi ne { p1 th
Qrh eccaipteoft each opnteol messaae: ECM@&@&UH%@O@@E% culates the
0CESS e r
S8 BenuaR the op? SR, Tof i hidsHobTEEH Bndthe most

ré¢erit!date réceipsd beRite tlﬁ@ldsﬂﬁmyo lzem: prewodslyamemomed 4n the
i ntroduced. This avoids the nenorisation

noocvalatile maemaesy.i i thishdifferenea is grealgp than ?&gbé%@%%?ﬁwe the
eﬁ‘@:iﬁ‘%ﬁ@gqroéa Phe r&@é{' zre‘?é IrltbWPvhiBe 30r Wﬁ&l fl'fé?e |s no delay in

asons, genul ne user nust
tie returiingfithe Jdbntnel amsrds bifthisedifferemgeasl Iewat: MB theh gatency

t&ﬁhﬁ’g‘éh@éﬁg ?{Eg{ ﬁ]rgs sg%?o%ﬁém@%ﬁé B,ecwgl?et-fg ntic“ol message

shBﬁ[Yeﬁéf?Jre %QoFe%{‘%tibranl‘ﬁtah% f%ﬁ%‘sﬂﬁﬁ& totaeccﬁ'rﬂg@ratlon in

value i's stored in such a way that a reset
mmnmdputtmsmusedi edhet erroheountert isi ingrereatedoaseording to a

errQr
preset rule, for example of 3 units.

According to a first embodiment, from the moment in which a control message
has been processed "shortly” before the resetting to zero or the last date
memorised, that is to say in a time duration lower than the latency time, a
delay time is introduced. This avoids the memorisation of the error counter
value in a non-volatile memory. Instead, in the case of a "legal" resetting to
zero for technical reasons, the genuine user must wait for the delay time to
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5 counter. On the contrary, this value is nmaintained
as it was before the reset tg zero. In this way, a
reset command bet ween each control nessage ECM wi | |
rapi dly prevent access to the audi o/video content. On

eggiﬁﬁg???*‘f@%mﬁnabl CLaRs g”l%'e B68Blvidéd Zontenti Moreover, if the

cess he audi o/ video content as |ong as
chapHEf isahangedutdniag this tioe; thelcousterapiue Wil BCmAse.
processed 10 correctly between two consecutive resets

{ d i :
Adeornandp anoteeremergBReHt; i s pAEEVaRle KGR such @
e‘? Ei&ﬁ %‘:ﬁfw@“’ﬁgﬁa ][dallteﬁ' ﬁiﬂlﬂéﬂ@t t6 aié eesdtting tezero Dbthe error
z e tine o e last processin
dduatere Ot theocardray, thisvalpe ds gpqlmt%tr}%@s ktfvgqéj é;&g%tﬂée reset to
. th
seve 3 ﬁ%rgfeésrgisgt géﬁ'lgrga}rfooif% en'badh E6REPSI MmBsSAEe ECM will

ut a reset to zero of
E |3P%+Bt/@ﬁt GRBebe t@efthéleahd:eﬁvmwwmdtmnd @B thel lcegtrary, an

cnm:iasmghtri:aat 5;;;23 &@ngﬁp{'&%ﬂﬁﬁé‘ég& S | %%Broodeg# EGntent as
1§88 54 2 reUraGHE Hurdd can%déwo’é‘ﬁgsﬁmﬁufb??ﬂggf?essed
ddtidotly Obetahen Bwe Wonsesetive yesets to2gerdednyqrdendo prevent any
%ﬁﬁé@%@gﬁgﬁﬁﬁﬁﬁd th theel?gﬁe l}{ﬁ@%%@n the first
g{ggé%soﬂqﬁ)i asgéﬁt?ol rﬂ@ssécﬁegéﬂér' tﬁéterQt foeférb?raml tNeI ﬂlmbeof the

process this
1hst becﬁb’t‘sir’fg)pﬁeﬂttopmet regEtrig zerc g §Uﬁ'mlentb!n@ﬂﬂq(fé’ﬁ “Example

?IQERI;I' Uth‘:;”;) Mﬁ&? é&‘qtgﬁ%ﬁld%,gt &1 gqt{p; *I'ﬂgrtig?de f\?&{z%ﬁrﬁ to carry
it acfgasg?d&%gi\’/‘%f‘&leté&rﬁéﬁ &t b8 Yefihel bRhehant amkisaalled idle

articular this concerns the
teheor counter, of the tinme stanp of the | ast
processing of a control nessage and the value of the

d.. Th f i
b pbbudba bt naEEET Y medlics. Hpd TillidepelERel bfist@hich aro
%%%Sﬂlgg)fh%ﬂgaﬁéﬁgg QfovaR adeEnacasc imtheicase oh nennalduﬁ&; each

ed the established |limt. This b bl for
sewsidre ke cancdialogiuegith a multisaedia ydfs oF gven a su ldsTehnbly

AoV RI G ANPLA I Bep R L el SRpaitagcs =0

increnented nore rapidly than it is decrenmented. It
vgnﬁﬁ as@eskofo Sx@mdcarty module by onehof théedetryplion:wds, an

|deatlﬁt;@tn|h§eﬂtaéﬂ%;es{vﬁla e?qfqgt \82 ﬂﬁgg@fﬁtﬁﬁnca{fﬁa ﬁh process this
1*13'l)c/=,=stsgg5<=5e &n UK IehvirBhnfedt herifihg! @ &6 UrtCBREARARH intludes the
session keys (if a pairing is active), the other identification data (rights, credit)
and the data allowing the detection of fraudulent use as described above. In
particular this concerns the error counter, of the time stamp of the last
processing of a control message and the value of the cryptoperiod.

Therefore, the same security module can process several decrypting units by

| verifying that the totat number of decoders associated to this module does not

exceed the established limit. This limit can be set according to the user profile.

Incrementation/Decrementation at Different Speeds
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5 incorrect while it only decreases one unit for each
correct reception. This makgs it possible to avoid
the particular cases in which, by exploiting the
resetting to zero and the correct processing of

If 2R ERG nﬁ?e%sﬁaﬁz%ted tthi %ogﬂfefrl\ﬁahm istincremhented rmmrleerapudly than
error counter value within a range in V\,thhfra %P
3§/ H] d erence

msedescrenwpt@d whyncreases: far sxammlg kY e seds whe

i o/ yi nten 0 th
tavesn e e HAPLOLECr{iRESD R Ubpk®) ARt is lower than the

bpERGd.at 'uﬂﬂeé@eebbquferel enitofdr danht reset lamero consndered as
I hcrenentati on. Del ay Duratlonln Ste |
noiTesitatije i OalvRERaASSE NG APKyioREREN GOTRET EREY. This

(gf¥eXo] I RAWHich, 2 @xpliting the

rﬁﬁ%{%ﬁ@%& géyong%ﬁl tsﬁ:et rgttgcﬁlﬁ\faéét%ﬁeﬁﬁw del a)f/ cgnlbeg
rBE6HAY th ©BA) ahd thé eomeot processing ok contmlt messages it is possible
i ncrease in steps or Cener

tpgnainéain dba SrFPToPRIMe UG(B'Pe‘O'EIH'f' %6%@%% "¥t‘%ﬁ g'l‘ 3%"‘?‘?"’?‘%‘“ users

AR tH&a@diﬁMde’ij content of
"bggaWen ' use, %&ﬁ to e totality of the
audi o/ vi deo cont ent after a greater period of f
Accondingetd asethepOalternative esitaripl pessiblecriph&ake provision for

daskorsppibpepins Carried o8 ivtel tRDAdEmerEiGHy 201 20

together with its tinme stanp and then verification is

[?é]&.?l[ﬁﬁ-aqwn i stdps tinme of the reception of the

ow ng nessage to confirmwhether the difference

e e e o eS8 Bl g wher
TF;'ﬁ{qi‘ecoﬂﬁﬁggsvsaﬁ&%Leé@eﬁ?zé?ﬁmﬁ#e%ﬁoﬂ‘Be@bhﬂttﬁiéethreyﬂlold the

rst message.” According to
dulgy \cahi bat ropbrtloﬁhap@@ihélm)rltmtceﬂ the goenieneor can increase in

sdilg;;; 23?2%3@2@%% eigr,smd Egllqoﬁ‘éii, |r|fm§rcfé? "5 ﬁg\tléﬁ‘ceaccess
tg %Ip%rrlte ﬁﬂ'}é §u8@>?$ﬂb§%%oﬂieﬁt%ngt Baderidie thwe Rf deriduteht use,

rom second nessage recei ved EC\VR.
thbhstdhake t fotalityl Ve they caudiavideo icontent affer e @ealgr ypgripd of
menori se the cryptoperiod and it thus allows nenory to
frRuduentdise. | n t he exanpl es described, the error
counter value can be conprised between 0 and a

Ibﬂh@% Ié@'dé‘%cnﬁ@d’l éﬁéﬁ&ﬁélﬁ i Gs indiestedeahatthe t|me5durat|on of

val ue. etween 0 and the thr sholﬂ t
the ongptopesod ef ay:on&r@y message is prieasted dogether wit 'its tlme % amp

and then verification is carried out at the time of the reception of the following
message to confirm whether the difference between the time stamp of this
message and of the previous is equal to or lower than the cryptoperiod. This
means that it must mémorise the cryptoperiod and the time stamp of the first

message.

According to one variant, it is possible to calculate the difference between the
time stamp of two consecutive control messages ECM1 and ECM2 and verify
if this difference is equal to or lower than the cryptoperiod extracted from the
second message received ECM2. This has the advantage that it is not
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delay is introduced. It is clear that it is possible

to limt the maxi num val ue of; the counter, which

allows alimt to be placed on the nunmber of correct
consecutives nmessages that nust be decrypted in order
Aetel8anble rhémbass thenelgptopesiotihamds o tislsy allows apemury to be
10 According to one varitant, it is possible to invert
saveddi rection of the counter whi ch nmeans that for

each correct decryption, the counter is increnented

e Sxbmpis (SEE BRI ofif badhter LARELARS comprised bgtween

ovand 4 Wesboldtmlueoﬁmtmxamme vidl uecam rqxceedadhﬂsdhmld) value.
and a threshold while no ti.ne d

Baiween Q angithe ﬁ'are@bem dhereds "fs %c]y {@éioor}#ﬁggtntéwold a
By RXAeuGSed ot i F’tﬂﬁrﬁ isoébéé’tﬂe 48 Gind tHeV\ﬁlaQﬁﬁ@rﬁQféiue of

or- one securlty m)g is of course pOSSI Ie
thercauntenuahichnallose,a tlmtammtplamcb arhéie number of correct

c%%%%gﬁéw%t thseaGon aielst Be G AicnoRr itk aple fo pass

g-'élﬂﬁ@%]aq,a]d@ag’léjﬁl o/ video content even nore 20
rapidly since the ertror counter will be |ncremsnt ed

even nore rapidly. 22 CLAIMS 1. Method f
Pmmdlngltor@eauaamt ftoiscrassikiadeyipverd the d¢r@ﬁtl%|0f\/eb¢ Founter,

] rm?énﬁéﬁaf g&t %8%%%(%& ggéc?g)gtgs i QPEC%BLWeF‘ is incremented

witileUit i€ dererfentedcéwing a feaiduléRTB2criyptiormnier this edse, a delay
data, this nmethod conprising the foll ow ng ste
time: ipinteadusedavhen dhe conntes Containgqa V@E@/Pg §§8 bgtygen 0
ol 4 BEENARy RRE S8l 18 Pl AR g o B i

begoaé thisitheeshold.he first control nessage (ECML), this
second nessage conprising at |east one control word

and a tine, sta TS) - det rmntlo of. a tine .
T&'&ﬂ%&‘ﬁ"&ﬁ'%#%@ﬂlﬁ‘i’d% P thRc ©of dpenderodsse gl gnerecurity
rﬁddlﬁeSFﬁWEdgﬁge @%I\/Eg?)fe typ facﬁﬁﬁ&‘}l@ht \(lgectb"bbﬁhect more than

messages Is tine duration is
twodecotbesntoca peeutity imeduld dhmugbra pitler. Acorrding:te thei pracess

g@wﬁﬁn\%{;{@h Ql%% rbléq%‘)qbg%ﬁsd{opfr@d@pélﬂg‘jd :E>§{1 egﬁ ev%n more

rapidly since the error counter will be incremented even more rapidly.



decrenmentation of said error counter (CE), - returning
of the control word (CW tohe processing unit (STB)
after a waiting tinme that depends on the error
counter (CE) value. 2. Method for controlling access
according to claim1, chaCiAIMS sed in that the value
of said predeflned time duration is contained in at

AR B GG, R S ich 88 e BDEAIER EY SR s (CW)
ey tﬁﬁ!'v?&‘éls' Bblﬁég?écél\?@i by ¥ sscutty Aidli®iredehtrolafiessages

tine uration is nt ai ned |narmnagement e
(EEMY) and retiatriedd td a@ processing iutit 48T ésfoamtﬁa data, this

cl Elgw char a t sed | hat the value of said
thae CPRRNISIH %‘P’!"Srﬁ? ‘common to a plurality of

SeLVié&tion of'\l ﬁi'Bt cBRtréNaTesBhge (E@M1) solmprisihgaat fedst one
Met hod for controlling access according to claim1 or

2, crantickweids@aV) andatimesaMPATEe of said predefined

%rgﬁgéé:pglohocﬁ ﬁg@c&t&#gﬁ?oljn%%{ﬁ Sazgogg%’tgdrtg@ to the first
(CW corffol rﬁes&&jeh?@bml) thizgecaindi mgssagxae_emnansmgcat_rh@ﬁst one
to any of clains . charag*g&l sed in that said

fi rspoeﬁﬂlt\h’@ﬂd (243 apd o troesplamp es a tine stanp

TS d i
1S il g 05 g 56\l areronc

dur abemeaewwtahe starhps (T8potinedeoutinsecutive control messages
nessa corresponds to the difference between the
timel @M?‘pg M of these two control nessages. 7.

Vet hgd yfiQr t.&%ﬂtd&h{bﬁ‘gusﬂ%ﬁé? R0’ pledefnédYd@fation (CP),
clains |

aracterised in that the security
rmdulre:ranéhtataohlﬁamrmuw@em(lﬁE) contain a clock and
in that, the tine, durati separating . the. :
cohsEéﬂ'ﬁW@% duEkans € Egr%?r@?ﬁ' %?déw?%d?fwg d duration,
di f f gLeRmse %m%ﬂht@f e reception of
said ?lsrst @%ﬂwgrsﬁgssa e ECIVIl()OEgnd t he nonent of
the ratusyng of the ceniral we@b(ﬁW)d@ ithe groeassing,unt £81B) after a

Nt HB8 TR P e s ghengs e e oot G Veue .

characterised in that the waiting tine is zero when

2t MRtivdd i d@ﬁﬂﬁllih? dcoBss waborlingtd clafn 1, bharaeterised in that the
predefined thres
value of said predefi ned tlme duration is contained in at least one of the

control messages (ECM1, ECM2).

3. Method for controlling access according to claim 1, characterised in that the
value of said predefined time duration is contained in a management message
(EMM).

4. Method for controlling access according to claim 3, characterised in that the
value of said predefined time duration is common to a plurality of services on

which the encrypted data is broadcast.

5. Method for controlling access according to claim 1 or 2, characterised in
that the value of said predefined time duration is equal to a time duration
during which the data is encrypted with the same control word (CW).



9. Method for controlling access according to claim1,
characterised in that the i-xcrenmentation of the error
counter (CE) value is carried out according to a
preset rule. 10. Method for controlling access
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faster than decrenentation. 24 13. Mt hod f?&i"’l 5,
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E%CH gﬁ\%gﬂ ot%{s?r?%tl%éj SLRstEn abparatiag thedaice consecutives control

| ast date received
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chh8" SIMED Infedsd r{EdﬂﬂQ) atheke dabients Ibetmgﬂdgtarmngd by said
I'ncrementati on he error counter (CE) value. 14.

detikhod for control ling access according to claim 13,
characterised in that, if the di fference bet ween t he

E}g\ﬁ%& Sﬁ{:{irlltg?@g Spgé\lfkag?&rr{ifn ‘6 ﬁ?'Dé l/%agrabtgmed ify kteat the
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m‘edeﬁme@threslmlé in control messages (ECM and
returned to a processing unit (STB) for encrypted
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control nessage (ECMR) consecutive to
preset rule.

10. Method for controlling access according to claim 1, characterised in that

the decrementation of the error counter (CE) value is carried out according to

a preset rule.

11. Method for controlling access according to claims 9 and 10, characterised
in that the preset rule for the incrementation of the error counter (CE) value
and that for the decrementation of this error counter (CE) are different.

12. Method for controlling access according to claim 11, characterised in that
the incrementation of the error counter (CE) value is faster than

decrementation.



the first control nessage (ECM), this second nessage

conprising at |east one confgrol word (CW, - neans to
determne a tine duration separating the two
consecutive control nessages (ECML, ECM2), - neans to

13 M EMBAtfoRBoR6INRg GRBBsSactSIding fo thaim 1,icharactersédiin that,
is lower than a predefined tine durati

whemsaidh sesrbrameia; tasrhesn devarted: () mathog; urthermore

g QN | ual to or greater than said
'ﬁ?'gﬁ%gﬁf??é’"ﬁw_ﬁ@s%tﬁﬁgti on. 16. Device for controlling
accesfeteniinatomof hadateaiomespondingrtactherlastedatenreceivedi by the

furthernore_inc]ludes neans to return the control word
(oW mdtimedigBlbessing unit (STB) after a waiting

ti_me fensiAhech SN YecBplicH dSR-Y £hew@antiohhsssage (ECM),
- calculation of the difference between these two dates,
- if this difference is lower than a predefined latency time, incrementation

of the error counter (CE) value.

14. Method for controlling access according to claim 13, characterised in that,
if the difference between the two dates is greater than a predefined idle time,

the error counter (CE) is restarted.

15. Device for controlling access to data encrypted by control words (CW),
these control words being received by a security module in control messages
(ECM) and returned to a processing unit (STB) for encrypted data, this device
comprising:

- reception means of a first control message (ECM1) comprising at least
one control word (CW),

- reception means of a second control message (ECM2) consecutive to
the first control message (ECM1), this second message comprising at
least one control word (CW),

- means to determine a time duration separating the two consecutive
control messages (ECM1, ECM2),

- means to increment an error counter (CE) if this time duration is lower
than a predefined time duration (CP),

- means to decrement said error counter (CE) if this time duration is

equal to or greater than said predefined time duration.

16. Device for controlling access according to claim 15, characterised in that it
furthermore includes means to return the control word (CW) to the processing
unit (STB) after a waiting time depending on the error counter (CE) value.



