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Face detection is performed on an image to be processed through a 
first neural network to obtain a face detection result, and identity 
document detection is performed on the image to be processed 

through a second neural network to obtain an identity document 
detection result

Whether the image to be processed is a valid image authentication 
image is determined according to the face detection result and the 

identity document detection result

104

102

Identity authentication is performed according to the face detection 
result and the identity document detection result to obtain an identity 

authentication result of the image to be processed

106

 

FIG. 1A 

Face detection is performed on an image to be processed through a first 
neural network to obtain a face detection result, and identity document 

detection is performed on the image to be processed through a second neural 
network to obtain an identity document detection result

Identity document face information is determined based on the face detection 
result and the identity document detection result

1041

102

Whether the image to be processed is a valid identity authentication image is 
determined based on the identity document face information, the face 

detection result and the identity document detection result

1042

Responsive to determining that the image to be processed is a valid identity 
authentication image, identity authentication is performed according to the 
face detection result and the identity document detection result to obtain an 

identity authentication result of the image to be processed

106

 

FIG. 1B 

Face detection is performed on an image to be processed through a 
first neural network to obtain a face detection result, and identity 
document detection is performed on the image to be processed 

through a second neural network to obtain an identity document 
detection result

Whether the image to be processed is a valid image authentication 
image, for example, a valid image of an identity card held in hand, is 

determined according to the face detection result and the identity 
document detection result

204

202

A similarity between a first face in an identity document and a 
second face outside the identity document in the image to be 

processed is determined based on the face detection result and the 
identity document detection result

206

Whether the similarity between the first face and the second face is 
greater than a preset threshold or not is determined

208

Text recognition is performed on the identity document by use of a 
text recognition algorithm to obtain text information of the identity 

document

210

The text information of the identity document is authenticated based 
on a user information database to obtain an identity verification 

result

212

User information is stored in a service database as registration 
information of a user for using a corresponding service

214
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FIG. 3B 

Responsive to receiving an authentication request, an image including a 
face to be authenticated is acquired

302

Whether there is user information matched with the image including the 
face to be authenticated is queried in a service database

304

Face detection is performed on an image to be processed through a first 
neural network to obtain a face detection result, and identity document 
detection is performed on the image to be processed through a second 

neural network to obtain an identity document detection result

Whether the image to be processed is a valid image authentication image 
is determined according to the face detection result and the identity 

document detection result

104

102

Identity authentication is performed according to the face detection result 
and the identity document detection result to obtain an identity 

authentication result of the image to be processed

106

An authentication result of the face to be authenticated is determined 
according to a query result indicating whether there is the user 
information matched with the image including the face to be 

authenticated in the service database

306
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First detection module 51

First determination module 53

Authentication module 54

Second detection module 52

 

FIG. 5 
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FIG. 6 

A face region image in an image to be processed is acquired based on 

a face detection result obtained in 102

An identity document region image in the image to be processed is 

acquired based on an identity document detection result obtained in 

102

1040

1020

Hack detection is performed on the image to be processed, the face 

region image and the identity document region image

1060

An anti-forgery detection result of the image to be processed is 

determined according to a hack detection result

1080
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Face detection is performed on an image to be processed through a 
first neural network to obtain a face detection result

Identity document detection is performed on the image to be processed 
through a second neural network to obtain an identity document 

detection result

2040

2020

Whether the image to be processed is valid or not is determined 
according to the face detection result and the identity document 

detection result

2060

Whether the image to be processed is valid or not is determined 
according to the face detection result and the identity document 

detection result

2080

Feature extraction is performed on the image to be processed, the face 
region image and the identity document region image to obtain a 

feature of the image to be processed, a feature of the face region image 
and a feature of the identity document region image respectively

2100

Whether the extracted feature of the image to be processed, feature of 
the face region image and feature of the identity document region 

image include hack information or not is detected

2120

An anti-forgery detection result of the image to be processed is 
determined according to a hack detection result

2140

 

FIG. 8 

Face detection is performed on an image to be processed through a first 
neural network to obtain a face detection result, and identity document 
detection is performed on the image to be processed through a second 

neural network to obtain a identity document detection result

A face region image is acquired in the image to be processed based on the 
face detection result, and an identity document region image is acquired in 
the image to be processed based on the identity document detection result

3040

3020

The image to be processed, the face region image and the identity 
document region image are input to the first neural network in a terminal 
device, and a hack detection result representing whether a feature of the 

image to be processed, a feature of the face region image and a feature of 
the identity document region image include hack information or not is 

output through the first neural network

3060

The terminal device sends the image to be processed, the face region 
image and the identity document region image to a server

3080

The server inputs the image to be processed, the face region image and the 
identity document region image to a fourth neural network in the server, 

and outputs a hack detection result representing whether the feature of the 
image to be processed, the feature of the face region image and the feature 
of the identity document region image include the hack information or not 

through the fourth neural network

3100

An anti-forgery detection result of the image to be processed is determined 
according to the hack detection result output by the third neural network 

and the fourth neural network

3120
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