DATA PROCESSI NG METHOD AND DATA READI NG METHOD FI ELD
OF THE I NVENTI ON [ 0001] The present invention rel ates
to a data processing nethod capable of preventing
illegal use of data (digital contents)
di stributed/delivered to a user through a recording
medi um such as a CD and a DVD, an internet line, a
tel ephone Iine or the Ilike, to a data readi ng nmethod
for rigith fRACHESIEAIG@ NETHES I IWYTA REARING e4STHOD
met hod, and to a recording nmediumin which prograns
i npl ementing these nethods are stored. BACKGROUND ART
[ 0002] The followi ng system has been proposed as this
rItypeosf THeonMeRiireoRl exanpl e. The system conprises a
recordi ng medium for distribution such as CD- ROM on
[ovhh¢h encrypted digital a contents are recorded,
managenent neans for managi ng charges in accor dance

m”thTBQ%f€¥%ﬁglhb§nghiﬂfﬂl @BH? f5%3531 ethod

digital "contents repro uci ng device |s use en
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as acquired ecor ng nmedi um ut Iron,

C e_cqnnect ed t he, manage nt ne
@i S Mt E0/ B0 APR e PSR Bk %Rssﬁﬁbg%rrs Onﬁlam ilm such
such that when an applicatio for digital
asobnr it £ e d TP T dIRar domeatope) 19ne or the
reprodu0|n%.deV|ce by the user under the condltlon of
like, to a data reading method for reading the data processed

by this processing method, and to a recording medium in which

programs implementing these methods are stored.

BACKGRQUND ART
[0002]

The following system has been proposed as this type of
conventional example. The system comprises a recording medium
for distribution such as CD-ROM on which encrypted digital
contents are recorded, management means for managing charges
in accordance with the use of the digital contents by a user,
a digital contents reproducing device which is used when the
digital contents are reproduced by the user who has acquired
the recordingmedium for distribution, andwhich canbe connected
to the management means via an internet line. A basic
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configuration of the system is such that when an application

for digital contents is inputted to the digital contents




aut hentication and billing, the digital contents
reproducing device transmts the application to the
managenment neans via the internet line, and the
managenent neans, after confirmng authentication and
billing of the user relating to the rel evant
application, transmts a decryption key data to the
digital contents reproducing device via the internet
repbroducand tibeicdi piyt ahecobBtentintepr aducichgddeviceeof
decrypts the digital contents on the recording nedium
autpendishtibit 400 Myl LUsidg dHe AN icomt et ¢abzobRcing
reproduce it (for exanple, refer to Patent Docunent 1

deGicéhﬁréhgﬁits[@@Q%gﬂﬁﬂéﬁE1&EQHﬂ3ﬂi means via
Publ i shed Unexam ne Application No. 200 334172.
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key data to reproduce it (for example, refer to Patent Document

1 or the like).
[0003]

Patent Document 1: Japahese Published Unexamined
Application No. 2002-334172.

[0004]

However, in the case of the above-mentioned conventional
example, in the digital contents reproducing device, once the
digital contents on the recording medium for distribution is
decrypted, not only the reproduction but alsc copy can be
performed easily, so that it has an essential drawback that
secondary illegal use cannot be prevented.

[0005]
However, while the secondary illegal use can be prevented
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if thereisaddeda functionofautomaticallydeletingthedigital

contents afterapredeterminedpericdof time froma reproduction




col l ection of charges in accordance with the

secondaryuse cannot be expected any | onger. [0006]

This problemis not specific to the case where digital

S contents are distributed to a user through a

recording medium for distribution, but there is a

simlar problemin the case where the digita

contents are delivered through an Internet |Iine or
apphechiken Nerphgsep; ot e se thatses sontbarsdhwilgek ghat the

the like should obtain under normal circunstances are
colléegabhyf diostgesand aicnorbias ceegiarid i he lse cdinsarivous ¢ gannot

of the digital contents is inpeded from being
be pE@pBEEddunder 1bhgepresent situation. [0007] The

present invention is createdunder the above-descri bed
robaekground, and a first object of the present

invention is to prevent illegal use of data (digital

cont enf 8)p, Aklch & SES ANk e BCic iD R ePL@IGhareethgdtal

for processing the data in which the collection of
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can beé surely pertornmed, a data reading nethod for

dLpg; S . ' dcase
rofCROLAG; phbe datg, processed by LS Al ReRsidg P the

ording ~medium on progr npl ement i ng
oA DT PR LSOO s sniegne
1 l?‘%gg!ﬁregﬁ‘énfl ?%Elgrﬂar%%#%,g%arlo 455 %rheavterjat ic%%t%%ttgo%oqfder or
the like should obtain under normal circumstances are illegally
lost,andinthisregard,thedistributionofthedigitalcontents
is impeded from being promoted under the present situation.
[0007]

The present inventicn is createdunder the above-described
background, and a first object of the present invention is to
preventillegaluseofdata{digitalcontents)andasecondobject
is to provide a method for processing the data in which the
collection of charges in accordance with secondary use of the
data can be surely performed, a data reading method for reading

the data processed by this processing method, and a recording

mediumonwhichprograms implementingthesemethods arerecorded.

DISCLOSURE OF THE INVENTION
[0008]

In order to solve Lhe above-described problems, a data




characterized in that, in a nmethod for processing data
in which the data is encrypted and decrypted on a
basis of a decryption bit |ength, thereby being read,
the data is encrypted, a part of this data with a bit
length different fromthe decryption bit length is
omtted, and the omtted part is closed so as to nake
the data continuous. [0009] Said data can be
iltegplessedpbefreneiagchgphbdnofl thesprpseher abkventhat is
after said omtted part of the data is closed so as

chk@abakeitha DatdagnihnUABShodufdy pdalck safi nigh@asan® which
bit length as that of the omtted data is added at
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omtted data iS a bit length different froma devisor
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ata is om at”- a plurality of p05|t|ons "t he
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d for reading data using a data readi ng deV|ce
maggrgggaaﬁﬁﬁ CPREL gHPE Sprocessed by the processing data

nethod according to 4 claiml1l and recorded in advance
[08R%4 recordi ng medi um or on an

Said data can be compressed before encryption. It is
preferable that after said omitted part of the data is closed
so as to make the data continuous, dummy data of the same bit
length as that of the omitted data is added at the end of the
data.

[0010]

thebit lengthof theomitted data is abit lengthdifferent
from a devisor of the decryption bit length.
[0011]

In the case where the data is omitted at a plurality of
positions, the bit length of the omitted data x the number of
omission positicns is a bit length different from the divisors
0of the decryption bit length.

[CO12]
A method for reading data of the present invention is a

method for reading data using a data reading device for reading

the data processed by the processing data method according to



auxiliary storage section of the data readi ng devi ce,
and which 1is a systemincluding el ectronic equi pnent
having an auxiliary storage device for pre-recording
the omtted data and |l ocation information indicating
in which part of the data the omtted data is |ocated
and said data readi ng device connected to the
el ectroni c equi pnent via a conmuni cation |ine,
clgharhciret irzedrdien fhatdvdmecelatra ar eadondideviedigemt an an
request to the electronic equipnment via the
aug ORI Gcttdoyd saetfion dhehenditedcdatiag devate pgridowhich
the data to read and its location information in
i3 GYLAR/CEnM i Aperald b d Pulsi pABd tt hev Bh@Cl atkeliary
equi pnent transmts the omtted data and its | ocation
sthB?é el QR f%'r”]?féaﬁ@@é@&i/ngrtl:ﬁ@@bh@m:'ea' d¥td miepbyation
to fhe request, the data reading device receives the
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mon the auxilirary storage section, and
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he tecor ng nedi um or on t auxi ary storage

section to a._main Storage_section.and t.o_se '
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. decr ion bit length basis and, read it, ,t | ocation._.
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transferred to the main storage, section, wth,
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gart of said data is recognized, and the omtted data
re
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the main storage section, while the data on the .
acerecdrtcAg gt cperotion kel baixidndatEle stladgesiee eAgArPgent

is transferred to the main storage section and the
trenentied Hhcaomitted data and its location information
simultaneously or sequentially in reply to the request, the data
reading device receives the omitted data and its locatiocn
information to record them on the auxiliary storage section,
and thereafter, in order to sequentially transfer the data on
the recording medium or on the auxiliary storage secticn to a
main storage section and to sequentially decrypt the data on
the main storage section on the decryption bit length basis and
read it, the location infeormation on the auxiliary storage
section is transferred to the main storage section, with
reference to the location information, the omitted part of said
data is recognized, and the omitted data on the auxiliary storage

section is transferred to the main storage section, while the

data on the recording medium or on the auxiliary storage section



is connected to the omtted part of the data on the
mai n storage to decrypt the data on the decryption
bit Iength basis. [0013] In the case where said data
i s encryptedbefore conpression, the data reading
device send a request to the electronic equipment via
the communication line for the omtted data relating
to the data to read and its location information in
1 sadccarsitecesditiththeperiat sonragpus s;t om apliet e eptitdd data
equi pnent transmts the omtted data and their
islowatsored nfoot hatdmat tsidmpbranedskydora seguentidial kyorage
inreply to the request; the data readi ng device
tor aeekryps the astkted datadandybtschopati oangnhobABEEON
to record themon the auxiliary storage section; and
(obheneafter, in order to sequentially transfer the
data on the recording nmediumor on the auxiliary

StOﬁﬁ%%é%%ééQHeE@é%ﬂ@ﬂéké&g%%ﬁ% 1198501 ® compression,
sequenti ally decrypt the data on e mai n storage
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to decrypt the
receives the omitted data and its location information to record

them on the auxiliary storage section; and thereafter, in crder
to sequentially transfer the data on the recording medium cr
on the auxiliary storage section to a main storage section, to
sequentially decrypt the data on the main storage section on
a decryption bit length basis, and to restore the data from a
compressed state to an original state and read it, the location
information on the auxiliary storage section is transferred to
the main storage section, with reference to the location

information, the omitted part of said data is recognized, and
the omitted data on the auxiliary storage section is transferred
to the main storage sectiocn, while the data on the recording
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medium or on the auxiliary storage section is transferred to

the main storage section and the omitted data is connected to




data on the decryption bit length basis and restore
the data fromthe conpressed state to the origina
state. [0014] Said el ectronic equi pnment can be
managenent neans for nmanagi ng the use of the data by
the transm ssion of the omtted data and the |ocation
i nformati on. [0015] The data recorded on the recording
medi um or on the auxiliary storage section of the

thdadmdi eadigag tdeyi e idhteearded mdih aduange ©) fEpt the
auxiliary storage device of the electronic equipnent

daPh R AROTREEr @YXidh A SIAAIE BV Lon ARG dtSre the data
transmtted fromthe el ectronic equipnent in
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device to The el ectronic equi pnrent © via the

[Og?g?unication line, and is recorded on the auxiliary
stora

ge section of said data readi ng device. [0016] In

t he éas$ mﬁgrg said data is Eernitted to_be re?d for £

a prUet et hf netCPeri o PEeTE pPRf BT aBFB2YHAEEnBeaRPalor

readin devi ce_oht ai.n n el apsed period fro poi n
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the rel evant el apsed period reaches the predeterm ned
dapar e, thRelagthlpRadlhgraatied-del etes at |east the

omtted data on the auxiliary storage section. [0017]
[OPL3]s al so possible that the data reading device

obtains 7 an el apsed period froma point of tinme when
t he dagadatareeepyded on the recording medium or on the

auxiliary storage section of the data reading device is recorded
in advance on said auxiliary storage device of the electronic
equipment or on another auxiliary storage device, and is
transmitted from the electronic equipment in accordance with
therequestof thedatareadingdevice totheelectronicequipment
via the communication line, and is recorded on the auxiliary
storage section of said data reading device.
[0016]

In the case where said data is permitted to be read for
a predetermined period, it is preferable that the data reading
device obtains an elapsed period from a point of time when the
omitted data is received, and when the relevant elapsed period
reaches thepredeterminedperiod, thedatareadingdevicedeletes
at least the omitted data on the auxiliary storage section.

[Q017]

It is also possible that the data reading device obtains




separately fromthe omtted data, and when the
rel evant el apsed period reaches a predeterm ned
period, the data reading device deletes the data on
the auxiliary storage section. e EFFECT OF THE
I NVENTION [0018] In the case of the nethod for
processing data according to claim1l1l of the present
invention, the data is encrypted, part of the data
an wilepsteklep dr 1 odl nrgimha giofifdr @htt iiveomheh & heeda yatiisonecei ved,
l ength thereof is omtted, and the omtted part is
seghosedl y Socasthe amike dchdatiat sarobwhienutus rede vieldt e hapsed
data row of the data after the omtted part becones
pefidd ercanindy anprediat @rminved whern dd, was dcd yebedngt davice
Is, data row before omi ssion). Consequently, in
de 1 €884 Nghé hea dat én byhd heudal Bz ¥ gagh Bgagevieetiomhen the
part of the data after the omtted part is
sequentially transferred to the main storage section
and the data on the main storage section is

EF? arenti sk V1 9@ yPtgd by the decryption bit [Iength,
e data row of the data is different fromthe data

[06? when it was encrypted, so that the data row does
not ' return to the original data row before the

encr t|on hut nverted nt o._an. unkno q
of n rrbeEEC Feapghg un€$ hOd f ﬁ%&ﬁﬂ%}ndwﬁﬁ%g g§88§dlng

o2y 1 SILE LS8 B oot e o, (herhl e e
of gh %f%%l%gt%h%hgeépg éégt ré¥¥3é¥é%_ a%%1%% égéggptlon
bit length thereof is omitted, and the omitted part is clcsed
so as to make the data continuous, so that a data row of the
data after the omitted part becomes different from a data row
when it was encrypted (that is, data row before omission).
Consequently, in reading the data by the data reading device,
when the part of the data after the omitted part is sequentially
transferred to the main storage section and the data on the main
storage section is sequentially decrypted by the decryption bit
length, the data row of the data is different from the data row
when 1t was encrypted, so that the data row does not return to
the original data row before the encryption but is converted
into anunknown sequence of numbers oralphanumerics. Asaresult,
thedataafter theomittedpart cannot be read, therebypreventing

-

the illegal use of the data.

[G0L9I]




to claim2 of the present invention, the data is
encrypted before conpression. Such data is
transferred to the nain storage section of the data
readi ng device, is decrypted by the decryption bit
l ength, and is restored fromthe conpressed state to
the original state. Since the part of the data after
the omtted part is converted into an unknown
sequen e DfcduaTber shermeahphaungprrices: swhiery detayptedrding
if an attenpt is made to restore this unknown

to TAGUENE @ FOof h A PFeks tof nwdPhadw TeheCia fd Omdhierypted before
conpressed state to the original state , the restoring

coﬂ PEESSon Of §1ﬂﬁ'1 dafiay by thesdata-Fepding e viiLen Widrage

op. Therefore, there are advantages for preventing
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et ho or proces a according to claim
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part IS C ose to make

data .co nuouys, dat the t
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data. Specificall th data | ength renai s t sane
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person will not know whet her or not said data
alpaatlua?vry%wk@%diecw&%r &f ap&tdemnt éav%‘{l%&é’srﬁéFore
preventing the illegal use of the data. [0021] In the
th¢asenéhovheSRELRBES] 6F PHEBESSI Ay AaPR2REBEFAFAgIrey the
claim4 of the present invention, the bit |Iength of
compeeeﬁedlﬁuatQtdataelgrEgtﬁQllﬁﬁﬂﬁaw dilii¢ eresfoFirghpgocess
devi sor of the decryption
of the data by the data reading device will stop. Therefore,

there are advantages for preventing the illegal use of the data.
[0G20]

In the case of the method for processing data according
to claim 3 of the present invention, after the omitted part of
said data the omitted part is closed so as to make the data
continuous, dummy data of the same bit length as that of the
omitted data is added at the end of the data. Specificaily,
the data length remains the same before and after the omission.
Thereby, a third person will not know whether or nct said data
is partially omitted. Therefore, there are advantages for
preventing the illegal use of the data.

{0021}

In the case of the method for processing data according

to claim 4 of the present invention, the bit length of the omitted



bit length. If the bit length of the omtted data is a
divisor of the decryption bit |length, the data row of
the data after the omtted part which is transferred
to the main storage section of the data reading
devi ce becones the same as the data row when it was
encrypted (that is, the data row before om ssion) , so
that the data other than the omtted part can be read.
dathhiis adait Bengtéventédr byt themlsodevireariohétiengehodption
[0022] In the case of the nmethod for processing data
bifdeorgdiing Iffotled aim Seafthhef prlesenti titededdtan,s a divisor
product of the bit length of the omtted data and the
o f Nt efe f yra @sions e i ttHeergith rdisf b€rent fisom after
the divisor of the decryption bit Iength. Therefore,
thé bmi e eBRAGUCHH OEWtiker Phhs fenedd tof tHdRaoRIdtiptgataction
and the nunber of om ssions is a divisor of the

of 48Q MQEQ%&@itn% LeRILR b hendatid g Qunafad hecdat @ afdwelhen
the omtted part which 1s transferred to the main

i.on d i i g
é’éa&?cﬁgigéétcﬁe(%{aﬁ he data peadi ng,, deybee QﬁEQEEéng, so

t he sane ata row when it was encrypted (tha
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ot her part can read. I's can be

revented by . the above-nentioned nethod. 023] In
e R Yo P el R Ore TESAT h ek T SREd i hg {o
[0@%@1"16 of the present invention, the data reading

ce requests the omtted data and its |ocation
i nformati on which are recorded 10 on the auxiliar

storHyd tfedase 6f the BPERTY o PEGEHTIRG SRS according

to claim 5 of the present invention, a product of the bit length
of the cmitted data and the number of omissions is a bit length
different from the diviscr of the decryption bit length.
Therefore, if the product ¢f the bit length of the omitted data
and the number of omissions is a diviscr of the decryption bit
length, the data row of the data after the omitted part which
is transferred to the main storage section of the data reading
device becomes the same as the data row when it was encrypted
{that is, the data row before omission), so that the data other
than the cmitted part can be read. This can be prevented by
the above-mentioned method.
[0023]

In the case of the method for reading data according to

claim6of thepresent invention, thedatareadingdevice requests

the omitted data and its location information which are recorded

10




records themon the auxiliary storage section of the

data reading device, and thereafter, in order that

the data reading device reads the data on the

recordi ng nmediumor on the auxiliary storage section,

with reference to said |location information,

theomtted part of the data is recognized, the

omtted data on the auxiliary storage section and the
onddtenanrifiheryecorth gy dewdicene Hrthenel bet ranktla@ripment and

storage section are transferred to the main storage
reseelis ahend hie to B S1led idat st sreganeeitad:i Of tthe diid tedding

part of the data, and the data on the mmin storage
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is read. Thus, by connecting the omtted data to the
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vicinity of the omtted part is returned to the data
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recording nmediumijs sinply copied, the user is
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user to read the relevant data. Therefore, the
thesldteot roA Bre e gestiha Maddordanegdevi e ht ket grivdpgrypted
and tertiary use can be ensured. [0024] 11 In the _
by dawe defcrivivg 1pet holl ¥ongtleadichd sdaeadaccdrei ngpnt gonnecting

the omitted data toc the cmitted part of the data, the data row
in the vicinity of the omitted part is returned to the data row
when it was encrypted. Therefore, when the data in the vicinity
of the omitted part is decrypted, since it is not converted into
an unknown sequence of numbers or alphanumerics, the data can
be read. Namely, unless a user obtains the omitted data which
is omitted as an authentic user, he cannot read the data, so
that the illegal use of the data can be prevented. In addition,
even if data recorded on the recording medium is simply copied,
the user is required to obtain the omitted data as an authentic
user to read the relevant data. Therefore, the collection of
charges in acccrdance with secondary and tertiary use can be
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ensured.

[0G24]
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claim7 of the present invention, the data reading
devi ce requests the omtted data and its | ocation
i nformati on which are recorded on the auxiliary
storage device of the el ectronic equi pnent and
records themon the auxiliary storage section of the
data reading device, and thereafter, in order that
the data reading device reads the data on the
r ecofui tge medicumfothenméhiecdufe I imradisiordEgs aseotridomg to
wi t hr ef er encet osai dl ocati oni nformation, theom tted
clpant/ of thderdakatiihvweacmigti, zede dehe remdiredddhat @ae eBquests
the auxiliary storage section and the data on the
thé GANHUdaesiad DF s 08 clahie onalixfd hed tyi St Ghage $e€treebrded
are transferred to the main storage section, the

on@Ad hedidakayi &&%ﬁ@@%@qde?%f hec081 tEedoRabte @fipitdie and

rel evant data, the data on e main storage section is

reQSF&é‘ ch%% M thg%ﬂﬁclrj}’ﬂ)} QE?Pé%e ls%@ttil?:n @f‘cti.hter@ata reading
re rom-t

evant data 1is restored he conpressed state

h o | . ST . _
deb et er AR A B e d i doR HHAE it Y saging device
t t th t [ the.vicinit f_th itted
repdf BB et BR 0T folohal Sab et ik ab L B bErace
Th for the data . in th icinit f th .
SeGiPh el LE4re Ta S Ypeads LOSATAEM 1P R TR Wb PR tted
i nto an unknown sequence of nunbers or al phanunerics,,
Parh@f Bt Gty procesdifsss Hot BLsseqipthen g ﬁuéaﬁlafy

be read. Nanely, unless a user obtains the omtted
stghedewrehios 1 theddaka £ dlichgRers ddsgr mefeuBmhan the
read the data, so that the illegal use of the data
augahipeyprevergedediniornddict fopnséesnerf tadihe maday gégrage
< on the recording mediumis sinply 12 copied, the user
sectiopguikednic bt aata he onhnestedata e amnitted part of
the relevant data, the data on the main storage section is
decrypted by the decryption bit length, and the relevant data
is restored from the compressed state to the original state and
is read. Thus, by connecting the omitted data to the omitted
part of the data, the data row in the vicinity of the omitted
part is returned to the data rowwhen it was encrypted. Therefore,
when the data in the vicinity of the omitted part is decrypted,
since it is not converted into an unknown sequence of numbers
or alphanumerics, the restoring process does not stop and the
data can be read. Namely, unless a user obtains the cmitted
data which is omitted as an authentic user, he cannot read the

data, so that the illegal use of the data can be prevented. In

addition, evenif data recorded on the recordingmedium is simply
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authentic user to read the relevant data. Therefore,

the <collection of charges in accordance with

secondary and tertiary use can be ensured. [0025] In

the case of the nmethod for reading data according to

claim8 of the present invention, said electronic

equi pnent is nmanagenent neans for managi ng the use of

the data by the transm ssion of the omtted data and
cophed) ozt iwwred rifsoreauiiged tThepbsbrethe kanithashdadm as an

enabl es billing or other processes in accordance wth
authentuse ovfetheodatad [0O26¢lénanhedebse dfhatwaf g hoche

for reading data according to claim9 of the present
colbvepnibomf therdasd o ecosdédnoa witth seecoddirpgmbdeubiary

or on the auxiliary storage section of the data
uséeaghnge deMkGeedS recorded i n advance on said

auxiliary storage device of the electronic equipnent

[0@b5PN another auxiliary storage device, and is
transmtted fromthe electronic equipnment in

aCCOf e Whth the 1 Lequesl LEothes daldy readi REB8WieR to
t_O e ect ronit ¢ equl prrent VI a the comTunl Catl on
cl%#ﬁﬂea o%n hé ré{&?& ded QR ;ihe rlp‘?dént is
e auxli 1 ar orage sectlén Sald ata re |ng

naf SHb8 s ERELCHE ﬁ%ﬁ?azﬁﬁ;ﬁo; B bF FRLC AL kPt
trgﬁgﬁég%g éyat#% %%gtg%&gﬁﬁﬁi %.Phg %ﬂ&uﬁﬂ%?ggfgrmatlon
Therefore, the invention enables billing or other processes in
accordance with the use of the data.

[0026]

In the case of the method for reading data according to
claim 9 of the present invention, the data recorded on the
recording medium or on the auxiliary storage section of the data
reading device is recorded in advance on said auxiliary storage
device of the electronic equipment or on another auxiliary
storage device, and is transmitted fromthe electronic equipment
in accordance with the request of the data reading device to
the electronic equipment via the communication line, and is
recorded on the recording medium or on the auxiliary storage
section of said data reading device. Therefore, the data 1is
easily made available.

[0027]

In the case of the method for reading data according to

13




an el apsed period froma point of tinme when the
omtted data is received, and when the el apsed peri od
reaches a predeternmined period, the data reading
device deletes the transmtted omtted data.
Consequently, the illegal secondary use of the data
can be prevented. [0028] In the case of the nethod
for reading data according to claim1l1l of the present
claivéntdonhe phesdatd nveadiing ,deve de tebiteaidisig dav etapbedins
period froma point of tinme when the data is received,
an sepap et @l pye f 1o frtven amddied det & im@ndhwhenhthemitted data
rel evant el apsed period reaches a predeterm ned
ispeidedthed, hendahanr eadiengpeeviseri slekebeseshepredetermined
transmtted data, so that the data does not remain in

pethgdadata (ﬂﬁ@-ﬁ“t%(ﬁ@lg evies @ lanrgethpaidatkriitared beitted
predet erm ned period. Therefore, there are advantages

dafQr  dMevenid g J heneopy: 8fal Ne dald FPhu Nkl h1R9@ata can
pur pose. 0029]" The recordi ng nedi umaccording to

clalm 1 f the present invention enables simlar
bee#?%g%sg?%'those of clains 1 to 5. The recording

[ gedium according to claim13 of the present invention
énables simlar effects to those of clains 6 to 11.

BRI SCRI_TPI ON TH%ZDRA cg\IGS 0030 dg 'al Bs o to
i ag Ao R a1 hPRGTEEFP et S e ST5OFRgnS
RIS LPYERLLOn MLCh A, o SORLL gl o 0L FELA. Lo
anlenlcalplédeldnge?iod from a point of time when the data is received,
separately from the omitted data, and when the relevant elapsed
period reaches a predetermined period, the data reading device
deletes the transmitted data, so that the data does not remain
in the data reading device for a longer period than the
predetermined period. Therefore, there are advantages for
preventing the copy of the data for an illegal purpose.
[0029]

The recording medium according to claim 12 of the present
invention enables similar effects to those of claims 1 to 5.

The recording medium according to c¢laim 13 of the present

invention enables similar effects to those of claims 6 to 11.

BRIEF DESCRITPION CF THE DRAWINGS

{0030}

Fig. 1 is a diagram for explaining a first embodiment of
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configuration diagramof a device for creating a
recordi ng nedium for distribution used in this
system Fig. 2 is a flowhart of reproduction software
used for this system Fig. 3 is a flowhart of an
interruption programfor user registration which is
processed by a control section in a nmanagenent center
of this system Fig. 4 is a flowhart of an
théenpeesapt | ooverogramiolclpilece cdatfa gelaibiery dikigchn of a
processed by the control section in the nmanagenent
digenkercohtéhts syséeal fkg. pbeirsnaifibowghaen, oinraluding a
recordi ng medium creating software executed by a
coh OTRUL8F 1 BRIGR drSntdea deviice fOf cergathfd recdetnighhegium
medi um for distribution used for this system Fig. 6

foksd§sﬁ955h996ﬁthQQddhﬁgﬁﬁﬂb°§y§t5m9|ta' contents
illegal use preventing system according to a second

e"bOQ%ge Ohy E@Sw@ﬁg§%n$f'f@ﬁ%ﬁd&ﬁkléﬂ&bof%ﬁé%éiused for
flo reproductlon software used for this

th§¥55§ g 8 is a flowchart of an interruption
prog user registration which is processedby a

cont E%%S%gﬁf:él O%&Owg%gﬁ%mg¥er1¥ln%g%%%ﬁ%% %Pg Egm or user

this t interru
ece data ver ywhi c s .processed he control
reBugfrohinh v écheﬁﬁver9ceiéeﬂahgganﬁﬂPgisﬁt8?C§%0Ph%§ :
system Fig. 10 is a conflguratlon di agram of a
maBPGPRSRtCERNERFSOL This SyStem.

Fig. 4 is a flowchart of an interruption program for piece
data delivery which is processed by the contreol section in the
management center of this system.

Fig. 5 is a flowchart of a recording medium creating
software executed by a computer which is the device for creating
a recording medium for distribution used for this system.

Fig. 6 is a configuration diagram cof a digital contents
illegal use preventing system according to & second embodiment
of the present invention.

Fig. 7 is a flowchart of reproduction software used for
this system.

Fig. 8 is a flowchart of an interruption program for user
registrationwhichisprocessedbyacontrol sectioninadelivery
management center of this system.

Fig. 9 shows an interruption program for piece data

deliverywhichisprocessedby the control sectioninthedelivery

15



illegal use preventing systemaccording to a third
enbodi nrent of the present invention. Fig. 11 is a
flomchart of reproduction software used for the
digital contents illegal use preventing system Fig.
12 is a flowhart of an interruption program for
contents download. Fig. 13 is a configuration diagram
of a digital contents illegal use preventing system
maaggemdinhgcentarf ofir thienbgditermnt of the present
invention. Fig. 14 is a flowhart of reproduction
sof t vage Wsed &ofonfhysrsysde@iakrgm 45 4 slidiiagilagdntents
showing a contents file of this system Fig. 15A

i1bebAy @se g agf apaferdadabadhadytand diicd thBodiment
being an imge diagramof a part a of the data body.

ofFt8e pbeksnd fhowghagh of recording medium creating
software executed by a conputer which is a device for

creabigg 113ifsegofﬁéw&é@@iotf”kéﬁkoghéﬂbﬁué&%%@gléga for

this system Fig. 17 is a confrguration diagramo
engh LSk aSORLRRL A L2 g ePERLgUL LIRS stemh.
oD L8, o 1R LU LB O . cor
CORFFEEEN%E NﬁNE .LS [0031] a recording medium for
ArstHFodeTBRO=

Fig. 13 is a configuration diagram of a digital contents
illegal use preventing system according to a fourth embodiment
of the present inventicon.

Fig. 14 is a flowchart of reproduction software used for
this system.

Fig. 15 is diagrams showing a contents file of this system,
Fig. 15A being an image diagram of a data body and Fig. 15B being
an ilmage diagram of a part o of the data body.

Fig. 16 is a flowchart of reccrding medium creating
software executed by a computer which is a device for creating
a recording medium for distribution used in this system.

Fig. 17 is a configuration diagram of a digital contents
illegal use preventing system according to a fifth embodiment
of the present invention.

Fig. 18 is a flowchart of reproduction software used for

-

this system.
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100 digital contents illegal use preventing system
101 managenent center 120 digital contents reproducing
devi ce 140 device for creating a recordi ng nmedi um for
di stribution 200, 300 digital contents illegal use
preventing system 210, 310 delivery managenent center
220, 320 digital contents reproduci ng device 400

digital contents illegal use preventing system 410
DESERAJemeNt OFeREFERERQEANYMERRLEONt ent s repr oduci ng
device 500 digital contents illegal use preventing

[osgstem 510 delivery nmanagenment center 520 digita
contents reproduci ng device BEST MODE FOR CARRYI NG

QuT %HE '“@E%Hl&¥h%08§81uﬁbfsk”8§E€£%bg9§oﬁ"b0di"Ents
of t ed.

e present 1 nventron are descri Enbodi nent 1

17 3] ALl | LpYgAt |
17 [9883] Q%&ifékeéﬁﬁﬁgﬁﬂgnilﬁégéPeugéE?gg§e%ﬂgﬁg Eggtem

is first Scribed wth reference to S.
: com 30t i FrafdPhbEE Bb B0zt TG cyet em as shwn in
Fig.1}0 in&kg?{gg goﬁ@@ﬂk@”%%ékggucing device
1490 device for creating a recording medium for
distribution
200, 300 digital contents illegal use preventing
system
210, 310 delivery management center
220, 320 digital contents reproducing device
400 digital contents illegal use preventing system
410 management center
420 digital contents reproducing device
500 digital contents illegal use preventing system

510 delivery management center

520 digital contents reproducing device

BEST MODE FOR CARRYING OUT THE INVENTION
[00632)]
Hereinafter, the embodiments of the present invention are

described.

Embodiment 1
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di agram of a device for creating a recording nmedi um
for distribution used for this system Fig. 2 is a
flomchart of reproduction software used for this
system Fig. 3 is a flowhart of an interruption
program for user registration which is processed by a
control section in a managenent center of this
system and Fig. 4 is a flowhart of an interruption
[0%¥%bran1 for piece data delivery which is processed by
the control section in this managenent center. [0034]
A di&i farstormleptsnent eghl tiig e hrevht i ngeRysPR 2061 TST
as shown in Fig. 1 is a systempreventing a contents
de$itrébed witherofdragcaetpuliigsr di sndi Butibrda Whigha
has been distributed to a user for a rental purpose
coffbgubet hgnudedgirbinegdl bydiFheal obprtends iLéhneghli gse
the contents file, not the recording nedium for
préirehtihytd it e bksedwn (0085 . Thi snsystienbasacaliagication
structurconprising the recording nediumfor
difishhi bet hoRe@ien WhrchHraacongeat setbkaihavinagihmader
information a and a data body b is recorded with part

a19friBeridat asbedysb ﬁﬁﬂ%tﬁggtgﬁﬁafiQUiEtﬁg,aaflowchart of
managenent center 110 18 (el ectronic equi pnment) which

re#ﬁ0898998ﬁ§®fﬂﬁﬁﬁ§u£§ﬁf@@%ﬁﬂ§§ysEEﬁJﬁﬂdJ?%%h?@l@&chart

he contents file on the recording medi um

of O aaLr LY PROOF ThedRr FETT BSPARRACIGRaITASD 52
SUET ST RORUTE T ey
system, and Fig. 4 is a flowchart of an interruption program
for piecedata deliverywhich is processedby the control section
in this management center.
(0034}

A digital contents illegal use preventing system 100 as
shown in Fig. 1 is a system preventing a contents file on a
recording medium for distribution o which has been distributed
to a user for a rental purpcose from being used illegally. The
object of rental is the contents file, not the recording medium
for distribution o itself.
[0035]

This systemhas abasic structure comprising the recording
medium for distribution o on which a contents file having header

information a and a data body b is recorded with part of the

data body b {(omitted data) omitted, a management center 110

18



L]

i n advance, and which can deliver the rel evant piece
data d via a communication |line O, and a digital
contents reproduci ng device 120 (data readi ng device)
which is a device used when the contents file on the
recording mediumfor distribution a is reproduced and
copi ed, having a function of intercomunicating wth
the managenent center 110 via the conmunication line
(el 8ct0036] eTheprantunitciati s hianegbmestanewmedor managing
wireless internet |ine such as a digital line
thenct uli pgt aBnOPE| Clad coONTRINE €atilan orl ithe ercaraliog medium
line including a telephone line, or a line

fota»hqré%'qiﬁoutqg!ng&,c Sh¥hAGna LILEL £ 4 8 MRS =3:19Ra) £ BHE Bg@%ted

igita broadcasting or satellite broadcasting, an

dathi Snd S 4SeEi 40 1 A ENd N 8H6 AMURIGC 3L KR BRTEEN of the
t he managenent center 110 and the digital contents

da?g%ng% _”%hQ?E’éfé?vé%P-th@@ch dhe riecarding Bl Whepared
or di u

tribution a is a general recording nmedi um such

. d .S, i t ar di :
Y o 47 LBt i s b s th sy o e
whi ch is data_ of sic vi,ng.i nage, static i mge :

2 GOBIN i1 on LERE RarB i Oh A CPLIGPT BT & FePFedderny device

information,a containing .19 reproduction i.nformtion
12l GhF SRR R SUIEE | AT boBY 45 Y HtUSEGAERR she contents
i nformation such as a contents ID assigned to this
fidaten Hwlydasomtirg Nesizadfessdi sk biation ®fls geproduced
managenent center 110, and after the header )
anfinfePrati o2 dladdd t et en Koy 1 i@ mBHEGAT & with the
respectively, the contents file obtains a data
management center 110 via the communication line B.

[0036]

The communication line B is a wired or wireless internet
line such as a digital line including an optical communication
line or analog line including a telephone line, or a line
transmitting/receiving an electric wave signal such as digital
broadcasting or satellite broadcasting, and this is used to
perform intercommunication between the management center 110
and the digital contents reproducing device 120.

[0037]

The recording medium for distribution o is a general
recording medium such as CD and DVD. The contents file on the
recording medium for distribution a has the data body b (data)
which is data ogznusic, moving image, static image, texE, game,

scftware or the like, and the header information a containing
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e

structure in which part of the relevant data body b is

omtted. At the beginning of the data bodyb, starting

| ocation information indicating a starting |ocation

of the relevant data body b is recorded. The | ocation

information indicating in which part of the data body

b the omtted data is located is a data length or a

time fromthe starting location infornmation to the
repnptitetiopaintfoRepricdudcoironep ndduodt ¢ driviiss danaddodgds and

value to be read first or the like. [0038] The
conasagenerioreentien d16hiss a erieart OPBraisdydng aoperisodata

doi ng a business in which the data body b on the

boleaOrdidg wWedi 4AHr&or Oh 8éFhdbtddOnsr ithd eahedehend center
user and a rental fee is collected fromthe user

110N48{q aF g’ LREEU,NS! WeeR @ 1W3eh AN t3% QWRETbo®) b are
copyr|ght or the like of a copyrighted work contai ned

ean{ﬁPQd d@éépgeéyvely!ntﬁéecéheaﬁ@s f@i@rsﬂeslﬂynsragta

denotes a piece d DB (an auxiliary menory
stfEstas ﬁ%@gﬁggrgpégfcﬁégﬁgp .ngQ?ﬁt%%Qiabgégéya%'8@ltt9d
Atﬁgﬁéﬁﬁfgﬁﬁéﬁﬁé%SES%h% reﬁ?¥§edt%§#ﬁgy PGS L Ehe8ERation
En g ERE S 3 C SE dir e o3 O ek oy L HeS Rl TR 13

r ef nce numner al 114 denotes a user_, information
re%ﬂr%gch e rl aGforIratiioR e e do laed id 9 ﬁPoi‘“Héfl?E part
such as authentication and accounting based on th

of gt dafropralibrihesorétbededakaduederrared 15 et @@éﬁcéength

nunmeral 115 denotes a software DB on which the _
Or repLBEUET B NSOF EBEENG location information to the omitted

part. Reproduction information is an address value to be read
first or the like.
[0038]

The management center 110 is a server operatedby a person
doing a business in which the data body b on the recording medium
fordistributiondaisrentedtoauser andarental feeiscollected
from the user under an agreement between the user and an owner
of copyright or the like of a copyrighted work contained in the
data body b. In the figure, reference numeral! 111 denctes a
piece data DB (an auxiliary memory device) on which the piece
data d and a decrypticn key c2 necessary for decrypting the data
body b of the contents file are recorded in advance, reference

numeral 112 denotes a control section such as a computer,

reference numeral 113 denotes a communication section for
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and a decryption key cl necessary for decrypting the
header information a of the contents file are
recorded in advance, and reference nuneral 116
denotes a nenory section such as a hard disk. [0039]
On the menory section 116, in addition to basic
programs such as an operation systemas a server, an
interruption program for user registration as shown
peird oing ng3commnui ht &t kopt irerd queogreamiméonlrept dduotiesna user
sof tware downl oad not shown in the figure, an
infotrewrciphn 08 proghdrhf aisepi ead odtatad idel iiwenry cas dehiownd
in Fig. 4 and the like are recorded. The contents of
inthese tpragsass asvalithbatdeserbheshd atefourByimyy baessdi &g the
these progranms in the control section 112, this
usser VaFoex8E i snai§ LNEdd 0fe dSs d e n tBTENE M £ GeIH® numeral
110. Furthernore, on the nenory section 116, data

118€8888REY £OEoHERATE CHB Sd aln %h AL e g ANd Ak ftware
necessary for reproduction application processing are

anﬁeﬁoﬁg%Qypﬁhgg4Q£?gE§ B@E%%%%?glgggngkggb?ﬁgn N®he header

correspondi ng contents file e i ece

in‘%@&ﬁa@igﬁ %Q)ef Bhgcceorgtaérﬁ: i&%laﬁrér %SCO%C@/d gﬁ' Q(Qvgx@éeez, and
contenfs 1D, 'a correspondence rel ati onshi p between 1
regcsont ent s, bl & gnidbe recording mediymbor, oy s o narg
5|5Fr|8u?|on a and(%%e%b|e§e JataYdsn ﬁgnp?%ge tatha
di 111 coincides. Simlarly, a user ID and a player
PD’of a correspondi ng user are added to the user
Oigfgrnation on the user information DB 114. Thus, by
[0§gP g the user ID or the player ID, a correspondence

relati onship i , o .
On the memory section 116, in addition to basic programs

such as an operation system as a server, an interruption program
for user registrationas shown in Fig. 3, an interruption program
for reproduction software download not shown in the figure, an
interruption program for piece data delivery as shown in Fig.
4 and the like are recorded. The contents of these programs
will be described later. By processing these programs in the
control section 112, this server exeris a function as the
management center 110. Furthermore, on the memory secticon 116,
data necessary for user registration processing and data
necessary for reproducticnapplicationprocessingare recorded.
[0040]

The contents IDindicating the corresponding contents file
is ;dded to the piece data d on the piece éata DB 111. Thus,

by using the contents ID, a correspondence relationship between
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between the user and the user information in the user

information DB 114 coincides. [0041] Since this

managenent center 110 confirns (nanely,

aut henticates) the user ID and a password and in

addition, confirnms whether or not the player ID

coincides before transmtting the piece data d to the

digital contents reproducing device 120, the player
theDcbatahsg setubnf e preveMing nddadal rots st{OAion o

The digital contents reproducing device 120 is a
angeiey Bl e PeIHROS @ GOHRE e dés®it DYnting disicidds ! h&imilarly,

figure, reference nuneral 121 denotes a contro

a 966LI DM a1Ch BSaCRY, 1D er %BQ%e@kb%ﬁ@hglagegeﬁﬁé &dkd to
out put section such as a nonitor "and a speaker,

th%elﬁ%?rh“r?fﬁh@h%n Le3cdenaies 1%&9{%@&9@35%%' onI‘hus, by

such as a keyboard and a nouse, reference numnera

usqgggg sQrﬁﬁpépgﬁ%&%ﬁﬂggngc%Pgoﬁfgg#gﬁde?ﬁerelatlonshlp

FaFTting t respec

eC80L 00, R0 Lot 5L Bt an 2 304 ek oM son

erence nuner tes 'y
( iliary. storage section) such as a hard dISk and
bB i#érgﬁ&8¥ﬁ3ﬁ§ral 126 22 denotes a comunication
section for perform ng communi cation. [0043] On the
[Oﬁéﬁéry section 125, in addition to basic programs
such as an operation systemas a conputer, the
repr D40ERI BR1SsBRRAEPESRE SRBWATI A1Ri gonfirssy dagredd.

Thi s reproduction
authenticates) the user ID and a passwcrd and in addition,

confirms whether or not the player ID coincides before
transmitting thepiecedatadtothedigital contents reprocducing
device 120, the player ID is also useiful for preventing illegal
use.

[0042]

The digital contents reproducing device 120 is a
general-purpose computer used by the user. In the figure,
reference numeral 121 denotes a control section such as CPU,
reference numeral 122 dencte an output section such as a monitor
and a speaker, referencenumeral 123 denotes anoperationsection
such as a keybcard and a mouse, reference numeral 124 denotes
a reproduction and copy section reading/writing the data with

respect to the recerding medium for distribution a and the like,

-

and reference numeral 125 denotes a memory section (auxiliary

storage section) such as a hard disk, and reference numeral 126
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software is chargeable or free software downl oaded

t hrough the communication line (3 fromthe nanagenent

center 110 under the condition of user registration,

and application software necessary for reproducing

the contents file on the recording nediumfor

distribution a. Furthernore, the player ID assigned

to the reproduction software is transmtted fromthe
denahagarentinupé sl onl et bl ohel gt pemf ogedtidogonpgnication.

together with the relevant reproduction software to
[Obé3stored. Further, on the nenory section 125, the

pi ece data d, the decryption keys cl, c2 and the like

whi chn harenbeer vt s eashbh t1exh f Hanailet ranage ivesti ccpnbgrams

110 are recorded, and rental information indicating a
suéﬁné§|anp8$é§§t§6ﬂ tPetbinkesanecoapotded. th8044prdhection

contents of the reproduction software will be

soflengribed shalisr inTheqDr 9cessiBds 0feliNi Srisnd t¥eodlVction
the control section %21 allows this conputer to exert

sog{?\ﬁai‘g ncd IC?.I%[‘C%%E (ﬂk ¥dal soeentent éoxﬁﬁpéé)@é’&'ﬂ?ﬁough the

evi ce 120 e operation of the |g|ta

tent [ t d

cof8UHEERFI bl Hobyh HorhE Praade Bt mpre St KBz ene

f.this, th ti .th L
coﬁﬂﬁa'sﬁra%- pr fﬁéﬁégﬁréﬁfap%%ﬁﬁa%Pé”f%gsr Sbcrag adre

d h t.ent f th t .
ne S RRA ST ot & AU EH DGR e dide o FiEeEepRECing

operation section 123 of his or her
medium for distribution a. Furthermore, the player ID assigned

to the reproduction software is transmitted from the management
center 110 to the memory section 125 together with the relevant
reproduction software to be stored. Further, on the memory
section 125, the piece data d, the decryption keys cl, c2 and
the like which have been transmitted from the management center
110 are recorded, and rental information indicating a rental
period and the like are recorded.

[0044]

The contentsof the reproductionsoftwarewillbedescribed
later. The processing of this software by the contrel section
121 allows this computer to exert the function as the digital
contents reproducing device 120.

[(0045]

The operation of the digital contents illegal use

preventing system 100 configured as described above is described
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own conputer (conputer equivalent to the digita
contents reproducing device 120, which is in a state
that the reproduction software as shown in Fig. 2 is
not downl oaded) to access the nanagenent center 110
via the communication line O and to request user
regi stration. The managenent center 110 processes the
i nterruption programfor user registration as shown in
an#iig.cchjuntc@icooe fahde, wiltdopdr st F egoédihe mak gemershicester
the data necessary for the user registration to the
11 0otk erpdrs2l)on THetkafdbgital heontsertd mppteducingr device
her name, address and paynent condition, "a bank
128¢ G EhBUID e e s @ fCfiBdlirte s cd iRMEPEH g PEmBizsr DHeBerShed.
etc." as displayed in a user registration screen
robhspugh the operation section 123 of the conputer and
transmits this registration data to the nmanagenent

cent @f o 110 ViR the o s COTMUGA 1R Eée‘é‘ll%gl l%ﬂ"%‘f nider her

managenment center 110 creates a user

an
owﬁaiﬁc?ﬁﬂgﬁ?eﬂ:” 881%%{1 g ?HW&EQ&EH%StEotﬁgga%ﬁE?lt B8ntents

user I'n the user ormati on

.h h.th .
repﬁ?gﬂléipggoc%et er}%t whilh:e o% hSt %g%th%%t@n g%gﬁuctlon

on ( e re

so%%waa{e??g‘ﬂ?h%ﬁ% Kag 2 i n@aa%%i}sm s th%cegss the

(s23) . Then, the processing of the interruption
nappgghant Zemerr LERN ieddh s CPRREBA CRE Lo M iR anﬁh@ gggpest

I D and the password may be inputted by the use
USREERPESEEakéPBel fThe %@Wﬁ%ﬂ%fcerﬁ%@? 1=Je%|1§¥?%\%$%%5 the

[0047] Thereafter, the user operates his or her
1n§@ﬁ-§gp§popop§@g§g1g for user registration as shown in Fig. 3

inaccordancewiththis request, and transmits the datanecessary
for the user registration to the computer (s21). Thereaftér,
the user inputs his or her name, address and payment condition,
“a bank account number or a credit card number of his or hers,
etc.” as displayed in a user registration screen through the
operation section 123 of the computer and transmits this
registration data to the management center 110 via the
communication line B. Then, the management center 110 creates
a user ID and a password in accordance with this to register
the relevant user ID and the like in the user information DB
114 togetherwith the registrationdataasuser information (s22).
Cn the other hand, the relevant user ID and the password are

-

transmitted to the computer of the user via the communication

line B (s23) Then, the processing of the interruption program

24



t he managenent center 110 and inputs a request for the
downl oad of the reproduction software. At this tine,
the user ID and the password are required. Then, the
conmputer of the user transnmits the request to the
managenent center 110 via the communication |line O.
The managenent center 110 processes the interruption
program for reproduction software downl oad in
fendemdangesthrehliohiis Feguebed. r Hususar thend the password
reproduction software and the decryption key cl on
may hiee sofpwietred DE Th%, vard himashiftsr tdmeselD datheahe time of
conmput er of the user via the communication line P
usdhenegiheraeponducti on software as shown in Fig. 2 is
downl oaded to the nmenory section 125 of the conputer
[oand)installed. At the sane tinme, the decryption key
cl is recorded on the nmenory section 125. This makes

t he cRaPYL efei NiO R dbght 2t c §ONEAIY Ber RRERGG tWaccess
devi ce 120. [0048] When the recordi ng nmedi um for

th&in{d QUHd 0N 8nkc @ rSEL 0 Idhd fLH?uE %1 Qg%%'sané‘P dclféoﬁkﬁwn icad

section 124 by the user and the execution of

ofr€ﬁé098§£68uc§féﬁmgéft pe@g; %JstQH%ed'Qh%abser ID and
12

content’s reproduci ng EVICE rocessés th

th%.é§¥gaérga€r0d¥géhon SOff 'tﬁgu%o é? dbCIuser

prays list” show hg a repro ng
s cont ai hed

d
trg%ﬁ%ﬁ%ach%ngéﬁ?aéogteﬁﬁ?h%a%agsm?nEeE%.Eﬁflii Hfdnree
t he list is displayed on a screen of the rel evant
CO]F“@BFb%gF—% llﬁ}%ﬁer J{l? Le nanggaant cratesnt EhiroGasses the

. having a predetermned flag hoisted, which indicates .
lnFﬁ5¥uﬁt?@BrBHQEF?@anBpF?EE?gBﬁtIOH software download in

accordancewiththisrequest, readsout the reproductionsoftware
and the decryption key cl on the software DB 115, and transmits
them to the computer of the user via the communication line B.
Then, the reproduction software as shown in Fig. 2 1s downlcaded
to the memory section 125 of the computer and installed. At
the same time, the decryption key ¢l is reccrded on the memory
section 125. This makes the computer into the digital contents
reproducing device 120.
f0048]

When the recording medium for distribution o is set in
the reproductionandcopysectionl24bytheuser andthe execution

of the reproduction software is operated, this digital contents

-~ -

reproducing device 120 processes the relevant reproducticn

software, and outputs and displays data of a play 1ist showing
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has been made, is displayed on the play list. Then,
based on this play list, whether or not reproducing
operation has been performed is determ ned through
t he operation section 123 (s2) [0049] If it is
determ ned that the reproducing operation has not
been perfornmed, then it is determ ned whether or not
readi ng operation (operation of DI SC LOAD) of the
2 rErsrcdiugg e dilavdorndismntigsutdoant entifasdydained in the
performed through the operation section 123 (s3) If
retligeyagper st otuof 1 O SCIL@ADeics1 Pee botped,sadigipral22. Then,
contents list showing a contents file for which
thregpl @guckitdrs dappl & gatlioore haseanto fhgen reddeans reproducing
out putted and di splayed on the output section 122
plEsAr Namely,Nave 1, the dest¥pthon keyiatlingof gieletermined
menory section 125 is read out, the header information

flagPhodseant eph schileamidted he A3 gdedershnedi &h agbgittcation

hoi sted anong the contents files on the recording

haBoul fighedi SETd PAL1 Ofed & $HLAD QUL 18R] dRGENPUSLL ey on
by using the rel evant decryption” kéy cl to read out

thﬁ%}[‘%ﬁ% t 15 0torpalion, &?{;gﬁ%g:'y‘??p“:gﬁh?ﬁnﬁ%ﬁ@g%iOF?fi’?_g 'been

ion a and to e“contents

Theregafter., an licatjion.for .
oo dbtincttt o tor st Shr laf RSB EE iR s s BRes12)
[ddfg]is performed by the user, the decryption key cl

on the menory section 125 is read out and neanwhile,

t he ader .information a of the contents file on the

ocord e HEOTGRTEBIEAHSE R Ut Ko ST ol GURE Hgon has

decrypted _ by using the relevant,decrygtion key cl to _.
nqte%%e%@lertfwé%t BheR it is determined whether or not reading

operation {operation of DISC LOAD) of the recording medium for
distribution o has been performed through the operation section
123 (s3). If the operation of DISC LOAD is performed, then a
contents list showing a contents file for which reproducticn
application has not been made is outputted and displayed on the
output section 122 (s4). Namely, while the decryption key ¢l
on the memery section 125 is read ogt, the header information
a of a contents file with the predetermined flag not hoisted
among the contents fileson the recordingmedium fordistribution
o 1s read out and decrypted by using the relevant decryption
keycl to read out contents information contained in the relevant
header information a and to display i1t on the contents list.

[0050]

Thereafter, when an application for reproduction of the
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informati on contained in the rel evant header
information a. Then, based on a WEB address cont ai ned
in the relevant contents information, the contents |ID
contained in the relevant contents information is
transmtted to the managenent center 110 via the
communi cation line P. In this manner, the execution of
the reproduction application processing is
cartamgrs titide. oa fA65tPnThetpabageneatpeeidatied 1y the user,
processes the interruption programfor piece data
thdelexverptasnshowrli BnFilge memoeBeckt onl BAES Dkatihgut and
data necessary for the reproduction application

neRhAEE9%, NEhi B ddie s ARARRY tS86LA OF LAE Ak d4@NSNIlSon the
it to the digital contents reproducing device 120 via

retc%%dg;agﬂ{agp&ggn?@r &iigkefi%gﬁ&ﬂ o §§S§ga8nﬁégiaf)rﬁ?gztet%srypted

the ents reproduci ng device

B0 DL 0 TG O SODLE L] D518, O

intlf%%a%%%ﬁ I%toir&lali e!dn H%t 3 %ir (1):3 ?Llfgf%tngs h%ar r;:ta)a}lél Oerri Qctql.r?él a.

rough € operation sec
reproducti on i cation screen (thi etermnes a
B RS RATRER Fhreyy CORRG FrAaT § Enbr S R (Rgen s

. I.D and .the password 27 through the operation section
infoymal 190y @ FEELIESH SapPIcPRAFI ISR b thfer f B BRAF fpntents
. medium for distribution a (s6), the digital contents
integFedienngs dedreditiedshpfihe mABagrBsRAYCREPULl 18f via the
the output section 122 to an authentication screen,
coptiving ceftéon line B. In this manner, the executiocn of the
reproduction application preocessing is transmitted.
[0051]

The management center 110 processes the interruption
program for piece data delivery as shown in Fig. 4. Then, it
reads out the data necessary for the reproduction application
processing from the memory section 116 and transmits it to the
digital contents reproducing device 120 via the communication
line B (s31}. BRased on this data, the digital contents
reproducing device 120 outputs and displays a reproduction
application screen on the output section 122 (s5).

[0052]

Thereafter, when the user sequentially inputs or selects

a rental period through the operation section 123 as displayed

-~ -

onthe reproductionapplication screen (thisdetermines arental

amount of money), and finally inputs the user ID and the password
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inputted application data is transmttedto
t hemanagenent center 110 via the communication |ine
a. At this tine, the contents |ID contained in the
contents information of the header information a on
the recording nediumfor distribution a and the
pl ayer I D on the nenory section 125 are readout
andtransmtted to the nmanagenent center 110 together
thypughttHee gpgripéaenore daten 1%@7%5 a] pEBR}dUtiel ol ARG kR 1 on
center 110 confirnms the authentication of the user
ofr ehat ragotditbenapplm cid i ohi tsB)utiddamel {56)wi thhe digital
reference to the transmtted user |ID and player |D of
conhentiserepebdugihbedeasicei h2orshat fon Oie thisyledevariput of
user is read out from the user information DB 114,
thanduvpethescorondizd he aal evenént USetids @rrewt hentile the
user is confirnmed. At this tine, the nanagenent

ingemnten abk) ihas idh Advanse rinepaneddad tisé mehagement center
I nappropri ate persons Wi th nonpaynents of rental fee

1170 ¢ t@ﬁ@ c&ﬁm@%r tf&hpﬂﬁg§}§rnh9ﬁ%h @rtﬂﬂﬁéddﬁénts

in the user mat | on tion to
IDtQ%P%%HB%HFhﬁakh%nCO%Q%%%%nﬁnWB?hﬁ%lonOBfn%h %%a@%%r
f s under the l'ist of inappropriate persons
. f t t . of t
<SP (g Al TR B o
confirmed . tha

thFﬁé%%nﬁlch %ﬁm%ggﬁy n%B%%n&?IC u%%%do&%%%d%%a&%mltted

ser
tog%leh?n%tnla%elflnse%rt ggrtltear F?Lelrosgog\é\'{ggef:av!r:ﬂt% %ngagprt){]l n data
{s7).
[0053]

The management center 110 confirms the authentication of
the user relating to the application (s32). Namely, with
reference to the transmitted user ID and player ID of the user
etc., the user information of the relevant user is read out from
the user information DB 114, and whether or not the relevant
user 1s an authentic user is confirmed. At this time, the
management center 110 has in advance prepared a list of
inappropriate persons with nonpayments of rental fee more than
oregqual topredeterminedtimesorthelikeintheuser information
DB 114, and in additicn to the authentication, confirms whether
or not the user falls under the list cf inappropriate persons

(this confirmation of the list of inappropriate persons is

arbitrary) .
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I nappropri ate persons, the rejection of the
application of the wuser is transmtted to the digital
contents reproduci ng device 120 via the comrunication
line O (s33) . Then, the interruption programfor
pi ece data delivery is finished. [0055] On the other
hand, in the case where it has been confirnmed that
the user relating to the application is an authentic
[Qse¥] and a person who does not fall under the |ist of
I nappropriate persons, with reference to the player
| D ofIirt hire useye ghetrhetle kenagaseatntemger 4 ilebas dexth Dirmed
the user information of the user on the user
tHatf ohaaidcanrBBatidg ththe adgih dafieireneeard anbhi€hentic user
contents |ID, the piece data DB 111 is searched to
orf @ddaQihehiecdaseypbhon Jedsdi? vaid fthhespheaerdata@ st of
corresponding to the relevant contents ID, and to

1A @A dhepetachie @i gidale GoneREStKERRAUCaRd on of the

device 120 as a reply indicating that the application

I nformation 1 ndi catl ng ental period and t
ich are contained.in the .a i cation data via the
12§g§mn*?eeaf:98ﬁurlﬂﬁé%ops%w}e p ?ﬁ%ﬁ{ ¥ ﬁ%elnpr bedkl g ptton
e interrupt program far, piece a delivery is
PHI9fadh Fngﬁéﬁ é%i&Héé%ﬁg¥ﬁ%§jh%éqﬁﬁhﬁ%‘up based on
the user information DB 114 for every predeterm ned

[Q%ﬁﬁ%d, and is charged to a bank/a credit card
conpany 130 or charged,directly to the user, so that

the (¥eFherdiitepantnelt flrgertd e rEctbiits BRepayr firmed
thlant ?:he user relating to the application is an authentic user
and a person who does not fall under the list of inappropriate
persons, with reference to the playver ID of the user or the like,
accounting is recorded on the user information of the user on
the user informationDB 114, whilewith reference to the contents
ID, the piece data DB 111 is searched to read out the decryption
key c2 and the piece data d corresponding to the relevant contents
ID, and to transmit them to the digital contents reproducing
device 120 as a reply indicating that the application of the
user is accepted together with the rental informaticn indicating
the rental period and the like which are contained in the
application data via the communication line B (s34). Then, the
processing of the interrupt program for piece data delivery is

finished.

[0056]
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conveni ence store or the |like. Furthernore, in the
case where the nmanagenent center 110 is connected to
the bank/credit card conpany 130 via the
communication line R it is obviously possible to

i mredi ately settle accounts, too. [0057] Thereafter,
upon receiving the rejection of the application of
the user via the conmunication line 0 (s8), the

di gi Bk CONtEEE SrePEORNEHNGD IR GE oh2Oh OUlUt S n&BEmation
di splays an error nessage on the output section 122

DB(lslgﬂ for%éﬂﬁp@éﬁ@fem‘ﬂﬁﬁgd p\@}eﬁ)d hgn@iiecendpfdq ¢t Bank/a

the like are received via th conmmuni cation line O

créa%cgf@ CBE'@‘Q&E/GI% Red.fL eaégitlg@d;%alﬁgto £ hge!}:heso that

decryption the piec the rental

th% Qg%@k&:gﬂgﬁe?sr%88"Qﬁgrﬁjgy&geaﬁ‘eﬁ%%@gﬁ%% E%%g51t in a

e Sane t using a € Ionh o
ut er at a g;a m _ssion dat and ti

copypEREPH et ore tcﬁe%ﬁsn%% S € B hS e Hpere

list is updated, an utted nd gls e
thg RaraSelBE e G Titsd 140 Thar R 1 nanere iy Sredit card

contents file mnth the piece data d obtained is
COHPa Bl dyédv ion thReomataiart 1opl e Bst t(is1 gbvi@esRy possible

Thereafter, when the reproduci ng operation of the
tocémrediatedy spt&lpsapepubEfedtBased on the play |ist

t hrough the operation section 123 (s2), the digital
[O86rtents reproduci ng device 120 reads out the

decryption key cl on the nenory section 125, and

nmeanWhekeaftery eadsnoveceheingatee rafoctabtnonfathe

relating to
application of the user via the communication line B (s88), the
digital contents reproducing device 120 outputs and displays
an error message on the output section 122 (s9). On the other
hand, when the piece data d and the like are received via the
communication line B {s8), the predetermined flag is hoisted,
while the decryption key c2, the plece data d and the rental
information are recorded on the memory section 125 (s10). At
the same time, by using a clock function of the computer, a piece
data transmission date and time is recorded on the memory section
125, Then, theplaylist isupdated, andoutputtedanddisplayed
on the output section 122, so that a file name of the contents
file with the piece data d obtained is displayed on the relevant
play list (sl).
[0058]

Thereafter, when the reproducingoperationof the contents
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the relevant contents file on the recording nmedi umfor
distribution a and decrypts the header information a
by using the decryption key cl. Then, the data body b
on the recording nediumfor distribution a is read
out by using the reproduction information contained
in the relevant header information a and is
reproduced whil e being decrypted with the decryption
£ ikeyi82peBfoihed MRIBYY csethé Cﬁlak?ii(sftlihrou?ﬁ aeldiddeamtion
while the starting location information of the data

sckedyrbion the) | eans Qiﬂ?}lﬂg'ldemteBQrs géﬁfécﬂ@&'lh@r}j@viée 120
read out, the plece data d on the nenory section

r el s’ Sﬁg 191'1@ and-fhe gowati pg of t§1§ﬁ'éﬁmor§fngégt95ﬁ 925, and

time fromthe starting Iocatlon I nf ormati on
t t d J
R SRR, L5FO L0 PR AL, DB B57 S9 AL <
t f hed d t d
tht%ﬁﬁg&'r%vt% 5o SBARETOE e cdgra Boagh s P Ebo R Tk

, %ult of this determi nation, when it is detern1ned
dlﬁﬁétl UtReTc Bunes rfbeqfsvmém%}?eaeaﬁ@rt kefernetéanpatty oring
dat a_body i.s recogni zed, the piece data d on

th?h EEEHBH:O%e]&?Y&% 128DeR, thadlaii bosly Phetdme tegording

data contained in the relevant piece data d is read
meggiimagor e sdatidwfiarhe bwireteedopartty o ithethelrepamduction

data body b and is reproduced while being decrypted
ingpgrRathen dektyprednrk&pecye bavahe hesdsry iséorirehitps and
~ (sl 4) Then, the 31 data body b on the recording
lSnE@@nﬂdﬁQeddﬂﬁﬂﬁib@ﬂh@ndacrgpteddwﬂduthagdénrapdibs key c2

subsequently reproduced while being decrypted wth
ontthes dencypisieart ikeyl 2 (ehl) he Mreadry tdeat ivin 12bhésta)rting

This reproduction software programis finished upon

loeadiphotessimgtion of the data body b on the recording medium

for distribution a is read cut, the piece data d on the memory
secticn 125 is read out and the counting of a data length or
a time from the starting locaticon information to the location
information contained in the piece data d is started ({s12).
Thereafter, whether or not the countingis finished is determined
(513) . Thereby, theomittedpartof thedatabodyb isrecognized.
As a result of this determination, when it is determined that
the counting is finished and the omitted part of the data body
b is recognized, the piece data d on the memory section 125 is
read cut and the omitted data contained in the relevant piece
data d is read out as the data of the cmitted part of the relevant

data body b and is reproduced while being decrypted with the

decryption key c¢2 on the memory section 125 (sl14). Then, the
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by the user. (0059] Furthernore, the reproduction
software, in addition to the above-described basic
function, has a piece data managenent function which
is resident in the digital contents reproducing
device 120 to manage the piece data d when the digital
contents reproducing device 120 is turned ON. This
pi ece data nmanagenent function manages the piece data

dak @mddyebnemtrhe seehiren nti2hedivhi Feridi OBt NSidh o is read
di fference between a piece data transm ssion data and

outi sadndand Y abkcdake taRdrép ABdaseaniel iapsednpeldbypted
froma time point when the piece data d is

witaBBBlddadp At WeeR2 bhics Racdhes skheibental (ReEH0d g
contained in the rental information, it is determ ned

ré&{a}tﬁﬁléﬁﬂoﬁ{ de refiatrResteptal perd %sl%e%{‘e% heeRb85Ffocessing

d and the decryption key cf’on nory
pP&Gld Q25 are del eted, while the predetermined flag
is haule down. [0060) Thus, in this system 100, even
the user operates to reproduce the recording
medi'um for distribution a by using the digital

contents.repraduci device 120, the _data body b of .
Che. USRI N TR s SR bR P ngoReRr Lt b Sadition to
di stribution a cannot, 32 be reproduced unless the
thfsaPo¥Br apRsTthed Naste dupstionr dit R 1ormagénaranagenent
center 110 as an authentic reproduction applicant. In
Tyt arahhérh theasdfsetaip, the |dé@a|tads@oa§erlhé reproducing
contents file on the recording nedium for
deyiisia LBAt fomaaasenthe preseniadd. d when the digital contents

reproducing device 120 is turned ON. This piece data management
function manages the piece data d on the memory section 125,
while it obtains a difference between a piece data transmission
data and time and a current date and time as an elapsed period
frem a time point when the piece data d is transmitted, and when
this reaches the rental period contained in the rental
infofmation, it is determined tobeoutside of the rental pericd,
and the piece data d and the decryption key c2 on the memory
section 125 are deleted, while the predetermined flag is hauled
down.
[0060]

Thus, in this system 100, even when the user operates to
reproduce the recording medium for distribution o by using the

digital contents reproducing device 120, the data body b of the

contents file on the recording medium for distribution a cannot
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In addition, with respect to the contents file whose
rental period has passed, the piece data d is
del eted, which can prevent secondary illegal use.
Furthernore, even if the recording nediumfor
distribution a is copied to another recordi ng nmedi um
for distribution by the user, since in the contents
file recorded on the another recordi ng medi um for
bedirsprodutedninldms toproser tdbdmiind cheetiene ceritaaidngdom the
in the header information a is omtted, the contents
nahiekeneatnotnberrepd cdueedauhhessit heepushrctobiraiare tikent .
pi ece data d as an authentic reproduction user.
InThier efeirdiert,ebhibatepdtd ©gali 10seQansalsOthe contents file
prevented. [0061] Furthernore, outside of the rental

onP€hk0de0E bR GT 8EQK Gh oy NEROAL L1 .08 1 Gh S Td OB @vented.

only the piece data d or the Iitke on the nenory

InSRE it 291 £ 8 rdebet-ed AUt OpBhieak k)i 1Vehd € rental pericd

contents file on the recording mediumfor distribution

ha® LERRLES ]R3 bﬁe%%'dEQ%Sd_E%ed%QQEQEESWHJdﬁ can %%event
g I um f-Lor

created by copying the recording ne

. . $ . di e .
sefbBHALR i TRBa0 BRS T ECEPRELRGL LYY 1Pt ED8orging
duce such.a contents file on the recordi ng. nedi um.

repro

mefj&flm S B FPOT 1A JuthERPHESt TR ANCSNEREr farhdER@ Aedium
center 110 and nment of rental fee b i ng.the

£ g1t S BhPY T O PG Sa B tCeI) bt © Fecorded
requi red, so that the collection of charges .in

Ony EE6r GRACE S CREPRELIESCBRAANP dRdF Ceetitatytded c&he

ensured. [0062] In addition, since the charge, ,
repépgppﬁ@opo1pﬁ@rgéﬁ@@ﬁtgontalned 1n the header information

a is omitted, the contents file cannot be reproduced unless the
user obtains the piece data d as an authentic reproduction user.
Therefore, tertiary, illegal use can also be prevented.
[0061]

Furthermore, outside of the rental period of the recording
medium for distribution o, only the piece data d or the like
on the memory section 125 is deleted automatically, and the
contents file on the recerding medium for distribution a remains
as it is. Thus, the contents file can be created by copying
the recordingmedium fordistributicnato anewrecordingmedium,
using the digital contents reproducing device 120. In order

to reproduce such a contents file on the recording medium for

~- ~-

distribution o, authenticaticn to the management center 110 and

payment of rental fee by using the digital contents reproducing
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file data body b is designed to be collected in the

reproduction application separately fromthe

recording medium for distribution a, it is also

possi bl e that the recording medium for distribution a

is distributed for free and thereafter, the billing

is perforned to an applicant for reproduction.

Alternatively, it is also possible that the recording
demgdieulr? Of are diestuiitd,| 6o ahias shedecohl ycat o@m Amdidtiges in

of noney relating to this and thereafter, the billing
acksrpanterweeh WHd seespael y 40d &kt cakte £8h be ensured.

reproduction. Furthernore, in the case where the
[ocentents of the contents file recorded on the

recording medium for distribution a are those of a

specil Lagd: book suicheasa cupdicale baoky, Uhe aNtERkencs

of the speC|a i zed book su as the book are

flqb %kﬁ || 3 on&%gﬁ&ﬂ@8t§9ﬁg défi?éﬁ% ?ﬁqg%§?ep%%d%%%lon

con recording ne bution

; h_all epr.o uctl applicatiaon f each
2By 4R e SRR et Ry Sk B PBeaEiye mede En aren
expensi ve specjalized book ready at hone and refer to
dl?FrBPuéﬁﬁpy‘ilngltf or® @éﬁPoBBéFFBﬁe ‘%%‘?’nt e fenonsdi%s 5“6 ium
for each item as necessar using this systemin
Forniiss mabipietion & feudimbyd Ubﬂélﬁ%@§rﬁ@r%dd&?%fterr the
addressed. [0063] 34 Furthernmore, in the case where a
billapgl ifyPef IeaReants i PEBlaFantedsrd&graRdtREion .
recordi ng mediumfor distribution a, fromthe
Alseanapoivet Yof 1Ehes uskgo Rﬁﬁ%ﬂhlﬁaﬁﬁﬁﬁtéﬁnQ;nan§dmmgcmedlum
he or she wants to listen to or view can be rented. On
forhéisthéebution a is sold only at an amcunt of money relating
to this and thereafter, the billing is performed with respect
toanapplicant for reproduction. Furthermore, inthecasewhere

the contents of the contents filerecordedonthe recordingmedium
for distribution a are those of a specialized book such as a
medical book, the contents of the specialized book such as the
medical book are divided item by item and each ifem is recorded
as one contents file on the recording medium for distributicn
o, which allows reproduction application for each item. This
makes it possible to always have an even expensive specialized
book ready at home and refer to it by applying for reproduction
(on a rental basis) for each item as necessary. By using this
system in this manner, wvarious novel business forms can be

addressed.

[0063]
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hand, fromthe standpoint of a creator of the
recordi ng nmedium for distribution a, since the
recordi ng medium for distribution a can be nade into
the one on which arbitrary contents files are
recorded without considering the taste of each user,
fashion or the like, creation costs of the rel evant
recordi ng medium for distribution a can be reduced.
[ 0068 rHeeamoaedesnr tpe i omsofwieded g therl idreatfi ngnaents
recording nediumfor distribution 140 which is used
fitescsieatmddheideear thagedmdiing hedidmsts+ Ut Mt i%on o,
given with reference to Figs. 1 and 5. Fig. 5is a
frbhovbbag t adip@i e cor dinkguledi, ushCieehd Nghnisftvarid e which
executed by a conputer which is a device for creating
hedo ¥ @EQr WhRgs MRAL UBLERrt Abst+i biibdaenpaseqdfef. t BhSthe other
system [0065] The device for creating a
hah86oF HhAgTRd 's%%hh?%i%‘t%f'a@@fe%“&ox%@ tFe a]cfcli%\egfi%agu&%@lium

by a proprietor of the managenent center

d wth d h . . .
oG URAL OB r W K b4 i LG PRt 01T BAPh BBy o
@ PR opRatadn S End TheHar BRUFE B ekt AHe PaRaTa £t les
Bt el e EREUhiwty Gt 0 RIS (Ehe! CoRtai et dgonion

fkhe ﬁiﬁh the pjece data d ée arated is recorded on ,
OTt he®set et et ho et uin@ L dttd TRE tr E€6PERGT medium

medium for distribution a. Here, a conputer is used.
forodéefrribution a can be reduced.

[0064]

Here, a description of a device for creating a recording
medium for distribution 140 which is used to create the recording
medium for distribution a is given with reference to Figs. 1
and 5. Fig. 5 is a flowchart of a recording medium creating
software executed by a computer which is a device for creating
a recording medium for distribution used for this system.
[0065]

Thedevice forcreatingarecordingmediumfordistribution
140 is a device used by a proprietor of the management center
110 or a person concerned with the same, and has a configuration
in which part of the relevant data body b is separated from a
contents file having the header information a and the data body

b, and the relevant omitted data and the location information

therecf are recorded as the piece data d, while the contents
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In Fig. 1, reference nuneral 141 denotes an input
section reading out digital contents froma master
di sk, reference nuneral 142 denotes a control section
such as CPU whi ch processes the recording nedi um
creating software shown in Fig. 5, reference nuneral
143 denotes a recording section in which a recording
medi um such as CD and DVD can be set and which records
fidecwaténtye pilkeeodathedr seprdiangdnédi umcordkdr encéhe set
numeral 144 denotes a piece data nenory recording the
reppedendatealidiseparated tThometbediogntestiten fot disdmdbution
ref erence nuneral 145 denotes anenory section such as
o.2 hard, di skoRPu¥ei chsthged ecor di ngmedi um creating
software is recorded. [0067] Hereinafter,
[oblegont ent sof the recording nmediumcreating software
shown in Fig. 5 are described, and in addition, the

oper ahi®fy of | therdevi €& Qe rGnedhi RE A TLCARH Nt section
medium for distribution 140 is described. [0068] The

re%ﬁYh ?oﬁgrdﬁﬁ??%hn@oﬂtéﬁegrQEBﬁ EEQEQ Eoﬁisk, reference

I'stribution 0, "upon being turning On, processes
S o RO HE S SR EaR LRI R PR Y Ry et e

ut

RO e PR ESRA A R I SUERCHR LD g 5 reference
AT sl A0S RSP SAoR Secl) oB L0, L008.
medium such as CD and DVD can be set and which records a contents
file on the recording medium, reference numeral 144 denotes a
piece data memory recording the piece data d separated from the
contents file, andreference numeral 145 denotes amemory section
suchasaharddiskonwhichthe recordingmediumcreatingscoftware
is recorded.

[G067]

Hereinafter, thecontentsof the recordingmediumcreating
software shown in Fig. 5 are described, and in addition, the
operation of the device for creating a recording medium for
distribution 140 is described.

[G0e8]

Thedevice forcreatingarecordingmediumfordistribution

140, upon being turning On, processes the recording medium

creating software on the memory section 145. Then, the master

disk is set manually or automatically in the input section 141.
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by the input section 141 (sl) , and the header
information a and the data body b of the rel evant
contents file are encrypted, respectively (s2)
Thereafter, part of the data bodyb contained in the
contents file is separated, and the rel evant separated
omtted data is recorded on the piece data nenory 144
as the piece data d together with its location
Funifhemmaticona (1s3)qrd iveanwhii be, st die aseDéVant seqneantally set
file is recorded on the recording nediumsuch as DVD
inmiteh resscgetingn ddues rcecdrdadi.ng section 143 (s4) . This
finishes the software . The piece data d recorded on
[aohem ]pi ece data menory 144 is transferred to the
managenent center 110 via the communication line P

I n sugl achReRek, rihe iEecerdi Hgt MBAMHMEOmaster disk set
distribution a is created. The piece data d can be

by REr gt ORARE Pl €58 0t @ TRADEY. erdeé]‘acfé}F iﬁlf%‘}nﬁg:ion a and

recorded on the recording nediumand sent to t

th@@%&%rﬁﬁﬁ CBanrtﬂé‘Oreléxp%lg\%a%g@erg%gi AHe Cagf]e%e%%%r\)fésted,

Il l'egal use préeventing sys €SCT i
' to.any. design nodificati s.lon S .

reERe AR ) | BB el et oF SRt Bink R e inea
. ich a contents. file having header. jnfornation and a
o e e Y it e AR e <O Phe ALey Holpeparated

om'tte%ll,a managenent ans which is neans for managi ng
Omd €6t PR Zat FoRS6PTHRE eBntRAIRI $7¢ laky g e 144 as the

.recording nmedium for distribution, has a database on
PlgRiecht2tehe dnidetddrddtidhaid s deaeitdrn Andormatawn (s3) .

indicating in which part of the data body the omtted
Megaiaiile | &¢ lavanteconden tsadd lead st ravsmded s the

rel evant omtted data and its | ocation
recording medium such as DVDwhich is set in the recording section
143 (s4) . This finishes thesoftware. Thepiecedatadrecorded

on the piece data memory 144 is fransferred to the management

center 110 via the communication line B. In such a manner, the

recording medium for distribution o is created. The piece data

d canbe recorded on the piece datamemory 144 can also be recorded
on the recording medium and sent to the management center 110.
[0070]

The digital contents illegal use preventing system 100
as described above may be subject to any design modification
as long as it comprises a recording medium for distribution on
which a contents file having header information and a data body

is recorded with part of the data body omitted, management means

which is means for managing the utilization of the contents file
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information via a conmunication line, and a digital
contents reproducing device which is used at least in
reproducing the contents file on the recordi ng nmedi um
for distribution and has a function capabl e of
i nt erconmuni cation wth the managenent neans via the
comrmuni cation |line, wherein when an application for
reproduction of the contents file is inputted to the _

oI left ¥ 8FOTEdRPdHIE We pP b UG g Wdvite ByS & daeraghen which
digital contents reproducing device transmts the .

theepadshedappt @ catd dipaas e infaragEFent IAeapstina ¥mevhich
communi cation |ine, and the managenent neans

pamtangntire ddie dwidyt édedatatbed dats liecavrahed are recorded
information of the contents file relating to the

ande lcewa rrtr azypliitc athieo re 1siviami tt @mddusidy deart as ubsiequentllocation
to the relevant digital contents reproducing device

inficaniahte ceorenecabinfinl taeioAandifibe ahq@id aligicolt exttents
reproduci ng device receives the relevant omtted data

repidduRe rigoeriiier wWAfiehmati aBeai Ml t@seousl reroducing the
subsequently to record themon a nenory section and

con@ds 508t 1 £hs, dalarbedyaohg ddiei @RHBNLS stk 8u@RchNgend has

recording mediumfor distribution to reproduce it,

a #ndc tiohhgg EVAAY ffi&f@f@&%ﬁﬁ?c%ﬁf?ﬂr@fEl?%kpéarn{ana%fement

the data y wt erence to t ocatl1 on

meia%fso(f[ﬁ“taﬁé‘é n ti“é&@ﬁ%@ Wﬁ@%gnsu‘%‘ﬁéﬁoa(h lication
reads out and reproduces the ‘omtted data on t

menor eciion the data.of .the .releva 8 omtt.ed
oo RGP A AP ST R LIPS BRE rdt Rl b e

co?litjf?nggtb %%Ega%??ﬁlgriélag;%%;&%e gre ah %as%eg, itrHeo %tiit%q aco%nr:dents
reproducing device transmits the relevant application to the
management means via the communication line, and the management
means transmits the omitted data and its location information
cf the contents file relating to the relevant application

simultaneously or subsequently to the relevant digital contents
reproducing device via the communication line, and the digital
contents reproducing device receives the relevant omitted data
and the location information simultaneously or subsequently to
record them on a memory section and reads out the data body of
the contents file on the recording medium for distribution to
reproduce it, and at the same Time, recognizes the omitted part
of the data body with reference to the location information read

out from the memory section and reads out and reproduces the

onmitted data on the memory section as the data of the relevant
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respectively, it is arbitrary whether or not the
encryption is perfornmed. However, it is desirable
that at |east the data body b is encrypted.
Furthernore, while the contents file is structured to
have the header information a and the data body b, it
is obviously possible to record the contents file with
ot her informati on added thereto. This other
omifftednpeirén includes a programby which it is
determ ned whet her or not the reproduction software
[Oh&3]1been installed in the conmputer of the wuser, and
when it is determ ned that the reproduction software

has fnRtrbegRel NshatheteddR@ind %dﬁﬁﬁ@&%‘fe@tls%%ﬁ%%“clon o,
110 is autonatlcally accessed, and the I|ike.

a1tRbBgRAMA@ AR i8S i n beeaa t esandad: anddkhe DeREBIb §§é %nbwpted
recordi ng medium for distribution a which he or she

reBgacikRvagdyance 1%b5§b'ﬂ%gahrﬁ WhSthF NehotoPRLt&lcryption is
(conputer "equivalent to t digital contents

peE?BEﬁgHC' nfgovggyé 11:2395 d%'l‘i% % ’&I'i]af’_i de\é§?%tﬁw1?a body

repro uction tware I's not ovvnI oa

d h 0
> BastiERe Pl ORI, SONLEL 0 Lendou e
eaft.e

he he r ductlon of t e can b obt ine
StEVCFnggbﬁw%%ﬁ%% o s B R 1 R Boay
co tent file js designed such th art thereof is
ERo] el B o r’?gi?p it Lile with
Flurallty of 0|nts 39 are omtted, 0072] Wil e the
ot GEaﬁpgﬁrWﬁFéPﬁaﬁﬁéﬁdl§haé§t@nedT@b5b%t%gﬁa%%f0¥%%6%?P

or atime fromthe starting location information to
inghydes a program by which it is determined whether or not the

reproduction software has been installed in the computer of the
user, and when it is determined that the reproduction software
has not been installed, HP of the management center 110 is
automatically accessed, and the like. When this program has
been recorded and the user sets the recording medium for
distribution o which he or she has in advance obtained in his
or her computer (computer equivalent to the digital contents
reproducing device 120, which is ina state that the reproduction
software is not downloaded), the WEB address of the management
center 110 is read out, and based c¢n this, the management center
110 is accessed. Thereafter, the reproduction software can be
cbtained by the above-described procedure. Although the

contents file is designed such that a part thereof is omitted,

it can be obviously designed such that a plurality of points
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omtted part, it may be an address val ue indicating

the omtted part or the like. In this case, it is

sequentially determ ned whether or not an address

val ue of the data body b on the recording nediumfor

distribution a to be read out next and the |ocation

i nformati on coincide with each other, and as a result

of the determ nation, when they are determ ned not to
areoionditde@dwi t h each other, the data body b on the

recording mediumfor distribution a which the address
{0¥alkde indicates is read out, while when they are

determ ned to coincide with each other, the omtted

dat aWan leheheehoe yt sec tirofo A28 ion rieadesutyned00d3pe a data

VWil e the piece data d consists of the omtted data
lebody cand tike keeat tiod dudarirmf 1odatWaet MeFoehaBobnthe the

| ocation information is contained is arbitrary. In

omli @S r Ori teNAY € an LARLLSE 06! kAR ikRtenARthORmitted
indicating the omtted part is in advance recorded

paQ%f Qfetﬂé‘Qﬂ’{@ tted pard ofsd, h%tdii% ash&ﬂgé’ntplalffqﬂett%@:mlned

data body b'is reproduced, and further counting is

wh@%ﬁ'lfe‘}ré?gog q{%(t.lgfe §§ Fh tl:p'%gof ‘Bﬁgtd Q{%\lhﬂ)&ﬁ? Er@{ 'tHQ LIEE.Q:O rdlng

he omtte cation 1 nformati on. I'S countl

h tted dat th
neg3 g%ﬁ' P 0L ot oot oot RE Fer 1t noHe e %tlocatm
art. Alterna e | ocation t
e Bar e LB LEReALPaE POl SE L pPUAet e TRRE L i the
he l.ocatiion ipformati on of _the omtted data is,
de%F&B%Pé&lOH t Haehy E’B%d%’é?u %%t%“f‘%]@\%‘?enoﬁ tt9 £Jigsdidn gith

that the data body is _reproduced and that at the
caghnetheme, t@ﬁed@ﬁﬁtP@&ngrpnoﬁh@héecordlng medium for

distribution ¢ which the address value indicates is read out,
while when they are determined to coincide with each other, the
omitted data cn the memcry section 125 is read out.

[0C73]

While the piece data d consists of the omitted data body
and the location information, whether or not the location
informationiscontainedisarbitrary. Inthiscase, forexample,
omitted location information indicating the omitted part is in
advance recorded befcre the omitted part of the data body b,
and the data body b is reproduced, and further counting is
performed from the starting location information to the omitted
location information. When this counting is finished, the

omitted data on the memory section 125 may be reproduced as the

data of the relevant omitted part. Alternatively, a location
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data body b is recogni zed based on this | ocation
information and that the omtted data on the nenory
section 125 is reproduced as the data of the rel evant
omtted part. [0074] Thus, the contents of the
reproduction software are only one exanple, and any
nodi fication in design can be nade as long as simlar
contents can be realized. It is true of the
of rther cofttitent paegr ah the daes begiysbrbsimeddtermined, and
interruption programfor reproduction software
thdownkeadpnangsd hea t 16 fUphk Qi 1 QUHAMSf 0F ﬁme%%eréﬁiﬁ the
delivery. [0075] In the first enbodi nent, e System

r G AlRa e sehapged . 1Nt dl%b%%s%%l%sthgtptfﬁélgﬁta body b is
i1l egal use of a contents file on the recor

rdBﬂBdﬂBéHJ%n@!%hé%bHE'QﬁeE%%ﬁg 1agld V%%%doﬁgt@egeggfk of the

basis but transferred to t user ‘for pay or

datré i Cageroa gﬁ?%?&eﬁﬁééﬁ‘é 1'§ r%a];]tor ergofnn&rma ion

al so brought abou e con
th th
PR EL e %ﬁ%@%@ﬁ%&% AR Lrﬂeéno%sﬁﬁéﬁ&bpi% g qamioguced
t f th t al d deleted. Wth
2 Bse o O g A o RPUr S Sidduci ng. devi ce.

O%ﬁg]reproductlon softmare may not be downl oaded from
managenent center 110, 41 but nmay be installed
through a recordlng medi um such as CD. Furthernore,

obvi otiEFy, LRRAE WG oforhe ey noshcddews Agfdwerecare snly

not a conputer but can be a dedi cated device, and any
oneoRY AFRF Bt 20H eaN Ted LEbea son dny das ivhecali gist mhde as long

contents
as similar contents can be realized. It is true of the

interruption program for user registration, the interruption
programfor reproductionsoftware download, andthe interruption
program for piece data delivery.

[QC75]

In the first embodiment, the system can also be changed
in design so as to prevent illegal use of a contents file on
the recordingmedium for distributionanot delivered on a rental
basis but transferred to the user for pay or for free. 1In this
case, advantages similar to the foregoingare also brought about.
In the contents of the reproduction software used in this case,
only the series of processings when the contents file is inside

and outside of the rental period are deleted. With respect to

-~ -

the digital contents reproducing device, the reproduction

software may not be downloaded from the management center 110,
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reproduci ng device has the function in which when a
reproduction application for a contents file under
the condition of authentication and billing is
inputted by a user, the relevant application is
transmtted to the managenent center 110 via the
communi cation line (3 and thereafter when the piece
data d is transnmtted fromthe managenent center 110
buti gnahere ohmtird Thad orhrdugie O, réderdiatia hodiuh onch hes cp.
recording mediumfor distribution a is reproduced by
Fursihregridie heladieous b prtimetd ioni ionl tbateaeen@pi®durEdigiRvice
for distribution a and the rel evant piece data d at
id heot td meongfutiepraducig 1pel ald @iea o B, Zand any
[0076] Next, a second enbodi nent of the present
cdrMefidaN dif cALI Rt Wd M el fenak R 41811 contents

drawings. Fig. 6 is a configuration diagramof a

ré?@d@ir@ﬁ&@ﬂ&é Hdd e8als 38 io%rfff%?xﬁicﬂ%ﬁé/ﬁ%efgglg#&ction

is a fllomchart of reproduction software used

aﬁpﬂiﬁ:e?tyi%rﬁrﬁofiag'co%eeg}tas fﬂl%%aﬁ'{%%roft@ dIperry r%;oo

program for user registration IS processe
I ti ih a del.iver nagenent cent of
a tﬁlgﬁgg%ﬁﬁzﬁh gﬁg'?%bfln%J§%6R§ug%e%n?%ﬁ}Hﬁ?Fﬁngé?dﬁ?%ﬁﬁant
fqar. pi,ece data deliyver ich 42 is processed by the,
FEontt o lo&e%?itoﬁ?r}sﬁnjtt%eév%ggi é}é? VeRgFEgErentenE s8Rt ¥ia the
this system [0077] A digital contents (data) illega
CQﬂﬂFWﬁQ&Fﬁﬂﬂ Aghey Bt erfl bherasfipswihen Hig.ple¢e data d is
s¥§ten1preventing a contents file
transmitted from the management center 110 via the communication
line B, the data body b on the recording medium for distribution

o is reproduced by using the header information on the recording

medium for distribution a and the relevant piece data d at the

time of reproducing operation.

Embodiment 2
(6076}

Next, a second embocdiment of the present invention is
described with reference to the drawings. Fig. 6 is a
configuration diagram of a digital contents illegal use
preventing system, Fig. 7 is a flowchart of reproduction scftware
used for this system, Fig. 8 is a flowchart of an interruption
program for user registration which is processed by a control

section in a delivery management center of this system, and Fig.

9 shows an interruption program for piece data delivery which
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delivered to auser for a rental purpose f ronbeing
used illegally. [0078] This system has a
configuration conprising a delivery managenent center
210 (electronic equipnent) which is a server in which
a contents file having the header information a and
the data body b is prepared in advance with the header
information a and with part of the data body b
1sopf fEedseaity the preBeclatertibednstBeidry breanmeregemnent
data and | ocation information indicating in which
cepgetr off thésdatvatiesdy b the relevant onmitted data is
| ocated is prepared in advance separately fromthe
[OPgl’ldvant contents file, the delivery managenent
center 210 functioning as deliverymanagenent neans
for delligetahgdriteented gvianta)cohfieghs ufé lrastentaing system
comuni cation line 0 (as in Enbodi nent 1)
20andreanydh | £n FiIANaYiiRYat Bestiéh | pZaté@Pi®d 4 h®ntents file
rel evant data bodyb, andadigital contents reproducing
ded@vieeedds (idat #readtNga dgurp8l e Wb EAy usedillegally.
i ntercommuni cate with the delivery nanagenent center
[0d%¥@ via the communication line O and is used when the
contents file delivered fromthe delivery managenent
cent ef, ;2101 e duc .ed . 43T -
cont ents TrrEepalefhd G120 B b B S B L very
[ : iC. L . t ex e, .
ma e RE el e R et P T o S n ) G 45 g server
. _contajining reproductjo information for .reprodycin
iny A Bt SoBB iR b bt Er b G O i loth @ and
th%otngteanlt)gd;lfg ias?c’}SDIr nge&%ggcli?aggé %i?gd%e header information

a and with part of the data body b omitted, and the piece data
dconsistingofomitteddataand location information indicating
in which part of the data body b the relevant omitted data is
located is prepared in advance separately from the relevant
contents file, the delivery management center 210 functioning
asdeliverymanagement means fordelivering the relevant contents
fileviaacommunicationline (as inEmbodiment 1) andmeanwhile,
managingtheutilizationof therelevantdatabodyb, andadigital
contents reproducing device 220 (data reading device) which can
intercommunicate with the delivery management center 210 via
the communication line B and is used when the contents file
delivered from the delivery management center 210 is reproduced

-

and copied.

[0072]




b and WEB address information of the delivery
managenent center 210, and after the header
information a and the data body b are encrypted,
respectively, the contents file obtains a data
structure in which part of the relevant data body b is
omtted. At the beginning of thedatabodyb, starting
| ocation information indicating a starting |ocation
of tfide eloaramt sddtidebbdy bhiesdatecbrdedy Wihich ocatdare of
information indicating in which part of the data body
mus itchemomii.htjetinalad a dtsatliacamedei, st axtatganleengblitwak-eaor the
time fromthe starting location infornmation to the
1i0m,t tagdl PR the JRA80QN fHendeldry & YodTBRAGEMmNtr G RIction
210 is a server operated by a person doing a business
irife reddtcib e e aiailaddilgy ithife A% d1A HSeId Ah@nts

rental fee is collected fromthe user under an

inF@refraRn Relween Bh€oH§§ﬁt§ngDa§i§Y\@ﬁéd of 5 Gapys 'C%Ea body

or the like of a copyrighted contained In

b QQE%E@QMdPeQE 1he G B $ £ E%% tlgé)r%%lydrﬁéﬁéfcgl&gg?t'&nter

figure, reference nuneral

t d h.t
21?82%@%&??%‘t%%aﬁgé%kaf%%%%rhf%ﬁé v 42, BOpkdS are

b d t of th
o B Ry AP Oy L Pl i A S5 23 et
ROl SRELLO SUCh, ae 2 comDULeL, LGIeLence, i aa.
rfornln communi cation, reference nupneral 214

At eal R EP L 1R R PAAYDE T khiohlasaFion information

. information is recorded and i nformati on such as
IngdCREATIIcat FBRT hiEbi 19¢aigbisf the relevant data body b is

recorded. The location information indicating in which part
of the data body b the omitted data is located is a data length
or a time from the starting location information to the omitted
part.
[0080]

The delivery management center 210 is a server operated
by a person doing a business in which the content file is rented
to a user and a rental fee is collected from the user under an
agreement between the user and an owner of copyright or the like
of a copyrighted work contained in the data body b of the contents
file to be delivered. 1In the fiqure, reference numeral 211
denctes a digital contents DB (an auxiliary memory device) on

which the contents file having the header information a and the

data body b is in advance recorded with part of the data body
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on the user information is recorded sequentially,
reference nuneral 215 denote a software DB on which
the reproduction software and a decryption key c
necessary for decrypting the header information a of
the contents file are recorded in advance, reference
nunmeral 216 denotes a piece data DB on which the piece
data d and the decryption key c2 necessary for
b ortiipii g fierencganarebay A Dfleppbesohrentsofli $echien such
recorded in advance, and reference nuneral 217
asdanetesubemendt e seett onuseiohl asl B drayatedisskonfr@@8tption
On the nenory section 217, in addition to basic
septagnafer peclioasiag gpenanicatsyst emederanser vemerad 214
interruption program for user registration as shown
denntEBisga 8seaninfbemattpbnobBpbagvaichfi 0k eiephdduatitabn is
sof tware downl oad not shown in the figure, an
rekbiraerupid DNE PR 850 & 0Fh 6eRiAHe td@wW itk M@bi $hoMB based
in the figure, an interruption programfor piece data

ondehkvakyragnghewatibhl kkdre@o2Rddt Beqhikk@ a8y, reference
recorded. The contents of these programns MA|F be

nufeseni bed Lahte BYsBrOGESSi P LRESE i PHOYH ”§ep&6dha%ion

control section 212, this server exerts a function as

so%E%aggléﬁgr%é%?ﬁgﬂ)' fk%i?&?rneggéégg§naﬁgﬁé§}§3¥%ng'the

nenpry : _ a necessar f'or- us

e YA BIOPSE AL o0, S2LF HESSIA 00 ip apagce,
-oSBULEALT R R SRR IAGIE LA SO T SO ETLS ) e
da%gug’and the decryption key c¢2 necessary for decrypting the
data body b of the contents file are recorded in advance, and
reference numeral 217 denotes a memory section such as a hard
disk.

[0081]

On the memory section 217, in addition to basic programs
such as an operation system as a server, an interruption program
foruser registrationas shown in Fig. 8, an interruption program
for reproduction software download not shown in the figure, an
interruption program for contents downlcocad not shown in the
figure, an interruption program for piece data delivery as shown
in Fig. 9 and the like are recorded. The contents of these
programs will be described later. By processing these programs

in the control section 212, this server exerts a function as

the delivery management center. Furthermore, on the memory
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by using the contents ID, a correspondence
relati onship between the contents file and the piece
data d on the piece data DB 216 coincides. Simlarly,
a user ID and a player ID of a correspondi ng user are
added to the user information on the user information
DB 214. Thus, by using the user ID or the player 1D
a correspondence rel ati onship between the user and the
Sqileron 4 lor RRGPoRerRSEREYUSRF VatbriedlvhrdBionprocessing
coi nci des. [0082] Since the deliverymanagenent center
argh daggrite eems {radelryr epaedhent ¢ atrgs)i adie arsprokBsandyg are
a password and in addition, confirms whether or not
radwerdschyer | D coincides before transnitting the piece
data d to the digital contents reproduci ng device
220, Theecqhiayrers [Dinsliala$d nustefaitot pespordICAlicAGtents file
illegal wuse. [0083] The digital contents reproducing

iderviceel 220ths piegeNesBh -PWIPAIR pARYL 8EtUSBH DByet herhus,
user. In the figure, reference nuneral 221 denotes a

be@BLAGltHeebheBnBYCID a8 (e sdRIRIRNCEMHFBRLALN2R D et ween
denote an output section such as a nonitor and

tIsSPeakehr5et eI eNGR t&%%eggléﬁg%ﬁa@aefa%gsthe piece data DB 216

anoperationsection 4 as a keyboarda

R S
AL 208 SIPNGIER oD LA DML OIS, UL cer
ifEhSLE0E TEn e, AR0 TN SRTHRLE LR o8E ke
ID, a correspondence relationship between the user and the user
information in the user information DB 214 coincides.

[0082]

Since thedeliverymanagement center 210 confirms (namely,
authenticates) the user ID and a password and in addition,
confirms whether or not the player ID coincides before
transmitting thepiecedatadtothedigital contents reproducing
device 220, the player ID is also useful for preventing illegal
use.

[0083]

The digital contents reproducing device 220 is a

general-purpcse computer used by the user. In the figure,

reference numeral 221 denotes a controcl section such as CPU,

~- g

reference numeral 222 denote an output section such as a monitor

and a speaker, reference numeral 223 denotes anoperationsection
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communi cation. [0084] On the nenory section 224, in
addition to basic prograns such as operation system
as a conputer, the reproduction software as shown in
Fig.7 is recorded. This reproduction software is
chargeabl e or free software downl oaded through the
communi cation line (3 fromthe deliverynanagenent
center 210 under the condition of user registration,

sand appl keabioamds ehtiva mesues.e ssafardote mepreduciagdenctes
the contents file. Furthernore, the information of a

a MEBoagdredd cof sidiea dalhiarel §i smnagepebh ceenin®r 21802 5 Renctes
which the player ID assigned to the reproduction

a sefdnane: ainth Ehel Bbpgesedd on @it Qe 115 the data with
transmtted fromthe delivery nmanagenent center 210
e

réﬁpé@@tH&W@%@éﬁ%ﬂiﬁ@m@@fuﬁ%gﬁﬂn§iiﬁ@t%ﬂ&?%fé%ﬁ%?g%umeral

reproduction software and is stored thereéin. r,

298 &Q%té’@”@@oxﬁr%%i@%%@%ﬁ'as%ﬁiﬂ)Eggﬁ%ﬁfﬁrmiggeen

decryption keys c1, ave

Cgﬁﬁﬁﬁqgggiﬁkfronwthe delivery nmanagenent center 210
are recorded, and rental information indicating a

[6@%%?' period and the like is recorded. The contents
0 he reproduction software will be described |ater.
The o&gssi%@ of this reproduction_software by the
47 cO £ BEECT P SH1 Uk 2Showhli 3PH Lo T Pawd Ctipregrams
1%gﬂguter to, exert the function as the digital |
S BRPSTREFPGIRIET FP B8 WGP WY, FDESBIPIrII e as blware

of the digital contents illegal use
as shown in"Fig.7 is recorded.  This reproduction software is

chargeableor free software downloaded through the communication
linef fromthe deliverymanagement center 210 under the condition
of user registration, and application software necessary for
reproducing the contents file. Furthermore, the information
of a WEB address of the delivery management center 210 in which
theplayer ID assigned to the reproduction software and the piece
data d are stored is transmitted from the delivery management
center 210 to the memory section 224 together with the relevant
reproduction software and is stored therein. Further, on the
memory section 224, the piece data d, the decryption keys cl,
c2 and the like which have been transmitted from the delivery
management center 210 are recorded, and rental information

indicating a rental period and the like is recorded.

- -

The contentsof thereproductionsoftwarewill bedescribed

later. The processing of this reproduction scoftware by the
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preventing system 200 configured as descri bed above is
described and in conjunction with this, the operation
of the digital contents reproducing device 220, the
operation of the delivery nanagenent center 210, and
the contents of the respective prograns are
descri bed. [0086] The user operates the operation
section 223 of _his or _her —own conputer (conputer
CoRGEiOraFBRE1PB the af gheam éBntint s/ aldprSdhbiAgcomviker to
220, which is in a state that the reproduction _
exedft waref BChHON doiihsadéd) ted gerbsBlshecrieddyetyg device
managenent center 210 via the conmunication line 0 to
220pquest user registration. The delivery nanagenent
center 210 processes the interruption program for
[OW$ér] registration as shown in Fig. 8 in accordance
with this request, and transmits the data necessary
for trhe uperateghsbfathen digitthe compwrers (SABgal use
Thereafter, the user inputs his or her nanme, address
praR@nRayiEy s €andobicomh £ i g1 288K R Me WBDEE 18/dedcribed
credit card nunber of his or hers, etc." as displayed
arld i& lé%%g R AN t3GILeRHN G iR LP&ARL IRy tal
section 223 of the conputer and transmts this
LSt ati t ; lqi v ) :
T PR 4 i C5 fon | | ng T3 han Cengis delivery
ma‘?l%[?‘e\‘r%'&% mpageenly ceplen 210, (I eales d N USRI 5 ve
and the passwordin’accordance Wth this 10 regrster
r%h%_agle%ant user. I%rand the like to the user
b iﬁfgrﬁa@ighdﬁgcffimidgether with the registration data
[da§ ser information (s22) . On the other hand, the
rel“evant user |ID and

The user coperates the operation section 223 of his or her
own computer (computer equivalent to the digital contents
reproducing device 220, which is in a state that the reproduction
scftware is not downlcoaded) to access the delivery management
center 210 via the communication line P to request user
registratiocn. Thedeliverymanagement center 210 processes the
interruption program for user registration as shown in Fig. 8
inaccordancewith this request, and transmits the datanecessary
for the user registration to the computer (s21}. Thereafter,
the user inputs his or her name, address and payment condition,
“a bank account number or a credit card number of his cr hers,
etc.” as displayed in a user registration screen through the

operation section 223 of the computer and transmits this

registration data to the delivery management center 21C via the
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password are transmtted to the conputer of the user
via the communication line R (s23) Then, the
processing of the interruption programfor user
registration is finished. The wuser ID and the
password nmay be inputted by the user hinself or
herself at the tinme of user registration. [0087]
Thereafter, the user operates his or her conputer to
commerssatihe ldeld fer yhmmagbeetd] icemenaiQenndtiayttesr 210
a request for the download of the reproduction
crepftenallee Wiet il aridehd passserd LD andotrhenpasswohdthis
are required. Then, the conmputer of the user
totransstes the refueshttoséheldebhdetyenbhRget®Bnthe user
center 210 via the comunication line P. The delivery
infARageIBntDE entef o gliNe Procas$es A1 kNEELEURIADM as user
program for reproduction software download in

ina6eRadang e wh)h t BhstRequest hhgAI IRt c1BSant user ID and
reproductlon softmare and the decryption key ¢l on the

pa§§nfzé>¥\@r§re DB £l i @k L ANSD tc%n!ﬂ“u%'@rt Q)ft tE%eC%B‘ft @Ea the

of the user via the comrunication |line P. Then,

rodu fion. soft wnl oaded to the .ne
cof ERAPEHELES M PR RIS D I ORGSR ﬁ% the
ne the decr t|on key cii,s recorded qn.t

e T El'hlfssed S8 Gotpuicor icg e The
49 22 00
25D fh°° %nrptaf SAROGLY e  CBRESREGDY, FBe PREE himeelr

2%% i contents reprodu0|ng devi ce 220 accesses a
or et dbwhtdatimradut cdgehirenes HeRtv@ry managenent

center 210 in accordance wth
[0087]

Thereafter, theuser operates his or her computer to access
the delivery management center 210 and inputs a request for the
download of the reproduction software. At this time, the user
ID and the password are required. Then, the computer of the
user transmits the request to the delivery management center
210viathecommunicationlinef. Thedeliverymanagement center
Zl0processes the interruptionprogram for reproduction software
download in accordance with this request, reads out the
reproduction software and the decryption key ¢l on the software
DB 215, and transmits them to the computer of the user via the

communication line B. Then, the reproduction software is

downloaded to thememorysection 224 of the computer andinstalled.

-

At the same time, the decryption key cl is recorded on the memory

secticn 224. This makes the computer into the digital contents
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the operation through the user operation section 223
of the user. Then, the delivery managenent center 210
processes the interruption programfor contents

downl oad. The data of a contents file list is
transmtted to the digital contents reproducing

devi ce 220. The digital contents reproducing device
220 outputs and display the contents file list on the
reprpdticsagt demi2222Based on this data. In order to
access the delivery managenent center 210, after the
ipepedducti on software is executed, the delivery
managenent center 210 nay be accessed based on the

VEB adékessin eceleldedotnapines tMd PohRenksl £VARL the digital
software, or may be accessed based on the WEB address

cbhaknthereyp6auPREgr Oy SLET£Eh | b AL d %r%%thEQQSQFwnload

[ 0089] Thereafter, "the user selects the contents file

a@i&rggw f.oelqe d‘eﬁ%ég@@&ﬂ%%ﬂ%% Ee{llgielrj f)} 0 ngaoé'(%%éogr}?ce with

operat| o_n sectlon _app I cation (
tﬂ@%ﬁJQ%%VQ91EQ§ Sel e¢ con . &lle .St s tted

to ﬁ% é]|veryoﬁgngg%ﬁ%ﬁ?pgéggéila(fecﬁ¥%b% Q@ 6Huauser.

ei vi ng tgis application data,  the liver

Th%ﬁagéh%nge éﬁ?gg %iﬁ?gﬁﬁ?ﬂgrS?QFgﬁcégﬁopFﬂggﬁﬁﬁFeﬁbg
ilﬁ r50 Eontained i n %he a glication dat a, searches for

PR EORE Lt SPLPPFeRcEPF coPBRAThG HEVERESTel dimtdata OF a
contegts IDfromthe digital contents DB 211, and
CoRbgRLBuf L ARl L Fansfi FEanemibteretai Gheatiotbal efprtents
reproduci ng device 220. Upon receiving the relevant
TRPRPeRELNE| fevicne2dl g tHie bl caproditi TRptiedicienyg
220
device 220 outputs and display the contents file list on the
ocutput section 222 based on this data. In order to access the
deliverymanagement center 210, after the reproduction software
is executed, the delivery management center 210 may be accessed
based on the WEB address recorded together with the relevant
software, or may be accessed based on the WEB address that the
user has registered in an internet browser.

[0089]

Thereafter, the user selects the contents file to download

frem the contents file list through the operation section 223.
The data of application for downlcading the selected contents
file is transmitted to the delivery management center 210.
[0090]

Upon receiving this application data, the delivery

management center 210, with reference to the contents ID
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records it on a registry of the nenory section 224 or

the recording nediumset in the reproduction and copy

section 225. At the same tinme, a file nane of the

rel evant contents file is recorded on a play list of

t he reproduction software on the nenory section 224.

In this manner, the contents file is acquired. The

downl oad of the contents file maybe acquired by
Cambt heed chrpite raprddriridditaad dadahs edelchesr forrahhgementents

center 210 via the comunication line (3 to record it
fbohe gareserdingg nwetp urhe rp0esaht TherzaitedD fihen tHeedigital

user perforns execution operation of the reproduction
ceowofemwas B2t ,r esdectéadn dut sindi grhakmicentenis the digital

reproduci ng device 220 (in the case where the contents
céntents reanayded ron deke deeeondi Ngpsrediddai Witk the relevant

execution operation of the reproduction software is
cPetof sedi 1 0)i tige t&Jﬁgi@éEV@aﬁteﬁ%Of@lpﬁﬁdﬁ@%ﬁ"aé%é@t220

in the reproduction and copy section ~ 225), thedataof
rébéﬁﬂ%Q@QﬁiéQBg@E@¥§Qﬁ?@Qeﬁ@ﬁo?b@%dﬂfﬁnﬁﬁﬂbéﬁgﬁgrﬁégrding

the rel evant reproduction software 1s outputted an

mQﬁ?ﬂﬁ@%ﬁgjj?ﬂﬂkb%éﬂﬁdﬁﬂCE%ﬁHié%%%%%@rE@%Qi %P%Z%haYAt the

list is displaye on a screen reproduci n
(s1)-:Thi {st_sh a file na of, the
P shed o Sale ¥ Pl i Bo bR S FTag e oordea
l.ev .cont s file s  bein nted. That is, the :
o ity 1 P B hR il Rt e REUSFF 25 hior Siedigry Section
ich_indi,cates that __a reproduction application has
2%&#%&5}5. SAROES 1 ay&F %w%@tsoﬁéqﬁe% aeitidgd. The
dBaseqﬁgn this play list, it is determ ned whether or
WL RHEOF dbvotv F Ayt © perl & Bn PR U (Rshb ¥ e thigrecomputer

cecnnected to the delivery management center 210 wvia the
communication line B to record it on a recording medium.
[0091]

Thereafter, when the user performs execution operation
of the reproduction software with respect to this digital
contents reproducing device 220 (in the case where the contents
fileisrecordedon the recordingmedium, the execution operation
of the reproduction software is performed, while the relevant
recording medium is set in the reproduction and copy section
225), thedataofareproductionplayerandtheplaylist contained
intherelevantreproductionsoftwareisoutputtedanddisplayed
on Lhe output section 222. Then, the play list is displayed

on a screen of the reproducingplayer (sl). Thisplaylist shows

a file name of the downloaded contents file and whether or not

51




bei ng rented has been perfornmed through the operation
section 223 (s2). [0092] If it is determ ned that the
reproduci ng operation has not been perforned, then it
is determ ned whether or not the application
operation for reproduction of the contents file not
bei ng rentedwhich is displayed on the play |ist has
been perforned through the operation section 223
tie 8y lenmgnh coadeintts fifld ts bsindetatricnedThhati st,highe content s
application operation for reproduction has not been
f e fvortriedy, pirkele tictrmiisedettenn hedswheat hehieh DOicates that
readi ng operation of the recording nmedi um (operation
a ofedcBdtOAD) apad idaeernPREEObOBE AdHOUGE h8playved as the
operation section 223 (s4) Wien the operation of DI SC
oA irsy penftddedpakhbe eANtENESphASt 11 EPdi €8t BO4@termined
contents file on the recordi ng nmedi um which is not
wHé%KEQQﬁ:ﬁﬁtt@ﬁepf@ﬂr%&ﬁ&iﬁéﬁ%ﬂefﬁ%id%ng@ %ﬁgegoﬁg BFS file
recording nediumw th another conputer or the ke
| 5 n [ t 0 section, .
b3 e oG TR AR TRl PP R 18R 488k on
2 JENDLY section 225 is read out, the header
I nformation a of the contents file on the recording
[qﬁgg um is read out and by using the rel evant
ecr&ption key cl, the 52 header information a is

decréﬁ%ed to read oyt the contents information _

cont dinéd i CRECFBLBGENt ALaHRE TRPBPHatidd @pehmbion has
the contents file with the predeterm ned flag not

NGoi§8 PEFdRGeche tEGRL ént 5f ApbsrpAnefewhetbedi oy not the

mediumis displayed on the contents |ist.
application operatlon for reproduction of the contents file not

beingrentedwhichisdisplayedontheplaylist hasbeenperformed
through the operation section 223 (s3). As a result, if it is
determined that the application operation for reproduction has
not been performed, then it is determined whether or not reading
operation of the recording medium (cperation of DISC LOAD) has
been performed through the operation section 223 (s4). When
the operation of DISC LOAD is performed, the contents list

indicating a contents file on the recording medium which is not
recorded on the play list (that is, downloaded on the reccording
medium with another computer or the like) is outputted and

displayed (s5) on the output section 222. Namely, while the
decryption key cl on the memory section 225 is read out, the

header informationa of the contents file on the recording medium

is read cut and by using the relevant decryption kev cl, the
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[0093] Thereafter, when an application for
reproduction of the <contents file not being rented on
the play list or the contents file on the contents
list is perfornmed by the user(s3 or s6), the
decryption key cl on the nenory section 224 is read
out, while the header information a of the rel evant
contents file on the nmenory section 224 or on the
heaglegr dindg medi ipn iss iregtpcromt eshd daesadhat Bhaisiangents
the rel evant decryption key cl, and based on the WEB
irdfddmeds cof cohtatbatent shi nfedravstitohe sdat dinfertmdtrion a, and
this, the contents ID contained in the rel evant header
thentontahtential ¢ githarisariptriceld teantiheddel ayergt hoisted among
managenent center 210 via the communication |line O.
tHencbhksnmBNNEl ¢ s tdie texeedtboNingfmddieuni apr adugtibgBd on the
application processing is transmtted. [0094] Then,
cdriergel ety managenent center 210 processes the
interruption programfor piece data delivery as shown
[dovhi g 9, and transmts the data necessary for the
reproductlon application processing to the digital

cont g %%r e(}du%hg le_l_g%plo\ﬂ %otrhﬂ? apny itgghi@f‘ the
line ?’ f§§ﬂ§ g on ﬁﬁ? t the g?gltaP
co Otn nlecm 2i Ij.eplrl %J rlllt% 981\{{:08 % OUt Egt Slisrpo§31t:}l3]e contents
ays a repro uctl on appllca streen on
ff¥n lﬂ ectlog 22 7)5%0%9 5 ng af%gr, m@en 5 £6)
use Seﬁ?f‘ PPYSi hbitt st 0P er&“( d reéntaP ﬁé? od"
throu h the o eratlon section 223 as dis
the deé% pglon & on the memory sectiog f%f is read out,
while the header information a of the relevant contents file
on the memory section 224 or on the recording medium is read
out and decrypted by using the relevant decryptiecn key cl, and
based on the WER address of the contents information contained
in this, the contents ID contained in the relewvant header
information a is transmitted to the delivery management center
210 via the communication line J. hnthisn@nner,theexecution
of the reproduction application processing is transmitted.
[0094]

Then, the delivery management center 2310 processes the
interruption program for piece data delivery as shown in Fig.
9, and transmits the data necessary for the reproducticn
application processing to the digital contents reproducing
device 220 via the communication line B (s31). Based on this

data, the digital contents reproducing device 220 outputs and
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on the reproduction application screen (this
automatically determnes a rental anount of noney),
and finally inputs the wuser ID and the password
t hrough the operation section 223 as the reproduction
application of the contents file (s8), the digital
contents reproduci ng device 220 shifts the display
out put of the output section 222 to an authentication
dbsgp ey awsidredudia amagpeb t £daapph iscakieomdaba dugput section
transmtted to the delivery managenent center 210 via
22he(ommuni cation line P. At this tinme, the contents
I D of the contents information on the nmenory section
[@2d5pr on the recording medium and the player 1D on
the relevant nenory section 224 are read out and

transfadiedr ot heendehd VR B@gﬁgﬁﬁf?all?efﬁo{%tgéti selects
together with t'he appl i cation ata (s9

aﬁ¥@nﬁ%9F¥eE§Bagﬂﬁﬁﬂ& QﬂEEBpgigtEBHféé@@lél‘?23 as displayed

aut hentication of the user ating to the application

or?%@ﬁﬁ%dr%?f%dcta}’%ﬁ hsz};ﬁ] éf@fc?nté) fé‘&t Le %é;‘ Ll EshMSELa11y

ayer e user,

dé{g§ﬁf@téo QLH&1 H%&%M@Eﬁh%aﬁggﬁér gagﬁ E%Hrgﬂbﬁps the

user orna 1 on

Ny T

|n advance epared a |jst of appr i ate rsons
5 TR e SOI00 L Gt el Tt HoreonTe t%rf falst the
predetermned tinmes or the like |n t he use
d%?ﬁ%@hﬁPPBﬁHBBr?PEOd&ﬁdnﬂﬁQﬁkﬂq?%%ShéfFﬁéhedlSplaYOUtPUt

aut hentication, confirns whether or not the user falls
okidey output section 222 to an authentication screen, while

the inputted application data is transmitted to the delivery
management center 210 via the communication line . At this
time, the contents ID of the contents information on the mencry
section 224 or on the recording medium and the player ID on the
relevant memory section 224 are read cut and transmitted to the
delivery management center 210 together with the application
data (s9).

[0096]

The delivery management center 210 confirms the
authenticaticn of the user relating to the application (s32).
Namely, with reference to the transmitted user ID and player
ID of the user, etc., the user information of the relevant user

is read cut from the user information DB 214, and whether or

not the relevant user is an authentic user is confirmed. AL
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the list of inappropriate persons (this confirmtion

of the |ist of i nappropriate persons is arbitrary).

[0097] In the case where the delivery nmanagenent

center 210 has confirmed that the user relating to

the application is an unauthentic user or an

aut hentic user but a person who falls wunder the |ist

of inappropriate persons, the rejection of the
thapptinat i Bhe ofel hee s dranageneins etk t20 & fediig eavance

contents reproducing device 220 via the comruni cation
prepage3a(533) of Thepprate! a e arengsin w ighogrampafioents of

pi ece data delivery is finished. [0098] On the other
rehand, fea mblre chse ovhegeal ttchpseletarnonédrineks tirathe 1ike

the user relating to the application is an authentic
inushAe uaBd anpersaniwhoDpdoes4noknfialih waAderithe thi $heof

i nappropriate persons, with reference to the player
aukRept iERE1HHEr cOhTE PRs| Wk8the ACEOUH# Nthd T19@CHAEE QRder

the user information of the user on the user

thérﬂi%%%ii%gﬁo%k%aﬁ’@bé?s%é h relerSRESHQLIBE oF the list
contents |ID, the plece data 216 1's searched to

ot! SadpRubothe-l sogdaLa; daand the decryption key c2

corr gt e relevant contents 1ID and to
[Ogngsnit themto the digital contents reproducing
évice 55 220 as a reply indicating that the

2B LDl HHB-4oBlo Ly ARSPRALAOIEICEAD 418

application data via the_conmunication |ine (s34) .
coRReAean R obbEs P RE o CLRELPHL £t GBE BPBORSRIAGE 1o an
ungiu%g.gn%?tcausgﬁl ci)}:/eart%/ élftlfleiez?ti:isgelgs'er but a person who falls
under the list of inappropriate persons, the rejection of the
application of the user is transmitted to the digital contents
reproducingdevice 220 via the communicationline B (s33). Then,
the interruption program for piece data delivery is finished.
[C098]

On the other hand, in the case where it has been confirmed
that the user relating to the application is an authentic user
and a person who does not fall under the list of inappropriate
persons, with reference to the player ID of the user or the like,
accounting is recorded on the user information of the user on
the user information DR 214, whilewith reference to the contents
ID, the piece data DB 216 is searched to read out the piece data

dandthe decryptionkeyc?2 corresponding to the relevant contents

IDandto transmit themtothedigital contents reproducingdevice
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[0099] The charge is charged to a bank/ credit card
conpany 230 or charged directly to the user, based on
the user information DB 214 for every predetermn ned
period and the user transfers the charge to an
account or pays it in a convenience store or the
like. Furthernore, in the case where the delivery
managenment center 210 is connected to the bank/credit
2garak compady 280iveRainghthgbnphmigailiiomretiore df thte user is
obvi ously possible to inmmedi ately settle accounts,
atoep t¢D 100k tTlkerenfh ehe teobal dedioriag ithecsef €Ché@nin this
of the application of the user via the comuni cation
répied@c{ 8d0hpp1t Rat i dhdakalv COPhERbANLERFAEYEhNG ne B (534) -
devi ce 220 outputs and displays an error nessage to
THéle, MHPWradd iy 222(3id kintk@10blk SRohhamother hand. data
when the piece data d and the decryption key c2, and

adhesseptal Fnfpspmyion are received via the
communi cation line (3 (s10) , the predeterm ned fl ag

[h$odpi sted, while the piece data d, the decryption
key c2 and the rental information are recorded on the

menor, L 24 (s12 At 56 t sane. time,, b
usin&M§§% ¢ f%ﬁc?ﬁ%%?%?1¥%35%% Ef%ﬁ%g1¥zﬁﬁggecgﬁg?3y 230
transm.s me i s recorded he nenpr

LR 535S E £ Fray ) PEFSR < s0m baor o etmation
oA S dLsplaned., on (e Quiput seeli 00,222 0r.,
tﬁguékgiégngﬁ ggdaégoggﬁqé?%ESyé”}gry% geggxggkience store or
thelike. Furthermore, inthe casewherethedeliverymanagement
center 210 is connected to the bank/credit card company 230 via
the communication linef, it isobviouslypossible to immediately
settle accounts, too.

[0100]

Thereafter, upon receiving the rejection of the
application of the user via the communication line B (s10), the
digital contents reproducing device 220 outputs and displays
an error messade to the output section 222 (s1l).

[0101]

On the other hand, when the piece data d and the decryption
key c¢2, and the rental information are received wvia the
communication line B {s10}, the predetermined flag is hoisted,

while the piece data d, the decryption key c2 and the rental

information are recorded on the memory section 224 (sl12). At
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play list (sl1). [0102] Thereaf ter, when the
repr oduci ng operation of the contents file being
rented is perfornmed based on the play list through
the operation section 223 (s2), the digital contents
reproduci ng device 220 reads out the decryption key
cl fromthe nenory section 224, and neanwhile, it
reads out the header information a of the contents
the¢ sement e, iwmes ing ectionk Z2hadricono £ ider ecopdiay, a piece
medi um and decrypts the header information a by using
dabe trdecmypbiion deeye efhd.t ifhehs rielve rdatdoobatly nerarr  hection
nmenory section 224 or on the recordi ngnmediumis
21fadqerhytius pngytlhes tr eprpdutlieidgnand BhepiRtiedmnd displayed
contained in the relevant header information a and 1s

ot a0 duEethtWakkei Bai ngz decd Wplaada Wkt De thgndepr ¥BL @8ntents

key c2 on the nenory section 224 (s13) . In addition,
£ lv\JE:'LtthhghétpﬁretdenSatqupabltganbafpg a9 ty@cd cgll?%h%a{“@levant
body b on the nenory section or on tThe recording

i ymii s Lead out, the piece data d on the nenory
pgﬁgtlon 2%4 fs read out and the counting of a data

[éfQch or atime fromthe starting |ocation
n mation to the location information contained in

[
the ece data d s arted s14) Thereafter, whet
r ot e Bt vhee Eo 3 ol 1o OBSF Akt R erecon{ents
£ 1 Thereby, the onm.tted part of the data body
%Jie ECSHhis Cnd P PEEAFECDAFEL Ao trmPrhaD) 6h5t\/\]ﬁ]éﬁough
is determned that the counting is finished and

theeppantLan §e&TALOT0 2 § HE Zdateh DBEFLbal Sy peroducing

the piece data d on the nenory section 224 is read
detcandO tivadsme et s edirer e ked dlnfxgethe memory section

224, and meanwhile, it reads out the header information a of
the contents file on the memory section 224 or on the recording
medium and decrypts the header information a by using the

decryption key c¢l. Then, the data body b on the memory section
Z24corontherecordingmediumisreadoutbyusingthereproduction
information contained in the relevant header information a and
is reproduced while being decrypted with the decryption key c2
on thememory section224 (s13). Inaddition, while the starting
location information of the data body b on the memory section
224 cor on the recording medium is read out, the piece data d
on the memory section 224 is read out and the counting of a data
length or a time from the starting location information to the

location information contained in the piece data d is started

(14) . Thereafter, whether or not the counting is finished is
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rel evant piece data d is read out as the data of the
omtted part of the relevant data body b and is
reproduced while being decrypted with the decryption
key c2 on the nenory section 224 (sl6) . Then, the
data body b on the nenory section 224 or on the
recording nediumis read out again and is subsequently
reproduced whil e being decrypted with the decryption
deltgyndegh (sfhe .nefibeyelsecttilon 224 Yl Prrthp§ the data body
reproduction software programis finished upon end
b psocessignd zkyl .t hBs useres( DA 03f tHurd hbrtmormel ndthison, when it
reproduction software, in addition to the

i sabevermesed ithed basiceuhtnely 08.fikdshrPaegedabaitted part
managenent function which is resident in the rel evant

ofdtgetdlt LOBLHENS Si s E@@bgﬁw,@bag ey iR 2282t 9 denagke hdnory
pi ece data d when the digital contents reproducing

se@@Uiee 2240 bsriainadk Qg ThisS cRieeR4dabRa FHNAYEABALin the
functi on manages the piece data don the nenory section

re?j%ﬁ'rgn\é{‘#)li%cie.t d%!?taahn§sarg£%f LENGE %?é VESL ao@i omitted

ansm ssi on data an Ime and a current date
d_ti d i,od froma fj i,nt en. .

eofeobi e Tl PR REL Sl SRR bhER B 1 Being

reaches the.rental period contained _in.the rental :
AeRRBERRL AT 1119 SRR Red o e SBulAdETP 5h S Lo

rental perjod and the piece data d and the decryptiaon
22833120, o hbRRe HeH S SN 994 HF oGP BY SR C Ll (and oF

predetermned flag is hauled down. [0104] Thus, in
oTy hpg E9SPER PO RYER ih&facheVis@F26pefit elsS tSpipsequently

reproduced while being decrypted with the decryption key c2 on
the memory section 224 (sl7). This reproduction software
program is finished upon end processing by the user.

(0103]

Furthermore, the reproduction software, in addition to
the above-described basic function, has a piece data management
function which is resident in the relevant digital contents
reproducing device 220 tomanage the piece data dwhen thedigital
contents reproducing device 220 is turned CN. This piece data
management functionmanages the piecedatadonthememory section
224, While it obtains a difference between a piece data
transmission data and time and a current date and time as an
elapsed period from a time point when the piece data d is

transmitted, and when this reaches the rental period contained

in the rental information, it is determined to be outside of
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reproduce the contents file by using the digital
contents reproducing device 220, the data body b of
the contents file cannot be reproduced unl ess the
user obtains the piece data d fromthe delivery
managenent center 210 as an authentic reproduction
applicant. Accordingly, the tenporary, illegal use of
the contents can be prevented. In addition, wth
theespetél peribte auhttdrd pifideedahose amntidie pEdmptias key
passed, the piece data d is deleted, which can al so
c2pre\rért mseoondargtidr egdl atks elel afwd, hendorte; peeee tisfmined
the contents file is copied to another recording
flagdigmbyiikhHeduser, since in the contents file
recorded on this recording nedium the reproduction
[ohnhormati on contained in the header information a is
omtted, the contents file cannot be reproduced
Un'eﬁﬁugbeiﬁﬁﬁﬁgPQPQ%Eﬁ bbe, RRGE WiahatHea3s@P operates to
aut hentic reproduction user. Therefore, tertiary,
' 0 prevented. 105].:
reperRile SPE EAPeRtE s tpnE S BRED sof Qibipapngontents
Lgital _cqontents nly th i ece. dat r.t i :
refIhE nandry TohcrrBn Yobats & ARl A PR ® £t
andtthe contg&ts ile remains as i% I s. Thus, jnSi%Ft 4
CaBRE olif ST TR BT i HGE- PRE21BY ThniRifis® data
file can be copied to another recording nmediumby .
TTHQ ke PRe 1Hre§§t HpnegRTERLs Cﬁé‘ﬁ%daépngsdé\‘}i BEtESH1Iry
order to reproduce such a contents file on the .
repgedPEtAgnmBP bAfFanhut PR e 1D 1 Fhinhd sgeorgery 1llegal
managenent center 210 and paynent of rental fee by
usgsi ﬁughﬁr@r@ﬁ@ﬁ%pa@m BrEyeREphodukh Agddéviogle Wwith respect

to the contents file whose rental period has passed, the plece
data d is deleted, which can also prevent secondary illegal use.
Furthermore, even if the contents file i1s copied to ancther
recording mediumby the user, since in the contents file recorded
onthis recordingmedium, the reproduction informationcontained
in the header information a is omitted, the contents file cannot
be reproduced unless the user obtains the plece data d as an
authentic reproductionuser. Therefore, tertiary, illegal use
can also be prevented.
{0105]

Furthermore, outside of the rental period of the digital
contents, only the piece data d or the 1like on the memory section
224 is deleted auté;atically, and the contents file remaiﬁ; as

it is. Thus, inside and outside of the rental period, the
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220 are required, so that the collection of charge in
accordance wth the secondary and tertiary use can be
ensured. [0106] Moreover, in this system since the
contents file can be easily recorded on the recording
medi um by using conputer having a wite function as
descri bed above, a rental video shop or the |Iike can
enploy a formof setting up the rel evant conputer
comberas fidfe displeayopmied ecoand tige nedica relichy Asdvides using
tapes, CD and DVD. This nmakes it unnecessary to
thetdigi tde cecostingrapdbdnsingi €ovibsi nYs. advadREES to
to both the agency and custoners. In addition, since

rép sbapc €l £hkh doesomeinkaom Whadn comt ept Sofill € amedium,
custonmer downl oads, sone kinds of digital contents

a PECOE: €2SYorh 0oMtel dell PelPiiin @%ﬁ’ﬂﬁc#ﬁ%ﬁ&?ﬁbﬁﬁﬂfp%%ment

saying that a formof a rental I deo shop need not

o £Rirayad rhuty, &, far Qfleadfrﬁ%’é%%o?r}é:ye sirg%)?%g%%i%g{nﬁeevice

can be enployed. The conte e Se

[ vi h i net.cafe. [0107]. This
2P RLE it o8 o Mo el O00: Al et Sl sy My fpratance
esign nmodification as.long as it conprises
wg@%{i @é%ysge%%r}l Eélé%e?ﬁé n%%%lm T LA RF VIS HEAng a
[ 'é@t dat abase on 60 which a contents file with a
ker information and a data body is recorded with

part of the relevant data body omtted and a second

dat ab¥EE BIEMhi et hf St ed ldgeat BAC IR FoF 1 1e can be

information indicating in which part of the data body
©3Hel ¥ EPe0AALD Whibe dP Wit nigsnedean &y 1singcorgagerdrving

whi ch can deliver the
a write function as described above, a rental video shop or the

like caremploya formof setting up the relevant computer instead
of displaying recording media such as video tapes, CD and DVD.
This makes it unnecessary to return the recording medium, which
brings advantages toboththe agencyandcustomers. Inaddition,
since a shop clerk does not know what contents file a customer
downloads, some kinds of digital contents become easy to rent.
In this case, it goes without saying that a form of a rental
video shop need not be employed but a form of a service by an
internet cafe can be employed. The contents DB may be set up
in the rental videc shop or the internet cafe.
[0107]

This illegal use preventing system 200 may be subject to

any design modification as long as it comprises delivery

management means which is a server having a first database on
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rel evant contents file via a conmunication |line, and
meanwhi |l e rmanages the utilization of the rel evant
contents file, and a digital contents reproducing
devi ce which can intercommunicate wth this delivery
managenent neans via the conmunication line, and
which is used in reproducing the contents file
delivered fromthe delivery nanagenent neans, wherein
winhen aaceegeess fiore wddhnk dashddr tih€oconatéphsafidl2 daga body
inputted to the digital contents reproducing device
ibyerarsird wild gdagitt abf clontmentsvarepraducibagly deviceed and a
transmits the relevant request to the delivery
s ereag edeetfdba S adYs W itcH high CONBRINE € | @t d 141 1deation
delivery managenent neans transmts the contents file
infdadd bt On&iheat eh§VY anin 1 QaMEst o £t d 88 8L alhe relevant
contents reproduci ng device via the conmuni cati on
ondthead dRd -t he dhgitad i%OQE@BEaeEeP{iRQ%i% deyi ﬁgliver the
receives the Televant contents file to record It on
rélr@zm%t%%gs' £ 015 01 J:&ﬁmﬁ ufc?glgi&gfl . Cél ughdv%ﬂé%\rgwhile

en an application for reproduction o ¢ conten

wh
' | S+l A he di.gi t al t [
ndfd fod SR LAE LA o1 BRNLEnL S L ERCORELNSon
B PR e Bl SR iR it S cate
.Hﬁgt deh{ver nmanagenent nmeans transm tsoni tt eddat a
Wiy P

cAtG o8P RFER MRS B St athe EommBRisafipe 1ine,
relating to the relevant application sinultaneously
arg} Whd@iiedts dSey €8 FRBrafdyrias t%%n@%*%%n*ﬁ%p%?d@ccﬂmélvered
device via the communication line, and the digital
EroghitBRt 4ok £pe bY ARy ARy tc Bepace] weere he wherewanequest for

omtted data and its |location infornation
daginhglachpédlrsl gorrents file is inputted to the digital contents

reproducing device by a user, the digital contents reproducing
device transmits the relevant request to the delivery management
means via the communication line, the delivery management means
Cransmits the contents file relating to the relevant request
tothedigital contents reproducing device via the communication
line, and the digital contents reproducing device receives the
relevant contents file to record it on the memory section or
on the recording medium, while when an application for

reproduction of the contents file is inputted to the digital
contents reproducing device by the user, the digital contents

reproducing device transmits the relevant application tc the

- -

delivery management means via the communication line, the

deliverymanagementmeans transmitsomitteddataandits location
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subsequently to record it on the nenory section and

reads out the data body of the contents file on the

menory section or on the recording nediumto

reproduce it, and at the sane tine, the digita

contents reproduci ng device recogni zes the omtted

part of the data body with reference to the | ocation
~information read out fromthe nmenory section, and
infeadsaolon and tleprocshicest ¢ hel 1ent ¢l &didat @o obhé heelevant

menory section as the data of the relevant omtted
ampartcatf 0408 ikt eferes 1l dhosgdudrhel 481 § vies Yehe digital

managenent center 210 is designed to have one digital
caondret $ePBodbtingidd@ycdave tide Pbuidhiit tQbndi ghé aland the

contents DBs. In this case, the design may be such

didtata diddrer @it s kﬂé&%cﬁjcﬁ%t@é‘i}&é | L& O PUPSLIRL €r el evant

stored in the respective s, for exanple, contents

ofddesy ardomie Are siofedd n - dikst; f@ﬂ%&ﬁsly or
In a , Or suc

files of nusic are store secon

sﬂ}:hsaéqetf&?c I e Q%% og:'idI €+ 9L QUR: (Ifset&rh éﬁ%}j sie% ttirc]:% n Slnre %rfis out

respectiv S are the sanme an concentra
c Lrst DB during_busy hours is prevented.

tr?et %%i:% ?) [r%ggo%tht;{ﬁ &€, %tfgttg 6%%?6‘?”1 Fﬁ?? H@l“}%rye,secttlon or on
thalthougg.the q§liVﬁ%y nanagenent center 210 is .

desrFgnéd 6 Mave e GFEFPFCEonht edtid! a6t isp s2te hage, the
dih.éﬁ%ece data DB 216, the digital contents DB 211

Jﬁ%ﬁﬁ EOPFBRES d:5PF MW AT LNt &f S6pende@esyphe pmg tted part

different place fromthe delivery managenent center

obhipe data hpdywHidd referenepitretenmrajemninéenmet ipgnoread

may authenticate the user and transmt a WEB address
Ougf Trre 8hgi RAROEHNI M 0DB 2 rgmdist ket and reproduces the

omitted data on the memory section as the data of the relevant
omitted part.
[0108]

Therefore, although the delivery management center 210
is designed to have one digital contents DB 211, it may have
a plurality of digital contents DBs. In this case, the design
may be such that different kinds of contents file groups are
stored in the respective DBs, for example, contents files of
movie are stored in a first DB and content files of music are
Stored in a second DB, or such that the contents file groups
stored in the respective DBs are the same and the concentration

of access on a first DB during busy hours is prevented. It is

~ el

trueofthepiecedataDB216. Furthermore, althoughthedelivery

management center 210 is designed to have the digital contents
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pi ece data DB 216 to the digital contents reproducing
device 220, and the digital contents reproducing
devi ce 220 may access the digital contents DB 211 and
the piece data DB 216 based on the relevant WEB
address to obtain the contents file and the piece
data d. [0109] Furthernore, although the digital
contents DB 211 has the header information a and the
DRdatld Bodythereterdethia Tih 2dfer fpeedigstalecontents DB 211
respectively, it is arbitrary whether or not the
anghthypticre dstpebB @rlifedan Howevee,sétt upsinesdr abkeethatlace
at least the data body b is encrypted. Furthernore,
frolni e ke ldorirgntsindgdmeents cdmbent Wied t gnhavest base, the
header information a and the data body b, it is
dedhVieqis inpossichire ckateecord whe serkent schtéethaMider and
ot her information added thereto. Other information

tﬂdﬂ%nﬁ@ﬁ%,ﬁEEVQS&§Q%QYbfWHHHWdﬂgﬂﬁ%ld%b%%@h%%dDﬂhﬁibeind the
or not the reproduction software has been install

pildtd R GORRULEE 9% the au fﬁal% 'fe duc1ng device

determ ned that the repro uction so tma as no

229)665113:1'1&{6@5& ?tcal &{téljpt?s q‘%%r\é%ﬂ%{' W&?&g@g%eﬂé§ access

21071's auto accesse

pragram . has r e t he. user

o o n R B & Gl R o e i ZJ%"%EWased on
advance obt n his, or her conp ut er c nput er

e FRIETaRE RED: AGCAPRFT 5P CONE b LOF o B heL Hidyiane! the
220, which is in a state that the reproductlon

pigse WM&t i%s not downl oaded), the WEB address of the
delivery managenent center 210 is readout, andbasedon

%, the del i very managenent center

Furthermore, although the digital contents DB 211 has the
header information a and the data bedy b recorded in an encrypted
state, respectively, it is arbitrary whether or not the
encryption is performed. However, it is desirable that at least
the data bedy b is encrypted. Furthermore, while the contents
file is structured to have the header information a and the data
body b, it is obviously possible to record the contents file
with other information added thereto. Other information
includes a program by which it is determined whether or not the
reproduction scftware has been installed in the computer of the
user, and when it is determined that the reproduction software
has not been installed, HP of the delivery management center

210 is automatically accessed, and the like. When this program

has been recorded and the user attempts to execute the contents
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210 is automatically accessed. Thereafter, the
reproduction software can be obtained by the
above-descri bed procedure. Although the contents file
is designed such that a part thereof is omtted, it
can be obviously designed such that a plurality of
points are omtted. [0110] Wiile the location
information is designed to be a data length or a tine

T ifleowh § dle hst @r shadidsotaktidor nicef @yt neah it ditsher heni¢drgaiter
part, it may be an address value indicating the

(comittted egai vabent he th&eiglimathisnicastes reprb8ucing device
sequentially determ ned whether or not an address

2208l uaieh ibeilal achedythabntide R ditieon BBdEWARYEOLs not
distribution a to be read out next and the | ocati on

dowWH1Q/aMRld )oNt 681 INC Qi gactholhar rd BsndgtRstt tcenter
of the determ nation, when they are deferm néd not to

2100 febde Wit hangachotdietnithe daiay W@y%gaﬁg%{e&ﬁpghcenter

menory section 224 or on the recording

zMﬂ%sagqrcsg@txamggagbs@gsa | STL{%?Z?%PHér %i{@n'erfepv,\{bneagmtion

they are determn 0 col ncide each
1, 1.t dﬁ%-t on,t.he nmepor ection 224 is .read qut.
s e — .

TRLETE Wi O R 51 B0 4 cbimies Feas g aasadTe-
ta EP 64 an t%e | ocatjon informatiqn, whether or
AR e S ST S AR Qs 1y BT Kb REGR G & Dert titreot

. arbi%£ary.,ln this case, for exanple omtted _
19 BRALEGH” i hF siataPPoC T have4Y i HeP Y b Atchehphra Rl ity

advance recorded before the omtted part of the data
oo 8 S a&ivd AHEt®st-a body b is reproduced, and

further counting is

0110]

While the location information is designed to be a data
length or a time from the starting location informaticn to the
omitted part, it may be an address value indicating the omitted
part or the like. 1In this case, it is sequentially determined
whether or not an address value of the data body b on the recording
medium for distribution o to be read out next and the location
information coincide with each other and as a result of the
determination, when they are determined not to coincide with
each other, the data body b on the memory section 224 cr on the
recording medium which the address value indicates is read out,
while when they are determined to coincide with each othef, the
omitted data on the memocry section 224 is read out.

[0111]

While the piece data d consists of the omitted data body
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performed fromthe starting location information to
the omtted Ilocation information. Wen this counting
is finished, the omtted data on the nenory section
224 may be reproduced as the data of the rel evant
omtted part. Alternatively, a location of the
omtted part of the data body b is predeterm ned, and
the location information of the omtted data is

arpl dfer edbdat idre inBprosucsn onwisofiewrer ddt iShossddt Eon
that the data body b is reproduced and that at the

irsfaend v 1§ keneaihted parbiotathe Mot Hedyeh Aok example,
recogni zed based on this location information to

e uee aithenom £ eda dabA Qe ITRITRRY SRE ' s i
C)gé t he dgta gf t he r%levaﬁi ghitﬁé part&ﬁ[%%%gf%%ﬁils o

adthifine the M EMF e the Bﬁﬁgﬁgﬁphhgﬁ 59f£§§r8a9£ebody b,

only one exanple, and any no ication in sign can
I . SiJm ent e realjzed. .
o TR P I A o S dRd s 1
' Lop,..the_ interruptiaqn rogram for .
Peaa IO i FraP b T ha i R na b A= prR rubbp g e
roaram. q i ece data delivery. [0113] Furthernpre,

LA e ior e MeGh Lte FoPBLIZY 64 ragoraed: ofhe

t. ry section 224 of the digital contents
OW&E@%@%F%&%M%@@@%;’ SRTEIOR Ke S BAY die pePiredupsd as the

passed, the contents file may be del eted together
dafia Rt e pr ebev et LT ttest peaiar afxétyrﬂaBWﬁ%@r pt dercation

data d, an elapsed tine froma point of tinme when the
ofc dhtertd tiede PR tr efetheddata dbrar fed e adkerermined, and

the location information of the omitted data is prepared in the
reproduction software. It is possible that the data body b is
reproduced and that at the same time, the omitted part of the
data body b is recognized based on this location information
to reproduce the omitted data on the memory section 224 as the
data of the relevant omitted part.

{0112]

Thus, the contents of the reproduction software are only
one example, and any medification in design can be made as long
as similar contents can be realized. It is true of the
interruption program for user registration, the interruption
program for reproduction software download, and the interruption
program for plece data delivery.

[O113]

Furthermore, in the case where the contents file is
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the rel evant el apsed tinme reaches a predeterm ned

period, the relevant contents file nay be del eted.

[0114] In the second enbodi nent, the system can al so

be changed 1in design so as to prevent illegal use of

a contents file which is not delivered on a rental

basis but transferred for pay or for free. In this

case, advantages simlar to the foregoing are also
repoought cabaite. memotrye seantient $2df ctheheeprieductli @dntents

software used in this case, only the processi ng when
rephredielingededi c6 IRENEStEE|tthd scaubsigler Did R F&8saH, the

period is deleted. Furthernore, as for the digital

cot@RheRrt $1nepPraguUBENge deviger 228 het e FEPFIREUCEd QN qata d,
software may not be downl oaded fromthe delivery

or"BESgeENM v ¢eRker hd b e RS, FRY, bEn ie'j.%tp%leldegi%@ {%‘}%r?, Foint

recordi ng ~ medi um sich as CD. Furthernore, obv

or el GO e EBOANHIR FVI SR B0 8okt o,

conput er t can

0 t Er.d _embodi nent _of _the presen
th%n%é?%?onéi%1g%%g%ég%$%1;§§C%EFhar%?%$%%%%m{%F%+ﬁ§rlOd’ the

rawi ngs. Fig, 1Q.i.s a__configyration diagramof a

IegﬁaﬁpglC@Bﬁ?%ﬁ?s%ﬂﬂ@eﬁﬁw %?edggﬁgﬁgnting syst em

relating to the third enbodi nent of the present
[Oﬂﬁéintion, Fig. 11 is a flowhart of reproduction

software used for the digital contents illegal use

pr ev&ht Fig) s§ramehPrRRg impEt, Abe sy sk e saehakso dfe ghanged

_interruption programfor contents
in design so as to prevent illegal use of a contents file which

is not delivered on a rental basis but transferred for pay or
for free. 1In this case, advantages similar to the foregoing
are also brought about. In the contents of the reprocduction
softwareused inthiscase, onlytheprocessingwhen thedelivered
contents file is outside of the rental period is deleted.

Furthermore, as for thedigital contents reproducing device 220,
the reproduction softwaremaynotbe downlcaded fromthe delivery
management center 210, but may be installed through a recording
mediumsuchas CD. Furthermore, obviously, thedigital contents
reproducing device 220 is not a computer but can be a dedicated

device.

Embodiment 3
f0115]

Next, a third embodiment of the present invention is
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downl oad. [0116] A digital contents illegal use
preventing system 300 as shown in Fig. 10 has the
same configuration as that of the illegal use
preventing system 200. Different points are the
contents of reproduction software recorded on a
menory section 324 of a digital contents reproducing
device 320 (refer to Fig. 11) and the contents of the
desmratragbty igh preftprandeorta ditentsawidoysl odd or.eddr ded a
on amenory section 317 of a delivery managenent
capdhnitearr 3H®( rafaeyrano B g H)gi ter etoratfdrers theegal use
different points are described in detail, and a
prdesertipld ons bém eeeblappitRot Paths rd &l ietk oFGhbkAresent
The reproduction software is downl oaded to the digital

irRMtEeHs, Fepl odueisng rdevicee r320r anth RaRded QB rth8re used
menory section 324 by procedure simlar to that of

fEPRdigeNt: A. coh PdS8] i!ﬂq)éltg’a 11O g)‘}%rve'h% iﬁglqd%%% i‘é%rﬁ‘, and Fig.

contents file, the digital contents repr

e et e SRl ARl

rati on through a user operation section 323 of
d%ﬂﬁgchggr. Then, the delivery managenent center 310
“ﬁﬁ%ﬁesses the interruption programfor contents
owrtl oad as shown in Fig. 12. The data of a contents
file_list . .ne essar¥ for, rental application processin

and th8lPikalarenteansmiiest & %Brﬁi""&ﬂtépgcéﬁtsgﬁfﬂs3go as

shown in Fig. 10 has the same configuration as that of the illegal
use preventing system 200. Different points are the contents
of reproduction software recorded on a memory section 324 of
a digital contents reproducing device 320 (refer to Fig. 11)
and the contents of the interruption program for contents
download recordedonamemorysection 317of adeliverymanagement
center 310 (refer toFig. 12} . Hereinafter, thedifferentpoints
are described in detail, and a description of overlapping parts
is omitted.
[0117]

The reproduction software is downloaded to the digital
contents repreducing device 320 and recorded on the memcry
section 324 by procedure similar to that of Embodiment 2.

[0118]

- -

Next, in order to acquire a contents file, the digital

contents reproducing device 320 accesses a contents download
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reproduci ng device 320 via the conmmunication line f3
(s21) The digital contents reproduci ng device 320

out puts and displays a rental application screen on
an out put section 322 based on this data. [0119]
"Thereafter, when the user sequentially inputs or
selects the contents file and a rental period thereof
through the operation section 323 as di splayed on the

a&&%ﬁ§@5§“ﬂ9§de§@95k9 ﬂHbéM%ﬁ?@eﬁﬁgt%l%q£ Ing@FH%eWLth

determ nes a renta unt noney

el B2 R Ent hB S SRR AR TS, %“g%%ﬁofféﬁbe%er
file, .the d%L taI contents re rodUC| device 3

TRETHF {1 o Spay" Bt put® bt “Sut put ettty e%Zch? 0

‘ t hent t tted . .
A T Oh gk oSt ot ?:Eﬁgtmt@eﬁo BLoR3 Ao ﬁﬁwwn Fig. 12.

managenent center 310 via the communication Line P,
Thg dﬁgﬁ‘é’ﬁ ? peRtENSPaliele | BSbRaass S@érib?i%r rsatailopmbycation
Is readout and transmtted to the del iverynmanagenent
PRETR T 11 6 ndokfes Hdkenwr £ f tva sapfiteschEp daldigitpd1owmtents

68 The delivery nmanagenent center 310 confirns the

repitdrint iroatieon cef 32 he lasehe relmatumg ato drhéiapd i(edf) on The
(s22) Nanely, with reference to the transmtted user

didq) tanld quireyegrt s IrBpafodilte nus eeyvieec 320t hetpees and displays
information of the relevant user is read out froma

a usertdinbepidtiadi obBBs8tdenamd arhetitgrutosenationt BE2 based on
rel evant user is an authentic user is confirmed. At

tHid data.

[0119]

Thereafter, when the user sequentially inputs or selects
the contents file and a rental period therecf through the
operaticn section 323 as displayed on the reproduction
application screen (this automatically determines a rental
amount of money), and finally inputs a user ID and a password
through the operation section 323 as a rental application of
the contents file, the digital contents reproducing device 320
shifts the display output of the output section 322 to an
authentication screen, while the inputted application data is
transmitted to the delivery management center 310 via the

communication line B. At this time, a player ID on the memory

section324isreadout andtransmitted tothedeliverymanagement

center 310 together with the application data.

[0120]
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time, the delivery managenent center 310 has in
advance prepared a list of inappropriate persons with
nonpaynments of rental fee nore than or equal to
predeterm ned tines or the like in the "user
information DB 314, and in addition to the
aut hentication, confirns whether or not the user
falls under the list of inappropriate persons (this
conf 'heatiednvefryt henbigetneat cienappr Gpoi avefpensondel s
arbitrary). [0121] In the case where the delivery
auraRagerant opesfethd ikdmselearnifng redthdaipd hiecatsesn (s22) .
relating to the application is an unauthentic user or

NadR 13yt herhi ecdsebnbul +8 PRE SOPaNhY: f8dd Susdindes dte player
l'ist of inappropriate persons, the rejection of the

1029Bldiatiker, oftEhe wselisks 1K APSTA 1S JrothBerdi Gid@ user
contents reprodu0|ng devi ce 320 via the comruni cation

1smkggd(§u{%%§%%a Lgégzinfyr%Q€1§QQ%§3q%ndanﬁnw$gﬁhgﬁs not

ere 1t has been confirne t"the User

h t L. user . _a . on .
e BB EhE b ED 12 A S s, eRE L pronn B e L
.pers , . reference t.0 cantents I D, .the
tlﬁ‘afefgfeealeﬁ"&ﬁeém%an%gfw%CFQ%@?&%%Sméﬁigaacwmamd
L ital contents DB 311, .  while the pie e dat%_
1ghek ﬁél BELPPEERER RBYSEDS bt e S05RaRG to SErgental fee
rel evant contents ID are searched and read out froma
moﬁ@eEEaBaPé EBu@i6t0aﬁﬁe@%%eﬁ%h$%%t%lm¢$e?rtq%?;% id¢ge in the
data d and the decryption c2 are sequentially
userahehe ¥netl el Endl 4 gindfin Ec%iﬂ@mls tpephodudihegtication,

device 320 as a reply indicating that the
confirms whether or not the user falls under the list of

inappropriate persons (this confirmation of the list of
inappropriate persons 1s arbitrary).
[0121]

In the case where the delivery management center 310 has
confirmed that the user relating to the application is an
unauthentic user or an authentic user but a person who falls
under the list of inappropriate persons, the rejection of the
application of the user is transmitted to the digital contents
reproducing device 320 via the communication line B (s23).
[0122]

On the other hand, in the case where it has been confirmed
that the user relating to the appiication is an authentic user

and a person who does not fall under the list of inappropriate

persons, withreference tothe contents ID, the selected contents
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application of the user is accepted together with the
rental information via the communication line 0 (s24)
. Then, with reference to the player ID of the user
and the like, accounting is recorded on the user
informati on on the user information DB 314 of the
rel evant user. [0123] The accounting is summed up
based on the user information DB 314 for every
firedét ecpirndgdpenidodeadnaut sfhareged aticad bankents DB 311,
credit card conpany 330 or charged directly to the
whisley theopihat datte cuser thanrkfergttine tegr g2 ¢aramsponding
account or pays it in a convenience store or the
td ithe reletvhernmoovatentst e aaseswherRedt BeddebiNesyt from a
managenent center 310 is connected to the bank/credit
picadd de@rpaRy3 B8P atid thieceamBupisCal i &) tHdQilede bhtal 8§ and
obvi ously possible to imediately settle accounts,

tHeO@ecr {91241 kERRILAEL Qb quuReN 2N 868! M NG e d BHRE Pihyital
of the application of t'he user via the conmunication

odi gt r%B%ogb&ﬁﬁalde@?@é%ﬁﬁ?a@ﬁ%ﬁ%%&@iE%dQ%%Eq%QBﬁgat the

out puts and di splays an error S fo the outp
A A A i SR R RS
DGR O, e By R e ety STl s
reliinch e B e edaTalh o ReedRery b iRey 9 e ing

. rental |gfornation ) ] ,
1s recorded on the user infcrmation on the user information DB

314 of the relevant user.
[0123]

The accounting is summed up based on the user information
DB 314 for every predetermined period, and is charged to a bank/
credit card company 330 or charged directly to the user, so that
the user transfers the charge to an account or pays it in a
convenience store or the like. Furthermore, in the case where
the delivery management center 310 is connected to the
bank/credit card company 330 via the communication line B, it
is obvicusly possible to immediately settle accounts, toc.
[0124]

Thereafter, upon receiving the rejection of the
applicationof the user via the communication line 8, thedigital

contents reproducing device 320 outputs and displays an error

message to the ocutput section 322.
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are recorded on a predeterm ned registry for piece
data different fromthe registry on which the
contents file of the nenory section 324 is recorded.
At the sane tine, a file name of the rel evant
contents file is recorded on a play list of the
reproduction software on the nenory section 324.
Then, a predeternmined flag is hoisted. [0126]
[OFRérleaft er, when the user perforns execution operation
of the reproduction software (in the case where the
cont eént shef pkbershardordeen onhé¢ he: recottdiagrtedidigile and
t he execution operation for the reproduction software

thies] pes honess e Wb d & itaheh & elofvamti catacR! di RY PreghdMd1Svant
set) , the data of a reproduction player and the play

cohitghteofit abned tdcdh@ed &lrfvantqgh 8RFQAYE {108 fdMRIRction
is outputted and di spl ayed on the output section 322.

32EheR, onthe- B ddsnd Fi i $RIcaY8ds 0BGy SSE Qfzdde yhiie
reproduction software (sl). This play list s a

OWs
enbid £ NA0EL 9 thgs S%I(%Fgrﬁ:tgo pX cé‘%ﬁdé\%fé P%g?i iigl%totrﬁlgietion

rel evant contents el ng rent

' it det erm ned. fd ag hoi st.e i,
argOB It O & i dde S BLARE] FLILIEE B hRr s it gprent
List 71.1 i s _determned et her _or naqt, . the .
erphie i KRS ST RE Lo Pl & B3l e Benpgy section
rent ed has. been_performed through the operatiaon
32&&%%%@3%{-32%@ Faﬁzsf]mﬁ FI@" 08 tiote PAMGeaL iR TeAgvant
reproduci ng operation has not_ been perforned, then it
copgeggtselflln-lﬁeasv\ﬁ%izqaéqiegrozﬁoq By list of the reproduction

scftware on the memory section 324. Then, a predetermined flag
is hoisted.
[0126]

Thereafter, when the user performs execution operation
of the reproduction software (in the case where the contents
fileisrecordedonthe recordingmedium, the executionoperation
for the reproduction software is performed, while the relevant
recording medium is set), the data of a reproduction player and
the play list contained in the relevant reproduction software
is outputted and displayed on the output section 322. Then,
theplaylistisdisplayedonascreenof the reproductionsoftware
(s1). This play list shows a file name of the contents file
and whether or not the relevant contents file is being rented.

That is, the contents file with a predetermined fiag hoisted

is displayed as the one being rented. Based on this play list,
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application operation of the contents file not being
rented has been perfornmed through the operation
section 323 based on the play list (s3) Nanely, it is
determ ned whether or not the re-rental of the
contents file whose rental period has been finished
is applied for. As aresult, if it is determ ned that
the application for reproduction has been perforned,
itt hendehermdeeryphithekeyrchobdnthderepenmdyc Segtdoir 824on of
is read out, while the header information a of the
theekevianhteont eatisefnd erairtddh@aseaBhYp8eELFABA3ZYrOligh the
on the recording nmediumis read out and by using the
opelaevamt sdeariypt izon key)cl, the header information a
I's decrypted and based on a WEB address of the
rogentents information contained in the relevant header
information a, the contents IDis transmtted to the

Oy 48 X TR0AGE R GER" Phat 300 A% ARLL B8 AL AN, has

reproducti on application processin I'S per

no%hﬁegﬁgg%?Egéﬁ?an g&gﬁ £§ 1£Q&g§érgbﬁg &ﬁbtgellve@%t the

manage processes an erru

S Ay I S S ] Zfon??gﬁ%%%eas?a has

necess or the reproduction applicatiaon

beB oG LPRBe ot PREU I g P St setégebideng-asiice the
320 via the conmunication |]ine R (s3I Based on

plewi 4164t 4530 he WRBPIAI thnt2rARLIEPFRRAICIRRER R\A 10t the
320 outputs and displays a reproduction application

resgeaénl of the sorpertsedtilen Wwipze( gontaloregjiod has been

finished is applied for. 3As a result, if it is determined that
the application for reproduction has been performed, then the
decryption key ¢l on the memory section 324 is read out, while
the header infermation a of the relevant contents file con the
memory section 324 or on the recording medium is read cut and
by using the relevant decryption key ¢l, the header information
a 1s decrypted and based on a WEB address of the contents
information coentained in the relevant header information a, the
contents ID is transmitted to the delivery management center
310 as a notice that the reproduction application processing
is performed via the communication line B.

(01281

Then, the delivery management center 310 processes an

- -

interruption program for piece data delivery (refer to Fig. 9).

Then, thedeliverymanagement center 310 transmitsdatanecessary
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Thereafter, when the user sequentially inputs or
selects a rental period through the operation section
323 as displayed on the reproduction application
screen (this automatically determnes a rental anount
of noney), and finally inputs the wuser ID and the
password t hrough the operation section 323 as the
reproduction application of the contents file (s5),

forhéhedirgiraldusdritan e rldsrddedi By Cd@rEsde’R 0 s Hi slirigal
di splay output of the output section 322 to an

coattieh¢nt reptricdnciapedayinki B0 the theutdmdimppht cat i bime B
data is transmtted to the delivery managenent center

(s310 .vi habbd contuig cidtioon thaelilyi Al tdurscenttiamyedrreducing
contents ID of the contents information on the nenory

deS€ el IM0 S24p et s andidiepieserdi sgrovdt uivaagplheapliayercreen
ID on the nenory section 324 are read out and

ort frdRs hithed tsedtherdelivary) .management center 310
together with the application data (s6) [0130] The
[odelgijvery managenent center 310 confirms the
authentlcatlon of the user relating to the application

(S32)y,¢ '}%E%lt%’r,"‘%ﬁ eﬁEQE%échtlérb@lé%e ug[gtt.ltt%dofsseerlects

ID an plrayer e user

i.nf ormat i on f the re a ut _f

? the ugﬁrerJL 1 or rlﬁﬁfﬂugn E@gé%ﬁeyg@ E‘\tcﬁﬁeer%o(r’il'2%gl C{J%{eglayed

L evant _u i.s_an_ayt.hent.i c user is nf|r d. _At.

o] {8 Hone Befics Gl o By SRR b "thomaﬁlcally
advance prepare lis I na opri at £ons Wit

d%ﬁﬁe@ﬁénesrsvtaﬁeﬂi“alm%e%%rﬁ?%gfi}anaf&? %dfﬁi%[ gonstts ehe
predeterm ned tines or the like in the use

LSt SPTARS G DEPAERHO h Pt Ui L EORPEBAE RGD Section 323 as

the reproduction application of the contents file (s85), the
digital contents reproducingdevice320shifts thedisplayoutput
of the output section 322 to an authentication screen, while
the inputted application data is transmitted to the delivery
management center 310 via the communication line B. At this
time, the contents ID of the contents infeormation on the memory
section 324 or on the recording medium and the player ID on the
memory section 324 are read out and transmitted to the delivery
management center 310 tcgether with the application data (s6).
[0130]
The delivery management center 310 cconfirms the

authentication of the user relating to the application (s32).
Namely, with re}erence to the transmitted user ID and‘player

ID of the user, etc., the user information of the relevant user
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aut henti cation, confirnms whether or not the user falls
under the list of inappropriate persons (this
confirmation of the Iist of inappropriate persons is
arbitrary). [0131] In the case where the delivery
managenent center 310 has confirmed that the user
relating to the application is an wunauthentic user or
an authentic user but a person who falls wunder the

19 irsadobuitn&ppmopheateepersbmsnat henrief etlt4 orarof whether or
application of the user is transmtted to the digital

noctonhentslevaptodeerngsdeni getBa80tvcautbe comaumicatedn At
line R (s33) . Then, the interruption program for

thiseeene@qt ahdelevery¥riySmihayshetds céf482]3 1M Hde iof hRIvance
hand, in the case where it has been confirned that

prichR ruseh [Lﬁlsﬁtbﬁgiﬁ%]ﬁ:flﬁpﬁpmé Cad 1 &Pn & Sy eth 8N dnhts of
user and a person o does not fall under the list of

r%n%%apfggrﬂ&teethaﬁrépeaPaw thpretierenrentd tifePlBYLhe 1ike

of the user or the’like, “accounting is recorded on

. i nf [ furat :
1! 1998 QLR Ol N8 156010, LPRST 2o e
o SRR, SAREpOIELBLERE SPL LA, Ler ol under

abpve-nentioned contents ID, and to transmt.the .
e SHg IR ot S PEBPOtcl Ty TG et aa5 a8 oF the List

reply indicating that the application of the user is
0fad é&’pﬂfdg"&ehg’fer\ﬁiotnﬁ tHe af&’éﬁtréiryi)nf ormati on

contained in this reproduction application data via
(%R lconmmuni cation line O (s34) Then, the processing

of the interrupt programfor piece data delivery is
fini dRehe case where the delivery management center 310 has

confirmed that the user relating to the application is an
unauthentic user or an authentic user but a person who falls
under the list of inappropriate persons, the rejection of the
application of the user is transmitted to the digital contents
reproducingdevice 320 via the communicationlinef (s33). Then,
the interruption program for piece data delivery is finished.
[0132]

On the other hand, in the case where it has been confirmed
that the user relating to the application is an authentic user
and a person who does not fall under the list of inappropriate
persons, with reference to the player ID of the user or the like,
accounting is recorded on the user information of the user cn

theuser informationDB314, whilethepiecedataDB3161is searched

toreadout thepiececdatadandthedecryptionkeyc2 corresponding
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The billing is performed in a manner simlar to the
foregoing. [0133] Thereafter, upon receiving the
rejection of the application of the user via the
communi cation line 0 (s7), the digital contents
reproduci ng devi ce 320 outputs and di splays an error
nmessage to the output section 322 (s8). [0134] On the
ot her hand, when the piece data d and the decryption
tokiye e0 vamtherid onest aPnEARGE MR endafe theassHitt Ehemas the
a replay that the application of the user is accepted
dipidmit hentdehtvergprodinagenelsvicenté0 830a ieplithéndicating
comuni cation line 0 (s7), the predetermned flag is
thhoi shedppihide idre ofi ehe adm id, atheptdacrypéiloar keyrh the
c2 and the rental information are recorded on the

redbave: desehh besh regitsdined on Bhes erdatanart idre appnekcktion
section 324 (s9). At the sane time, by using a clock

da%la{n\‘flé @fco&uﬁ%ni%%@%&ei iné %Q ydatap Lr ansd %%iog:%s sing

ate and tine Is recor errermry sectio

ofﬂ?ﬁ@ i8O8 PLAY P Rfrdd f‘é&dﬁﬁgge aRds QM pyied Andnished.

di spl ayed on the out put section 322 so as to indicate

Th%gﬁ%EPPﬁ ?%% ;E%(%%§Plhhf6%§§%ﬁrgﬁéﬁégF?QQQH&ﬁ%or%ROLng.

O&ggrodu0|ng operation of the contents file being
renged is perforned based on the play list through

t he erati_on section 323.(s2), co t
opr BB ERRGC S e AR 350 RARaBY ohbes RE BEEEGRE Pan
cl fromthe nmenory section
application of the user via the communication line B (s7), the

digital contents reproducing device 320 outputs and displays
an error message to the output section 322 (s58).
[0134]

Cn the other hand, when the piece data d and the decryption
key ¢2, and the rental information are transmitted as a replay
that the application of the user is accepted from the delivery
mahagement center 310 via the communication line B (s7), the
predetermined flag is hoisted, while the piece data d, the
decryption key c2 and the rental information are recorded on
the above-describedregistry forpiece data on thememory section
324 (s89). At the same time, by using a clock function of the
computer, a plece data transmission date and time is recorded
on the memory section 324. Then, the play list is updated, and

outputtedanddisplayedon the output section322 scas toindicate

the contents file with the piece data d acquired is being rented
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324, and neanwhile, it reads out the header
information a of the contents file on the nenory
section 324 or on the recording nmedium and decrypts
t he header information abyusing the rel evant
decryption key cl . Then, the data body b on the
menory section 324 or on the recordi ngnediumis
readout by using the reproduction infornmation
{sdontained in the rel evant header information a and is
reproduced whil e being decrypted with the decryption
[KeypIlc2 on the nmenory section 324 (sb0). In addition,
while starting location information of the data body
b on Thize erETRrY WFeol t 08 red24dok 10K dder L1e0H dF Rlle contents
mediumis read out, the piece data d on the nenory

fla%cbne@ngszéntgdrﬁ@%moﬁrﬂe@wstecp@)lrhnkhegppéyal i d@tihrough
length or a tinme fromthe starting | ocation

th bk PRt { O sk 1BH%2| 30?@@ OQh'enfl 0f L1 eRReeRt Al I[E%fri:dd?lr::lng

the piece data d (sib) ereafter, whether or not

deQAWR 1 1 rbﬁdg 'd']dtsgk?g d'e%rggttggg]o%{}gc 1 (qu%?n) the P&Eﬁé?gys'&ct ion

the omtted part the I's recogni ze

r I dete t|o n S. deter
3ttty hedishie Bng o PP snen e oreieh b far%aaﬁ%fa of
the dat a, bod: recogni zed, .t he ce dat
e SoREREHS e Do Cao FTEY Y Sat ot Bod %snoﬁﬁl?tree&ordmg
data contai ned in the rel evant ce 76 data
mefdid Tif 53@%55 &Eﬁéle@rd%%ﬂ{tﬁ%amﬁéﬁy BF 10 éhe Televant
rel evant _data bod% b and is regroduced whi | e bei ng ,
degayPFgCad W tH- 1 héhegeckypidadm keyvck Bhthrenemepy ypection
section 324(s13). Then, the data body b on the nenory
324601 P RS 2L COr BRI Y8 bF drag wid Yike 1ng theawrspduction
again and i s subsequently reproduced whil e being
indecryysties eprhaineddacithpt rohekeyt dasten hefoemeityon a and

_section 324
1s reproduced while being decrypted with the decryption key c2

on the memory secticn 324 (sl0). In addition, while starting
location information of the data body b on the memory section
324 or on the recording medium is read out, the piece data d
on the memory section 324 is read out to start counting of a
data length or a time from the starting location information
to the location information contained in the piece datad {(sll).
Thereafter, whether ornot the counting is finished is determined
{sl2). Thereby, theomittedpartof thedatabodyb isrecognized.
As a result of this determination, when it is determined that
the counting is finished and the omitted part of the data body

b is recognized, the piece data d on the memory section 324 is

read cut and the omitted data contained in the relevant piece
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(sl4). This reproduction software programis finished
upon end processing by the user. [0136] Furthernore,
the reproduction software, in addition to the
above-descri bed basic function, has a piece data
managenent function which is resident in the rel evant
digital contents reproducing device 320 to manage the
pi ece data d when the digital contents reproducing
dadlevd de B20d osittas ned N a T sSheoade tdat partwagraadlevant
functi onmanages t hepi ece data don thenenory section
da324bodlyi beahdl DBt aépiso@uekd fvii ENe e dpiyeest B/t &L6vith the
data transm ssion data and tine and a current date

de@RYpLith asyap2 6ha€§8dm@x%£1?dséé@ﬂ&>ﬁ 32085 PO} N MOGD the
the piece data d is transmited, and when this

daﬁ:ga&gﬁﬁ bt Bﬁ ﬂlﬁ]hi@}snoggréggt f&@tﬁiclngg oﬂ rﬂh?'ehfe&ﬁpétﬂﬁ% medium.

i nformati on, termned to be outside o

g I riod. an he_ pi.ac ta d,an h ecryption .
i £ P TR e R L R B iR Be tns
r ] flag._is. haul ed doyn. 137] _In the .
AR B R PR e R agh e Shv eV Koy TRhy ats tiom 324
i,nce the piece data d capn be obtained in concyrrence
(s3ETh tHBLS BERTAEE HioreSo § HEs b P oA 18 qjggon end
of the contents file becones easier as conpared with
PrERSSarRENPY2 RPN US8dirti on, with respect to the
contents file whose rental period has passed, the
[OpP&de data d is deleted, which can also prevent

secondarg illegal use. Furthernore, even if the
cont Batrshermergs tkheorergrduction software, in addition to

the above-described basic function, has a piece data management
function which is resident in the relevant digital contents
reproducingdevice 320 tomanage the piece data dwhen thedigital
contents reproducing device 320 is turned ON. This piece data
management functionmanages thepiecedatadon thememory section
324, while it obtains a difference between a piece data
transmission data and time and a current date and time as an
elapsed pericd from a time point when the piece data d is
transmitted, and when this reaches the rental period contained
in the rental information, it is determined to be outside of
the rental period and the piece data d and the decryption key
cZ on the memory section 324 are deleted and the predetermined
flag is hauled down.

[0137]

In the above-described illegal use preventing system 300,
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on the recording medium by the user, since in this
contents file recorded on this recording nmedium the
reproduction information contained in the header
information a is omtted, the contents file cannot be
reproduced unl ess the user obtains the piece data d
as an authentic reproduction user. Therefore,

tertiary, illegal use can also be prevented. [0138]
Sipget Hee iorase dattsi decot hishebtedngld par¢oecwfremes with the
digital contents, only the piece data d and the |ike

copnethe ﬁﬁe]rm,rjmeea:mt]mmtBQ4:arp@r@eI}eued dutbaatdmcdntys file
and the contents file remains as it is. Thus, outside

beobmtbe adnimah s penipeded hetk anbeadti schitl 2. danad@i copnediith
to anot her recording nmedium by using the digital

re€pBEENLS BRI OcELREs dEV] £aviRék: ddhtfldefetiod epOdUCeed,
such a contents file on the recordi ng nedi um

thaubfenti &atd o itkoqkharcde! Nery FRNageIeHrLRMteEe3t8dary
and paynent of rental fee by using the gltal

i1% 885@ M I e@ﬁ@@ﬂ%‘rﬁ% rdevd a6 320 EchegHEE &Y, lesi)s rel@trded

thé collection of charges in accordance with t

I
ﬁ‘? @@%E%dﬁ @g‘n%cﬂﬁfn YL HSG AN DenenSyY| g%s[@c?r%’ént@ file

I ver y ‘managenert “cent er

reﬁggégae urg h%ﬁ%f)f%ﬁ%gégﬁkto'%é%%fééﬁ%é?&h%Hform%tlon
b h  that .diff d
cof SRt hRteTy (e 8?85%% TR ECBRRr QP o LEHRR T ﬁ%%e“ihnevéogtents
EB for exa contents files of novie are store
filg @mgtspe %Trﬂii‘%ﬁﬁﬁ SRt efE| e gremt i@ e QPdPJe%C‘F pata
a second

d as an authentic reproduction user. Therefore, tertiary,
illegal use can also be prevented.
[0138]

Furthermore, outside of the rental pericd of the digital
contents, only the piece data d and the 1like on the memory section
324 are deleted automatically, and the contents file remains
as it is. Thus, cutside of the rental period, the contents file
can be copied to another recording medium by using the digital
contents reproducing device 320. 1In order to reproduce such
a contents file on the recording medium, authentication to the
delivéry management center 310Iand payment of rental fee byusing
the digital contents reproducing device 320 are required, sc
that the collection of charges in accordance with the secondary

and tertiary use can be ensurad.

[0139]
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DB, or such that the contents file groups stored in

the respective DBs are the sane and the concentration

of access on a first DB during busy hours is

prevented. It is true of the piece data DB 316.

Furt hernore, although the delivery managenent center

310 is designed to have the digital contents DB 311

and the piece data DB 316, the digital contents DB

311 andhtheghpikeeaidal v BBnadbgca@mtabsatbe Sed UP deigned

different place fromthe delivery managenent center
to3h8vel Bnthiisgcase, cbheedel i MEryL NRNAYENE N ha et @nudtQ ity

may aut henticate the user and transmt a WEB address

ofoﬁiébﬁa@iéﬂﬁ@én@QﬁﬂﬁﬂtSlﬁﬁkﬁﬂé-éHE%tlﬂ%epﬁggggHQR%%gﬁasuch

316 to the digital contents reproducing device

th@@ddiﬁﬁegéHEﬁéﬁuﬁfQH&EBHteﬁ@EEﬂ%%%kﬁg% Y%g% §89rg§§fhthe

access the digit contents pl ece

relBtic,bases on, D el evant R 00 £5% g1 D cores

e piece

. Furt.he e | t hough t di gi.tal contents DB 311 has

A R e R 1 o e es S oty TS B dggond
in_an_en ted state, respectively, it is arbitrary.

DByl RIAT 6Pt fon LBRES y o T hEFPERAET: ChpreserCtive
it 1s desirable that at least 79 the data body b is

PBERF§ pti Same #a ] thersonsenrcation Iof ereessnpem Sirst DB
file is structured to have the header information a

dugppot Resgaiaibodys BProtenteobyvibusfytriposst fike pdece data
record the contents file with other information added

DBt Bbb et guxdiheamanief,o eAdhiovnhi b udekl e py ogmadenenthicehter
it is

310 is designed to have the digital contents DB 311 and the piece

data DB 316, the digital contents DB 311 and the piece data DB
316 can also be set up in a different place from the delivery
management center 310. In this case, the delivery management
center 310 may authenticate the user and transmit a WEB address
of the digital contents DB 311 and the piece data DB 316 to the
digital contentsreproducingdevice 320, andthedigital contents
reproducing device 320 may access the digital contents DB 311
and the piece data DB 316 based on the relevant WEB address to
obtain the contents file and the piece data d.
[0140}

Furthermore, although the digital contents DB 311 has the

header information a and the data body b recorded in an encrypted

- -~

state, respectively, it is arbitrary whether or not the

encryption is performed. However, it is desirable that at least
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determ ned whet her or not the reproduction software
has been installed in the conputer of the user, and
when it is determined that the reproduction software
has not been installed, HP of the delivery nmanagenent
center 310 is automatically accessed, and the |ike.
When this program has been recorded and the user
attenpts to execute the contents file which he or she

thieaslate adiraice olraimegdddh his or her conputer
(conputer equivalent to the digital contents

{ Oledrjoduci ng device 320, which is in a state that the
reproduction software is not downl oaded), the WEB

addr @35 tofe ridde ejelt Ve y haritageiTey £ ceatiersSd@ct$ré@ad have
out, and based on this, the delivery managenent

theeRbaHe319niFs rmaYt BABS | £d IDhaeresSpddyTher eafirobditisly
reproduction software can be obtained by the

poARAYAees CELBRH THOCHHIE S, s AL § BOHGH, S8 r SARLERALS 1bhlRided
I's designed such that a part thereof 1s omtted, it

CrEARDE OBHhRLeLYdeah onad G400l BeRBU BiAlen e s
AR STRS SRS TR oroBari bhet FTBr Rl BT oy Hevgh Hdd Been
e 0t FBd M5 PEBEE Y FPRE 1 FHrs RaRaT  f deermined
eGP LR L Sb Red el L o oLt SO ERS, e o
distribution a to be read out next and the | ocati on

thienflgt i F SR Aeefet it dach Yot Attt WFrehl Y IRsiFessed,

are determned not to coincide with each other, the
argatBepodke b #hen this program has been recorded and the user

attempts to execute the contents file which he or she has in
advance obtained in his or her computer {computer equivalent
to the digital contents reproducing device 320, which is in a
state that the reproduction software is not downlcaded), the
WEB address of the delivery management center 310 is read out,
and based on this, the delivery management center 310 is
automaticallyaccessed. Thereafter, thereproductionsoftware
can be optained by the above-described procedure. Although the
contents file is designed such that a part thereof is omitted,
it can be cobviously designed such that a plurality of points
are omitted.

[0142]

~ .

While the location information is designed to be a data

length or 2 time from the starting lcocation information to the
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the menory section 324 or on the recordi ng nmedi um

whi ch the address value indicates is read out, while
when they are determned to coincide with each other,
the omtted data on the nenory section 324 is read
out. [0143] Wile the piece data d consists of the
omtted data body and the |ocation informtion,

whet her or not the location information is contained

onlis tafdbphiral yit vt Bé seaaediesexeaphe indibattieds the omitted
| ocation information indicating the omtted part is in

paAdV3RCEh & ECciicled Thetpi g ddwe omitt t@dsPGiéneial DE I drmined
body b, and the data body b is reproduced, and

wHeHHe b rCotdNg dis e sReGL PLORME LheMLPE SUBF bl B9 recording
| ocation information to the omtted [|ocation

I nf i s countinpg i.s finished, .t .
mes ] 2 o2y SRR o Bk Erd P AL iy Bpe Bfe Location
: d t t.3 of the .rel evant it rt.
* ,ﬁ%?zan%n a%?lveﬁ% ,néf}%\eoca t?lor(le a gf C%%heerd m%ir{deg"rﬂpear} tet cilo tHhe
ta .body b,is predeterm ned, an he | ocati
A R BRaRY Bt ofo RRE AT Wl Sabe Ao o HhEpar el i tengody b o
r epr oducti on, sof re. It is possible that the data
EHERRAE | SoCF SRR G CEc S RA Tat P SR o EDprpeldiress
amtted part of the 81 data body b is recognized
Ve dREh CERPS 1BERIDRYAT BRERE I TR (TR 9V prB iR ES FiRENED tO
omtted data on the nmenory section 324 as the data of

CHife 8 viBhteash pEREr pdie opbikay dpissonttiie BeRpEKtspction

of the reproduction software are-only one exanple,
324nd samgagbditfti.cati on in design can be nade as |ong

[0143]

While the piece data d consists of the cmitted data body
and the location information, whether or not the location
informationiscontainedisarbitrary. Inthiscase, forexample,
omitted location infeormation indicating the omitted part is in
advance reccrded before the omitted part of the data body b,
and the data body b is reproduced, and further counting is
performed from the starting location information to the omitted
location information. When this counting is finished, the
omitted data on the memory section 324 may be reproduced as the
data of the relevant omitted part. Alternatively, a location
of the omitted part of the data body b is predetermined, and
the locaticon information of the omitted data is prepared in the

reproduction scftware. It is pogsible that the data body b is

reproduced and that at the same time, the omitted part of the
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as simlar contents can be realized. Furthernore, wth
respect to the contents of the interruption program
for contents file download, any nodification in
desi gn can be nade as long as the contents are such
that according to the application for downloading the
contents file, the piece data d is downl oaded
together with, or separately fromthe contents file.

daltta bsdyr Heisofetbgni PéCrapdd afn OO aMdAidiS€mformation
regi stration, the interruption program for

tof 8ppeguatk ofh S intiwaiR dawal 88dih @ibmdhe sekt@bhUBb 0L the
program for piece data delivery. [0145] Furthernore,

daltB bhe t83SeWMaghe B%i“t%’éhe%ta%gf.i le is recorded on
the menory section 324 of the digital contents

roduci ng device 320, after the rental period has
[018RN ,
passed, the contents file may be del eted together
with_the piece data.d, _.or separately .fromthe piece
it a1 008 4P DEF St g PR R Do ik PP h aRe et em Ly
contents file is recejved is ohtained and when the
OnE QT EVART® 61k BT T be Y A pREqe08r i de ParFqs Lond
the . relevant contents file nmay be deleted. [0146] 82
25| A | APPHCBBORTERIES 1 HEF &Y st EMIEAE IR /i th respect
changed in design so as to prevent illegal use of a
tocbheerrtente athitéle insepsurgépnveredran £O¥F emrdients file
basis but transferred for pay or for free. In this
doyad eadadyan egds’ isiaticar inclehiegt oreegbergadarrs dbsg as the
brought about. In the contents of the reproduction
cossenwar ergsedchnthhics acasedionl yot beprppédsiang onhdior
the delivered
downloading the contents file, the piece data d is downloaded

together with, or separately from the contents file. It is true
of the interruption program for user registration, the
interruption program for reproduction software download, and
the interruption program for piece data delivery.

[0145]

Furthermore, in the case where the contents file is
recorded on the memory section 324 ¢f the digital contents
reproducing device 320, after the rental period has passed, the
contents file may be deleted together with the piece data d,
or separately from the piece data d, an elapsed time from a point
of time when the contents file is received is obtained and when
the relevant elapsed time reaches a predetermined period, the

relevant contents file may be deleted.

{0146]
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contents file is outside of the rental period is
del eted. Furthernore, as for the digital contents
reproduci ng devi ce 320, the reproduction software nay
not be downl oaded fromthe delivery nanagenent center
310, but may be downl oaded through a recording nedium
such as CD. Furthernore, obviously, the digital
contents_ reproducing device 320 is not a conputer but
can B& ahdethénd erhbediert, BEfodiviverm gan] 8lag)baesianged
~a fourth enbodi nent of the present invention is
indgseipbethb Wit horefeventd ltlegdHe udeawf igsonkiegts18iie which
configuration diagramof a digital contents illega
isuset geéventredgosystmntrel ddoig batt heahstiethed for pay or
enbodi nent of the present invention, Fig. 14 is a
fofrl awehart 1af thepr odyet | afvasohiiyar eimbsesar ftos tHe Sforegoing
system Fig. 15 is diagrans showing a contents file
ar®f aliRics beYsi@m abb@it .15fn beha gt dieg e £iags arepaid@tion
data body and Fig. 15B being an inage diagramof a
scl@hlarei 98d LA rdal & 0dYn1 9Rfl b c s 118y Anbh eWedd L vered
of recording medium 83 creating software executed by a
CRIRYLLI W Gl 15,48 s0Rvige i B d 8GO NG ed .
“redi um for dist rqlab‘l%tll on useé&f nre?{wt%? ystlem [ 0148 A
I, Qi on i | I t] -
Pl lor e o5 b3 e SPRLC LR A A T Y R R 020,
the illegal. use_preventin stem 100. . Di £f er ent .
e o St i SRR R R AT B FR i ohe SRR aetivery
méﬁgggﬁﬁﬁ ggn%Q%Eﬁ%ﬁQégég%yimadownloadedthroughaarecording
medium suchas CD. Furthermcre, obvicusly, thedigital contents
reproducing device 320 is not a computer but can be & dedicated

device.

Embcdiment 4
(0147]

Next, a fourth embodiment of the present invention is
described with reference to the drawings. Fig. 13 is a
configuration diagram of a digital contents illegal use
preventing system relating to the fourth embodiment of the
present invention, Fig. 14 is a flowchart of reproduction
software used for this system, Fig. 15 is diagrams showing a
contents file of this system, Fig. 15A being an image diagram

of a data body and Fig. 15B being an image diagram of a part

o of the data body, and Fig. 1€ is a flowchart of recording medium
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medi um for distribution a and the contents of
reproduction software recording on an auxiliary
storage section 425 of a digital contents reproducing
device 420 (refer to Fig. 14). Hereinafter, the
different points are described in detail, and a
description of overlapping parts is omtted. [0149]
The digital contents reproducing device 420 is a
crgeferal spltpese conputed hisedchypateserhidh itshe device for
figure, reference nuneral 421 denotes a contro
creadtingre sachrd$snGRiddiunef @r dheernbmed ah 422 dehbtiie srstem.
out put section such as a nonitor and a speaker,
[ona@fgr ence nuneral 423 denotes an operation section
such as a keyboard and a nouse, reference nuneral 424
denohegi gtk EPESEUEHE ON AN LIORY SBELKAALing system 400 as
reading/witing the data with respect to the
sHoREOI Wishg , MEFh RO 5 Gh 8 Y103 t8 AN £RGtld Kene 1@NGgal
reference nuneral 425 denotes "an auxiliary storage
ecti rGh di efec e I
A b e R S i S A L
, nuner 427 denotes.,a €O | catj sect | ,
o G R o CBman ESE Sn ke cFeT e Ba s dcdhing
the cammunijcation line (3. [0150] On the auxiliar ,
megh o o Ts A TEHOEON | £dd thhGh GO H5ASIS © TprSgaiction
such as an operation system.as a cqonputer, the
SO EBAGGUCECET B3 WA @Tad HdWR Tivh SECF 29F4 56 & ided °F 2
.The _contents of the reproduction software will be
digdderli ke Heatsr reprelusridde SSVRG ot 4% (edém sy &6 14) -
the main storage section 426
Hereinafter, the different points are described in detail, and

a description of overlapping parts is omitted.
[0149]

The digital contents reproducing device 420 is a
general-purpose computer used by a user. In the figure,
reference numeral 421 denctes a control section such as CPU,
reference numeral 422 denote an output section such as a monitor
and a speaker, referencenumeral 423 denotes an operationsecticon
such as a keyboard and a mouse, reference numeral 424 denotes
a reproduction and copy section reading/writing the data with
respect to the recording medium for distribution o and the 1like,
and reference numeral 425 denotes an auxiliary storage section
such as a hard disk, and reference numeral 426 denotes a main

storadge section such as DRAM, and reference numeral 427 denotes

a communication section for performing communication which is
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by the control section 421 allows a function to be
exerted as the digital contents reproduci ng device
420 in which the data body b recorded on the
recording mediumfor distribution a is sequentially
transferred to the main storage section 426 by the
decryption bit length, and the rel evant data on the
mai n storage section 426 is sequentially decrypted by
cohhecdeer y¥pt ith kiclkhmuhéagthoand ine Bet urned from a
conpressed state to an original state for reproducing
[o@Beadi ng). [0151] The contents file on the recording
medi um for distribution a has the header information

a andntthe: dakalbedy droMighskstieamIrpsseGdditdon to basic
conpressing nethod such as MPEG and is subjected to

prwelrhrknawahener ¥pt ibparawieneisyspait a@f at bembalevantne
data body b is omtted, the relevant omtted part is

regkga%@ttlgncgmftt%%e the data hedyif,. and;dumak dakd. The

the same bit length as that of the omtted part

co'n% eﬁqgegft t Qgp%ggutcfh_ggﬁoéof{xﬁéleé fyflq lFbg degég lbérgl]Qater

control i on e device for creating a
di di,stribution 14Q of . Enbodi
Ths Glacead m%@* Pl S s e ﬁ@%&aﬂl‘iﬁgogﬁﬁe Sof fon 426

oyt TRt Foh SRR HEHar-L oM ar RBeronod b d%eexerted as
e L L L ER O O et S e e

information contained in the rel evant header
bodif br pecdvded dn e repradiagdnedhenr 80 bvdin thidadeion o is

information a is recorded on a recording nedium such
segyepybaddty Franptervedrtdi hige swdh shoTage(srgtiomdxe by the
decryption bit length, and the relevant data on the main storage
section 426 is sequentially decrypted by the decryption bit
length and is returned from a compressed state to an original
state for reproducing {reading).
[0151]

The contents file on the recordingmedium for distribution

o has the header information a and the data body b which is
compressed in a compressing method such as MPEG and is subjected
towell-known encryption, wherein part of the relevant data body
b is omitted, the relevant omitted part is closed to continue
the data body b, and dummy data with the same bit length as that
of the omitted part is added to the end thereof (refer to Fig.

15). The control section 142 of the device for creating a

recording medium fcr distribution 14C of Embodiment 1 processes
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the data body b of the contents file is read out from
the master disk (s2),isconpressed (s3)andis encrypted
(s4). Thereafter, part of the relevant data body b is
separated (s5) . In the case where a plurality of
points of the data body b are separated, wth the
data of the decryption bit length to be transferred
to the main storage section 426 defined as one bl ock,

a prpgrem o8 Separateads fllémshbenr 2 eiant 1@neobtioekelof create
data (s5) Then, the relevant separated omtted data

tHiS rr%@@rr@adlgoenem@nplﬁ&e didahd yeehy ol44188 hBadpiece
data d together with location information thereof

infehnavaamiolreghd BeneBhtked Ral b fafrsicheead eh@varim dalsster
body b is closed to continue the relevant data body b

dl(sfk7:% e@Ng the i dunmy: dad ayyhhh the f?@r@&ﬁck?ﬂﬁt:ﬁ &rmation

that of the omtted part is rea fromthe nmenory

co%%%tl'n% }é%ﬂeoreﬁlggaﬂ: ﬁ@a&% 1ﬁ%grﬁgtggﬁ 18l e¥ﬁg£¥g@éa and

he case ere ata bod

t %%%ﬁ%@a%: dgl}:a%htfgé {ﬂtﬁltgghngsis t{]%cm?& orgaa %ec&rding

aving a en t |'en e omt

t th f tted ts i s add
me%a&%o%u%%?@@??a&gw g%f@?ﬁé%iﬁ%% G aea by gt
d t he 86 dj h DVD s
thendt FE G PaP Ag HeeCPbRTSaS “J?%g)s SR :“r?—’gﬂ'e’éh? fpster
proceSS|n of this software. .In th case where
digkyrsd )it ¥ 6PmpseResdofs Y h%n%aﬁﬁ%fdsptﬁ—da#%‘l )sepé%ﬁré?@fterr

t he separation can be also perforned so that the data

Pagt ¢hdhejeetgpanbiiaia brdade H 5 senatabedoidd )bl odk the case

[0152] The bit length of the omtted data is a bit
wh|e§ﬁgﬁhpapf:¢1éft§mof pcints of the data body b are separated,

with the data of the decryption bit length to be transferred
to the main storage section 426 defined as one block, a part
is separated from the relevant one block of data (s5}. Then,
the relevant separated omitted data is recorded on the piece
data memcry 144 as the piece data d together with location

information thereof (s6). Meanwhile, the omitted part of the
relevant data body b is closed to continue the relevant data
body b (s7) and the dummy data with the same bit length as that
of the omitted part is read out from the memory section 145 to
add it to the end of the relevant data body b (s8). In the case
where the data body b is omitted at a plurality of points, the

dummy data having a bit length of the bit length of the omitted

-~ -

data x the number of omitted points is added to the end of the

data body b (s8). The relevant data body b is recorded on the
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fromthe decryption bit length, and a bit length
different from divisors of the rel evant decryption
bit Iength. In the case where the data body b is
omtted at a plurality of points, the bit |ength of
the omtted data x the nunber of omtted points is a
bit length different fromthe divisors of the
decryption bit length. For exanple, when the
redecdypti medbiuh $wrigtds DyDsekt ah e desrdiddtsdct 130143
bits), the bit length of the omtted data is set at
(s40.bytless Nt shdyttes birbatsisSngS6rbths) a®td3dre byt®s the
(that is, 104 bits) which are bit |lengths of byte

caBHRRRNS a@l@@aﬂﬂ%@%f BeiditisoLfe BN bHEYIH Xee s%%‘?fated
the bit Iength of the omtted data is set at 7 bytes,

th5h§e]9§£§t9§1qyc§naé:§ 104, 9m dfc?ﬁnec?tsc;'qb r%eng nclt%f the

hese are because when the decryption
e h_of ted data is
deg9¥8¥%8§0bggt%Eﬁgphda%aﬂggmpgf # ebggkg “of the
[Ogggﬁyptlon blt l ength after the omtted part nakes no
ifference between before and after onitting t he

om tted. data, d a result, the dat bo
Che B pedd il e B STt onels SFadiier e 31&%@56“
the omtted data with the bit |l ength of 7 bytes i
i o TD4E OO B IRG BRELP o LFMEHE HeryT o zom
bit length after the tenth omtted part of the data
dipbagrp rhkele nee He Y2k edrer Pot iwerb 1 befgretand 1af te case

the omtted data is omtted, and as a result, there
wher e siese ladas Hiogivl bt is ot et ad:aﬁapb@dqlbtﬂfq%rpqih@s, the
tenth omtted part is reproduced. [0153] A
bitdebemgpt iof tOfe amditgietdabiatanketiis rnumegalo fusmitted points
preventing
is a bit length different from the divisors of the decryption

bit length. For example, when the decryption bit length is set
at 10 bytes (that is, 80 bits), the bit length c¢f the omitted
data is set at 10 bytes, and 7 bytes (that is, 56 bits) and 13
bytes (that is, 104 bits) which are bit lengths of byte numbers
other than the diviscrs, and the like. When the bit length of
the omitted data is set at 7 bytes, the data body b are not omitted
at 10 and 20 points. These are because when the decryption bit
length is 10 bytes, i1f the bit length of the omitted data is
set at 20 bytes, a data row of the data of the decryption bit
length after the omitted part makes no difference between before
and after omitting the omitted data, and as a result, the data
becdy b afte;: the cmitted part can be reproduced. ;urthermore,

when the omitted data with the bit length of 7 bytes is omitted
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nmet hod using the digital contents reproduci ng device

420 of the digital contents illegal use preventing

system 400 configured as described above is given and

in conjunction of this, the operation of amanagenent

center 410, the operation of the digital contents

repr oduci ng device 420, and the contents of the

respective prograns are described. The decryption keys
atclQ e niar,earécion dedv off ehidece atiorDBi44lewfth ke ter the

managenent center 410. Hereinafter, for convenience,
teatkhase et paene PohotdLafz béde vdad ke HOdYd Df f Sramid bedween

is described. [0154] In the digital contents

beFBPEOSHE I 11t devtheeoh 20t clineat 4 Ry edyeli-on §ﬂ&té/‘@raerb§ult
downl oaded by the same procedure as that of

T

d [ 0 t he reproduction and copy
OmsEg%?ogggé4gEyr%égggég%aand the execution of the
[Oﬁggﬁoduction software is operated, this digital

contents 88 reproducing devi ce 420 reads out the
rele r epr.oduct softmare fr ayxiliar .
St or AgE SacR T s T MaPREeE E Ry clfr%ﬁ%zsntmg

for processing,. and reads out the data such as

me FREAGHA]T SRephigital SOMtLR TS SEPEQRNAIMB @S Gend20 Of the
rel evant reproduction software on the main storage

digaeeiofPue s idutgsitl UsRIPERERNBYREtS Yt eThd Wuepaf igured
section 422. Then, the play list show ng a content

asf dpachebag abﬁvedlssgavgplayédlnncangéﬁééhon of this, the

operationof amanagement center 410, theoperationof thedigital
contents reproducing device 420, and the contents of the
respective programs are described. The decryption keys cl, c2
are recorded on a piece data DB 441 of the management center
410. Herelnafter, for convenience, a case where one point of
the data body b is omitted is described.

[0154]

In the digital contents reproducing device 420, the
reproduction software is downloaded by the same procedure as
that of Embodiment 1 and is recorded on the auxiliary storage
section 425.

[0155]

When the recording medium for distribution o is set in

thereproducticonandcopysectiond424bytheuserandtheexecution

of the reproduction software is operated, this digital contents
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of the rel evant reproducing player (sl) Nanely, the

contents file having a predeterm ned flag hoi st ed,

whi ch indicates that a reproduction application has

been made, is displayed on the play list. Then, based

on this play list, whether or not reproducing

operation has been perforned is determ ned through

the operation section 423 (s2). [0156] Wen it is
regetoeiigined ddaicd e o epfeiuciutg eRerallicaasepi@iduction

been perforned, it is determ ned whether or not

sofeadirg £ roRerdd QMxiaReat sty r@fgeDls¥e tiOhD)s20f thehe main
recordi ng medi um f or dlstrlbutlon a has been

st%‘%fafg%f gEd: § B oM beépP&@é@éix?& sed k@stAc?ét ¢$3) a2 uch

the operation of DISC LOAD i's perforied contents
I I
o I8 SRILRRLS, LA LT RIS P o

QL R e 426 a out u#ted di s
ret%hec%u?:pll?t% gé%?ware o&gg? 1q\|§% agec%en tl n912%y§o o%ncput
i nf.ormati on_contai ned _in, the head & rnat

G B pUt 5 4 [P RRPRE i cciot & 4% ITEG. HOE BLaY list
hoi st ed anong the contents files on the recordln

Showdgm? §8PLEPtdESLRi BatPenrantedr badibinl %Y\e‘illn%n rfaiSy L een
storage section 426 and is dlsplayed on the contents

of| fhe T lersyt TRerescdng wherean! sdopl | ¥atréi f bre contents
reproduction of the contents file on the contents

tilieshayinper Poeredeppingd Gsed hoiHedbonhénhsindicates that
information contained in the header information a of

a rhprpeletant sppienasibn|kasbadie meeeor dendi sptavedfar the

play list. Then, based on this play list, whether or not

reproducing operation has been performed is determined through

the operation section 423 (s2).

[0156]

When it is determined that the reproducing operation has
not been performed, it is determined whether or not reading
operation (operation of DISC LOAD} of the recording medium for
distribution o has been performed through the operation section
423 (s53). When the operation of DISC LOAD is performed, a
contents list showing a contents file for which reproduction
application has not been made is read out on the main storage
section 426 and is cutputted and displayed on the output section
422 (s4). Namely, contents information contained in the header

information a of the contents file with a predetermined flag

not heisted among the contents files on the recording medium
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distribution a is readout on the nmain storage section
426. Then, based on a WEB address contained in the
rel evant contents information, a contents |ID
contained in the relevant contents information is
transmtted to the managenent center 410 via the
communi cation line (3. In this manner, the execution
of the reproduction application is transmtted.
for0d58t ridhei sanadereatkhdcent esn 4He proeest8sSa§besection 426
interruption programfor piece data delivery (take
andveérs adndpiefed ba Ehg codkeflten,likhe data necessary
for the reproduction application processing is read
[oaut7]from the nmenory section 416 and is transmtted to
the digital contents reproduci ng device 420 via the
comyAikeahir@Brl i Reh 3 $PP1 icaBasedror t8hscdat@iock NEF the

digital contents reproduci ng device 420 reads out the

cotdlatQf £@1 ol 8RY eﬂggé&ﬁeeﬁpgl 1£8L 100 SO RE7QD ﬁw%thgiu@er,

storage section 4 to output and display It on

th%uEBHEeﬁﬁgt%ﬁg ?ﬁ§t£8§9c0n£9%§$é ﬁgqﬁgﬁﬁﬂﬁgdefMTﬂfﬁy%ation

user sequentially Inputs or selec a rental

riod through.the eratiQn section 423 as .di splayed

= BT tHe Faproaiist CoRTaBEr CALron sifer SLoRre o nedith for
determnes a rental anount of noney), and fi nal

diphgdPetiondet s FHAGRE OPASSTRAY SF%F%E@ﬁeFﬁéo&p‘b%vﬁ i gRen,
section 423 as aFreproductLon application of the

bapgtoPli Ag"HBAPAATESS GPBLRIBGE IR &PEsEFlevREtdrgPtants

. contents reproduci ng device 420 transmts the inputted

lngﬁﬁmﬁééPpenac%ﬁ%F?Q¢%tﬁ?|%§ﬂ§@éﬁ€ﬁtlEeH@%rIQMﬁY%ﬂﬁaQQQients

information is transmitted to the management center 410 via the
communication line B. In this manner, the execution of the
reproduction application is transmitted.
[0158]°

The management center 410 processes the interruption
program for piece data delivery (take over and refer to Fig.
4) . Then, the dqta.necessary for the reproduction application
processing is read out from the memory section 416 and is
transmitted to the digital contents reproducing device 420 via
the communication 1ine § (s31}. Basedon this data, thedigital
contents reproducing device 420 reads out the data of a
reproduction application screen on the main storage section 426
to output and display it on the ocutput section 422 (s5).

[0159]

Thereafter, when the user sequentially inputs or selects
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communi cation line P. At this tine, the contents ID
contained in the contents information of the header
information a on the recording medium for
distribution a and the player ID on the auxiliary
storage section 425 are read out on the main storage
section 426, and transmtted to the managenent center
410 together with the application data (s7). [0160]
a tdpoin I eediividnghtbeghetioy afte rapfildrcattenodad 23 and diBelayed
i ke, the managenment center 410 confirns the
onatiichesbtcalidOno®bpbhecaiseh J@tadn NEhi 9 dte ri@hR\Maitental
application (s32). Nanely, with reference to the

amb8REI ¥yLdndissf) | [ﬂrﬁ‘i“‘%l@aﬂ%r ihBuet Lhesdserp arﬂ G ]gfsgﬁrord

user |nfornat|on of the rélevant user 1s read out from

thﬁoﬂéﬁr‘ch}éqéﬁéf‘g%igﬁ dB.414, 495’%%%&%@&&: Eﬁli\catlon

rel evant user I's an authentic user con |rrre

s tine, .the age r 410 has |n a
Ofpt;-h%%aff%%ogdve%tm ok H‘%% SR E paitoe (i n the dtgical
r ent fee e . than or e :
CO%?%E@? o Pedie i aedent S Eh; ’éaPﬁmiL{'wé ﬁﬁsrmputted
tion 414, and in addition

ol HRhEPh s f, “RohPf rAR AASTRRF SPoRoE $RE Ber tPEI I s

91 under the Ilst of inappropriate persons (this
CoRBRR} ¢ahiPBnl igte Brhelrtitdil vt imgapphepromteniperldbaenitsined
,_arbitrary). [0161] In the case where the nmanagenent
in R 6PNAED tRasERRRE Aol OF ke hradeseinfermefhgntdon the

the application is an unauthentic user or an
regordent itedsen furt b perisort who o alrds theden atylee Tbsbn the

of inappropriate persons, the rejection of the
au}apb]_a@jatsmm:@‘e thetion 425 are read out on the main storage

section 426, and transmitted to the management center 410
together with the application data (s7).
[0160]

Upon receiving the relevant application data and the like,
the management center 410 confirms the authentication of the
user relating to the relevant application (s32). Namely, with
reference to the received user ID and player ID of the user,
etc., the user information of the relevant user is read out from
a user information DB 414, and whether or not the relevant user
is an authentic user is confirmed. At this time, the management
center4lC0has inadvanceprepareda list of inappropriateperscons
withnecnpaymentsof rental feemore thanorequal topredetermined

times or the like in the user information DB 414, and in addition

to the authentication, confirms whether or not the user falls
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user is transmtted to the digital contents
reproduci ng device 420 via the conmunication line 0O
(s33) . Then, the interruption programfor piece data
delivery is finished. [0162] On the other hand, in the
case where it has been confirmed that the user
relating to the application is an authentic user and
a person who does not fall under the list of
undeappreprist @ f peapprsprikth pefesenceiios tdwnMlm@myeiion of
ID of the user or the |like, accounting is recorded on
théheigsesfi nhappebpeNaet pBesdfer ieNarbherksen .
information DB 414, while with reference to the
rocemyents 1D, a piece data DB 111 is searched to read
out the decryption keys cl, c2 and the piece data d

correspepdibAgetighd et g%llﬁ ﬁ?&em&ﬁ@tc%’?ltt%rl @loggcgsl t8nfirmed

transmit themto the digital contents repro
d L hat. th cation
thg‘?\‘ﬂ euéégrraeslaaﬁalngg%%g ﬂé‘ﬂet Egégkggté\ﬁﬁ 15{ gl.?}g 1{ eagtlc user
ndi t|n the rent erj od an e lik

or i Bl e ' EREeay b DL} %P0 e Lk o
: catian i Then cessin
ln%%%r?m#ﬁp?erp%fg%ra oFe ?%Eéoafﬁfat&a BafEIge0H ST the

ni shed. ﬁé ﬁ%& The accounting is sunmed up. based on
US?ﬁel%éran &itegt Forrhepalgifador ol s g Bidhitedevice
eriod, and is charged to a bank/a credit card

425mﬁ9emmnt¢mﬁgerd ldnedit(sB3to t Reensdrhe dotemanption

the user transfers the charge to an account or pays it

Pregran €ohvBhfenceataodeloverteiki RenifFhedhernore, in

the case where
[0162]

Cn the other hand, in the case where it has been confirmed
that the user relating to the application is an authentic user
and a person who does not fall under the list of inappropriate
persons, with reference to the player ID of the user or the like,
accounting is recorded on the user information of the user on
the user information DB 414, whilewith reference to the contents
ID, a piece data DB 111 is searched to read out the decryption
keys cl, c2 and the piece data d corresponding to the relevant
contents ID, and to transmit them to the digital contents
reproducingdevice 420 as areply indicating that the application
of the user is accepted together with the rental information

indicating the rental period and the like which are contained

- -

intheapplicationdataviathecommunicationlinef (s34). Then,

the processing of the interrupt program for piece data delivery
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t he managenent center 410 is connected to the

bank/credit card conpany 430 via the comrunication

line O, it is obviously possible to immediately

settle accounts, too. [0164] Thereafter, when the

digital contents reproducing device 420 receives the

rejection of the application of the user via the

communi cation line 0 (s8), it outputs and displays
1sdhtmishedan error message contained in the data of the

rejection on the output section 422 (s9) . On the
[ObbBer hand, when the decryption keys cl, c2, the

piece data d and the rental infornation are received

Vi a The acomuntiicat i onsunmel (8 Ha8)d ohhehpnedet énfonedtion

flag is set, while the decryption keys cl, c2, the
DB [@i1eiCEo flatv@ r yip vddle t BEm 1 €8d @le rinborifed iiencied ey eoraednk/a

on the nenory section 425 (sl10). At the sane tine, by

cré8i PG A L£hesKkahyneio ef Sfatded eI o aH gserfdaddthat
transm ssion date and tine is recorde on the

th8UXEEEaF Yo 5L L RECLRECELQPGA2Bo dACHcchNBtPLRYPLLSt 1ESin 2
read out on the main storage section 426 for updating,

coﬁ\g%ns(éﬁlgg%tﬁ?é g% gﬁ? Pi]§é)| a%@tﬁﬁ%ﬁr@%e‘?u'Huﬁhé%%tsieoﬂhere

ows a filé name of 'the contents

file with the piece ta d__ohtai t i
e P BT 615 SoaPl e o ha Sl AR cara
roduci ng q&eration of the contﬁnts,

file, i .
cox%ﬁ?%ﬂﬁ@dﬂbaa% & CORTURE Cait4 9T e hﬁs&aéke‘%e&iwaﬁshble

sectiqgn 423 (sZé the digital gontents r epr oduci ng
togiuredliasely, eabtlsufCER nE&prbBtcti on i nformation

contained in the header
[O1le4d]

Thereafter, when the digital contents reproducing device
420 receives the rejection of the application of the user via
the communication line B (s8), i1t outputs and displays data of
an error message contained in the data of the rejection on the
output section 422 (s89). On the other hand, when the decryption
keys cl, c2, the piece data d and the rental information are
received via the communication line B (a8), the predetermined
flag is set, while the decrypticn keys cl, c2, the piece data
d and the rental information are recorded on the memory section
425 {s10). At the same time, by using a clock function of the
computer, a plece data transmission date and time is recorded-
on the auxiliary storage section 425. Then, the play list 1is

read out on the main storage section 426 for updating, and 1is

outputted and displayed on the output section 422 (sl). This
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information a relating to the relevant contents file
on the recording nediumfor distribution a on the
mai n storage section 426, while it reads out the
decryption key cl fromthe auxiliary storage section
425 and decrypts the rel evant reproduction
i nformati on by using the rel evant decryption key cl.
Then, by using the relevant reproduction infornmation,
alflhesdat &i bedyar: oh thike cobaetendisngiedivithfidie piece data d
distribution a is sequentially read out by the
obdadhygt renbki Hikengybdoant RBempilaystosage section
426, and at the same tine, the decryption key c2 is
(oneaqd out fromthe auxiliary storage section 425 on
the main storage section 426. Thereby, the rel evant

dataTH@rEQ?t@?'% 3%9&%9§e§§8%h89 g%%@rh%l%%QH?EBé@bBXents

decrypted y t he decryption eng using t
d )
dSCLIA AR 07 ool e g éﬁ'ﬂgﬁg%@g%%gh reopgretier
t MPEG
sepﬁgggfgg ﬁkEZp?b ucerg(ilﬂ%hL %a?ge% ?3£b[éfﬁﬁﬂe 420

| t th thi t t
re@% Eé’ﬁﬁuﬁhcﬁg*—’?ﬁsva“wsﬁl?ﬂ? CI?%@%? 3 eps h%&gb%heeder

ead oyt fromthe recording mediumfor distribution

lnSHrFﬁElﬁﬁlﬁ EPOPrEYBY §@cFP8nr2éévaﬂﬁlF@nFﬁgtPogé#Poﬁn the
information contained in the piece data d is read out

reepghinHanediin faryd 5% by Hejet S (0f on U4psmadn 3herags section
storage section 426, and the counting of a data |ength

428y vihi}end tf Fomls pelty Bhevanr Witaan keylok dEpmnthe auxiliary

information to the relevant location information is
stgpgg@egeggigp_4iﬁeaeéfﬂ@¢;ypts the relevant reproduction

information by using the relevant decryption key cl. Then, by
using the relevant reproduction information, the data body b
on the recording medium for distribution a is sequentially read
ocut by the decryption bit length on the maln storage section
426, and at the same time, the decryption key c2 is read out
fromtheauxiliarystorage section425onthemainstorage section
426. Thereby, the relevant data on the main storage section
426 is sequentially decrypted by the decryption bit length by
using the decryption key c2 and the relevant data is sequentially
returned from the compressed state to the original state through
a filter of MPEG or the like, which reproduces the data bedy
b (s11).

{0l66]

In conjunction with this processing at step 11, the
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whet her or not the counting is finished is determ ned
(s13). Thereby, the omtted part of the data body b
is recognized. As a result of this determ nation,
when it is determ ned that the counting has been
finished and the omtted part of the data body b is
recogni zed, if the bit length of the omtted data is
smaller than the decryption bit length, the data body
stirisng ebekcauiof rionfo et Yeroriithe mediauiddar b is read out
distribution a and the omtted data contained in the
frphete datardihg meedcnoid r fdiemortine tawd d&icd ¥he si=0mgeorage
section 425 on the main storage section 426 (nanely,
settheodad B6 bodyi e ahd Nedaedendiing oreditudnf @bntained in the
distribution a and the omtted data on the auxiliary
pi&tOIRIE Herd iradddht afeom thangheil edrass ﬁ(ﬂ%(j‘j@%%&flon 425
the decryption bit length) to be connected (sl4).

on -Eﬂ%ﬁmairb‘%tgi‘ta@e@ce dthigyrfes by RO PicbubenRgiyhh £ graéﬂ},elength

rel evant main"storage section 426 is decrypted

orU§'EEhetﬂy%mg%ﬁﬁyﬁ%#%%a%ﬁys%%r%ﬁﬁg)18 dethe 5ﬁk8¥ﬂ5£10n to

data I's returned romthe conpr sse state to
. th?&%g'?%%g 5%%?tﬂ{?g%?oﬁggééhug%tafée%qgIMD 9§9§Q§fter,
Wh?g}%grlm]h%%t HE ey or BiriFBRghe 5%5%%?3%&913
Th%fé%{ 3315 Lkt Hat ofh L0 T O o g A
n the |ece data d is read out fromthe auxiliar

a r&%«"&g@ skl §tf B g iR Pﬁ%%%rh@@%’@c’%m%}?%%éat the

(nanel the data body b on the recording nedi um for
COI&)‘P%%W égztsl baen Hag shed and the omitted part of the data body

b is recognized, if the bit length of the omitted data is smaller
than the decryption bit length, the data body b is read out from
the recording medium for distribution o and the omitted data
contained in the piece data d is read out from the auxiliary
storage secticn 425 on the main storage section 426 (namely,
the data body b on the recording medium for distribution o and
the omitted data on the auxiliary storage section 425 are

transferred as the data of the decryption bit length) to be
connected (514}, Then, the data of the decryption bit length
on the relevant main storage section 426 is decrypted by using
the decryption key c2 (sl5) and the relevant data is returned
fromthe compressedstate to theoriginal statethroughthe filter

-

of the MPEG or the like (sl16}, which reproduces the data body

b (s17).
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part of the omtted data on the auxiliary storage

section 425 are transferred as the data of the

decryption bit length) to be connected, and

subsequently the remaining omtted data

cont ai nedi nt hepi ecedat ad (dat aof the decryptionbit

l ength) is readout fromthe auxiliary storage section

425 on thenain storage section 426 (sl14) Then, the
[@aga) on the main storage section 426 is decrypted by

the decryption bit |length by using the decryption key

c2 (siS)knanditheesgtRVaNt rdabai b Scheiit Dad fl%%@]teﬁte Pfan the

conpressed state to the original state throug

: of i 16) , . whi ch
T he e Doy & (1A% (bR €40 out £rom the

Al ternativel. art .of the omtted data (data of the

T e%l}@lp‘%? 8&86?/1{“ f%%&&ﬁ)tr&gﬁﬂiépﬁéﬂ and ket pitedee gaistgd data
i.s. read, .out_.fromthe auxiliary staqorage section 425 on

C?W&?%%ﬁ%5§}$¥§bé”f§§%ﬁﬁgﬁ G285 Eﬁagsﬂﬁgeﬁﬁ%ﬁtWQ? el liary
data body b is read out from the recording nmediumfor

S5 kﬁﬁv 0P PhéhreRaiRi AECBATEL BBCt Hanad26 (namely,
contained in the piece data d is read out fromthe

thadiattieapydvds o5t dhaegeesecding Masiwn fiche dimitmibtibiagea and
section 426 to be connected (sl14). Then, the data on

PaHe OfnitAeseBt hedséatd om 426 pyxidéerypsbdrbyethection 425
decryption bit length by using the decryption keyc2

ayess IBEnsded nete aseltbeadttdabd teré¢ormetiénamit heength) to
conpressed state to the original state through the

bef idarere dfe VPEB Drs e qudrite  $HB) ,ranti ichi He prOdUees data
the data body b (s17). In this manner, after the

coriteiimied/inthebd comiddtedd paataeft theddatgpobodd bit length)is

readoutfromtheauxiliarystoragesection425onthemainstorage
section 426 (sl4). Then, the data on the main storage section
426 is decrypted by the decryption bit length by using the
decryption key c2 (s15) and the relevant data is returned from
the compressed state to the original state through the filter
of the MPEG or the like (sl6), which reprocduces the data body
b (s17).

[0168]

Alternatively, part of the cmitted data {(data of the
decryption bit length) contained in the piece data d is read
ocut from the auxiliary storage section 425 on the main storage
section 426, and subseguently, the data body b is read out from
the recordingmedium fordistributionaand the remaining omitted

data contained in the piece data d is read out from the auxiliary
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b is reproduced, again, the data body b on the
recording nedium for distribution a is read out on
the main storage section 426, and is sequentially
decrypted by the decryption bit length by wusing the
decryption key c2, and the relevant data is
sequentially returned fromthe conpressed state to
the original state through the filter of MPEG or the

stbt&ge swhitdbnriyr adukematihes tsohspagsest i odaba oy cbnnected
(sl8) . In the case where the bit length of the

(som 1 t etherflatithd SidY & ek Gfa BOURl o yd VE&E- BSn | 8F Qeis
as the decryption bits, the processing at step 14 is

de®eTHPEABY, ¢apt &1@@9%& Yon B 8 1emePHOHYCEL Oy S WRE®yption

programis finished upon end processing by the user.

’ . f .
ke%g%ﬁ% 55"1%1&?{%% e le%%%&&ﬁa?&ia?ﬁ%gggﬂ?nﬁg Er\/@r{’@he EBmpres sed

ition'to t above- asi ¢ function,

: _ whi . . h S |
stgggt@grgﬁéxgyﬁayﬁ%l s%%&&?%griégﬁlgﬁgtfig%ér?he@%?gggr the

contents repr ucl ng mana
. dat g when the digital contents reproducin dﬁvic :
11%’30?‘? G{Urvﬁé]dc .eE%ﬁocﬁth%s 2%1?1 ecfs‘ﬂtsaf R}Cﬁg gﬁe(gsel at a%‘ this
on the _auxiliary peppry section 425 is nanaged, while
MABOGF f Feriditc &7 097 bRt Wk fa F PP xR A RATanSA s8¢ slata body
data and tinme and a current date and tine is obtained,
b 15 rgRrefapsdd ¥ ind MoArhatherky popRtthewr@somd ng Begdium
data d is transnmitted, and when this reaches the
for ghitsdlr ifartiiod: eohs aiemetoirth ¢hehremaah $hforpatsemtian 426,
is determned to be outside of the rental period, and
ang hies Ficanentdatld vddaed velteddersr ipe idarkeysi @i bid2 lemgth by
the auxiliary storage section 425 are deleted, and
usihe tpeedetmmtiimedd ¥ ag, iasichiaut edlevant data is sequentially
returned from the compressed state to the original state through
the filter of MPEG or the like, which reproduces the subsequent
databodyb (s18). Inthecasewherethebit lengthof theomitted
data is more than or equal to twice as large as the decryption
bits, the processing at step 14 is performed continuously. This
reproduction software program is finished upon end processing
by the user.
[0169]

Furthermore, the reproduction software, in addition to
the above-described basic functiocon, contains contents which are
resident inthedigital contents reproducingdevice 420 tomanage
the piece data d when the digital contents reproducing device

420 is turned ON. In this contents, the piece data d on the

auxiliary memory section 425 is managed, while a difference
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down. [0170] If the decryption key c2 is stolen and an

attenpt to illegally reproduce the data body b of the

contents file on the recording medium for

di stribution a by using the conputer (including the

digital contents reproduci ng device 420) w thout

obtaining the piece data d is nade, the conputer is

made to perform the same processing of the
befdppodadeiore stitavdrangditsfdrnataseepndiiing amdreelgyprrent

reproduce the data body b of the contents file on the
datecorditdgentdiaimfigredlast an pleipsrdape Atod Hixont aneime point

when the data read out on the main storage section of
whehet tompuicey daby d Hes deenypitoadpidnd emgnhth$sdataches the

| ocated before the omtted part, the stolen
reflealyptrondkepntdinbbichnhabebeentan advameetivecorideds

on an auxiliary storage section of another conputer

det8rmeaddodb B HhEs 1@k No SHEKAYR LT it ANd drite tdat diece
on the main storage section is decrypted (nanely, is

dasHbj eglednioqacrppedsherdy ned calcghath Omu:byl 18y storage
decryption bit length by using the decryption key c2.

segggan §b§%%£ﬂdéfé f¥@R@ghgypyﬁﬁggerﬁ?héaefféghﬁyhauled

ecryption key c2, the data on the main storage
do%gction can be sequentially converted into a data row
efore encryption by the decryption bit |ength.
[0598§equently, after that, the data is returned from
he conpressed state to the original state through

:R: Egg%ﬁgbg%§¥§gg%8%7 F? kEkgb S %Egncggdrggr% %%pt to
illegally reproduce the data body b of the contents file on the
recording medium for distribution a by using the computer
{including the digital contents repreducing device 420) without
cbtaining thepiecedatadismade, the computer ismade toperform
the same processing of the reproduction software as that at step
11 to thereby reproduce the data body b of the contents file
on the recording medium for distribution a. At this time, when
the data read out on the main storage section of the computer
by the decryption bit length is data located kbefore the omitted
part, the stolen decryption key c2 which has been in adwvance
recorded on an auxiliary storage sechtion of another computer
is read out on the main storage section, and the data on the
main storage section is decrypted (namely, is subjected to a

predetermined calculation} by the decryptionbit lengthbyusing

the decryption key ¢2. Then, since it is decrypted by using
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However, when the data read out on the main storage
section of the conputer is data |located after the
omtted part, the decryption key c2 stolen fromthe
auxiliary storage section of another conmputer is read
out on the main storage section, the relevant data on
the main storage section is decrypted (nanely, is
subjected to the predetern ned cal cul ati on) bythe

thdetoyph decriptidrergiivHytusdagatdret e armyipt § torr gy se2kion
At this tinme, since the data row of the data on the

cafdsshQeageaseqtdoivd st ¢l iheventda tfar oow thef cdat antoywption
after encryption (that is, the data row before

by OPh & SO 361 SROWMY: | Terfitth . 18onisk duen@Qyektredri Rhatanthe
unknown sequence of nunbers or al phanunerics. Wen

daByGhy HQKEPM@d Sefrens e Rfp HYhe! statedl PRABWEIG G State
passed through the filter of the MPEG or the I1ke,

th%rggglée%rtg i RG R gf%ﬁ%@groéhé he ]Seo,”l%ﬂg% c3h WHro® the

i mposSi ble to reproduce the data of the data
d Qod 8 agter the omtted part. [0172] In the digital
alkta Q . .
content's illegal use preventing system 400 as
O??iiribed above, the sane effects as that of the
(O gal use 99 preventing system 100 can be obtai ned.
[0173] In addition, in the q5gital contents illqgal :
use %?@@Kéfﬁ{:i W&ens‘}/}%? gﬁ&@dc,ea ut on themaln storage section
aft ert hedat abodyboft hecontents file is conEressed nd W
cfehBrypPERULRAr 50t Re lPEREFENEEESE athBAGMh EEEIoRPE Led t®
and the data body b is recorded on the recording |
degsyPlifrhorey di2SEEPBERI BFPR thia RUKALS 25k ¢ EeERPargection of

cl osed so as to continue . _
another computer is read out on the main storage section, the

relevant data on the main storage section is decrypted (namely,
is subjected to the predetermined calculation) by the decryption
bit length by using the decryption key c2. At this time, since
the data row of the data on the main storage section is different
from the data row after encryption (that is, the data row before
omission) as shown in Fig. 15, it is converted into an unknown
sequence of numbers or alphanumerics. When such unknown
sequence of numbers or alphanumerics is passed throughthe filter
of the MPEG or the like, the returning processing of the computer
stops. This makes it impossible to reproduce the data of the
data body b after the omitted part.

[0172]

In the digital contents illegal use preventing system 400

as described above, the same effects as that of the illegal use
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the data body b. Therefore, even if the decryption key

c2 is stolen and thereby, the data body b is

illegally reproduced by a conputer or the |like, when

the data after omi ssion of the data body b of the

contents file on the recording nmedi um for

distribution a is read out on the nmain storage section

of the conputer by the decryption bit Iength and the
preekevant dataemslOdecnypbedobyatheddecryption bit

| ength, the data is converted into unknown sequence
[(ooff3nunbers or al phanunerics. Wen this unknown

sequence of nunbers or al phanunerics is passed through

the fhbuen tabnYREG 108 dt Bethi kentlhe sret W dd Ngse preventing
processing stops, so that the data after the omtted

syQ@éfa 4@@”@Et§)ﬁtlﬁ§859g%%%(§fb OFIEH%’Cdn&Bert%CJ%Pé D8 cBmpressed
arge anount of data with equi pment such as a

ana‘:‘lo&p&'f tec{; aqal:t %f' %hé?@]b rﬁ@'ﬁéﬁebgﬁ Jgsoro@r&q:ted and

sectio e equi pnen ecrypt
oGR8, By TR ot L b aghauisvis

.processes the data by the decr tion b|t | engt h,
a1 B PEBSE Pat tidt on ot REe At oty oo B Lo ConEinue

revent.ed In addi tion, the b is recorde
tn §aTe HOBHit 1 ed ﬁaretfomo eFsiayt ﬁl%sd%r%}&%dfee% f@ is
dat a body _b. Name X since the. data body b a
stgeeRr3 eI RRY i D8 drtaloathi & aAdi bbeed sty r@ﬂ@f@&ﬂ%ﬁd by

a continuous al phanuneric seguence when the omtted
a gErute s o) bhed 4@ awhed Wondieheea ter ¢atigssiedyop thhdata
| ocation of the relevant omtted part cannot be
bodpeki pfetheThenttoke, fiile ps Ghsordrpriénbt mpdispeépty
the location of the relevant omtted part and
disepibdutent dei datendefar ent hReomhih eshadde section of the
Furt her nor e,
computer by the decryption bit length and the relevant data is
decrypted by the decryption bit length, the data is converted
into unknown sequence of numbers or alphanumerics. When this
unknown seguence of numbers or alphanumerics is passed through
the filter of MPEG or the 1ike, the returning processing stops,
so that the data after the omitted part cannot be reproduced.
Thus, in processing a large amount of data with egquipment such
as a computer, the data is read out on the main storage section
of the equipment by the decryption bit length, and by making
good use of the characteristic of the relevant equipment which
decrypts and processes the data by the decryption bit length,

the illegal reproducticon of the data body b can be prevented.

In addition, the data body b is recorded with the omitted part
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if part of the data body b is omtted before

encryption and the relevant omtted part is filled

with dummy data or renmmins onitted, in the case where

the data body b is conpressed by using MPEG the data

body b other than the omtted part can be reproduced

W th the stolen decryption key c2. However, when part

of the data body b is omtted after encryption and
clepedonptaediparentinue| tvedanr dpdw wontliamed viheidakathe

body b, it beconmes inpossible to reproduce the data
dabftlerdy fe asnilesedipadtabawe dis dsgiérny datzamdgeowss sts of

preventing the illegal use of the data body b. [0174]
onhg & echie nuecsr gl pganede vt forqudirsid,l bhkhotha oni el part

digital contents illegal use preventing system 400,

isat1bos@hss hes ded aorbothud fitke R @93Rd 3ndnengbyptedn of
and part of the relevant data body b is omtted and

thé h]?eﬁ@&@il@%tbcécﬁpﬁ%‘%oﬁgﬁﬁow td §ﬂ1§:1fféc?va%e9@fbtr%d it

part closed so as to continue the data body b,

isWhethe! £ o1 ot tb\r}%&ﬁr@ @ﬁé'l%a'tﬁo%eéf IR Syant omitted

arbitrary. e case where the conpression

pafﬁaﬂgtré%ﬁ!d{cﬂ{ ghe dtatﬂg dﬁafto%éj'grggoﬁlﬁfc&gr trh:e O?]_&Eﬁgrmore,

part 1sreprodu CEd as on an un vvn cont 1 nuous

f nb | ph Al th ?
lf%ﬁ%éfggigﬁpfgﬁ%e r%tyhe ?o%@ﬁ255|nécﬁgfﬁﬁﬁjcg Wland the
ot h b [th hth
rei”%?%ﬁpyl FRAER G Fiddarett t&ﬁéﬁ'm"s?%aﬁ%ygf isagu tted,
fornatlon a and the data , i S ohviously
i9G15€ W8erEchig ‘ilfl‘t%hiorﬁ“btbhé% C?W%?%%%qié?wy Afd&g MPEG,

retq. This other jnformation includes a program by
th%\lrﬁl%‘ﬁa Hodi triefbem ABANWHEE HeR. l6re B GAT e e BrodGeE PEHCed

with the stolen decryption key c2. However, when part of the

data body b is omitted after encryption and the omitted part
is closed so as to continue thedatabody b, it becomes impossible
to reproduce the data after the omitted part, which is very
advantageous in preventing the illegal use of the data body b.
[0174]

As totherecordingmedium fordistributionainthedigital
contents i1llegal use preventing system 400, although the data
body b is compressed and encrypted, and part of the relevant
data body b is omitted and the data body b is recorded with the
relevant omitted part closed so as to continue the data body
b, whether or not the compression is performed is arbitrary.

However, in the case where the compression is not performed,

the data body b after the omitted part is reprcduced as only
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software has been installed in the conputer of the
user, and when it is determned that the software has
not been installed, HP of the nanagenent center 410
is automatically accessed, and the like. Wen this
program has been recorded and the user sets the
recordi ng nmedium for distribution a which he or she
has in advance obtained in his or her conputer
an( caputver cegtiivabaest seboehhe difghtiabete@ntentad phanumerics.
reproduci ng device 420, which is in a state that the
A1EBPLGHVEECONs SRENMAL €1 &8 aBath LW Baseth) g neth8d, YEBurally,
address of the managenent center 410 is read out, and

anBaped rOPmidHS bd NeePBNAPEPERErGEPE Era Ai0hih$h the contents
automatically accessed. Thereafter, the reproduction

.saf t ai t 2 r
£i38 Igfgﬁidgﬁﬁrgs%%QV€$F§9P gelggggﬁgﬁyﬁﬁ SRR & and the

procedure. 0 ormation I's

ooSH R 300, LB TR, LU LEOR 10 5ot nen

g 1ocation’in o par

. . addr val.ue indi.cat | the_omtted .part

ing PR g i PR 0 e B  IME D LR SRR {0 Bffudes
det ermi ned, whether. or not an _ address val ue of the ,

PrgE By hob o OP BE RGN B A ST Ot 56 FEBAC ELon
a to be read out next_and the location information

SOEBVAERdRAMI PRCRatPS bt hk?d Hhdhe GomRitiAt of thifeuser, and
determ nation, when they are determ ned not to

whegi Jn*‘eilﬁed%%ﬁm%%‘ém@t’%gh? et R Nesdpob ren hastalled,
recording nediumfor distribution a which the address

HPval dée ndheapesniscerirlr dit0, iswhitemabenat hgyacressed, and
determined to coincide with each other, the omtted

thdatigkeon Hhennenbs progotironad 2&arsregaddedtand the user sets
the recording medium for distribution o which he or she has in
advance obtained in his or her computer (computer egquivalent
to the digital contents reprecducing device 420, which is in a
state that the reproducticn software is not downloaded), the
WEB address of the management center 410 is read out, and based
on this, the management center 410 is automatically accessed.
Thereafter, the reproduction software can be obtained by the
above-described procedure.
[0175]

While the location information is designed to be a data
length or a time from the starting location information to the
omitted part, it may be an address value indicating the omitted

part or the like. In this case, it is segquentially determined

whether or not an address value of the data body b on recording
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[01761 Wil e the piece data d consists of the omtted

data body and the |ocation information, whether or

not the location information is contained is

arbitrary. In this case, for exanple, omtted

| ocation information indicating the omtted part is in

advance recorded before the omtted part of the data

body b, and the data body b is reproduced, and
med Uik herr cdwttrimgtion petd drermedafd omtthexistard ithg location

| ocation information to the omtted |ocation
infofosthbh one iWhede tini tsh coarit igtthers, famd shved, rekalt of the

omtted data on the auxiliary storage section 425 may
debermigpt odhiceshas they data Rftdhei el evantconbtihedde with

part. Alternatively, a location of the omtted part

ea®h bbhRefdpt BnOOMYtabob8y PHedet enal pedorandgt hedl agakben
information of the onmitted data is prepared in the

d1%€P£8g956h99v§1é%ce%%angﬁrb§sp9§§uglfhdfégﬁeéj¥% @@%@ out,

IS repro at the sane tine

wh?ﬂé%k@f)%ﬁbr\{%ré hedata ;b %‘Eﬁyﬁ 'éofr?&‘%ﬂé‘k&%ﬁb@a?'%%r%é}' Sthe

ocat1 on fornatlon an e omtted data on the

o L o e ko LGB B8, 3R P B o
ran1for user registration, the interruption
Ogﬁggran1for reproduction software downl oad and the

one BhbhpIde BIATecaRERe Bivinget 3 AT AR G Hest aeng 2odY
anégﬁggﬁ?gc%g%ég]gE%gggggggg? w£2t£2$ 8%5%0%h%£e Eggation
informationiscontainedisarbitrary. Inthiscase, forexample,
omitted location information indicating the omitted part is in
advance recorded before the omitted part of the data body b,
and the data body b is reproduced, and further counting is
performed from the starting location information to the omitted
location informaticn. When this counting is finished, the
omitted data on the auxiliary storage section 425 may be
reproduced as the data of the relevant omitted part.
Alternatively, a location of the omitted part of the data body
b is predetermined, and the location information of the omitted
data is prepared in the reproduction software. It is possible
that the data body b is reproduced and at the same time, the
omittedpart of thedatabodybisrecognizedbasedonthislocation

information and the omitted data on the memory section 425 is

reproduced as the data of the relevant omitted part.
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recorded on the auxiliary storage section 425 of the

digital contents reproducing device 420, after the

rental period has passed, the contents file may be

del eted together with the piece data d, or separately

fromthe piece data d, an elapsed tinme froma point

of time when the contents file is received is obtained

andwhen the rel evant el apsed tine reaches a
[Opr@dlet erm ned period, the relevant contents file may

be deleted. [0179] In the fourth enbodi nent, the

syst 8hecantaksapbécahangedami icdeasgn sogastratporyehnhe

illegal use of a contents file on the recording
inmediruptfien st fdrbab @ oiictdeln yeredans dawndrtaal and the

basis but transferred to the user for pay or for free.

inkBriip$ioc6ds®gReVent pdeseddtid @&l i Pet fa rbatigpbnNg eaple,
al sobrought about. 1In the contents of the

anfBePRAGHE! LAARGRH! AT geused hecb%&nga%, ne@@ly the
series of the processings when the delivered contents

[Oghg? is inside and outside of the rental period are
eleted. Wth respect to the digital contents

be. dbanrBaSREE obr RS sREBALKFL' $Bs° SbhPaRe TR Bt
installed th h di di .
el IR PReP e ot bt sty 4he U g 1 Pontantde igical
duci I [ t t t .
copERnea: EaPURUREens dRaSnyTebnit HuraiHn it o RRgdgd has
as long as the digital contents reproducing device |
pafgedy hfgwf GRELRBE S Ihmel Rt eslatedprodticdisoi1th the piece
application for a contents file under the condition of

daggt RenPF caePaha bRy bf TPT nehe Pispritdadd Ky arusdapsere time

rel evant
fromapoint of time when the contents file is receivedis obtained

andwhen the relevant elapsed time reaches apredeterminedperiod,
the relevant contents file may be deleted.
[G179]

In the fourth embodiment, the system can also be changed
in design so as to prevent illegal use of a contents file on
the recordingmedium for distributionanot deliveredon a rental
basis but transferred to the user for pay or for free. 1In this
case, advantages similar to the foregoing are alsobrought about.
In the contents of the reproduction software used in this case,
only the series of the processings when the delivered contents
file is inside and outside of the rental period are deleted.

With respect to the digital contents reproducing device, the

reproduction software may not be downloaded from the management
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application is transmtted to the managenent center
410 via the communication [ine O and thereafter when
the piece data d is transmtted fromthe managenent
center 410 via the communication |ine p, the data
body b on the recording nmediumfor distribution ais
reproduced by using the header information on the
recording nediumfor distribution a and the rel evant

cepi €€ 1datou € maty }b@&nsttia@e@ftkﬁ_ﬁ@lﬁ%ﬂ WCE 880 PREAG RN um such
Enmbodi ment 5 [0180] Next, a fifth enbodi nent of the

as PEESeMturtMaMd QN ichvidRaar) bed Mdily e erenaediy the

drawi ngs. Fig. 17 is a configuration diagramof a

reﬁ& .ﬁéﬂn&ﬁ@b%ﬁéafhk#ﬁgghgggferﬁﬁ%gg%h@%cﬁ%ﬁ? eddevice,

relating"to t iment o € presen

' i.on, 1.0, ' fl rt repr.Qducti o
ang ST St B TP chihd BBl YB0dn e G L b o ent

contents iJllegal. us reventing.syst.em 500 as 105
e 0 Erg o P P e bR TR OR SaEeR FaguGFton

the illega use preventing system 200. D fferent
b S et Phes COMETENS Lo e Bt eH S T ¢ Bind

t he contents of [ei[oduping sof twar e recording on an
ausn G Qi Grsgeidddppohs 1EEsitdrecabyi ¢iusar cbhtehekevant

reproduci ng device 520 (refer to Fig. 18). .
aPHeY & el dF, t¥pesai FEed dmt theimaragamerdeseptBedt ihvia the

detail, and a description of overlapping parts is
corgmintiedc i¢182]e B and thereafter when the piece data d is
transmitted from the management center 410 via the communication
line B, the data body b on the recording medium for distribution
o is reproduced by using the header information on the recording

medium for distribution a and the relevant piece data d at the

time of reproducing operation.

Embodiment 5
[0180]

Next, a fifth embodiment of the present invention is
described with reference to the drawings. Fig. 17 is a
configuration diagram of a digital contents illegal use
preventing systemrelating tothe fifthembodiment of the present
invention, and Fig. 18 is a flowchart of reproduction software
used for this system.

[0181]

A digital contents illegal use preventing system 500 as
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In the contents file, simlar to Enbodi nent 4, the
header information a is recorded on a recording
mediumin a state that reproduction infornmation
contained in the relevant header information a is
encrypted, while the data body b is conpressed in a
conpressing nethod such as MPEG and is encrypted, and
part of the relevant data body b is omtted, the
shpehelvalt gorit hed theasimd soalfagedasdonsad eheenif aue itthegal
data body b, and is recorded on a newy provided data
uskogy cRRmRIiYigSegkitem ¢0OtL SHowARréRt apo Shakeathatndumy
data of the sane bit length as the onmitted part is

coagded rhe ibhe cendhkheraebn t Lheneaf ta%ﬁ thie c@ﬁtt%nb:%d% £0
on the data bodynenory section of the device for

re?ﬁf%ﬁhbriﬂgascg L6044 %co%q'n%lfl AUn gh§&ﬁﬁ99§(e€f%&e ls¥ction

ransferred to a delivery “nmanagenent cen

52 ETAO N 8 P SEPLE G2 Ry i
5
1640l gfa@f%%msgtcfm#emt%né% bR e
o R SReRE PeRoP L PHoE) SRRt BaBES SaaoRna Fofos
Eéireby recorded on the digital contents DB 511.

éS] The digital contents reproducing device 520 is
gener al - pur pose conputer used by a user. In the

f i guF@ the gpatBREE huher 43 ardendmbo Hmest dol the header

. _section such as CPU, reference nuneral 522 denotes an
ingprpat ieBc ilenretendad e wonecordinadiedispedken state that
reference nuneral 523 denotes an operation section
reggeuasiankéypboardtand aonbaseedr éfiecbrceehernendl header
denot es
informatiocn a is encrypted, while the data body b is compressed
in a compressing method such as MPEG and is encrypted, and part
of the relevant data body b is omitted, the relevant omitted
part is closed so as to continue the data body b, and is recorded
on a newly provided data becdy memory section (not shown) in a
state that dummy data of the same bit length as the omitted part
is added to the end therecf. Thereafter, the data body b on
thedatabodymemorysectionof thedevice forcreatingarecording
medium for distribution 140 is transferred to a delivery
management center 510 via the communicaticn linefandis recorded

on a digital contents DB 511 (auxiliary storage device) of the

delivery management center 510 (electronic equipment). The

- =

data body b may be recorded on a recording medium and be sent

to the delivery management center 510 by mail to be read and
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a reproduction and copy section reading/witing the
data with respect to the recording nmedi umand the
i ke, reference nuneral 525 denotes an auxiliary
storage section such as a hard disk, reference
nunmeral 526 denotes a communication section for
perform ng communi cati on which is connected to the
communi cation line (3, and reference nuneral 527

t e e S b dBidY Brorage SRetion caicdhes iRAM 1 [ 0184]
On the auxiliary storage section 525, in addition to

[dasilc prograns such as an operation systemas a
conmputer, the reproduction software as shown in Fig.

18 ithreeQﬂqul 1eU5>§1t onuctir}FﬁTrc?éUi%'%éCpnis a

software w scri be ater. e processing of
égg§gfﬂ {g& e(gggﬂgt' sof t.war th i )
9%stor agerﬁ}s/ C Sleh{)néO : eyﬂ ﬁ%eedgc])o r ol%sge(re]"z:’t [ grﬁlngg% éfﬁgcl)l\ﬁs?’
function_to.b xerted as _the Ei Ltal contents
e P R I5 5670 Sv CrFRe LaSPSC Oty Bich a5 CEU,
recorded on th xiliary storage section 525 or the
T g Rl b A SRR e 4l 3P 1 SREF PP &Y o £ fgiond tor
107 mai n storage section 527 bg the decryption bit
anGh PRk CRe TGS ARGR NiBE B2 bAZEIETRE 95 shoPsge tdes st ion
527 is sequentially decrypted by the decryption bit _
SYh@geha(keWagard, apecy ypres byefenengecnyperan b4 denotes
| ength), and the relevant data is returned froma .
a gerprevisédost and tepvrsantigimaleastiage wirdrt imgptbgudatarwith
(reading). [0185] A description of a digital contents
ragdeegatouses peeeentinggnedium and the 1like, reference numeral
525 denotes an auxiliary storage section such as a hard disk,
reference numeral 526 denotes a communication section for
performing communicationwhich is connected to the communication
line B, and reference numeral 527 denotes a main storage section
such as DRAM.
[0184]

On the auxiliary storage section 525, in addition to basic
programs such as an operation system as a computer, the
reproduction software as shown in Fig. 18 is recorded. The
contents of the reproduction software will be described later.
The processing of the relevant reproduction software on the main
storage section 527 by the control section 521 allows a function
to be exerted as the digital contents reproducing device 20

inwhich the databodyb recordedon the auxiliary storage section

525 or the recording medium is sequentially transferred to the
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nmet hod using the digital contents reproduci ng device

520 of the digital contents illegal use preventing

system 500 configured as described above is given,

and in conjunction of this, the operation of the

del i very managenent center 510, the operation of the

digital contents reproduci ng device 520, and the

contents of respective progranms are described. The
maﬁﬁCéﬁ@fb?@ Keysi6h, 52¢2pQr ehéegeEHePt OAnap Pt etengdehp the

DB 516 of the delivery managenent center510.

reevehPadd €l .o:f @heCRRYRN: EHFLGACASE IMIETR0RE BeHNENt 9611y
the data body b is omtted is described. [0186] In the

o N . e 5 ;.
IR b LeE o oar Padr s & Ui oetied (b The Zangorvpted by
r . .t nbqdi ' or.de
RSP i aPnS T soafohAg s FAE IS e flrmea
rocedure as that of Enbodi ment. 2, the cqntents file, .
e R T PoATenE T b T S LS BA TS EBpPkLon
del i very managenent center 510 and is recorded on the
(rﬁﬁﬁ?ngry storage section 525 of the digital contents
108_reproduci ng device 520 or on the recordi ng nedi um
[0183287] Thereafter, when the reproduction software is
executed by the user (in the case where the contents
fil efdgscEdptden oo dilsd tadcor i eyt fredilemp Lite preventing
reproduction software is executed and neanwhile, the
mefppdvErimg sberdii aig- e dontrens sseepioducine giegdgst Poh of the
and copy section 524), this digital contents
digéepabdbdum ren tdeilde dg20ueeat pue sernihgi sypd s Sfecdafagured
such as
as described above is given, and in conjunction of this, the

operation cf the delivery management center 510, the operation
of the digital contents reprocducing device 520, and the contents
of respective programs are described. The decryption keys cl,
c2 are recorded on a piece data DB 516 of the delivery management
center 510. Hereinafter, forconvenience, acasewherecnepoint
of the data body b is omitted is described.

[0186]

In the digital contents reproducing device 520, the
reproduction scftware is downloaded by the same procedure as
that of Embodiment 2 and is reccorded on the auxiliary storage
section 525. Then, by the same procedure as that of Embodiment
2, the contents file is downloaded from the digital contents

DB 511 of the delivery management center 510 and is recorded

on the auxiliary storage section 525 of the digital contents
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a reproduction player and a play list contained in the
rel evant reproduction software on the output section
522. Then, the play list is displayed on a screen of
the rel evant reproducing player (sl). On this play
list, together wwth a file name of the downl oaded
contents file, whether or not the rel evant contents
file is being rented is indicated. Nanely, the
regpaidentisd idesyi dwaEIIg o pire detee rmagrad ifd @ gudiet .ed,
whi ch indicates that a reproduction application has
[dheen made, is displayed. Then, based on this play
l'ist, whether or not reproduci ng operation has been

perf@%%ﬁ%a&%%rth%h@ﬁntﬁ@t§eﬁkb§u@€kBﬂ $8PtREréSis executed
det erm ned t hrough the operation section 523 (s2).

pyl 44881, skh- Hﬁn'%hgeE§§@1ﬂﬁgr%h@ﬁetaﬁnﬁgﬁf§dﬁfi@gls recorded

operatlon not been perforned en i1t Is
eher é‘&dd %n PRE SRS QAUCE 4,0 3P “ea%éo ted
opera{% on 0 ? e con ? l% F%g noclfjgjb% %(E]) Qréaﬁte Vé}?ec%u ©
di_s nJd pIa Ilst 4} be q&é r
antdrs1 o&éﬁ %Le ogceratl on S%lc lon g% %bcg Q'.Lag'nrasgestuljtr1 @
|féﬁpe 109 repyoduction ap [ oper ati.qn has
S B . o SAIER et I e GroTnes
readlng operatlon %operatlon of DI SC LOAD)_ of th
LeRECGHRIRY MEdileR R4S BEERUSEr PBANEHSPhRYEG et%%ta Such as
operatlon section 523 (s4) . Wen the operation o
a perecteablonP erdherede Fi adbht 8ht &1 FaINeR A ﬁaearelevant
contents file on the recording nmedium which is not
rapgeeigdd conse fevwaprapn fise optkat seetigowibeaditedn thRelay
recording mediumw th another conputer or the |ike)
lijst patdidrtledeahdndi sptraged ohhe e langndt repepfoaing player
(¢1). On this play list, together with a file name of the
downlcaded contents file, whether or not the relevant contents
file is being rented is indicated. Namely, the contents file
having a predetermined flag hoisted, which indicates that a
reproduction application has been made, is displayed. Then,
based on this play list, whether or not reproducing operation
has been performed for the contents file being rented is
determined through the operation section 523 (s2Z).
[0188]
If it is determined that the reproducing operation has
not been performed, then it is determined whether or not
reproductionapplicationoperationof thecontents filenotbeing

rented which is displayed cn the play list has been performed

through the operation section 523 (s83). As a result, if the
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522 (s5). Nanely, contents information contained in
the header information a of the contents file with a
predeterm ned flag not hoisted anong the contents
files on the recording medium is read out on the nmain
storage section 527 and is displayed on the contents
list. [0189] Thereafter, when an application for
reproduction of the contents file not being rented on
rephedptayohisiplarcdathercopteat son thidsenoh bkka mont @niss, then
list is perfornmed by the user (s3 or s6), the
1tCcoBt @t Srivdad Nt & e € P digied daitnke oheaderion (o eration
information a of the relevant contents file ont

ofaipdd t.8A¥) YOLALE SRAHLA QY méa§uﬁrhééﬂeeéﬁcgggﬁmgner@€h%ugh
is read out on the main storage section 527. Then,

thBaged-on &, VEB-address (cont aiped, kRetherol &Y J?‘BE DISC LOAD

contents infornmation, a cont ents I D contal ne

isﬁé{e?%@%edc%‘t@&ﬁé 1’115@ OI Eg{lbc?“ a%%'HteBet% $Q16NEn the

I very managenment - cent & ne commini cati on

reE5981§§ Te@16£ fqu, ho%hreggﬁgﬁgtégqjggf%%gi6&&6](that

on app i Cation d
a nt_ center 510 processes th interruption
5 SUPANP P pre e e i %%F&‘Fdflﬂjéff i thoappG hes) Ccomputer
Then, the dat a necessary or the reproductlon
OT gt i IS ort SpPYERYSTTRG FRA Fedkil dYRd f3 AT UBNEr Fection
section 516 and is transmtted to the digital
S2¢ofitEnt sNEBpl gd et e Hev il BECsPe Ly PR ¢ lgmAlARddte bRader
line O (s31). Based on this data, the digital contents
infapratibenny QBVike BEenzRISide Wiid @apaedetgrnined flag

reproducti on
not hoisted among the contents files on the recording medium

is read out on the main storage section 527 and is displayed
on the contents list.
[0189]

Thereafter, when an application for reproduction of the
contents file not being rented on the play list or the contents
file on the contents list is performed by the user (s3 or s6),
the contents information contained in the header information
a of the relevant contents file on the auxiliary storage section
5250r therecordingmediumis readout onthemain storage section
527. Then, based on a WEB address contained in the relevant
contents information, a contents ID contained in thelrelevant

contents information is transmitted to the delivery management

-

center 510 via the communicaticn line B. In this manner, the

execution of the reproduction application is transmitted.
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application screen on the main storage section 426 to
output and display it on the output section 522 (s7).
[0191] Thereafter, when the user sequentially inputs
or selects a rental period through the operation
section 523 as displayed on the reproduction
application screen (this determnes a rental anount
of noney), and finally inputs a user ID and a password
[0t®@bugh the operation section 523 as a reproduction
application of the contents file (s8), the digital
cont B snaepyatict ngentkey i 880 520oshi§és the thsprayption
output to an authentication screen, and neanwhil e,
progemsnids giha-d rRu aélaﬂakgcaké@@rd@é aiP. the Then, the
del i very managenent center 510 via the conmmunication

datd M Rssfity tf'@)'rslchbnP@pf@@u@@ﬂSl@@gﬁ)ﬂl@églérh%r%%%%%ﬂh% is

i nformati on on he aUX|I|ary st orage section 525 or

re&ﬁ‘ dihe ¢ %EPE &%c@ﬂ% Ehe Qh@yf;g A R84 ro the
|ary S

rel evant auxi orage section are read out

01§00 1ASM 12O L e 0 aggagggaqlqg)@rexﬁgs%%%éé&on

oget her w app tron

0 e e|V|n the rel vant pllcatlon data or the
111“? & (5The o %éﬁagf»e dhtce A5G 2do MG She

$ent|cq% gzé user relatln to the rel evant |
reTEHITCLET GRE(532) 220 NBRRRY, O i RS r S eR e%eatlae%%ductwn

received user |ID and pl ayer I D of the user, etc.
SPRSETAT IRt Uh BF Wik wne@é;@ffa@@elsepaslpeaé%uiof%hput

a user_information DB 514, and whether or not the
ang i vkt Y usleron i Bharc et kenteet ieerS23 €9hFirned. At

this tinme, the delivery
[0191]

Thereafter, when the user sequentially inputs or selects

a rental periced through the operation section 523 as displayed
on the reproductionapplication screen (this determines a rental
amount of money), and finally inputs a user ID and a password
through the operation section 523 as a reproduction application
of the contents file (s8), the digital contents reproducing
device 520 shifts thedisplayoutput tocanauthentication screen,
and meanwhile, transmits the inputted application data tc the
delivery management center 510 via the communication line f.
At this time, the contents ID of the contents information on
the auxiliary storage section 525 or on the recording medium
and the player ID on the relevant auxiliary storage section 525

are read out and transmitted to the delivery management center

510 together with the application data (s9).
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managenent center 510 has in advance prepared a |i st

of inappropriate persons with nonpaynents of rental
fee nore than or equal to predetermined tinmes or the
like in the user information DB 514, and in addition
to the authentication, confirnms whether or not the
user falls under the list of inappropriate persons
(this confirmation of the list of inappropriate
[pe®8DNs is arbitrary). [0193] In the case where the
del i very managenent center 510 has confirmed that the

user UBb@lricRe A nighehapRlicsalitoaph $iadt i SAMHWERL he 1ike,
user or an authentic user but a person who falls

tNQQRﬂjRR§3Jﬁﬁﬁa?éméﬁ@RﬂﬁﬁRﬁ}@ﬁ@ PEAEPPRs Fg%k@ﬁ%hegtion

of the applicafion of the user Is rejecte

of%ﬂ@ﬁﬁgéf?glEQiBBQJgkﬂétéglev%QHF5?#E%E%g£8%2§%¥ﬂTheﬁamely,

devi ce 520 via the conmuni cati on

' tl r for pie at a.deliv i.S
w8 T L SOL I L Qs oE R 81 SFe i g e user,
it _has .nheen canfir that the,user r.el ati to
405 sl vRE?, St T RRhekrt et R el i rron
does not. fall .un the |ist of inappropriate
a ble’ﬁ@i%ﬁ&?@ﬁfﬂ?ﬁl?’a?@ é&ge ﬁ%étwm%@gff PR JFng e lgyent user
. or the |ike, accounting is recorded on the user .
15 AOPHEFPBR 16T UERE I ePTdA riere uBErthis drima. éhppdelivery
514, while with reference to the contents |ID, the

M FEFIHAE LPB-BA6° 1S krartheddYaneeaareparefeapl e of

~data d and the decryption keys cl, c2 correspondi ng
1p3PR e eh ey dstrsons with nonpayments of rental fee more than

orequal topredeterminedtimesorthelikeintheuser information
DB 514, and in addition to the authentication, confirms whether
or not the user falls under the list of inappropriate persons
(this confirmation of the list of inappropriate persons is
arbitrary).

[0193]

In the case where the delivery management center 510 has
confirmed that the user relating to the application is an
unauthentic user or an authentic user but a person who falls
under the list of inappropriate persons, the rejection of the
applicationof the user is rejected is transmitted to the digital

contents reproducing device 520 via the communication line 3

{s33). Then, the interruption program for piece data delivery

~ -

is finished.

rc194]
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contents ID and to transmt themto the digital
contents reproducing device 520 as a reply indicating
that the application of the user is accepted together
with the rental information indicating the rental
period and the |Iike which are contained in the
application data via the comunication |inen (s34)
Then, the processing of the interrupt program for
pi ecérdata odehewemynd,i snfilk shed wHdiE95} Mdebeen confirmed
accounting is charged to a bank/ credit card conpany

tie30 thre obargesdl gt iegtdy the 4fel USEtioRasednoRuthenyseruser
information DB 514 for every predeterm ned period and

atd1e geekohlansf@iss nterahargeid tﬁffé 3aGGRUAEt DR Spriate
it in a convenience store or the |ike. Furthernore,

perbdiie Gase Mhenedhe tge&ﬂé/suge@aﬂ%%nthe aeRtel, 24Q 1ike,
i's connected to the bank/credit card conmpany 530 via
[ [ lLiyng, O t l.y: ROSS
ORI SR o 0 Y e der o

thl%‘eﬁéng ﬂgﬁy&mme_t%nt ]5119 5? 19 ' ‘,\Hﬁ 1le ?Eﬁm & nrc%d€$ :tg‘%ﬁ%rhtents

Vi ce recelrves the rejec on ‘of e ap

B zfgfé:;ﬁ% H3,PA0 SR 9N g Lele i clice saca

in the data of the_rejection gn the out put
4 §3¢: Fh S YRTIYN HOEOTH - (7 i TRl EOwhaR 1aeevant

i ece data d, decryption keys «cl, c2 and the rent al
QR i o G AT S | Lham @S the dluital Contents

reproducingdevice 520 as areply indicating that the application

of the user is accepted together with the rental information
indicating the rental period and the like which are contained
intheapplicationdataviathe communicationlinef (s34}. Then,
the processing of the interrupt program for piece data delivery
is finished.
[0195]

The accounting is charged to a bank/ credit card company
530 or chargeddirectly to the user, basedon the user information
DB 514 for every predetermined period and the user transfers
the charge to an account or pays it in a convenience store or
thelike. Furthermore, inthecasewhere thedeliverymanagement
center 510 is connected to the bank/credit card company 530 via
the communicationlinef, it isobviouslypossible to immediately

settle accounts, too.

[0196]
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conmuni cation line O (sl0) , the predetermned. flag

is hoisted, while the piece data d, the decryption

keys cl1l, c2 and the rental infornmation are recorded

on the auxiliary storage section 525 (s12) . At the

same tinme, byusing a clock function of the conputer,

a piece data transm ssion date and tine is recorded on

the auxiliary storage section 525. Then, the play

| i st Therepdated whaen the @iy hit edndrd tdi sppayddcbng tdseice

out put section 522, which allows a file nane of the
52¢ontentiseki tieewdiedthopicecehdatapd icabttanned tloe heser via

di spl ayed on the relevant play list (sl). [0198]

thEheogalhetatWbenithe pepsodici ng apghatd AhPfaitdf ays data
contents file being rented I1s perfornmed based on the

ofPbaYelist hdEOUGH cdhies DR ald @MeSBEEROAT SZBe (5d)actitth on
digital contents reproduci ng device 520 reads out on

cnehe Rt Seage $e6tiQn1527 the reproduction
information contained in the header information a of
Oﬁ@@ contents file on the auxiliary storage section 525
on the recordi ng medium while |t reads out the

decr ¥R Elgggl%%rlﬁgnﬁl vgﬂ mt%ge%fg aq;ranSt %tlo% keys

sectlon € mhin s ora secti'ons2

u3| he Ievant 1 €p ductlon i_nf ormat.i on, _t.he
Yooy B7Gn e TR ary CHIGIAGE GBG ETC 1S58 G ool R
recordlng medium i s sequentially read out b

&@@W&@itéﬁnbhnﬁ%dﬁﬁ%m Ehe Pr?ﬁld@fé%réflfldlféi §ié‘9i bh pipted,
and nmeanwhile, the decryption key c2 is read out from
whild& %%%Pﬂﬁéﬁyda§%6¥aaé QMQ¥19@5k%%SFHe ﬁ%ﬁﬂ“%?%?é@@tal

section 527. In addition, the relevant data on the
infgirmadionagecseesrbReg Im jthejaprypiagy storage section 525

{sl2}. Atthesametime, byusingaclock functionof the computer,
a piece data transmission date and time is recorded on the
auxiliary storage section 525. Then, the play list is updated
and is outputted and displayed on the output section 522, which
allows a file name of the contents file with the piece data d
obtained to be displayed on the relevant play list (sl).
[0198]

Thereafter, when the reproducingoperationcf the contents
file being rented is performed based on the play list through
the operationsection 523 (s2), thedigital contents reproducing
device 520 reads out on the main storage section 327 the
reproduction information contained in the header information
a of the cogtents file on the auxiliary storage se;tion 525 or

on the recording medium, while it reads out the decryption key
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by the decryption bit |ength by using the decryption
key c2, and is returned fromthe conpressed state to
the original state through a filter of MPEG or the
i ke, which reproduces the data body b (s13). [0199]
Therewith, the starting |location information of the
data body b on the auxiliary storage section 525 or
the recording nediumis read out on the nmain storage
clséepinohh § 27ux inhi 3 &y tHeor asteasieichg o &abi on tlrd gravent ishiprage
contained in the piece data d on the auxiliary
sesttdrage29ect Than525vi ssiradtbet rebhevhrt naépretocagen
section 527, and the counting of a data length or a
inffiomeaftiom, the giasthowy kooat tbha auntor haty atdmaddesection
| ocation information is started (sl14). Thereafter,
s528hethed tofe Retciriéngodating is sddudngtied livs rdatesntned the
(sl 5). Thereby, the omtted part of the data body b
delc yipRG0aNHaed1 ofg+d LeSHhl @l ihhistcdeler BuRaticdn 527 and
when it is determned that the counting has been

mebnhiNed 8Rd qdNe Amdit AR & ObLhe Atk RO RS 1iary
recogni zed, if the bit 115 length of the omtted data

st%%g?@ﬁé%cgfiglh§§5 EREAASEIUPLEGR, BLL o ckeBAldy NI cion,

read out fromthe auxiliary storage section
2 r.th ecordi medi um.and the om.tte i
tng2Pe Ol vale doePll Bl TRe LA MANdd Bl b8 Pt & decryptea
auxi li.ary storage.sectio 525 on t maj n_ st gr.age
oy3 88k BEEEB L RENE § Eneln 8 ot I DR sy o2/
diumor the auxiliary storage section 5%5 and, t he
angnt § &t e SROPHE & F“Pirgr‘s;?%ét BrahB EPFNr B2k 4t state

transferred as the data of the decryption bit | ength)
thrgugh a filter of MPEG or the like, wliich reproduces thé data

body b (s13).
{0199]

Therewith, the starting location informaticn of the data
body b on the auxiliary storage section 525 or the recording
medium is read out on the main storage section 527, while the
starting location information contained in the piece data d on
the auxiliary storage section 525 is read out on the main storage
section 527, and the counting of a data length or a time from
the starting location information to the location information
igs started (sl4). Thereafter, whether or not the counting is
finished is determined (s15). Thereby, the cmitted part of the
data body b is recognized. As a result of this determination,

when it is determined that the counting has been finished and

the omitted part of the data body b is recognized, if the bit
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connected (sl 6). Then, the data of the decryption bit

l ength on the nain storage section 527 is decrypted

by using the decryption key c2 (sl17) and the rel evant

data is returned from the conpressed state to the

original state through the filter of the MPEG or the

like (s18), which reproduces the data body b (s19).

[0200] If the bit length of the onmitted data is |arger
letibah ¢hetheleoritptdadmialiiat ikesgehl et hehaatzhdothyrrtyptson bit

read out fromthe auxiliary storage section 525 or
lethbéhy etloe diatge ediyvun and-qeat butof rohetloerait:aid idata storage

contained in the piece data d is read out fromthe

se@dXbhis@myo 5t HE age csed higane bidin andthe Jmi titsd aaageontained
section 527 (nanmely, the data body b on the recording

inrRd yE8a 1A Slill Rild B0 t & dt RaRXAM it hé( 9fbt486 section
data on the auxiliary storage section 525 are

5267 BASERE rzﬁglﬁss%‘?a&@t&ﬁléﬁ%?ﬁ%}é\%éﬂﬂ thid da829Hky b

to be connected, and subsequently the remaining
on°ﬁz&a§%?§g{d;f‘gﬁ°%@i@ﬁ%+&%%%&%@%%t%g&éedeﬁ%aﬁc&on
B RL L0E EA REATR LB I8 et g e
tr%f?%%srﬁa fe' BBET SBFRofl Tk &y “c SSFoL Y aRd the FEBBIAnEe Do
CoBLRLY, LEAYTH O CoTpEes e, LA e L U
OnIlke (s18), which reproduc%s?tge da&a b%dy b &51n the

(@Q@lPaln storage section 52 s decrypted g
decryption key ¢2 (sl17) and the relevant data is returned from
the compressed state to the original state through the filter
of the MPEG or the like (s18), which reproduces the data body
b (s192).
[0200]

If the bit length of the omitted data is larger than the
decryption bit length, the data body b is read out from the
auxiliary storage section 525 or the recording medium and part
of the omitted data contained in the piece data d is read out
fromthe auxiliary storage section525cnthemainstorage section
527 {(namely, the data body b on the recording medium for

distribution o and part of the omitted data on the auxiliary

storage section 525 are transferred as the data of the decryption

bit length) to be connected, and subsequently the remaining

omitteddata contained inthepiecedatad (data of the decryption

116



Alternatively, part of the omtted data (data of the
decryption bit length) contained in the piece data d

is read out fromthe auxiliary storage section 525 on
the main storage section 527, and subsequently, the

data body b is read out from the auxiliary storage
section 525 or the recording nediumand the renaining
omtted data contained in the piece data d is read

bibuleddiom i HeraiXiouitaEyost BhagRusErid Op F2hr- L0k R RN 525

storage section 527 to be connected (s16). Then, the

ondaka i heJRigd selenages3ects08) 527rhsn da{yRiA8% BY the
the decryption bit Iength by using the decryption key

e O R L i e
by ﬁé Jt.r?d’; b{g{cFy B%%? g%&)ito!?le Ikr?vfﬁz ( ?g@)/ heérﬁ‘,nh g{l_te{e r%%{l%g}é%ecs dtal%% is

data I's man
LGl it f.th itted t of the data_ bod i
< FbEn Bl chgae AP reRetaRE b ly 1 ok SoRet ety rovn
eng L B R HhPreRe s sabLRen sohT A 4l reprodites the
decrypted by the decryption bit |ength

sequenti al |
daB§q%%@ﬁgbtﬁ%1%écryption 117 key c2, and the rel evant
data is sequentially returned fromthe conpressed

10%¢hie to the original state through the filter of
MPEG or the like, which reproduces the subsequent data
bodyrbtexr2ojvelyn vt cabetiberrlthed bilztéendahaoff the
the omtted data is nore than or equal to twce as
detaygeleon i deoyiypt iomtEinsd ithehpr pdessi dgtat dstiepread
16 is perfornmed continuously. This reproduction
ousditamartdepaogt hatg JticrshedatpdrrefdSprocessmadn Byorage
t he user.
section 527, and subsequently, the data body b is read out from
the auxiliary storage section 525 or the recording medium and
the remaining omitted data contained in the piece data d is read
out from the auxiliary storage section 525 on the main storage
section 527 to be connected (s16). Then, the data on the main
storage section 527 is decrypted by the decryption bit length
by using the decryption key ¢2 {sl17), and the relevant data is
returned from the compressed state to the original state through
the filter of MPEG or the like (s18), which reproduces the data
body b (s19}). 1In thismanner, after the vicinity of the omitted
part cf the data body b is reproduced, again, the data body b
on the auxiliary storage section 525 or the recording medium

is read out on the main storage section 527, and is sequentially

decrypted by the decryption bit length by using the decryption
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[0202] Furthernore, in addition to the above-descri bed
basic function, to the reproduction software, there
are added contents which are resident in the digital
contents reproduci ng device 520 to nanage the piece
data d when the digital contents reproducing device
520 is turned ON. In this contents, the piece data d
on the auxiliary storage section 525 is nanaged, while
keg ¢ f fagrcehbe miawman: dasipet® seatlenttiadsh sefomnadtBrom the
and tinme and a current date and tinme is obtained as
comprekapsied tpeei od theomraginak poitt Mihemdthelp dddter of
data d is transmtted, and when this reaches the
MPEenbal tiperl idc: coftiainedpirndule sr ehtatubsafoematdaryg bddy b
is determned to be outside of the rental period, and
(stbe .pi egetHat @a sk antetheridedriptlicaanyikeyst dhe ehidtddhelata
auxiliary storage section 525 are deleted, while the

isPhedetaldA Bedefhag td swhaul 24 dovne A0208]dddr¥heion bits,
decryption key c2 is stolen and an attenpt to 118

th'e! F%%'e's)élh%p%d%‘%% he dat @e'%‘%%)fm%d‘)fcoh'%%n%ﬁhfs%t S This
e recorded on tﬁe aUX|I|ary storage section of the

rebehayant (coopyLsr r rﬁ% FE%F‘L géd' ghbé’n&'%r'&e581ng
FE LERer 8 pradfl 350 e

e conputer (1nc |ta ents
by re rod%%%ng devi ce 520) MAthout obtalnlng t he piece
dat'a I'S ‘made, the conmputer is made to performthe

02%5? processing of the reproduction software as that
tep 13 to thereby reproduce the data body b of

the contents file on the auxiliar st orage secti
on t EQEFBRGRArRg BRI cAP T FPe HheneboRReRescr ibed Basic

function, to the reproduction scftware, there are added contents
which are resident in the digital contents reproducing device
520 to manage the piece data ¢ when the digital contents
reproducing device 520 is turned ON. Inthiscontents, thepiece
data d on the auxiliary storage section 525 is managed, while
a difference between a piece data transmission data and time
and a current date and time is obtained as an elapsed period
from a time point when the piece data d is transmitted, and when
this reaches the rental period contained in the rental
information, it is determined to be outside of the rental period,
and thepiecedatadandthedecryptionkeyscl, cZontheauxiliary
storage section 525 are deleted, while the predetermined flag
is hauled down.

[0203]

I1f the decryption key c2 is steclen and an attempt to
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[y

the data read out on the nmain storage section of the
conputer by the decryption bit length is data | ocated
before the omtted part, the stolen decryption key c2
whi ch has been in advance recorded on an auxiliary
storage section of another conmputer 1is read out on
the main storage section, and the data on the nain
storage section is decrypted (nanely, is subjected to
illeggirledetproiined ttal Caut abodyb bY thirecdetayps ifad ebidcorded
| ength by using the decryption key c2. Then, since it
on ithedeckyptied Wy tuseae sdectiyppt bontkeyrelevihe datpuican or
be converted into a data row before encryption.

thCONSEHUERY ik diahlr8f us 1ag thehergdaittet $infBhdingdherOgital
the conpressed state to the original state through

coriﬂé%tfé 'ﬂe%;rofefud!Pn%Gd%lh@e5bblfew1*aﬁbﬁe @@ﬁaiﬁpﬁedyﬁ@ dpiece

he data” body b.” [ 0204] However, he data rea
e :
o gl Tlepirene et @%fo%f;fg g

of %ﬁ?t gnfac{t}ctl fhe sdoel‘.ggvyaprI

K§¥ t{ﬁ%reby
1ary 5t orage sec i“oh ano er conp er
rea Lage s he r evant
reRTR G EPROTAET PbPate LTCoCP GRS LT Bt BAE AUk liary
(nanely, is subjected to the predeterm ned
Sto&zﬂ%ﬁ&? ORP By AhEPRIGIHT G BEEPEngt At By A FAfer HEen
ecryption key c2. At this tine, since the da?a r ow
theoidattﬁ‘e rgatacbh %ethwwsﬁ&%@élesésﬁtéﬁn. SLdFRre erEpRULET
fromthe data row after encryption (that is, the data

by b detorrt tor $SitohpnotaKes gasr leputeehalas Fhg omsyted

, it is converted into an unknown seguence
part, the stolen decryption key c¢2 which has been in advance

recorded on an auxiliary storage section of another computer
is read out on the main storage section, and the data on the
main storage section is decrypted (namely, is subjected to a
predetermined calculation) by the decryptionbit lengthbyusing
the decryption key c¢2. Then, since it is decrypted by using
decryption key c2, the data can be converted into a data row
before encryption. Consequently, after that, the data is
returned from the compressed state to the original state through
the filter of MPEG or the like, which can reproduce the data
body b.
[0204]

However, when the data read out on themain storage section

of the computer by the decryption bit length is data located

after the omitted part, the decryption key ¢2 stolen from the
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of nunbers or al phanunerics. Wen these unknown

sequence of nunbers or al phanunerics is passed

through the filter of the MPEG or the like, the

returni ng processing of the above-nentioned another

conmput er stops. This makes it inpossible to reproduce

the data of the data body b after the omtted part.

[0205] In the digital contents illegal use preventing
augydtemy560oragedesciibedo abovethé hecaamet ef fiectrsaab out on

that of the illegal use preventing system 200 can be
thebtzimedor(a@206¢ct hoaddiid erlevanthga th girt sheaonireBterage

illegal use preventing system 500, after the data

sebedyh 1of ckheypeateandi},eikS a0 €sses tiedpredetermined
decrypted, part of the relevant data body b is omtted

ca®BdlathendalarboducByhs 1 heGaded, m Hhe: Ay th@%Cﬁyption

storage section or on the recording nmediumwi th this

keg”izbt. e pati £liosed S0 A% th% GO Mg e tgl%_t %a*?:%d?én the

Therefore, even 'if the decryption key c2 1s stolen

d y at .S | gal Ly 0
ma e Te e ot Talnas, B¥heRehE bl Tl qathoray, atrer
.om ssion . of .the data_bo of the contents
enfHVBE SO REAEDG 1 4 POragen Mete b bre Gibl el take over
r.ecor din dium.is.read out on the nmain staqrage

ang et o W £t e ‘COmpdter® BPAHE R APEE of BIKITEhgeAUence
and is decrypted by the decryption bit |ength, the

O L BHEPEES cohveFR BRI o Ink MG SEGFEN B REPYRuFEEMSTGE OF
al phanumerjcs. Wien this unknown sequence of nunbers

nugpeapphhnuhehiednesipassedadridhrate file &l ldrenvpEgthe

or the like, the returning processing stops,
MPEGor the like, the returningprocessing of the above-mentioned

another computer stops. This makes it impossible to reproduce
the data of the data boedy b after the omitted part.
[0205]

In the digital contents illegal use preventing system 560
as described above, the same effects as that of the illegal use
preventing system 200 can be obtained.

[0206]

Inaddition, inthedigital contentsillegalusepreventing
systemb500, after thedatabodybof thecontents file iscompressed
and decrvypted, part of the relevant data body b is omitted and
the data body b is recorded on the auxiliary storage section
or on the recording medium with this omitted part closed so as
to continue the ziata body b. Therefore, even if the dec;yption

key c2 1is stoclen and thereby, the data body b is illegally
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so that the data after the omtted part cannot be

reproduced. Thus, in processing a |arge anmnount of

data with equi prent such as a conputer, by making

good use of the characteristic of the relevant

equi pnent in which the data is read out on the main

storage section of the equi pnent by the decryption bit

length to be processed, the illegal reproduction of
repheddatabhadyolipuean dietlips eV eat ther Phad@ithl Hftet BRission

data body b is recorded wwth the omtted part closed

of $heA8atl W bhbie tihecdatanbadybie H%”@lhéhauﬁl&%?r_\} hecrage
data body b as described above is digital data and

se@@{‘éh $trSoknent é’ccﬁ"cﬁq{H m@awﬁ laA PORRUTERT &¢ tﬁ%%ﬁ}@gtﬁrage

when the omtted part”is closed so as to continue t

segéignbggytﬁe ¢ u%gfie%?@h%fdégf%é€kgﬂaﬁitogkhg§ﬁ and is

part cannot be speci here
d gf Lgy! Q.S . % ation of n1tted
© reprlS oduce @%%rgﬁ?&o%e g?ei?%%t hﬁ?%eékg: 5 c° R¥Lkted
ini; urkﬁgpre frpa rt .of the dataé@_ bis on1tt§%ﬁpt hi
ef EhEETST 8R0S B Tt G511 e hbis
du data or remains omttedh in the case where the
un]&%‘? k?c?d%}le&qesogo?ﬂﬁ‘%%%%@r FPRNBYURSE AGSMPEBE SHRE BaFquoh
other_than the omtted part can be reproduced
thwftlr%tt%og%ﬁ’% ogekhg diken kb TRt URRIRY & OORSER NGEFPPS
of the data bodyb is omtted after encryption and the
SO gt dde gate pSterosled ¥oltbsed padncannett he gapnoduced.
body b, it becones inpossible to reproduce the data
Thiag t i oForCess Lpgr &, 1 agtg & lamiosinty e fydatly arittdgegud pment such
preventing the illegal use of the data body b. [0207]
as a computer, by making good use of the characteristic of the
relevant equipment in which the data is read ocut on the main
sterage section of the equipment by the decryption bit length
to be processed, the illegal reproduction of the data body b
can be prevented. 1In addition, the databodyb is recorded with
thecmittedpartclosedsoas tocontinue thedatabodylk. Namely,
since the data body b as described above is digital data and
consists of only a continuous alphanumeric sequence, when the
omitted part is closed so as to continue the data body b, the
location of the relevant omitted part cannot be specified.
Therefore, it is also difficult to specify the location of the

omitted part and reproduce the data before the omitted part.

Furthermore, if part of the data body b is omitted before

- =

encryption and the omitted part is filled with dummy data or

remains omitted, in the case where the data body b is compressed
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Al t hough the data body b is conpressed and encrypted
in the digital contents DB 511, and part of the

rel evant data body b is omtted and the data body b
is recorded with the relevant omtted part closed so
as to continue the data body, whether or not the
conpression is perfornmed is arbitrary. However, in
the case where the conpression is not perforned, the

bydatanBodyEGh @hé elatt@cerl bt Seh@artndrs thebbedueed 88rt can
only an unknown continuous sequence of nunbers or

beﬁf@ﬁﬁ@&ﬁ@éﬁ@ﬁiﬁﬁkh@QMQﬂNEEQ%Ck%p%&%%pkéfk%d aﬁo&g@er, when

conpressi ng net hod, naturally, “anot her forn1can

pali'%ecgf tFud t{%r}:ggéfb %h g&]?%d BE cfetg;f‘rcafdﬂ gnii%hedpmltted

structured so as to tion a an
e .da d | | QuUS PoS recor.d
PAr i FLSERS: 97 Ao fat OE}{aldge%M?h(g?é s dm-"% ot hdfecomes
nfor n inclu a r am whi ch i
G e GO WREPRENTCR ot T Pepesd e BGFFM‘?’%lCh is
has Qeen installed in the conputer_of the user,
VERHRCT R F IR A NEGVERELNE S ot L RARS %OE&h%@éﬁa body
installed, HP of the delivery nmanagenent center 510
‘is automatically 122 accessed, and the |ike. Wen this
program has been recorded and the user attenpts to
[Ug¥ddute the contents file which he or she has in
advance obtained in his or her computer (conputer
equi #altépughothheddt gitady dontsenpaprepsedugndgenierypieed in
520, which is in a state that the reproduction .
theofii gatrelicompenidondl batednd patrheo NEB caddd evandf ddhe body
del i very managenent center 510 is read out, and based
b 0B 4histed hehdrahagaaeat beentieri 516 cbsdedt enahi € Inelevant
accessed. Thereafter, the reproduction software can be

omitted part closed so as to continue the data body, whether
or not the compression is performed is arbitrary. However, in
the case where the compression is not performed, the data body
b after the omitted part is reproduced as only an unknown
continuous sequence of numbers or alphanumerics. AlthoughMPEG
1s exemplified as the compressing method, naturally, another
foerm can be used. Furthermore, although the contents file is
structured sc as to have the head information a and the data
body b, it is cbvicusly possible to record it with other
information added thereto. This other information includes a
programbywhich it is determined whether or not the reproduction

software has been installed in the computer of the user, and

~ ™

when it is determined that the software has not been installed,

HF cf the delivery management center 510 is automatically
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obt ai ned by the above-descri bed procedure. [0208]

While the location information is designed to be a

data length or atinme fromthe starting |ocation

information to the omtted part, it nmay be an address

value indicating the omtted part or the like. In

this case, it is sequentially determ ned whether or

not an address val ue of the data body b on recording
acoesis e fatd dilsd ridid | oWhant ahbe peadrant haexbeandréherded

| ocation information coincide with each other, and as
and@ tresulskrohttBeptdeterdidmaiticorhewbentéhey B ke which he or

deternmined not to coincide with each other, the data

shdadys bi o dhe AFIHHAMESLOr 898 8eChib@nNcofpuPBrt Neomputer
recordi ng nmedi um whi ch the address value indicates 1is

e £3ch Oyt toV\’_fHéh&i &‘@@ﬁl %@Qﬁe%rtg Aet £ edh haveekntideyhich
wth each other; the omtted data on the auxiliary
is p&loé ag! t%e&tlég [Ehe.s)_zg}%fczgfiﬁ(?ﬁgoﬁ lé‘..tO'f t 21%91 S \%’ot::jcgoatu?g%aded) ’

i'ece data d consi's e omtte at a

th(?rmii@f N&4: Q6 t%%”tbafgém'é?g'mé’}@a? dnd' &i et B80 is read
ocation informatron I's cohtained Is arbitrary. |n

t hi , | pl itted | L i, nf . ' .
out ARG TG Ther ot CPEd RIS | REnhayaHe T Sgorierioally

before the omtted part of the data body b, and the
ACERE A Dody 1 58 Fiehroddte o SRARAY Tt He S T6hgears be
performed fromthe starting |l ocation information to
obabnei by ebhe | 2Rar?ofe s AY bPRAt PHACCYRER:- t hi s counti ng
is finished, the omtted data on the auxiliary

[0%9%} age section 525 may be

While the location information is designed to be a data
length or a time from the starting location information to the
omitted part, it may be an address value indicating the cmitted
part or the like. In this case, it is sequentially determined
whether or not an address value of the data body b on recording
medium for distribution o to be read ocut next and the location
information coincide with each other, and as a result of the
determination, when they are determined not to coincide with
each other, the data body b on the auxiliary storage section
cr on the recording medium which the address value indicates
is read out, while when they are determined tc coincide with
each other, the omitted data on the auxiliary storage section
525 1s read out.

[0209]

While the piece data d consists of the cmitted data body
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reproduced as the data of the relevant omtted part.
Alternatively, a location of the omtted part of the
data body b is predeterm ned, and the | ocation
information of the omtted data is prepared in the
reproduction software. It is possible that the data
body b is reproduced and at the sane tine, the

omtted part of the data bodyb is recogni zedbased on

anthithel doatitdon iinfformetiion , antetthe ronirt hed dhica loratien

auxiliary storage section 525 is reproduced as the

indalréa®fichhies ceheyanéd ogddad pant. 1hGAEY cdde, for example,
i nterruption programfor user registration, the

omli QN UBE b ORI Qi AM{i0lo epHedHE hgnt BT & d part is in
downl oad and the interruption programfor piece data

ad98hniceer¥ B8F8ANLY FOPE %Ké”@&ftt?éﬂ?af@noPQjﬁagg%%QHdﬁy b,

desi gn according to need goes Wt

anﬁagh%gde%tb%%wibgqgar%5&%%ﬁ. ?h%%%Q%EQgc%%EQQ%g is

he progra can be ap to

peﬁggtf%%‘dif t%%“&é‘?t Qr?%[ 1%%a%%%n v\;]n r?%tfgﬂ?tto thd 2hitted

ernore, he cas ere € contents

recorded on e a i ar tora ect i 52
T St R ’éﬁ%m%?{ﬂ’élagv?éeﬁs%sﬁsﬁ ophe
h% rental period has passed, the contents file n%y
g E e § A Gg S h &R WP ltlﬁéréﬁ steTags: £GP Séparat Ex?
fromthe piece data d, an_elapsed tine froma point of
repirpeliERen 2shd heosedat 9 TF ithe |r§ legasity o8 1t efbPaitited

and when the relevant el apsed tine reaches a
Alsesgatdvrilyedapky¢agion of the omitted part of the data body

b is predetermined, and the location information of the omitted
data is prepared in the reproduction software. It 1s possible
that the data body b is reproduced and at the same time, the
cmittedpartof thedatabodybisrecognizedbasedonthisliccation
informationandtheomitteddataontheauxiliary storage section
525 is reprcduced as the data of the relevant omitted part.
[0210]

The interruption program for user registration, the
interruption program for reproduction software download and the
interruptionprogram forpiecedatadeliveryareonlyoneexample,
and can be changed in design according to need.

[0211]
It goes without saying that this data illegal use

preventing method and the pregrams can be applied te the digital

contents reproducing device 320 of Embodiment 3.
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the relevant contents file may be deleted. [0213] In
the fifth enbodi nent, the system can al so be changed

in design so as to prevent illegal use of a contents
file not delivered on a rental basis but transferred
for pay or for free. 1In this case, advantages siml ar

to the foregoing are al so brought about. In the

contents of the reproduction software used in this
[0wdsHd, only the processing when the delivered contents

file is outside of the rental period is deleted. Wth

r espatir the rrddie, diig trdle COREMR ILRHRAVGNIS A8 is
520, the reproduction software may not be downl oaded

1:efcrcﬁ@etd"'%nd%Ih'eVEEXlri@Q@geQ%m:aggeQ&SElér]r 2§u5f@¥ e gital

installed through a recCording nedlun1suc

colie ”Hé‘io%o l%\i'ng;ualééictethg' gé%? gk[f% e}.“él?t%l period has

repr oduci ng eV|c I's not a cbnpu can

pa %%Ig::ja#g% c%%vcl S ngZﬂQg kr)'r%t q ‘\F/ce)%g é%lg\{iﬁ:gl {:Jﬂg plece

body b of hh % contents I S scrlb
I3 ProChy 56B8ERhG Kot RON BRS (RLS Ha 4 Ghioh 72 S1dpsed time
encr d decr ed by the decryption bit |ength,
ffﬁﬁle%éﬁﬁrngé’ nigtfedls 5&5? ctbiencanis be 5T R 48 9 %&@gmed
s the data_is encr%%éﬁd part of a bit length
i BRE relemaee ShELBA 5iRchesrgPhede teRnénedater iod,
is omitted, and the omtted part is closed to continue
thepgelegpafasordsnas Witlle megpdet dedetiva .equi pnent for
processing the data, any equi pnent nmay be used as
[OEdRd as it can realize a function simlar to that of
the device for creating a recording
In the fifth embodiment, the system can also be changed
in design so as to prevent illegal use of a contents file not
delivered on a rental basis but transferred for pay or for free.
Inthis case, advantages similar to the foregoingare alsobrought
about. 1In the contents of the reproduction software used in
this case, only the processing when the delivered contents file
is outside of the rental period is deleted. With respect to
the digital contents reproducing device 520, the reproduction
software may not be downloaded from the delivery management
center 510, but may be installed through a recording medium such
as CD. Furthermore, obviously, the digital contents
reproducingdevice isnot a computerbut canbe adedicateddevice.
[(G214]

In the above-described embodiments, although the method

forprocessingthedatabodybof thedigital contents isdescribed,
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medi um for distribution 140. For exanple, the
above-nenti oned nethod can be used for a data reading
device which is a conputer to. process the data.
[0215] Furthernore, this data processing nethod is
avai l able as a nethod for preventing the illegal use
of transmtted and received data. In this case, a
digital contents reproducing device only needs to be

in atigat gr & €8sl Ny deytieed Wof chheadlat €aghithei dadder@pted and
managenent center and a delivery managenent center

de@ﬁﬁ;ﬁt@@ the & ﬂd&ﬂ&%.%ﬂﬂﬁlﬁhe\f{@b@[méﬁng read, any
connected to the ata reading device via a

daggwi@@ dd ey And Higs a%ntﬁ%XBBEQrXF shor9gted, part

evice recording the omtted data. The electronic

! \ o \ o |
of %%i?”ﬁé?u‘%&igi?{‘f@?féﬁgffJ}EPltH%' @@c%p?%@r% ng_%djé%]%gth of this

evi ce. I ca In transm
recorded, on .the iliar torage section .of the.dat
(£33 R abancend b alat red R ecE T AR L abPesaRh e
f _the rel evant, gfta IS omtt g, and,the relevant .
re fT e el t a0 GE8E Y CBnErRuBIThERARE Ao hndr P RESS LT
rel evant 126 data is recorded on the auxiliary stora%e,
the ddiom BTy R IPTERT PeddPRgUEeYi 22,10 128 the B FERYL2E
data is recorded on the auxiliary storage section ,
a fP@(jéﬂﬁ’é‘ﬁW’f ¥ seathdn ofntly ABVILGA fqrn@i-"ﬁéf:ilﬁg g pecording
which part of the data the relevant omtted part is
nedpentfed. drhbrdanteen ke diey examphe déd ekove-Radbioned
to transmt the data on the auxiliary storage section
netlmod hen bberteddve equtpneatdinbideridewbiicht eel adataputer
the location information and a decryption key are
totpances st ede tdathe
[0215]
Furthermore, this data processing method is available as
a method for preventing the illegal use of transmitted and
received data. In this case, a digital contents reproducing
device only needs to be a data reading device which can read
the data, a management center and a delivery management center
only needs to be electronic equipment which is connected to the
datareadingdeviceviaacommunicationline, andhasanauxiliary
storage device recording the omitted data. The electronic
equipment is a concept including a data reading device.
Specifically, intransmitting the data recordedon the auxiliary
storagesecticnof thedatareadingdevice, thedata isencrypted,

at least part of the relevant data is omitted, and the relevant

omitted part is closed to continue the data, and the relevant
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above-nenti oned other data readi ng device separately

fromthe data. This enables the data to securely be

transmitted to the other data reading device. If the

data and the encryption key are stolen, reading is

di sabl ed unless the omtted data and the |[|ocation

i nformati on are obtai ned, which can prevent the

illegal wuse of the data. It goes without saying that
ddthe iemrit-eddeat an and docaliony igHQrapd sy tdrd of the data

desirably transmtted separately fromthe decryption
ré®Y¥ind el Myyhili e An@tdiOt-fod PLo£essi POcER8Adi Bn the

which the data is encrypted, decrypted on a basis of a

aHecs Yt o Hidqd %régjttrl'onaeggettﬂ%ﬁ:eg_y_tﬁeﬁgcat:Lon 1nformatlon
characterlzed In that: the'data is encrypted, a part

éil?uﬁ?t Wh& h Edfeﬂgg Qf:gftel{eery frv%rrrftt Bﬁ tted rart
e §b|t ﬂ% d fh é

cryptlon I's omt an e omtte

1§ S][chca ecg Sq‘h%%‘ea%tn%ke he d%t ?&Ce% J,tn(r;:juo ezfﬁﬁel is r}made to

ot proceSS|ng’da 8 &
charact zed in that said data is co ressed befo
P e Gt o S R SR RIS SREE P LS ene
accordln to cIa|n11 or. claim?2, characterized in
LA W CreRHEEY 1 M OlR thhey Pabited daka s othakkosakion
data conti nuous, dummy data having the sane bit

it i (and DA HS oM 6e Watee |%r%$féﬁt’%@dt% el

of the data. 4. The nethod for processing data
abgreareitg Qe odibrl dateher adiny iGestl ¢ separ atied shifrom the

l ength of the omtted data is a
data. This enables the data to securely be transmitted to the

other data reading device. If the data and the encryption key
are stolen, reading is disabled unless the omitted data and the
locationinformation are obtained, which canprevent the illegal
use of the data. It goes without saying that the omitted data
and location information are desirably transmitted separately

from the decryption key.
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bit Iength different froma devisor of the decryption
bit length. 5. The nethod for processing data
according to claim3 in which the data has a
plurality of omtted data parts, 128 characterized in
that a product of the bit length of the omtted data
and the nunber of om ssions is a bit length different
from the divisor of the decryption bit length. 6. A
nmet hod for readi ng data gdiiysa data readi ng device
for reading the data processed by the processing data
met hod according to claim| and recorded in advance
on a recording medium or on an auxiliary storage
secti on pof e data R iGQVieea aNdnMhCRHeS data is
system conprising: electronic equi pnment having an

en@ bt & @l Vie3hQRAQR 98\ 68s1k05f R Beke¢REEbAG 1h@ength, and
omtted data"and location information indicating in

th%‘@é h P@é%hoéhéchg@ff‘zé@Eiﬁn%ﬁéf?g data is | ocated;

n ald ta reading device connected to the

el ec,él{ Onéa‘fta glqﬂ&ﬁ%?%f?ha comruni cation |ine,

characteri ze e data readi ng device send a

request to t el ectronic equipment via t
conﬂﬂuﬁ%ﬁﬁiqgﬂ%Pana%8rwfﬁ% ?ﬁ##ﬁﬁi?qﬂﬁbadl&gﬁgﬁpﬁgff8m the
the data to rfad nd its Ioca%ion i,nformation in

decr@dt Hamde! i PP ober 5t i Oht Fhpdt s2™And the el ectronic
equi pnrent . transmits the omtted data and its | ocation
i nf drHaPTRshAtedPRt Lhebs Y S6r2 SEYBBAEILAS %ﬁ%CP%gH}UOUS -
to the request; the data readi ng device receives the
omtted data and its Ilocation information to record

themon the auxiliary storage ) ,
2. The method for processing data according to claim 1,

characterizedin that said data is compressedbefore encryption.

3. The method for processing data according to claim 1
or claim 2, characterized in that after closing the omitted part
so as tc make the data continucus, dummy data having the same
bit length as that of the omitted data is added at the end of

the data.

4. The method for preocessing data according to claim I,
characterized in that the bit length cof the comitted data is a

bit length different froma deviscr of the decryptionbit length.

~ -

5. The method for processing data according to claim 3

in which the data has a plurality of omitted data parts,
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section; and thereafter, in order to sequentially

transfer the data 129 on the recording nedi umor on

the auxiliary storage section to a main storage

section and to sequentially decrypt the data on the

mai n storage section on the decryption bit |ength

basis and read it, the location information on the

auxiliary storage section is transferred to the nain
chstatcagei sedtirohhawid proghetent ehedbit Nengitad £ dhe omitted

information, the omtted part of said data is
dat&ceghitredhumdhsh dfecRikbiedsdod & Bt hehqtiidiifdeent from

storage section is transferred to the main storage
th8€gl ¥ 08xr WOt | ené h@edatgt 0Bn Hie 1eggEding medi um or on

the auxiliary storage section is transferred to the

mai n storage section and the omtted data is

connected to the onmtted part of the data on the nain

st or age r E -g_t %} c [ it :

engih BaaPsHEg Y £EaRiRe SO0 LR SR bR device

vice_ for re

dat a_r eadi d ing.the _data processed b
of pee ERL UM GRS Prastinnr RC o R CLs SeRBn S g gethod
recorded in advance, on a recordi medi um_or op. an .
2R HGTS Sl e ot FOr e TP ¥b At ey LBediu
and which is a system conprising: electronic equi pnent
OrﬁﬁbﬁﬁgaﬁﬁléﬁiFyi%H@I%Q%Fﬁﬁ%”dﬁvpéeth?6F”ﬁ?éﬁﬁgéaﬁd?ﬁﬁlce'
the omtted data and its |ocation information
angd @i tali 1y #nSYVRFeR PARProFiRfe data the onitted data

is located; and said data reading device connected to
t he @lectronic equipment having an auxiliary storage device

for pre-recording the omitted data and locaticn information
indicating in which part of the data the omitted data is located;
and

said data reading device ccnnected to the electronic
equipment via a communication line, characterized in that:

the data reading device send a request to the electronic
equipment wvia the communication line for the omitied data
relating to the data to read and its location information in
accordance with operation inputs, and the electronic equipment
transmits the omitted data and its lccation information
simultaneously or seguentially in reply tc the request;

the data reading device receives the omitted data and its
location information to record them on the auxiliary storage

secticn; and

thereafter, in order to sequentially transfer the data
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equi pnent via a conmuni cation line, characterized in
that: 130 the data reading device send a request to
the electronic equipnent via the communication |ine
for the omtted data relating to the data to read and
its location information in accordance with operation
i nputs, and the electronic equipnment transmts the
omitted data and their |ocation information
onst el IMearealisigy mes iseqoendn ahlyauRileépky $otdge section to
request; the data readi ng device receives the omtted
a Ml sAantddes seb@tahi O0d It ekdiilen®n allQ y 868k gpthem? ehta on
the auxiliary storage section; and thereafter, in
thBgeln k@ osaguest Lal by dd @Héf@écffﬁ‘t?&‘i %ltoneﬁseh basis and
recording mediumor on the auxiliary storage Section
rebQ i, Main storage section, to sequentially decrypt
the data on the nmin storage section on a decryption

bi t |gogy %é%itﬁf?f%¥h£fhoﬂﬁﬁﬁ Ph?%lq é{éggggsectlon

conpressed sta 0O an ori gl na

t ion |nf rmati.on_on_the auxi ary st
ERA RGeS s SRS m%&?f%%ﬁ%&%%ﬁ%ﬁ%ﬁmto
Wi ferenc the location informtio
th8nﬁ??aﬁlaar%ﬂg?r@aFaOaat BB oRT sEBgnPaLh Enaaﬁﬁedata is
omtted data qQn the auxiliary storage sectlon
reePansEerr ek 91 B FarH d@tt@r%“géhw&%l&ﬁa%ﬂ%r%%%sectwn
data on the recording nmediumor on the auxiliary
1sstrageeseed iton the mapansterred $oCt helmavini k¢ ditgelata on

section and the omtted data is connected to the .
thenfecendpagt meflivheodard dbhet Aexihi Argt 6kageget eection is

decrypt the data on the decryption bit |length basis
trapngiessedrec the main storage section and the omitted data
is connected to the omitted part of the data on the main storage

to decrypt the data on the decryption bit length basis.

7. Amethod for reading data using a data reading device
for reading the data processed by the processing data method
according toclaim2 and recorded in advance on a recording medium
or on an auxiliary storage section of the data reading device,
anc¢ which is a system comprising:

electronic equipment having an auxiliary storage device
for pre-recording the omitted data and its lecation information
indicating in which part of the data the omitted data is located;
and

said data reading device connected to the electronic

equipment via a communication line, characterized in that:
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the data fromthe conpressed state to the origina

state. 131 8. The nethod for reading data accordi ng
toclaim6 or claim7, characterized in that said

el ectronic equi pnent is a nanagenent neans for

managi ng the use of the data by the transm ssion of

the omtted data and its location information. 9. The

nmet hod for reading data according to claim®6 or claim

7, chneagdtd ireedliny Hhat ckheetldtareacesdeds Athd Reectronic
recording nediumor on the auxiliary storage section

eq@fiphbatrdata %ﬁ@dbeﬁmuﬁﬁﬁb%Qthlﬁﬁ%oEg%dth@ BRYRREE GRta
sald aUX|I|ary storage device of the electronic

re®4Yi RFERL £Fe Of @Q%&%e%\”ﬁﬂd s § Q,‘ra%Q%n ?L%\f'o%ﬁlat%%% in

i s transn1tted ron1the ectroni c equi

acE?rBQﬁcE. %%a%g%ndfgg%%ga%ﬁﬂgtHSVI%? tor&ﬂ?equﬁgment

ectroni c lpnen e communr ca lne,
£ 5§ reear g ord| g diumor_ on_the
i ??§r§ﬁ§t§rag Sdedrana6 SHFA® 4AcateeRarRgoTEation

siﬂ YE ° 1 The net hod fo; readin Sata accordlng to

Farii'g BF YcPhi REFUCBhARALYer PZEHPLY FRathENE=AREST/

read%ﬂ% device obtains  an el apsed tinme froma point

of t e dHenTEREIBRI4T B YarE LTS reiovdd teshdahaemd 1ts

the el apsed tine reaches a predeterm ned period, the
logat hor e b P abiPR et @leTeaead dtharest theeavHiltiedy dhpaage

on the auxiliary storage section. 11. The nethod for
Se?Eh@@ngaE@ta according to claim 10, 132 characterized

in that the data reading device obtains an el apsed

ti metifevea Bteoi nin ofrddme ovsequtelne iddtly itsanedeirvéte data

separately
on the recording medium or on the auxiliary storage section to
a main storage section, to sequentially decrypt the data on the
main storage section on a decryption bit length basis, and to
restore the data from a compressed state to an original state
and read it,

the location information on the auxiliary storage section

is transferred to the main storage section, with reference to
the location information, the omitted part of said data is
recognized, andthe omitteddataon the auxiliary storage section
is transferred to the main storage section, while the data on
the recording medium or on the auxiliary storage section is
transferred to the main storage section and the omitted data
is connected to the omitted part of the data on the main storage

to decrypt the data on the decryptionbit lengthbasis and restore

the data from the compressed state to the original state.
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fromthe omtted data, and when the rel evant el apsed

time reaches a predeterm ned period, the data reading

device deletes the data on the auxiliary storage

section. 12. A recordi ng nedium characterized in that

prograns inplenmenting the nmethod for processing data

according to claim 1, 2, 3, 4, 5 or 6 are recorded.

13. A recording nediumcharacterized in that prograns

i mpl ementing the nmethod for reading data according to

claim7, 8, 9, 10 or 11 are recorded. 133

8. The method for reading data according to claim 6 or

claim 7, characterized in that said electronic equipment is a
management means for managing the use of the data by the

transmission of the omitted data and its location information.

9. The method for reading data according to claim 6 or
claim 7, characterized in that the data recorded on the recording
medium or on the auxiliary storage section of the data reading
device is recorded in advance on said auxiliary storage device
of the electronic equipment or on another auxiliary storage
device, andis transmitted fromthe electronicequipment inreply
to the request by the data reading device to the electronic
equipment via the communication line, and is recorded on the
recording medium or on the auxiliary storage section of said

data reading device.

10. The method for reading data according to claim 6 or
claim 7, characterized in that the data reading device obtains
an elapsed time from a pecint of time when the omitted data is
received, and when the elapsed time reaches a predetermined
period, the data reading device deletes at least the omitted
data on the auxiliary storage section.

~

11. The methed for reading data according to claim 190,
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characterized in that the data reading device obtains an elapsed
time from a point of time when the data is received, separately
fromthe omitted data, andwhen the relevant elapsed time reaches
a predetermined period, the data reading device deletes the data

on the auxiliary storage section.

12, A recording medium characterized in that programs
implementing the method for processing data according to claim

1, 2, 3, 4, 5 or & are recorded.

13. A recording medium characterized in that programs

implementing the method for reading data according to claim 7,

8, 9, 10 or 11 are recorded.
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