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MVETHOD AND APPARATUS FOR PROVI DI NG COVPUTER SERVI CES

The present invention relates to a nethod and to an
apparatus for providing conputer services.

In the preferred enbodi ment, the present invention
relates to a method and to an apparatus for providing
conput er services across a network by maki ng avail abl e what
is referred to herein as "virtual servers", optionally
using "virtual networks".

BACKGROUND

It is well known that individuals and organi sations
continually upgrade their conputer equipnent. For exanple,
an individual or organisation may sinply want to inprove
the speed of running of currently owned software
applications and will therefore typically purchase a new
conputer or network server, as appropriate, in order to
obtain a nore recent and therefore faster central processor
unit, nore and/or faster nenory, etc. An individual or
organi sation may require additional and/or faster file
and/ or data storage because of growh in the size of files
or amount of data that is stored or sinply for quicker
access to the stored files/data. As a further exanple,
newer software applications may have a m ni mum conput er
specification that exceeds that currently owned by the
i ndi vidual or organisation. As will be discussed in nore
detail below, the purchase of additional or new, upgraded
conmput er equi pnent brings numerous problens, including
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particularly the requirenment for a significant capital
outlay and for tinme to be spent in installing and setting
up the new equi pnent. In any event, the cost of

mai nt ai ni ng conput er equi pnment can be significant, both in
financial ternms and in respect of the time spent in

mai nt enance.

Today’s I T applications (both off-the-shelf and
bespoke) tend to be designed around snall er-scale Intel
architecture servers running the Mcrosoft NT or W ndows
2000 operating systens, and nore recently Linux, BSD, and
other Unix variants. These smaller scale systens tend to
proliferate in organisations, |eading to the managenent
difficulties described above. Though mainframe-type
conputers may offer | ower "total cost of ownership" for
certain applications, the industry trend of noving away
fromthose architectures has neant that applications are
sinply not designed to run on them and "porting” the
application is likely to be unacceptably disruptive, risky
and costly.

Furthernore, in e-business infrastructure provision,
for Internet-hosted applications, organisations have
expended significant tinme, resources and noney procuring
and setting up and maintaini ng new hosting systens
conprising a plurality of separate servers, firewalls,
network routers and switches, all for the purpose of
delivering one or nore applications across the Internet to
users.
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The current state of the art in connection with a
nunber of particular conputer-related areas will now be
briefly discussed.

File And Data Servers, |ncluding Archiving Services

| ndi vi dual s and commercial, non-conmercial and
government organi sations currently make use of file and
data servers using one or nore file/data sharing protocols
such as NFS, NFS+, SMB, and Appl eshare, allow ng storage of
and access to conputer-held informati on on shared conputer
systens. These conputer systens run file-sharing software
and are either owned and operated by the individual or
organi sation using them or are outsourced to a third party
organi sation to operate. File and data servers can al so be
used to archive information.

As demands increase, individuals and organi sations

ei ther upgrade existing servers, or where this is not done,
addi ti onal or upgraded replacenent servers are procured.

Appl i cation Service Provision

| ndi vi dual s and commerci al, non-conmercial and
government organi sations currently make use of IT
(information technol ogy) applications which run on conputer
systens. These conputer systems run one or nore
applications and are either owned and operated by the
i ndi vi dual or organisation using them or are outsourced to
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athird party organisation to operate. Many individuals
and organi sati ons have now begun using Applications Service
Providers to provide I T applications services via the

I nternet or other external network.

Prior art techniques involved in applications delivery
across the Internet or other network involve either:
mul ti pl e organi sations sharing a single applications
i nstance running on a single real server, which has
associ ated security, manageability and availability issues;
mul ti pl e organi sations, each with their own applications
i nstance running on a single real server, which also has
associ ated security, manageability and availability issues;
mul ti pl e organi sations, each with their own applications
i nstance running on nultiple server partitions on a single
real server, which has limtations as the partitions are
typically static; or nultiple organisations, each with
their own dedi cated server held at an ASP hosting centre,
each running a dedi cated application instance.

Dat abase Servi ce Provi sion

| ndi vi dual s and commercial, non-conmercial and
government organi sations currently make use of IT
appl i cations which access client/server or distributed
dat abases runni ng on conputer systens. These conputer
systens run one or nore applications and are either owned
and operated by the individual or organisation using them
or are outsourced to a third party organisation to operate.
Many i ndivi dual s and organi sati ons have now begun usi ng
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external Service Providers to provide client/server or
di stributed database services via the Internet or other
external network.

Prior art techniques involved in client/server or
di stributed database server delivery across the Internet or
ot her network involve either: multiple organisations
sharing a single database managenent system i nstance
running on a single real server, which has associ ated
security, manageability and availability issues; nmultiple
organi sati ons, each with their own database managenent
systeminstance running on a single real server, which al so
has associ ated security, manageability and availability
i ssues; mnultiple organisations, each with their own
dat abase managenent systeminstance running on nultiple
server partitions on a single real server, which has
limtations as the partitions are typically static; or
mul ti pl e organi sations, each with their own dedi cated
dat abase server held at an service provider's hosting
centre running one or nore instances of the database
managenent system

Dat a War ehouse Servi ce Provi sion

| ndi vi dual s and commerci al, non-commercial and
government organi sations currently make use of IT
appl i cations which access conventional, client/server or
di stributed data warehouses running on conputer systens.
These conputer systenms run one or nore applications and are
ei ther owned and operated by the individual or organi sation
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using them or are outsourced to a third party organi sation
to operate. Many individuals and organi sati ons have now
begun using external Service Providers to provide
client/server or distributed data warehouse services via
the Internet or other external network.

Prior art techniques involved in conventional
client/server or distributed data warehouse server delivery
across the Internet or other network involve either:
mul ti pl e organi sati ons sharing a single data warehouse
managenent systeminstance running on a single real server,
whi ch has associ ated security, manageability and
avai lability issues; nultiple organisations, each with
their own data warehouse managenent systeminstance running
on a single real server, which also has associ at ed
security, manageability and availability issues; nmultiple
organi sations, each with their own data warehouse
managenent systeminstance running on nultiple server
partitions on a single real server, which has Iimtations
as the partitions are typically static; or nmultiple
organi sations, each with their own dedi cated data warehouse
server held at an ASP hosting centre.

Know edge Service Provision

| ndi vi dual s and commercial, non-conmercial and
government organi sations currently nmake use of know edge
managenent systens, such as Intranet, Extranet and I nternet
web servers, search engi nes, web cache, free text retrieval
systens and know edge sharing applications such as Lotus
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Not es/ Dom no, whi ch access client/server or distributed
know edge managenent dat abases runni ng on conputer systens.
These conputer systenms run one or nore applications and are
ei ther owned and operated by the individual or organisation
using them or are outsourced to a third party organi sation
to operate. Many individuals and organi sati ons have now
begun using external Service Providers to provide
client/server or distributed know edge managenent services
via the Internet or other external network.

Prior art techniques involved in client/server or
di stributed know edge nanagenent server delivery across the
I nternet or other external network involve either:
mul ti pl e organi sations sharing a single know edge
managenent systeminstance running on a single real server,
whi ch has associ ated security, manageability and
avai lability issues; nultiple organisations, each with
their owmn know edge managenent system i nstance runni ng on
mul ti ple server partitions on a single real server, which
has limtations as the partitions are typically static; or
mul ti pl e organi sations, each with their own dedi cated
know edge managenent servers held at a service provider's
hosti ng centre.

Digital Media Production Servers

| ndi vi dual s and commercial, non-conmercial and
government organi sations currently make use of file and
data servers allow ng storage of and access to conputer-
held digital media informati on on shared conputer systens
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during the course of audio recording and production, video
recordi ng and production, digital photography and i nmaging,
tel evi si on programre naking, film nmaking, hol ogram
production and production of other nultinedia material.

The digital nedia information may consist of data files
contai ning the images, noving pictures or audi o recordings
indigital form but may al so contain information relating
to how the information is to be processed within studio
systens, such as edit decision lists or MDI files
cont ai ni ng aut omat ed sequenci ng and m x-down i nformation.
These conputer systens run file-sharing software and are

ei ther owned and operated by the individual or organisation
using them or are outsourced to a third party organi sation
to operate. As demands increase, individuals and

organi sati ons either upgrade existing servers, or where
this is not done, further servers are procured.

"Intellectual Property"” and Stream ng Media Servers

| ndi vi dual s and commercial, non-conmercial and
government organi sations currently make use of
"intellectual property"” servers allow ng storage of and
access to conputer-held digital nedia or other
"intellectual property” information on shared conputer
systens. These conputer systens run "intell ectual
property” managenent, |icensing and downl oad applications
and are either owned and operated by the individual or
organi sation using them or are outsourced to a 3rd party
organi sation to operate. The "intellectual property" may
i nclude but not be limted to digital photographs, sound
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recordi ngs, video recordings, digital novies, still

hol ograns, noving hol ograns, digital animtions, software,
firmvare, draw ngs, designs, schematics, plans and
docunents.

Prior art techniques involve: nmultiple organisations
sharing a single "intellectual property" systeminstance
running on a single real server, which has associ ated
security, manageability and availability limtations;
mul ti pl e organi sations using nultiple "intellectual
property” systeminstances running on a single real server,
whi ch has associ ated security, manageability and
avai lability limtations; multiple organisations, each with

their owm "intellectual property" systeminstance running
on nultiple server partitions on a single real server,
which has imtations as the partitions are typically
static; or multiple organisations, each with their own
dedi cated "intell ectual property" servers operated

internally or at an "intellectual property"” hosting centre.

Web Hosti ng

| ndi vi dual s and commerci al, non-conmercial and
government organi sations currently make use of worl d-w de-
Web servers which run on conputer systens. These conputer
systens run one or nore web applications and contain one or
nore sets of web content and are either owned and operated
by the individual or organisation using them or are
outsourced to a third party organisation to operate. Mny
i ndi vi dual s and organi sati ons use Internet Service
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Providers to provide Wb hosting services via the Internet
or other external network.

Prior art techniques involved in Wb hosti ng
applications delivery across the Internet or other externa
network involve either: nultiple organisations sharing a
singl e Web server applications instance running on a single
real server, which has associated security, functionality,
manageabi ity and availability issues; multiple
organi sations, using "virtual Wb servers" which are
created by a single Wb server application instance on a
single real server, which also has associated security,
manageabi ity and availability issues; multiple
organi sations, each with their Wb server instance running
on nultiple server partitions on a single real server,
which has imtations as the partitions are typically
static; or multiple organisations, each with their own
dedi cated Wb server held at an external service provider's
hosti ng centre.

Conpl ex e- Commer ce Wb Hosti ng

| ndi vi dual s and commercial, non-conmercial and

government organi sations currently make use of worl d-w de-
Web e- Conmerce systens which run on conputer systens.
These conputer systenms run one or nore associ ated Wb
servers, database servers and applications and are either
owned and operated by the individual or organi sation using
them or are outsourced to a third party organisation to
operate. Many individuals and organi sati ons use Hosti ng
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Service Providers to provide conpl ex Wb hosting services
via the Internet or other external network.

Prior art techniques involved in conplex Wb hosting
applications delivery across the Internet or other externa
network involves construction of a conplex array of
dedi cated server hardware to provi de Wb server, security
firewal |, database server, applications server and vari ous
systens devel opnent, test and nmanagenent server
capabilities, at often high capital cost and significant
procurenent and installation |ead tinme, and occupyi ng
significant anounts of floor space in hosting centres.

Conput er and Hi gh- Performance- Conput ati on Servi ce Provi si on

| ndi vi dual s and commercial, non-conmercial and
governnment organi sations currently make use of IT
applications which run on desktop or server conputer
systens of |limted conputational performance. These
conput er systens run one or nore applications and are
ei ther owned and operated by the individual or organisation
using them or are outsourced to a third party organi sation
to operate. Many individuals and organi sati ons have now
begun using Service Providers to provide high-performance-
conputation services via the Internet or other external
network. There is a desire to use nore powerful
conputation services either directly, or indirectly by
means of automatic invocation by an applications program
running on an existing I T system
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Prior art techniques involved for providing high-
per f ormance conputing services via the Internet or other
external network involves either: nmultiple organisations
sharing a single applications instance running on a
conput ation server or superconputer, which has associ at ed
security, manageability and availability issues; nultiple
organi sati ons, each with their own applications instance
running on a single real server, which also has associ at ed
security, manageability and availability issues; nmultiple
organi sations, each with their own applications instance
running on nultiple server partitions on a single real
server, which has Iimtations as the partitions are
typically static; or nultiple organisations, each with
their own dedicated server held at a high performance
conputing centre.

El ectroni ¢ Messagi ng and Conferencing Service Provision

| ndi vi dual s and commerci al, non-conmercial and
government organi sations currently make use of electronic
nmessagi ng servers which run on conputer systenms. These
conput er systens run one or nore applications and are
ei ther owned and operated by the individual or organi sation
using them or are outsourced to a third party organi sation
to operate. Many individuals and organi sati ons have now
begun using Internet Service Providers to provide nmessagi ng
and conferencing services via the Internet or other
external network.
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Prior art techni ques involved in nessaging service
delivery across the Internet or other external network
involve either: nultiple organisations sharing a single
messagi ng or conferencing applications instance runni ng on
a single real server, which has associ ated security,
manageabi ity and availability issues; multiple
organi sations, each with their own nessagi ng or
conferenci ng applications instance running on a single rea
server, which also has associated security, manageability
and availability issues; nultiple organisations, each with
their own nmessagi ng or conferencing applications instance
running on nultiple server partitions on a single real
server, which has [imtations as the partitions are
typically static; or nultiple organisations, each with
their own dedi cated nessagi ng or conferencing server held
at a service provider's hosting centre.

Lear ni ng Neur o- Conput er Service Provision

Wrk is currently being done to research and devel op
| earni ng neuro-conputers. To allow these systens to be
accessible to nultiple individual s and organi sati ons,
networ ks may be used to connect custoners to one or nore
| ear ni ng neuro-conputer applications which execute on one
or nore conventional or |earning neuro-conputer hardware
platfornms. Custoner termnals for accessing these systens
may use conventional conputer technol ogy or | earning neuro-
conput er technol ogy.
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For each of the services described above, the
[imtations and di sadvantages of the current state of the
art include the fact that procurenment of additional
capacity takes significant tinme to do (e.g. for ordering,
configuration and installation); additional servers involve
addi ti onal nmai ntenance and operational support costs; extra
capital expenditure is incurred; systens availability,
reliability, backup and managenent becone nore difficult
and costly as the nunmber of servers increases; start-up
ventures require | arge anounts of capacity to get started,
yet may be unwilling or unable to afford the large initia
comm tnents and costs involved; joint ventures between
organi sations requiring shared access to information and
data require separate servers to be installed for security
or operational reasons; server capacity is provisioned to
provi de acceptabl e service under peak | oad or storage usage
conditions, such that capacity is typically over-
provi si oned for unnecessary cost; tenporary business
requi rements necessitate procurenent of temporary servers
and capacity, often involving procurenent of equi pnment and
systens which m ght not be needed beyond the tenporary
requi renent; smaller and nedi um sized servers are unable to
t ake advantage of nore sophisticated high-availability
t echnol ogy or technol ogi es which enable nore efficient use
of secondary di sk and tape storage; consolidation of
services onto a |arger server conputer is made difficult
because of the need to justify to managenent the capital
procurenent costs of a large systemtogether with the need
for specialist resources needed to maintain and support it
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effectively; additional intrusion detection systens running
on separate hardware often needs to be added in high-
security applications to detect attacks; prototype of

devel opment and test systens need to be separately

provi sioned, with additional hardware cost and system
managenent inplications; and, provision of backup
facilities for disaster recovery purposes often invol ves
the procurenment of simlar or identical hardware and

sof tware systens and configuring themready to run services
if main systens fail, resulting in increased conplexity and
cost.

SUMVARY OF THE PRESENT | NVENTI ON

According to a first aspect of the present invention,
there is provided apparatus providing one or nore conputer
services for a plurality of customers, the apparatus
conprising a real conputer on which is set up plural
virtual machi nes, each virtual machi ne having an operating
systemrunning thereon, there being at |east one virtua
machi ne for each of said custonmers that is set up at the
request of each of said custoners and that has a
specification specified by and configurable by the
respective custoner.

The real conputer will typically have one or nore rea
processors running a real operating system real physica
menmory (which in general may be of any suitable type), and
one or nore real storage devices (such as hard disks,

t apes, hol ographic or other optical storage devices, etc.
and, in future, even storage systens which store
information at the nolecular |evel or quantumlevel). A
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customer will typically pay the apparatus provider/operator
for making the virtual machine available, perhaps on a one-
off basis or on an on-going basis, perhaps by regular
subscription. The cost can be calculated on the basis of
one or more of several different factors. The apparatus
may be configured so that users other than or unrelated to
a particular customer may access that customer’s virtual
machine, optionally only if given authority to do so and/or

on payment of a fee or subscription.

Plural virtual machines may be set up within the real

computer for at least one of said customers.

The or each virtual machine for at least one of said
customers may be connected to a virtual network set up for
said at least one customer within the real computer.
Preferably, a virtual intrusion detection device is

provided for detecting an attack on the virtual network.

At least one virtual machine may be connected to a
virtual firewall that is connectable to an external network
to which customers and/or other users can connect such that
access to said at least one virtual machine by a customer
or other user via a said external network can only take

place through a virtual firewall.

The or each virtual machine for a particular customer
may be connected to a virtual firewall that is dedicated to
that customer's virtual machine or machines, each virtual
firewall being connectable to an external network to which

each of said customers and/or other users can connect such
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that access to a virtual machine by a customer or other
user via a said external network can only take place
through a virtual firewall provided for that wvirtual
machine or machines. FEach virtual firewall may be set up
within the real computer, the or each virtual machine for
each customer being connected to a first port of the
virtual firewall that is dedicated to that customer's
virtual machine or machines, each virtual firewall having a
second port connected to a virtual network that is set up
within the real computer and that is connectable to an
external network. The second port of each virtual firewall
may be connected to the same virtual network that is set up
within the real computer and that is connectable to an

external network.

The or at least one of the virtual firewalls is
preferably implemented by a virtual machine on the real
computer, said virtual firewall virtual machine running

firewall software.

The apparatus preferably comprises a plurality of real
data storage devices and at least one virtual storage
subsystemthat is configured to allow said real data
storage devices to emulate one or nore virtual storage
devices. The at least one virtual storage subsystemis
preferably configured to enmul ate at | east one respective
virtual storage device for each custoner. A detection

device 1s preferably provided for detecting evidence of
malicious software or hostile attack signatures on the at
least one virtual storage subsystem
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The apparatus is preferably configurable to provide at
least one of the services selected from: file, data and
archiving services; applications hosting services; database
hosting services; data warehouse services; knowledge
management hosting services; digital media production
services; "intellectual property" and streaming media
services; simple web hosting services; complex e-Commerce
web hosting services; high performance computation
services; electronic messaging and conferencing services;

and, learning neuro-computer services.

The apparatus may comprise virtual private network
software to provide an encrypted communication channel for
communication between at least some of said virtual

machines.

The apparatus preferably comprises virtual private
network software to provide an encrypted communication
channel for communication between at least one virtual

machine and an external computer.

The apparatus may comprise virtual private network
software to provide an encrypted communication channel for
communication between a first virtual network and a second

virtual network.

The apparatus preferably comprises virtual private
network software to provide an encrypted communication
channel for communication between a virtual network and an

external computer.
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The real conputer may conprise plural physica
conputers. Such plural physical conmputers may all be
configured, controlled and managed by a common
configuration, control and managenent system which wll
typically be conputer-inplenmented. Such a system can be
used to ensure that the resources of the plural physica
conputers are used nost efficiently in operating the
virtual machines for the plural custoners, for exanple by
processor or nenory | oad-bal anci ng between the plural
physi cal conputers according to the instantaneous demand.

There may be provided in conbination, a first
appar atus as descri bed above and a second apparatus that is
substantially identical to said first apparatus, the first
and second apparatus being connected by a comruni cati ons
channel so that the second apparatus can provide for
redundancy of the first apparatus thereby to provide for
di saster recovery if the first apparatus fails.

According to a second aspect of the present invention,
there is provided a nethod of providing one or nore
conputer services for a plurality of customers, the nethod
conprising the steps of: a service provider setting up on
a real conmputer at the request of each of said custoners at
| east one virtual machine for each of said custoners, said
at |l east one virtual machine for each of said custoners
having a specification specified by and configurable by the
respective custoner and having an operating system running
t her eon.
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The method may comprise the step of setting up plural
virtual machines within the real computer for at least one

of said customers.

The method may comprise the steps of setting up a
virtual network for at least one of said customers within
the real computer, and connecting the or each wvirtual
machine for said at least one customer to said virtual

network.

The method may comprise the step of using a virtual
intrusion detection device for detecting an attack on the

virtual network.

The method may comprise the steps of connecting at
least one virtual machine to a virtual firewall, and
connecting the or each virtual firewall to an external
network to which customers and/or other users can connect
such that access to a virtual machine by a customer or
other user via a said external network can only take place

through a virtual firewall.

The method may comprise the step of connecting the or
each virtual machine for a particular customer to a virtual
firewall that is dedicated to that customer's virtual
machine or machines, and connecting each virtual firewall
to an external network to which each of said customers
and/or other users can connect such that access to a
virtual machine by a customer or other user via a said
external network can only take place through a virtual

firewall provided for that virtual machine or machines.
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Each virtual firewall is preferably set up wwthin the rea
conputer, the or each virtual machine for each custoner
bei ng connected to a first port of the virtual firewall
that is dedicated to that custoner's virtual machi ne or
machi nes, each virtual firewall having a second port
connected to a virtual network that is set up within the
real conputer and that is connected to an external networKk.
The second port of each virtual firewall nay be connected
to the sanme virtual network that is set up within the rea
conputer and that is connectable to an external network.

The nethod may conprise the step of configuring at
| east one virtual storage subsystemto allow nmultiple rea
data storage devices to enulate one or nore virtual storage
devices. The nethod may conprise the step of configuring
the at | east one virtual storage subsystemto enul ate at
| east one respective virtual storage device for each
custoner. The nmethod may conprise the step of using a
detection device for detecting evidence of nalicious
software or hostile attack signatures on the at |east one
virtual storage subsystem

According to a third aspect of the present invention,
there is provided a nethod of operating a real conputer on
behal f of plural custoners, the nmethod conprising the step
of :  operating plural virtual machines on the real
conputer, each of said plural virtual machines having a
specification specified by and configurable by a respective
one of the custoners in accordance with a conputer service
to be provided by the virtual machine on behalf of that
custoner, each of said virtual machi nes having an operating
system runni ng t hereon.
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The method may comprise the step of operating plural
virtual machines within the real computer for at least one

of said customers.

The method may comprise the step of operating a
virtual network for at least one of said customers within
the real computer, the or each virtual machine for said at

least one customer being connected to said virtual network.

The method may comprise the step of using a virtual
intrusion detection device for detecting an attack on the

virtual network.

At least one virtual machine may be connected to a
virtual firewall, the or each virtual firewall being
connected to an external network to which customers and/or
other users can connect such that access to a virtual
machine by a customer or other user via a said external

network can only take place through a virtual firewall.

The or each virtual machine for a particular customer
may be connected to a virtual firewall that is dedicated to
that customer's virtual machine or machines, each virtual
firewall being connected to an external network to which
each of said customers and/or other users can connect such
that access to a virtual machine by a customer or other
user via a said external network can only take place
through a virtual firewall provided for that wvirtual

machine or machines. FEach virtual firewall is preferably

set up within the real computer, the or each virtual
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machi ne for each custoner being connected to a first port
of the virtual firewall that is dedicated to that
custoner's virtual machine or machi nes, each virtual
firewall having a second port connected to a virtual
network that is set up within the real conputer and that is
connected to an external network. The second port of each
virtual firewall nay be connected to the sanme virtua
network that is set up within the real conputer and that is
connectable to an external network.

At | east one virtual storage subsystem may be provided
and configured to allow multiple real data storage devices
to enul ate one or nore virtual storage devices. The at
| east one virtual storage subsystem may be configured to
enul ate at | east one respective virtual storage device for
each custoner. A detection device may be used for
detecting evidence of malicious software or hostile attack
signatures on the at |east one virtual storage subsystem

In any of the nmethods descri bed above, the services
provi ded may include at | east one of the services sel ected
from file, data and archiving services; applications
hosti ng services; database hosting services; data warehouse
servi ces; know edge managenent hosting services; digital
medi a production services; "intellectual property"” and
stream ng nedi a services; sinple web hosting services;
conpl ex e-Conmerce web hosting services; high performance
conput ati on services; electronic nmessagi ng and conferenci ng
services; and, |earning neuro-conputer services.
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Any of the nethods descri bed above may conprise the
step of using virtual private network software to provide
an encrypted comuni cati on channel for comruni cation
bet ween at | east sonme of said virtual machines.

Any of the nethods descri bed above preferably
conprises the step of using virtual private network
software to provide an encrypted comuni cati on channel for
conmuni cati on between at | east one virtual machine and an
external conputer.

Any of the nmethods descri bed above nmay conprise the
step of using virtual private network software to provide
an encrypted comuni cation channel for comruni cation
between a first virtual network and a second virtual
net wor k.

Any of the nethods described above preferably
conprises the step of using virtual private network
software to provide an encrypted comuni cati on channel for
conmmuni cati on between a virtual network and an external
conput er.

Any of the nmethods above may conprise the step of
nmoving said at | east one virtual nmachine froma first rea
conputer to a second real conputer

At | east one of said virtual machines preferably
provi des at |least a virtual central processor unit.
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At | east one of said virtual machines may be created
using a virtual machine abstraction program

At | east one of said virtual machines may be created
usi ng machi ne sinul ati on/ enmul ati on software.

The preferred enbodi nent of the present invention
i nvol ves the delivery of conputer services over a network
(which may be a private network, a virtual private network,
an industry or other "extranet” (i.e. a private network
shared by many organi sations), or the Internet). To
custoners or other users, the services will appear entirely
normal and as though provided using real conputers, etc.,
as the direct interface, rather than through the virtua
servers, etc., provided by the preferred enbodi nent of the
present invention. Taking as an exanple the provision of a
remote file server service, a custonmer wanting a file
server having a particular type of CPU, anount of nenory,
data storage capacity, etc., can sinply contact a provider
of the services with the requirenents. The provider wll
then set up virtual arrangenments on a real conputer, as
di scussed in nore detail below. This contact by the
custoner may be nade el ectronically and the set up by the
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provi der nmay be carried out automatically in response
thereto. To the custonmer, the virtual file server appears
exactly as though it were a real file server having a rea
CPU, real nenory, real data storage disks, etc., on the
custoner's own internal network. |[If at any tinme the
custoner requires for exanple additional nenory or data
storage capacity, whether permanently or tenporarily, this
can be ordered by the custoner, preferably on-line, and
made avail abl e practically instantaneously, preferably
automatically. Even small businesses and individuals wll
effectively have access to the nost recent and nost conpl ex
processors, nenory devices, data storage devices, etc.

The preferred enbodi nent of the present invention can
provi de delivery of: network file and data servi ces,
i ncl udi ng archiving services; applications hosting
servi ces; database hosting and dat abase services; data
war ehouse services; know edge managenent hosting services;
di gital nedia production storage services; "intellectua
property'
services; conplex e-Commerce Web hosting services; high-

and stream ng nedi a services; sinple Wb hosting

per f or mance conputation services; electronic nmessagi ng and
conferenci ng services; and, learning neuro-computer
services; all using secure "virtual conputers” which are
created using virtual server technol ogi es on one or nore
real conputers. These secure "virtual conputers” wll
typically run on a collection of one or nore real conputers
operated in a secure hosting centre that provides service
delivery across a communi cations network, which typically
may be insecure and which may include the Internet or one
or nore real private or virtual private networks.
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In general terns, an exanple of a suitable apparatus
for carrying out the preferred enbodi nent of the present
invention is constructed by taking a conventional real
conmput er system conprising one or nore real CPUs (centra
processor units), real nmenory, real disk or other storage
and real network and real 1/0O (input/output) systens, and
then | oadi ng software conprising an operating system and a
virtual machi ne abstraction program which allows the
creation of several virtual servers on one physical server
Operating systenms and ot her software that all ow delivery of
t he various services, such as those discussed above, are
then | oaded onto the virtual servers. The physi cal
conputer systemis then connected to a network systemto
whi ch a nunber of custoners are connected, and the virtua
servers running the services are then nade avail able to the
custoners to configure and set up. Miltiple users within
each of the custoner organisations or other (possibly
unrel ated) users can then nmake use of the rel evant services
bei ng provided on the virtual servers, whilst the
custoners’ applications and data are held isolated from
each other using the virtual machine isol ation nechani sns.
In this way, the services can be provided to nultiple
separate custoners using separate virtual servers, whil st
usi ng one conputer system as opposed to several separate
real conputer systens as in prior art approaches.

It will be understood that the present invention is
not concerned with the technol ogy of virtual machines and
how t hey operate per se. Rather, the preferred enbodi nment
of the present invention is concerned with applications of
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virtual machines to perform ng certain types of work,
together with various optional or preferred variations and
enhancenents which may be applied to any and al
appl i cations.

The particular variations and enhancenents which may
be enpl oyed shoul d be chosen and configured to yield the
greatest benefits for the custoners. The conbi nation of
enhancenents enpl oyed for greatest benefit will differ
according to a nunber of factors, including for exanple:
the comrercial and pricing nodels used by the service
provider; the mx of services provided; the industry
sectors to whomthis is provided; and, the conmercial view
taken by the service provider, including the approach to
i nvestnment in technol ogy. Possible variations and
enhancements wi |l be di scussed bel ow.
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VARI ATI ONS AND ENHANCEMENTS

Vari ations and enhancenents which may be used will now
be di scussed. Reference is nmade throughout this
specification to these variations and enhancenents. Sone
of these variations and enhancenents will in practice be
hi ghly desirable for comrercial and/or security and/or
technical reasons. It wll be understood that other
vari ations and enhancenents nay be used. At |east sone of
t hese variations and enhancenents nmake use of known prior
art techni ques.

Virtual Machines and Virtual Servers

Virtual machine technology is used in the preferred
embodiment of the present invention. Virtual machine
technology per se is not in itself new. Indeed, IBM
pioneered the technology in the 1960s and the 1970s with
the IBM VM product which allowed a mainframe computer to be
divided into a number of virtual IBM mainframes on which a
number of different operating systems could be run. A
number of researchers have also designed software
technologies which optimise the use of virtual machines,
for example on scaleable multiprocessors. For example, in
US-A-6075938, there is disclosed software which can be used
in the creation and control of plural virtual machines on a

large scale shared memory multiprocessor computer.
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The preferred embodiment of the present invention
makes use of virtual machine technologies in the
construction and operation of computer hardware and
software apparatus and methods for their operation which
allows delivery of services across a network to customers

by a service provider.

Virtual machine technology typically comprises special
software which is written to run on a real computer system
which itself comprises one or more central processing
units, physical memory, disk storage devices, tape storage
devices, network interface devices and other input/output
devices. When the virtual machine software is run, it can
create a virtual computer or server which comprises virtual
central processing units, "virtual physical" memory space,
virtual disk or tape or other storage devices, virtual
network interface devices and other virtual input/output
devices. Commodity off-the-shelf computer operating
systems (such as Microsoft NT, Windows 2000, Linux,
Solaris, BSDI, etc.) can be run on the virtual machines as
if they were real, physical machines and allow the popular
up-to-date computer applications which are either custom-
developed, available "off-the-shelf", or system-integrated
from a number of off-the-shelf and bespoke modules which
would normally be run on a physical computer to be run
inside the virtual machine. To the operating system
running on the virtual machine, the virtual machines appear
real. Multiple virtual machines can be created by virtual
machine software such that several virtual computing
environments can be created which would otherwise require a

number of separate physical computers as is commonly the
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case using prior art apparatus and methods. These can be
interconnected by virtual networks (see below) such that,
for example, complex e-business systems infrastructure
normally requiring a plurality of physical servers,
security firewalls, network routers and switches can be

"virtualised" inside one physical computer.

Use O Miltiple Levels O Guest Virtual Server

For certain applications, it may be advantageous to
create a second layer of virtual servers within a first
| ayer of virtual servers which thenselves run on a real
conputer. This additional abstraction may be used to
create further security conpartnentalisation or allow
machi ne | oad and resources to be bal anced nore effectively.

Virtual Networks Wthin the Real Server

Virtual networks nay be created within the real server
to which virtual servers may be attached.

Virtual networks can be created by software in such a
way as to create virtual network interface devices and a
virtual Local Area Network which emul ates Ethernet
(1 EEE802. 3), Token Ri ng (| EEE802.5) or other network
protocols. These virtual network devices and virtual
networks all ow one or nore virtual machines to conmunicate
with each other. As far as the operating systens and
applications running on the machine are concerned, they are
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sinply connected by a fast network conform ng to one or
nmore industry standards.

Virtual Security firewalls

Enbedded "virtual security firewalls" may be used to
provi de protection to virtual servers and virtual networks
and between virtual networks created within the real server
if the virtual networks need to be interconnected but with
only certain traffic being allowed to pass through.

Virtual security firewalls operate simlarly to
conventional firewalls in that they consist of a specia
firewal | software application which runs on a host
operating systemon a conputer. The firewall application
may be customwitten or purchased off-the-shelf froma
nunber of software conpani es (Network Associ ates, Check
Point, etc. (see for exanple US-A-5835726)) and programmed
to all ow devices connected to conputers or networks to
which the firewall is connected to conmunicate in a way
which is limted by a set of rules. These rules are
programmed into one or nore configuration files and
specify, for exanple, from which network addresses and
ports connections nay be nmade through the firewall to
correspondi ng other ports on a second network to which the
firewall connects. Conplex arrangenents can be created
where, for exanple, six separate networks may be
i nterconnected by a six-interface firewall system which
will then selectively allow conputers connected to the six
networks to comruni cate with each other subject to
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[imtations progranmed into the firewall. The firewall
system nmay al so be programmed to detect attenpts to

comuni cate through it which violate the rules and can
generate log files and audit trails which can alert a
security operator to investigate. It should be noted that
in the preferred i nplenmentation of the present invention,
the virtual firewall will be running on top of an operating
systemwhich itself is running on the respective virtua
machine. In other words, ultimately the virtual firewall
is itself running on the respective virtual machine.

Virtual Private Networks

Enbedded "virtual private network” and network
tunnelling capabilities may all ow encrypted comruni cati ons
to pass to or between virtual servers (possibly connected
to one or nore virtual networks within the real server),
and/ or anot her sub-network, via another network (which may
be insecure or vulnerable to attack).

Virtual private networks (VPNs) allow comuni cation
bet ween two or nore conputers or networks via a third
network which may be very widely or | oosely connected (such
as the Internet). The virtual private network technol ogi es
(see for exanple US-A-5835726) are designed such that a
conmput er runs special software which provides a virtua
private network gateway to encrypt traffic and send it
across the insecure third network to anot her gateway which
decrypts the informati on and sends it on to the destination
conputer or network, and vice versa. |Industry standards
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such as | PSEC have been devised to all ow standard
interoperability between nmultiple vendors’ virtual private
net wor k sof t war e.

St or age

Advanced secondary storage subsystens using prior art
virtual disk and tape nechani sns, and hierarchical disk-to-
tape systens, each of which may be of a type known per se
in the prior art, may be provided to optim se the use of
physi cal storage. Qher nore advanced types of storage may
be used, as nentioned above. These systens operate in
addition to the virtualisation of storage carried out
ordinarily by the virtual machine operating software
itself.

In a nunber of exanples of virtual machine operating
sof tware, such as those produced by VMvare and I BM the
virtual machi ne operating software creates virtual disk
devices and maps themto "container files” within the
physi cal di sk storage system attached to the physical
conmput er on which the virtual machi nes have been creat ed.

The preferred enbodi nent of the present invention
t akes advantage of the fact that such systens all ow storage
capacity to be allocated to virtual servers such that the
total storage capacity offered may exceed the actual anount
of storage capacity physically connected. This is because
not all virtual servers will fill up all of their allocated
storage all of the tine.
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Advanced secondary storage subsystens of the type
manuf act ured by StorageTek, |1BM and others optim se the use
of physical storage such that virtual servers nmay run
conventional software which requires no special disk or
tape drivers, whilst the physical server may use advanced
proprietary software to communi cate with the advanced
storage nechani sns. These advanced storage nmechani sms,
anongst ot her things, cache frequently-accessed data in
very high speed sem conductor RAM (thus elimnating tine
delays normally incurred in disk track seek tine,
rotational |atency, rotational speed and di sk head
read/ wite speed); optimse the placenent of data on the
real disks to enhance performance (in order to reduce disk
actuator seek tine and rotational |atency involved with
Spi nning magnetic storage); provide the ability to
"snapshot” virtual disks to provide instant copies for
archival or roll-back purposes; and optim se space
utilisation by elimnating duplicate copies of the sane
information stored in two separate places (such as when a
file or group of files is copied). Virtual tape systens
(as manufactured by StorageTek, IBM Hitachi and ot her
suppliers) may be used to create tape drives of the sort
whi ch commodity operating systens running on virtual
machi nes are programmed to communi cate with, when in fact
the real storage consists of high-speed disk storage and
proprietary high-performance tape storage of a
sophi stication which commodity operating systens cannot
readily use. Finally, hierarchical storage systens can
automatically mgrate infrequently used files (which may
consi st of entire virtual disks) from high-cost rotating
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di sk storage to | owcost serial-access or random access
tape systens which may utilise automatic robotic tape
libraries coupled with nultiple tape drives.

Virtualisation of disk storage by the virtual nachine
software may be conbined with the virtual storage systenis
capabilities in order to performance-optim se the storage
provided to virtual machines in terns of capacity,

t hroughput and perfornmance. Storage Area Networ ks ( SANs)
may be used to connect real conputers to one or nore
advanced virtual disk and tape storage systens via SCSI or
Fi brechannel, either directly or via Storage Area Network
switches, locally or over distances, allow ng virtual
servers running in one city to access data from storage

| ocated in another city, or possible duplicated across a
nunber of |ocations to inprove resilience to disasters.

Such virtual storage and storage area network systens
are known in thensel ves and avail abl e from a nunber of
conpani es including for exanple Storage Technol ogy
Cor poration of Louisville, Colorado, USA. Reference nay
al so be made for exanple to US-A-5459857 and US- A-5371882.

Menory Managenent

Advanced virtual nenory nmanagenent systens can be set
up within the physical server and its host operating system
such that it cooperates with the virtual server software to
allow virtual servers to appear to have physical nenory,
the sum of which may exceed the anmount of "virtual physica
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menory" present on the real server. This is possible
because not all virtual servers will use all of their
al | ocat ed apparent physical nmenory all of the tine.

Back- ups

Back-up systenms can be set up such that either the
virtual servers back up their own storage to external
devi ces, such as tape drives which are directly connected,
or they back up their storage to the host server via rea
or virtual network connections. Back-up systens can al so
be set up such that the virtual servers do not need to
performtheir own back-ups. Instead, the real server
perfornms a back-up of the files and datasets which contain
the storage and configurations of the virtual servers.

Checkpoi nting, Archiving and D saster Recovery of Virtua

Servers

Facilities may be provided to allow virtual servers
(or groups of virtual servers) to be checkpointed to
preserve server and virtual processor states and to nmake a
copy of the server for archival purposes or to allowthe
whol e virtual server to be noved across a data network to
anot her real conputer. Movenent of servers could be used
for exanple for test purposes, to facilitate novenent of
the virtual server for business reasons, to bal ance servers
for performance reasons, or to nove servers for redundancy
pur poses. Manual or automatic sequenced checkpoi nting of
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virtual servers can be used for high-availability
appl i cations because the checkpointed virtual server can be
restarted on reliable physical server hardware when
unrel i able hardware fails or indicates it is about to fail.
Copi es of single or nultiple checkpointed virtual servers
may be used to provide disaster recovery services on

anot her real conputer if primary real conputer servers
fail.

CPU and Menory

CPU and nenory capacity in physical servers can be
provi ded by a nunber of technologies. Single or nulti-
processor servers can either be used singly or clustered
together in nultiples with virtual servers distributed
anong them These servers nay either access |ocally-
attached secondary storage or may share central storage on
a Storage Area Network (which itself mght enploy virtual
di sk and tape technol ogy as descri bed above). WMassively
paral | el shared-nmenory or NUMA (Non-Uni form Menory Access)
or ccNUMA (cache-coherent Non-Uni form Menory Access)
conputers may be used to deliver |arger physical servers on
which nultiple virtual servers providing services may be
run. Physical servers may be hardware-partitioned into
di screte processing units of one or nore CPUs, on each of
which nultiple virtual servers may be run



10

15

20

25

30

3 JANUARY 2005

- 39-

Code- Mor phi ng Servers

Usi ng known code- nor phi ng technol ogy, for exanple of
the type pioneered by Transneta, single, nultiple or
massi vely parallel conputers may be constructed using
processor technol ogy which norphs itself to enmulate the
instruction set of another central processor. An operating
system and virtual server system may be constructed on this
hardware platformto allow creation of multiple virtua
servers that have different virtual processor
architectures, allowing the features and benefits of this
invention to be exploited with even greater performance and
flexibility.

Speci al - purpose virtual machi ne hosting conmputers my
be specially constructed using code-norphi ng processors to
allow the virtualisation of a very great nunber of
conputers of radically different systens architectures,
such as Intel Pentium Intel Itanium Conpaq Al pha, Sun
U trasparc, PA-RI SC, and Mot orol a Power PC

Machi ne Si nmul ati on Servers

Using a m x of nmachine sinmulation software and
technol ogy, single, nmultiple or massively parallel
conputers may be constructed using processor technol ogy
whi ch runs an operating system Code is run on this
operating systemto enulate the instruction set and machi ne
architecture of another central processor and conputer
system An operating systemand virtual server system may
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be constructed on this hardware platformto allow creation
of multiple virtual servers that have different virtua
processor architectures, allowing the features and benefits
of this invention to be exploited with even greater
performance and flexibility. Machine sinulation software
is comrercially available froma nunber of vendors

al l owi ng, for exanple, |IBM System 390 processors, DEC VAX
systens, and Intel Itanium architectures to be enul ated
using an Intel Pentium processor.

Use of Energi ng Technol ogi es

Recent and energi ng advanced processor, nenory and
secondary storage technol ogies may be utilised to deliver
virtual servers which appear to be constructed of
conventional technologies. This allows services to be
provided with even greater performance, |ower cost and
greater flexibility whilst retaining current services,
operating systens and applications using commodity
software. These newer processor technol ogi es may be
specifically designed to provide virtual server platforns,
and may enpl oy scal ar, parallelising, pipelining, vector
and array instruction sets (allow ng execution of nmultiple
instructions on nultiple streans or bl ocks of data
si mul taneously), register architectures, logic unit
architectures and interfaces which specifically I|end
t hensel ves to this application. For high-availability
virtual server creation, processors nmay be devel oped
specifically for virtual server use or general purpose
processors nmay be enployed to allow high-availability
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voting-type systens to be used. Extrenely high speed

t echnol ogi es such as optical conputers (which use sw tching
of light beans to process information, create |ogic gates
and create nenory storage), quantum conputers (which use
guant um nmechani cal principles to process and store
information), and nol ecul ar conputers (which create |ogic
gates and nenory at the nolecular level) may in principle
be used with special virtualisation software to create
mul ti ple commodity virtual machines which, despite
virtualisation and sinmulation inefficiencies, would run
orders of magnitude faster than today’ s processor and
menory technol ogi es. Menory and secondary storage systens
whi ch enploy binary or multi-state |ogic or anal ogue
processi ng may be used. Storage el enents which enpl oy

hol ography to store information either in conventional
switched | ogic nenory (using dedicated Fourier transform
logic circuitry) or other materials such as pol ymer
crystalline structures (using |light beam hol ography) may be
used by the physical machine such that the virtual nachine
software uses this nenory to create very |arge anmounts of
"virtual physical” nmenory for use by commobdity virtua
machi nes running commodity operating systens.

These techni ques woul d all ow a conpany produci ng t hese
advanced computing technol ogies to exploit those
t echnol ogi es and gai n comrerci al advantage fromthose
technol ogi es without revealing details of their operation
to conpetitors.
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Use of a Learni ng Neuro- Conputer

Artificially intelligent |earning neuro-conputer
technol ogy nay be used to provide multiple virtual
artificially intelligent |earning neuro-conputers using
known and energi ng technol ogy. Using |earning neuro-
conput er systens with a nunber of processing synapses,
software may be witten and run such that a real |earning
neur o- conput er system creates a nunber of virtual |earning
neur o- conput er systens with a nunber of virtual processing
synapses which may or may not map singly or multiply to
real processing synapses.

Furt hernore, using known and energi ng technol ogy for
| earni ng neuro-conputer systens with a nunmber of processing
synapses, software nmay be witten and run such that a rea
| earni ng neuro-conput er system creates a nunber of virtua
| egacy, conventional or code-norphing servers and services
al l owi ng, for exanple, conmmodity or |egacy operating
systens and applications to be run on very advanced neuro-
conput er hardware platforns. These | earning neuro-
conputers thensel ves may either execute directly using
speci al hardware, or may thensel ves be progranmed within
virtual neuro-conputer machi nes which then execute on
advanced optical, quantum or nol ecul ar conputers.



10

15

20

25

30

3 JANUARY 2005

-43-

Use of Advanced I nterconnection And Distributed Processing

Syst ens

Usi ng known and energi ng technol ogy, real conputer
systens may be distributed around a network and
i nterconnected such that a nunber of real conputer systens
operate as one, fault-tol erant cooperating machine. Such a
machi ne may enpl oy conventional, code-norphing or |earning
neur o- conput er processi ng technol ogy, together with
conventional or hol ographic nenory and storage subsystens,
whi ch m ght al so be distributed around the network. The
software on the machine wll make use of the network and
internal interconnects in a simlar way, allow ng for
bandwidth limtations, to distribute processing and
i nformation storage.

Control of Virtual Servers

Control of virtual servers may for exanple be by neans
of directly-attached consoles on the real computer hosting
them or by neans of consol es connected across an in-band
or out-of-band network system which may or may not be
connected to virtual networks inside the real server.

Configuration of Virtual Servers

Configuration of virtual servers may for exanple be by
means of a real host-server-based configurator program by
means of a network-accessi bl e manual or sem -automatic
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configurator program or by nmeans an automatic confi gurator
program linked to a transactional application allow ng end-
users of the systemto pay for, set up and self-configure
one or nore virtual servers in a stand-al one or networked
configuration. Configuration of virtual servers nay al so
be automat ed using programm ng tools that create virtua
hardware platforns to neet the needs of software or systens
applications that are automatically or manually created and
introduced to the virtual hardware. Configuration of
virtual servers and virtual networks may be perforned as
above using on-line or off-line systenms, where for exanple
a sales agent may draw a virtual server and network
configuration using a conputer-based utility which, when
ready, is transmtted to the service provider and converted
into a configuration of virtual servers and networks w thin
a very short tine.

Control and Managenent of the Real Conputer and Storage

Syst ens

The real conputer on which virtual servers run may for
exanpl e be managed and controll ed by nmeans of directly-
attached consol es on the real conputer or by neans of
consol es connected across an in-band or out-of-band network
system which may or may not be connected to the virtual
networks inside the real server. These consoles may all ow
the operating paraneters of the real conputer to be
nmoni tored and controll ed by operations staff and may
utilise graphical displays for control and nonitoring tools
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that all ow one or nore real conputers that are each hosting
one or nore virtual servers to be managed and control | ed.

Enhanced Security Isolation

Security isolation of the virtual servers is in
practice particularly inportant. Enhanced security may be
achi eved by use of a trusted secure kernel and other
trusted conputing base elenents on the real server
together with use of secure trusted virtual server
abstraction software. This trusted software woul d be
devel oped using a secure systens devel opnent |ifecycle
according to the Common Criteria for secure conputer
systens evaluation. In addition, security functionality
i nvol ving | abel l ed security conpartnents can be used. In
this way, virtual servers may be run for a nunber of
custoners for whom trustworthiness of technical security is
important, with each virtual server running at a different
| evel of security, while the real conputer, its operating
system and virtual server software provide very trustworthy
and technically secure conpartnents in which the virtua
servers may execute.

Security Intrusion Detection

To provide for intrusion detection above and beyond
the security functionality which may be incorporated by
custoners into virtual server host systens, and w thout
interfering with the virtual server host systens,
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virtual i sed network intrusion detection systens running on
the real conputer can nonitor the traffic on the virtua
networks to detect, according to static, dynamc, or
heuristic rule sets, whether one or nore virtual conputers
is being msused or subjected to a hostil e attack.

I ntrusion detection software is specially witten to detect
a nunber of pre-programmed or self-learnt attack signatures
whi ch can be as sinple as an unaut hori sed connecti on
attenpt froma certain network address to anot her network
address and port range which is to be protected, up to
heuristic pattern recognition of typical hacker attack
sequences. The virtual intrusion detection systens can
then alert one or nore systemoperators. Alternatively or
additional ly, analysis, evasion or response processes may
be automatically invoked, for exanple to shut down or to
tighten host or firewall security. 1In addition, virtua
intrusion detection systens can run on the real conputer
and automatically scan nenory and storage space for
patterns which indicate the presence of nmalicious software
or activity. Miltiple intrusion detection systens can
correlate information together across a single real server,
mul tiple servers wwthin a service provider, or nultiple
real servers across a nunber of service providers, and then
stinul ate a manual or automatic corrective response.

| nt er - Subsyst em Cooper ati on

To optim se the performance of the various services
runni ng on virtual server systens, nmechani sns can be used
to enabl e cooperation between the real server, virtual
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servers and storage subsystens such that they operate as
one cooperating "virtual machine hosting mainframe systeni.

Cont i nuous Upgrade Capability

To al |l ow continuous upgradi ng, virtual servers nmay be
run on real servers and storage subsystens that all ow CPU,
storage and i nput/output capacity to be di sconnect ed,
reconfigured and upgraded while the virtual servers
continue to deliver services. Depending on the actual
hardware used, different generations of hardware (such as
CPUs) may be m xed on one system and virtual servers
all owed to nove dynam cally between CPUs of different
capability.

Usage Monitoring and Charging

Utilisation by and charge-back to the custonmer can be
conputed in a nunber of ways. Accounting nmechani snms can be
built into the virtual server or real conputer software to
all ow service utilisation of virtual servers to be conputed
together with software |icence paynent issues. These
accounting facilities can be integrated into the
configuration software all ow ng pay-as-you-go usage charged
using a nunber of different tariff structures singly or
si mul t aneousl y.
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Rapid Start-up

To allow for rapid start-up of virtual servers
provi di ng services, virtual servers may be copied from
pre-configured virtual servers which have been pre-| oaded
wi th the nost popul ar software configurations.

Resour ce Bal anci ng

Control facilities may be inserted into the virtual
server or real host operating systemsoftware to all ow
service operators to set and vary the operating paraneters
for individual virtual servers and real hardware/software
subsystens. These paraneters may include the priorities of
virtual servers wth respect to each other, the extent of
menory which they can allocate, and the anmount of system
and network input/output bandw dth and resources they can

consune.

CONCLUSI ON

The present invention and its preferred enbodi nents
have a nunber of benefits that serve to dramatically
i ncrease the speed-to-narket, cost-effectiveness,
flexibility, manageability, reliability and performnce of
the virtual -hosted services in such a way as to
dramatically increase the market share of service providers
or other custoners enploying this invention. In
particular, the ability to allocate further resources in
terms of CPU capacity, main nenory storage or secondary
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storage to virtual conputers under software control neans
that custonmers of the various services can reconfigure and
upgrade their virtual computer-provided services wth great
speed and ease, provided capacity remains in the centra
resource pool. Separation and abstraction of the CPU
resources of the virtual servers fromthose of the rea
server nmeans that a nunmber of virtual servers providing
user services can be created irrespective of the nunber of
physical CPUs in the real server, providing great
flexibility and cost-effectiveness. Use of virtual disk
and tape storage subsystens allows storage to be all ocated
to virtual servers which exceeds the anobunt of physical
storage actually connected, allow ng significant cost
savings to the service operator which my be passed on to
custoners. Use of advanced virtual disk and tape systens
by the host real conputer allows further consolidation of
storage space, reduced costs, and enhanced perfornance,
even though the operating systens and applications running
on the virtual servers see virtual disks and do not require
special software to be in place. Qperational costs to run
and mai ntain server systens are significantly reduced due
to econom es of scale and the greater reliability of
virtual server systens running on high-availability
hardware w th managed hardware and storage systens.
Systens installation and configuration costs for services
are significantly reduced owing to the virtualisation of
the systens, the ability to replicate standard
configurations for use by custoners, and the ability to
configure conplex configurations of virtual servers and
virtual networks under software control. Start-up ventures
requiring systenms capacity do not need to purchase and
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install capital hardware itens; instead, services can be
instantly provided on a pay-as-you-go basis. Joint
ventures can use separate virtual servers for their
services, operated by external hosting service providers.
Wthin a specific industry sector, sector-specific services
can be provided such that joint-venture project services
and singl e-organi sation services are provided identically
but from separate virtual server systenms. Hardware systens
capacity can be nmacro-nmanaged to be able to cope with
average | oad | evels and individual peaks, to take into
account the projected utilisation |evel of the virtual
servers providing services, all with significant cost

savi ngs conpared to prior art nethods involving separate
hardware servers for each application and/or custoner.
Tenporary custoner requirenents can be easily serviced
provi ded capacity exists; when such requirenents no | onger
exi st, the entire environnent can be preserved for future
activation. Custoner's services running on virtual servers
can be sinmple in their configuration, yet still take
advant age of the capacity, manageability and perfornmance
benefits provided by |arge-scale systens and storage
subsystens. Consolidation of nmultiple custonmer servers
onto one or nore large virtual servers does not require
capital outlay by the custoner; the service provider

bal ances capacity and capital outlay using highly tuned
busi ness processes for managi ng the virtual hosting

busi ness. Advanced network and host based security
intrusion detection systens can be run without interfering
wi th individual virtual servers, and w thout requiring
addi ti onal dedicated intrusion detection hardware.
Prot ot ype, devel opnent and test systens can be easily
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cl oned from production systens or vice versa, and do not
require provision of extra dedicated hardware. Conpl ex
configurations of servers together with security firewalls
can be constructed very quickly in "virtual space",

all owi ng very high speed to market for conpl ex e-business
systens. Future conputer hardware and software
technol ogi es may be used by the real hosting conputer

wi t hout detrinental inpact or change to existing running
services and applications. Services consisting of one or
nmore virtual servers may be checkpointed or shut down and
rel ocated onto other hosting systenms or hosting providers
at very high speed for disaster recovery or other purposes.
Advanced conputer services involving | earning neuro-
conputers nmay be provided to a nunber of organisations.
Advanced neuro-conputers may be used to sinmulate one or
nore virtual servers of a conventional type, allow ng
future conputer systens to execute |egacy software and
provi de | egacy services.

It should be borne in mnd that at present if an
organi sati on wi shes for exanple to host an e-busi ness
application online on the Internet, contact would initially
have to be nade with a hosting service provider with
adequate rack space in a hosting centre. Ei ght weeks would
then typically be spent procuring and installing the
cust oner-specific conputer equi pnent and bringing the
systemup to a sufficiently fault-free operational state.
In contrast, in accordance with the preferred enbodi nent,
once a specification for such infrastructure has been
determ ned by a custoner and passed to a provider, which
woul d typically be done on-line, an entirely equival ent
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virtual system can be brought into being, entirely or sem -
automatically, literally within a matter of mnutes or
| ess.

It can be seen that service providers can provide
virtualised IT and e-business infrastructure services which
al nost entirely elimnate the need for custoner
organi sations to procure their own physical IT server
infrastructure, either within their own offices, in the
of fices of an IT outsourcing conpany, or within an Internet
hosting service provider’s offices, and instead nake use of
virtualised IT infrastructure delivered by a hosting
servi ce provider

Mor eover, as nentioned above, the service provider can
offer a total notional processor capacity, nenory capacity
and a total storage capacity to the totality of custoners
whi ch in each case may exceed the actual processor
capacity, real nmenory capacity and real storage capacity
avai lable in reliance on the fact that not all custoners

will use all of their allocated processor capacity, nenory
capacity and storage capacity all of the tine. 1In
practice, the provider will nonitor to ensure that the rea

processor, nmenory or storage capacity is not approached or
exceeded, perhaps taking neasures to add further real
capacity if needed.

Enbodi ments of the present invention will now be
descri bed by way of exanple with reference to the
acconpanyi ng draw ngs, in which:
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Fig. 1 shows schematically a first exanple of a
physi cal system architecture for an enbodi nent of the
present invention; and,

Fig. 2 shows schematically an exanple of a |ogical
system architecture corresponding to the physical system
architecture of Figure 1,

Fig. 3 shows schematically an exanple of an
alternative physical systemarchitecture for an enbodi nent
of the present invention.

Fig. 4 shows schematically an exanple of a virtual
apparatus arrangenent for an enbodi ment of the present
i nvention;

Fig. 5 shows schematically the connection of nmultiple
simlar virtual server networks created on physically
separate real conputers;

Fig. 6 shows schematically anot her exanple of an
enbodi mrent of the present invention;

It is inportant to note that apparatus in accordance
with the preferred enbodi nent of the present invention
takes on two distinct parts, physical and virtual.

First, in the physical world, apparatus conprising
conputer roons, power supplies, servers, storage
subsystens, network swi tches and ot her physical apparatus



10

15

20

25

30

3 JANUARY 2005

-54-

bui | di ng bl ocks is assenbl ed together to provide a high-
performance conputing platformwth particul ar features
which lends itself to high-performance virtualisation of
conputers, storage and networKks.

Secondly, using the virtual nmachine, network and
storage technol ogi es descri bed previously, a series of
apparatus are constructed in the "virtual world”.

Though there are performance and capacity
considerations, it should be noted that in general the
actual configuration of the physical apparatus is not
dependent on the configuration of the virtual apparatus or
vice versa. This unique property nmeans that virtual
apparatus constructed on one particul ar physical apparatus
type to deliver a service can be successfully rel ocated
onto different physical apparatus of a different design or
scal e without the need for physical reconfiguration or
pat ching as woul d conventionally be required. Once the
virtual hosting systemis assenbl ed, subject to perfornmance
and capacity constraints, in general any design of virtua
systens configuration can be assenbled on it.

Physi cal and Logi cal System Architectures

Figure 1 shows schematically an exanple of a physical
system architecture for an enbodi nent of the present
invention and illustrates the interrelationshi ps between
har dwar e conponents. Figure 1 shows how all services can
be delivered using a common virtual server infrastructure
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architecture. The diagramillustrates use of the follow ng
vari ations and enhancenents: advanced secondary virtua

di sk and tape subsystens which enpl oy physical nenory
caching to optim se throughput and reduce storage access
rotational |atencies and seek tines; use of hierarchica
storage systens to backup virtual servers; CPU Menory
provision in real servers; control systens for managenent
of the real conputer and storage systens; and, security

i ntrusion detection.

A conputer room 60 is prepared with air-conditioning
and cl ean, redundant power. A simlar conputer room®61 is
prepared in another building sone mles or kilonetres away.
Mul ti pl e hi gh-bandwi dth fibre-optic comrunications |inks
are put in place between the conmputer roons 60,61. Having
two conputer roonms 60,61 and multiple hardware and
connection systens as descri bed bel ow provides for disaster
recovery and resilience capabilities.

A | arge nunmber of racks of nulti-processor servers 62,
or interconnected NUMA or ccNUVA massively paralle
conputers 62, which could contain, for exanple, up to 512
processors per conputer, are configured with maxi mum CPU
and nmenory configurations (for exanple 2 terabytes per
conputer) and installed in each of the conputer roons
60, 61. Storage area network (e.g. Fibrechannel) and Loca
Area Network (e.g. Ggabit Ethernet or ATM interface cards
are installed in each of the individual servers 62. Qut-
of - band consol e managenent subsystens 63 are connected via
a real network 64 to allow start-up, configuration
control, monitoring and shutdown of the individual servers
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62. These various |ocal area network and storage area
network connections and interface adapters are fitted to
the conputers in such a way as to ensure that the

| nput / Qut put bandwi dth is maxi m sed and that potenti al
performance bottl enecks are elimnated. This is done by
identifying the maxi num possi bl e | nput/CQutput bandw dt h of
the main conputers containing the processors, then,
dependi ng on the systenis architecture, installing a
plurality of interface cards such that the centra
processors can drive data through those interfaces with the
maxi mum possi bl e t hroughput and | owest |atency. These
interfaces are then coupled into the storage area network
which is provisioned with sufficient bandw dth, which may
dictate a certain configuration of storage area network
switches/routers. In turn, these switches/routers are
coupled to virtual storage subsystens, to be described

bel ow, again with sufficient interfaces and connection
paths as to permt the highest possible data throughput and
| onest | at ency.

A nunber of virtual storage subsystens 65 are
configured to allow multiple real physical disks 66 to
enul ate one or nore arrays of virtual disks of different
sizes, for exanple with a total size in excess of 5
terabytes and, in optinmmconfigurations, several hundred
terabytes of storage. These are installed in each of the
conput er roons 60,61. Virtual robotic disk/tape subsystens
67 are configured to automatically mgrate unused data from
the virtual storage subsystens 65 through disk buffers to
real tape subsystens 68. These are installed in each of
t he conputer rooms 60,61. Using the virtual storage and
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virtual disk/tape subsystens 65,67, storage of all virtua
servers created in the real conputers 62 is automatically
backed up by the storage subsystens 65.

Storage Area Network switches are installed in each of
t he conputer roonms 60,61 and the server 62, virtual storage
65 and virtual disk/tape subsystens 67 are connected to
each other and the Storage Area Network swi tches using a
Storage Area Network 69. Cross-over connections between
the conmputer roons 60,61 are al so provided by the Storage
Area Network 69.

Two or nore high-speed network switches (e.g. G gabit
Et hernet) 70 are installed in each of the conputer roons
60,61 to carry custoner traffic. The hi gh-speed network
switches 70 are connected together via a real network 71
and to each of the individual real servers 62.

Two or nore high-speed security firewall appliances 72
are installed in each of the conputer roons 60,61 and
respectively connected to the real networks 71 to which the
hi gh- speed network switches 70 are connected. The firewall
appliances 72 are connected to one or nore external
net wor ks 100, which m ght include the Internet, at high
speed (e.g. 2.4Cbps). Intrusion detection sensors 73 are
install ed and connected to the hi gh-speed network sw tches
70.

The control consoles 63 are installed and
i nterconnected with the various system conponents as
required to manage and control the various system
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conponents. As shown, the control consoles 63 may be
connected to a separate physical network 64 which connects
to the storage subsystens 65 and servers 62 separately from
the network systens 69,70 that carry custoner traffic.

Referring now to Figure 2, there is shown
schematically an exanple of a |logical systemarchitecture
corresponding to the physical systemarchitecture shown in
Figure 1 and the interrel ati onshi ps of hardware and
software nodules. Figure 2 illustrates how all services
can be delivered using a conmon virtual server
infrastructure. The diagramillustrates use of the
foll owi ng variations and enhancenents: two |evels of
storage virtualisation; advanced secondary virtual disk and
t ape subsystens; and, checkpointing, archiving and di saster
recovery of virtual servers using Storage Area NetworKks.

Referring now to Figure 2, virtual storage arrays 80
are configured to provide operating system|oad and
page/ swap space for the racks of servers and/or parallel
conputers 62 in each of the conputer roons 60,61 of Figure
1. Real Operating Systemsoftware 81 is installed on the
server systens 62 which use a virtual storage array 80,
such as a virtual disk and tape storage system 80, as their
primary di sk system The server systens 62 are then
started and booted up. Virtual machine operating software
82 is then installed on the server systens 62, together
with required configuration and control software. In
opti m sed configurations, functions of the real operating
system 81 and virtual machi ne operating software 82 are
cl osely conbined to optim se performance. Resource
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managenent and reporting systens are also installed and
confi gur ed.

Pre-configured virtual servers 83 are then prepared
and stored within configuration and virtual storage
container files and include virtual machine operating
systens 84 and application and/ or server software 85 for
the different custoners AAB,C D E Aplurality of first-
| evel virtual disks (B) within the virtual servers 83 are
stored as second-level virtual disks. Second-|evel virtua
di sk partitions or container files on the virtual disk and
tape storage systens 80 are attached to the real conputer
operating systenms 81 and virtual machine software 82. The
virtual disk and tape storage systens 80 provide a further
| evel of virtualisation by spreading data across real
physi cal disks and tapes in a way which optim ses
ef ficiency, performance and capacity. Storage nanagenent
systens are configured when using two | evels of storage
virtualisation to cooperate with the virtual machi ne
operating software 82 to opti m se storage space efficiency,
utilisation and performance. Software interfaces to
custoner-oriented configuration, reporting, control and
managenent systens (not shown) are set up, which allow
custoners to pay for, configure and set up interconnected
networ ks of virtual servers, optionally using graphical
user interfaces. Scanning intrusion detection system
daenons are also preferably started to automatically scan
all attached system storage for fingerprints of hostile or
mal i ci ous software or attack patterns.
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Alternative arrangements for the apparatus will now be

described to illustrate the overall system architectures in

terms of more specific components.

Example Phvysical Apparatus Design 1:

This design for the physical apparatus is based, for
illustrative purposes, on construction of the physical
apparatus using public prior art technology building blocks

from IBM and VMware which are commercially available.

A computer room is prepared with air conditioning and
clean, redundant three-phase power supplies (three phase
power typically being required for larger storage
subsystems). A similar computer room is constructed some
distance away, within the limitations of the storage area

network interconnection systems

Referring now to Figure 3, a standard 19 inch (approx.
48cm) width industrial equipment rack is prepared and four
IBM Netfinity x370 servers Al,Bl1,Cl,D1 configured with
eight Pentium III Xeon 933MHz 2MB cache processors and 4GB
main memory (expandable to 32GB) are installed. No local
disk storage is installed within the servers. Ultra-fast
Wide SCSI adapter cards A2,B2,C2,D2 are fitted into each of
the servers, together with two Fibrechannel adapters
A3/A4,B3/B4,C3/C4,D3/D4. The two Ultra-wide SCSI channels
per system are used primarily for system booting and other
system management storage purposes. The two Fibrechannel

adapters per system are used primarily for the purpose of
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connecting storage which will eventually be used by the

virtual machines to be hosted on the servers.

More than one Fibrechannel interface is provided to
maximise the Input/Output throughput of the system.
Assuming the systems Peripheral Component Interconnect
(PCI) bus runs at 66 MHz and is 64 bits wide, the maximum
burst transfer rate on a single PCI bus is 528
Mbytes/second, whereas the peak burst Input/Output
throughput of the Fibrechannel connection is 100

Mbytes/second.

The keyboard/video/mouse console connections for the
four systems are connected directly to keyboards, monitors
or mice directly, via a Keyboard/Video/Mouse switch, or via
an advanced system management PCI adapter card. At least
two Gigabit Ethernet PCI cards are fitted to each server,
one A10,B10,C10,D10) for primary network connections
between virtual machines and external networks which link

to customers, the other for service management purposes.

The storage subsystem part of the apparatus is
constructed using an IBM Enterprise Storage System F20
storage array 14, which is fully configured with arrays of
36GB disks 15, eight Fibrechannel adapters and
interconnects A6/A7,B6/B7,C6/C7,D6/D7, and two dual-port
SCSI adapters and interconnects A5,B5,C5,D5, used for
provisioning of main virtual machine disk storage and
system booting/management respectively. An additional SCSI
adapter and interconnect 18 and pair of Fibrechannel

adapters and interconnects 19,20 is used for a further
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systems management server which can be connected to robotic
tape backup systems 17 by Fibrechannel or ESCON
interconnects 13 to provide disk storage backup to tape.
Finally, two proprietary IBM ESCON connections 16 are used
to link the storage array 14 to a second storage array at
another location to allow a mirror copy of availability-
critical information to be kept. The IBM ESS 14 is
provided with the maximum amount of physical memory cache
to optimise disk performance. Currently the maximum is
32GB, and the disks for virtual machine data storage are
configured as RAID-5 arrays at the current maximum size,
limited by the IBM ESS 14, of 224GB.

The IBM ESS 14 is configured to provide 2 terabytes of
storage on average to each of the four connected x370
processing servers, as five 224GB Fibrechannel direct-
connected virtual disks per each of the two Fibrechannel
interfaces, plus a further four system disks of 18GB
provided to each of the four connected servers via the SCSI
interfaces. 1In this configuration, the IBM x370 servers
Al,B1,C1,D1 "see" single SCSI or Fibrechannel disks;
whereas the IBM ESS storage array 14 virtualises the
internal disks which are arranged as RAID arrays for
performance and reliability, and connected via a large
memory cache. This relieves the operating system kernel
running on each of the x370 servers Al,Bl1,Cl,D1 of having

to manage a RAID disk system or provide memory cache.

The primary Gigabit Ethernet interfaces on the four
IBM x370 servers Al,Bl,Cl,Dl are connected to a high-speed

Gigabit Ethernet switch 2 (such as those manufactured by
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Cisco). The secondary Gigabit Ethernet interfaces on the
four IBM x370 servers Al,Bl,Cl,Dl are connected to a second
high-speed Gigabit Ethernet switch 3 for systems management
purposes. These two switches 2,3 are not connected

together.

An Ethernet port 10 of the IBM ESS storage array 14,
the separate storage systems management server 5, the ESS
console computer 4 (a separate workstation running
Microsoft Windows NT and special systems management
software), other systems provisioning and management
systems 7,8,9, and local area network 6, are also connected
to the second Gigabit Ethernet switch 3.

A second physical apparatus of the type described
above located in a geographically separate location can be
constructed and interconnected with the first, for example
by means of Gigabit Ethernet and IBM ESCON.

Once the physical apparatus is assembled, the base
operating software of each of the various network and
storage devices is loaded and configured to present the
network and storage facilities as described above, though
at this stage the IBM x370 servers need not be started.
Then, to create the virtual machine environments, VMware
ESX software is loaded onto one of the x370 servers and
installed on the 18GB system disk provisioned to it by the
IBM ESS. Once installed, the VMware software is started
and virtual machines and virtual networks can then be
configured manually or automatically by means of online

configuration tools to provide virtual machine environments
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to meet customer requirements. This system image can be
copied for use by the other IBM x370 servers, using for
example FlashCopy facilities provided on the IBM ESS,

allowing the further servers to be started.

Once the system is started and customer virtual
machines are being created and utilised as discussed
further below, a number of systems management and
performance software tools can be used to optimise overall
systems performance in a way which would be prohibitive
from a manpower perspective on smaller systems. For
example, facilities provided by the IBM ESS allow disk
storage capacity and performance to be managed pro-actively
using a single management console and performance

bottlenecks eliminated.

Example Phvysical Apparatus Design 2:

In this design, the apparatus is assembled much as in
design 1 described above except that the four IBM x370
servers are replaced by a single NUMA massively parallel
server, such as an IBM x430 64 processor server, or similar
server of similar or greater processing capacity available
from other hardware manufacturers. This has the advantage
of allowing a single hosting system image to be used, which
simplifies storage management and systems management
significantly, thereby reducing operating costs. This
massively parallel server is connected to the storage
subsystem by multiple Fibrechannel or IBM ESCON interfaces
to provide very high Input/Output bandwidth between the
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server and the storage subsystem. An enhancement could
include the use of multiple storage subsystems connected
via a very high bandwidth Storage Area Network employing
Storage Area Network Fibrechannel switches. Clearly the
operating system kernel and the virtual machine software
will need to be designed to operate properly on a machine
of different physical architecture and make use of Storage
Area Networks, though as stated previously, the
configurations of virtual systems apparatus which are

possible are unaffected.

Example Physical Apparatus Design 3:

In this design, a very basic configuration is
described, which is suitable for only small scale hosting
work and which may not deliver the significant economy-of-
scale benefits in terms of floor space, systems capacity,
and especially systems management and support as the more

complex designs described above.

A physical operating environment comprising floor
space, power, and air conditioning is prepared. A single
4-way processor server (such as a Dell Poweredge 6400) is
configured with 4GB of physical memory, a split 4x2 disk
backplane, internal RAID controller, eight 36GB disks, and
two Gigabit Ethernet network adapter cards, one for
connection to the customer via a network, the other for

connection to a systems management network.
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VMware ESX software is loaded onto the server to
create the virtual machine environments. Once installed,
the VMware software is started and virtual machines and
virtual networks can then be configured manually or
automatically by means of online configuration tools to
provide virtual machine environments to meet customer

requirements.

"Virtual Apparatus” Construction

Reference is now made to Figure 4 which shows
schematically an example of a virtual apparatus for an
embodiment of the present invention. The exanple shown in
Figure 4 makes use of virtual networks within a real
server, virtual security firewalls, enbedded virtual
private networks, and security intrusion detection.

One or nore virtual servers VSay (two being shown in
Figure 1) are created for a first customer Awithin a rea
conmput er 30 using virtual machine software. Software
syst em managenment prograns are used to contro
configurations within the virtual machine software. A
first virtual network VN for the first custoner Ais
created inside the real conmputer 30 to which custoner A's
virtual servers VS, are connected by neans of the virtual
machi ne software. A further virtual server 31 is created
on which an operating systemand intrusion detection
software systemis installed, the further virtual server 31
al so being connected to the first virtual network VNa
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A yet further virtual server 32 is created having two
virtual network interfaces 33,34. One interface 33
connects to custonmer A's virtual network VNa. The other
interface 34 connects to a virtual "super"” network 35 which
al so attaches to one of the real network interfaces of the
real conputer 30 which in turn is physically connected to a
(potentially insecure) external network (such as the
Internet) 100. Custoner A's real local area network LANy
connects to the external network 100 via a server 36
running firewall and virtual private network software.
Firewal | operating systens and software are installed on
the virtual server 32 and software is programmed with
requi red access and logging rules. Virtual Private Network
software is also installed on the firewall virtual server
32 and connections progranmed to connect the customer’s
network LANj to the virtual network VNa via an encrypted
secure channel. Thus, only customer A can access customer
A's virtual network VNy and virtual servers VSa As
menti oned, custoner A wll typically have a hardware
firewall systemrunning firewall and Virtual Private
Net wor k software on the real server 36 interposed between
custonmer A's network LANs and the external network 100.
Customer A's individual workstations W54, are shown connected
to custoner A's network LANa. An intrusion detection system
37 is preferably installed between the external network 100
and the real host conputer 30.

Unl ess the virtual servers VS,y have been previously
pre-loaded with software, operating system software and
applications are installed onto the virtual servers.
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Once the systens described above are built, the
arrangenent appears to custonmer A's organisation entirely
as if the virtual servers VS, and applications and data on
t hem are running on conventional physical hardware and
directly connected into customer A' s network LAN, as
i ndi cated schematically in Figure 4 by a dotted I|ine.

The sane process can be repeated for additional,
unconnected custonmers B and C and the joint venture JV, as
i ndi cated schematically in Figure 4.

Figure 5 shows schematically how nultiple simlar
virtual server networks created on physically separate (and
possi bly geographically distant) real conputers 30,30 can
be interconnected using virtual private network technol ogy.
As will be understood fromFigure 5 a first real conputer
30 is set up as described above with reference to Figure 4
to provide virtual networks VN with virtual servers VS for
plural custoners A B,C JV. The virtual "super" network 35
of the first real computer 30 is connected via the externa
network 100 to a virtual "super" network 35 of a second
real conputer 30" that is set up in a correspondi ng manner
to provide a second set of virtual networks VN wth
virtual servers VS for the plural custonmers A B, C JV.

Each custonmer's virtual servers VS VS appear to the
custoner as if they are on the same (real) network. A

| arge nunber of other custoners' systens can be simlarly
constructed in virtual space to share the sanme hardware
syst ens.
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It will be appreciated that different configurations
for the virtual servers, virtual networks, virtua
operating systens and virtual firewalls, etc., may be used
according to different custonmers’ requirenents.

An exanple of a Wb hosting configuration which can
provi de services to a broad custoner base is illustrated
schematically in Figure 6. Services that can be delivered
t hrough this arrangenent include "intellectual property"”
and stream ng nedia services, sinple Wb hosting services,
and conpl ex e-commerce Wb hosting services. The exanple
shown makes use of virtual networks within the real server
virtual security firewalls, including virtual nulti-port
firewalls; and, security intrusion detection. The exanple
shown can in particular provide security-protected
transacti onal Web services to a | arge nunber of users on an
external network, in addition to providing secure virtua

private network connections to the custoner who "owns" the

e-comer ce system hosted on the real conputer 30.

In the particul ar exanple of a conplex Wb hosti ng
system shown in Figure 6, for a first custoner A a two-
port security firewall is created by creating a virtual
server 120 having two virtual network connections 121,122
and on which a firewall operating systemand firewall
software is installed. One port 121 is connected to the
"super" virtual network 35 which connects to a real
external network interface 100. The other port 122 is
connected to a first virtual network 123 (DMZ1) commonly
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referred to by practitioners in the art as a
"De-Mlitarised Zone" or "DwMZ"

A two-port Webserver is created by creating a virtua
server 124 with two virtual network ports 125,126 and on
whi ch an operating system and Wb server software is
installed. One port 125 is connected to the first virtua
network 123 (DMZ1) and the other port 126 is connected to a
second virtual network 127 (DMZ2) within the real conputer
30.

A four port firewall is created by creating a further
virtual server 128 having four virtual network connections
129,130, 131, 132 and on which firewall operating system and
firewall software is installed. A first port 129 is
connected to the first virtual network 123 (DWZ1), a second
port 130 is connected to second virtual network 127 (DvZ2),
and the further two ports 131,132 are each connected to
separately created virtual networks 133, 134 which
respectively connect to one of two further virtual servers
135, 136 which are created within the real conputer 30. One
of the further virtual servers 135 is configured with an
operating systemand | oaded with application software. The
other further virtual server 136 is configured with an
operating system and | oaded with database managenent system
software. Virtual disks 140 are attached to the virtua
servers of the sizes required by the customer or the
appl i cation.
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Custoner A's e-commerce application system and data
are then | oaded and configured on the virtual Wb server
124, application server 135 and dat abase server 136 as is
conventional in e-comerce systens, and firewall rules set
up to allow only comuni cati ons essential to the nornmal
functioning of the application. A yet further virtual
server 137 is created on which intrusion detection software
systemis installed, the further virtual server 137 al so
bei ng connected to the first virtual network 123 (DMZ1).

Virtual private network connections may be made to
conventional servers on custonmer A's networks or to
addi tional virtual server networks in the manner descri bed
above.

The system appears to users X and Y of the service and
the custonmer A as a "conplex Web" hosting system
constructed out of discrete physical servers and firewalls.

A large number of other customers’ Web hosting and
e-commerce systems can be similarly constructed in virtual
space to share the same hardware systems as shown
schematically in Figure 6 for further customers B and C,
each of whom may require very different arrangements,
configurations and capacities of wvirtual server, firewall,

disk and network apparatus.

Furt her enhancenents may be made usi ng one or nore of
t he variations and enhancenents di scussed above. For
exanpl e, configuration of virtual servers can be perforned
by the custoner using a Wb-based system confi gurator;
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resource nmanagenent and charge-back of usage to custoners
may be automatic; if one hardware systemfails or becones
over |l oaded, systens can be checkpoi nted using virtual
machi ne software and restarted on ot her hardware; using

har dwar e hot-swap features, additional hardware can be
installed and old hardware renoved while virtual servers
are running; multiple |layers of guest virtual server nmay be
enpl oyed, whereby virtual servers are created inside other
virtual servers, for added functionality or security

i sol ati on.

Embodiments of the present invention have been
described with particular reference to the examples
illustrated. However, it will be appreciated that
variations and modifications may be made to the examples
described within the scope of the present invention. For
example, it may be desirable to provide for a “tunnel”
between two real physical machines in order to allow for
direct communication along a back-channel between one
virtual machine running on one of the physical machines and
another virtual machine running on the other of the

physical machines.
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CLAI M5

1. Appar at us provi ding one or nore conputer services for
a plurality of customers (A B,C), the apparatus conprising
a real computer (30) on which is set up plural virtua
machi nes (VS), each virtual machine (VS) having an
operating systemrunning thereon, there being at |east one
virtual machine (VS) for each of said custoners (A B, QO
that is set up at the request of each of said custoners
(A, B,C and that has a specification specified by and
configurable by the respective custoner (A B,C.

2. Apparatus according to claim1, wherein at |east one
of said virtual machines (VS) provides at least a virtua
central processor unit.

3. Appar atus according to claim1 or claim?2, wherein at
| east one of said virtual machines (VS) is created using a
virtual machi ne abstracti on program

4. Apparatus according to any of clains 1 to 3, wherein
at | east one of said virtual machines (VS) is created using
machi ne simul ati on/enmul ati on software.

5. Appar atus according to any of clains 1 to 4, wherein
plural virtual machines (VS) are set up within the rea
conputer (30) for at |east one of said custonmers (A B, C).

6. Appar atus according to any of clains 1 to 5, wherein
the or each virtual machine (VS) for at |east one of said
custoners (A B, C is connected to a virtual network (VN

set up for said at |east one custoner (A, B,C) within the

real conputer (30).
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7. Appar atus according to claim®6, conprising a virtual
i ntrusion detection device (31) for detecting an attack on
the virtual network (VN

8. Appar atus according to any of clains 1 to 7, wherein
at | east one virtual machine (VS) is connected to a virtual
firewall (32) that is connectable to an external network
(100) to which custoners (A B, C) and/or other users can
connect such that access to said at |east one virtual
machi ne (VS) by a custoner (A B, C or other user via a said
external network (100) can only take place through a
virtual firewall (32).

9. Apparatus according to any of clains 1 to 7, wherein
the or each virtual machine (VS) for a particul ar customer
(A/B,C is connected to a virtual firewall (32) that is
dedi cated to that custoner's virtual nmachine or machi nes
(VS), each virtual firewall (32) being connectable to an
external network (100) to which each of said custoners

(A B,C and/or other users can connect such that access to
a virtual machine (VS) by a custonmer (A B,C) or other user
via a said external network (100) can only take place
through a virtual firewall (32) provided for that virtua
machi ne or machi nes (VS).

10. Apparatus according to claim9, wherein each virtua
firewall (32) is set up within the real conmputer (30), the
or each virtual machine (VS) for each custoner (A B, QO
bei ng connected to a first port of the virtual firewall

(32) that is dedicated to that custoner's virtual machi ne
or machines (VS), each virtual firewall (32) having a
second port connected to a virtual network (VN) that is set
up within the real conputer (30) and that is connectable to
an external network (100).
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11. Apparatus according to claim 10, wherein the second
port of each virtual firewall (32) is connected to the sane
virtual network (VN) that is set up within the rea

conputer (30) and that is connectable to an external
network (100).

12. Apparatus according to any of clainms 8 to 11, wherein
the or at | east one of the virtual firewalls (32) is

i npl enented by a virtual machine on the real conputer (30),
said virtual firewall virtual machine running firewall
sof t war e.

13. Apparatus according to any of clainms 1 to 12,
conprising a plurality of real data storage devices (66, 68)
and at | east one virtual storage subsystem (65) that is
configured to allow said real data storage devices (66, 68)
to enul ate one or nore virtual storage devices.

14. Apparatus according to claim 13, wherein the at | east
one virtual storage subsystem (65) is configured to enul ate
at | east one respective virtual storage device for each
custoner (A B, C).

15. Apparatus according to claim 13 or claim 14,
conprising a detection device for detecting evidence of
mal i ci ous software or hostile attack signatures on the at
| east one virtual storage subsystem

16. Apparatus according to any of clainms 1 to 15, wherein
the apparatus is configurable to provide at |east one of
the services selected from file, data and archiving
servi ces; applications hosting services; database hosting
servi ces; data warehouse services; know edge nanagenent
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hosting services; digital media production services;
"intellectual property"” and stream ng nedi a services;

si npl e web hosting services; conpl ex e-Comrerce web hosting
servi ces; high performance conputation services; electronic
messagi ng and conferencing services; and, |earning neuro-
conput er servi ces.

17. Apparatus according to any of clainms 1 to 16,
conprising virtual private network software to provide an
encrypted comuni cation channel for comruni cation between
at | east sonme of said virtual machines (VS).

18. Apparatus according to any of clainms 1 to 17,
conprising virtual private network software to provide an
encrypted conmuni cati on channel for conmunication between
at | east one virtual machine (VS) and an external conputer.

19. Apparatus according to any of clains 1 to 18,
conprising virtual private network software to provide an
encrypted comuni cation channel for conmmuni cati on between a
first virtual network (VN) and a second virtual network

(WN) .

20. Apparatus according to any of clains 1 to 19,
conprising virtual private network software to provide an
encrypted comuni cati on channel for conmmuni cation between a
virtual network (VN) and an external conputer

21. Apparatus according to any of clainms 1 to 20, wherein
the real conputer (30) conprises plural physical conputers
(62).

22. In conbination, a first apparatus according to any of
clains 1 to 21 and a second apparatus that is substantially
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identical to said first apparatus, the first and second
appar at us bei ng connected by a comruni cati ons channel so
that the second apparatus can provide for redundancy of the
first apparatus thereby to provide for disaster recovery if
the first apparatus fails.

23. A method of providing one or nore conputer services
for a plurality of custonmers (A B,C, the nmethod conpri sing
the steps of:

a service provider setting up on a real conputer (30)
at the request of each of said custoners (A B, C) at |east
one virtual machine (VS) for each of said custoners
(A B,C, said at | east one virtual nmachine (VS) for each of
said custoners (A B, C) having a specification specified by
and configurable by the respective custoner (A B,C and
havi ng an operating system runni ng thereon.

24. A nmethod according to claim 23, conprising the step of
setting up plural virtual machines (VS) within the rea
conputer (30) for at |east one of said custoners (A B, O.

25. A method according to claim 23 or claim24, conprising
the steps of setting up a virtual network (VN) for at | east
one of said custoners (A B, C within the real conputer

(30), and connecting the or each virtual machine (VS) for
said at |east one custoner (A B, C to said virtual network

(WN).

26. A method according to claim 25, conprising the step of
using a virtual intrusion detection device (31) for
detecting an attack on the virtual network (VN).

27. A method according to any of clains 23 to 26,
conprising the steps of connecting at |east one virtual
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machine (VS) to a virtual firewall (32), and connecting the
or each virtual firewall (32) to an external network (100)
to which customers (A B,C) and/or other users can connect
such that access to a virtual machine (VS) by a custoner

A B,C) or other user via a said external network (100) can
only take place through a virtual firewall (32).

28. A nethod according to any of clains 23 to 26,
conprising the step of connecting the or each virtual
machi ne (VS) for a particular custonmer (A B, C to a virtual
firewall (32) that is dedicated to that custoner's virtual
machi ne or machines (VS), and connecting each virtual
firewall (32) to an external network to which each of said
custoners (A B,C and/or other users can connect such that
access to a virtual machine (VS) by a custoner (A B, C or
ot her user via a said external network can only take place
through a virtual firewall (32) provided for that virtua
machi ne or machi nes (VS).

29. A method according to claim 28, wherein each virtua
firewall (32) is set up within the real conmputer (30), the
or each virtual machine (VS) for each custoner (A B, QO
bei ng connected to a first port of the virtual firewall
(32) that is dedicated to that custoner's virtual machi ne
or machines (VS), each virtual firewall (32) having a
second port connected to a virtual network that is set up
within the real conmputer (30) and that is connected to an
external network.

30. A method according to claim 29, wherein the second
port of each virtual firewall (32) is connected to the sane
virtual network that is set up within the real conputer
(30) and that is connectable to an external network.
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31. A nmethod according to any of clains 23 to 30,
conprising the step of configuring at |east one virtual
storage subsystem (65) to allow nultiple real data storage
devices (66,68) to emulate one or nore virtual storage
devi ces.

32. A nmethod according to claim 31, conprising the step of
configuring the at | east one virtual storage subsystem (65)
to enul ate at | east one respective virtual storage device
for each custoner (A B, Q.

33. A method according to claim 31 or claim32, conprising
the step of using a detection device for detecting evidence
of malicious software or hostile attack signatures on the
at | east one virtual storage subsystem (65).

34. A nmethod of operating a real conputer (30) on behalf
of plural custonmers (A B, C, the nethod conprising the step
of :

operating plural virtual nmachines (VS) on the real
conputer (30), each of said plural virtual machines (VS)
havi ng a specification specified by and configurable by a
respective one of the custoners (A B,C in accordance with
a conputer service to be provided by the virtual nachine
(VS) on behalf of that customer (A B,C), each of said
virtual machi nes (VS) having an operating system running
t her eon.

35. A method according to claim 34, conprising the step of
operating plural virtual nmachines (VS) within the rea
conputer (30) for at |east one of said custonmers (A B, C).

36. A method according to claim34 or claim35, conprising
the step of operating a virtual network (VN) for at | east
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one of said custonmers (A B,C within the real conputer
(30), the or each virtual machine (VS) for said at | east
one customer (A B,C being connected to said virtual
network (VN).

37. A nethod according to claim36, conprising the step of
using a virtual intrusion detection device (31) for
detecting an attack on the virtual network (VN).

38. A nethod according to any of clains 34 to 37, wherein
at | east one virtual machine (VS) is connected to a virtua
firewall (32), the or each virtual firewall (32) being
connected to an external network to which custoners (A B, O
and/ or ot her users can connect such that access to a
virtual machine by a custoner (A B,C) or other user via a
said external network can only take place through a virtua
firewall (32).

39. A nmethod according to any of clains 34 to 37, wherein
the or each virtual machine (VS) for a particul ar custoner
(A,B,C is connected to a virtual firewall (32) that is
dedi cated to that custoner's virtual machine or machi nes
(VS), each virtual firewall (32) being connected to an
external network to which each of said custoners (A B, O
and/ or ot her users can connect such that access to a
virtual machine (VS) by a custoner (A B,C) or other user
via a said external network can only take place through a
virtual firewall (32) provided for that virtual machine or
machi nes (VS).

40. A method according to claim39, wherein each virtua
firewall (32) is set up within the real conputer, the or
each virtual machine (VS) for each custoner (A B, C being
connected to a first port of the virtual firewall (32) that
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is dedicated to that customer's virtual machine or machines
(VS), each virtual firewall (32) having a second port
connected to a virtual network that is set up within the
real conputer (30) and that is connected to an external

net wor k.

41. A method according to claim40, wherein the second
port of each virtual firewall (32) is connected to the sane
virtual network that is set up within the real conputer
(30) and that is connectable to an external network.

42. A method according to any of clains 34 to 41, wherein
at | east one virtual storage subsystem (65) is provided and
configured to allow multiple real data storage devices
(66,68) to enmul ate one or nore virtual storage devices.

43. A nmethod according to claim42, wherein the at | east
one virtual storage subsystem (65) is configured to enul ate
at | east one respective virtual storage device for each
custoner (A B, C).

44. A method according to claim42 or claim43, wherein a
detection device is used for detecting evidence of
mal i ci ous software or hostile attack signatures on the at

| east one virtual storage subsystem (65).

45. A method according to any of clains 23 to 44, wherein
the services provided include at | east one of the services
selected from file, data and archiving services;
applications hosting services; database hosting services;
dat a war ehouse services; know edge managenent hosting
services; digital nmedia production services; "intellectua
property” and stream ng nmedi a services; sinple web hosting
services; conplex e-Commerce web hosting services; high
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per f or mance conputation services; electronic nmessagi ng and
conferenci ng services; and, |earning neuro-conputer
servi ces.

46. A nmethod according to any of clainms 23 to 45,
conprising the step of using virtual private network
software to provide an encrypted comuni cati on channel for
conmuni cati on between at | east some of said virtual

machi nes (VS).

47. A method according to any of clains 23 to 46,
conprising the step of using virtual private network
software to provide an encrypted comuni cati on channel for
communi cati on between at |east one virtual machine (VS) and
an external conputer.

48. A method according to any of clains 23 to 47,
conprising the step of using virtual private network
software to provide an encrypted comuni cati on channel for
communi cation between a first virtual network (VN) and a
second virtual network (VN).

49. A method according to any of clains 23 to 48,
conprising the step of using virtual private network
software to provide an encrypted comuni cati on channel for
communi cation between a virtual network (VN) and an
external conputer.

50. A nmethod according to any of clains 23 to 49,
conprising the step of noving said at |east one virtual
machine (VS) froma first real conputer to a second rea
conput er.
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51. A nmethod according to any of clains 23 to 50, wherein
at |l east one of said virtual machines (VS) provides at
| east a virtual central processor unit.

52. A method according to any of clains 23 to 51,
conprising creating at |east one of said virtual nachines
(VS) using a virtual machine abstraction program

53. A nmethod according to any of clains 23 to 52,
conprising creating at |east one of said virtual nachines
(VS) using machi ne sinmulation/enul ati on software.





