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METHOD AND APPARATUS FOR PROVIDING COMPUTER SERVICES 

 

The present invention relates to a method and to an 

apparatus for providing computer services. 

 5 

10 

In the preferred embodiment, the present invention 

relates to a method and to an apparatus for providing 

computer services across a network by making available what 

is referred to herein as "virtual servers", optionally 

using "virtual networks". 

 

 

BACKGROUND 

 

It is well known that individuals and organisations 

continually upgrade their computer equipment.  For example, 

an individual or organisation may simply want to improve 

the speed of running of currently owned software 

applications and will therefore typically purchase a new 

computer or network server, as appropriate, in order to 

obtain a more recent and therefore faster central processor 

unit, more and/or faster memory, etc.  An individual or 

organisation may require additional and/or faster file 

and/or data storage because of growth in the size of files 

or amount of data that is stored or simply for quicker 

access to the stored files/data.  As a further example, 

newer software applications may have a minimum computer 

specification that exceeds that currently owned by the 

individual or organisation.  As will be discussed in more 

detail below, the purchase of additional or new, upgraded 

computer equipment brings numerous problems, including 
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3 JANUARY 2005 -1- METHOD AND APPARATUS FOR PROVIDING COMPUTER SERVICES  The
present invention relates to a method and to an apparatus for providing computer services. 5 In the
preferred embodiment, the present invention  relates to a method and to an apparatus for providing
computer services across a network by making available what  is referred to herein as "virtual
servers", optionally 10 using "virtual networks". BACKGROUND 15 It is well known that individuals and
organisations  continually upgrade their computer equipment. For example,  an individual or
organisation may simply want to improve  the speed of running of currently owned software
applications and will therefore typically purchase a new 20 computer or network server, as appropriate,
in order to  obtain a more recent and therefore faster central processor  unit, more and/or faster
memory, etc. An individual or  organisation may require additional and/or faster file  and/or data
storage because of growth in the size of files 25 or amount of data that is stored or simply for quicker
access to the stored files/data. As a further example,  newer software applications may have a
minimum computer  specification that exceeds that currently owned by the  individual or organisation.
As will be discussed in more 30 detail below, the purchase of additional or new, upgraded  computer
equipment brings numerous problems, including 3 JANUARY 2005 
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particularly the requirement for a significant capital 

outlay and for time to be spent in installing and setting 

up the new equipment.  In any event, the cost of 

maintaining computer equipment can be significant, both in 

financial terms and in respect of the time spent in 

maintenance. 
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Today’s IT applications (both off-the-shelf and 

bespoke) tend to be designed around smaller-scale Intel 

architecture servers running the Microsoft NT or Windows 

2000 operating systems, and more recently Linux, BSD, and 

other Unix variants.  These smaller scale systems tend to 

proliferate in organisations, leading to the management 

difficulties described above.  Though mainframe-type 

computers may offer lower "total cost of ownership" for 

certain applications, the industry trend of moving away 

from those architectures has meant that applications are 

simply not designed to run on them, and "porting" the 

application is likely to be unacceptably disruptive, risky 

and costly. 

 

Furthermore, in e-business infrastructure provision, 

for Internet-hosted applications, organisations have 

expended significant time, resources and money procuring 

and setting up and maintaining new hosting systems 

comprising a plurality of separate servers, firewalls, 

network routers and switches, all for the purpose of 

delivering one or more applications across the Internet to 

users. 

-2 particularly the requirement for a significant capital  outlay and for time to be spent in installing and
setting  up the new equipment. In any event, the cost of  maintaining computer equipment can be
significant, both in 5 financial terms and in respect of the time spent in  maintenance. Today's IT
applications (both off-the-shelf and  bespoke) tend to be designed around smaller-scale Intel 10
architecture servers running the Microsoft NT or Windows  2000 operating systems, and more recently
Linux, BSD, and  other Unix variants. These smaller scale systems tend to  proliferate in organisations,
leading to the management  difficulties described above. Though mainframe-type 15 computers may
offer lower "total cost of ownership" for  certain applications, the industry trend of moving away  from
those architectures has meant that applications are  simply not designed to run on them, and "porting"
the  application is likely to be unacceptably disruptive, risky  20 and costly. Furthermore, in e-business
infrastructure provision,  for Internet-hosted applications, organisations have  expended significant
time, resources and money procuring 25 and setting up and maintaining new hosting systems
comprising a plurality of separate servers, firewalls,  network routers and switches, all for the purpose
of  delivering one or more applications across the Internet to  users. 30 3 JANUARY 2005 
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The current state of the art in connection with a 

number of particular computer-related areas will now be 

briefly discussed. 

 

 5 

File And Data Servers, Including Archiving Services 

 
Individuals and commercial, non-commercial and 

government organisations currently make use of file and 

data servers using one or more file/data sharing protocols 

such as NFS, NFS+, SMB, and Appleshare, allowing storage of 

and access to computer-held information on shared computer 

systems.  These computer systems run file-sharing software 

and are either owned and operated by the individual or 

organisation using them, or are outsourced to a third party 

organisation to operate.  File and data servers can also be 

used to archive information. 

10 

15 

20 

 

As demands increase, individuals and organisations 

either upgrade existing servers, or where this is not done, 

additional or upgraded replacement servers are procured. 

 

 

Application Service Provision 

 25 

30 

Individuals and commercial, non-commercial and 

government organisations currently make use of IT 

(information technology) applications which run on computer 

systems.  These computer systems run one or more 

applications and are either owned and operated by the 

individual or organisation using them, or are outsourced to 

-3 The current state of the art in connection with a  number of particular computer-related areas will
now be  briefly discussed. 5 File And Data Servers, Including Archiving Services Individuals and
commercial, non-commercial and  government organisations currently make use of file and 10 data
servers using one or more file/data sharing protocols  such as NFS, NFS+, SMB, and Appleshare,
allowing storage of  and access to computer-held information on shared computer  systems. These
computer systems run file-sharing software  and are either owned and operated by the individual or 15
organisation using them, or are outsourced to a third party  organisation to operate. File and data
servers can also be  used to archive information. As demands increase, individuals and organisations
20 either upgrade existing servers, or where this is not done,  additional or upgraded replacement
servers are procured. Application Service Provision 25 Individuals and commercial, non-commercial
and  government organisations currently make use of IT  (information technology) applications which
run on computer  systems. These computer systems run one or more 30 applications and are either
owned and operated by the  individual or organisation using them, or are outsourced to 3 JANUARY
2005 -4 a third party organisation to operate. Many individuals  
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a third party organisation to operate.  Many individuals 

and organisations have now begun using Applications Service 

Providers to provide IT applications services via the 

Internet or other external network. 

 5 

10 

15 

20 

Prior art techniques involved in applications delivery 

across the Internet or other network involve either:  

multiple organisations sharing a single applications 

instance running on a single real server, which has 

associated security, manageability and availability issues; 

multiple organisations, each with their own applications 

instance running on a single real server, which also has 

associated security, manageability and availability issues; 

multiple organisations, each with their own applications 

instance running on multiple server partitions on a single 

real server, which has limitations as the partitions are 

typically static; or multiple organisations, each with 

their own dedicated server held at an ASP hosting centre, 

each running a dedicated application instance. 

 

 

Database Service Provision 

 
Individuals and commercial, non-commercial and 

government organisations currently make use of IT 

applications which access client/server or distributed 

databases running on computer systems.  These computer 

systems run one or more applications and are either owned 

and operated by the individual or organisation using them, 

or are outsourced to a third party organisation to operate.  

Many individuals and organisations have now begun using 

25 

30 

and organisations have now begun using Applications Service  Providers to provide IT applications
services via the  Internet or other external network. 5 Prior art techniques involved in applications
delivery  across the Internet or other network involve either:  multiple organisations sharing a single
applications  instance running on a single real server, which has 10 associated security, manageability
and availability issues;  multiple organisations, each with their own applications  instance running on a
single real server, which also has  associated security, manageability and availability issues;  multiple
organisations, each with their own applications 15 instance running on multiple server partitions on a
single  real server, which has limitations as the partitions are  typically static; or multiple organisations,
each with  their own dedicated server held at an ASP hosting centre,  each running a dedicated
application instance. 20 Database Service Provision Individuals and commercial, non-commercial and
25 government organisations currently make use of IT applications which access client/server or
distributed  databases running on computer systems. These computer  systems run one or more
applications and are either owned  and operated by the individual or organisation using them, 30 or
are outsourced to a third party organisation to operate.  Many individuals and organisations have now
begun using 3 JANUARY 2005 -5 
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external Service Providers to provide client/server or 

distributed database services via the Internet or other 

external network. 

 

Prior art techniques involved in client/server or 

distributed database server delivery across the Internet or 

other network involve either:  multiple organisations 

sharing a single database management system instance 

running on a single real server, which has associated 

security, manageability and availability issues; multiple 

organisations, each with their own database management 

system instance running on a single real server, which also 

has associated security, manageability and availability 

issues; multiple organisations, each with their own 

database management system instance running on multiple 

server partitions on a single real server, which has 

limitations as the partitions are typically static; or 

multiple organisations, each with their own dedicated 

database server held at an service provider's hosting 

centre running one or more instances of the database 

management system. 
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Data Warehouse Service Provision 

 25 

30 

Individuals and commercial, non-commercial and 

government organisations currently make use of IT 

applications which access conventional, client/server or 

distributed data warehouses running on computer systems.  

These computer systems run one or more applications and are 

either owned and operated by the individual or organisation 

external Service Providers to provide client/server or  distributed database services via the Internet or
other  external network. 5 Prior art techniques involved in client/server or  distributed database server
delivery across the Internet or  other network involve either: multiple organisations  sharing a single
database management system instance  running on a single real server, which has associated 10
security, manageability and availability issues; multiple  organisations, each with their own database
management  system instance running on a single real server, which also  has associated security,
manageability and availability  issues; multiple organisations, each with their own 15 database
management system instance running on multiple  server partitions on a single real server, which has
limitations as the partitions are typically static; or  multiple organisations, each with their own dedicated
database server held at an service provider's hosting 20 centre running one or more instances of the
database  management system. Data Warehouse Service Provision 25 Individuals and commercial,
non-commercial and  government organisations currently make use of IT  applications which access
conventional, client/server or  distributed data warehouses running on computer systems. 30 These
computer systems run one or more applications and are  either owned and operated by the individual
or organisation 3 JANUARY 2005 -6 
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using them, or are outsourced to a third party organisation 

to operate.  Many individuals and organisations have now 

begun using external Service Providers to provide 

client/server or distributed data warehouse services via 

the Internet or other external network. 5 

10 

15 

20 

 

Prior art techniques involved in conventional 

client/server or distributed data warehouse server delivery 

across the Internet or other network involve either:  

multiple organisations sharing a single data warehouse 

management system instance running on a single real server, 

which has associated security, manageability and 

availability issues; multiple organisations, each with 

their own data warehouse management system instance running 

on a single real server, which also has associated 

security, manageability and availability issues; multiple 

organisations, each with their own data warehouse 

management system instance running on multiple server 

partitions on a single real server, which has limitations 

as the partitions are typically static; or multiple 

organisations, each with their own dedicated data warehouse 

server held at an ASP hosting centre. 

 

 

Knowledge Service Provision 25 

30 

 
Individuals and commercial, non-commercial and 

government organisations currently make use of knowledge 

management systems, such as Intranet, Extranet and Internet 

web servers, search engines, web cache, free text retrieval 

systems and knowledge sharing applications such as Lotus 

using them, or are outsourced to a third party organisation  to operate. Many individuals and
organisations have now  begun using external Service Providers to provide  client/server or distributed
data warehouse services via 5 the Internet or other external network. Prior art techniques involved in
conventional  client/server or distributed data warehouse server delivery  across the Internet or other
network involve either: 10 multiple organisations sharing a single data warehouse  management
system instance running on a single real server,  which has associated security, manageability and
availability issues; multiple organisations, each with  their own data warehouse management system
instance running 15 on a single real server, which also has associated  security, manageability and
availability issues; multiple  organisations, each with their own data warehouse  management system
instance running on multiple server  partitions on a single real server, which has limitations 20 as the
partitions are typically static; or multiple  organisations, each with their own dedicated data warehouse
server held at an ASP hosting centre. 25 Knowledge Service Provision Individuals and commercial,
non-commercial and  government organisations currently make use of knowledge  management
systems, such as Intranet, Extranet and Internet 30 web servers, search engines, web cache, free text
retrieval  systems and knowledge sharing applications such as Lotus 3 JANUARY 2005 -7
Notes/Domino, which access client/server or distributed  
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Notes/Domino, which access client/server or distributed 

knowledge management databases running on computer systems.  

These computer systems run one or more applications and are 

either owned and operated by the individual or organisation 

using them, or are outsourced to a third party organisation 

to operate.  Many individuals and organisations have now 

begun using external Service Providers to provide 

client/server or distributed knowledge management services 

via the Internet or other external network. 

5 

10 

15 

20 

25 

 

Prior art techniques involved in client/server or 

distributed knowledge management server delivery across the 

Internet or other external network involve either:  

multiple organisations sharing a single knowledge 

management system instance running on a single real server, 

which has associated security, manageability and 

availability issues; multiple organisations, each with 

their own knowledge management system instance running on 

multiple server partitions on a single real server, which 

has limitations as the partitions are typically static; or 

multiple organisations, each with their own dedicated 

knowledge management servers held at a service provider's 

hosting centre. 

 

 

Digital Media Production Servers 

 
Individuals and commercial, non-commercial and 

government organisations currently make use of file and 

data servers allowing storage of and access to computer-

held digital media information on shared computer systems 

30 

knowledge management databases running on computer systems.  These computer systems run one
or more applications and are  either owned and operated by the individual or organisation 5 using
them, or are outsourced to a third party organisation  to operate. Many individuals and organisations
have now  begun using external Service Providers to provide  client/server or distributed knowledge
management services  via the Internet or other external network. 10 Prior art techniques involved in
client/server or  distributed knowledge management server delivery across the  Internet or other
external network involve either: multiple organisations sharing a single knowledge 15 management
system instance running on a single real server,  which has associated security, manageability and
availability issues; multiple organisations, each with  their own knowledge management system
instance running on  multiple server partitions on a single real server, which 20 has limitations as the
partitions are typically static; or  multiple organisations, each with their own dedicated  knowledge
management servers held at a service provider's  hosting centre. 25 Digital Media Production Servers
Individuals and commercial, non-commercial and  government organisations currently make use of file
and 30 data servers allowing storage of and access to computer- held digital media information on
shared computer systems 3 JANUARY 2005 -8 
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during the course of audio recording and production, video 

recording and production, digital photography and imaging, 

television programme making, film making, hologram 

production and production of other multimedia material.  

The digital media information may consist of data files 

containing the images, moving pictures or audio recordings 

in digital form, but may also contain information relating 

to how the information is to be processed within studio 

systems, such as edit decision lists or MIDI files 

containing automated sequencing and mix-down information.  

These computer systems run file-sharing software and are 

either owned and operated by the individual or organisation 

using them, or are outsourced to a third party organisation 

to operate.  As demands increase, individuals and 

organisations either upgrade existing servers, or where 

this is not done, further servers are procured. 

5 

10 

15 

 

 

"Intellectual Property" and Streaming Media Servers 

 20 

25 

30 

Individuals and commercial, non-commercial and 

government organisations currently make use of 

"intellectual property" servers allowing storage of and 

access to computer-held digital media or other 

"intellectual property" information on shared computer 

systems.  These computer systems run "intellectual 

property" management, licensing and download applications 

and are either owned and operated by the individual or 

organisation using them, or are outsourced to a 3rd party 

organisation to operate.  The "intellectual property" may 

include but not be limited to digital photographs, sound 

during the course of audio recording and production, video  recording and production, digital
photography and imaging,  television programme making, film making, hologram production and
production of other multimedia material.  5 The digital media information may consist of data files
containing the images, moving pictures or audio recordings  in digital form, but may also contain
information relating  to how the information is to be processed within studio  systems, such as edit
decision lists or MIDI files 10 containing automated sequencing and mix-down information.  These
computer systems run file-sharing software and are  either owned and operated by the individual or
organisation  using them, or are outsourced to a third party organisation  to operate. As demands
increase, individuals and 15 organisations either upgrade existing servers, or where  this is not done,
further servers are procured. "Intellectual Property" and Streaming Media Servers 20 Individuals and
commercial, non-commercial and  government organisations currently make use of  "intellectual
property" servers allowing storage of and  access to computer-held digital media or other 25
"intellectual property" information on shared computer  systems. These computer systems run
"intellectual  property" management, licensing and download applications  and are either owned and
operated by the individual or  organisation using them, or are outsourced to a 3rd party 30 organisation
to operate. The "intellectual property" may  include but not be limited to digital photographs, sound 3
JANUARY 2005 
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recordings, video recordings, digital movies, still 

holograms, moving holograms, digital animations, software, 

firmware, drawings, designs, schematics, plans and 

documents. 

 5 

10 

15 

20 

Prior art techniques involve:  multiple organisations 

sharing a single "intellectual property" system instance 

running on a single real server, which has associated 

security, manageability and availability limitations; 

multiple organisations using multiple "intellectual 

property" system instances running on a single real server, 

which has associated security, manageability and 

availability limitations; multiple organisations, each with 

their own "intellectual property" system instance running 

on multiple server partitions on a single real server, 

which has limitations as the partitions are typically 

static; or multiple organisations, each with their own 

dedicated "intellectual property" servers operated 

internally or at an "intellectual property" hosting centre. 

 

 

Web Hosting 

 
Individuals and commercial, non-commercial and 

government organisations currently make use of world-wide-

Web servers which run on computer systems.  These computer 

systems run one or more web applications and contain one or 

more sets of web content and are either owned and operated 

by the individual or organisation using them, or are 

outsourced to a third party organisation to operate.  Many 

individuals and organisations use Internet Service 

25 

30 

-9 recordings, video recordings, digital movies, still  holograms, moving holograms, digital animations,
software,  firmware, drawings, designs, schematics, plans and  documents. 5 Prior art techniques
involve: multiple organisations  sharing a single "intellectual property" system instance  running on a
single real server, which has associated  security, manageability and availability limitations; 10 multiple
organisations using multiple "intellectual  property" system instances running on a single real server,
which has associated security, manageability and  availability limitations; multiple organisations, each
with  their own "intellectual property" system instance running 15 on multiple server partitions on a
single real server,  which has limitations as the partitions are typically  static; or multiple organisations,
each with their own  dedicated "intellectual property" servers operated internally or at an "intellectual
property" hosting centre. 20 Web Hosting Individuals and commercial, non-commercial and 25
government organisations currently make use of world-wide- Web servers which run on computer
systems. These computer  systems run one or more web applications and contain one or  more sets of
web content and are either owned and operated  by the individual or organisation using them, or are
30 outsourced to a third party organisation to operate. Many  individuals and organisations use
Internet Service 
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Providers to provide Web hosting services via the Internet 

or other external network. 

 

Prior art techniques involved in Web hosting 

applications delivery across the Internet or other external 

network involve either:  multiple organisations sharing a 

single Web server applications instance running on a single 

real server, which has associated security, functionality, 

manageability and availability issues; multiple 

organisations, using "virtual Web servers" which are 

created by a single Web server application instance on a 

single real server, which also has associated security, 

manageability and availability issues; multiple 

organisations, each with their Web server instance running 

on multiple server partitions on a single real server, 

which has limitations as the partitions are typically 

static; or multiple organisations, each with their own 

dedicated Web server held at an external service provider's 

hosting centre. 

5 

10 

15 

20  

 

Complex e-Commerce Web Hosting 

 
Individuals and commercial, non-commercial and 

government organisations currently make use of world-wide-

Web e-Commerce systems which run on computer systems.  

These computer systems run one or more associated Web 

servers, database servers and applications and are either 

owned and operated by the individual or organisation using 

them, or are outsourced to a third party organisation to 

operate.  Many individuals and organisations use Hosting 

25 

30 

3 JANUARY 2005 -10 Providers to provide Web hosting services via the Internet or other external
network. Prior art techniques involved in Web hosting 5 applications delivery across the Internet or
other external  network involve either: multiple organisations sharing a  single Web server applications
instance running on a single  real server, which has associated security, functionality,  manageability
and availability issues; multiple 10 organisations, using "virtual Web servers" which are  created by a
single Web server application instance on a  single real server, which also has associated security,
manageability and availability issues; multiple  organisations, each with their Web server instance
running 15 on multiple server partitions on a single real server,  which has limitations as the partitions
are typically  static; or multiple organisations, each with their own  dedicated Web server held at an
external service provider's hosting centre. 20 Complex e-Commerce Web Hosting Individuals and
commercial, non-commercial and 25 government organisations currently make use of world-wide-
Web e-Commerce systems which run on computer systems.  These computer systems run one or
more associated Web  servers, database servers and applications and are either owned and operated
by the individual or organisation using  30 them, or are outsourced to a third party organisation to
operate. Many individuals and organisations use Hosting 
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Service Providers to provide complex Web hosting services 

via the Internet or other external network. 

 

Prior art techniques involved in complex Web hosting 

applications delivery across the Internet or other external 

network involves construction of a complex array of 

dedicated server hardware to provide Web server, security 

firewall, database server, applications server and various 

systems development, test and management server 

capabilities, at often high capital cost and significant 

procurement and installation lead time, and occupying 

significant amounts of floor space in hosting centres. 

5 

10 

 

 

Computer and High-Performance-Computation Service Provision 15 

20 

25 

30 

 

Individuals and commercial, non-commercial and 

government organisations currently make use of IT 

applications which run on desktop or server computer 

systems of limited computational performance.  These 

computer systems run one or more applications and are 

either owned and operated by the individual or organisation 

using them, or are outsourced to a third party organisation 

to operate.  Many individuals and organisations have now 

begun using Service Providers to provide high-performance-

computation services via the Internet or other external 

network.  There is a desire to use more powerful 

computation services either directly, or indirectly by 

means of automatic invocation by an applications program 

running on an existing IT system. 

3 JANUARY 2005 -11 Service Providers to provide complex Web hosting services via the Internet or
other external network. Prior art techniques involved in complex Web hosting 5 applications delivery
across the Internet or other external  network involves construction of a complex array of  dedicated
server hardware to provide Web server, security  firewall, database server, applications server and
various  systems development, test and management server 10 capabilities, at often high capital cost
and significant  procurement and installation lead time, and occupying  significant amounts of floor
space in hosting centres. 15 Computer and High-Performance-Computation Service Provision
Individuals and commercial, non-commercial and  government organisations currently make use of IT
applications which run on desktop or server computer 20 systems of limited computational
performance. These  computer systems run one or more applications and are  either owned and
operated by the individual or organisation  using them, or are outsourced to a third party organisation
to operate. Many individuals and organisations have now 25 begun using Service Providers to provide
high-performance- computation services via the Internet or other external  network. There is a desire
to use more powerful  computation services either directly, or indirectly by  means of automatic
invocation by an applications program 30 running on an existing IT system. 3 JANUARY 2005 -12 
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Prior art techniques involved for providing high-

performance computing services via the Internet or other 

external network involves either:  multiple organisations 

sharing a single applications instance running on a 

computation server or supercomputer, which has associated 

security, manageability and availability issues; multiple 

organisations, each with their own applications instance 

running on a single real server, which also has associated 

security, manageability and availability issues; multiple 

organisations, each with their own applications instance 

running on multiple server partitions on a single real 

server, which has limitations as the partitions are 

typically static; or multiple organisations, each with 

their own dedicated server held at a high performance 

computing centre. 

5 

10 

15 

 

 

Electronic Messaging and Conferencing Service Provision 

 20 

25 

30 

Individuals and commercial, non-commercial and 

government organisations currently make use of electronic 

messaging servers which run on computer systems.  These 

computer systems run one or more applications and are 

either owned and operated by the individual or organisation 

using them, or are outsourced to a third party organisation 

to operate.  Many individuals and organisations have now 

begun using Internet Service Providers to provide messaging  

and conferencing services via the Internet or other 

external network. 

Prior art techniques involved for providing high- performance computing services via the Internet or
other  external network involves either: multiple organisations 5 sharing a single applications instance
running on a  computation server or supercomputer, which has associated  security, manageability
and availability issues; multiple  organisations, each with their own applications instance  running on a
single real server, which also has associated 10 security, manageability and availability issues;
multiple  organisations, each with their own applications instance  running on multiple server partitions
on a single real  server, which has limitations as the partitions are  typically static; or multiple
organisations, each with 15 their own dedicated server held at a high performance  computing centre.
Electronic Messaging and Conferencing Service Provision 20 Individuals and commercial,
non-commercial and  government organisations currently make use of electronic  messaging servers
which run on computer systems. These  computer systems run one or more applications and are 25
either owned and operated by the individual or organisation  using them, or are outsourced to a third
party organisation  to operate. Many individuals and organisations have now  begun using Internet
Service Providers to provide messaging  and conferencing services via the Internet or other 30
external network. 3 JANUARY 2005 -13 Prior art techniques involved in messaging service  
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Prior art techniques involved in messaging service 

delivery across the Internet or other external network 

involve either:  multiple organisations sharing a single 

messaging or conferencing applications instance running on 

a single real server, which has associated security, 

manageability and availability issues; multiple 

organisations, each with their own messaging or 

conferencing applications instance running on a single real 

server, which also has associated security, manageability 

and availability issues; multiple organisations, each with 

their own messaging or conferencing applications instance 

running on multiple server partitions on a single real 

server, which has limitations as the partitions are 

typically static; or multiple organisations, each with 

their own dedicated messaging or conferencing server held 

at a service provider's hosting centre. 

5 

10 

15 

 

 

Learning Neuro-Computer Service Provision 20 

25 

30 

 
Work is currently being done to research and develop 

learning neuro-computers.  To allow these systems to be 

accessible to multiple individuals and organisations, 

networks may be used to connect customers to one or more 

learning neuro-computer applications which execute on one 

or more conventional or learning neuro-computer hardware 

platforms.  Customer terminals for accessing these systems 

may use conventional computer technology or learning neuro-

computer technology. 

delivery across the Internet or other external network  involve either: multiple organisations sharing a
single 5 messaging or conferencing applications instance running on  a single real server, which has
associated security,  manageability and availability issues; multiple  organisations, each with their own
messaging or  conferencing applications instance running on a single real 10 server, which also has
associated security, manageability  and availability issues; multiple organisations, each with  their own
messaging or conferencing applications instance  running on multiple server partitions on a single real
server, which has limitations as the partitions are 15 typically static; or multiple organisations, each
with  their own dedicated messaging or conferencing server held  at a service provider's hosting
centre. 20 Learning Neuro-Computer Service Provision Work is currently being done to research and
develop  learning neuro-computers. To allow these systems to be  accessible to multiple individuals
and organisations, 25 networks may be used to connect customers to one or more  learning
neuro-computer applications which execute on one  or more conventional or learning neuro-computer
hardware  platforms. Customer terminals for accessing these systems  may use conventional
computer technology or learning neuro- 30 computer technology. 3 JANUARY 2005 -14 For each of
the services described above, the  limitations and disadvantages of the current state of the 5 art
include the fact that procurement of additional  
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For each of the services described above, the 

limitations and disadvantages of the current state of the 

art include the fact that procurement of additional 

capacity takes significant time to do (e.g. for ordering, 

configuration and installation); additional servers involve 

additional maintenance and operational support costs; extra 

capital expenditure is incurred; systems availability, 

reliability, backup and management become more difficult 

and costly as the number of servers increases; start-up 

ventures require large amounts of capacity to get started, 

yet may be unwilling or unable to afford the large initial 

commitments and costs involved; joint ventures between 

organisations requiring shared access to information and 

data require separate servers to be installed for security 

or operational reasons; server capacity is provisioned to 

provide acceptable service under peak load or storage usage 

conditions, such that capacity is typically over-

provisioned for unnecessary cost; temporary business 

requirements necessitate procurement of temporary servers 

and capacity, often involving procurement of equipment and 

systems which might not be needed beyond the temporary 

requirement; smaller and medium sized servers are unable to 

take advantage of more sophisticated high-availability 

technology or technologies which enable more efficient use 

of secondary disk and tape storage; consolidation of 

services onto a larger server computer is made difficult 

because of the need to justify to management the capital 

procurement costs of a large system together with the need 

for specialist resources needed to maintain and support it 

5 

10 

15 

20 

25 

30 

capacity takes significant time to do (e.g. for ordering,  configuration and installation); additional
servers involve  additional maintenance and operational support costs; extra  capital expenditure is
incurred; systems availability, 10 reliability, backup and management become more difficult  and costly
as the number of servers increases; start-up  ventures require large amounts of capacity to get started,
yet may be unwilling or unable to afford the large initial  commitments and costs involved; joint
ventures between 15 organisations requiring shared access to information and  data require separate
servers to be installed for security  or operational reasons; server capacity is provisioned to  provide
acceptable service under peak load or storage usage  conditions, such that capacity is typically over
20 provisioned for unnecessary cost; temporary business  requirements necessitate procurement of
temporary servers  and capacity, often involving procurement of equipment and  systems which might
not be needed beyond the temporary requirement; smaller and medium sized servers are unable to
25 take advantage of more sophisticated high-availability  technology or technologies which enable
more efficient use  of secondary disk and tape storage; consolidation of  services onto a larger server
computer is made difficult  because of the need to justify to management the capital 30 procurement
costs of a large system together with the need  for specialist resources needed to maintain and
support it 3 JANUARY 2005 -15 effectively; additional intrusion detection systems running  on
separate hardware often needs to be added in high- 
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effectively; additional intrusion detection systems running 

on separate hardware often needs to be added in high-

security applications to detect attacks; prototype of 

development and test systems need to be separately 

provisioned, with additional hardware cost and system 

management implications; and, provision of backup 

facilities for disaster recovery purposes often involves 

the procurement of similar or identical hardware and 

software systems and configuring them ready to run services 

if main systems fail, resulting in increased complexity and 

cost. 

5 

10 

 

SUMMARY OF THE PRESENT INVENTION 

 

 According to a first aspect of the present invention, 

there is provided apparatus providing one or more computer 

services for a plurality of customers, the apparatus 

comprising a real computer on which is set up plural 

virtual machines, each virtual machine having an operating 

system running thereon, there being at least one virtual 

machine for each of said customers that is set up at the 

request of each of said customers and that has a 

specification specified by and configurable by the 

respective customer. 

15 

20 

25 

30 

 

 The real computer will typically have one or more real 

processors running a real operating system, real physical 

memory (which in general may be of any suitable type), and 

one or more real storage devices (such as hard disks, 

tapes, holographic or other optical storage devices, etc. 

and, in future, even storage systems which store 

information at the molecular level or quantum level).  A

security applications to detect attacks; prototype of  development and test systems need to be
separately 5 provisioned, with additional hardware cost and system  management implications; and,
provision of backup  facilities for disaster recovery purposes often involves  the procurement of similar
or identical hardware and  software systems and configuring them ready to run services 10 if main
systems fail, resulting in increased complexity and  cost. SUMMARY OF THE PRESENT INVENTION
15 According to a first aspect of the present invention,  there is provided apparatus providing one or
more computer  services for a plurality of customers, the apparatus comprising a real computer on
which is set up plural  virtual machines, each virtual machine having an operating  20 system running
thereon, there being at least one virtual machine for each of said customers that is set up at the
request of each of said customers and that has a  specification specified by and configurable by the
respective customer. 25 The real computer will typically have one or more real  processors running a
real operating system, real physical  memory (which in general may be of any suitable type), and  one
or more real storage devices (such as hard disks, 30 tapes, holographic or other optical storage
devices, etc.  and, in future, even storage systems which store  information at the molecular level or
quantum level). A 3 JANUARY 2005 -16 
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customer will typically pay the apparatus provider/operator 

for making the virtual machine available, perhaps on a one-

off basis or on an on-going basis, perhaps by regular 

subscription.  The cost can be calculated on the basis of 

one or more of several different factors.  The apparatus 

may be configured so that users other than or unrelated to 

a particular customer may access that customer’s virtual 

machine, optionally only if given authority to do so and/or 

on payment of a fee or subscription. 

5 

10 

15 

20 

25 

30 

 

Plural virtual machines may be set up within the real 

computer for at least one of said customers. 

 

The or each virtual machine for at least one of said 

customers may be connected to a virtual network set up for 

said at least one customer within the real computer.  

Preferably, a virtual intrusion detection device is 

provided for detecting an attack on the virtual network. 

 

At least one virtual machine may be connected to a 

virtual firewall that is connectable to an external network 

to which customers and/or other users can connect such that 

access to said at least one virtual machine by a customer 

or other user via a said external network can only take 

place through a virtual firewall. 

 

The or each virtual machine for a particular customer 

may be connected to a virtual firewall that is dedicated to 

that customer's virtual machine or machines, each virtual 

firewall being connectable to an external network to which 

each of said customers and/or other users can connect such 

customer will typically pay the apparatus provider/operator  for making the virtual machine available,
perhaps on a one- off basis or on an on-going basis, perhaps by regular subscription. The cost can be
calculated on the basis of  5 one or more of several different factors. The apparatus  may be
configured so that users other than or unrelated to  a particular customer may access that customer's
virtual  machine, optionally only if given authority to do so and/or  on payment of a fee or subscription.
10 Plural virtual machines may be set up within the real  computer for at least one of said customers.
The or each virtual machine for at least one of said  15 customers may be connected to a virtual
network set up for  said at least one customer within the real computer. Preferably, a virtual intrusion
detection device is  provided for detecting an attack on the virtual network. 20 At least one virtual
machine may be connected to a  virtual firewall that is connectable to an external network  to which
customers and/or other users can connect such that  access to said at least one virtual machine by a
customer  or other user via a said external network can only take 25 place through a virtual firewall.
The or each virtual machine for a particular customer  may be connected to a virtual firewall that is
dedicated to  that customer's virtual machine or machines, each virtual 30 firewall being connectable
to an external network to which  each of said customers and/or other users can connect such 3
JANUARY 2005 -17 
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that access to a virtual machine by a customer or other 

user via a said external network can only take place 

through a virtual firewall provided for that virtual 

machine or machines.  Each virtual firewall may be set up 

within the real computer, the or each virtual machine for 

each customer being connected to a first port of the 

virtual firewall that is dedicated to that customer's 

virtual machine or machines, each virtual firewall having a 

second port connected to a virtual network that is set up 

within the real computer and that is connectable to an 

external network.  The second port of each virtual firewall 

may be connected to the same virtual network that is set up 

within the real computer and that is connectable to an 

external network. 

5 

10 
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30 

 

The or at least one of the virtual firewalls is 

preferably implemented by a virtual machine on the real 

computer, said virtual firewall virtual machine running 

firewall software. 

 

The apparatus preferably comprises a plurality of real 

data storage devices and at least one virtual storage 

subsystem that is configured to allow said real data 

storage devices to emulate one or more virtual storage 

devices.  The at least one virtual storage subsystem is 

preferably configured to emulate at least one respective 

virtual storage device for each customer.  A detection 

device is preferably provided for detecting evidence of 

malicious software or hostile attack signatures on the at 

least one virtual storage subsystem. 

that access to a virtual machine by a customer or other  user via a said external network can only take
place  through a virtual firewall provided for that virtual  machine or machines. Each virtual firewall may
be set up 5 within the real computer, the or each virtual machine for  each customer being connected
to a first port of the  virtual firewall that is dedicated to that customer's  virtual machine or machines,
each virtual firewall having a second port connected to a virtual network that is set up  10 within the
real computer and that is connectable to an  external network. The second port of each virtual firewall
may be connected to the same virtual network that is set up  within the real computer and that is
connectable to an  external network. 15 The or at least one of the virtual firewalls is  preferably
implemented by a virtual machine on the real  computer, said virtual firewall virtual machine running
firewall software. 20 The apparatus preferably comprises a plurality of real  data storage devices and
at least one virtual storage  subsystem that is configured to allow said real data  storage devices to
emulate one or more virtual storage 25 devices. The at least one virtual storage subsystem is
preferably configured to emulate at least one respective  virtual storage device for each customer. A
detection  device is preferably provided for detecting evidence of  malicious software or hostile attack
signatures on the at 30 least one virtual storage subsystem. 
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The apparatus is preferably configurable to provide at 

least one of the services selected from:  file, data and 

archiving services; applications hosting services; database 

hosting services; data warehouse services; knowledge 

management hosting services; digital media production 

services; "intellectual property" and streaming media 

services; simple web hosting services; complex e-Commerce 

web hosting services; high performance computation 

services; electronic messaging and conferencing services; 

and, learning neuro-computer services. 

5 

10 

15 
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30 

 

The apparatus may comprise virtual private network 

software to provide an encrypted communication channel for 

communication between at least some of said virtual 

machines. 

 

The apparatus preferably comprises virtual private 

network software to provide an encrypted communication 

channel for communication between at least one virtual 

machine and an external computer. 

 

The apparatus may comprise virtual private network 

software to provide an encrypted communication channel for 

communication between a first virtual network and a second 

virtual network. 

 

The apparatus preferably comprises virtual private 

network software to provide an encrypted communication 

channel for communication between a virtual network and an 

external computer. 

3 JANUARY 2005 -18 The apparatus is preferably configurable to provide at  least one of the services
selected from: file, data and  archiving services; applications hosting services; database 5 hosting
services; data warehouse services; knowledge  management hosting services; digital media
production  services; "intellectual property" and streaming media  services; simple web hosting
services; complex e-Commerce web hosting services; high performance computation 10 services;
electronic messaging and conferencing services;  and, learning neuro-computer services. The
apparatus may comprise virtual private network  software to provide an encrypted communication
channel for 15 communication between at least some of said virtual  machines. The apparatus
preferably comprises virtual private  network software to provide an encrypted communication 20
channel for communication between at least one virtual  machine and an external computer. The
apparatus may comprise virtual private network  software to provide an encrypted communication
channel for 25 communication between a first virtual network and a second  virtual network. The
apparatus preferably comprises virtual private  network software to provide an encrypted
communication 30 channel for communication between a virtual network and an  external computer. 3
JANUARY 2005 -19 
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The real computer may comprise plural physical 

computers.  Such plural physical computers may all be 

configured, controlled and managed by a common 

configuration, control and management system, which will 

typically be computer-implemented.  Such a system can be 

used to ensure that the resources of the plural physical 

computers are used most efficiently in operating the 

virtual machines for the plural customers, for example by 

processor or memory load-balancing between the plural 

physical computers according to the instantaneous demand. 

5 

10 

15 

20 
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30 

 

There may be provided in combination, a first 

apparatus as described above and a second apparatus that is 

substantially identical to said first apparatus, the first 

and second apparatus being connected by a communications 

channel so that the second apparatus can provide for 

redundancy of the first apparatus thereby to provide for 

disaster recovery if the first apparatus fails. 

 

 According to a second aspect of the present invention, 

there is provided a method of providing one or more 

computer services for a plurality of customers, the method 

comprising the steps of:  a service provider setting up on 

a real computer at the request of each of said customers at 

least one virtual machine for each of said customers, said 

at least one virtual machine for each of said customers 

having a specification specified by and configurable by the 

respective customer and having an operating system running 

thereon. 

 

The real computer may comprise plural physical  computers. Such plural physical computers may all
be  configured, controlled and managed by a common 5 configuration, control and management
system, which will  typically be computer-implemented. Such a system can be  used to ensure that the
resources of the plural physical  computers are used most efficiently in operating the virtual machines
for the plural customers, for example by  10 processor or memory load-balancing between the plural
physical computers according to the instantaneous demand. There may be provided in combination, a
first  apparatus as described above and a second apparatus that is 15 substantially identical to said
first apparatus, the first  and second apparatus being connected by a communications  channel so that
the second apparatus can provide for  redundancy of the first apparatus thereby to provide for
disaster recovery if the first apparatus fails. 20 According to a second aspect of the present invention,
there is provided a method of providing one or more  computer services for a plurality of customers,
the method  comprising the steps of: a service provider setting up on 25 a real computer at the request
of each of said customers at  least one virtual machine for each of said customers, said  at least one
virtual machine for each of said customers  having a specification specified by and configurable by the
respective customer and having an operating system running  30 thereon. 3 JANUARY 2005 -20 
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The method may comprise the step of setting up plural 

virtual machines within the real computer for at least one 

of said customers. 

 

The method may comprise the steps of setting up a 

virtual network for at least one of said customers within 

the real computer, and connecting the or each virtual 

machine for said at least one customer to said virtual 

network. 

5 

10 
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30 

 

The method may comprise the step of using a virtual 

intrusion detection device for detecting an attack on the 

virtual network. 

 

The method may comprise the steps of connecting at 

least one virtual machine to a virtual firewall, and 

connecting the or each virtual firewall to an external 

network to which customers and/or other users can connect 

such that access to a virtual machine by a customer or 

other user via a said external network can only take place 

through a virtual firewall. 

 

The method may comprise the step of connecting the or 

each virtual machine for a particular customer to a virtual 

firewall that is dedicated to that customer's virtual 

machine or machines, and connecting each virtual firewall 

to an external network to which each of said customers 

and/or other users can connect such that access to a 

virtual machine by a customer or other user via a said 

external network can only take place through a virtual 

firewall provided for that virtual machine or machines. 

The method may comprise the step of setting up plural  virtual machines within the real computer for at
least one  of said customers. 5 The method may comprise the steps of setting up a  virtual network for
at least one of said customers within  the real computer, and connecting the or each virtual  machine
for said at least one customer to said virtual  network. 10 The method may comprise the step of using
a virtual  intrusion detection device for detecting an attack on the  virtual network. 15 The method may
comprise the steps of connecting at  least one virtual machine to a virtual firewall, and  connecting the
or each virtual firewall to an external  network to which customers and/or other users can connect
such that access to a virtual machine by a customer or 20 other user via a said external network can
only take place  through a virtual firewall. The method may comprise the step of connecting the or
each virtual machine for a particular customer to a virtual  25 firewall that is dedicated to that
customer's virtual machine or machines, and connecting each virtual firewall  to an external network to
which each of said customers  and/or other users can connect such that access to a  virtual machine
by a customer or other user via a said 30 external network can only take place through a virtual
firewall provided for that virtual machine or machines. 3 JANUARY 2005 -21 
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Each virtual firewall is preferably set up within the real 

computer, the or each virtual machine for each customer 

being connected to a first port of the virtual firewall 

that is dedicated to that customer's virtual machine or 

machines, each virtual firewall having a second port 

connected to a virtual network that is set up within the 

real computer and that is connected to an external network.  

The second port of each virtual firewall may be connected 

to the same virtual network that is set up within the real 

computer and that is connectable to an external network. 
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30 

 

The method may comprise the step of configuring at 

least one virtual storage subsystem to allow multiple real 

data storage devices to emulate one or more virtual storage 

devices.  The method may comprise the step of configuring 

the at least one virtual storage subsystem to emulate at 

least one respective virtual storage device for each 

customer.  The method may comprise the step of using a 

detection device for detecting evidence of malicious 

software or hostile attack signatures on the at least one 

virtual storage subsystem. 

 

According to a third aspect of the present invention, 

there is provided a method of operating a real computer on 

behalf of plural customers, the method comprising the step 

of:  operating plural virtual machines on the real 

computer, each of said plural virtual machines having a 

specification specified by and configurable by a respective 

one of the customers in accordance with a computer service 

to be provided by the virtual machine on behalf of that 

customer, each of said virtual machines having an operating 

system running thereon. 

 

Each virtual firewall is preferably set up within the real  computer, the or each virtual machine for each
customer  being connected to a first port of the virtual firewall 5 that is dedicated to that customer's
virtual machine or  machines, each virtual firewall having a second port  connected to a virtual network
that is set up within the  real computer and that is connected to an external network.  The second port
of each virtual firewall may be connected 10 to the same virtual network that is set up within the real
computer and that is connectable to an external network. The method may comprise the step of
configuring at  least one virtual storage subsystem to allow multiple real 15 data storage devices to
emulate one or more virtual storage  devices. The method may comprise the step of configuring  the at
least one virtual storage subsystem to emulate at  least one respective virtual storage device for each
customer. The method may comprise the step of using a  20 detection device for detecting evidence of
malicious  software or hostile attack signatures on the at least one  virtual storage subsystem.
According to a third aspect of the present invention,  25 there is provided a method of operating a real
computer on behalf of plural customers, the method comprising the step  of: operating plural virtual
machines on the real  computer, each of said plural virtual machines having a  specification specified
by and configurable by a respective 30 one of the customers in accordance with a computer service  to
be provided by the virtual machine on behalf of that  customer, each of said virtual machines having an
operating  system running thereon. 
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The method may comprise the step of operating plural 

virtual machines within the real computer for at least one 

of said customers. 

 5 

10 

15 

20 
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30 

The method may comprise the step of operating a 

virtual network for at least one of said customers within 

the real computer, the or each virtual machine for said at 

least one customer being connected to said virtual network. 

 

The method may comprise the step of using a virtual 

intrusion detection device for detecting an attack on the 

virtual network. 

 

At least one virtual machine may be connected to a 

virtual firewall, the or each virtual firewall being 

connected to an external network to which customers and/or 

other users can connect such that access to a virtual 

machine by a customer or other user via a said external 

network can only take place through a virtual firewall. 

 

The or each virtual machine for a particular customer 

may be connected to a virtual firewall that is dedicated to 

that customer's virtual machine or machines, each virtual 

firewall being connected to an external network to which 

each of said customers and/or other users can connect such 

that access to a virtual machine by a customer or other 

user via a said external network can only take place 

through a virtual firewall provided for that virtual 

machine or machines.  Each virtual firewall is preferably 

set up within the real computer, the or each virtual 

3 JANUARY 2005 -22 The method may comprise the step of operating plural  virtual machines within
the real computer for at least one  of said customers. 5 The method may comprise the step of
operating a  virtual network for at least one of said customers within  the real computer, the or each
virtual machine for said at  least one customer being connected to said virtual network. 10 The method
may comprise the step of using a virtual  intrusion detection device for detecting an attack on the
virtual network. 15 At least one virtual machine may be connected to a  virtual firewall, the or each
virtual firewall being  connected to an external network to which customers and/or  other users can
connect such that access to a virtual  machine by a customer or other user via a said external 20
network can only take place through a virtual firewall. The or each virtual machine for a particular
customer  may be connected to a virtual firewall that is dedicated to  that customer's virtual machine or
machines, each virtual 25 firewall being connected to an external network to which  each of said
customers and/or other users can connect such  that access to a virtual machine by a customer or
other  user via a said external network can only take place  through a virtual firewall provided for that
virtual 30 machine or machines. Each virtual firewall is preferably  set up within the real computer, the
or each virtual 
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machine for each customer being connected to a first port 

of the virtual firewall that is dedicated to that 

customer's virtual machine or machines, each virtual 

firewall having a second port connected to a virtual 

network that is set up within the real computer and that is 

connected to an external network.  The second port of each 

virtual firewall may be connected to the same virtual 

network that is set up within the real computer and that is 

connectable to an external network. 

5 

10 

15 

20 
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30 

 

 

At least one virtual storage subsystem may be provided 

and configured to allow multiple real data storage devices 

to emulate one or more virtual storage devices.  The at 

least one virtual storage subsystem may be configured to 

emulate at least one respective virtual storage device for 

each customer.  A detection device may be used for 

detecting evidence of malicious software or hostile attack 

signatures on the at least one virtual storage subsystem. 

 

 

In any of the methods described above, the services 

provided may include at least one of the services selected 

from:  file, data and archiving services; applications 

hosting services; database hosting services; data warehouse 

services; knowledge management hosting services; digital 

media production services; "intellectual property" and 

streaming media services; simple web hosting services; 

complex e-Commerce web hosting services; high performance 

computation services; electronic messaging and conferencing 

services; and, learning neuro-computer services. 

 

 

 

3 JANUARY 2005 -23 machine for each customer being connected to a first port  of the virtual firewall
that is dedicated to that  customer's virtual machine or machines, each virtual  firewall having a second
port connected to a virtual 5 network that is set up within the real computer and that is  connected to
an external network. The second port of each  virtual firewall may be connected to the same virtual
network that is set up within the real computer and that is  connectable to an external network. 10 At
least one virtual storage subsystem may be provided  and configured to allow multiple real data
storage devices  to emulate one or more virtual storage devices. The at 15 least one virtual storage
subsystem may be configured to  emulate at least one respective virtual storage device for  each
customer. A detection device may be used for  detecting evidence of malicious software or hostile
attack  signatures on the at least one virtual storage subsystem. 20 In any of the methods described
above, the services  provided may include at least one of the services selected  from: file, data and
archiving services; applications 25 hosting services; database hosting services; data warehouse
services; knowledge management hosting services; digital  media production services; "intellectual
property" and  streaming media services; simple web hosting services;  complex e-Commerce web
hosting services; high performance 30 computation services; electronic messaging and conferencing  
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Any of the methods described above may comprise the 

step of using virtual private network software to provide 

an encrypted communication channel for communication 

between at least some of said virtual machines. 
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Any of the methods described above preferably 

comprises the step of using virtual private network 

software to provide an encrypted communication channel for 

communication between at least one virtual machine and an 

external computer. 

 

 

Any of the methods described above may comprise the 

step of using virtual private network software to provide 

an encrypted communication channel for communication 

between a first virtual network and a second virtual 

network. 

 

 

Any of the methods described above preferably 

comprises the step of using virtual private network 

software to provide an encrypted communication channel for 

communication between a virtual network and an external 

computer. 

 

 

Any of the methods above may comprise the step of 

moving said at least one virtual machine from a first real 

computer to a second real computer. 

 

 

 At least one of said virtual machines preferably 

provides at least a virtual central processor unit. 

services; and, learning neuro-computer services. 3 JANUARY 2005 -24 Any of the methods described
above may comprise the  step of using virtual private network software to provide  an encrypted
communication channel for communication between at least some of said virtual machines. 5 Any of
the methods described above preferably  comprises the step of using virtual private network  software
to provide an encrypted communication channel for 10 communication between at least one virtual
machine and an  external computer. Any of the methods described above may comprise the  15 step
of using virtual private network software to provide  an encrypted communication channel for
communication between a first virtual network and a second virtual  network. 20 Any of the methods
described above preferably  comprises the step of using virtual private network  software to provide an
encrypted communication channel for communication between a virtual network and an external  25
computer. Any of the methods above may comprise the step of  moving said at least one virtual
machine from a first real 30 computer to a second real computer. At least one of said virtual machines
preferably  provides at least a virtual central processor unit. 3 JANUARY 2005 
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At least one of said virtual machines may be created 

using a virtual machine abstraction program. 

 5 

10 
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At least one of said virtual machines may be created 

using machine simulation/emulation software. 

 

 

The preferred embodiment of the present invention 

involves the delivery of computer services over a network 

(which may be a private network, a virtual private network, 

an industry or other ”extranet” (i.e. a private network 

shared by many organisations), or the Internet).  To 

customers or other users, the services will appear entirely 

normal and as though provided using real computers, etc., 

as the direct interface, rather than through the virtual 

servers, etc., provided by the preferred embodiment of the 

present invention.  Taking as an example the provision of a 

remote file server service, a customer wanting a file 

server having a particular type of CPU, amount of memory, 

data storage capacity, etc., can simply contact a provider 

of the services with the requirements.  The provider will 

then set up virtual arrangements on a real computer, as 

discussed in more detail below.  This contact by the 

customer may be made electronically and the set up by the  

-25 At least one of said virtual machines may be created  using a virtual machine abstraction program.
5 At least one of said virtual machines may be created  using machine simulation/emulation software.
10 The preferred embodiment of the present invention  involves the delivery of computer services over
a network  (which may be a private network, a virtual private network,  an industry or other "extranet"
(i.e. a private network 15 shared by many organisations), or the Internet). To  customers or other
users, the services will appear entirely  normal and as though provided using real computers, etc.,  as
the direct interface, rather than through the virtual  servers, etc., provided by the preferred embodiment
of the 20 present invention. Taking as an example the provision of a  remote file server service, a
customer wanting a file  server having a particular type of CPU, amount of memory,  data storage
capacity, etc., can simply contact a provider  of the services with the requirements. The provider will 25
then set up virtual arrangements on a real computer, as  discussed in more detail below. This contact
by the  customer may be made electronically and the set up by the 3 JANUARY 2005 -26 provider
may be carried out automatically in response  thereto. To the customer, the virtual file server appears
exactly as though it were a real file server having a real  CPU, real memory, real data storage disks,
etc., on the 
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provider may be carried out automatically in response 

thereto.  To the customer, the virtual file server appears 

exactly as though it were a real file server having a real 

CPU, real memory, real data storage disks, etc., on the 

customer's own internal network.  If at any time the 

customer requires for example additional memory or data 

storage capacity, whether permanently or temporarily, this 

can be ordered by the customer, preferably on-line, and 

made available practically instantaneously, preferably 

automatically.  Even small businesses and individuals will 

effectively have access to the most recent and most complex 

processors, memory devices, data storage devices, etc. 
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The preferred embodiment of the present invention can 

provide delivery of:  network file and data services, 

including archiving services; applications hosting 

services; database hosting and database services; data 

warehouse services; knowledge management hosting services; 

digital media production storage services; "intellectual 

property" and streaming media services; simple Web hosting 

services; complex e-Commerce Web hosting services; high-

performance computation services; electronic messaging and 

conferencing services; and, learning neuro-computer 

services; all using secure "virtual computers" which are 

created using virtual server technologies on one or more 

real computers.  These secure "virtual computers" will 

typically run on a collection of one or more real computers 

operated in a secure hosting centre that provides service 

delivery across a communications network, which typically 

may be insecure and which may include the Internet or one 

or more real private or virtual private networks. 

5 customer's own internal network. If at any time the  customer requires for example additional
memory or data  storage capacity, whether permanently or temporarily, this  can be ordered by the
customer, preferably on-line, and  made available practically instantaneously, preferably 10
automatically. Even small businesses and individuals will  effectively have access to the most recent
and most complex  processors, memory devices, data storage devices, etc. The preferred
embodiment of the present invention can  15 provide delivery of: network file and data services,
including archiving services; applications hosting  services; database hosting and database services;
data  warehouse services; knowledge management hosting services;  digital media production storage
services; "intellectual 20 property" and streaming media services; simple Web hosting  services;
complex e-Commerce Web hosting services; high- performance computation services; electronic
messaging and  conferencing services; and, learning neuro-computer  services; all using secure
"virtual computers" which are 25 created using virtual server technologies on one or more  real
computers. These secure "virtual computers" will  typically run on a collection of one or more real
computers  operated in a secure hosting centre that provides service  delivery across a
communications network, which typically 30 may be insecure and which may include the Internet or
one  or more real private or virtual private networks. 3 JANUARY 2005 -27 In general terms, an
example of a suitable apparatus  for carrying out the preferred embodiment of the present  
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In general terms, an example of a suitable apparatus 

for carrying out the preferred embodiment of the present 

invention is constructed by taking a conventional real 

computer system comprising one or more real CPUs (central 

processor units), real memory, real disk or other storage 

and real network and real I/O (input/output) systems, and 

then loading software comprising an operating system and a 

virtual machine abstraction program, which allows the 

creation of several virtual servers on one physical server.  

Operating systems and other software that allow delivery of 

the various services, such as those discussed above, are 

then loaded onto the virtual servers.  The physical 

computer system is then connected to a network system to 

which a number of customers are connected, and the virtual 

servers running the services are then made available to the 

customers to configure and set up.  Multiple users within 

each of the customer organisations or other (possibly 

unrelated) users can then make use of the relevant services 

being provided on the virtual servers, whilst the 

customers’ applications and data are held isolated from 

each other using the virtual machine isolation mechanisms.  

In this way, the services can be provided to multiple 

separate customers using separate virtual servers, whilst 

using one computer system as opposed to several separate 

real computer systems as in prior art approaches. 
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It will be understood that the present invention is 

not concerned with the technology of virtual machines and 

how they operate per se.  Rather, the preferred embodiment 

of the present invention is concerned with applications of 

invention is constructed by taking a conventional real 5 computer system comprising one or more real
CPUs (central  processor units), real memory, real disk or other storage  and real network and real I/O
(input/output) systems, and  then loading software comprising an operating system and a  virtual
machine abstraction program, which allows the 10 creation of several virtual servers on one physical
server.  Operating systems and other software that allow delivery of  the various services, such as
those discussed above, are  then loaded onto the virtual servers. The physical  computer system is
then connected to a network system to 15 which a number of customers are connected, and the virtual
servers running the services are then made available to the  customers to configure and set up.
Multiple users within  each of the customer organisations or other (possibly  unrelated) users can then
make use of the relevant services 20 being provided on the virtual servers, whilst the  customers'
applications and data are held isolated from  each other using the virtual machine isolation
mechanisms.  In this way, the services can be provided to multiple  separate customers using
separate virtual servers, whilst 25 using one computer system as opposed to several separate  real
computer systems as in prior art approaches. It will be understood that the present invention is  not
concerned with the technology of virtual machines and 30 how they operate per se. Rather, the
preferred embodiment  of the present invention is concerned with applications of 3 JANUARY 2005
-28 virtual machines to performing certain types of work,  
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virtual machines to performing certain types of work, 

together with various optional or preferred variations and 

enhancements which may be applied to any and all 

applications. 

 5 

10 

15 

The particular variations and enhancements which may 

be employed should be chosen and configured to yield the 

greatest benefits for the customers.  The combination of 

enhancements employed for greatest benefit will differ 

according to a number of factors, including for example:  

the commercial and pricing models used by the service 

provider;  the mix of services provided; the industry 

sectors to whom this is provided; and, the commercial view 

taken by the service provider, including the approach to 

investment in technology.  Possible variations and 

enhancements will be discussed below. 

together with various optional or preferred variations and  enhancements which may be applied to any
and all  applications. 5 The particular variations and enhancements which may  be employed should
be chosen and configured to yield the  greatest benefits for the customers. The combination of
enhancements employed for greatest benefit will differ 10 according to a number of factors, including
for example:  the commercial and pricing models used by the service  provider; the mix of services
provided; the industry  sectors to whom this is provided; and, the commercial view taken by the service
provider, including the approach to  15 investment in technology. Possible variations and
enhancements will be discussed below. 3 JANUARY 2005 -29- VARIATIONS AND ENHANCEMENTS
Variations and enhancements which may be used will now  be discussed. Reference is made
throughout this 5 specification to these variations and enhancements. Some  of these variations and
enhancements will in practice be  highly desirable for commercial and/or security and/or  technical
reasons. It will be understood that other  variations and enhancements may be used. At least some of
10 these variations and enhancements make use of known prior  art techniques. Virtual Machines and
Virtual Servers 15 Virtual machine technology is used in the preferred  
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VARIATIONS AND ENHANCEMENTS 

 

Variations and enhancements which may be used will now 

be discussed.  Reference is made throughout this 

specification to these variations and enhancements.  Some 

of these variations and enhancements will in practice be 

highly desirable for commercial and/or security and/or 

technical reasons.  It will be understood that other 

variations and enhancements may be used.  At least some of 

these variations and enhancements make use of known prior 

art techniques. 

5 

10 

 

 

Virtual Machines and Virtual Servers 

 15 

20 

25 

Virtual machine technology is used in the preferred 

embodiment of the present invention.  Virtual machine 

technology per se is not in itself new.  Indeed, IBM 

pioneered the technology in the 1960s and the 1970s with 

the IBM VM product which allowed a mainframe computer to be 

divided into a number of virtual IBM mainframes on which a 

number of different operating systems could be run.  A 

number of researchers have also designed software 

technologies which optimise the use of virtual machines, 

for example on scaleable multiprocessors.  For example, in  

US-A-6075938, there is disclosed software which can be used 

in the creation and control of plural virtual machines on a 

large scale shared memory multiprocessor computer. 

embodiment of the present invention. Virtual machine  technology per se is not in itself new. Indeed,
IBM  pioneered the technology in the 1960s and the 1970s with 20 the IBM VM product which allowed
a mainframe computer to be  divided into a number of virtual IBM mainframes on which a  number of
different operating systems could be run. A  number of researchers have also designed software
technologies which optimise the use of virtual machines, 25 for example on scaleable multiprocessors.
For example, in  US-A-6075938, there is disclosed software which can be used  in the creation and
control of plural virtual machines on a  large scale shared memory multiprocessor computer. 3
JANUARY 2005 -30 The preferred embodiment of the present invention  makes use of virtual machine
technologies in the  construction and operation of computer hardware and  software apparatus and
methods for their operation which 5 allows delivery of services across a network to customers  by a
service provider. Virtual machine technology typically comprises special  software which is written to
run on a real computer system  10 which itself comprises one or more central processing units,
physical memory, disk storage devices, tape storage  devices, network interface devices and other
input/output  devices. When the virtual machine software is run, it can  create a virtual computer or
server which comprises virtual 15 central processing units, "virtual physical" memory space,  virtual
disk or tape or other storage devices, virtual  network interface devices and other virtual input/output  
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The preferred embodiment of the present invention 

makes use of virtual machine technologies in the 

construction and operation of computer hardware and 

software apparatus and methods for their operation which 

allows delivery of services across a network to customers 

by a service provider. 

5 

10 

15 

20 

25 

30 

 

Virtual machine technology typically comprises special 

software which is written to run on a real computer system 

which itself comprises one or more central processing 

units, physical memory, disk storage devices, tape storage 

devices, network interface devices and other input/output 

devices.  When the virtual machine software is run, it can 

create a virtual computer or server which comprises virtual 

central processing units, "virtual physical" memory space, 

virtual disk or tape or other storage devices, virtual 

network interface devices and other virtual input/output 

devices.  Commodity off-the-shelf computer operating 

systems (such as Microsoft NT, Windows 2000, Linux, 

Solaris, BSDI, etc.) can be run on the virtual machines as 

if they were real, physical machines and allow the popular 

up-to-date computer applications which are either custom-

developed, available "off-the-shelf", or system-integrated 

from a number of off-the-shelf and bespoke modules which 

would normally be run on a physical computer to be run 

inside the virtual machine.  To the operating system 

running on the virtual machine, the virtual machines appear 

real.  Multiple virtual machines can be created by virtual 

machine software such that several virtual computing 

environments can be created which would otherwise require a 

number of separate physical computers as is commonly the 

devices. Commodity off-the-shelf computer operating  systems (such as Microsoft NT, Windows 2000,
Linux, 20 Solaris, BSDI, etc.) can be run on the virtual machines as  if they were real, physical
machines and allow the popular  up-to-date computer applications which are either custom-
developed, available "off-the-shelf", or system-integrated  from a number of off-the-shelf and bespoke
modules which 25 would normally be run on a physical computer to be run  inside the virtual machine.
To the operating system  running on the virtual machine, the virtual machines appear  real. Multiple
virtual machines can be created by virtual  machine software such that several virtual computing 30
environments can be created which would otherwise require a  number of separate physical
computers as is commonly the 3 JANUARY 2005 -31 case using prior art apparatus and methods.
These can be  interconnected by virtual networks (see below) such that,  for example, complex
e-business systems infrastructure  normally requiring a plurality of physical servers, 5 security
firewalls, network routers and switches can be  "virtualised" inside one physical computer. Use Of
Multiple Levels Of Guest Virtual Server 10 For certain applications, it may be advantageous to  create
a second layer of virtual servers within a first  layer of virtual servers which themselves run on a real
computer. This additional abstraction may be used to 15 create further security compartmentalisation
or allow  machine load and resources to be balanced more effectively. 
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case using prior art apparatus and methods.  These can be 

interconnected by virtual networks (see below) such that, 

for example, complex e-business systems infrastructure 

normally requiring a plurality of physical servers, 

security firewalls, network routers and switches can be 

"virtualised" inside one physical computer. 

5 

 

 

Use Of Multiple Levels Of Guest Virtual Server 

 10 

15 

For certain applications, it may be advantageous to 

create a second layer of virtual servers within a first 

layer of virtual servers which themselves run on a real 

computer.  This additional abstraction may be used to 

create further security compartmentalisation or allow 

machine load and resources to be balanced more effectively. 

 

 

Virtual Networks Within the Real Server 

 20 

25 

30 

Virtual networks may be created within the real server 

to which virtual servers may be attached. 

 

Virtual networks can be created by software in such a 

way as to create virtual network interface devices and a 

virtual Local Area Network which emulates Ethernet 

(IEEE802.3), Token Ring (IEEE802.5) or other network 

protocols.  These virtual network devices and virtual 

networks allow one or more virtual machines to communicate 

with each other.  As far as the operating systems and 

applications running on the machine are concerned, they are 

Virtual Networks Within the Real Server 20 Virtual networks may be created within the real server  to
which virtual servers may be attached. Virtual networks can be created by software in such a  25 way
as to create virtual network interface devices and a virtual Local Area Network which emulates
Ethernet  (IEEE802.3), Token Ring (IEEE802.5) or other network  protocols. These virtual network
devices and virtual  networks allow one or more virtual machines to communicate 30 with each other.
As far as the operating systems and  applications running on the machine are concerned, they are 3
JANUARY 2005 -32 simply connected by a fast network conforming to one or  more industry
standards. 5 Virtual Security firewalls Embedded "virtual security firewalls" may be used to  provide
protection to virtual servers and virtual networks  and between virtual networks created within the real
server 10 if the virtual networks need to be interconnected but with  only certain traffic being allowed to
pass through. Virtual security firewalls operate similarly to  conventional firewalls in that they consist of
a special 15 firewall software application which runs on a host  operating system on a computer. The
firewall application  may be custom-written or purchased off-the-shelf from a  number of software
companies (Network Associates, Check  Point, etc. (see for example US-A-5835726)) and
programmed 20 to allow devices connected to computers or networks to  
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simply connected by a fast network conforming to one or 

more industry standards. 

 

 

Virtual Security firewalls 5 

10 
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20 
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30 

 

Embedded "virtual security firewalls" may be used to 

provide protection to virtual servers and virtual networks 

and between virtual networks created within the real server 

if the virtual networks need to be interconnected but with 

only certain traffic being allowed to pass through. 

 

Virtual security firewalls operate similarly to 

conventional firewalls in that they consist of a special 

firewall software application which runs on a host 

operating system on a computer.  The firewall application  

may be custom-written or purchased off-the-shelf from a 

number of software companies (Network Associates, Check 

Point, etc. (see for example US-A-5835726)) and programmed 

to allow devices connected to computers or networks to 

which the firewall is connected to communicate in a way 

which is limited by a set of rules.  These rules are 

programmed into one or more configuration files and 

specify, for example, from which network addresses and 

ports connections may be made through the firewall to 

corresponding other ports on a second network to which the 

firewall connects.  Complex arrangements can be created 

where, for example, six separate networks may be 

interconnected by a six-interface firewall system which 

will then selectively allow computers connected to the six 

networks to communicate with each other subject to 

which the firewall is connected to communicate in a way  which is limited by a set of rules. These rules
are  programmed into one or more configuration files and  specify, for example, from which network
addresses and 25 ports connections may be made through the firewall to  corresponding other ports
on a second network to which the  firewall connects. Complex arrangements can be created  where,
for example, six separate networks may be  interconnected by a six-interface firewall system which 30
will then selectively allow computers connected to the six  networks to communicate with each other
subject to 3 JANUARY 2005 -33 limitations programmed into the firewall. The firewall  system may
also be programmed to detect attempts to  communicate through it which violate the rules and can
generate log files and audit trails which can alert a 5 security operator to investigate. It should be noted
that  in the preferred implementation of the present invention,  the virtual firewall will be running on top
of an operating  system which itself is running on the respective virtual  machine. In other words,
ultimately the virtual firewall 10 is itself running on the respective virtual machine. Virtual Private
Networks 15 Embedded "virtual private network" and network  tunnelling capabilities may allow
encrypted communications  to pass to or between virtual servers (possibly connected  to one or more
virtual networks within the real server),  and/or another sub-network, via another network (which may
20 be insecure or vulnerable to attack). 
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limitations programmed into the firewall.  The firewall 

system may also be programmed to detect attempts to 

communicate through it which violate the rules and can 

generate log files and audit trails which can alert a 

security operator to investigate.  It should be noted that 

in the preferred implementation of the present invention, 

the virtual firewall will be running on top of an operating 

system which itself is running on the respective virtual 

machine.  In other words, ultimately the virtual firewall 

is itself running on the respective virtual machine. 

5 

10 

 

 

Virtual Private Networks 

 

Embedded "virtual private network" and network 

tunnelling capabilities may allow encrypted communications 

to pass to or between virtual servers (possibly connected 

to one or more virtual networks within the real server), 

and/or another sub-network, via another network (which may 

be insecure or vulnerable to attack). 

15 

20 

25 

30 

 

Virtual private networks (VPNs) allow communication 

between two or more computers or networks via a third 

network which may be very widely or loosely connected (such 

as the Internet).  The virtual private network technologies 

(see for example US-A-5835726) are designed such that a 

computer runs special software which provides a virtual 

private network gateway to encrypt traffic and send it 

across the insecure third network to another gateway which 

decrypts the information and sends it on to the destination 

computer or network, and vice versa.  Industry standards 

Virtual private networks (VPNs) allow communication  between two or more computers or networks via
a third  network which may be very widely or loosely connected (such 25 as the Internet). The virtual
private network technologies  (see for example US-A-5835726) are designed such that a  computer
runs special software which provides a virtual  private network gateway to encrypt traffic and send it
across the insecure third network to another gateway which 30 decrypts the information and sends it
on to the destination  computer or network, and vice versa. Industry standards 3 JANUARY 2005 -34
such as IPSEC have been devised to allow standard  interoperability between multiple vendors' virtual
private  network software. 5 Storage Advanced secondary storage subsystems using prior art  virtual
disk and tape mechanisms, and hierarchical disk-to 10 tape systems, each of which may be of a type
known per se  in the prior art, may be provided to optimise the use of  physical storage. Other more
advanced types of storage may  be used, as mentioned above. These systems operate in  addition to
the virtualisation of storage carried out 15 ordinarily by the virtual machine operating software  itself. In
a number of examples of virtual machine operating  software, such as those produced by VMware and
IBM, the 20 virtual machine operating software creates virtual disk  devices and maps them to
"container files" within the  



 
3 JANUARY 2005 

  
 

-34- 
 

such as IPSEC have been devised to allow standard 

interoperability between multiple vendors’ virtual private 

network software. 

 

 5 

Storage 

 

Advanced secondary storage subsystems using prior art 

virtual disk and tape mechanisms, and hierarchical disk-to-

tape systems, each of which may be of a type known per se 

in the prior art, may be provided to optimise the use of 

physical storage.  Other more advanced types of storage may 

be used, as mentioned above.  These systems operate in 

addition to the virtualisation of storage carried out 

ordinarily by the virtual machine operating software 

itself. 
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In a number of examples of virtual machine operating 

software, such as those produced by VMware and IBM, the 

virtual machine operating software creates virtual disk 

devices and maps them to ”container files” within the 

physical disk storage system attached to the physical 

computer on which the virtual machines have been created. 

 

The preferred embodiment of the present invention 

takes advantage of the fact that such systems allow storage 

capacity to be allocated to virtual servers such that the 

total storage capacity offered may exceed the actual amount 

of storage capacity physically connected.  This is because 

not all virtual servers will fill up all of their allocated 

storage all of the time. 

physical disk storage system attached to the physical  computer on which the virtual machines have
been created. 25 The preferred embodiment of the present invention  takes advantage of the fact that
such systems allow storage  capacity to be allocated to virtual servers such that the  total storage
capacity offered may exceed the actual amount  of storage capacity physically connected. This is
because 30 not all virtual servers will fill up all of their allocated  storage all of the time. 3 JANUARY
2005 -35 Advanced secondary storage subsystems of the type  manufactured by StorageTek, IBM and
others optimise the use  of physical storage such that virtual servers may run 5 conventional software
which requires no special disk or  tape drivers, whilst the physical server may use advanced
proprietary software to communicate with the advanced  storage mechanisms. These advanced
storage mechanisms,  amongst other things, cache frequently-accessed data in 10 very high speed
semiconductor RAM (thus eliminating time  delays normally incurred in disk track seek time,  rotational
latency, rotational speed and disk head  read/write speed); optimise the placement of data on the  real
disks to enhance performance (in order to reduce disk 15 actuator seek time and rotational latency
involved with  spinning magnetic storage); provide the ability to  "snapshot" virtual disks to provide
instant copies for  archival or roll-back purposes; and optimise space  utilisation by eliminating
duplicate copies of the same 20 information stored in two separate places (such as when a  
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Advanced secondary storage subsystems of the type 

manufactured by StorageTek, IBM and others optimise the use 

of physical storage such that virtual servers may run 

conventional software which requires no special disk or 

tape drivers, whilst the physical server may use advanced 

proprietary software to communicate with the advanced 

storage mechanisms.  These advanced storage mechanisms, 

amongst other things, cache frequently-accessed data in 

very high speed semiconductor RAM (thus eliminating time 

delays normally incurred in disk track seek time, 

rotational latency, rotational speed and disk head 

read/write speed); optimise the placement of data on the 

real disks to enhance performance (in order to reduce disk 

actuator seek time and rotational latency involved with 

spinning magnetic storage); provide the ability to 

”snapshot” virtual disks to provide instant copies for 

archival or roll-back purposes; and optimise space 

utilisation by eliminating duplicate copies of the same 

information stored in two separate places (such as when a 

file or group of files is copied).  Virtual tape systems 

(as manufactured by StorageTek, IBM, Hitachi and other 

suppliers) may be used to create tape drives of the sort 

which commodity operating systems running on virtual 

machines are programmed to communicate with, when in fact 

the real storage consists of high-speed disk storage and 

proprietary high-performance tape storage of a 

sophistication which commodity operating systems cannot 

readily use.  Finally, hierarchical storage systems can 

automatically migrate infrequently used files (which may 

consist of entire virtual disks) from high-cost rotating 

5 

10 

15 

20 

25 

30 

file or group of files is copied). Virtual tape systems  (as manufactured by StorageTek, IBM, Hitachi
and other  suppliers) may be used to create tape drives of the sort  which commodity operating
systems running on virtual 25 machines are programmed to communicate with, when in fact  the real
storage consists of high-speed disk storage and  proprietary high-performance tape storage of a
sophistication which commodity operating systems cannot  readily use. Finally, hierarchical storage
systems can 30 automatically migrate infrequently used files (which may  consist of entire virtual disks)
from high-cost rotating 3 JANUARY 2005 -36 disk storage to low-cost serial-access or random-access
tape systems which may utilise automatic robotic tape  libraries coupled with multiple tape drives. 5
Virtualisation of disk storage by the virtual machine  software may be combined with the virtual storage
system's  capabilities in order to performance-optimise the storage  provided to virtual machines in
terms of capacity, throughput and performance. Storage Area Networks (SANs)  10 may be used to
connect real computers to one or more  advanced virtual disk and tape storage systems via SCSI or
Fibrechannel, either directly or via Storage Area Network  switches, locally or over distances, allowing
virtual  servers running in one city to access data from storage 15 located in another city, or possible
duplicated across a  number of locations to improve resilience to disasters. Such virtual storage and
storage area network systems  are known in themselves and available from a number of 
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disk storage to low-cost serial-access or random-access 

tape systems which may utilise automatic robotic tape 

libraries coupled with multiple tape drives. 

 

Virtualisation of disk storage by the virtual machine 

software may be combined with the virtual storage system’s 

capabilities in order to performance-optimise the storage 

provided to virtual machines in terms of capacity, 

throughput and performance.  Storage Area Networks (SANs) 

may be used to connect real computers to one or more 

advanced virtual disk and tape storage systems via SCSI or 

Fibrechannel, either directly or via Storage Area Network 

switches, locally or over distances, allowing virtual 

servers running in one city to access data from storage 

located in another city, or possible duplicated across a 

number of locations to improve resilience to disasters. 
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10 

15 

20 

 

Such virtual storage and storage area network systems 

are known in themselves and available from a number of 

companies including for example Storage Technology 

Corporation of Louisville, Colorado, USA.  Reference may 

also be made for example to US-A-5459857 and US-A-5371882. 

 

 

Memory Management 25 

30 

 

Advanced virtual memory management systems can be set 

up within the physical server and its host operating system 

such that it cooperates with the virtual server software to 

allow virtual servers to appear to have physical memory, 

the sum of which may exceed the amount of "virtual physical 

20 companies including for example Storage Technology  Corporation of Louisville, Colorado, USA.
Reference may  also be made for example to US-A-5459857 and US-A-5371882. 25 Memory
Management Advanced virtual memory management systems can be set  up within the physical
server and its host operating system  such that it cooperates with the virtual server software to 30
allow virtual servers to appear to have physical memory,  the sum of which may exceed the amount of
"virtual physical 3 JANUARY 2005 -37 memory" present on the real server. This is possible  because
not all virtual servers will use all of their  allocated apparent physical memory all of the time. 5
Back-ups Back-up systems can be set up such that either the  virtual servers back up their own
storage to external 10 devices, such as tape drives which are directly connected,  or they back up their
storage to the host server via real  or virtual network connections. Back-up systems can also  be set
up such that the virtual servers do not need to  perform their own back-ups. Instead, the real server 15
performs a back-up of the files and datasets which contain  the storage and configurations of the
virtual servers. Checkpointing, Archiving and Disaster Recovery of Virtual  20 Servers Facilities may
be provided to allow virtual servers  (or groups of virtual servers) to be checkpointed to  preserve
server and virtual processor states and to make a 



 
3 JANUARY 2005 

  
 

-37- 
 

memory" present on the real server.  This is possible 

because not all virtual servers will use all of their 

allocated apparent physical memory all of the time. 

 

 5 

Back-ups 

 

Back-up systems can be set up such that either the 

virtual servers back up their own storage to external 

devices, such as tape drives which are directly connected, 

or they back up their storage to the host server via real 

or virtual network connections.  Back-up systems can also 

be set up such that the virtual servers do not need to 

perform their own back-ups.  Instead, the real server 

performs a back-up of the files and datasets which contain 

the storage and configurations of the virtual servers. 

10 

15 

 

 

Checkpointing, Archiving and Disaster Recovery of Virtual 

Servers 20 

25 

30 

 

Facilities may be provided to allow virtual servers 

(or groups of virtual servers) to be checkpointed to 

preserve server and virtual processor states and to make a 

copy of the server for archival purposes or to allow the 

whole virtual server to be moved across a data network to 

another real computer.  Movement of servers could be used 

for example for test purposes, to facilitate movement of 

the virtual server for business reasons, to balance servers 

for performance reasons, or to move servers for redundancy 

purposes.  Manual or automatic sequenced checkpointing of 

25 copy of the server for archival purposes or to allow the  whole virtual server to be moved across a
data network to  another real computer. Movement of servers could be used  for example for test
purposes, to facilitate movement of  the virtual server for business reasons, to balance servers 30 for
performance reasons, or to move servers for redundancy  purposes. Manual or automatic sequenced
checkpointing of 3 JANUARY 2005 -38 virtual servers can be used for high-availability  applications
because the checkpointed virtual server can be  restarted on reliable physical server hardware when
unreliable hardware fails or indicates it is about to fail. 5 Copies of single or multiple checkpointed
virtual servers  may be used to provide disaster recovery services on  another real computer if primary
real computer servers  fail. 10 CPU and Memory CPU and memory capacity in physical servers can be
provided by a number of technologies. Single or multi 15 processor servers can either be used singly
or clustered  together in multiples with virtual servers distributed  among them. These servers may
either access locally- attached secondary storage or may share central storage on a Storage Area
Network (which itself might employ virtual  20 disk and tape technology as described above).
Massively  parallel shared-memory or NUMA (Non-Uniform Memory Access)  or ccNUMA
(cache-coherent Non-Uniform Memory Access)  computers may be used to deliver larger physical
servers on  
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virtual servers can be used for high-availability 

applications because the checkpointed virtual server can be 

restarted on reliable physical server hardware when 

unreliable hardware fails or indicates it is about to fail.  

Copies of single or multiple checkpointed virtual servers 

may be used to provide disaster recovery services on 

another real computer if primary real computer servers 

fail. 

5 

10 

 

 

CPU and Memory 

 

CPU and memory capacity in physical servers can be 

provided by a number of technologies.  Single or multi-

processor servers can either be used singly or clustered 

together in multiples with virtual servers distributed 

among them.  These servers may either access locally-

attached secondary storage or may share central storage on 

a Storage Area Network (which itself might employ virtual 

disk and tape technology as described above).  Massively 

parallel shared-memory or NUMA (Non-Uniform Memory Access) 

or ccNUMA (cache-coherent Non-Uniform Memory Access) 

computers may be used to deliver larger physical servers on 

which multiple virtual servers providing services may be 

run.  Physical servers may be hardware-partitioned into 

discrete processing units of one or more CPUs, on each of 

which multiple virtual servers may be run. 

15 

20 

25 

which multiple virtual servers providing services may be 25 run. Physical servers may be
hardware-partitioned into  discrete processing units of one or more CPUs, on each of  which multiple
virtual servers may be run. 3 JANUARY 2005 -39 Code-Morphing Servers Using known
code-morphing technology, for example of  the type pioneered by Transmeta, single, multiple or 5
massively parallel computers may be constructed using  processor technology which morphs itself to
emulate the  instruction set of another central processor. An operating  system and virtual server
system may be constructed on this  hardware platform to allow creation of multiple virtual 10 servers
that have different virtual processor  architectures, allowing the features and benefits of this  invention
to be exploited with even greater performance and  flexibility. 15 Special-purpose virtual machine
hosting computers may  be specially constructed using code-morphing processors to  allow the
virtualisation of a very great number of computers of radically different systems architectures,  such as
Intel Pentium, Intel Itanium, Compaq Alpha, Sun  20 Ultrasparc, PA-RISC, and Motorola PowerPC.
Machine Simulation Servers 25 Using a mix of machine simulation software and  technology, single,
multiple or massively parallel  computers may be constructed using processor technology which runs
an operating system. Code is run on this  operating system to emulate the instruction set and machine
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Code-Morphing Servers 

 

Using known code-morphing technology, for example of 

the type pioneered by Transmeta, single, multiple or 

massively parallel computers may be constructed using 

processor technology which morphs itself to emulate the 

instruction set of another central processor.  An operating 

system and virtual server system may be constructed on this 

hardware platform to allow creation of multiple virtual 

servers that have different virtual processor 

architectures, allowing the features and benefits of this 

invention to be exploited with even greater performance and 

flexibility. 

5 

10 

15 

20 

 

Special-purpose virtual machine hosting computers may 

be specially constructed using code-morphing processors to 

allow the virtualisation of a very great number of 

computers of radically different systems architectures, 

such as Intel Pentium, Intel Itanium, Compaq Alpha, Sun 

Ultrasparc, PA-RISC, and Motorola PowerPC. 

 

 

Machine Simulation Servers 

 

Using a mix of machine simulation software and 

technology, single, multiple or massively parallel 

computers may be constructed using processor technology 

which runs an operating system.  Code is run on this 

operating system to emulate the instruction set and machine 

architecture of another central processor and computer 

system.  An operating system and virtual server system may 

25 

30 

30 architecture of another central processor and computer system. An operating system and virtual
server system may 3 JANUARY 2005 -40 be constructed on this hardware platform to allow creation
of multiple virtual servers that have different virtual  processor architectures, allowing the features and
benefits  of this invention to be exploited with even greater 5 performance and flexibility. Machine
simulation software  is commercially available from a number of vendors  allowing, for example, IBM
System/390 processors, DEC VAX  systems, and Intel Itanium architectures to be emulated  using an
Intel Pentium processor. 10 Use of Emerging Technologies Recent and emerging advanced
processor, memory and  15 secondary storage technologies may be utilised to deliver virtual servers
which appear to be constructed of  conventional technologies. This allows services to be  provided
with even greater performance, lower cost and  greater flexibility whilst retaining current services,  20
operating systems and applications using commodity software. These newer processor technologies
may be  specifically designed to provide virtual server platforms,  and may employ scalar, parallelising,
pipelining, vector  and array instruction sets (allowing execution of multiple 25 instructions on multiple
streams or blocks of data  simultaneously), register architectures, logic unit  architectures and
interfaces which specifically lend  themselves to this application. For high-availability  
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be constructed on this hardware platform to allow creation 

of multiple virtual servers that have different virtual 

processor architectures, allowing the features and benefits 

of this invention to be exploited with even greater 

performance and flexibility.  Machine simulation software 

is commercially available from a number of vendors 

allowing, for example, IBM System/390 processors, DEC VAX 

systems, and Intel Itanium architectures to be emulated 

using an Intel Pentium processor. 

5 

10  

 

Use of Emerging Technologies 

 

Recent and emerging advanced processor, memory and 

secondary storage technologies may be utilised to deliver 

virtual servers which appear to be constructed of 

conventional technologies.  This allows services to be 

provided with even greater performance, lower cost and 

greater flexibility whilst retaining current services, 

operating systems and applications using commodity 

software.  These newer processor technologies may be 

specifically designed to provide virtual server platforms, 

and may employ scalar, parallelising, pipelining, vector 

and array instruction sets (allowing execution of multiple 

instructions on multiple streams or blocks of data 

simultaneously), register architectures, logic unit 

architectures and interfaces which specifically lend 

themselves to this application.  For high-availability 

virtual server creation, processors may be developed 

specifically for virtual server use or general purpose 

processors may be employed to allow high-availability 

15 

20 

25 

30 

virtual server creation, processors may be developed 30 specifically for virtual server use or general
purpose  processors may be employed to allow high-availability 3 JANUARY 2005 -41 voting-type
systems to be used. Extremely high speed  technologies such as optical computers (which use
switching  of light beams to process information, create logic gates  and create memory storage),
quantum computers (which use 5 quantum-mechanical principles to process and store  information),
and molecular computers (which create logic  gates and memory at the molecular level) may in
principle  be used with special virtualisation software to create  multiple commodity virtual machines
which, despite 10 virtualisation and simulation inefficiencies, would run  orders of magnitude faster
than today's processor and  memory technologies. Memory and secondary storage systems  which
employ binary or multi-state logic or analogue  processing may be used. Storage elements which
employ 15 holography to store information either in conventional  switched logic memory (using
dedicated Fourier transform  logic circuitry) or other materials such as polymer  crystalline structures
(using light beam holography) may be  used by the physical machine such that the virtual machine 20
software uses this memory to create very large amounts of  "virtual physical" memory for use by
commodity virtual  machines running commodity operating systems. These techniques would allow a
company producing these  25 advanced computing technologies to exploit those technologies and
gain commercial advantage from those  
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voting-type systems to be used.  Extremely high speed 

technologies such as optical computers (which use switching 

of light beams to process information, create logic gates 

and create memory storage), quantum computers (which use 

quantum-mechanical principles to process and store 

information), and molecular computers (which create logic 

gates and memory at the molecular level) may in principle 

be used with special virtualisation software to create 

multiple commodity virtual machines which, despite 

virtualisation and simulation inefficiencies, would run 

orders of magnitude faster than today’s processor and 

memory technologies.  Memory and secondary storage systems 

which employ binary or multi-state logic or analogue 

processing may be used.  Storage elements which employ 

holography to store information either in conventional 

switched logic memory (using dedicated Fourier transform 

logic circuitry) or other materials such as polymer 

crystalline structures (using light beam holography) may be 

used by the physical machine such that the virtual machine 

software uses this memory to create very large amounts of 

”virtual physical” memory for use by commodity virtual 

machines running commodity operating systems. 

5 

10 

15 

20 

25 

30 

 

These techniques would allow a company producing these 

advanced computing technologies to exploit those 

technologies and gain commercial advantage from those 

technologies without revealing details of their operation 

to competitors. 

 

 

technologies without revealing details of their operation  to competitors. 30 3 JANUARY 2005 -42 Use
of a Learning Neuro-Computer Artificially intelligent learning neuro-computer  technology may be used
to provide multiple virtual 5 artificially intelligent learning neuro-computers using  known and emerging
technology. Using learning neuro- computer systems with a number of processing synapses,  software
may be written and run such that a real learning neuro-computer system creates a number of virtual
learning  10 neuro-computer systems with a number of virtual processing  synapses which may or may
not map singly or multiply to  real processing synapses. Furthermore, using known and emerging
technology for  15 learning neuro-computer systems with a number of processing synapses, software
may be written and run such that a real  learning neuro-computer system creates a number of virtual
legacy, conventional or code-morphing servers and services  allowing, for example, commodity or
legacy operating 20 systems and applications to be run on very advanced neuro- computer hardware
platforms. These learning neuro- computers themselves may either execute directly using  special
hardware, or may themselves be programmed within  virtual neuro-computer machines which then
execute on 25 advanced optical, quantum or molecular computers. 3 JANUARY 2005 -43 
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Use of a Learning Neuro-Computer 

 

Artificially intelligent learning neuro-computer 

technology may be used to provide multiple virtual 

artificially intelligent learning neuro-computers using 

known and emerging technology.  Using learning neuro-

computer systems with a number of processing synapses, 

software may be written and run such that a real learning 

neuro-computer system creates a number of virtual learning 

neuro-computer systems with a number of virtual processing 

synapses which may or may not map singly or multiply to 

real processing synapses. 

5 

10 

15 

20 

25 

 

Furthermore, using known and emerging technology for 

learning neuro-computer systems with a number of processing 

synapses, software may be written and run such that a real 

learning neuro-computer system creates a number of virtual 

legacy, conventional or code-morphing servers and services 

allowing, for example, commodity or legacy operating 

systems and applications to be run on very advanced neuro-

computer hardware platforms.  These learning neuro-

computers themselves may either execute directly using 

special hardware, or may themselves be programmed within 

virtual neuro-computer machines which then execute on 

advanced optical, quantum or molecular computers. 

Use of Advanced Interconnection And Distributed Processing  Systems Using known and emerging
technology, real computer  5 systems may be distributed around a network and interconnected such
that a number of real computer systems  operate as one, fault-tolerant cooperating machine. Such a
machine may employ conventional, code-morphing or learning  neuro-computer processing
technology, together with 10 conventional or holographic memory and storage subsystems,  which
might also be distributed around the network. The  software on the machine will make use of the
network and  internal interconnects in a similar way, allowing for  bandwidth limitations, to distribute
processing and 15 information storage. Control of Virtual Servers 20 Control of virtual servers may for
example be by means  of directly-attached consoles on the real computer hosting  them, or by means
of consoles connected across an in-band  or out-of-band network system which may or may not be
connected to virtual networks inside the real server. 25 Configuration of Virtual Servers Configuration
of virtual servers may for example be by  30 means of a real host-server-based configurator program,
by  means of a network-accessible manual or semi-automatic 3 JANUARY 2005 -44 configurator
program, or by means an automatic configurator  program linked to a transactional application allowing
end- users of the system to pay for, set up and self-configure  
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Use of Advanced Interconnection And Distributed Processing 

Systems 

 

Using known and emerging technology, real computer 

systems may be distributed around a network and 

interconnected such that a number of real computer systems 

operate as one, fault-tolerant cooperating machine.  Such a 

machine may employ conventional, code-morphing or learning 

neuro-computer processing technology, together with 

conventional or holographic memory and storage subsystems, 

which might also be distributed around the network.  The 

software on the machine will make use of the network and 

internal interconnects in a similar way, allowing for 

bandwidth limitations, to distribute processing and 

information storage. 

5 

10 

15 

 

 

Control of Virtual Servers 

 

Control of virtual servers may for example be by means 

of directly-attached consoles on the real computer hosting 

them, or by means of consoles connected across an in-band 

or out-of-band network system which may or may not be 

connected to virtual networks inside the real server. 

20 

25  

 

Configuration of Virtual Servers 

 

Configuration of virtual servers may for example be by 

means of a real host-server-based configurator program, by 

means of a network-accessible manual or semi-automatic 

30 

one or more virtual servers in a stand-alone or networked 5 configuration. Configuration of virtual
servers may also  be automated using programming tools that create virtual  hardware platforms to
meet the needs of software or systems  applications that are automatically or manually created and
introduced to the virtual hardware. Configuration of 10 virtual servers and virtual networks may be
performed as  above using on-line or off-line systems, where for example  a sales agent may draw a
virtual server and network  configuration using a computer-based utility which, when  ready, is
transmitted to the service provider and converted 15 into a configuration of virtual servers and
networks within  a very short time. Control and Management of the Real Computer and Storage  20
Systems The real computer on which virtual servers run may for  example be managed and controlled
by means of directly- attached consoles on the real computer or by means of 25 consoles connected
across an in-band or out-of-band network  system which may or may not be connected to the virtual
networks inside the real server. These consoles may allow  the operating parameters of the real
computer to be  monitored and controlled by operations staff and may 30 utilise graphical displays for
control and monitoring tools 3 JANUARY 2005 -45 that allow one or more real computers that are
each hosting  one or more virtual servers to be managed and controlled. 5 Enhanced Security Isolation
Security isolation of the virtual servers is in  
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configurator program, or by means an automatic configurator 

program linked to a transactional application allowing end-

users of the system to pay for, set up and self-configure 

one or more virtual servers in a stand-alone or networked 

configuration.  Configuration of virtual servers may also 

be automated using programming tools that create virtual 

hardware platforms to meet the needs of software or systems 

applications that are automatically or manually created and 

introduced to the virtual hardware.  Configuration of 

virtual servers and virtual networks may be performed as 

above using on-line or off-line systems, where for example 

a sales agent may draw a virtual server and network 

configuration using a computer-based utility which, when 

ready, is transmitted to the service provider and converted 

into a configuration of virtual servers and networks within 

a very short time. 

5 

10 

15 

 

 

Control and Management of the Real Computer and Storage 

Systems 20 

25 

30 

 

The real computer on which virtual servers run may for 

example be managed and controlled by means of directly-

attached consoles on the real computer or by means of 

consoles connected across an in-band or out-of-band network 

system which may or may not be connected to the virtual 

networks inside the real server.  These consoles may allow 

the operating parameters of the real computer to be 

monitored and controlled by operations staff and may 

utilise graphical displays for control and monitoring tools 

practice particularly important. Enhanced security may be  achieved by use of a trusted secure kernel
and other 10 trusted computing base elements on the real server,  together with use of secure trusted
virtual server  abstraction software. This trusted software would be  developed using a secure systems
development lifecycle  according to the Common Criteria for secure computer 15 systems evaluation.
In addition, security functionality  involving labelled security compartments can be used. In  this way,
virtual servers may be run for a number of  customers for whom trustworthiness of technical security is
important, with each virtual server running at a different 20 level of security, while the real computer, its
operating  system and virtual server software provide very trustworthy  and technically secure
compartments in which the virtual  servers may execute. 25 Security Intrusion Detection To provide for
intrusion detection above and beyond  the security functionality which may be incorporated by 30
customers into virtual server host systems, and without  interfering with the virtual server host systems,
3 JANUARY 2005 -46 virtualised network intrusion detection systems running on  the real computer
can monitor the traffic on the virtual  networks to detect, according to static, dynamic, or  heuristic rule
sets, whether one or more virtual computers 5 is being misused or subjected to a hostile attack.
Intrusion detection software is specially written to detect  
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that allow one or more real computers that are each hosting 

one or more virtual servers to be managed and controlled. 

 

 

Enhanced Security Isolation 5 

10 

15 

20 

25 

 

Security isolation of the virtual servers is in 

practice particularly important.  Enhanced security may be 

achieved by use of a trusted secure kernel and other 

trusted computing base elements on the real server, 

together with use of secure trusted virtual server 

abstraction software.  This trusted software would be 

developed using a secure systems development lifecycle 

according to the Common Criteria for secure computer 

systems evaluation.  In addition, security functionality 

involving labelled security compartments can be used.  In 

this way, virtual servers may be run for a number of 

customers for whom trustworthiness of technical security is 

important, with each virtual server running at a different 

level of security, while the real computer, its operating 

system and virtual server software provide very trustworthy 

and technically secure compartments in which the virtual 

servers may execute. 

 

 

Security Intrusion Detection 

 

To provide for intrusion detection above and beyond 

the security functionality which may be incorporated by 

customers into virtual server host systems, and without 

interfering with the virtual server host systems, 

30 

a number of pre-programmed or self-learnt attack signatures  which can be as simple as an
unauthorised connection attempt from a certain network address to another network  10 address and
port range which is to be protected, up to  heuristic pattern recognition of typical hacker attack
sequences. The virtual intrusion detection systems can  then alert one or more system operators.
Alternatively or  additionally, analysis, evasion or response processes may 15 be automatically
invoked, for example to shut down or to  tighten host or firewall security. In addition, virtual  intrusion
detection systems can run on the real computer  and automatically scan memory and storage space
for patterns which indicate the presence of malicious software  20 or activity. Multiple intrusion
detection systems can  correlate information together across a single real server,  multiple servers
within a service provider, or multiple  real servers across a number of service providers, and then
stimulate a manual or automatic corrective response. 25 Inter-Subsystem Cooperation To optimise the
performance of the various services  30 running on virtual server systems, mechanisms can be used
to enable cooperation between the real server, virtual 3 JANUARY 2005 -47 servers and storage
subsystems such that they operate as  one cooperating "virtual machine hosting mainframe system". 5
Continuous Upgrade Capability To allow continuous upgrading, virtual servers may be  run on real
servers and storage subsystems that allow CPU,  
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virtualised network intrusion detection systems running on 

the real computer can monitor the traffic on the virtual 

networks to detect, according to static, dynamic, or 

heuristic rule sets, whether one or more virtual computers 

is being misused or subjected to a hostile attack.  

Intrusion detection software is specially written to detect 

a number of pre-programmed or self-learnt attack signatures 

which can be as simple as an unauthorised connection 

attempt from a certain network address to another network 

address and port range which is to be protected, up to 

heuristic pattern recognition of typical hacker attack 

sequences.  The virtual intrusion detection systems can 

then alert one or more system operators.  Alternatively or 

additionally, analysis, evasion or response processes may 

be automatically invoked, for example to shut down or to 

tighten host or firewall security.  In addition, virtual 

intrusion detection systems can run on the real computer 

and automatically scan memory and storage space for 

patterns which indicate the presence of malicious software 

or activity.  Multiple intrusion detection systems can 

correlate information together across a single real server, 

multiple servers within a service provider, or multiple 

real servers across a number of service providers, and then 

stimulate a manual or automatic corrective response. 

5 

10 

15 

20 

25  

 

Inter-Subsystem Cooperation 

 

To optimise the performance of the various services 

running on virtual server systems, mechanisms can be used 

to enable cooperation between the real server, virtual 

30 

storage and input/output capacity to be disconnected, 10 reconfigured and upgraded while the virtual
servers  continue to deliver services. Depending on the actual  hardware used, different generations of
hardware (such as  CPUs) may be mixed on one system, and virtual servers  allowed to move
dynamically between CPUs of different 15 capability. Usage Monitoring and Charging 20 Utilisation by
and charge-back to the customer can be  computed in a number of ways. Accounting mechanisms can
be  built into the virtual server or real computer software to  allow service utilisation of virtual servers to
be computed  together with software licence payment issues. These 25 accounting facilities can be
integrated into the  configuration software allowing pay-as-you-go usage charged  using a number of
different tariff structures singly or  simultaneously. 30 3 JANUARY 2005 -48 Rapid Start-up To allow
for rapid start-up of virtual servers  providing services, virtual servers may be copied from 5
pre-configured virtual servers which have been pre-loaded  with the most popular software
configurations. Resource Balancing 10 Control facilities may be inserted into the virtual  server or real
host operating system software to allow  service operators to set and vary the operating parameters  
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servers and storage subsystems such that they operate as 

one cooperating ”virtual machine hosting mainframe system”. 

 

 

Continuous Upgrade Capability 5 

10 

15 

 

To allow continuous upgrading, virtual servers may be 

run on real servers and storage subsystems that allow CPU, 

storage and input/output capacity to be disconnected, 

reconfigured and upgraded while the virtual servers 

continue to deliver services.  Depending on the actual 

hardware used, different generations of hardware (such as 

CPUs) may be mixed on one system, and virtual servers 

allowed to move dynamically between CPUs of different 

capability. 

 

 

Usage Monitoring and Charging 

 

Utilisation by and charge-back to the customer can be 

computed in a number of ways.  Accounting mechanisms can be 

built into the virtual server or real computer software to 

allow service utilisation of virtual servers to be computed 

together with software licence payment issues.  These 

accounting facilities can be integrated into the 

configuration software allowing pay-as-you-go usage charged 

using a number of different tariff structures singly or 

simultaneously. 

20 

25 

30 

 

 

for individual virtual servers and real hardware/software 15 subsystems. These parameters may
include the priorities of  virtual servers with respect to each other, the extent of  memory which they
can allocate, and the amount of system  and network input/output bandwidth and resources they can
consume. 20 CONCLUSION The present invention and its preferred embodiments  have a number of
benefits that serve to dramatically 25 increase the speed-to-market, cost-effectiveness,  flexibility,
manageability, reliability and performance of  the virtual-hosted services in such a way as to
dramatically increase the market share of service providers  or other customers employing this
invention. In 30 particular, the ability to allocate further resources in  terms of CPU capacity, main
memory storage or secondary 3 JANUARY 2005 -49 storage to virtual computers under software
control means  that customers of the various services can reconfigure and  upgrade their virtual
computer-provided services with great  speed and ease, provided capacity remains in the central 5
resource pool. Separation and abstraction of the CPU  resources of the virtual servers from those of
the real  server means that a number of virtual servers providing  user services can be created
irrespective of the number of  physical CPUs in the real server, providing great 10 flexibility and
cost-effectiveness. Use of virtual disk  and tape storage subsystems allows storage to be allocated  
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Rapid Start-up 

 

To allow for rapid start-up of virtual servers 

providing services, virtual servers may be copied from 

pre-configured virtual servers which have been pre-loaded 

with the most popular software configurations. 

5 

 

 

Resource Balancing 

 10 

15 

20 

Control facilities may be inserted into the virtual 

server or real host operating system software to allow 

service operators to set and vary the operating parameters 

for individual virtual servers and real hardware/software 

subsystems.  These parameters may include the priorities of 

virtual servers with respect to each other, the extent of 

memory which they can allocate, and the amount of system 

and network input/output bandwidth and resources they can 

consume. 

 

CONCLUSION 

 

The present invention and its preferred embodiments 

have a number of benefits that serve to dramatically 

increase the speed-to-market, cost-effectiveness, 

flexibility, manageability, reliability and performance of 

the virtual-hosted services in such a way as to 

dramatically increase the market share of service providers 

or other customers employing this invention.  In 

particular, the ability to allocate further resources in 

terms of CPU capacity, main memory storage or secondary 

25 

30 

to virtual servers which exceeds the amount of physical  storage actually connected, allowing
significant cost  savings to the service operator which may be passed on to 15 customers. Use of
advanced virtual disk and tape systems  by the host real computer allows further consolidation of
storage space, reduced costs, and enhanced performance,  even though the operating systems and
applications running  on the virtual servers see virtual disks and do not require 20 special software to
be in place. Operational costs to run  and maintain server systems are significantly reduced due  to
economies of scale and the greater reliability of  virtual server systems running on high-availability
hardware with managed hardware and storage systems. 25 Systems installation and configuration
costs for services  are significantly reduced owing to the virtualisation of  the systems, the ability to
replicate standard  configurations for use by customers, and the ability to  configure complex
configurations of virtual servers and 30 virtual networks under software control. Start-up ventures
requiring systems capacity do not need to purchase and 3 JANUARY 2005 -50 install capital hardware
items; instead, services can be  instantly provided on a pay-as-you-go basis. Joint  ventures can use
separate virtual servers for their  services, operated by external hosting service providers. 5 Within a
specific industry sector, sector-specific services  can be provided such that joint-venture project
services  and single-organisation services are provided identically  but from separate virtual server
systems. Hardware systems  
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storage to virtual computers under software control means 

that customers of the various services can reconfigure and 

upgrade their virtual computer-provided services with great 

speed and ease, provided capacity remains in the central 

resource pool.  Separation and abstraction of the CPU 

resources of the virtual servers from those of the real 

server means that a number of virtual servers providing 

user services can be created irrespective of the number of 

physical CPUs in the real server, providing great 

flexibility and cost-effectiveness.  Use of virtual disk 

and tape storage subsystems allows storage to be allocated 

to virtual servers which exceeds the amount of physical 

storage actually connected, allowing significant cost 

savings to the service operator which may be passed on to 

customers.  Use of advanced virtual disk and tape systems 

by the host real computer allows further consolidation of 

storage space, reduced costs, and enhanced performance, 

even though the operating systems and applications running 

on the virtual servers see virtual disks and do not require 

special software to be in place.  Operational costs to run 

and maintain server systems are significantly reduced due 

to economies of scale and the greater reliability of 

virtual server systems running on high-availability 

hardware with managed hardware and storage systems.  

Systems installation and configuration costs for services 

are significantly reduced owing to the virtualisation of 

the systems, the ability to replicate standard 

configurations for use by customers, and the ability to 

configure complex configurations of virtual servers and 

virtual networks under software control.  Start-up ventures 

requiring systems capacity do not need to purchase and 

5 

10 

15 

20 

25 

30 

capacity can be macro-managed to be able to cope with 10 average load levels and individual peaks,
to take into  account the projected utilisation level of the virtual  servers providing services, all with
significant cost  savings compared to prior art methods involving separate  hardware servers for each
application and/or customer. 15 Temporary customer requirements can be easily serviced  provided
capacity exists; when such requirements no longer  exist, the entire environment can be preserved for
future  activation. Customer's services running on virtual servers  can be simple in their configuration,
yet still take 20 advantage of the capacity, manageability and performance  benefits provided by
large-scale systems and storage  subsystems. Consolidation of multiple customer servers  onto one or
more large virtual servers does not require  capital outlay by the customer; the service provider 25
balances capacity and capital outlay using highly tuned  business processes for managing the virtual
hosting  business. Advanced network and host based security  intrusion detection systems can be run
without interfering with individual virtual servers, and without requiring  30 additional dedicated
intrusion detection hardware.  Prototype, development and test systems can be easily 3 JANUARY
2005 -51 cloned from production systems or vice versa, and do not  require provision of extra
dedicated hardware. Complex  configurations of servers together with security firewalls  can be
constructed very quickly in "virtual space", 5 allowing very high speed to market for complex
e-business  
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install capital hardware items; instead, services can be 

instantly provided on a pay-as-you-go basis.  Joint 

ventures can use separate virtual servers for their 

services, operated by external hosting service providers.  

Within a specific industry sector, sector-specific services 

can be provided such that joint-venture project services 

and single-organisation services are provided identically 

but from separate virtual server systems.  Hardware systems 

capacity can be macro-managed to be able to cope with 

average load levels and individual peaks, to take into 

account the projected utilisation level of the virtual 

servers providing services, all with significant cost 

savings compared to prior art methods involving separate 

hardware servers for each application and/or customer.  

Temporary customer requirements can be easily serviced 

provided capacity exists; when such requirements no longer 

exist, the entire environment can be preserved for future 

activation.  Customer's services running on virtual servers 

can be simple in their configuration, yet still take 

advantage of the capacity, manageability and performance 

benefits provided by large-scale systems and storage 

subsystems.  Consolidation of multiple customer servers 

onto one or more large virtual servers does not require 

capital outlay by the customer; the service provider 

balances capacity and capital outlay using highly tuned 

business processes for managing the virtual hosting 

business.  Advanced network and host based security 

intrusion detection systems can be run without interfering 

with individual virtual servers, and without requiring 

additional dedicated intrusion detection hardware.  

Prototype, development and test systems can be easily 
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systems. Future computer hardware and software  technologies may be used by the real hosting
computer  without detrimental impact or change to existing running  services and applications.
Services consisting of one or 10 more virtual servers may be checkpointed or shut down and
relocated onto other hosting systems or hosting providers  at very high speed for disaster recovery or
other purposes.  Advanced computer services involving learning neuro- computers may be provided to
a number of organisations. 15 Advanced neuro-computers may be used to simulate one or  more
virtual servers of a conventional type, allowing  future computer systems to execute legacy software
and  provide legacy services. 20 It should be borne in mind that at present if an  organisation wishes
for example to host an e-business  application online on the Internet, contact would initially have to be
made with a hosting service provider with  adequate rack space in a hosting centre. Eight weeks would
25 then typically be spent procuring and installing the customer-specific computer equipment and
bringing the  system up to a sufficiently fault-free operational state.  In contrast, in accordance with the
preferred embodiment,  once a specification for such infrastructure has been 30 determined by a
customer and passed to a provider, which  would typically be done on-line, an entirely equivalent 3
JANUARY 2005 -52 virtual system can be brought into being, entirely or semi- automatically, literally
within a matter of minutes or  less. 
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cloned from production systems or vice versa, and do not 

require provision of extra dedicated hardware.  Complex 

configurations of servers together with security firewalls 

can be constructed very quickly in "virtual space", 

allowing very high speed to market for complex e-business 

systems.  Future computer hardware and software 

technologies may be used by the real hosting computer 

without detrimental impact or change to existing running 

services and applications.  Services consisting of one or 

more virtual servers may be checkpointed or shut down and 

relocated onto other hosting systems or hosting providers 

at very high speed for disaster recovery or other purposes.  

Advanced computer services involving learning neuro-

computers may be provided to a number of organisations.  

Advanced neuro-computers may be used to simulate one or 

more virtual servers of a conventional type, allowing 

future computer systems to execute legacy software and 

provide legacy services. 
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It should be borne in mind that at present if an 

organisation wishes for example to host an e-business 

application online on the Internet, contact would initially 

have to be made with a hosting service provider with 

adequate rack space in a hosting centre.  Eight weeks would 

then typically be spent procuring and installing the 

customer-specific computer equipment and bringing the 

system up to a sufficiently fault-free operational state.  

In contrast, in accordance with the preferred embodiment, 

once a specification for such infrastructure has been 

determined by a customer and passed to a provider, which 

would typically be done on-line, an entirely equivalent 

5 It can be seen that service providers can provide  virtualised IT and e-business infrastructure
services which  almost entirely eliminate the need for customer  organisations to procure their own
physical IT server  infrastructure, either within their own offices, in the 10 offices of an IT outsourcing
company, or within an Internet  hosting service provider's offices, and instead make use of  virtualised
IT infrastructure delivered by a hosting  service provider. 15 Moreover, as mentioned above, the
service provider can  offer a total notional processor capacity, memory capacity  and a total storage
capacity to the totality of customers  which in each case may exceed the actual processor  capacity,
real memory capacity and real storage capacity 20 available in reliance on the fact that not all
customers  will use all of their allocated processor capacity, memory  capacity and storage capacity all
of the time. In  practice, the provider will monitor to ensure that the real  processor, memory or storage
capacity is not approached or 25 exceeded, perhaps taking measures to add further real  capacity if
needed. Embodiments of the present invention will now be  described by way of example with
reference to the 30 accompanying drawings, in which: 3 JANUARY 2005 -53 Fig. 1 shows
schematically a first example of a  physical system architecture for an embodiment of the  present
invention; and, 5 
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virtual system can be brought into being, entirely or semi-

automatically, literally within a matter of minutes or 

less. 

 

It can be seen that service providers can provide 

virtualised IT and e-business infrastructure services which 

almost entirely eliminate the need for customer 

organisations to procure their own physical IT server 

infrastructure, either within their own offices, in the 

offices of an IT outsourcing company, or within an Internet 

hosting service provider’s offices, and instead make use of 

virtualised IT infrastructure delivered by a hosting 

service provider. 
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 Moreover, as mentioned above, the service provider can 

offer a total notional processor capacity, memory capacity 

and a total storage capacity to the totality of customers 

which in each case may exceed the actual processor 

capacity, real memory capacity and real storage capacity 

available in reliance on the fact that not all customers 

will use all of their allocated processor capacity, memory 

capacity and storage capacity all of the time.  In 

practice, the provider will monitor to ensure that the real 

processor, memory or storage capacity is not approached or 

exceeded, perhaps taking measures to add further real 

capacity if needed. 

 

 Embodiments of the present invention will now be 

described by way of example with reference to the 

accompanying drawings, in which: 

Fig. 2 shows schematically an example of a logical  system architecture corresponding to the physical
system  architecture of Figure 1; 10 Fig. 3 shows schematically an example of an  alternative physical
system architecture for an embodiment  of the present invention. Fig. 4 shows schematically an
example of a virtual  15 apparatus arrangement for an embodiment of the present  invention; Fig. 5
shows schematically the connection of multiple  similar virtual server networks created on physically
20 separate real computers; Fig. 6 shows schematically another example of an  embodiment of the
present invention; 25 It is important to note that apparatus in accordance  with the preferred
embodiment of the present invention  takes on two distinct parts, physical and virtual. First, in the
physical world, apparatus comprising  30 computer rooms, power supplies, servers, storage
subsystems, network switches and other physical apparatus 3 JANUARY 2005 -54 building blocks is
assembled together to provide a high- performance computing platform with particular features  which
lends itself to high-performance virtualisation of  computers, storage and networks. 5 Secondly, using
the virtual machine, network and  storage technologies described previously, a series of  apparatus
are constructed in the "virtual world". 
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Fig. 1 shows schematically a first example of a 

physical system architecture for an embodiment of the 

present invention; and, 
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Fig. 2 shows schematically an example of a logical 

system architecture corresponding to the physical system 

architecture of Figure 1; 

 

Fig. 3 shows schematically an example of an 

alternative physical system architecture for an embodiment 

of the present invention. 

 

Fig. 4 shows schematically an example of a virtual 

apparatus arrangement for an embodiment of the present 

invention; 

 

Fig. 5 shows schematically the connection of multiple 

similar virtual server networks created on physically 

separate real computers; 

 

Fig. 6 shows schematically another example of an 

embodiment of the present invention; 

 

It is important to note that apparatus in accordance 

with the preferred embodiment of the present invention 

takes on two distinct parts, physical and virtual. 

 

First, in the physical world, apparatus comprising 

computer rooms, power supplies, servers, storage 

subsystems, network switches and other physical apparatus 

10 Though there are performance and capacity  considerations, it should be noted that in general the
actual configuration of the physical apparatus is not  dependent on the configuration of the virtual
apparatus or  vice versa. This unique property means that virtual 15 apparatus constructed on one
particular physical apparatus  type to deliver a service can be successfully relocated  onto different
physical apparatus of a different design or  scale without the need for physical reconfiguration or
patching as would conventionally be required. Once the 20 virtual hosting system is assembled,
subject to performance  and capacity constraints, in general any design of virtual  systems
configuration can be assembled on it. 25 Physical and Logical System Architectures Figure 1 shows
schematically an example of a physical  system architecture for an embodiment of the present
invention and illustrates the interrelationships between 30 hardware components. Figure 1 shows how
all services can  be delivered using a common virtual server infrastructure 3 JANUARY 2005 -55
architecture. The diagram illustrates use of the following  variations and enhancements: advanced
secondary virtual  disk and tape subsystems which employ physical memory  caching to optimise
throughput and reduce storage access 5 rotational latencies and seek times; use of hierarchical
storage systems to backup virtual servers; CPU/Memory  provision in real servers; control systems for
management  of the real computer and storage systems; and, security  intrusion detection. 
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building blocks is assembled together to provide a high-

performance computing platform with particular features 

which lends itself to high-performance virtualisation of 

computers, storage and networks. 
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Secondly, using the virtual machine, network and 

storage technologies described previously, a series of 

apparatus are constructed in the ”virtual world”. 

 

Though there are performance and capacity 

considerations, it should be noted that in general the 

actual configuration of the physical apparatus is not 

dependent on the configuration of the virtual apparatus or 

vice versa.  This unique property means that virtual 

apparatus constructed on one particular physical apparatus 

type to deliver a service can be successfully relocated 

onto different physical apparatus of a different design or 

scale without the need for physical reconfiguration or 

patching as would conventionally be required.  Once the 

virtual hosting system is assembled, subject to performance 

and capacity constraints, in general any design of virtual 

systems configuration can be assembled on it. 

 

 

Physical and Logical System Architectures 25 

30 

 

Figure 1 shows schematically an example of a physical 

system architecture for an embodiment of the present 

invention and illustrates the interrelationships between 

hardware components.  Figure 1 shows how all services can 

be delivered using a common virtual server infrastructure 

10 A computer room 60 is prepared with air-conditioning  and clean, redundant power. A similar
computer room 61 is  prepared in another building some miles or kilometres away.  Multiple
high-bandwidth fibre-optic communications links 15 are put in place between the computer rooms
60,61. Having  two computer rooms 60,61 and multiple hardware and  connection systems as
described below provides for disaster  recovery and resilience capabilities. 20 A large number of racks
of multi-processor servers 62,  or interconnected NUMA or ccNUMA massively parallel  computers 62,
which could contain, for example, up to 512  processors per computer, are configured with maximum
CPU  and memory configurations (for example 2 terabytes per 25 computer) and installed in each of
the computer rooms  60,61. Storage area network (e.g. Fibrechannel) and Local  Area Network (e.g.
Gigabit Ethernet or ATM) interface cards  are installed in each of the individual servers 62. Out-
of-band console management subsystems 63 are connected via 30 a real network 64 to allow start-up,
configuration,  control, monitoring and shutdown of the individual servers 3 JANUARY 2005 -56 62.
These various local area network and storage area  network connections and interface adapters are
fitted to  the computers in such a way as to ensure that the  Input/Output bandwidth is maximised and
that potential 5 performance bottlenecks are eliminated. This is done by  identifying the maximum
possible Input/Output bandwidth of  the main computers containing the processors, then,  
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architecture.  The diagram illustrates use of the following 

variations and enhancements:  advanced secondary virtual 

disk and tape subsystems which employ physical memory 

caching to optimise throughput and reduce storage access 

rotational latencies and seek times; use of hierarchical 

storage systems to backup virtual servers; CPU/Memory 

provision in real servers; control systems for management 

of the real computer and storage systems; and, security 

intrusion detection. 
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A computer room 60 is prepared with air-conditioning 

and clean, redundant power.  A similar computer room 61 is 

prepared in another building some miles or kilometres away.  

Multiple high-bandwidth fibre-optic communications links 

are put in place between the computer rooms 60,61.  Having 

two computer rooms 60,61 and multiple hardware and 

connection systems as described below provides for disaster 

recovery and resilience capabilities. 

 

A large number of racks of multi-processor servers 62, 

or interconnected NUMA or ccNUMA massively parallel 

computers 62, which could contain, for example, up to 512 

processors per computer, are configured with maximum CPU 

and memory configurations (for example 2 terabytes per 

computer) and installed in each of the computer rooms 

60,61.  Storage area network (e.g. Fibrechannel) and Local 

Area Network (e.g. Gigabit Ethernet or ATM) interface cards 

are installed in each of the individual servers 62.  Out-

of-band console management subsystems 63 are connected via 

a real network 64 to allow start-up, configuration, 

control, monitoring and shutdown of the individual servers 

depending on the system's architecture, installing a  plurality of interface cards such that the central 10
processors can drive data through those interfaces with the  maximum possible throughput and lowest
latency. These  interfaces are then coupled into the storage area network  which is provisioned with
sufficient bandwidth, which may  dictate a certain configuration of storage area network 15
switches/routers. In turn, these switches/routers are  coupled to virtual storage subsystems, to be
described  below, again with sufficient interfaces and connection  paths as to permit the highest
possible data throughput and lowest latency. 20 A number of virtual storage subsystems 65 are
configured to allow multiple real physical disks 66 to  emulate one or more arrays of virtual disks of
different  sizes, for example with a total size in excess of 5 25 terabytes and, in optimum
configurations, several hundred  terabytes of storage. These are installed in each of the  computer
rooms 60,61. Virtual robotic disk/tape subsystems  67 are configured to automatically migrate unused
data from  the virtual storage subsystems 65 through disk buffers to 30 real tape subsystems 68.
These are installed in each of  the computer rooms 60,61. Using the virtual storage and 3 JANUARY
2005 -57 virtual disk/tape subsystems 65,67, storage of all virtual  servers created in the real
computers 62 is automatically  backed up by the storage subsystems 65. 5 Storage Area Network
switches are installed in each of  
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62.  These various local area network and storage area 

network connections and interface adapters are fitted to 

the computers in such a way as to ensure that the 

Input/Output bandwidth is maximised and that potential 

performance bottlenecks are eliminated.  This is done by 

identifying the maximum possible Input/Output bandwidth of 

the main computers containing the processors, then, 

depending on the system’s architecture, installing a 

plurality of interface cards such that the central 

processors can drive data through those interfaces with the 

maximum possible throughput and lowest latency.  These 

interfaces are then coupled into the storage area network 

which is provisioned with sufficient bandwidth, which may 

dictate a certain configuration of storage area network 

switches/routers.  In turn, these switches/routers are 

coupled to virtual storage subsystems, to be described 

below, again with sufficient interfaces and connection 

paths as to permit the highest possible data throughput and 

lowest latency. 
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A number of virtual storage subsystems 65 are 

configured to allow multiple real physical disks 66 to 

emulate one or more arrays of virtual disks of different 

sizes, for example with a total size in excess of 5 

terabytes and, in optimum configurations, several hundred 

terabytes of storage.  These are installed in each of the 

computer rooms 60,61.  Virtual robotic disk/tape subsystems 

67 are configured to automatically migrate unused data from 

the virtual storage subsystems 65 through disk buffers to 

real tape subsystems 68.  These are installed in each of 

the computer rooms 60,61.  Using the virtual storage and 

the computer rooms 60,61 and the server 62, virtual storage  65 and virtual disk/tape subsystems 67
are connected to each other and the Storage Area Network switches using a  Storage Area Network
69. Cross-over connections between  10 the computer rooms 60,61 are also provided by the Storage
Area Network 69. Two or more high-speed network switches (e.g. Gigabit  Ethernet) 70 are installed in
each of the computer rooms 15 60,61 to carry customer traffic. The high-speed network  switches 70
are connected together via a real network 71  and to each of the individual real servers 62. Two or
more high-speed security firewall appliances 72  20 are installed in each of the computer rooms 60,61
and respectively connected to the real networks 71 to which the  high-speed network switches 70 are
connected. The firewall  appliances 72 are connected to one or more external  networks 100, which
might include the Internet, at high 25 speed (e.g. 2.4Gbps). Intrusion detection sensors 73 are
installed and connected to the high-speed network switches 70. The control consoles 63 are installed
and 30 interconnected with the various system components as  required to manage and control the
various system 3 JANUARY 2005 -58 components. As shown, the control consoles 63 may be
connected to a separate physical network 64 which connects  to the storage subsystems 65 and
servers 62 separately from  the network systems 69,70 that carry customer traffic. 5 
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virtual disk/tape subsystems 65,67, storage of all virtual 

servers created in the real computers 62 is automatically 

backed up by the storage subsystems 65. 

 

Storage Area Network switches are installed in each of 

the computer rooms 60,61 and the server 62, virtual storage 

65 and virtual disk/tape subsystems 67 are connected to 

each other and the Storage Area Network switches using a 

Storage Area Network 69.  Cross-over connections between 

the computer rooms 60,61 are also provided by the Storage 

Area Network 69. 
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Two or more high-speed network switches (e.g. Gigabit 

Ethernet) 70 are installed in each of the computer rooms 

60,61 to carry customer traffic.  The high-speed network 

switches 70 are connected together via a real network 71 

and to each of the individual real servers 62. 

 

Two or more high-speed security firewall appliances 72 

are installed in each of the computer rooms 60,61 and 

respectively connected to the real networks 71 to which the 

high-speed network switches 70 are connected.  The firewall 

appliances 72 are connected to one or more external 

networks 100, which might include the Internet, at high 

speed (e.g. 2.4Gbps).  Intrusion detection sensors 73 are 

installed and connected to the high-speed network switches 

70. 

 

The control consoles 63 are installed and 

interconnected with the various system components as 

required to manage and control the various system 

Referring now to Figure 2, there is shown  schematically an example of a logical system architecture
corresponding to the physical system architecture shown in  Figure 1 and the interrelationships of
hardware and 10 software modules. Figure 2 illustrates how all services  can be delivered using a
common virtual server  infrastructure. The diagram illustrates use of the  following variations and
enhancements: two levels of  storage virtualisation; advanced secondary virtual disk and 15 tape
subsystems; and, checkpointing, archiving and disaster  recovery of virtual servers using Storage Area
Networks. Referring now to Figure 2, virtual storage arrays 80  are configured to provide operating
system load and 20 page/swap space for the racks of servers and/or parallel  computers 62 in each of
the computer rooms 60,61 of Figure  1. Real Operating System software 81 is installed on the  server
systems 62 which use a virtual storage array 80,  such as a virtual disk and tape storage system 80,
as their 25 primary disk system. The server systems 62 are then  started and booted up. Virtual
machine operating software  82 is then installed on the server systems 62, together  with required
configuration and control software. In  optimised configurations, functions of the real operating 30
system 81 and virtual machine operating software 82 are  closely combined to optimise performance.
Resource 3 JANUARY 2005 -59 management and reporting systems are also installed and
configured. Pre-configured virtual servers 83 are then prepared  
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components.  As shown, the control consoles 63 may be 

connected to a separate physical network 64 which connects 

to the storage subsystems 65 and servers 62 separately from 

the network systems 69,70 that carry customer traffic. 
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Referring now to Figure 2, there is shown 

schematically an example of a logical system architecture 

corresponding to the physical system architecture shown in 

Figure 1 and the interrelationships of hardware and 

software modules.  Figure 2 illustrates how all services 

can be delivered using a common virtual server 

infrastructure.  The diagram illustrates use of the 

following variations and enhancements:  two levels of 

storage virtualisation; advanced secondary virtual disk and 

tape subsystems; and, checkpointing, archiving and disaster 

recovery of virtual servers using Storage Area Networks. 

 

Referring now to Figure 2, virtual storage arrays 80 

are configured to provide operating system load and 

page/swap space for the racks of servers and/or parallel 

computers 62 in each of the computer rooms 60,61 of Figure 

1.  Real Operating System software 81 is installed on the 

server systems 62 which use a virtual storage array 80, 

such as a virtual disk and tape storage system 80, as their 

primary disk system.  The server systems 62 are then 

started and booted up.  Virtual machine operating software 

82 is then installed on the server systems 62, together 

with required configuration and control software.  In 

optimised configurations, functions of the real operating 

system 81 and virtual machine operating software 82 are 

closely combined to optimise performance.  Resource 

5 and stored within configuration and virtual storage container files and include virtual machine
operating  systems 84 and application and/or server software 85 for  the different customers
A,B,C,D,E. A plurality of first- level virtual disks (B) within the virtual servers 83 are 10 stored as
second-level virtual disks. Second-level virtual  disk partitions or container files on the virtual disk and
tape storage systems 80 are attached to the real computer  operating systems 81 and virtual machine
software 82. The  virtual disk and tape storage systems 80 provide a further  15 level of virtualisation
by spreading data across real physical disks and tapes in a way which optimises  efficiency,
performance and capacity. Storage management  systems are configured when using two levels of
storage  virtualisation to cooperate with the virtual machine 20 operating software 82 to optimise
storage space efficiency,  utilisation and performance. Software interfaces to  customer-oriented
configuration, reporting, control and  management systems (not shown) are set up, which allow
customers to pay for, configure and set up interconnected 25 networks of virtual servers, optionally
using graphical  user interfaces. Scanning intrusion detection system  daemons are also preferably
started to automatically scan  all attached system storage for fingerprints of hostile or  malicious
software or attack patterns. 30 3 JANUARY 2005 -60 Alternative arrangements for the apparatus will
now be  described to illustrate the overall system architectures in  
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management and reporting systems are also installed and 

configured. 

 

Pre-configured virtual servers 83 are then prepared 

and stored within configuration and virtual storage 

container files and include virtual machine operating 

systems 84 and application and/or server software 85 for 

the different customers A,B,C,D,E.  A plurality of first-

level virtual disks (B) within the virtual servers 83 are 

stored as second-level virtual disks.  Second-level virtual 

disk partitions or container files on the virtual disk and 

tape storage systems 80 are attached to the real computer 

operating systems 81 and virtual machine software 82.  The 

virtual disk and tape storage systems 80 provide a further 

level of virtualisation by spreading data across real 

physical disks and tapes in a way which optimises 

efficiency, performance and capacity.  Storage management 

systems are configured when using two levels of storage 

virtualisation to cooperate with the virtual machine 

operating software 82 to optimise storage space efficiency, 

utilisation and performance.  Software interfaces to 

customer-oriented configuration, reporting, control and 

management systems (not shown) are set up, which allow 

customers to pay for, configure and set up interconnected 

networks of virtual servers, optionally using graphical 

user interfaces.  Scanning intrusion detection system 

daemons are also preferably started to automatically scan 

all attached system storage for fingerprints of hostile or 

malicious software or attack patterns. 
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terms of more specific components. 5 Example Physical Apparatus Design 1: This design for the
physical apparatus is based, for  illustrative purposes, on construction of the physical 10 apparatus
using public prior art technology building blocks  from IBM and VMware which are commercially
available. A computer room is prepared with air conditioning and  clean, redundant three-phase power
supplies (three phase 15 power typically being required for larger storage  subsystems). A similar
computer room is constructed some  distance away, within the limitations of the storage area  network
interconnection systems 20 Referring now to Figure 3, a standard 19 inch (approx.  48cm) width
industrial equipment rack is prepared and four  IBM Netfinity x370 servers A1,B1,C1,D1 configured
with eight Pentium III Xeon 933MHz 2MB cache processors and 4GB  main memory (expandable to
32GB) are installed. No local  25 disk storage is installed within the servers. Ultra-fast Wide SCSI
adapter cards A2,B2,C2,D2 are fitted into each of  the servers, together with two Fibrechannel
adapters  A3/A4,B3/B4,C3/C4,D3/D4. The two Ultra-wide SCSI channels  per system are used
primarily for system booting and other 30 system management storage purposes. The two
Fibrechannel  adapters per system are used primarily for the purpose of 3 JANUARY 2005 -61
connecting storage which will eventually be used by the  virtual machines to be hosted on the servers.
More than one Fibrechannel interface is provided to  
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Alternative arrangements for the apparatus will now be 

described to illustrate the overall system architectures in 

terms of more specific components. 

 

 5 

Example Physical Apparatus Design 1: 

 

This design for the physical apparatus is based, for 

illustrative purposes, on construction of the physical 

apparatus using public prior art technology building blocks 

from IBM and VMware which are commercially available. 
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A computer room is prepared with air conditioning and 

clean, redundant three-phase power supplies (three phase 

power typically being required for larger storage 

subsystems).  A similar computer room is constructed some 

distance away, within the limitations of the storage area 

network interconnection systems 

 

Referring now to Figure 3, a standard 19 inch (approx. 

48cm) width industrial equipment rack is prepared and four 

IBM Netfinity x370 servers A1,B1,C1,D1 configured with 

eight Pentium III Xeon 933MHz 2MB cache processors and 4GB 

main memory (expandable to 32GB) are installed.  No local 

disk storage is installed within the servers.  Ultra-fast 

Wide SCSI adapter cards A2,B2,C2,D2 are fitted into each of 

the servers, together with two Fibrechannel adapters 

A3/A4,B3/B4,C3/C4,D3/D4.  The two Ultra-wide SCSI channels 

per system are used primarily for system booting and other 

system management storage purposes.  The two Fibrechannel 

adapters per system are used primarily for the purpose of 

5 maximise the Input/Output throughput of the system. Assuming the systems Peripheral Component
Interconnect  (PCI) bus runs at 66 MHz and is 64 bits wide, the maximum  burst transfer rate on a
single PCI bus is 528  Mbytes/second, whereas the peak burst Input/Output 10 throughput of the
Fibrechannel connection is 100  Mbytes/second. The keyboard/video/mouse console connections for
the  four systems are connected directly to keyboards, monitors 15 or mice directly, via a
Keyboard/Video/Mouse switch, or via  an advanced system management PCI adapter card. At least
two Gigabit Ethernet PCI cards are fitted to each server,  one A10,B10,C10,D10) for primary network
connections between virtual machines and external networks which link  20 to customers, the other for
service management purposes. The storage subsystem part of the apparatus is  constructed using an
IBM Enterprise Storage System F20  storage array 14, which is fully configured with arrays of 25 36GB
disks 15, eight Fibrechannel adapters and  interconnects A6/A7,B6/B7,C6/C7,D6/D7, and two
dual-port  SCSI adapters and interconnects A5,B5,C5,D5, used for  provisioning of main virtual
machine disk storage and  system booting/management respectively. An additional SCSI 30 adapter
and interconnect 18 and pair of Fibrechannel  adapters and interconnects 19,20 is used for a further 3
JANUARY 2005 -62 systems management server which can be connected to robotic  tape backup
systems 17 by Fibrechannel or ESCON  interconnects 13 to provide disk storage backup to tape.  
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connecting storage which will eventually be used by the 

virtual machines to be hosted on the servers. 

 

More than one Fibrechannel interface is provided to 

maximise the Input/Output throughput of the system.  

Assuming the systems Peripheral Component Interconnect 

(PCI) bus runs at 66 MHz and is 64 bits wide, the maximum 

burst transfer rate on a single PCI bus is 528 

Mbytes/second, whereas the peak burst Input/Output 

throughput of the Fibrechannel connection is 100 

Mbytes/second. 
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The keyboard/video/mouse console connections for the 

four systems are connected directly to keyboards, monitors 

or mice directly, via a Keyboard/Video/Mouse switch, or via 

an advanced system management PCI adapter card.  At least 

two Gigabit Ethernet PCI cards are fitted to each server, 

one A10,B10,C10,D10) for primary network connections 

between virtual machines and external networks which link 

to customers, the other for service management purposes. 

 

The storage subsystem part of the apparatus is 

constructed using an IBM Enterprise Storage System F20 

storage array 14, which is fully configured with arrays of 

36GB disks 15, eight Fibrechannel adapters and 

interconnects A6/A7,B6/B7,C6/C7,D6/D7, and two dual-port 

SCSI adapters and interconnects A5,B5,C5,D5, used for 

provisioning of main virtual machine disk storage and 

system booting/management respectively.  An additional SCSI 

adapter and interconnect 18 and pair of Fibrechannel 

adapters and interconnects 19,20 is used for a further 

Finally, two proprietary IBM ESCON connections 16 are used 5 to link the storage array 14 to a
second storage array at  another location to allow a mirror copy of availability- critical information to be
kept. The IBM ESS 14 is  provided with the maximum amount of physical memory cache  to optimise
disk performance. Currently the maximum is 10 32GB, and the disks for virtual machine data storage
are  configured as RAID-5 arrays at the current maximum size,  limited by the IBM ESS 14, of 224GB.
The IBM ESS 14 is configured to provide 2 terabytes of  15 storage on average to each of the four
connected x370 processing servers, as five 224GB Fibrechannel direct- connected virtual disks per
each of the two Fibrechannel  interfaces, plus a further four system disks of 18GB  provided to each of
the four connected servers via the SCSI 20 interfaces. In this configuration, the IBM x370 servers
A1,B1,C1,D1 "see" single SCSI or Fibrechannel disks;  whereas the IBM ESS storage array 14
virtualises the  internal disks which are arranged as RAID arrays for  performance and reliability, and
connected via a large 25 memory cache. This relieves the operating system kernel  running on each of
the x370 servers A1,B1,C1,D1 of having  to manage a RAID disk system or provide memory cache.
The primary Gigabit Ethernet interfaces on the four  30 IBM x370 servers A1,B1,C1,D1 are connected
to a high-speed Gigabit Ethernet switch 2 (such as those manufactured by 3 JANUARY 2005 -63
Cisco). The secondary Gigabit Ethernet interfaces on the  four IBM x370 servers A1,B1,C1,D1 are
connected to a second  
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systems management server which can be connected to robotic 

tape backup systems 17 by Fibrechannel or ESCON 

interconnects 13 to provide disk storage backup to tape.  

Finally, two proprietary IBM ESCON connections 16 are used 

to link the storage array 14 to a second storage array at 

another location to allow a mirror copy of availability-

critical information to be kept.  The IBM ESS 14 is 

provided with the maximum amount of physical memory cache 

to optimise disk performance.  Currently the maximum is 

32GB, and the disks for virtual machine data storage are 

configured as RAID-5 arrays at the current maximum size, 

limited by the IBM ESS 14, of 224GB. 
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The IBM ESS 14 is configured to provide 2 terabytes of 

storage on average to each of the four connected x370 

processing servers, as five 224GB Fibrechannel direct-

connected virtual disks per each of the two Fibrechannel 

interfaces, plus a further four system disks of 18GB 

provided to each of the four connected servers via the SCSI 

interfaces.  In this configuration, the IBM x370 servers 

A1,B1,C1,D1 "see" single SCSI or Fibrechannel disks; 

whereas the IBM ESS storage array 14 virtualises the 

internal disks which are arranged as RAID arrays for 

performance and reliability, and connected via a large 

memory cache.  This relieves the operating system kernel 

running on each of the x370 servers A1,B1,C1,D1 of having 

to manage a RAID disk system or provide memory cache. 

 

The primary Gigabit Ethernet interfaces on the four 

IBM x370 servers A1,B1,C1,D1 are connected to a high-speed 

Gigabit Ethernet switch 2 (such as those manufactured by 

high-speed Gigabit Ethernet switch 3 for systems management  purposes. These two switches 2,3 are
not connected 5 together. An Ethernet port 10 of the IBM ESS storage array 14,  the separate storage
systems management server 5, the ESS  console computer 4 (a separate workstation running 10
Microsoft Windows NT and special systems management  software), other systems provisioning and
management  systems 7,8,9, and local area network 6, are also connected to the second Gigabit
Ethernet switch 3. 15 A second physical apparatus of the type described  above located in a
geographically separate location can be  constructed and interconnected with the first, for example  by
means of Gigabit Ethernet and IBM ESCON. 20 Once the physical apparatus is assembled, the base
operating software of each of the various network and  storage devices is loaded and configured to
present the  network and storage facilities as described above, though  at this stage the IBM x370
servers need not be started. 25 Then, to create the virtual machine environments, VMware  ESX
software is loaded onto one of the x370 servers and  installed on the 18GB system disk provisioned to
it by the  IBM ESS. Once installed, the VMware software is started  and virtual machines and virtual
networks can then be 30 configured manually or automatically by means of online  configuration tools
to provide virtual machine environments 3 JANUARY 2005 -64 to meet customer requirements. This
system image can be  copied for use by the other IBM x370 servers, using for  
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Cisco).  The secondary Gigabit Ethernet interfaces on the 

four IBM x370 servers A1,B1,C1,D1 are connected to a second 

high-speed Gigabit Ethernet switch 3 for systems management 

purposes.  These two switches 2,3 are not connected 

together. 5 

10 

15 

20 

25 

30 

 

An Ethernet port 10 of the IBM ESS storage array 14, 

the separate storage systems management server 5, the ESS 

console computer 4 (a separate workstation running 

Microsoft Windows NT and special systems management 

software), other systems provisioning and management 

systems 7,8,9, and local area network 6, are also connected 

to the second Gigabit Ethernet switch 3. 

 

A second physical apparatus of the type described 

above located in a geographically separate location can be 

constructed and interconnected with the first, for example 

by means of Gigabit Ethernet and IBM ESCON. 

 

Once the physical apparatus is assembled, the base 

operating software of each of the various network and 

storage devices is loaded and configured to present the 

network and storage facilities as described above, though 

at this stage the IBM x370 servers need not be started.  

Then, to create the virtual machine environments, VMware 

ESX software is loaded onto one of the x370 servers and 

installed on the 18GB system disk provisioned to it by the 

IBM ESS.  Once installed, the VMware software is started 

and virtual machines and virtual networks can then be 

configured manually or automatically by means of online 

configuration tools to provide virtual machine environments 

example FlashCopy facilities provided on the IBM ESS,  allowing the further servers to be started. 5
Once the system is started and customer virtual  machines are being created and utilised as discussed
further below, a number of systems management and  performance software tools can be used to
optimise overall 10 systems performance in a way which would be prohibitive  from a manpower
perspective on smaller systems. For  example, facilities provided by the IBM ESS allow disk  storage
capacity and performance to be managed pro-actively  using a single management console and
performance 15 bottlenecks eliminated. Example Physical Apparatus Design 2: 20 In this design, the
apparatus is assembled much as in  design 1 described above except that the four IBM x370  servers
are replaced by a single NUMA massively parallel  server, such as an IBM x430 64 processor server,
or similar  server of similar or greater processing capacity available 25 from other hardware
manufacturers. This has the advantage  of allowing a single hosting system image to be used, which
simplifies storage management and systems management  significantly, thereby reducing operating
costs. This  massively parallel server is connected to the storage 30 subsystem by multiple
Fibrechannel or IBM ESCON interfaces  to provide very high Input/Output bandwidth between the 3
JANUARY 2005 -65 server and the storage subsystem. An enhancement could  include the use of
multiple storage subsystems connected  
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to meet customer requirements.  This system image can be 

copied for use by the other IBM x370 servers, using for 

example FlashCopy facilities provided on the IBM ESS, 

allowing the further servers to be started. 

 5 

10 

15 

Once the system is started and customer virtual 

machines are being created and utilised as discussed 

further below, a number of systems management and 

performance software tools can be used to optimise overall 

systems performance in a way which would be prohibitive 

from a manpower perspective on smaller systems.  For 

example, facilities provided by the IBM ESS allow disk 

storage capacity and performance to be managed pro-actively 

using a single management console and performance 

bottlenecks eliminated. 

 

 

Example Physical Apparatus Design 2: 

 

In this design, the apparatus is assembled much as in 

design 1 described above except that the four IBM x370 

servers are replaced by a single NUMA massively parallel 

server, such as an IBM x430 64 processor server, or similar 

server of similar or greater processing capacity available 

from other hardware manufacturers.  This has the advantage 

of allowing a single hosting system image to be used, which 

simplifies storage management and systems management 

significantly, thereby reducing operating costs.  This 

massively parallel server is connected to the storage 

subsystem by multiple Fibrechannel or IBM ESCON interfaces 

to provide very high Input/Output bandwidth between the 

20 

25 

30 

via a very high bandwidth Storage Area Network employing  Storage Area Network Fibrechannel
switches. Clearly the 5 operating system kernel and the virtual machine software  will need to be
designed to operate properly on a machine  of different physical architecture and make use of Storage
Area Networks, though as stated previously, the configurations of virtual systems apparatus which are
10 possible are unaffected. Example Physical Apparatus Design 3: 15 In this design, a very basic
configuration is  described, which is suitable for only small scale hosting  work and which may not
deliver the significant economy-of- scale benefits in terms of floor space, systems capacity,  and
especially systems management and support as the more 20 complex designs described above. A
physical operating environment comprising floor  space, power, and air conditioning is prepared. A
single  4-way processor server (such as a Dell Poweredge 6400) is 25 configured with 4GB of physical
memory, a split 4x2 disk  backplane, internal RAID controller, eight 36GB disks, and  two Gigabit
Ethernet network adapter cards, one for  connection to the customer via a network, the other for
connection to a systems management network. 30 3 JANUARY 2005 -66 VMware ESX software is
loaded onto the server to  create the virtual machine environments. Once installed,  the VMware
software is started and virtual machines and  virtual networks can then be configured manually or 
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server and the storage subsystem.  An enhancement could 

include the use of multiple storage subsystems connected 

via a very high bandwidth Storage Area Network employing 

Storage Area Network Fibrechannel switches.  Clearly the 

operating system kernel and the virtual machine software 

will need to be designed to operate properly on a machine 

of different physical architecture and make use of Storage 

Area Networks, though as stated previously, the 

configurations of virtual systems apparatus which are 

possible are unaffected. 

5 

10 

 

 

Example Physical Apparatus Design 3: 

 

In this design, a very basic configuration is 

described, which is suitable for only small scale hosting 

work and which may not deliver the significant economy-of-

scale benefits in terms of floor space, systems capacity, 

and especially systems management and support as the more 

complex designs described above. 
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A physical operating environment comprising floor 

space, power, and air conditioning is prepared.  A single 

4-way processor server (such as a Dell Poweredge 6400) is 

configured with 4GB of physical memory, a split 4x2 disk 

backplane, internal RAID controller, eight 36GB disks, and 

two Gigabit Ethernet network adapter cards, one for 

connection to the customer via a network, the other for 

connection to a systems management network. 

 

5 automatically by means of online configuration tools to  provide virtual machine environments to
meet customer  requirements. 10 "Virtual Apparatus" Construction Reference is now made to Figure 4
which shows  schematically an example of a virtual apparatus for an  embodiment of the present
invention. The example shown in 15 Figure 4 makes use of virtual networks within a real  server,
virtual security firewalls, embedded virtual  private networks, and security intrusion detection. One or
more virtual servers VSA (two being shown in  20 Figure 1) are created for a first customer A within a
real computer 30 using virtual machine software. Software  system management programs are used to
control  configurations within the virtual machine software. A  first virtual network VNA for the first
customer A is 25 created inside the real computer 30 to which customer A's  virtual servers VSA are
connected by means of the virtual  machine software. A further virtual server 31 is created  on which
an operating system and intrusion detection software system is installed, the further virtual server 31
30 also being connected to the first virtual network VNA. 3 JANUARY 2005 -67 A yet further virtual
server 32 is created having two  virtual network interfaces 33,34. One interface 33  connects to
customer A's virtual network VNA. The other  interface 34 connects to a virtual "super" network 35
which 5 also attaches to one of the real network interfaces of the  real computer 30 which in turn is
physically connected to a  
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VMware ESX software is loaded onto the server to 

create the virtual machine environments.  Once installed, 

the VMware software is started and virtual machines and 

virtual networks can then be configured manually or 

automatically by means of online configuration tools to 

provide virtual machine environments to meet customer 

requirements. 

5 

 

 

”Virtual Apparatus” Construction 10 

15 

20 

25 

30 

 
Reference is now made to Figure 4 which shows 

schematically an example of a virtual apparatus for an 

embodiment of the present invention.  The example shown in 

Figure 4 makes use of virtual networks within a real 

server, virtual security firewalls, embedded virtual 

private networks, and security intrusion detection.

 

One or more virtual servers VSA (two being shown in 

Figure 1) are created for a first customer A within a real 

computer 30 using virtual machine software.  Software 

system management programs are used to control 

configurations within the virtual machine software.  A 

first virtual network VNA for the first customer A is 

created inside the real computer 30 to which customer A's 

virtual servers VSA are connected by means of the virtual 

machine software.  A further virtual server 31 is created 

on which an operating system and intrusion detection 

software system is installed, the further virtual server 31 

also being connected to the first virtual network VNA. 

(potentially insecure) external network (such as the  Internet) 100. Customer A's real local area
network LANA  connects to the external network 100 via a server 36 10 running firewall and virtual
private network software.  Firewall operating systems and software are installed on  the virtual server
32 and software is programmed with  required access and logging rules. Virtual Private Network
software is also installed on the firewall virtual server 15 32 and connections programmed to connect
the customer's  network LANA to the virtual network VNA via an encrypted  secure channel. Thus, only
customer A can access customer  A's virtual network VNA and virtual servers VSA. As  mentioned,
customer A will typically have a hardware 20 firewall system running firewall and Virtual Private
Network software on the real server 36 interposed between  customer A's network LANA and the
external network 100.  Customer A's individual workstations WSA are shown connected  to customer
A's network LANA. An intrusion detection system 25 37 is preferably installed between the external
network 100  and the real host computer 30. Unless the virtual servers VSA have been previously
pre-loaded with software, operating system software and  30 applications are installed onto the virtual
servers. 3 JANUARY 2005 -68 Once the systems described above are built, the  arrangement appears
to customer A's organisation entirely  as if the virtual servers VSA and applications and data on 5 them
are running on conventional physical hardware and  directly connected into customer A's network
LANA, as  
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A yet further virtual server 32 is created having two 

virtual network interfaces 33,34.  One interface 33 

connects to customer A's virtual network VNA.  The other 

interface 34 connects to a virtual "super" network 35 which 

also attaches to one of the real network interfaces of the 

real computer 30 which in turn is physically connected to a 

(potentially insecure) external network (such as the 

Internet) 100.  Customer A's real local area network LAN
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A 

connects to the external network 100 via a server 36 

running firewall and virtual private network software.  

Firewall operating systems and software are installed on 

the virtual server 32 and software is programmed with 

required access and logging rules.  Virtual Private Network 

software is also installed on the firewall virtual server 

32 and connections programmed to connect the customer’s 

network LANA to the virtual network VNA via an encrypted 

secure channel.  Thus, only customer A can access customer 

A's virtual network VNA and virtual servers VSA.  As 

mentioned, customer A will typically have a hardware 

firewall system running firewall and Virtual Private 

Network software on the real server 36 interposed between 

customer A's network LANA and the external network 100.  

Customer A's individual workstations WSA are shown connected 

to customer A's network LANA.  An intrusion detection system 

37 is preferably installed between the external network 100 

and the real host computer 30. 

 

Unless the virtual servers VSA have been previously 

pre-loaded with software, operating system software and 

applications are installed onto the virtual servers. 

indicated schematically in Figure 4 by a dotted line. The same process can be repeated for additional,
10 unconnected customers B and C and the joint venture JV, as  indicated schematically in Figure 4.
Figure 5 shows schematically how multiple similar  virtual server networks created on physically
separate (and 15 possibly geographically distant) real computers 30,30' can  be interconnected using
virtual private network technology.  As will be understood from Figure 5, a first real computer  30 is set
up as described above with reference to Figure 4  to provide virtual networks VN with virtual servers
VS for 20 plural customers A,B,C,JV. The virtual "super" network 35  of the first real computer 30 is
connected via the external  network 100 to a virtual "super" network 35' of a second  real computer 30'
that is set up in a corresponding manner  to provide a second set of virtual networks VN' with 25 virtual
servers VS' for the plural customers A,B,C,JV.  Each customer's virtual servers VS,VS' appear to the
customer as if they are on the same (real) network. A  large number of other customers' systems can
be similarly  constructed in virtual space to share the same hardware  30 systems. 3 JANUARY 2005
-69 It will be appreciated that different configurations  for the virtual servers, virtual networks, virtual
operating systems and virtual firewalls, etc., may be used 5 according to different customers'
requirements. An example of a Web hosting configuration which can  provide services to a broad
customer base is illustrated  
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Once the systems described above are built, the 

arrangement appears to customer A's organisation entirely 

as if the virtual servers VSA and applications and data on 

them are running on conventional physical hardware and 

directly connected into customer A's network LAN
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A, as 

indicated schematically in Figure 4 by a dotted line. 

 

The same process can be repeated for additional, 

unconnected customers B and C and the joint venture JV, as 

indicated schematically in Figure 4. 

 

Figure 5 shows schematically how multiple similar 

virtual server networks created on physically separate (and 

possibly geographically distant) real computers 30,30' can 

be interconnected using virtual private network technology.  

As will be understood from Figure 5, a first real computer 

30 is set up as described above with reference to Figure 4 

to provide virtual networks VN with virtual servers VS for 

plural customers A,B,C,JV.  The virtual "super" network 35 

of the first real computer 30 is connected via the external 

network 100 to a virtual "super" network 35' of a second 

real computer 30' that is set up in a corresponding manner 

to provide a second set of virtual networks VN' with 

virtual servers VS' for the plural customers A,B,C,JV.  

Each customer's virtual servers VS,VS' appear to the 

customer as if they are on the same (real) network.  A 

large number of other customers' systems can be similarly 

constructed in virtual space to share the same hardware 

systems. 

schematically in Figure 6. Services that can be delivered 10 through this arrangement include
"intellectual property"  and streaming media services, simple Web hosting services,  and complex
e-commerce Web hosting services. The example  shown makes use of virtual networks within the real
server;  virtual security firewalls, including virtual multi-port 15 firewalls; and, security intrusion
detection. The example  shown can in particular provide security-protected  transactional Web
services to a large number of users on an  external network, in addition to providing secure virtual
private network connections to the customer who "owns" the 20 e-commerce system hosted on the
real computer 30. In the particular example of a complex Web hosting  system shown in Figure 6, for a
first customer A, a two- port security firewall is created by creating a virtual 25 server 120 having two
virtual network connections 121,122  and on which a firewall operating system and firewall  software is
installed. One port 121 is connected to the  "super" virtual network 35 which connects to a real
external network interface 100. The other port 122 is 30 connected to a first virtual network 123
(DMZ1) commonly 3 JANUARY 2005 -70 referred to by practitioners in the art as a "De-Militarised
Zone" or "DMZ". A two-port Webserver is created by creating a virtual  5 server 124 with two virtual
network ports 125,126 and on which an operating system and Web server software is  installed. One
port 125 is connected to the first virtual  network 123 (DMZ1) and the other port 126 is connected to a  
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It will be appreciated that different configurations 

for the virtual servers, virtual networks, virtual 

operating systems and virtual firewalls, etc., may be used 

according to different customers’ requirements. 5 

10 

15 

20 

25 

30 

 

An example of a Web hosting configuration which can 

provide services to a broad customer base is illustrated 

schematically in Figure 6.  Services that can be delivered 

through this arrangement include "intellectual property" 

and streaming media services, simple Web hosting services, 

and complex e-commerce Web hosting services.  The example 

shown makes use of virtual networks within the real server; 

virtual security firewalls, including virtual multi-port 

firewalls; and, security intrusion detection.  The example 

shown can in particular provide security-protected 

transactional Web services to a large number of users on an 

external network, in addition to providing secure virtual 

private network connections to the customer who "owns" the 

e-commerce system hosted on the real computer 30. 

 

In the particular example of a complex Web hosting 

system shown in Figure 6, for a first customer A, a two-

port security firewall is created by creating a virtual 

server 120 having two virtual network connections 121,122 

and on which a firewall operating system and firewall 

software is installed.  One port 121 is connected to the 

"super" virtual network 35 which connects to a real 

external network interface 100.  The other port 122 is 

connected to a first virtual network 123 (DMZ1) commonly 

second virtual network 127 (DMZ2) within the real computer  10 30. A four port firewall is created by
creating a further  virtual server 128 having four virtual network connections  129,130,131,132 and on
which firewall operating system and  15 firewall software is installed. A first port 129 is connected to
the first virtual network 123 (DMZ1), a second  port 130 is connected to second virtual network 127
(DMZ2),  and the further two ports 131,132 are each connected to separately created virtual networks
133,134 which 20 respectively connect to one of two further virtual servers  135,136 which are created
within the real computer 30. One  of the further virtual servers 135 is configured with an  operating
system and loaded with application software. The  other further virtual server 136 is configured with an
25 operating system and loaded with database management system  software. Virtual disks 140 are
attached to the virtual  servers of the sizes required by the customer or the  application. 3 JANUARY
2005 -71 Customer A's e-commerce application system and data  are then loaded and configured on
the virtual Web server  124, application server 135 and database server 136 as is  conventional in
e-commerce systems, and firewall rules set 5 up to allow only communications essential to the normal
functioning of the application. A yet further virtual  server 137 is created on which intrusion detection
software  system is installed, the further virtual server 137 also  being connected to the first virtual
network 123 (DMZ1). 
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referred to by practitioners in the art as a 

"De-Militarised Zone" or "DMZ". 

 

A two-port Webserver is created by creating a virtual 

server 124 with two virtual network ports 125,126 and on 

which an operating system and Web server software is 

installed.  One port 125 is connected to the first virtual 

network 123 (DMZ1) and the other port 126 is connected to a 

second virtual network 127 (DMZ2) within the real computer 

30. 
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A four port firewall is created by creating a further 

virtual server 128 having four virtual network connections 

129,130,131,132 and on which firewall operating system and 

firewall software is installed.  A first port 129 is 

connected to the first virtual network 123 (DMZ1), a second 

port 130 is connected to second virtual network 127 (DMZ2), 

and the further two ports 131,132 are each connected to 

separately created virtual networks 133,134 which 

respectively connect to one of two further virtual servers 

135,136 which are created within the real computer 30.  One 

of the further virtual servers 135 is configured with an 

operating system and loaded with application software.  The 

other further virtual server 136 is configured with an 

operating system and loaded with database management system 

software.  Virtual disks 140 are attached to the virtual 

servers of the sizes required by the customer or the 

application. 

10 Virtual private network connections may be made to  conventional servers on customer A's
networks or to  additional virtual server networks in the manner described  above. 15 The system
appears to users X and Y of the service and  the customer A as a "complex Web" hosting system
constructed out of discrete physical servers and firewalls. 20 A large number of other customers' Web
hosting and  e-commerce systems can be similarly constructed in virtual  space to share the same
hardware systems as shown  schematically in Figure 6 for further customers B and C,  each of whom
may require very different arrangements, 25 configurations and capacities of virtual server, firewall,
disk and network apparatus. Further enhancements may be made using one or more of  the variations
and enhancements discussed above. For 30 example, configuration of virtual servers can be
performed  by the customer using a Web-based system configurator; 3 JANUARY 2005 -72 resource
management and charge-back of usage to customers  may be automatic; if one hardware system fails
or becomes  overloaded, systems can be checkpointed using virtual machine software and restarted
on other hardware; using  5 hardware hot-swap features, additional hardware can be  installed and old
hardware removed while virtual servers  are running; multiple layers of guest virtual server may be
employed, whereby virtual servers are created inside other  
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Customer A’s e-commerce application system and data 

are then loaded and configured on the virtual Web server 

124, application server 135 and database server 136 as is 

conventional in e-commerce systems, and firewall rules set 

up to allow only communications essential to the normal 

functioning of the application.  A yet further virtual 

server 137 is created on which intrusion detection software 

system is installed, the further virtual server 137 also 

being connected to the first virtual network 123 (DMZ1). 
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Virtual private network connections may be made to 

conventional servers on customer A’s networks or to 

additional virtual server networks in the manner described 

above. 

 

The system appears to users X and Y of the service and 

the customer A as a "complex Web" hosting system 

constructed out of discrete physical servers and firewalls. 

 

A large number of other customers’ Web hosting and 

e-commerce systems can be similarly constructed in virtual 

space to share the same hardware systems as shown 

schematically in Figure 6 for further customers B and C, 

each of whom may require very different arrangements, 

configurations and capacities of virtual server, firewall, 

disk and network apparatus. 

 

Further enhancements may be made using one or more of 

the variations and enhancements discussed above.  For 

example, configuration of virtual servers can be performed 

by the customer using a Web-based system configurator; 

virtual servers, for added functionality or security 10 isolation. Embodiments of the present invention
have been  described with particular reference to the examples  illustrated. However, it will be
appreciated that 15 variations and modifications may be made to the examples  described within the
scope of the present invention. For  example, it may be desirable to provide for a "tunnel"  between
two real physical machines in order to allow for  direct communication along a back-channel between
one 20 virtual machine running on one of the physical machines and  another virtual machine running
on the other of the  physical machines. 3 JANUARY 2005 -73 CLAIMS 1. Apparatus providing one or
more computer services for  a plurality of customers (A,B,C), the apparatus comprising  5 a real
computer (30) on which is set up plural virtual machines (VS), each virtual machine (VS) having an
operating system running thereon, there being at least one  virtual machine (VS) for each of said
customers (A,B,C)  that is set up at the request of each of said customers 10 (A,B,C) and that has a
specification specified by and  configurable by the respective customer (A,B,C). 2. Apparatus
according to claim 1, wherein at least one  of said virtual machines (VS) provides at least a virtual  15
central processor unit. 3. Apparatus according to claim 1 or claim 2, wherein at  least one of said
virtual machines (VS) is created using a  
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resource management and charge-back of usage to customers 

may be automatic; if one hardware system fails or becomes 

overloaded, systems can be checkpointed using virtual 

machine software and restarted on other hardware; using 

hardware hot-swap features, additional hardware can be 

installed and old hardware removed while virtual servers 

are running; multiple layers of guest virtual server may be 

employed, whereby virtual servers are created inside other 

virtual servers, for added functionality or security 

isolation. 
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 Embodiments of the present invention have been 

described with particular reference to the examples 

illustrated.  However, it will be appreciated that 

variations and modifications may be made to the examples 

described within the scope of the present invention.  For 

example, it may be desirable to provide for a “tunnel” 

between two real physical machines in order to allow for 

direct communication along a back-channel between one 

virtual machine running on one of the physical machines and 

another virtual machine running on the other of the 

physical machines. 

virtual machine abstraction program. 20 4. Apparatus according to any of claims 1 to 3, wherein  at
least one of said virtual machines (VS) is created using  machine simulation/emulation software. 25 5.
Apparatus according to any of claims 1 to 4, wherein  plural virtual machines (VS) are set up within the
real  computer (30) for at least one of said customers (A,B,C). 6. Apparatus according to any of claims
1 to 5, wherein  30 the or each virtual machine (VS) for at least one of said customers (A,B,C) is
connected to a virtual network (VN)  set up for said at least one customer (A,B,C) within the  real
computer (30). 3 JANUARY 2005 -74 7. Apparatus according to claim 6, comprising a virtual  intrusion
detection device (31) for detecting an attack on  the virtual network (VN). 5 8. Apparatus according to
any of claims 1 to 7, wherein  at least one virtual machine (VS) is connected to a virtual  firewall (32)
that is connectable to an external network  (100) to which customers (A,B,C) and/or other users can
connect such that access to said at least one virtual 10 machine (VS) by a customer (A,B,C) or other
user via a said  external network (100) can only take place through a  virtual firewall (32). 9. Apparatus
according to any of claims 1 to 7, wherein  15 the or each virtual machine (VS) for a particular
customer (A,B,C) is connected to a virtual firewall (32) that is  dedicated to that customer's virtual
machine or machines  
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CLAIMS

 

1. Apparatus providing one or more computer services for 

a plurality of customers (A,B,C), the apparatus comprising 

a real computer (30) on which is set up plural virtual 

machines (VS), each virtual machine (VS) having an 

operating system running thereon, there being at least one 

virtual machine (VS) for each of said customers (A,B,C) 

that is set up at the request of each of said customers 

(A,B,C) and that has a specification specified by and 

configurable by the respective customer (A,B,C).

5 

10 

15 

20 

25 

30 

 

2. Apparatus according to claim 1, wherein at least one 

of said virtual machines (VS) provides at least a virtual 

central processor unit. 

 

3. Apparatus according to claim 1 or claim 2, wherein at 

least one of said virtual machines (VS) is created using a 

virtual machine abstraction program. 

 

4. Apparatus according to any of claims 1 to 3, wherein 

at least one of said virtual machines (VS) is created using 

machine simulation/emulation software. 

 

5. Apparatus according to any of claims 1 to 4, wherein 

plural virtual machines (VS) are set up within the real 

computer (30) for at least one of said customers (A,B,C). 

 

6. Apparatus according to any of claims 1 to 5, wherein 

the or each virtual machine (VS) for at least one of said 

customers (A,B,C) is connected to a virtual network (VN) 

set up for said at least one customer (A,B,C) within the 

real computer (30). 

 

(VS), each virtual firewall (32) being connectable to an  external network (100) to which each of said
customers 20 (A,B,C) and/or other users can connect such that access to  a virtual machine (VS) by a
customer (A,B,C) or other user  via a said external network (100) can only take place  through a virtual
firewall (32) provided for that virtual  machine or machines (VS). 25 10. Apparatus according to claim
9, wherein each virtual  firewall (32) is set up within the real computer (30), the  or each virtual
machine (VS) for each customer (A,B,C) being connected to a first port of the virtual firewall  30 (32)
that is dedicated to that customer's virtual machine  or machines (VS), each virtual firewall (32) having
a  second port connected to a virtual network (VN) that is set  up within the real computer (30) and that
is connectable to  an external network (100). 3 JANUARY 2005 -75 11. Apparatus according to claim
10, wherein the second  port of each virtual firewall (32) is connected to the same  virtual network (VN)
that is set up within the real  computer (30) and that is connectable to an external 5 network (100). 12.
Apparatus according to any of claims 8 to 11, wherein  the or at least one of the virtual firewalls (32) is
implemented by a virtual machine on the real computer (30), 10 said virtual firewall virtual machine
running firewall  software. 13. Apparatus according to any of claims 1 to 12,  
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7. Apparatus according to claim 6, comprising a virtual 

intrusion detection device (31) for detecting an attack on 

the virtual network (VN). 

 

8. Apparatus according to any of claims 1 to 7, wherein 

at least one virtual machine (VS) is connected to a virtual 

firewall (32) that is connectable to an external network 

(100) to which customers (A,B,C) and/or other users can 

connect such that access to said at least one virtual 

machine (VS) by a customer (A,B,C) or other user via a said 

external network (100) can only take place through a 

virtual firewall (32). 

5 

10 

15 

20 

25 

30 

 

9. Apparatus according to any of claims 1 to 7, wherein 

the or each virtual machine (VS) for a particular customer 

(A,B,C) is connected to a virtual firewall (32) that is 

dedicated to that customer's virtual machine or machines 

(VS), each virtual firewall (32) being connectable to an 

external network (100) to which each of said customers 

(A,B,C) and/or other users can connect such that access to 

a virtual machine (VS) by a customer (A,B,C) or other user 

via a said external network (100) can only take place 

through a virtual firewall (32) provided for that virtual 

machine or machines (VS). 

 

10. Apparatus according to claim 9, wherein each virtual 

firewall (32) is set up within the real computer (30), the 

or each virtual machine (VS) for each customer (A,B,C) 

being connected to a first port of the virtual firewall 

(32) that is dedicated to that customer's virtual machine 

or machines (VS), each virtual firewall (32) having a 

second port connected to a virtual network (VN) that is set 

up within the real computer (30) and that is connectable to 

an external network (100). 

comprising a plurality of real data storage devices (66,68) 15 and at least one virtual storage
subsystem (65) that is  configured to allow said real data storage devices (66,68)  to emulate one or
more virtual storage devices. 14. Apparatus according to claim 13, wherein the at least  20 one virtual
storage subsystem (65) is configured to emulate  at least one respective virtual storage device for
each customer (A, B, C) . 15. Apparatus according to claim 13 or claim 14, 25 comprising a detection
device for detecting evidence of  malicious software or hostile attack signatures on the at  least one
virtual storage subsystem. 16. Apparatus according to any of claims 1 to 15, wherein  30 the apparatus
is configurable to provide at least one of the services selected from: file, data and archiving  services;
applications hosting services; database hosting  services; data warehouse services; knowledge
management 3 JANUARY 2005 -76 hosting services; digital media production services;  "intellectual
property" and streaming media services;  simple web hosting services; complex e-Commerce web
hosting services; high performance computation services; electronic  5 messaging and conferencing
services; and, learning neuro- computer services. 17. Apparatus according to any of claims 1 to 16,
comprising virtual private network software to provide an 10 encrypted communication channel for
communication between  at least some of said virtual machines (VS). 18. Apparatus according to any
of claims 1 to 17,  
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11. Apparatus according to claim 10, wherein the second 

port of each virtual firewall (32) is connected to the same 

virtual network (VN) that is set up within the real 

computer (30) and that is connectable to an external 

network (100). 5 

10 

15 

20 

25 

30 

 

12. Apparatus according to any of claims 8 to 11, wherein 

the or at least one of the virtual firewalls (32) is 

implemented by a virtual machine on the real computer (30), 

said virtual firewall virtual machine running firewall 

software. 

 

13. Apparatus according to any of claims 1 to 12, 

comprising a plurality of real data storage devices (66,68) 

and at least one virtual storage subsystem (65) that is 

configured to allow said real data storage devices (66,68) 

to emulate one or more virtual storage devices. 

 

14. Apparatus according to claim 13, wherein the at least 

one virtual storage subsystem (65) is configured to emulate 

at least one respective virtual storage device for each 

customer (A,B,C). 

 

15. Apparatus according to claim 13 or claim 14, 

comprising a detection device for detecting evidence of 

malicious software or hostile attack signatures on the at 

least one virtual storage subsystem. 

 

16. Apparatus according to any of claims 1 to 15, wherein 

the apparatus is configurable to provide at least one of 

the services selected from:  file, data and archiving 

services; applications hosting services; database hosting 

services; data warehouse services; knowledge management 

comprising virtual private network software to provide an 15 encrypted communication channel for
communication between  at least one virtual machine (VS) and an external computer. 19. Apparatus
according to any of claims 1 to 18,  comprising virtual private network software to provide an 20
encrypted communication channel for communication between a  first virtual network (VN) and a
second virtual network  (VN). 20. Apparatus according to any of claims 1 to 19, 25 comprising virtual
private network software to provide an  encrypted communication channel for communication between
a  virtual network (VN) and an external computer. 21. Apparatus according to any of claims 1 to 20,
wherein  30 the real computer (30) comprises plural physical computers  (62). 22. In combination, a
first apparatus according to any of  claims 1 to 21 and a second apparatus that is substantially 3
JANUARY 2005 -77 identical to said first apparatus, the first and second  apparatus being connected
by a communications channel so  that the second apparatus can provide for redundancy of the first
apparatus thereby to provide for disaster recovery if  5 the first apparatus fails. 23. A method of
providing one or more computer services  for a plurality of customers (A,B,C), the method comprising
the steps of: 10 a service provider setting up on a real computer (30)  at the request of each of said
customers (A,B,C) at least  one virtual machine (VS) for each of said customers 
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hosting services; digital media production services; 

"intellectual property" and streaming media services; 

simple web hosting services; complex e-Commerce web hosting 

services; high performance computation services; electronic 

messaging and conferencing services; and, learning neuro-

computer services. 

5 

10 

15 

20 

25 

30 

 

17. Apparatus according to any of claims 1 to 16, 

comprising virtual private network software to provide an 

encrypted communication channel for communication between 

at least some of said virtual machines (VS). 

 

18. Apparatus according to any of claims 1 to 17, 

comprising virtual private network software to provide an 

encrypted communication channel for communication between 

at least one virtual machine (VS) and an external computer. 

 

19. Apparatus according to any of claims 1 to 18, 

comprising virtual private network software to provide an 

encrypted communication channel for communication between a 

first virtual network (VN) and a second virtual network 

(VN). 

 

20. Apparatus according to any of claims 1 to 19, 

comprising virtual private network software to provide an 

encrypted communication channel for communication between a 

virtual network (VN) and an external computer. 

 

21. Apparatus according to any of claims 1 to 20, wherein 

the real computer (30) comprises plural physical computers 

(62). 

 

22. In combination, a first apparatus according to any of 

claims 1 to 21 and a second apparatus that is substantially 

(A,B,C), said at least one virtual machine (VS) for each of  said customers (A,B,C) having a
specification specified by  15 and configurable by the respective customer (A,B,C) and having an
operating system running thereon. 24. A method according to claim 23, comprising the step of  setting
up plural virtual machines (VS) within the real 20 computer (30) for at least one of said customers
(A,B,C). 25. A method according to claim 23 or claim 24, comprising  the steps of setting up a virtual
network (VN) for at least  one of said customers (A,B,C) within the real computer 25 (30), and
connecting the or each virtual machine (VS) for  said at least one customer (A,B,C) to said virtual
network  (VN). 26. A method according to claim 25, comprising the step of  30 using a virtual intrusion
detection device (31) for detecting an attack on the virtual network (VN). 27. A method according to
any of claims 23 to 26,  comprising the steps of connecting at least one virtual 3 JANUARY 2005 -78
machine (VS) to a virtual firewall (32), and connecting the  or each virtual firewall (32) to an external
network (100)  to which customers (A,B,C) and/or other users can connect  such that access to a
virtual machine (VS) by a customer 5 A,B,C) or other user via a said external network (100) can  only
take place through a virtual firewall (32). 28. A method according to any of claims 23 to 26,  comprising
the step of connecting the or each virtual 10 machine (VS) for a particular customer (A,B,C) to a virtual
firewall (32) that is dedicated to that customer's virtual  
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identical to said first apparatus, the first and second 

apparatus being connected by a communications channel so 

that the second apparatus can provide for redundancy of the 

first apparatus thereby to provide for disaster recovery if 

the first apparatus fails. 5 

10 

15 

20 

25 

30 

 

23. A method of providing one or more computer services 

for a plurality of customers (A,B,C), the method comprising 

the steps of: 

a service provider setting up on a real computer (30) 

at the request of each of said customers (A,B,C) at least 

one virtual machine (VS) for each of said customers 

(A,B,C), said at least one virtual machine (VS) for each of 

said customers (A,B,C) having a specification specified by 

and configurable by the respective customer (A,B,C) and 

having an operating system running thereon. 

 

24. A method according to claim 23, comprising the step of 

setting up plural virtual machines (VS) within the real 

computer (30) for at least one of said customers (A,B,C). 

 

25. A method according to claim 23 or claim 24, comprising 

the steps of setting up a virtual network (VN) for at least 

one of said customers (A,B,C) within the real computer 

(30), and connecting the or each virtual machine (VS) for 

said at least one customer (A,B,C) to said virtual network 

(VN). 

 

26. A method according to claim 25, comprising the step of 

using a virtual intrusion detection device (31) for 

detecting an attack on the virtual network (VN). 

 

27. A method according to any of claims 23 to 26, 

comprising the steps of connecting at least one virtual 

machine or machines (VS), and connecting each virtual  firewall (32) to an external network to which
each of said  customers (A,B,C) and/or other users can connect such that 15 access to a virtual
machine (VS) by a customer (A,B,C) or  other user via a said external network can only take place
through a virtual firewall (32) provided for that virtual  machine or machines (VS). 20 29. A method
according to claim 28, wherein each virtual  firewall (32) is set up within the real computer (30), the  or
each virtual machine (VS) for each customer (A,B,C) being connected to a first port of the virtual
firewall  (32) that is dedicated to that customer's virtual machine  25 or machines (VS), each virtual
firewall (32) having a second port connected to a virtual network that is set up  within the real computer
(30) and that is connected to an  external network. 30 30. A method according to claim 29, wherein the
second  port of each virtual firewall (32) is connected to the same  virtual network that is set up within
the real computer  (30) and that is connectable to an external network. 3 JANUARY 2005 -79 31. A
method according to any of claims 23 to 30,  comprising the step of configuring at least one virtual
storage subsystem (65) to allow multiple real data storage  devices (66,68) to emulate one or more
virtual storage 5 devices. 32. A method according to claim 31, comprising the step of  configuring the
at least one virtual storage subsystem (65)  to emulate at least one respective virtual storage device  
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machine (VS) to a virtual firewall (32), and connecting the 

or each virtual firewall (32) to an external network (100) 

to which customers (A,B,C) and/or other users can connect 

such that access to a virtual machine (VS) by a customer 

A,B,C) or other user via a said external network (100) can 

only take place through a virtual firewall (32). 

5 

10 

15 

20 

25 

30 

 

28. A method according to any of claims 23 to 26, 

comprising the step of connecting the or each virtual 

machine (VS) for a particular customer (A,B,C) to a virtual 

firewall (32) that is dedicated to that customer's virtual 

machine or machines (VS), and connecting each virtual 

firewall (32) to an external network to which each of said 

customers (A,B,C) and/or other users can connect such that 

access to a virtual machine (VS) by a customer (A,B,C) or 

other user via a said external network can only take place 

through a virtual firewall (32) provided for that virtual 

machine or machines (VS). 

 

29. A method according to claim 28, wherein each virtual 

firewall (32) is set up within the real computer (30), the 

or each virtual machine (VS) for each customer (A,B,C) 

being connected to a first port of the virtual firewall 

(32) that is dedicated to that customer's virtual machine 

or machines (VS), each virtual firewall (32) having a 

second port connected to a virtual network that is set up 

within the real computer (30) and that is connected to an 

external network. 

 

30. A method according to claim 29, wherein the second 

port of each virtual firewall (32) is connected to the same 

virtual network that is set up within the real computer 

(30) and that is connectable to an external network. 

 

10 for each customer (A,B,C). 33. A method according to claim 31 or claim 32, comprising  the step of
using a detection device for detecting evidence  of malicious software or hostile attack signatures on
the 15 at least one virtual storage subsystem (65). 34. A method of operating a real computer (30) on
behalf  of plural customers (A,B,C), the method comprising the step  of: 20 operating plural virtual
machines (VS) on the real  computer (30), each of said plural virtual machines (VS)  having a
specification specified by and configurable by a  respective one of the customers (A,B,C) in
accordance with  a computer service to be provided by the virtual machine 25 (VS) on behalf of that
customer (A,B,C), each of said  virtual machines (VS) having an operating system running  thereon.
35. A method according to claim 34, comprising the step of  30 operating plural virtual machines (VS)
within the real computer (30) for at least one of said customers (A,B,C). 36. A method according to
claim 34 or claim 35, comprising  the step of operating a virtual network (VN) for at least 3 JANUARY
2005 -80 one of said customers (A,B,C) within the real computer  (30), the or each virtual machine
(VS) for said at least  one customer (A,B,C) being connected to said virtual  network (VN). 5 37. A
method according to claim 36, comprising the step of  using a virtual intrusion detection device (31) for
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31. A method according to any of claims 23 to 30, 

comprising the step of configuring at least one virtual 

storage subsystem (65) to allow multiple real data storage 

devices (66,68) to emulate one or more virtual storage 

devices. 5 

10 

15 

20 

25 

30 

 

32. A method according to claim 31, comprising the step of 

configuring the at least one virtual storage subsystem (65) 

to emulate at least one respective virtual storage device 

for each customer (A,B,C). 

 

33. A method according to claim 31 or claim 32, comprising 

the step of using a detection device for detecting evidence 

of malicious software or hostile attack signatures on the 

at least one virtual storage subsystem (65). 

 

34. A method of operating a real computer (30) on behalf 

of plural customers (A,B,C), the method comprising the step 

of: 

 operating plural virtual machines (VS) on the real 

computer (30), each of said plural virtual machines (VS) 

having a specification specified by and configurable by a 

respective one of the customers (A,B,C) in accordance with 

a computer service to be provided by the virtual machine 

(VS) on behalf of that customer (A,B,C), each of said 

virtual machines (VS) having an operating system running 

thereon. 

 

35. A method according to claim 34, comprising the step of 

operating plural virtual machines (VS) within the real 

computer (30) for at least one of said customers (A,B,C). 

 

36. A method according to claim 34 or claim 35, comprising 

the step of operating a virtual network (VN) for at least 

detecting an attack on the virtual network (VN). 10 38. A method according to any of claims 34 to 37,
wherein  at least one virtual machine (VS) is connected to a virtual  firewall (32), the or each virtual
firewall (32) being connected to an external network to which customers (A,B,C)  and/or other users
can connect such that access to a 15 virtual machine by a customer (A,B,C) or other user via a  said
external network can only take place through a virtual  firewall (32). 39. A method according to any of
claims 34 to 37, wherein  20 the or each virtual machine (VS) for a particular customer (A,B,C) is
connected to a virtual firewall (32) that is  dedicated to that customer's virtual machine or machines
(VS), each virtual firewall (32) being connected to an  external network to which each of said
customers (A,B,C) 25 and/or other users can connect such that access to a  virtual machine (VS) by a
customer (A,B,C) or other user  via a said external network can only take place through a  virtual
firewall (32) provided for that virtual machine or  machines (VS). 30 40. A method according to claim
39, wherein each virtual  firewall (32) is set up within the real computer, the or  each virtual machine
(VS) for each customer (A,B,C) being  connected to a first port of the virtual firewall (32) that 3
JANUARY 2005 -81 is dedicated to that customer's virtual machine or machines  (VS), each virtual
firewall (32) having a second port  connected to a virtual network that is set up within the  
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one of said customers (A,B,C) within the real computer 

(30), the or each virtual machine (VS) for said at least 

one customer (A,B,C) being connected to said virtual 

network (VN). 

 5 

10 
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25 
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37. A method according to claim 36, comprising the step of 

using a virtual intrusion detection device (31) for 

detecting an attack on the virtual network (VN). 

 

38. A method according to any of claims 34 to 37, wherein 

at least one virtual machine (VS) is connected to a virtual 

firewall (32), the or each virtual firewall (32) being 

connected to an external network to which customers (A,B,C) 

and/or other users can connect such that access to a 

virtual machine by a customer (A,B,C) or other user via a 

said external network can only take place through a virtual 

firewall (32). 

 

39. A method according to any of claims 34 to 37, wherein 

the or each virtual machine (VS) for a particular customer 

(A,B,C) is connected to a virtual firewall (32) that is 

dedicated to that customer's virtual machine or machines 

(VS), each virtual firewall (32) being connected to an 

external network to which each of said customers (A,B,C) 

and/or other users can connect such that access to a 

virtual machine (VS) by a customer (A,B,C) or other user 

via a said external network can only take place through a 

virtual firewall (32) provided for that virtual machine or 

machines (VS). 

 

40. A method according to claim 39, wherein each virtual 

firewall (32) is set up within the real computer, the or 

each virtual machine (VS) for each customer (A,B,C) being 

connected to a first port of the virtual firewall (32) that 

real computer (30) and that is connected to an external 5 network. 41. A method according to claim 40,
wherein the second  port of each virtual firewall (32) is connected to the same  virtual network that is
set up within the real computer 10 (30) and that is connectable to an external network. 42. A method
according to any of claims 34 to 41, wherein  at least one virtual storage subsystem (65) is provided
and  configured to allow multiple real data storage devices 15 (66,68) to emulate one or more virtual
storage devices. 43. A method according to claim 42, wherein the at least  one virtual storage
subsystem (65) is configured to emulate  at least one respective virtual storage device for each 20
customer (A, B, C) . 44. A method according to claim 42 or claim 43, wherein a  detection device is
used for detecting evidence of  malicious software or hostile attack signatures on the at 25 least one
virtual storage subsystem (65). 45. A method according to any of claims 23 to 44, wherein  the
services provided include at least one of the services  selected from: file, data and archiving services;
30 applications hosting services; database hosting services;  data warehouse services; knowledge
management hosting  services; digital media production services; "intellectual  property" and
streaming media services; simple web hosting  services; complex e-Commerce web hosting services;
high 3 JANUARY 2005 -82 performance computation services; electronic messaging and
conferencing services; and, learning neuro-computer  
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is dedicated to that customer's virtual machine or machines 

(VS), each virtual firewall (32) having a second port 

connected to a virtual network that is set up within the 

real computer (30) and that is connected to an external 

network. 5 

10 

15 

20 

25 

30 

 

41. A method according to claim 40, wherein the second 

port of each virtual firewall (32) is connected to the same 

virtual network that is set up within the real computer 

(30) and that is connectable to an external network. 

 

42. A method according to any of claims 34 to 41, wherein 

at least one virtual storage subsystem (65) is provided and 

configured to allow multiple real data storage devices 

(66,68) to emulate one or more virtual storage devices. 

 

43. A method according to claim 42, wherein the at least 

one virtual storage subsystem (65) is configured to emulate 

at least one respective virtual storage device for each 

customer (A,B,C). 

 

44. A method according to claim 42 or claim 43, wherein a 

detection device is used for detecting evidence of 

malicious software or hostile attack signatures on the at 

least one virtual storage subsystem (65). 

 

45. A method according to any of claims 23 to 44, wherein 

the services provided include at least one of the services 

selected from:  file, data and archiving services; 

applications hosting services; database hosting services; 

data warehouse services; knowledge management hosting 

services; digital media production services; "intellectual 

property" and streaming media services; simple web hosting 

services; complex e-Commerce web hosting services; high 

services. 5 46. A method according to any of claims 23 to 45,  comprising the step of using virtual
private network  software to provide an encrypted communication channel for  communication between
at least some of said virtual  machines (VS). 10 47. A method according to any of claims 23 to 46,
comprising the step of using virtual private network  software to provide an encrypted communication
channel for  communication between at least one virtual machine (VS) and  15 an external computer.
48. A method according to any of claims 23 to 47,  comprising the step of using virtual private network
software to provide an encrypted communication channel for 20 communication between a first virtual
network (VN) and a  second virtual network (VN). 49. A method according to any of claims 23 to 48,
comprising the step of using virtual private network 25 software to provide an encrypted
communication channel for  communication between a virtual network (VN) and an  external computer.
50. A method according to any of claims 23 to 49, 30 comprising the step of moving said at least one
virtual  machine (VS) from a first real computer to a second real  computer. 3 JANUARY 2005 -83 51.
A method according to any of claims 23 to 50, wherein  at least one of said virtual machines (VS)
provides at  
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performance computation services; electronic messaging and 

conferencing services; and, learning neuro-computer 

services. 

 

46. A method according to any of claims 23 to 45, 

comprising the step of using virtual private network 

software to provide an encrypted communication channel for 

communication between at least some of said virtual 

machines (VS). 

5 
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47. A method according to any of claims 23 to 46, 

comprising the step of using virtual private network 

software to provide an encrypted communication channel for 

communication between at least one virtual machine (VS) and 

an external computer. 

 

48. A method according to any of claims 23 to 47, 

comprising the step of using virtual private network 

software to provide an encrypted communication channel for 

communication between a first virtual network (VN) and a 

second virtual network (VN). 

 

49. A method according to any of claims 23 to 48, 

comprising the step of using virtual private network 

software to provide an encrypted communication channel for 

communication between a virtual network (VN) and an 

external computer. 

 

50. A method according to any of claims 23 to 49, 

comprising the step of moving said at least one virtual 

machine (VS) from a first real computer to a second real 

computer. 

 

least a virtual central processor unit. 5 52. A method according to any of claims 23 to 51,  comprising
creating at least one of said virtual machines  (VS) using a virtual machine abstraction program. 53. A
method according to any of claims 23 to 52, 10 comprising creating at least one of said virtual
machines  (VS) using machine simulation/emulation software. 
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51. A method according to any of claims 23 to 50, wherein 

at least one of said virtual machines (VS) provides at 

least a virtual central processor unit. 

 

52. A method according to any of claims 23 to 51, 

comprising creating at least one of said virtual machines 

(VS) using a virtual machine abstraction program. 

5 

10 

 

53. A method according to any of claims 23 to 52, 

comprising creating at least one of said virtual machines 

(VS) using machine simulation/emulation software. 

 




