1/4

Server

URL access request

Client Perform URL abnormality
locating based on
multiple-instance learning

FIG. 1

S201

Perform field segmentation on a URL to obtain a multiple-instance bag /\/
including all instances corresponding to all fields

l 5202

Input the multiple-instance bag into a preset URL abnormality locating /\/
model to predict an abnormal instance

l S203

Locate a corresponding abnormal field according to the abnormal /\/
instance

FIG. 2



2/4

Collect a URL sample set including a plurality of URL samples

l

Perform field segmentation on each URL sample in the URL sample set,
and for each URL sample, obtaining a multiple-instance bag including all
instances corresponding to all fields

l

Collect multiple-instance bags of all of the URL samples to obtain a
multiple-instance bag set

l

Perform abnormal instance and normal instance classification training on
the multiple-instance bag set based on a multiple-instance learning
algorithm

l

Obtain an URL abnormality locating model based on the classification
training

FIG. 3

S301

S302

S303

S304

S305



Segmenting unit

401

Predicting unit
402

3/4

Model training unit 404

Sample segmenting subunit
4041

Locating unit
403

Abnormal URL
determining unit

405

Instance bag collecting
subunit 4042

Training subunit 4043

FIG. 4

Sample acquiring unit 501

Sample segmenting unit 502

Instance bag collecting
unit 503

Training unit 504

FIG. 5



606

602

/

4/4

604

Processor

600

Memory

!

(D
'

\ Bus interface

FIG. 6

601

/

Receiver

Transmitter

603



