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| DENTI FI CATI ON CROSS- REFERENCES To RELATED APPLI CATI ON The present
i nvent i orwol2aimme4dske priority of previously-filed PCT PaCerus20yofbi3sati on
No. PCT/ US2009/ 0059801, which was filed on 07 Cctober 2009. BACKGROUND OF
THE | NVENTI ON The present invention relates generally to

I nfrastructure nanagenent systens and, nore particularly, to systens,
assenbl i es and conponents that are useful in managing infrastructure
assets. Conputing networks that exist within | arge organi zations
consi st of two tyygenGHorl AbMETHIROF NETWIMK ASSETIBRRARERAON © form a
usabl e data net WOTK. ThEsSe assers are generalty ctrassirtred as end-user
devi ces and networki ng devices. Exanpl es of end-user devices include
personal conputers (PC), voice-over-internet protocol (VolP) phones, and
network printers. A typical Local Area Network (LAN) for a |l arge-scale

ent er ITRGSs- RBYErENdegdR RepArsa Wise @iaTehNd- user devi ces depl oyed t hroughout a
canpus n ndividual offices or 1n comon areas accessible to the

end- user s. The pigeent ioMentinn elaies s riordy ©b premivusly-filed RelRrtenkt wor k

These el kar Ng” B 08208RgEEh Y Bubt s BBl S BRI Eevi cos on the
LAN, or between the LAN and a | arger corporate Wde Area Network (WAN), or

to the internet. These network devices are typically located in a
cent r BACKSROUNB I HE BWENTION own as wiring closets and data centers.

The present invention relates generally to infrastructure management systems

and, more particularly, to systems, assemblies and components that are useful in
managing infrastructure assets.

Computing networks that exist within large organizations consist of two types of
devices that must be interconnected to form a usable data network. These assets are
generally classified as end-user devices and networking devices. Examples of end-user
devices include personal computers (PC), voice-over-internet protocol (VolP) phones,
and network printers. A typical Local Area Network (LAN) for a large-scale enterprise
may include thousands of end-user devices deployed throughout a campus in individual
offices or in common areas accessible to the end-users. In addition, data networks also
typically include network devices such as switches and routers that form the core of the
network. These networking devices serve to route data packets between devices on
the LAN, or between the LAN and a larger corporate Wide Area Network (WAN), or to
the internet. These network devices are typically located in a centralized room or
rooms, known as wiring closets and data centers.

Information technology (IT) departments for such organizations need to know the
status of network connectivity of each device, the physical location of the devices, and
need to identify the source and location of any errors or problems as quickly as
possible. Tracking of device assets is a key concern, for example, in monitoring the
presence of devices on the network for loss-prevention purposes, and to ensure devices
are properly physically positioned in offices or on floors where end users can best utilize
them, while maintaining proper connectivity of the network. Currently, a unified system



I nformation technology (IT) departments for such organi zati ons need to know
the status of network connectivity of each device, the physical |ocation of
t he devi cwe,20and4088ed to i dentify the source and | ocati eaTafS2@0psB8T Or s or
probl ens as qui ckly as possible. Tracking of device assets is a key
concern, for exanple, in nonitoring the presence of devices on the network
for | oss-prevention purposes, and to ensure devices are properly physically
positioned in offices or on floors where end users can best utilize them
whi | e mai ntai ni ng proper connectivity of the network. Currently, a unified
syste r d t
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be connected and disconnected. A wiring closet typically contains numerous switches,

patch panels and patch cords, numbering at times in the hundreds and higher. The

patch cords are often snaked around one another, making the operations of adding,

removing, or tracing the patch cords difficult and time-consuming. When a new patch

cable has to be connected within the system, or a patch cable has to be moved, a

technician enters the wiring closet and must locate the appropriate cable among

hundreds, or perhaps thousands, of patch cords. The technician then must locate the

appropriate patch panel and the appropriate ports on those patch panels. Finally, the



techni ci an nmust connect the patch cord to the correct ports on the patch
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activated as part of a working channel. This can cause delay and added expense as the
problem is tracked down and repaired.
U.S. Patent No. 6,590,374, issued July 8, 2003 to Har-Lev describes a terminator

unit for use in wiring networks for naming outlets and for verifying the normality of the



Accordingly, it is a general object to provide an inproved systemfor
nmonitoring a network having multiple outlets to which are connected vari ous
syst em aswot2811/044068 Anot her object it to provide a netrod/uskoiomerssi fyi ng a
new end-user device connected within a network including nonitoring a
plurality of renote outlets and detecting a new end-user device upon
connection thereof to the network at a first renote outlet. Information
associated with the new end-user device nmay be determ ned by electronically
comuni cating through sone but not all of the renote outlets. | f
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Accordingly, it is a general object to provide an improved system for monitoring a

network having multiple outlets to which are connected various system assets.

Another object it to provide a method of identifying a new end-user device
connected within a network including monitoring a plurality of remote outlets and
detecting a new end-user device upon connection thereof to the network at a first
remote outlet. Information associated with the new end-user device may be determined
by electronically communicating through some but not all of the remote outlets.

If desired, each remote outlet may be operatively associated with one of a
plurality of patch panels ports within the network and the method may include
electronically communicating through only a patch panel port interconnected to the first
remote outlet to which the new end-user device may be connected. Each remote outlet
may be operatively associated with one of a plurality of patch panels ports within the
network and the method may include electronically communicating through some but
not all of the patch panel ports. The first remote outlet may be interconnected to a first
patch panel having patch panel ports and the method may include electronically
communicating through only patch panel ports of the first patch panel. The first remote



switch may request data operatively associated with the new end-user
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well as an electronic map of each port and renote outlet. The system nay
i nclude nmonitoring circuitry enbedded within the patch panel and
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signature of a network channel.
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These and ot her objects, features and advantages of the present invention
w Il be clearly understood through a consideration of the follow ng

det ai | ed wo=0rwg@sieen. BRI EF DESCRI PTI ON OF THE DRAW NGSPCT/US2010/06138he
course of this detail ed description, reference will be frequently nmade to

t he attached draw ngs in which: FIG 1 is a systemdi agramt hat

Il lustrates one enbodi nent of a conputing network including switches, patch
panel s, a scanner and work stations in which the system of the present
invention is used; FIG 2 is a systemdiagram showi ng greater detail of a
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pat ch tihaneéd matyi dlsa be provited tieatgnelsdas aiplvrtityi afrpatch panels, each having a

plurality of patch panel ports. A remote outlet is are operatively associated with each

patch panel port and each remote outlet is configured for interconnection to a network

device. Sensing circuitry electronically determines whether a new end-user device has

been connected to any of the remote outlets and a computing device is configured to

perform event driven polling by communicating through some but not all of the remote

outlets to determine data associated with the new end-user device in response to the

new end-user device being connected to one of the remote outlets.

If desired, a scanner may be provided that communicates with each of the patch
panels to monitor the addition of a new end-user device connected to one of the remote
outlets. The scanner and each of the patch panels may include a portion of the sensing
circuitry. The computing system may include a switch and each remote outlet may be
operatively associated with the switch through a patch panel port. The switch may be
configured to perform event driven polling only through a patch panel port operatively
associated with the remote outlet to which the new end-user device is connected. The
computing system may include a switch and each remote outlet may be operatively
associated with the switch through a patch panel port. The switch may be configured to
perform event driven polling only through patch panel ports of a patch panel operatively
associated with the remote outlet to which the new end-user device is connected.

If desired, the computing system may include a plurality of switches and each
remote outlet may be operatively associated with one of the switches through a patch
panel port. The computing device may be configured to perform event driven polling
only through patch panel ports operatively associated with the switch to which the new
end-user device is connected. The system may include a switch and a plurality of
cross-connect panels. Each cross-connect panel may have a plurality of cross-connect
ports and each remote outlet may be operatively associated with the switch through a
patch panel port and a cross-connect port. A plurality of cables may be provided with
each cable extending from one of the patch panel ports to one of the remote outlets in
order to facilitate connection of the network devices to the network. The computing



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS The foll ow ng
description is intended to convey the operation of exenplary enbodi nents of
t he i nverwOanitt@4d6Bose skilled in the art. It will be apprasc@vesisshat this
description is intended to aid the reader, not to limt the invention. As
such, references to a feature or aspect of the invention are intended to
describe a feature or aspect of an enbodi nent of the invention, not to
inply that every enbodi ment of the invention nust have the described
characteristic. Turning to the drawings and referring first to Figs.
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be a corporate computing networ tiple users and end-user devices
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connected to switch 106 via a series of patch panels 110 and cabl es. Layer

1 nonitori ng sgstem 112 operates on a conputing device such as either a
r emot SHEF DERERIETIONLF JHEIBAWINGS net work may further include a network

lized
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rranagatmanhedyzlsawmngﬂ;lnthmh d operate on the same conputing device and it is

desirabl e f ot h systens e to communjcate directly with each
ot her. FcféRif'%aﬁ%bem&'aqr@m ol DSt B Gio eMbsanrert of fy canipuling] orch
t went y, Rk |H€|'UH§1 e;ch gﬁ% r@él%{ séalfmelr%nhwrk%tétyor{mwfﬁ& tmea rack

(not shown) w't panel s 'and arranged in an array wthin a
dedi c@tye@nn obthe mr@sﬁ’o’rnlhyem’rmrmsnwdt;o as a wiring closet. The patch panels
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closest to switch 108 is typically referred to as a "cross-connect"” panel

with @Rt ch cabl es 120 extending fromthe front of switch 108 and into the
rear of pat i G ane i nd
conponent s Fﬁ%la ISéfpr ovﬁag};eég'%ﬁt"1 |n defaag%& tp%hggléﬂe d%n a;égé)'lglgé?gd with
each povdntidhe to permt el ectronic nonitoring of each port as descri bed
bel ow. Pat ch cabl es 122 extend between a port on the front of patch
panel 110a (Fig. 2) and a port on the front of patch panel 110b to

i nter ¢h iP5 O THIEEPRAH et EdBh SlERPect ed ports on the patch
panel %ﬁ%mmn% al i gned, as schematically

depi ct ed i MHe fglloRingAdeseniptien mjmltatdemitommvepmhelbpemmbe cﬁbd(emglamyds from

h b dual .
H nal 1GnbdisRat ebBedmdidnoltoss SRlied & Eaiec Rl bR Bt R wel NS 105
to renRisgrigitd Rlintehded @Y RAHREGIRIFTS HAAARE I ARKEBA. As such, references

to a feature or aspect of the invention are intended to describe a feature or aspect of an

embodiment of the invention, not to imply that every embodiment of the invention must
have the described characteristic.

Turning to the drawings and referring first to Figs. 1 and 2, an exemplary network
100 is illustrated. The exemplary network may be a corporate computing network with
multiple users and end-user devices 102. As used herein, the term “end-user devices”
refers to physical devices or assets operated by users of the network and may include,



According to common industry usage, the ports at the rear of switches 106
and the front of patch panels 110, the renote outlets 118 and the outlets
or ports wWwoabiigligss) on end-user devices 102 are typi calPCy/useomis138or m of
RJ-45 jacks so that cables having RJ-45 plugs at the ends thereof nay be

i nterconnected thereto. The rear of patch panels 110 and the rear of renote
outlets 118 typically utilize insulation displacenent termnals (not shown)
so that cables are interconnected thereto by term nating insulation covered
wires thereat. If desired, other conbinations of connections or even ot her
St UCtifit AlriaBsh 1o S0Ml brifsutbh, 1digsofey, pr.m&gceeemré Mdchiiggvar i ous
conponent s of net wor k 100. eferring I, network 100 further
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patch panels 110 and, in one enbodinent, utilize a serial data connection
for colraHs eadiuser deMises JA7n drachwerd-tiger Bevice d ARde coanecied @ swigle 06

P aci S Reeres of Bt havlels STRRECG B TR feRithide J58 Bl bpales! 1%

di scrign aabmpbéhyreenicepRizhray@itier eltdnite crrentrabss t@vengTﬁeneuﬁ@nk rdgyi ces
connected thereto with the end-user devices turned off. Referring to

Fi g. further isplyded pRIWRSE atmasemegﬁ@msmovﬂﬁ@ppgatwmratqomnuﬁmsaqw@ and the
t k | ud
ol most S SR BB, 3 dedhe, Hio LR f ot Syt 1 1o artile' o'

depi ctnem\/vas( managemennwsttem 116l soWd ppecdte panthessabid computing dembedanmnts

mul tip] e scanners. 128 may . b th each co tedto o twenty-four
pat cL%&H@P@f}omhpihesyééeng;seﬁelﬁ%ﬂpommnaée&@ Y B PRS- connest ed ¢ o
three end- Yadbriiiotas. 402 palch R0l §7D IRk tvpérﬁyrf&yr%brean%s 110b
may be connected™to u went -four end-user devices.

i niti dlheypatel 1p|angl U0 metty;malty nmwrﬁerdjlrt heatlafet smownhmtbmtmj m,tsln @anelsz a
bui l di n q t he g% E Ioc n of each [ ?1]6 ang]r renot.e outl et
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Layer ciosre?nrrh@rpaﬂ@n ééiﬁél@nﬂmle?re\mré@tb]n&%%fﬂ%@/dﬂ%@le% 058 18 (Fly. 2

appropriate |inks between each switch 106, patch panel 110, port 116 and
r enot de@utwal jacks in msiidealiaficesiosyhitles thrasaheerbailding), sthich grespiten a

provi Y h e
Cayer SOfieh e frafe bR ERE, TSR B oA Y SRk 88 ches
i nt o tivepidallyirerrddooads arcrdas-aohnedr ﬂeneIWith:ew&ble cablkati@oasetanairgiftomg
physi cal and electronic | ocations of the various end-user devices.

Ref er r“ﬂ%{ Of‘boﬁ\@'tcw 0% andifodpe raal QfrPatgh &h CEass-crMeFEPARRI 0% nes (at step
130) ¢ c"o%?p 110a or
pat ch '%g‘th” Q%gaﬁggn@een c%rﬂér?g%? ég%[é‘? Pﬁ%@i@@ﬁ%aﬁfagﬁﬁggﬁﬂ gh%ltbl e 126
has bemsociatetbwite@ach paristithivepdredt éleotroniemoritaring afteath&ort ae desanitrext 128
inforns the Layer 1 nonitoring system 112 of such a change or "connect
event PeI9%- { he  connect event occurs at a port 116 of cross-connect panel

110a or patpficp@asles ]1]2thxtéﬁl§ baXvd i ﬁ)@a?t M e ﬂréﬁt%f?a(cﬂwt pér‘iélpl 1b32Fi

personnel of the change and the perso may act accordingly. For dexgrrpl e,
conne(andea/potts)ntthatfrant@ﬁpamh earmbﬂﬂ0@1@lrﬁfarcm)nneotss;cztwm&tﬂpepelrs oioa or

patch. aneI b are |cal in co with I T er sonnel erating
bt ERO RF PR T GE NG Batod ReeiS 2108 {3 Mok e ada P BOERT Lerig it

i gnor efignéd,, ad@dl@tﬁétwdll?%le‘bﬁb‘ﬂé’@ﬁ{ Figly eNtA psifditcSolyes Br h@n,@cﬁ\ﬂal @atﬁéh@dlﬂ ed or
aut hori zed to be operating within the s (ﬁ)em fied wiring closet, personnel

may bexens framithe sean giaashpaichpanehErW ard ineash idiidualraeote edllsiccess, a
mal funglgl 99, Qfy, WUk dBIS ¢ 98 TR IHiIERY B oWhEB! SadiEnd-lis8F 8¥Ace 102 to

remote outlet 118.



I f an existing end-user device 102 is disconnected froma renote outl et
118, the scanner 128 communi cates to the Layer 1 nonitoring system 112 the
speci fi c worp11lug68f pat ch panel 110b interconnected or pasaseoastssmni t h t he
renote outlet fromwhich the device has been di sconnected. Since the

| ocati on of each conponent of the network is stored within the Layer 1
nmonitoring system 112, the physical |ocation of the renbte outlet 118 from
whi ch the end-user device 102 was di sconnected is determned as well as the
identification of the specific device. This information is inmrediately
provi ded (3echidiRg 13 8bmintort LAY Ukke TRBALRRRAING YEACER SRRt deTang.
personnel are qui y able to deternine has been renoved fromthe

net wortke fnodt okpatch pavetsd! Ylthe rémoteeaattgis d,18idndathraiutietkoppons groti s
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end- user vice 1 Fig. is connected to the network, the systemis
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desi r edgmiaating/irisulaziondcesstn@ired 2erehhelf clesines other obmemdtigasiof devi ce 102
may be nonitored. Upon the connection of a new end-user device 102" (or

ot her \fﬁoé‘eeﬁﬁ'ﬂﬁﬁ @t ‘F‘fﬂjﬂ other siracttrescaliogatpeieult bewdiized frrdRigrerElectag m% 102
and a the end user device is connected prior to
conpl evt%}qhggia é%?g%ht&%fﬂf)e&ﬁémben t he cross-connect panel 110a and swtch
106), the MBnmg tinBgdé,trthsrR heo tuttrerdncledestcamters d28ithataeperateat (st ep
136) totn ﬁ ‘t torln systemﬁéthe identifjcation of the port
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network (or connect|V|té bet ween an end-user device 102 and a switch 106
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end- udser gevices turped offesponds back (at step 142) to the switch 106" and
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updat es e dat abase I ncluding the physical and el éctronic | ocations of the
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acce t Q hysi.cal catiaon of ewl y attached.en
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be carried out using, for exanple, sinple network managenent” prot ocol

(" SN\VRISET dgWiges.nf or mat i on regarding this new asset (namely, the MAC address

and ot her 1igl vty AERIIALL Ay JIRY o IR AUS Y, hen G SALEd () o5t ep

144) by the ayer noni tori ng systen1dnd en I'nto wor K’
managéuoingsyiap el ghydit 4l dodationi dflewhfpvrt 716 yatieomotalouthst! 1181ig apsated.

di scovery of the network. As a result, ersonnel are constantly praovided
with JpUs Biapde dhery sawed N ElagtoBie foffﬁé‘i Wﬁﬁ'ﬁdhEé{a&(Pr édin?fﬂﬁ%'rnﬂaws&%“
regardi ng the end-user devices. If desired, rather than only polling

the specific outlet 118 to which the new end- user device 102' has been
connected, it may be possible or desirable to poll the renote outlets
connected to the switch 106" to which the new end-user device 102' has been
connected or, in the alternative, all9of the renote outlets 118

i nterconnected to patch panel 110b' connected to renpte outlet 118 may be
polled. This will permt polling of less than all of the renmpte outlets and
thus reduce the network resources required to nmaintain the database of the

o .



By quickly detecting the connection of new end-user devices 102 to network
100 and utilizing event based polling, the Layer 1 nonitoring system 112
reduces twe 208@d4466 probe or poll every | F address on aPo@tuseeik/oFBeki ng for
new y connected devices. As a result, it is possible to Ilengthen the tine
bet ween regul arly schedul ed di scovery or polling of the network and thus
reduce network utilization and increase the accuracy of the records of the
end- user devi ces. Al'l references, including publications, patent
applications, and patents, cited herein are hereby incorporated by

ref er%ﬂﬁ?wophgt@m othEPh cARh iAo, %5 1430epbi qirel dHéleorand
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in itoudeti Tr&t frabbrsaiiich 108 pollsTachusenaié dultiet 1 €8 and i vides datmrecaived” t he"

d f f bi i i )
o oo teltlorh Bagh 2ohBattBg e St el i Sb Dl Ml Ehim 30 2whighy ¢ o
cover IMFBO&&H@S fHa@atharora el EWRcRE D th@ﬁhﬁ:ﬁ@al%éﬁﬂbw defta 'Imgfd@t’[@@réﬁée' n

or clearly contradi cted by context. The terns "conprising," "having,
| ncI wdatgbaS%\mIUdi@dpbvsﬁpalgetndael@cv@nIl@éoe,aimtsmiéde yariopeANeiseHdewEas

5 unt o e bt ol il gt e SorRieSeteratics B sl e

rrer el Yhatd pagecdre 19erfim aspart $heof basd- d&ﬁf@@ﬂp@fﬁelﬁelf%rdrl pegch pelhgl theg |y to

each separ ate value falling within the range, unless otherw se indicated
her ei MasHaenecRimesiqoheidiscomrnasied or ﬁﬂ@éﬁﬁb@%ﬁ'@d 2Prtas hapd eymaciedati on as

ot diseld anf@dek&Har%H@ltéSEtlé d1%h& 5Ban r'12§3¥1ﬂ5?ﬂ1%dﬂ1\ ﬁT%{ggP?%BFﬁEc?rl can be

perforne in an e order uUnless otherw se In herein o
ot her wyskenu:heardfﬁuclmatcrmgetmrdcbrynexdrdvent. IfTthe aoseeof evamnt cecdrsadtia parnpl es,

I I h y ded h d |
Lo bertBioldpenPaates FAS! hlombl BACERANGDAL0Ranosbalsra 11 PILATPER (6 the
scope <pdp §58) W‘%&@Bhﬁ df@l'w@%ﬁau%@‘éhd‘tﬁ@ elsynffma 2‘%&%@9&%‘%‘@ nEhpe

speci fi catl on oul d be constr as in |cat| ng non- cl ai d el enent as
essentexample, adnmept aerrnts ghatfoacheat awerit 1 dhof a cross cmfmfeet pageleiitteddment s of
this in ntlor‘ best .node. kn to the

descr. b d herein,. inc
| nventBia pafel AR AR R, nedreRion B Tt sd ik SoBta ROCUBRP o et
enbOdivﬂﬁﬁk%%ldé@Y ReSREc A #iH cdrthdchesentefmay Bengioreakilf, howeveheh@rt upon
readi ng the foregoing description. The inventors expect skilled artisans to

enpl 0OBNER eNant REFWiIsIVRRN BB PNepS isabedulad @r EnEharizeee desoparaing Witbin ke

Vet R i TR, SR s e PRk iRk fERrALG g sl

Accor &} I hcl ions equi'v s of

t he smmaamorrz@dtames@ca tr%(ﬁuhctldmer clepelpsnisppantladcdionevichiash@ €T grduped by
applicable | aw. Mreover, conbi nati on of the above-described el enents
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of patch panel 110b interconnected or associated with the remote outlet from which the
device has been disconnected. Since the location of each component of the network is
stored within the Layer 1 monitoring system 112, the physical location of the remote
outlet 118 from which the end-user device 102 was disconnected is determined as well
as the identification of the specific device. This information is immediately provided (at
step 134) to the network management system so that IT personnel are quickly able to
determine what has been removed from the network and react accordingly. For
example, if a network printer is unexpectedly disconnected from the network, a
technician may be dispatched to the printer to fix the problem and security may be
alerted in the event the printer is being stolen.

10



CLAIMS What Is Clainmed Is: 1. A nethod of identifying a new end-user
devi ce connected within a network, the nmethod conprising: nonitoring a

pl ural i t ywof2origawice out | et s; detecting a nercCerus2u90613dEVi Ce
upon connection thereof to the network at a first renote outlet;

determ ning data/information associated with the new end-user device by

el ectronically communi cating through sonme but not all of the renote

outl ets. 2. The nmethod of Claim1l, wherein each renote outlet is
operatively associated with one of a plurality of patch panels ports within

the networ kg é‘ﬂ@mﬁ&?d tsdrehévics RE2SFRP2) RAUIHIRRt t%%éifé?\ﬁé‘ﬂk' he& fijgating

t hrough only a patch panel port |nterconnecte to th irst remote outlet
to V\hlatile tchaeteaninenitiessisliticeefi stehi enctoseredaviek, its MAC &ddrebsg, itsgphiwsicadf C ai m

ol ur anoe gl A BB LR RRPR: EreaduiSaRREnd T e utErateieng st ep
Lgﬁ'eildg?r(?gé%élgwr§% FemERBULIHLS A 8 Nig dESiFENHhS ORI Scdier abB, Ble t he patch

connection of end-user device 102 may be monitored. Upon the connection of a new
end-user device 102’ (or otherwise completing the electrical channel between an end-
user device 102 and a switch 106 if, for example, the end user device is connected prior
to completing the connection between the cross-connect panel 110a and switch 106),
the scanner 128 detects the connect event and communicates at (step 136) to the Layer
1 monitoring system 112 the identification of the port connected to the remote outlet
118’ to which the connection has been made. More specifically, scanner 128 compares
the electrical signature (such as, for example, without limitation, the impedance or
resistance) along the channel with a database of values. When the electrical signature
matches a predetermined value within the database, the Layer 1 monitoring system
determines that a fully connected channel exists between end-user device 102 and
switch 106 and thus a new end-user device has been added to the network (or
connectivity between an end-user device 102 and a switch 106 has been established).

The Layer 1 monitoring system 112 and server 103 electronically request (at step
138) the switch 106’ (interconnected to remote outlet 118’ via one of the cross-connect
panels 110a’ and one of the patch panels 110b’) to poll or electronically request (at step
140) certain information or data of the newly attached end-user device 102’. The end-
user device 102’ responds back (at step 142) to the switch 106’ and ultimately the Layer
1 monitoring system 112 with the desired data or information such as the MAC address,
IP address, computer name, amount of drive space available (if applicable), amount of
toner remaining (if applicable), information regarding the operating system used by the
end-user device and any other desired data or information that the devices may be
capable of providing.

The Layer 1 monitoring system 112 then updates the database including the
physical and electronic locations of the new end-user device 102’. As a result, the IT
personnel immediately have access to the physical location of the newly attached end-

11



4. The nmethod of Caim1, wherein the first renote outlet is interconnected
to a first patch panel having patch panel ports and the determ ning step

i ncl udes wbeotwmamiésal | y conmuni cating through only pat cirCparsed1opsrss of the
first patch panel. 5. The method of Claim1, wherein the first renote
outlet is operatively associated wwth a switch, and the determ ning step

I ncl udes el ectronically comuni cating through only renote outlets
operatively associated with the switch. WD 2011/044068PCT/ US2010/ 051381

6. The method of Claim1, wherein the determ ning step includes directing a

Pol |1 Neseelblikb o it iRiTRs WA BRlréld R ot rlBl A kitilishs s EnThe

nmet ho Caml erein the determning step includes determning a
uni quéeveldrdriveing pollifhg wikk typévally i caveed den usimg, for example, simple network

management protocol (“SNMP”). The information regarding this new asset (namely, the
MAC address and other relevant information) may immediately be communicated (at
step 144) by the Layer 1 monitoring system and entered into the network management
system 114 without waiting for a system-wide polling or discovery of the network. As a
result, IT personnel are constantly provided with up-to-date system information,
including detailed information regarding the end-user devices.

If desired, rather than only polling the specific outlet 118’ to which the new end-
user device 102’ has been connected, it may be possible or desirable to poll the remote
outlets connected to the switch 106’ to which the new end-user device 102’ has been
connected or, in the alternative, all of the remote outlets 118 interconnected to patch
panel 110b’ connected to remote outlet 118’ may be polled. This will permit polling of
less than all of the remote outlets and thus reduce the network resources required to
maintain the database of the network components.

By quickly detecting the connection of new end-user devices 102 to network 100
and utilizing event based polling, the Layer 1 monitoring system 112 reduces the need
to probe or poll every IP address on a network looking for newly connected devices. As
a result, it is possible to lengthen the time between regularly scheduled discovery or
polling of the network and thus reduce network utilization and increase the accuracy of
the records of the end-user devices.

All references, including publications, patent applications, and patents, cited
herein are hereby incorporated by reference to the same extent as if each reference
were individually and specifically indicated to be incorporated by reference and were set
forth in its entirety herein.

The use of the terms "a" and "an" and "the" and similar referents in the context of
describing the invention (especially in the context of the following claims) are to be
construed to cover both the singular and the plural, unless otherwise indicated herein or

clearly contradicted by context. The terms "comprising," "having," "including," and

"containing" are to be construed as open-ended terms (i.e., meaning "including, but not

12



8. The nethod of Caim7, wherein the determ ning step includes determ ning
a MAC address of the new end-user device. 9.The nethod of Caim?7, wherein
t he det erwDnong4sie8p i ncl udes determ ning at | east one @CTiUse0100F1381M ng

Wi th respect to the new end-user device: a. MAC address; b. IF
address; c. conputer nane; d. amount of toner avail abl e;

limited to,") unless otherwise noted. Recitation of ranges of values herein are merely
intended to serve as a shorthand method of referring individually to each separate value
falling within the range, unless otherwise indicated herein, and each separate value is
incorporated into the specification as if it were individually recited herein. All methods
described herein can be performed in any suitable order unless otherwise indicated
herein or otherwise clearly contradicted by context. The use of any and all examples, or
exemplary language (e.g., "such as") provided herein, is intended merely to better
illuminate the invention and does not pose a limitation on the scope of the invention
unless otherwise claimed. No language in the specification should be construed as
indicating any non-claimed element as essential to the practice of the invention.

Preferred embodiments of this invention are described herein, including the best
mode known to the inventors for carrying out the invention. Variations of those
preferred embodiments may become apparent to those of ordinary skill in the art upon
reading the foregoing description. The inventors expect skilled artisans to employ such
variations as appropriate, and the inventors intend for the invention to be practiced
otherwise than as specifically described herein. Accordingly, this invention includes all
modifications and equivalents of the subject matter recited in the claims appended
hereto as permitted by applicable law. Moreover, any combination of the above-
described elements in all possible variations thereof is encompassed by the invention
unless otherwise indicated herein or otherwise clearly contradicted by context.
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e. amount of drive space avail able; and f. information
regardi ng operating systemused by the end-user device. 10.The nethod of
Claim1l, wbenaiod4isBe determ ning step includes a conput PO/ USemi0©61381

el ectronically comunicating with a switch, and the switch requesting the
data operatively associated with the new end-user device. 11.The net hod of
Claim 10, wherein the data associated with the new end- user device is a
uni que identifier and further including the step of matching the uni que
identifier with a network map to identify a specific physical |ocation and
i dentigywf the new end-user device. WO 2011/044068PCT/ US2010/051381

What Is Claimed lIs:

1. A method of identifying a new end-user device connected within a
network, the method comprising:
monitoring a plurality of remote outlets;
detecting a new end-user device upon connection thereof to the network
at a first remote outlet;
determining data/information associated with the new end-user device by

electronically communicating through some but not all of the remote outlets.

2. The method of Claim 1, wherein each remote outlet is operatively
associated with one of a plurality of patch panels ports within the network and the
determining step includes electronically communicating through only a patch panel port
interconnected to the first remote outlet to which the new end-user device is connected.

3. The method of Claim 1, wherein each remote outlet is operatively
associated with one of a plurality of patch panels ports within the network and the
determining step includes electronically communicating through some but not all of the

patch panel ports.

4. The method of Claim 1, wherein the first remote outlet is interconnected to
a first patch panel having patch panel ports and the determining step includes
electronically communicating through only patch panel ports of the first patch panel.

5. The method of Claim 1, wherein the first remote outlet is operatively

associated with a switch, and the determining step includes electronically
communicating through only remote outlets operatively associated with the switch.
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12. The method of Caim 11, further including the step of providing the
specific physical location and identity of the new end-user device to a

net wor k rsi02gEmEmic8 sy st em 13. The method of C ai BmCT/USMI6/0&1381 t he
nonitoring step occurs electronically between a scanner and a patch panel
to which the first renote outlet is operatively associ at ed. 14. The

nmet hod of Caim1l, wherein the detecting step occurs electronically between
a scanner and a patch panel to which the first renpote outlet is operatively
associ at ed. 15. The method of Caiml1l, wherein the detecting step
occurs el egl.r onitgRl kiRt GRERER 1 Wit the %kerm.ﬁﬂatétw rRASRA RGN eT
and a patch panel to whic first renote outlet is operatively

associpalleg activity tireughsemeebhiowbte afitbé metviorkfautietser i ncl udi ng the step of
el ectronically comrunicating to a conputing device the presence of the new
end-user device as well as a specific port associated with a switch to

whi ch the rew engreUgethdden CRIrh S , WPRY&ihitHe lét&rRTIniAg stsh includes defernifthg

met hod of Caim 16, further including identifying physical |ocations of
each I@oumlqaﬁmerrélﬁﬁt ef higtnew epe-usiee dawicRor k and storing the physical

| ocations in the conmputing device, electronically mappi ng each port and
renote outl et and nmatching each physical |ocation to an el ectronic map

created by g he dfreciediccon@aph Mg wherein thd Bletensiyidyese Miclusks ddtéimiaing
network having a plurality of end-user devices connected thereto

conpr isMAg addigsgohthe pewienshiusal de¥id-s, each having a plurality of patch
panel ports;

9. The method of Claim 7, wherein the determining step includes determining
at least one of the following with respect to the new end-user device:
a. MAC address;
IP address;
computer name;
amount of toner available;

amount of drive space available; and

~® o o T

information regarding operating system used by the end-user

device.

10.  The method of Claim 1, wherein the determining step includes a
computing device electronically communicating with a switch, and the switch requesting
the data operatively associated with the new end-user device.

11.  The method of Claim 10, wherein the data associated with the new end-
user device is a unique identifier and further including the step of matching the unique
identifier with a network map to identify a specific physical location and identity of the

new end-user device.
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WO 2011/ 044068PCT/ US2010/ 051381 a plurality of renote outlets,
each being operatively associated wth a patch panel port, each renote
out | et bewogotigafiegur ed for interconnection to an end- uPET/U$eMi0OE1381
sensing circuitry for electronically determ ning whether a new end- user
devi ce has been connected to any of the renote outlets; a
conputing device configured to performevent driven polling by

comuni cating through sonme but not all of the renpte outlets to determ ne
data associated with the new end-user device in response to the new
end-user dgui ce 1) AgITRNGRCHAA ¢ 0fRier Mollih rtﬁ@eg%@%rbe the speck.  The
system of Caim 18, further including a scann ni‘cati n each

t he pahyhicpbloehon andiaterttivy obtineankiv endrusel davicevio entetwosk mimagem&ntnnect ed

to one of the renote outlets. 20. The system of Caim 19, wherein the
scanné?S%M% each of the pat ch panels include a portion of the sensing
circuitry. 21. The systemof Caim18, wherein the conputing system

includes a switch and each renpte outlet is operatively associated with the

swi tch thrddgh dhsamethaskefcllago iy whekeindag nednitesingpter aecysratecttanieallyf or m

u e RBVERarEaphErafd el BHFELE ARG ERGELorRg o RRTI SO RePEa ™ ™

associated.

14.  The method of Claim 1, wherein the detecting step occurs electronically
between a scanner and a patch panel to which the first remote outlet is operatively
associated.

15.  The method of Claim 1, wherein the detecting step occurs electronically as
change in electrical signature between a scanner and a patch panel to which the first

remote outlet is operatively associated

16.  The method of Claim 15, further including the step of electronically
communicating to a computing device the presence of the new end-user device as well
as a specific port associated with a switch to which the new end-user device is
operatively connected.

17.  The method of Claim 16, further including identifying physical locations of
each port and remote outlet of the network and storing the physical locations in the
computing device, electronically mapping each port and remote outlet and matching
each physical location to an electronic map created by the electronic mapping.

18. A system for use with a network having a plurality of end-user devices

connected thereto comprising:

a plurality of patch panels, each having a plurality of patch panel ports;
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22. The systemof Claim 18, wherein the conputing systemincludes a switch
and each renote outlet is operatively associated with the switch through a
pat ch par®D 2parts4068he switch being configured to perfor RCEXS201085138EN
polling only through patch panel ports of a patch panel operatively
associated with the renote outlet to which the new end-user device is
connected. WD 2011/ 044068PCT/ US2010/ 051381 23. The systemof Claim
18, wherein the conputing systemincludes a plurality of switches and each
renmote outlet is operatively associated with one of the switches through a

patch panel porty ﬁ)thﬁltf@%ﬂﬁét@%lﬂl@Yé rﬁle%]cﬁ‘%ie’Wg GBé'rfa‘tlgé‘Ip%sBelaP&f Wih@ event

driven polling on hr ough pat ch ports oper at assocliated with
t he swiatchhpanehgorg Ieacheelrmem eutﬂet@mg denfigized iorcuotmecrnmt:tlon to an ergtusdihe
systemof Claim 18, further including a switch, a plurality of
crossEYfffect panels, each cross-connect panel having a plurality of

Cross-connect p%'éh§|,ng€t,¢&h|tf)ﬁﬁ@5?b%cﬂ'éhicﬁlly%télﬁlﬁlﬁgrvﬂﬁétﬁéﬂdn@ﬁﬁé}% aked with
the switch through a patch ‘panel port ahd a cross-connect port. 25.

The sy@svios s iopen apn®cted i avy of el ieMmetg atlptsir al i ty of cables, each cable

order o taci 11 carateulEabibs o ReadReetioR e Bedd oY vorkc = '
26. Thensyehieaing tHebaghnsdthe itetatiall dof fite campiet dutiptsleydeerminy géstadat a
i ncorporating the physical |ocations of each gﬁrt and renote outlet as well

as an aspeeiaihvih ghew agkusydavighid reersnse Kuihedtew end-user Q?V'C%@”@st em
of d ‘%'oﬁhé?bedft rotntéecgft Bebididguf@mpi toring circuitry enbedded within the

pat ch pane oper a |veI assoclated with each port to nonitor a change
in electrical si gnature of a network channel .

19.  The system of Claim 18, further including a scanner communicating with
each of the patch panels to monitor an addition of a new end-user device connected to
one of the remote outlets.

20. The system of Claim 19, wherein the scanner and each of the patch
panels include a portion of the sensing circuitry.

21.  The system of Claim 18, wherein the computing system includes a switch
and each remote outlet is operatively associated with the switch through a patch panel
port, the switch being configured to perform event driven polling only through a patch
panel port operatively associated with the remote outlet to which the new end-user
device is connected.

22. The system of Claim 18, wherein the computing system includes a switch
and each remote outlet is operatively associated with the switch through a patch panel
port, the switch being configured to perform event driven polling only through patch
panel ports of a patch panel operatively associated with the remote outlet to which the

new end-user device is connected.
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23.  The system of Claim 18, wherein the computing system includes a
plurality of switches and each remote outlet is operatively associated with one of the
switches through a patch panel port, the computing device being configured to perform
event driven polling only through patch panel ports operatively associated with the
switch to which the new end-user device is connected.

24.  The system of Claim 18, further including a switch, a plurality of cross-
connect panels, each cross-connect panel having a plurality of cross-connect ports,
each remote outlet being operatively associated with the switch through a patch panel

port and a cross-connect port.

25.  The system of Claim 18, further including a plurality of cables, each cable
extending from one of the patch panel ports to one of the remote outlets in order to

facilitate connection of the end-user devices to the network.

26. The system of Claim 18, wherein the computing device stores data
incorporating the physical locations of each port and remote outlet as well as an
electronic map of each port and remote outlet.

27.  The system of Claim 18, further including monitoring circuitry embedded

within the patch panel and operatively associated with each port to monitor a change in

electrical signature of a network channel.
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