WO 2019/009803

117

L e e e e e e e e e e e e e e e e e e e e e e

. . " l,. [

- w 1'.} K +‘_ﬁ\ l.-;. '-"\

o

1
'
k]
L

- * 1 * T 1
A .._: "ﬁ. ' Y by \“
1 . 1 [T 1 R :' .
"'-\:.:":A. ;;..Ii' “:\ .“_' 1 i u"';#‘ .h_"'-
o ..q.,"‘ ."-._ . ; LA e e 'T"T-T-T-T-T-T-T-T:f" e
e N N
T
R T N
‘lh .\ ¥ - _"\'\\\\\\\\\'\\\\\\\\\\\\\\\\
'l:' . -,r'"‘ - ;
o A ﬂ:.'h ngr U NN
' : (\-.‘ .-." s ""“ ':"';'-'l h.:::':."."‘;- 'l'm"‘|
A LT I L T I R |
ar . e,
™, ™, lﬁ"\ I el
: LR A G
) i M .
.'.i -."'Il 'l.. L, el \ﬂ"«-}"ﬁl ] i'.ll.:ﬂ'l l-,:’"
%, g SR
y B O P —
% R
W -:il'l' b |~_"I| r -l';:h-.. *—.:':;'\ -l".
kY > A
; - SN
=, & A
N NSO W
'l“h ‘H‘.r ! _‘;"
..
l.‘
L. B \ﬂ.-":":‘n.-\..;_
L TR "1..""' »
"1'."1" l'.'Il'lu.llil \
o L ]
o  — N
_ ah". + n
.‘.1.". : ‘.m'-' 1_,,,;..*&-..-.;,
o N, - ~ S
if :"', - > \I.‘
) 2 2% N
N ALELN N,
'.,1 . 7 . y
' - Cw b -
lh*. *.";:;". - “"’". Y
. "FI-. 'F* . L

< T, "l e
|:.‘ _"‘?C"'..l' ...'r.'. . , . . " .
b Ny T RO H" n N g .‘.'I:

\ N
\i:i.~+ o ; L g
~ l A
)
-
‘
N

'
-

e

. "“\.& ]

R !
m e ey ":' ?"" M h
NI LA .

-

PCT/5G2018/050321

-~
:Fl- [ § s .
y N
. . . “
TN
I.-.;.. ' 'y -
L q_i F]




WO 2019/009803 2117 PCT/SG2018/050321

T Wy

Sfemory mioduds
O

LR

ffffffffffffff y }ffffffffff

W o e e e e e e e e e e e e b i L R L R L L LA

B g gy Py Py
St it )

"h‘ﬂﬂﬁ."‘L""E'\"‘LE‘.\\E‘ﬂﬂﬂﬂﬂ.ﬂlﬁ"‘L"‘E‘h"‘LE‘.‘.‘ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ.ﬂl‘.KEEKEEKEEKEEKEEK

i o g Gl G ' P P G G o G Gl gl

EIKE‘.KE‘.\EIHKE"‘L""E‘hKEIKEEKEIKEEKEEKEIKE‘.‘ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ.ﬂlﬁlﬁl

it e e e e e e T e e e e e e e i e e e e i e e i e e e e e e e i e e

%‘%‘EH ﬁ‘s\‘@iﬁ?

f i T i i e i i e e T e e e e e e e e e e e i e e i e e i e e e e T e e e e e e

Compmrestion .
e -

R T

oA H o H A A A N F o H o A o i s i AN

"

T T e e b e e L R R S S

R P ey oy

e

Sovany) wweless
SOfnEEeIhOs

e S TF

R e e

r

T e T e T T e T T T e T e e

AT T T T T T T T T T T T T T T T T T T T,

"

*

iy

i
[



WO 2019/009803 PCT/5G2018/050321

317

External enfity

11 Payment terminal

Hecsive mput
- ndicating amount
o be charged

oy
30

Receive mput o
begin transaction
with an external
ertity
_________________________ a

- Activate NFC and
BLE modules to
establish a
communication

channel
306

HBoth NEFC ango
BLE modules
attempting {o

establish

a communication
channed

1 S ._ __________________________ ;

Fi1G. 3A



WO 2019/009803

External enfity

11 Payment terminal

the 3\
external

or BLE /
enablea’/

NFC

External

entily |
s in close
- proximity |
- tothe
- payment
terminal for
- detection

31U

entity NEFC \:}

4117

Detect ang
attempt o
uHock
external
enitity
33

- After successfully
unlocking, read
user token and

one-time verilier

FENE FFFRN, FEFFN RPN SFEFN FEERF FERRF JEFEFRN: BFEFERN JE PRI PR PFNS JJEFEFFE FEERF /FEFFE] PFPEFERFER ‘'BFEFEFER PFEFN] FEFN FERF) FEEBFF PFPEFEFEN BFFEFNS SR PSS FEFNS FEEFF: FEERF |'FEFSFE FEFERFS /R FSFE FEREFNS FEFFES FEFERF] FFEF SFEFN; FEFFN FEREPFS] SFEPFYF FTERF FEFEFF FFSF] FFEPFS TR FRFEF FEFS I PFEFE FERFERF: 'FFEEF PFEFF O BFEFEFEN FEN

NNl FEFBNF JIFEFFF BFFEFN I'BFFE PFEFEN. ‘FEFN

PCT/5G2018/050321




WO 2019/009803 5117 PCT/SG2018/050321

External enfity

11 Payment terminal

, Write new
one-time verifier to
- the external entity

New one-lime

verifier recorded | a
____________________________ 320 |i] Bundle user tken,
; - one time verifier,
; merchant [,
; - terminal 1D,
[ one-time verilier of
; terminal, source
i :
i
i
3
i
i

i u N E N

- used to get user
gata and transaction
' information

send bundled
- miformation to |
| the backend server

FiG. 3¢



WO 2019/009803

(& W § W

0/17

Exiernal enfity

| Payment terminal

ErFE JSJEFN: FEEER JFEEFF, SFEFEREN J NN SFENFN J/JEFEFNF: SFEFNNF JEFEFNy FEFEFN. /FEFNER FEFFNF. 'FESFER SFEFF, ' FEENEN SFEFEFF., - FEENN JEFEFF) SNEFN JENFN, SRR J/EFFN: NFFEN J/FEFER FEFFNF |/ FEFER SEFEF: 1FEFEFN SFEFFF., FEEFER JEFNF:; NEFEFN FfEFFN: SNFEN IFFN: NEEN

SNEFENNF rEFENF., ' FEFEFER JTEENa

s s E N NN FLE SFEFENNF /' FEFFL NFEFEN. - FEEFE
el "

 Receive transaction
information from
- the backend server

rTENN, NFEEFN JENNF,: SNENN
el e i a a a

Heady for next
transaction
334

PCT/5G2018/050321

Receive bundieg
miormation
from the

' Process transaction |

one-time verifier of

request, by also
considering

external entity
and terminal

4 mformation to the
- payment termimnal |

Send fransaction

330



WO 2019/009803

External enfity

Search for
compatibie

pavment terminal |

30

send request o
pair, if strength
of signal 18
bevond a frst
threshold
31

Recpive
transaciion
details

communicate
data to facilitate
transaction
35

11 Payment terminal

send aprmfaﬁ and |

7

Heceive request
{0 pair, and
compiete
authentication
32

| Send transaction

PCT/5G2018/050321



WO 2019/009803 8/17 PCT/SG2018/050321

External enfity

11 Payment terminal

Receive approval
and the data
to facilitate

transaciion

| Receive transaction
g information from
| the backend server
{ 3372

- Send user refevant
- {ransaction
* - ndormation
Receive user || 37
relevant transaction

mnformation
%
38

FiG. 3F



WO 2019/009803 917 PCT/SG2018/050321

FiG. 4A



WO 2019/009803 10/17 PCT/SG2018/050321

Accout Balange

T SOUG.00

TRANSAUTION HISTORY

e 32 @ 0304 P4 Added in Account B 2000
frams SE

e JP@ISIAM Puid for ovder RAARIET 550

L Jupe 18 G 0504 PM Paad for order REETYTY 320




WO 2019/009803 PCT/5G2018/050321

1117

Account Halance

T SOUG.00

FiG. 40



WO 2019/009803

12/17

.,—m‘.mmm

AQCoEs Baignoe

F2ANGD.60

| Pavment o
 TY23550

| KFU 130t & Cripey Chicken Budket &
1 Pepa at XU madiwala

PCT/5G2018/050321



WO 2019/009803

13/17

Acoonned Halmies

¥ 200000

Fayoeot i
AL RS

Sy ot f Unipey Cloeken Bokos &
Tepal s B madivels

PAYMENT BEQUEST

| RISCOD |

PAY NOW

FiG. 4B

PCT/5G2018/050321



WO 2019/009803 14/17 PCT/SG2018/050321

Account Baianoe
T 200000
Bavment to

LK Hot & Cripay Chickon Bucket &
3 Pops st AP0 madiwala

104b

¥ 350,80

PAYMENT I Ov PROUESS. L.

Transaciion © being progessed..

Hlenge wait....

FiG. 4F



WO 2019/009803 15/17 PCT/SG2018/050321

Payment 1@

Kol Hot & Cripsy Chrcloon Bucket &
' Popar at KM wadnwals

Pa W RENT SUCTHSSHUL,

1045

YOUR BALANCE

T 165006

FiG. 4G



16/17

WO 2019/009803 PCT/SG2018/050321
501 503 505 507
500
FIG 5A
501 503 505 507 509 511

520

FIG 5B



WO 2019/009803

106

17117

PCT/5G2018/050321

[ iy i Sy iy Sy iy iy iy Sy Sy By iy Sy iy iy Sy Sy Ty Sy Sy Sy Sy Sy Sy Sy Sy iy Sy Ty S Sy S T S Sy e Sy S e ey

"-I:i .‘ -
L L S

TR TR TR TR R TR

 Proostang moslule

4 4 4 4 4 4 4 4 4 4 4 4 4 4 4944 4 444

e e e T e e e e e e e e e e e e e e e

Y=
4 4

4

"'. .............................................
] ]
I -,
3 3
i . s _ "'E o ".,:q
as st AL E LT LT - , -i 3 X fhr ) ¥
; ; ﬁa?ﬁ- CFECHINIS R
] :I e ‘:"l
: I -"5‘.-77? f“ '
' i AR . LA
. - ey t""
- DAY, 3 ::
1 Il,.
1 LA
: R
2 hlh

L

:."'i.""l.""l."'i.""l.""l."'i.""l.""l."'i."'i.""l."'i.""l.""l."'i."i."i."i.""l.""l.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘. "y

zi N
3 WIRY sk
e

E: ;‘i:‘ i .._"..,I

:E "-:i:;: & ii’

T T e e

Sevnnty
soddnde

Sy )

X
LY
L b Q N
LT LT

4 4 4 4 4 4 4 4 4 4 444 44444 d 4444444 =

.-------------

[ HEEEESEESESSS S S S S S S S S S S S S S S S S S S S E S S Nl N NN NN NN ..
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

T

1

I T T T T T T T T T T T T T T T T T T T T T T T T e T T T T T T e T e T

e . - L .

Serond wirndesy

CanunEResiion
wsinis

SR
“€ A *
D ?\k
ey o
FRTNRTTNNNTY

i e

rr——

i i iy ey ey e e e e e A i i e e O A i e e e A e A i e i S e S S A S Sy i Sy iy Sy iy Sy Sy =

A

rrrrrrrr
HE EENENNENR

' R R R R R R R R E R EE AN
'l 'l
iy
Y7
o
s
[ f5
i
v
- at
. WM
E
J. - .
W
W
7
F ol B g B

by

o

i o o o

W

Iy

. h y

3 N

N Y ' : .o C . .

IH ] 'l|- i 'I:igl t‘i 'l.:-':' &s& It gt .

3 Lﬁﬁ?ﬁﬁt BOE RO R IR S 3
: ]

) %y

. S % o

L B BT Y

t . .".rt #.::\.; h;"

N S g

t R h ::

) .y

Iy

5 N i‘

T

LoonEnuEie e

..... T

wmnchals

. =y

KRR
.h_‘!.lh- el
e T T T e T "

-

Hﬁﬁffffffffffffffffff
P PSS P o TR L L

.

e e

Favsd wredegy

R SE L RN TEERT SN A LI

¥

W,
rI-I -F-l ]
A,

L

N

Rl

LW
e T

R e ey

S rfeey
ff?TT?T??T?TT‘EII???TT?TTI
a
r
4
a
r

77777777777777777777777777777777777777777777777

e

. .
-

N T RNy

o

G &

-#rwrrr\\\'u\\'r,

f;I
JIR




