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1 English Translation for PCT/JP2004/ 005879

SPECI FI CATI ON AUTHENTI CATI NG DEVI CE, AUTHENTI CATED
DEVI CE 5 AND KEY UPDATI NG METHOD Technical Field The
present invention relates to an authenticating device,
an aut henticated device or a dati ng nmet hod for
both the devi c&8glishrigansiagen far HQ‘?&@?&W&WOSQ
particular, relates to 10 a nobile having a wrel ess
conmuni cati on function SHECIHI@NDION communi cati on
system such as ETC (Electronic Toll Collection) or
drive-through. Background Art When a user enjoys a
certain service, identification (authentication) is

perfor | t [
user qua||?gé3ﬁ?89g§$§§5 gﬁgéggfggRﬁFﬁiiggdigggé? t he
user cannot enjoy e service if the user fails in the
aut hentication fo YLRRAEBYOMETHOR of a key or
expiration of a key. There has been a problemin that
even a valid user (even when the user has no
intention to conmt a fraud) becones unable to receive
TedhineabieMi ce, if the user neglects 20 procedures to
validate the user, such as to update a key. Further,
t t r
JE%% 5&%%%%‘2%‘%0&2%’5‘2%0 B R i o AR bl ora
r e if a.uys has. succeeded |
AN Fpn ST flkSepits * TR Erorearintetionen PavEaRG gies t
h ntlcated thereafter and may be able to access
a HPE Wﬂrelafﬁ GoFRREGagian Tupetiemarda mgbileenmmunicatian system,
security hole. 25 Further, there has been anot her
suchap BileéniBlevtionis TadkCGoldetsm) bbévd- thrdRhl- 274999, 2
JP2000- 138674, and JP2000-196588 that a used key is
determ ned only anong the keys

Background Art
When a user enjoys a certain service, identification (authentication) is performed to

identify whether the user is a valid user qualified to enjoy the service. In such case, the

~user cannot enjoy the service if the user fails in the authentication for such a reason as lack

of a key or expiration of a key.

* There has been a problem in that even a valid user (even when the user has no
intention to commit a fraud) becomes unable to receive the service, if the user neglects
procedures to validate the user, such as to update a key:.

Further, there has been another problem in the art described in JP2003-196240 that an
authentication is temporarily permitted , therefore, if a user has succeeded in an
authentication in the past, the user can be repeatedly authenticated thereafter, and may be
able to access the authenticating device, which could result in a security hole.

Further, there has been another problem m the arts described in JP11-274999,




hel d by the both parties, and execution of a key

update is inpossible. It is an object of the present

invention to provide a servi@e to an authorized user
~and to enhance service availability and conveni ence

for a user hy neans of a key updated by 5 executing a
JPRR00-13584.and BP0 K6588 Hat miwsed kaydhdetermmimideondy amsong the keys

provi ded according to one aspect of the present
heldrbyeint bath paniesunt exdcution bhgkeygptagss imsdssiBleng: an

aut henti cation processing unit to perform an

augk et drat bPhe PFRGRSSventiOn Y é]llavfa@ a%gli]vg:% b b Q%ggreize]geufer and

devi ce usSing an authenticatioh key; an up

' fbras nerat.e a new aut henticati.on k
to SFAREERELL Alnbrhd aEES BV AEK by Sop e wbibhea by
aut.hengi cat(iaon key to be used in the authentication
5 exqeptReakeyWPdafte aut hentication processing unit, and to
generate a new aut hentication key for updating an
aut hentication key to be wused in the authentication
process by the authentication processing unit when the

Distbsagtoietiet Ing@ited devi ce hol ds the aut henticati on key
but the authentication process with the authenticated

_?_ﬁl‘ﬂeﬁ?is Youida a@&grﬁﬁg% 6al Béﬁ@cpgﬂﬁ%eﬁ’l%ge%? iBdonl aluﬁl'enticating
e aut hentication processrng unit' pertorns e
icatio ess wth the authenti caéed_ devi ce

t.hent. ro
de"g%a“.m ‘}‘516%1385“?1%5“ BGY BrCHRsig Wikt ot Ry anyahsniicatipnprocess
,ghe updat e key _generating unit. 20 Additionally, the
with gR feifenticater dgvige vieear anthensicationdiedang aa updateikel ggnerating
unit to receive a prescribed algorithmidentifier and
unitgioggessare domalv arthenyipatiomrkeyeyhendbniiithdngicatbd oidehdes not hold an
aut henti cated devi ce, wherein the update key
autigRRestRi1Rg t6!BE hscd 8N HeahBRNtOS] Rt i
based on ? he prescribed al g%h?]io? %}‘ﬁbﬁeg%&n){k??%g?ag% H{t)lﬁg%cessmg

; ' ' ' Lfier received.by, the
R Fo G S e e S S (T
u ei nc| ude% atété.ansm' tt l’ngli‘ uni %F’ to transmt the new 3
sed, ft 1he AYTheRicRHen Rogess ox Lt whenbisationdrograsing ub yhen the
generating unit to the authenticated device,
15  authenticated device holds the authentication key but the authentication process with the

10

authenticated device by the authentication processing unit fails.

The authentication processing unit performs the authentication process with the
authenticated device again, using the new authentication key generated by the update key
generating unit.

20 Additionally, the authenticating device further includes a receiving unit to receive a
prescribed algorithm identifier and a prescribed encryption key identifier from the
authenticated device, wherein the update key generating unit generates the new
authentication key based on the prescribed algorithm identifier and the prescribed
encryption key identifier received by the receiving unit.

25 The authenticating device, further includes a transmitting unit to transmit the new




10

15

20

25

wherei n the authentication processing unit perforns
the authentication process with the authenticated
devi ce agai n, using the new &uthentication key
transmtted by the transmitting unit. 5 There is
rovi ded accordi ng to another aspect of the present
aufhguiisatipnkeyageners he spdateikeyesaneratingienititg thg authentisatsd evice,
unit to store a prescribed algorithmidentifier and a
wherers the iabtheint@atiory ptocessingamitipd efoinhd the buthadtication process with the
aut henti cation processing unit to perform an
aufUARAMIdeAEL AMDNRRE e it MuAlhiRHIIAIRY LEALRMCABY L5
usi ng an authentication key; a transmtting unit to
i.t.the prescribed algorithmidentifier and the
Ua%%@ﬁ%%ﬁ%gd 10 encryption key identifier stored by the
neﬂgg%.unit to the authenticating devi ce when the
aut B IS PERHdedrrcpRgingss appther asRect QlitheaHescabinyentionani ce
by the authentication processing unit fails; and a
authergisatell dgvicmintlutingr @ pemeey finitim stdre aputshebdd dgdrithg identifier
devi ce a new authentication Kkey based on the
anda pesdribbe endl g Keyiddntigert b h@therAREtid o 8dsSBE th® € perform an
encryption key identifier transmtted by the

authéRR S0 frbas %htan atthedi AUDRE tuklﬁgtafl Qﬁthgﬁt%%ﬁflﬁfé@ga

uni t perforrrs the authentication process w

aut.henticatjng deyi ce agai,n, using, the nev _
trati PP G (gt Peserd dlany Hin dipidkisiops s Rifterived
Further, the_receiving unit receives prescribed
encryptigp kay idgptiffer storedhiay Bagtmrrsrary sait.itn ghe alehantieatingaievichavhen the
aut henti cation process with the authenticating device
authgnticdtenguodesntvith abd anhficpingalesie by theniuthehetdtidn pastdssing unit
the transmtting unit transmts the prescribed
failgla@ b irédair it b ire@ive PRI tHRIRLBSAME BEHCED REV R Rtication
key identifier stored by the nenory unit, when the
j j A f i has,. receiv t he.
oy (R s Bl SR RSP i om e
. ect of the present. invention a key updating nethod
1de1%ﬁ% %ﬁ%@teﬁbﬁ H%Féltanfq’%ﬁnﬂtt ing step to transnit
prescribed information froman 25 authenticating '
dd e ewtherdicaroraproressing auit odrfomnd the avthentication process with the
aut hentication process fails, the 4
authenticating device again, using the new authentication key received by the receiving

unit.
Further, the receiving unit receives prescribed information from the authenticating

device when the authentication process with the authenticating device by the authentication

. processing unit fails, and the transmitting unit transmits the prescribed algorithm identifier

and the prescribed encryption key identifier stored by the memory unit, when the
prescribed information has been received by the receiving unit.

There is provided according to another aspect of the present invention a key updating
method including: a first transmitting step to transmit prescribed information from an

authenticating device to an authenticated device when an authentication process fails, the
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aut henti cati on process being perfornmed between the
aut henti cated device which stores a prescribed
algorithmidentifier and a pdescri bed encrypti on key
identifier, and the authenticating device, using an
aut hentication key; a first receiving step to receive
authgticatiprertoeess bging prdeimead; hstweendhesaithentidatbd deniteehich stores a
aut henticating device by the first transmtting 5
prestréed alporithne ideutifieaind a ptadrisd\wnesption Bacdadifier, and the
transmtting step to transmt, fromthe authenticated
autf@Mice e -V, }
ot SRR ST %, e IR DTS FtEfo the
' I fier_store after the. prescribed -
prefibsh $PimiloR s PBERE Ba™ b butESieRHEE Sisgdihn Bt rappmicing
a second receiving step to receive the prescribed
stegy) 44 & Juhanticated e Hseep seerad tRRSIHH BIE SHIPHe draasraityfim the
key identifier transmtted by the second 10
authendinated deviegtosthe puthertichtieg davidestht ipeastiitveg aligitin idedtifier and
generating step to generate a new authentication key

 thelpassebedlenttioh RECIILRET: KoL htdHThd SRRribkd ﬁffoﬂhﬁioﬁ 'ihﬁfeceived

prescribed encryption key identifier received by the
by BEFPAYeleRES redivi thenti gating .. device:
e e e S ]
: hentjcatio e enerated by the generating step
lde‘%a*gfef ﬁ'éff %’ﬁPﬁf‘eﬁﬁl&r}'i’%a%@gm%ﬁl%yelge@?ht%ﬂ%@ﬂmhﬁ §condp to
receive the new 15 authentication key transmtted by
transpgtmg ptepy at thanhanticaipediesios; agenetating sith &ngéncetted new
device; a key updating step to execute a key update
authepiterdiontiey hesed antthe plesaived algoktyn identéficy aad the pgréseribed
third receiving step, as an update key to performthe

encABLOLREY DBAGRE [RENEE B RGELVSRITLdMng &Lh N mé'pﬁl?%e%ﬁcating

vi ce and the authenticating device;, a ste

e
e A ST R Ao R R SRR v

check tt hf 20 ypdate confirmation data.. Brief
EenEAUNG St foythe grtEREcaisddivicgsa thirg receiving stepjiogeairs the new
describing a structure of an authentication system
authgnidesitian kgy transmitted by the hitbbaansmitting 86pFitghe Aithentigated device; a
di agram describing a concept of the authentication
key spddtmmstepaoredequte & Reyt liglate using the new authentication key received by the
third receiving step, as an update key to perform the authentication process between the
authenticated device and the authenticating device; a step to generate and transmit an

update confirmation data to the authenticating device; and a step to receive and check the

update confirmation data. .

Brief Description of the Drawings
Fig. 1 is a diagram describing a structure of an authentication system according to a
first embodiment.

Fig. 2 is a diagram describing a concept of the authentication system according to the




first enbodinent. Fig. 3 is a flowhart describing a
procedure of a key updating nethod according to the
first enmbodinment. Fig. 4 is & diagram describing an
exanple of a frame of comunication information 5 1.
Fig. 5 is a diagramdescribing an exanple of a franme
firgfembediment-cati on i nfornmation Fig. 6 is a di agram
descri bing an exanple of a frame of conmunication
| niFigr Svista ftowchart egribihgi apracediueds fakedapasting i@h@Daccording to
exanple of a frame of communication information 4.
the it erfhddsméht f | owchart describing a procedure up to a
key update process according to a second enbodi nent.

Fi .I.s..a hardware configuratiqn diagram 15, . .
e e R e R Pe SRl B Al ShRBhgtinn inpmation
Enbodinent 1. It is hereinafter explained that even '
5 1. \when an authenticated device does not hold a key or
hol ds an expired key at the tine an authentication is
pefig.or sedlidgramdestribing af@xamplb efit: ifeaicof coemusieatindndimation
aut henti cating device, the authentication does not
2. result ina failure, but a key update is executed by
"a key updating neans and then the authentication is
paf; .l 4 ' ribin structure .
o 6 A tigrin dederibie 3 AT AL oF DSl ot ihiBhRation
enbodiment. 25 In Fig. 1, the authentication system
“includes a comuni cation device 100 as an 6
aut henticating device and a conmuni cati on device 200
10 ad &y aadingrmm descebing ey exanplapba frame of communication information

Fig. 8 is a flowchart describing a procedure up to a key update process according to a
second embodiment.
Fig. 9 is a hardware configuration diagram.
15
Preferred Embodiments for Carrying Out the Invention
Embodiment 1.
It is hereinafter explained that even when an authenticated device does not hold a key
or holds an expired key at the time an authentication is performed between the
20  authenticated device and an authenticating device, the authentication does not result in a
failure, but a key update is executed by a key updating means and then the authentication is
performed.
Fig. 1 is a diagram describing a structure of an authentication system according to the
first embodiment.

25 In Fig. 1, the authentication system includes a communication device 100 as an
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conmuni cati on device 100 includes an antenna 101, a

comruni cation processing unit 110, a nenory unit 120,

a control unit 130, an updaté processing unit 196 and

an aut hentication processing unit 197. The

communi cation processing unit 110 includes a receiving
authgnijcagng devicgrpnd 4 copupidation deyviead00 as 12 authheticatedatewice. The

processing unit 196 includes an encryption processing
commivhicidh deviced 00 @rehnidsbe intgBREINA] & Bemmhitatbhro@Rsing unit 110,

updat e key generating unit 160, an individual key
a netRRY @hi 190, Wlohtrd1hic B30t QH’H}?&% %ro%@s\éing ?@gg% hﬂ@aﬁﬁﬂtﬁentication

ating and an -

180, "an updating data gene uni
: irmation data.checki ng uni 95. . The .. )

rof ol TR bRt P nete At il Belidestfpociying uni

co ni cation processing unit 10 210, a nenory unit _
11 bans 3 ernsgHpB DAl 25t updAte peResEng Wt KTl enoDBtion

and an authentication processing unit 297. The
prasessmgningdidD onrapdonessibagganerating ifit il 5T lan dpdata key generating unit

receiving unit 211 and a transmtting unit 212. The

160 el dicivighic0 €5 SérdehtiB inhit 396, d REHUASFkeynERGRY Bhit P80, an
processing unit 240, a random nunber "generating unit

. : . i ni 1. dat.i
ol B SOt 4 o NS DB B AR RIRY 08
LR RT ARERR IO

bet ween the communi cati on device 100 and the

210; grmammary anit 820 despinrel BHD23A), an updateprosensing und 298nud 201

However, it is not restricted to wreless
autbomicatitingad éeesing amt296. r €T lecomminirdatibe prozadingaineTDandRits a
instead. For exanple, it is possible to configure the

recEOMPWAI 0Af hika H8WNERINEWMit3322 TRAGKIAHEHHEMLIRE uftlk 326 #R1udes

store side, and t he communi cat i on deV|ce 200" as _
o QRO BrABY D, BOED B P bl ok 3565 Bty ke
engiF e bR AA LR GeHEIer PG Bl A P ateofimnation data

exanpl e, when the communi cati on device 100 is

gengrgHng yuit 895 aslhe firptoaehoiditaend dodceibesat caae wherem wireless and

the communi cati on device 200 is configured as an 25
conomurbasipd isdevioeracdbetaresiethe Cbfinsintatibddside, 100 and the

drive-through etc., the roadside device at the 7
comznunication device 200 via the antennas 101 and 201. However, it is not restricted to
wireless communication, and wire communication can be performed instead. For
example, it is possible to configure the communication device 100 as a roadside device at a
store side, and the communication device 200 as an on-board device at a vehicle side in
ETC (Electronic Toll Collection), drive-through, etc.

Fig. 2 is a diagram describing a concept of the authentication system according to the
first embodiment.  For example, when the communication device 100 is configured as a

roadside device at a store side, and the communication device 200 is configured as an

on-board device at a vehicle side in ETC, drive-through etc., the roadside device at the




10

15

20

25

store side, after having been started, continues
waiting for a user (a vehicle) to cone to (go
through) the store in a statd ready to perform an
aut henti cati on process for providing services
according to ETC, drive-through etc. Wen the user
stoip fige, afigr havangshash etartedecontinns Maiingdor ¢ aser (amehiile)do game to (go
authentication 5 request to the on-board device
thriongl)ahd edrel in atshe waliy & gerfobhenantienidatiofl wices for providing
transmts necessary information to the roadsi de device

setvites REERIAACET WM drhre?}hf'o'ﬁgﬁ Egction by the roadside
device. If the roadsi de device deternm nes that the

[ () ceived fromthe ,on-hQoard device i o

ou BT G CoR Y B 0rd ek el IRBiaphty 66 plBenisadon

into state of a key update 10 and requests a key
requsdde ghet%"l?cﬁ’éd drvigrobtaliqdapiticavehivite on- boar d devi ce

executes a key update in accordance with the

i nBheranchaanth démicet thansmits acssaey nifbrination & the roddsige deyice in

update is conpl eted, the roadsi de device goes into a

accdkdine @ith aninstRWtiBeny iheabadefile davige. per forns t he
aut henti cati on process agai nst the on-board device. 15

St I@Hﬁqogdsfcfe%fe@f% ld¥tﬁgéﬂ§sc%gttr t@? %&) L?x%'iii()ﬁ Eeec%%(iéé ??mot%e 1i:nlﬂll-%oard

aut henti cati on net

e RSARR o SE 50 BB RBER i Lt af hes in

separate processes. The update process is not executed
and gpests ey updetedn thecen-besid devdesess i s perforned. Then,

the authentication process is performed after

exldewni tmarddevideexkayespkiatigdudedmaccdtddney with frl iEtiiction by the

is outdated or does not exist. That is to say, at the

roatl§liid d@kiceperi od (when in |ack of key information), a

key update process is executed. Meanwhile, during the

| _ while, d
DB e ey DA, « BAREE Brocl il BN D S8 iy

i nf.ormati on used for the authentication iis outdated,
AURHECHIR)- ﬂﬁ%%w Jrggdhenticalion prRcsss ageingt thg opsbogrd device.

flowchart describing a procedure of a key updating

met#eshdifetenily itheyautentiogioniwysteinrog theearitahitioatinm, method according to
the first embodiment includes a key updating means. The authentication process and the
update process are separate processes. The update process is not executed while the
authentication process is performed.

Then, the authentication process is performed after execution of the key update when

key information is outdated or does not exist. That is to say, at the initial period (when in

lack of key information), a key update process is executed. Meanwhile, during the period

of normal operation, the authentication process is performed and in such a case that the key
information used for the authentication is outdated, the key update process is executed.
Fig. 3 is a flowchart describing a procedure of a key updating method according to

the first embodiment.
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8 The nmenory unit 120 stores a prescribed al gorithm
identifier, a prescribed encryption key identifier,
and an al gorithm correspondirgg to the prescribed
algorithmidentifier. The nmenory unit 220 stores a
prescribed algorithmidentifier, a prescribed
en&hgpemery uniel20 steres # preseribed plgairigion idehvifieror presquibediprgyption
to the prescribed algorithmidentifier, an 5

ke ntengifidr] aml doeygordlih espespdhdigg tothepeesofiREIcdd?REn identifier.
encryption key identifier and a device unique nunber.
FuThd iy IO | : : S
autheﬁ%?%g??gn kejﬁgﬂgngagﬁg§§¥g§ﬁg?ﬁﬁ%@ﬁﬁgﬁg§%Pgégwnmnon

identifier of the authenticati key. .. ..

kef teufin, S0 o esnohig ¥, P b e i dsngiivesn
so as not to store the authentication key. The ]

engyiq keysarassRangvete thessseribrahencryngion key ientifies aed & device
of a key exclusively for key update 10 (updating

unique neibérer Furtidrethe memppy idn2Xemay storeespaiistintication kehbeing
prescribed encryption key identifier is the key

ourhitdus ihvehy ekgifedkead abl RRRatiRor oT AR dl.@l%ﬁ'baftioﬁ'kefif ARGndte¥ly, the
exclusively for key update and the key exclusively

mefroky §5Y 23PRA) fe BSigHRA%0 40 16! foNore (fl?els%rt]ﬁ%n%i&{a}%ﬁg(% obhe

update ~process ac onpanylngﬂgenera ey

at .the initial riod (before_shi nt qf the evi ce,
Pfef%r}begfa%msﬁﬁgw%ﬁwéaﬂ niifiiAe Koy Grausvely for ey ipcate
acconpanyi ng generation of another 15 new key in
(updatingydrriificglet (Ihsgacrypinarkeysorasivading da thegmedcabed encryption key
sharabl e by both the comrunication devices 100 and
ide@iifEr groths kaptxadusivety fonkdéshepdsry T adeatifieraselskacxuliieely for
in the period of normal operation. The identifier of

keyhilatead QU kaipdxe kel 3r Re§XpHREalEu RN ‘i{heilﬂﬁﬁ %%gl’)f the key update

excl usively for key updaté are not use

| pro@égs Iﬁ@%ﬁaﬁ&ﬁlg %{eﬁ%@%}:ﬁ ot a :n%iwr rrlgegri t élpegla?iﬁiﬁlhet%y{ag gﬁeﬁ%li'ﬁ%ﬂipment of the

S
processing u perfor
ni cati on device 200 as the

rocess Wt 20 the co
deviksy foE ﬁi‘?%}?g&r ag(he KBY URYALC BROCASS ACEURRANYINE SERRIRtn ¢gnother
unit 297 in turn perforns the authentication process
newkeshin e gen Y satiings: When aeanitheati¢gidndsy shivable by both the
aut henti cating device. The authentication process is

conpewtfication debigesuBiOn@d 206 daed he rkiscatth® ReykgpdateWi6est becurred in
menory unit 220 stores the authentication key being

the g&ﬁ&ﬁéﬂﬂ)rﬁﬁl SRYdg. ©fRE [ RAGS fo_fm%gaetlauﬂ%l}? EF k4D update and

20 does not 'store the authenticati
the key exclusively for key update are not used in the authentication process.

First, the authentication processing unit 197 performs the authentication process with
the communication device 200 as the authenticated device. The authentication processing
unit 297 in turn performs the authentication process with the communication device 100 as
the authenticating device. The authentication process is performed by using the
.authentication key. When the memory unit 220 stores the authentication kéy being

outdated or having expired, or when the memory unit 220 does not store the authentication

key, the authentication process fails at this point, since the authentication key is
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25 key, the authentication process fails at this
poi nt, since the authentication key is 9 unavail abl e.
When the authentication procéss fails, the random
nunber generating unit 150 generates random nunber 1
in_5201 (Step 201) as a random nunber generating step.
undvalede2 as a transnmitting step, the transmitting unit
112 transnmits the random nunber 5 1 (one exanpl e of
pr@sen theadthenfiatiompfoesss i) tHeah@ibnbuhhe cbapsam unitnizer
generating wunit 150 as communication information 1 to
. i ,
B e 0 AL € A1) bR b Plera i sp.
200, .the .c

t icat.jon devj.c ni catjon
5282 T8 BefiPleRE oo B St i S TGRS 8 engom nursber
transition fromthe authentication process to the key
I (ensaewplsrd pesseribegnfopmatiny garerated By hevandgnspupber ghrerating
receiving unit 211 receives the random nunber 1 as
unit h&) gorommuinietivo mipmiatipmattd oie dontrmarisioh dedcd0dt haBy
transmtting unit 112. By receiving the random nunber
trafsnbitfing hige t8d@h WinfiBerUristthe ddmmuRiSatiRA Rt 10/ Vi ce
200 determ nes that the key update is requested by
corﬁxﬂ@rhieﬁm{/ﬁ@%@ Qhéj(%\fﬁrﬁﬁugaqgn dleO'cﬁ %86]' m?ojm% Eﬁrlet C %m%ﬂcation
authentication processi ng s{ep, The ' Bhd0m Nurber
e ating..15.unit 250 generates a random number 2.
devits 280 96 trgesition ?f%méﬁﬁ uthepiicationprogesp tq @5?}%}%}1@ A RFOGFRSt
212 transmts as communi cation information 2, the
pre$e03 Brairespiyig isteRnthe deasivifg it 2 tlHrecqives glasr iahdaim number 1 as
encryption key identifier, the device unique nunber
the somnmdichtjort iformmeticr Y trouiniitt@PBy thenchnbhigtingaraormenuByeecedving
generated by the random nunber generating unit 250, to

the kd@oROTIMBRE ¢ BY IR YeblGVMhE Bni 991,38 finhlGcAohREMES 860 HEtErmines

"device. The transmittinhg unit 212 transmts an

' i f tication key bej.ng outdated
thaﬂotgg E%X/{lé]c%{eeg Eﬁq&lg%?d ?%{ghg ther "Ls}'\ngctaﬁo%ﬁe‘é?eg]gjror t hm

igfﬁé%{ier ‘ﬁprre ponding to the identifier of the )

a 5L ﬁn@aﬁzenﬁlqaﬂ% Bipcessing stepphls rapdpum puimhsr generating

identifier and one encryption key identifier are '
unitg0rgsgeratss g ramglom mprtes@nt ed as a profile, and

g

In 5205 as a transmitting step, the transmitting unit 212 transmits as communication
mformation 2, the prescribed algorithm identifier, the prescribed encryption key identifier,
the device unique number stored by the memory unit 220, and the random number 2
generated by the random number generating unit 250, to the communication device 200 as
the authenticating device. The transmitting unit 212 transmits an identifier of the
authentication key being outdated or having expired, together with an algorithm identifier
corresponding to the identifier of the authentication key, if they exist. One algorithm |
identifier and one encryption key identifier are paired as a set represented as a profile, and
the communication information 2 contains as data the random'number 2, the device unique

number, number of the profiles which is the same number as the sets, profile identifiers of
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t he comunication information 2 contains as data the
random nunber 2, the device unique 25 nunber, nunber
of the profiles which is thelGanme nunber as the sets, -
profile identifiers of 10 the sane nunber as the
nunber of the profiles, and the algorithmidentifiers
thessametmmbergscthy pemiar of dhye prafiles,iahil dhesalgaithmddensifietyend the
profiles identified by each of the profile
endroltivini Kelyddesitifiert pairdieds, the patilfiddntiBedbodach © f the profile identifiers.
identifiers, the algorithmidentifier and the
r [ X | fi i-ned i as. f.] .
FuftR&! é’a?,%l loPthekRYfile idbaAfidE, tgé %lgg#ttlrh]ﬁ_gld?glgﬁ?l g eh&r?petlon ker\]/

identified by each of th lers are suc

8 I P e o o

transmts to the communi cati on device 100 as the

- theideriidigtsi eampivglluesrresaondent. | dasemothe trangoittinerimit 212 transmits to

identifier and at |east one encryption key identifier
thegtoomahidagion Heviceeififrag thmnatth@@iBating devich, at leasraealgdritan
one algorithmidentifier and one encryption key
idehtifsdtahd helbasBbRe BRIFRIBnASy RIRBLifid sRIrbd By the Ondnfbrp4fR 288 irfsuch a
receiving step, the receiving unit 171 1 receives,
i .Gat.i i t.he. .
mahf? ok B SOOTHEL GAMIIRP and B SEr RGN B ORifer pre poirag asone
ntai ning the random nunber 2, the device unique
Iﬂﬁﬁ ber, the number of the profiles which is the sane
nunber as the sets, at |east one profile identifier of
t HB S386res hipspising atept e reaeinieg undf 1l receiyosoftpindhe cammuni¢ation
| east one algorithmidentifier and at | east one
devire0P s itlemmukiepticadehddvideg the o neamicat@omeiri@gtib® 2 @aafainiy the
at least one profile identifier. In S207 as a

rand@i Rbér T 18 ®RiceARUE REALE, KR hueBBRs Bthé gﬁb Y W hidtPR the same

sel ects the prescribed encryption key 1dentifier as
i ifl t | usjivel vy f Kk d
oo 18 s, dt oo PHE Ao of3! B e Y Rl oy e
{

th escri bed encryption key identifier,  anong a
Proﬁ‘%&s’f‘fﬁ 8%3% g6 F\egPﬁﬁﬁ"il H‘élaﬁq iPed ablprpt gpe encagitiogkey identifier
encryption key identifier received 20 by the receiving
corigapandmpto eqtheqt at ldast ansqumeBe lideptifigner at i ng unit 160
generates anew authentication key as an update key by
udn 8207 dsen ghawiating siep otie updaib REy gineratih@ GBik 160! sdlyctd e prescribed
receiving unit 111, and a hash value and the like. In

encBpER kPiEsifiet REthE RERLifierShe key exclusively for key update, and the

prescribed algorithm identifier corresponding to the prescribed encryption key identifier

among at least one algorithm identifier and at least one encryption key identifier received

by the receiving unit 111. Then, the update key generating unit 160 generates a new

authentication key as an update key by using the device unique number etc. received by the

receiving unit 111, and a hash value and the like. In other words, the update key
generating unit 160, based on the prescribed algorithm identifier and the prescribed
encryption key identifier received by the receiving unit 111, generates the new

authentication key when the communication device 200 as the authenticated device does
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generating unit 160, based on the prescribed al gorithm

identifier and the prescribed encryption key

identifier received by the rEceiving unit 111,

generates the new 25 authentication key when the

comuni cation device 200 as the authenticated device
notndd an guihenticRdorkeyro da tpeshiniteauteantivaipntnsotsss odd i n

the aut hentication process by the authentication
autheiiresSsl proycessing whi 197 amd thdwepdapdiadyeekieitigener B0l geflerates the

unit 160 generates the new authentication key for

- neWRAREhRAISH ReyPIAL hﬁ(ﬂ’ﬁth Hd ﬁl@he‘ﬁﬁé’atgﬂ\qldl%gmﬁ ]ﬁlﬁﬁ’cta.h&?

devi ce 200 as the aut entlcated

e B AR R R IR TRe pletaarnl e ﬂ.et b3

he, authentlc tion process wth the communication
authenficatiomipgcess by e AthonbrRtion Rresgsirg ikl $but e authentication

aut henti cati on processing unit 197 fails. In S208 as
progessiwith thi domhukegtigedwicat?0f gs steeapthentientéddividedyrahe key

generating unit 170 generates, in a way simlar to

amhﬁﬁmmmﬂaheaﬁgnggﬁmegaﬁﬂmg unit 160, an individual key
as the 10 key exclusively for key update held by the

CQRYHE 9 ﬁlﬁwﬂﬁ\.ﬂ Q(Q‘at tﬁesmhﬁﬁiuﬁﬂ&%%ér%ﬂlg‘ﬂﬁx\(t 170

correspo Ing to t resc d ‘encryption

ntlfler sel.ect e dat.e ke ener, nit
sensGEAL i €S ey asﬁvaa%wéi #hg g%@acﬂ%ﬂ by asthe
orary key generating unit 180, usi n 1
Yaqxggﬁ“'%iﬁ RIdesy ugdae held by thq)cqrm@urpqaaé@@rfféb@q 2@&% gfdrl¢h inthe
identifier selected by the 15 update key generating
enceypition kéPcoreaspondingstot the preacritethencryproskely idadifizr sildctedtyehe
i ndi vidual key generated by the individual key

upcﬁ&ﬂ&ly%%hétgtmgﬁmﬂltﬂ@p as the encryption key
corresponding to the prescribed encryption key

| 459509 b rerlb 9 kB0 RBED N %na%&a,gﬁ%g; Btligic 150,
by e AR g cihont e e ke g e EDEOThS | @% Sycieaby the
generating unit 190 generates updating data by
updatediey gendaiefinghmitni encayptpthetransfont manbean tond A umtlnethe pdividual

and the
key generated by the individual key generating unit 170 as the encryption key

corresponding to the prescribed encryption key identifier, by using the encryption
processing unit 140, and generates a temporary key as one example of an encryption key
for key update process.

In 5210 as an updating data generating step, the updating data generating unit 190
generates updating data by encrypting the whole or part of the random number 2 and the
new authentication key as the update key with the temporary key generated by the
temporary key generating uﬁit 130, by the encryption processing unit 140,

In 8211 as a transmitting step, the transmitting unit 112 transmits, as communication

information 3, the prescribed algorithm identifier, the prescribed encryption key identifier
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new aut henti cati on key as the update key with the
tenporary key generated by the tenporary key
generating unit 180, by the é&Acryption processing unit
140. In 5211 as a transnitting step, the transmtting
gnh 112 transmts, conmuni cation 25 information

ang the presebed Elfolﬁéfeléera!ﬁ@bﬁlqcm hydke bpdatekey generafipeut | hand the
encryption key identifier 12 and the prescri bed

updatofg daga goheratad byethe spdagiog ddtalpentrating rpdiat %), keshe communication
generating unit 160, and the updating data generated

debite LO@adipd ahinBRicdRHYegigner ating unit 190, to the
‘conmuni cation device 200 as the authenti cated devi ce.

| NS4 A% r@ceg\ﬁﬁegeétgp U 2480, ﬁgzﬁﬁ '%#5{1 %'fngn;@lcatlon

receives, muni ca
ifier, the prescrlbe

crlb n
mfg %Vﬂt b Fﬂtﬂnsqrftﬁ@ léenthﬁﬁ% thsrspseribed enshpiion key identifier,
correspondlng to the prescribed algorithmidentifier
thegpre fileridengifieseariespeandingrie thqpresmibkeé glgbddint identdier amhidhe phascribed
updating data, transmtted fromthe communi cation
enagpticnekelGdentifiert el the updningQiaty, agndeited foMythé E@nmunication
transmitting unit 212. In other words, the receiving

de\HEE 10Pdslthé saﬁéﬂr%an{g%vﬁ@Wﬁhg ﬁﬁ;ﬂi@% h&@zgfy R%RY wids, the
hm 10 |

the prescribed algorit r an

encryption k i nt| transmtte
recBf BT ER i Seohif e Bosc IR ‘?Efgf‘i”gﬁg Hlgorithm
ice 100 as he authentlcatln device. In S213 as a .
ldee%fl/ﬁ riapdthegprescaied enseypaRR koY ideniios tispasisied iy thei tranpmiting unit
. confirnms the proflle |dent|f|er recei ved by the
212 aewmi the pgmumicatpbidevien d00 hetheraetieniidatide dexdeeypt i on key
identifier and the prescribed algorithmidentifier

CAnrs2spandicogfiriring! &, BeldnchytibA rickdsitdunit @0 |c6n§%154th@§roﬁle
a tenporary key generating step, the tenporary key

ideRSML relivad bz el regtgﬁjé ulty 218 'ag(@ c}{e;[ﬁe&hg éx{clp)g}é o IkFY girentlﬁer

correspondi hg to prescri or|

ceive V|n unit. 2 1 and onfirned by
and 8 BietE kot SEB LA ¢ Horfmcinggs dnup fRcdentife:
randon1nunbers 1 and 2 with the |nd|V|duaI key stored
by PRE* AbtrismpoiY kepg@icrfing stapgtherterepeaorigayizensating unit 280,
processing unit 240, and generates the tenporary key
by esngihe akpositiph eoroefspem:ln@toehe pyepstriibed akgoyithiro idenifikatreccived by the
- process. In this way, the comuni cation devices 100

recéliielg 280 211 and confirmed by the encryption processing unit 240, encrypts the

random numbers 1 and 2 with the individual key stored by the memory unit 220 by using
the encryption processing unit 240, and generates the temporary key as one example of an
encryption key for update process. In this way, the communication devices 100 .and 200
are able to share the same temporary keys. When the temporary keys are generated,
encryption is performed with the temporary key by the temporary key generating units 180
and 280 in the present embodiment. Instead, decryption may be performed, since it is only
necessary that the authenticating device and the autheﬁticated device perform the same

process.
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are able to share the sanme tenporary keys. Wen the

tenporary keys are generated, encryption is perforned
with the tenporary key by thé&tenporary key generating
units 180 and 280 in the present enbodi nent. Instead,

decryption may be performed, since it is only _
ne aray ap yadating data phreldeg #ep.itheyuptiating data ghccking unit 290
aut henti cated device performthe same 25 process. 13
de¢nypiS2Hidengsypsal updeting dega eeted kel icogmmbhieption R rmation 3 by the
updati ng data checking unit 290 decrypts the
re@RGIYRIEI 1 UPEAhE RanSRAS Ke§ &BAKRE] B tHeQ@mﬁ&ﬁf?#@ef%%ﬁér%g unit

information 3 by the feceiving unit 211" wt

%wg r t by .t tenporary key

zggb erg%ﬁ%%éﬁﬁﬂgﬁﬂgﬁgfg Qg%%ﬁ%glthe encryption
pr ing unit 240. 5 In S216, as part of a key.
PR R e Pt ks Viplinei g, i datingcdtenghegling uipgo0 checks
checks whether the decrypted updating data is the

whgthst the decypted updatingalatagin therwimierbeparfof the savsinint tuedbef 2 om
t he communi cati on device 200 to the conmuni cati on

tragenittedfrdMQhe édmibisicatd@cieyipt ed0 upddichbMthudRbford &vide@00. Ifthe
whol e or part of the random nunmber 2, it is shown that

dedrﬁﬁ?d GRIRHE B&atd l’.l‘ﬁ@ Jlﬁgehédlﬁmﬂ?ﬁhh&ﬁhh&gerpj A §]I§oc\ié1§ that the

perfornmed properly w conmuni cat 1 on "dev
ulent attacker. That .is. 0,58y,

. not with a frau

cortMnicBh 81 (i aBhRANG Bitee it P Bt S ertidat T o
communj cati on devices 100 and 200 is proved to be

cormpupigation device halh nof wath g feprdnlent atteekerchest is tagay wing w291 the
executes a key update by using the new authentication

authenyicgiemearracassibstivitn thecoympiunaatiombiévides il 60 ast 2OK/Bgrdwed to be
the receiving unit 211, as an update key to perform

suctirefudut TiRnf the abiAmgRIAcaBekiRe LiESsD L6 t@@ﬁrm?nﬁ bd B usi

- 15 device 100 gnd ghg'connunlcation dé%ice Od?ﬁTﬁgmﬁmgﬂw
W REHAL R | - it n S217 .

new BRI KA K5 SRt st JoR BRIl HPbceed By s et i
updat e firmati.on data eneratin nit 29 o

211 853 Tpdale ey ¢l e (i aimeflierbn D s I5yveshdhy pemmgaication
the whole or part of the random nunber 1 with the

devics 198 ag {hereynmawication devigs,2G0ne The mpdatakgy ketored by the memory

generati ng

umt 220.

In S217 as an update confirmation data generating step, the update confirmation data
generating unit 295 generates an update confirmation data by encrypting the whole or part
of the random number 1 with the temporary key generated by the tempo;‘ary key generating
unit 280, by the encryption processing unit 240.

In S218 as a transmitting step, the transmitting unit 212 transmits the update
confirmation data generated by the update confirmation data generating unit 295 as
communication information 4 to the communication device 100.

In S219 as a receiving step, the receiving unit 111 receives the update confirmation

data as the communication information 4 from the communication device 200.
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“sucBLy

20 unit. 280, by the encryption processing unit 240. In
S218 as a transmtting step, the transmtting unit 212
transmts the update confirmation data generated by

the update confirnmation data generating unit 295 as
conmmuni cation information 4 to the comrmuni cati on

deln ¥20r9en updats 2adiragtien dase ehocking sepethe uphate cenfirimaiiogdata
unit 111 receives the update confirmation 25 data as

chedkéngamitri9sideadypanhd afcoypiat theﬂcohﬁﬁmthlaﬁa%B@%dQ%fth@ n
device 200. 14 In S220 as an update confirmati on data

rece VARG 15 L8 fhe dohn c%"f‘i[)ﬁ &{Iﬁa dlﬁgﬁ%{g?@ tlgegttﬁﬁlp?%gfﬁ%) rgégerated

uni t” 195 decrypts t e encryp
unit. 111 as.the

ata receiyved b el vi.ng
y SRR aR K eentmbnf BF bY Wibeotiod blosgomenyinidg
generated by the tenporary key generating unit 180,
byl apan qut@wrﬁ‘mf@ysdaﬁfgchmkmg stp, the updatsponfirmetiemdata
updat e confirmati on data checking step, the update
checgimziunitd ©5 ohecitatvdcthehthe ldeagped idhta @ dheclielakesconfighdion data is the
the decrypted data of the update confirmation data is

whb R paR O eheQtndih hudbert N@adsAREAT Eﬁéecron&nﬁrf@ﬁéﬁu&h@edi 00 to
fromthe comuni cati on device 100 to

the CO M d:%ﬁf)ﬂ 84 %Oce te C}h%/\(vlae I tstgcf fil]aq %%10 g?te Fszgﬁqrmgpon data

the up te con |rnat|on
. t& ndom ngrg% : is.shown that the
18 Hg O REit GhtESAD %n%beédt R énihowgithy ihe,ceypmurication for the
E@ﬁforned properly with the comunication device 200,
authnticgRanprogess s Ieed praperdckigh theToatmirscation deyice 200e not with
ot her way of the authentication process between the
a fravdnien attadkicn Thatel it€ say] (18 ol wah @ f GRIETdnEadtion HrétRyd iween
200 is proved to be successful. As stated above, the
the kBMNHARALGH RAVASEDD B8 HNE& e HOFTEA! é:g(sd ﬁ%r&%&'t& Be
100 and 15 the conmuni cation device I s conpl et ed,
hereafter the authentication processing unit 197
perforns again the authentication process with the
communi t| on_devi ce, 200 as the authenticated device
by St & ﬁh@%%m%‘rﬁ%% Peli R heromBRHt@dop evipre] 00 and
updat e key generating unit 160. The authentication
the gpypwsichting davice 2007s ¢ampileted, apd thiepeafsr dyainthentieation processing

unit 197 performs again the authentication process with the communication device 200 as

- the authenticated device by using the new authentication key generated by the update key

generating unit 160.  The authentication processing unit 297 in turn performs again the

authentication process with the communication device 100 as the authenticating device by
using the new authentication key received by the reéeiving unit 211.

Fig. 4 is a diagram describing an example of a frame of the communication
information 1.

In Fig. 4, the communication information I contains a header and data of the random
number 1.

Fig. 5 is a diagram describing an example of a frame of the communication
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aut henti cati on process with the conmunication device
100 as the authenticating device by 20 using the new
aut henti cati on key received ¥y the receiving unit 211.
Fig. 4 is a diagramdescribing an exanple of a franme
. .of the comunication information 1. In Fig. 4, the
inforatiaR 2cat i on i nformation | contains a header and data
of the random nunber 1. 25 Fig. 5 is a diagram
ddsadiig. 15, g cammenndoagibe infdrmmatibn arentains atheadeddatadfithd tantdom
15 information 2. In Fig. 5, the conmunication

nuthBérQ@, BRI de@te AnfRE hAhPS (e RRATR]ue I@@.gﬁh@ﬁutﬁ&? of gﬁgﬁ@(N o. of

nunmber 2, the devi ]E:e unic que numnber f devi c;e_ Iunl
propfesh ReS 8 177 PRBle e B BN Pichors R 0SSt i s, and
et g it by BB ey o

identifiers (key IDs) corresponding to each of the
corpaspéndieg fodwanh pf the peofildidentifitent i Fhieadenifiet tifthi kgy exclusively for
exclusively for key update (updating identifier) and

keytipelawl (gpdating idendfier) bikd e atorities RRAdiAGoHosgoRgny Bl teipdating

identifier are indicated in the profile of the |ast

ideRMHTEP §Fe indiBatkd B the 8r&fﬁ1ieof4ﬁé st Minedanix484 r?lﬁnEhg cga'gagiﬁ O%anized in

manner 't hat the correspondent relation

he profile.identifier nd the 10 .al gorit o
suchdanhfh oy S neh AT B armoBe st ERrBy pioBfRidontificrs, and the

correspondi ng to each of the profile identifiers is
AlEGTEBBGRTIRETSaTd Eheencrypfion kexilagiliens ersmepoinggosach of the profilc

exanple of a franme of the comrunication information 3. :
wdentricfs igrec®gnigdbde.communi cati on i nformation 3 contains a

header, Profile n as the 15 prescribed profile

| @eN6iif h efagtaen debefibihg ¥n éﬁ@ﬂgkf S6£1rhR8 Of e @bih@nication

sel ected, the algorithm identifier (algorithmID) and
infolagi&Ner yption key identifier (key ID) corresponding

to the prescribed profile identifier, and the

gﬁgﬁ}gl E,gthg %ctJria]inu}uréat'i:oln%hfoghattlor}leS’; goal}tg’mé g hgard%l? [l!’lrozﬁg nlag the

prescribed profile identifier to identify the prescribed profile selected, the algorithm

identifier (algorithm ID} and the encryption key identifier (key ID) corresponding to the
prescribed profile identifier, and the updating data. In Fig. 5, the data is organized in such
a manner that the correspondent relation among the prescribed profile identifier, the
algorithm identifier and the encryption key identifier corresponding to the prescribed
profile identifier is recognizable.

Fig. 7 is a diagram describing an example of a frame of the communication
information 4.

In Fig. 7, the communication information 4 contains a header and the update
confirmation data.

The control unit 130 controls each of the units in the communication device 100.
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a manner that the correspondent relation anong the
prescribed profile identifier, the algorithm
identifier and the encrypti otb key identifier
corresponding to the prescribed 20 profile identifier
is recogni zable. Fi 7 is a diagramdescribing an
The eantiel ang 239 iy ugnheongioly ereh obhewnite i tho sominpmieatipatdesice 200.
4. In Fig. 7, the communication information 4 contains
Fuethére the eengomy utih &2 (Lgdees eataqenériateden pooesdad werfodbed Becach of the
control unit 130 controls each of the units in the

un ORI hhietdR MEFige 100 TR Jaﬁqﬁ%?frt] hoh ikt st8R9 dhid

.turn controls each of the units in e conmuni cati on

' , ry.. uni,t 120 st or.es .dat
b K8 B 3 hsseo B IR a0 LR PP e vl s BT a0
in the gognunic tion, device 100. The nenory unit 220
i rft {iptRd abQyicethe fay updating anetodaceprdingde dhestist eraladimens dncludes:
at each of the units in the comuni cation device 200.
thedirgdrapsmiteni dtotpdransig thepresgibad infommebh Gdmaihe antbemisating
to the first enbodi nent includes: the first
deviceatnghe authagicsit@peviar Wha o hlithbhRafidL5i0E4s0 @fls, the authentication
information fromthe authenticating device to the
prodélls %@ﬁg'tp&% @EEIRUVER HOSRhEARaRY h&ﬁg@ whigh BRsRhO6RS G bed
he aut henticati on rtor

fails, process bel ng pe
5 he henti cated device which stores the . .
ol o PR G e g it 88 apgaicating
Vencr%ggi on key_identifieriir and the authenticating 10
; €

&yt thy gpthgiticaiomkesh g firslaes@iving tgp tq reecive phetprescribed
~ receiving step to receive the prescribed information
informaiemirartsaxttddr form thveaushenbieatingalavica by de\firsiardaymittieg step, at the
first transmtting step, at the authenticated device;

autlidh€icted dsdce} fIRREEONU UtHMSmAHRPstbPd AR FromlthOMthORicated
aut henticated device to the authenticating device,

devicB§o PSR EHehPREHing | ' | h L ioBH; I

R R e S S

inf.ormation.ds receiyved, by the first 15 receiving

em@f?fe‘ n k3 IQG@E%B ﬁtaf%%ea%‘?fgb%émé‘fr@ﬁd informatiop jrepgiued by the firs
prescribed algorithmidentifier and the prescribed

recedyipg §tpii thhsqeand regainingfsteprtotrecsivsrthe prsscribpd lgerithee ishutifier and
transmtting step, at the

the prescribed encryption key identifier transmitted by the second transmitting step, at the

de

authenticating device; the generating step to generate the new authentication key based on
the prescribed algorithm identifier and the prescribed encryption key identifier received by
the second receiving step, at the authenticating device; the third transmitting step to
transmit the new authentication key generated by the generating step to the authenticated
device; the third receiving step to receive the new authentication key transmitted by the
third transmitting step, at the authenticated device; the key updating step to execute the key
gpdate using the new authentication key received by the third receiving step, as the update

key to perform the authentication process between the authenticated device and the

* authenticating device; the step to generate and transmit the update confirmation data to the
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aut henti cati ng device; the generating step to generate

the new aut hentication key based on the prescribed

algorithmidentifier and theljrescribed encryption key

identifier received by the second receiving step, at

the authenticating device; the third transmtting step
authgntiratmg deyinei and; the step e zaeeive ard eheck 8ie updgtegentmaation dakp.

the generating step to the authenticated device; the

t Hfurther, eden viiengneti@pication deded V) it benfivedaditthenfalsiad ddsice at a

key transmtted by the third transmtting step, at
stotd@d dhdBRicoaRLREEESY &8e J00Ss Bﬁ)ﬁgu&ﬁ% koS b&HRd Wvice at a

execute the key update using the new authenticatron

: i-ved he thjrd receiyi st.e s.the .
velfE SHERTLE R hitiah At thof Sl IR B B ffitedBulementing the
etween th ut henti cated devi ce and the 25
AuLHERGRYAN IB%IS?% 8 wenticnsd aboye, switghes i he saraaidhe key update
transmt the update confirmation data to the 17
(exe@ti¢rthe keyanpdate) deadcostanamdith he istrepiondynbe siadedadelice. In
check the update confirmation data. Further, when the

thisc@Ba it @Bbd2 deEvd &8s HIOswiscleionhd aheed (rskdyhpdieadsicdest the
device at a store side, and the conmuni cati on devi ce

ki ' | as Ahe: r evi ge i
oy Haley SABANERIND AddRIGANP AR Oa S iR iAol b
n-.board vice i enenti.ng t.he aut.hent i cati on
a“tﬁ%’flﬁ%%ﬁ’négeqﬁ%%{eﬁa?ﬁé%s 56y, gforZipfipn rPe@e Pa-hora%f VigeeChigeks the
%ﬁg key update (executes the key update) in accordance )
keypintormafipn, Aad 1 gegasenmy: istRuRES thokaydipdetede ticcen-beard deviges  That is
case, the on-board device does not switch to the state
to say, thédnerokesy iypatfvrmed ot the @ntisgist of e rokBydeulediate by its
own decis!on. Additionally, the roadsi de devi ce
| 1ok BeRMtdsAindd he RBPRME bR LI AR aﬁlﬁ%ﬁéét%ntnhb?hl Ood to

key information to the on-board device, checks the

the E%%l%: g{ﬁ&?(% idQﬂce) %Hg t}g:f rgggs(f(festfe%[l:% g%tb%%:s&gt?&s i ]ti'iqé taﬁ(gy

e on-boar evi ce. 0’ say,
.prpcess js rformed at the ipitiative of {he roadsi de
drivgiBrough cie; PLOWrdFio FOMILEIGHIAY dISeHUS MBF BSBIotacHg Suc

application of the authentication nethod to the
conyfahiicafian deicdsoaFer erauipes fhesuthentiention antthatecaddeiapplicable to

(store systen) in ETC and drive-through etc. However,
compommatione b¢tiveen al Givéd sstiar smdrnoholiiRtatioa) @dh b a deistaton and a

communi cation devices. For exanple, the authentication

mobiR td1gthofid v iRfe AR ¢£B1s€ sfaflon and a personal computer), R'W
(Reader/Writer) or RF Tag (electronic tag), as well as mobile-to-mobile communication
and the like. -

As stated above, the embodiment makes it possible to execute the key update even in

such a case of fack of a key or expiration of a key, to provide a service to an authorized

- user thereafter, and to enhance the service availability and the user usability of the system

* using the present invention.

Further, the embodiment eliminates a necessity of setup operation. Specifically, it is

no more necessary to set up unique information of on-board devices, such as a key to be
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comuni cation between a fixed station and a nobile
station, such as a base station and a nobile

~tel ephone, wirel ess LAN (a bd%e station and a persona
conmputer), RIW (Reader/Witer) or RF Tag (el ectronic
tag), .as well as nobil e-to-nobile conmuni cation and

usgg cfphgcompugatiopabefore shipent efitbe enrboerdidsnicesrledenthe
possi bl e to execute the key update even in such a

ondwewl defvicesiate aftalled ke yehirlesex piorast foorxabpla kElerefoe, it is possible
provide a service to an authorized wuser thereafter,

to pRduteotheRAA6R-bbad ReTY B PreiRtibRRinl td AR SB8udRRY). The
usability of the system using the present invention.

GHE tiimatibh 8¢ SIBOLUTRREeAL bl NEEERS i
ums'(:let Up oper atg Fgﬁpg%ge%é?l ?Sggﬁ%/o?ﬁlhfﬁq @alﬂ%% tﬁ% S?‘%‘Fl of the system,
necessary to set u ni qgue 1 nformation of on-board
thejgigHe, @%?X@J&ﬂﬂa%mﬁ %Réwstqﬁe EPétf{EB‘OIa ebregistrarts ppdeperators who can
conmuni cation, before shipnment of the on-board devices
obtgipdhoreidue pdormstion atthel tithewif sesingne thermt ladakd deviices are imposed.
vehicles at stores, for exanple. Therefore, it is
Hopesei fihe the sctpp opkratiort K o Sssressary-dng aidie, dQY it@@&rs csh mstall the
production, and to increase productivity. The unique
on-br@IdReQ AndThe PTRRIH H&\UnE 8% \kiérkﬁdﬁg%?%laeﬂh &0
mai ntain the security of the system t ere(fore,
detailed restrictions such as the restriction of
regi strants and operators who can obtain the unique
| nf.or ion at the time of setting up the on-board
Emb'é{lffr@@'are i nposed. However, since the setup
operation is not necessary any nore, any traders can
i Aeg. &) i adlowchahdérorbidg d evicedsre uarid atkieg ugdate pidoatsiaocording to
cost and the workl oad are reduced. 10 Enbodi nent 2.
the Béa@nd 8mbsdiancht. onchart descri bing a procedure up to a
key update process according to the second

enpedh Nert auth&ti@&%nﬁpro&égtﬁﬁgﬂﬁip Po toé‘rﬁ}r}ng @heoe[lﬂﬁe%\?\lnﬁéttﬁg Bracess

unit 197 perfornms the au ntication process

R P I 0B B o

U

erfornms _the authentication process with the o
progqﬁ% Hiig 297 syfurn performs the authentication process with the communication

device 100 as the auth@nticating device. The authentication key is used in performing the
authentication process. When the memory unit 220 stores an authentication key being
outdated or having expired, or the memory unit 220 does not store the authentication key,
the authentication process in this step ends in failure, since the authentication key is
unavailable,

In S802, the transmitting unit 112 transmits failure data indicating that the
authentication process has ended in failure to the communication device 200.

In S803, the receiving unit 211 receives the failure data from the communication
device 100.

In S804, the transmitting unit 212 transmits (returns) confirmation data (Ack)
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device 100 as the authenticating device. The
aut hentication key is used in performng the
aut henti cati on process. Wienl®he nenory unit 220
stores an authentication key being outdated or having
. expired, or the nmenory unit 220 does not store the
indigaiing Hhat theefribire dasp has basa regeivied nioi thacoromupieasivasisvicn 100.
this step ends in failure, since the authentication
kelp S&)52(Me enavrainicatidredevice 1880 2ytstthekdynpasteipiddeRgacdBiding to the
112 transmts failure data indicating that the

kepiipERg hddQRs@IbeE fsBighas ended in failure to the
comuni cat i on devi ce 2%0. In S803, the receiving unit

21 i : fail dat.a fromthe ication
e ERShYABodhiif & olfoSp By pfoBiRntiny 7o T 5 wpasre
transmt.s grﬁ%ﬁéns) confirmation data (Ack) 19
Procrs acerifg e flag key pedataie methodidessribresin Fige A medintediatter ghe
t he_comuni cation device 100. In 5805, the
autherrieatiocrIoessing awit 487 dgermines that thi euthenticatiatatrecess haeasled in
according to the key updating nethod described in
failbey. Hawelver, bl o donfigureti®ofialte Hossiblb ehad tehRHehG@fibA Brocessing
processing unit 197 starts the key update 5 process

nti cat cessli ng

l um% CEO§HA NG By ﬁﬁtﬁt%ﬁ%g%ﬁg q@%ﬂ&?ﬁg mehfag gﬁ&: rn'g BESndd s % has

i mredi ately aft o
[ 97 .det ermj nes that the aut ti Lon process . .
beel TR £ B T i icasion e ian 20b e Biraaiiccation
is al so possible that the authentication processing
Progess aﬁ@?ggﬁh@ﬂ§ftﬁ%hﬁﬁvwéﬁﬁgﬁegprocess according to
the key updating nethod after it has been confirned

b éligndan a hiwd waonmufigemtipmdiagewi. ces 100 and 200 that the
aut hentication 10 process has ended in failure, as

da¥lediil preghaind obkdble 9n th%\Ihltegs ¢ohsRubAS AR She whole of what are
configuration di agram en prograns operable on

expBRIER UL ﬁfe%bﬁ@@«?ﬁgﬁla iShs B8 & %ﬁxb%)@igle\qﬂ%l GnRd fﬁ?a%tom%u%ication

expl ained 1 n ove explanations Tor €at
nicati on,k devjces 100

de"f?rﬁn%??%ﬂ"%ai"é’a%ﬁ E‘f‘ﬁl'at@wf{ ﬁﬁ%%m( wocestingPg 44k fohgrecute

Unit 37) to execute

programs, as described in Fig. 9. The CPU 37 incorporates, or is connected to via a bus

38, RAM 40 (Random Access Memory 40) as one example of a memory device or a
memory unit, and a communication port 44 capable of communicating with the outside.
Further, it is also possible to configure the CPU 37 connected to the memory devices such-
as ROM 39 (Read Only Memory 39) and a magnetic disk drive 46 as described in Fig. 9.
When programs constitute parts or the whole of what are explained in the above
explanations for each embodiment as “units”, the group of programs 49 in Fig. 9 stores
programs executed by what are explained as “units” in the explanations for each
embodiment. The group of programs 49 is stored in the memory devices. The group of
programs 49 is executed by CPU 37, OS 47 etc.  The memory devices store results of

gach process.
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15 prograns, as described in Fig. 9. The CPU 37
i ncorporates, or is connected to via a bus 38, RAM 40
(Random Access Menory 40) as2bne exanple of a nmenory
device or a nenory unit, and a commrunication port 44
capabl e of communi cating with_ the outside. Further, ]
i ¢ Iyrghes) sueh eandigyrationds dempesghledo repdizambrtare exminet asdunits”
~to the nmenory devices such as ROM 39 (Read Only
m WisresplnBd)s fomdach eralyridtern, loi fiknveire storediGn ROMSSCr iAlrethatively,
in Fig. 9. 20 Wen prograns constitute parts or the
sudlilothep Conipatatioh & AXPHASBRAo ifpEREnAPRY Gre &?Elilﬁﬁ ak A" in

for each enbodi nent as "units", the group of programns

49 i ' . ted by what .are
theShplolltidn for ol BB ARG BB Lol B sottware,
haﬁglb()di t. The group of programs 49 is stored in the

At 3 "@s. The group of programs 49 is executed

by CPU 37, OS 47 etc. The menory devices store results

of Furthep guch apothee senfigneationris dler possibieto atoro tiei ppoagrams om

is also possible to realize what are expl ai ned as
implemeérttshch ¢mboidirere bp hisingrécdnding HipadeRs MBS STBE rech¥ing

firmvare stored in ROM 39. Alternatively, such

medfQ kR as@AN (ILRE TAEk)] S FHeRA (?%S §'t(%ﬂe R:ecg(rg?dgnff}';tis:i‘(zﬁag@o@mi

what are explained as "units

. Lrent by .saf t war har dwar e i nat i o. .
DisEF6Ls PR AR BORR” st & 1 S KBl Bl Bk Drve

anot her conpfiguration is also possible to store the
A5)pf SRR diss drive86 LaRRY 8@ ap theriks ararayidpy in thisrgnfiguration as

recordi ng apparatuses with the other recording nedia,
shogincih Figs %a FD (Fl exi bl e Disk), an optical disk, a CD

(Conpact Disk), a MD (Mni Disk) or a DVD (D gital

Versatile Disk). In such a case, a FDD 45 (Fl exible

Di sk Drive 10 45), a conpact disk drive 86 (CDD 86)

Indaﬁﬁalt%ﬁbéﬂﬂﬁyare provided in this configuration as
i ) .

shown'irn F g. 9. Industrial Applicability The _
O b S5 0b W ko ST 0 G2 S s S

can be used not only as a roadside device at a store side and an on-board device at a
vehicle side in ETC, drive-through etc., but also as an authenticating device and as an
authenticated device, between mobile communicatidh devices such as mobile telephones,
wire communication devices, or a wire communication device and a wireless
communication device via a based station and the like.

The present invention makes it possible to execute a key update even in such a case

of lack of a key or expiration of a key, to provide a service to an authorized user thereafter,

~and to enhance the service availability and the user usability of the system using the

present invention.




15 can be used not only as a roadsi de device at a
store side and an on-board device at a vehicle side
in ETC, drive-through etc., $ut al so as an

aut henti cati ng device and as an authenticated device,
bet ween nobil e comuni cati Qn devi ces such as nobile

t el ephones, w re communi devices, or a wire
comuni cation device and a wirel ess comruni cation
device via a based station and the |ike. 20 The
present invention nmakes it possible to execute a key

1. updatethempatinddsieivompeiging: of |ack of a key or
expiration of a key, to provide a service to an

a - . I 1Ce .
AR B R B ppro R th bR ERRRRGE IRy with
temusi.ng the present inyentiqn. 25 21 CLAIMS 1. An
5 mﬂ%%ﬁﬁ@ﬁ?ﬁEQW$VEP&ﬁﬂ%4ﬁ%nEgﬁBPi Yrif¢ an aut hentication
processing unit to performan authentication process
widfpdate key aenermsingivai te genteate @ acwsiuthgntigation key when the
aut henti cation key; and an update key generating unit
authentiggad detiee doenant nld he atthedichiion keytowWealed fehe authentication
aut henti cated devi ce does not hold an authentication

| prob@Y bl ehedRithinBlation pré@sand MANEhE &f QBratdPh REL SSthBMichiSh key for

aut hentication processing unit, and to generate a new

[cati oF pdat i ng. a ut henti catjon key
R EA LAY 6 B art R B BhBPeBitba TR
henticatian processin nit whep the authenticated
R 55 b DL DOE FEER SR ich BoICh Fi authentication key
aut hentication process with the authenticated device
but e qukenticativamroesas Wish theputheatisitedydavidetbyfthé huthentloeticei n
t he aut hentication processing unit perforns the
proa&dstihe nhit €als,i on process wth the authenticated device
agai n, using the new authentication key generated by

t heMROAE ButhlmidsBn BRIEGREAE pdftbims the authentication process with

10

the authenticated device again, using the new authentication key generated by the update

15 key generating unit.

2. The authenticating device of claim 1, further comprising a receiving unit to receive a

prescribed algorithm identifier and a prescribed encryption key identifier from the

authenticated device,

20 wherein the update key generating unit generates the new authentication key based on
the prescribed algorithm identifier and the prescribed encryption key identifier received by
the receiving unit,

the authenticating device, further comprising a transmitting unit to transmit the new
authentication key generated by the update key generating unit to the authenticated device,

25 wherein the authentication processing unit performs the authentication process with
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2. The authenticating device of claim1, further
conprising a receiving unit to receive a prescribed
algorithmidentifier and a pE&scribed encryption key
identifier fromthe authenticated device, 20 wherein
t he, updat e key generating unit generates the new
*h%ﬂﬂth%ﬁ{cﬁfégfifﬂs &3P, BB HicaRW qutengpation ke Bananiest by then
identifier and the prescribed encryption key '
trangiattng ek recei ved by the receiving unit, the
aut henti cating device, further conprising a
transmtting unit to transmt the new authentication
key generated by the update key generating unit to the
3.au%ﬁ%ﬁh&ﬁéﬁﬁ%ﬁ&E%@e%?mPﬂ%E%“herein the authentication
of N

processing unit per ‘he authentication process

wth 22 the authenticatge evice .agai_.n, using the new

aut RERPPCHH ‘&F‘t%&? R ﬁg%&ﬁ@ﬁ%ﬂ@ert 4 g eipaeneryption

unit. 3. An authenticated device conprising: 5 a
keyrideptiferuni t to store a prescribed al gorithmidentifier

and a prescribed encryption key identifier; an

autrhenbdntiedtionrproressies®iing penfotmtag apdehiativ@process with an

aut henti cation process with an authenticated device

authEhtRAte@edidé NARS heAlthQRickPh ke§; transmtting unit to
transmit the prescribed algorithmidentifier and the

' ' t| k iydentifi by th
PSS PR el ARBHUl Rl RRe it e
aut henti cati.on prog¢cess with the authentijcating device

"'H‘W’t’coﬂg‘eé{ Shiifer Lered By ﬁ}?r%%m UAY, arihe authepticatingqeyicy when the

receiving unit to receive fromthe authenticating

- authengicatiorpraesss athitbaeuthenticatingdpyice by scawhentibaion processing unit

prescribed algorithmidentifier and the prescribed
failgrandypti on key identifier 15 transmtted by the
transmtting unit, wherein the authentication
&Ta?ﬁ@e‘iﬁh@ Bnit'f fecBGE iOMTRe hitReRidb R Hdviath RY RIRGESRion key
based on the prescribed algorithm identifier and the prescribed encryption key identifier
transmitted by the transmitting unit,
wherein the authentication processing unit performs the authentication process with

the authenticating device again, using the new authentication key received by the receiving

unit.

4. The authenticated device of claim 3,

wherein the receiving unit receives prescribed information from the authenticating
device when the authentication process with the authenticating device by the authentication
processing unit fails, and

wherein the transmitting unit transmits the prescribed algorithm identifier and the

prescribed encryption key identifier stored by the memory unit, when the prescribed
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t he aut henticating device again, using the new
aut henti cation key received gg the receiving wunit. 20
4. The aut henticated device claim 3, wherein the
receiving unit receives prescribed information from
. the authenticatin devi ce when the aut hentication
ﬂﬁbpgggggm ?ﬂr?ﬁ@@aﬁVﬁ@%¥$@§¥BH@ﬂdevice by the
aut hentication processing unit fails, and wherein the
transmtting unit transmts the prescribed al gorithm
identifier and the 25 prescribed encryption key
3. 1 dérkely fupéating st dymprR@grenory unit, when the
prescri bed 23 information has been received by the
r ] r ,
1 sttt pito atity YRATLA fefFRiNoR o5RIRTh ey
i.nf ormati.on .from an aut henti athg 5 devi

[ e tg an .
ety et icr e AV b e A0 aHUESIRERR ProseTsdispifs cithentication
fails, the authentication process being perfornmed
Pragess s nerermg betweancthe euthentivated dakice Whish stoges @prescribed
prescribed algorithmidentifier and a prescribed
algenitnypentdier ked/a pateorthied ieaeryptaumckeytidenatieth amt ihe abihegticating
devi ce, using an authentication key; a first receiving

devideg Rsih©ar SRBIMRatidekepr €sCri bed information transmtted
fromthe 10 authenticating device by the first

tr YA e _aut.hent i.cat ed devi ce;

S aEfISTobdig b PrecBle ISR LIFRb 6 b fom the
uthenti cate evice to the authenticating device,

ot O e P B T o i e HeP LR AMdTHIRE IS | bed
encryption key identifier stored, after the
pragssequdesnsmitting sien fcomarismity o the autbgntichted tevist to the
receiving step; a second receiving step to receive the

authengisatinighiedica) the piebdribet dotittinh Rlenafitd abhdd ﬁlelfﬁeg@ﬁsé@éﬂcgﬁﬁion key
encryption key identifier transmtted by the secon

ideAtifRP S ddt b tBE SRscribed WISrmAAh ReRbdiG Bénge ARy }&%ivii(\%step;
generating step to generate a new aut ntication
b%%@&nﬁ@eée%g? £tg1§ &)rriegeel\ge the prescribed algorithm identifier and the
prescribed encryption key identifier transmitted by the second transmitting step, at the
authenticating device;

a generating step to generate a new authentication key based on the prescribed
algorithm identifier and the prescribed encryption key identifier received by the second
receiving step, at the authenticating device;

a third transmitting step to transmit the new authentication key generated by the
generatmg step to the authenticated device;

a third receiving step to receive the new authentication key transmitted by the third
transmitting step, at the authenticated device;

a key updating step to execute a key update using the new authentication key received

by the third receiving step, as an update key to perform the authentication process between
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algorithmidentifier and the prescribed encryption key

identifier received by the second receiving step, at

the authenticating device; 2% a third transmitting

step to transmt the new authentication key generated

erat i step to the authenticated device; a

the %\tl}e&ﬁ?aé%g&\)’ﬂ%jma?]éepa‘{I%“P%ng\ﬁé"‘%e new aut henti cati on

key transmitted by the third transmtting step, at

t hesteitonganeiateanddranemit ga updatk egnfrpdtion daga ¢u the avthenticating

execute a key update using the new authentication key
devieganded 25 by the third receiving step, as an update

key to performthe authentication process between 24

L Nes@pofeaivCatactedeitl GRaAR o ibaflll ARRT 1 cali ng

device; a step to gener te an ansmt an update

confirmation data to the authenticating device; and a

step to receive and check the update confirnation

data. 6. A key updating mnmethod conpri sing:
6-tr%ﬁ@ﬁ?@*ﬁ%@nﬁﬂ@@é@ﬁﬁéﬁmgnfornat|on from an

~authenticating device to an authenticated device when

arreagmitiéng prescribodh inforowéiss fib ai dnsyuthchticaing kievité tadr amhenticated

- process being performed between the authenticated

devit@Mi g anhintHinSda008 protel BEC ichRtheali@Rbh hdRetdsd 6érf%ned

and a 10 prescribed encryption key identifier, and the

bet%émg .taht(ﬁgﬁtkcagad%\ﬁcg Sohid glsshﬂ‘ ﬁa?& blgg rgo?ﬁnﬁ t&#eg

receiving the prescribe ansm

th ut hent evice, at_ the henti cat ed

preld S e itiond (AP HST hlibe RubiRIRRGR I e ot on eihqngcation
the authenticating device, the prescribed 15

keyal gorithmidentifier and the prescribed encryption key
identifier stored, after the prescribed information
| seqeanigy the dreseritediinfongatidhardpemied ifloadthalgthehtidaing device, at the
identifier and the prescribed encryption key

- authenticated device;

transmitting from the authenticated device to the authenticating device, the prescribed
algorithm identifier and the prescribed encryption key identifier stored, after the prescribed
mformation is received;

receiving the prescribed algorithm identifier and the prescribed encryption key

~ identifier transmitted at the authenticating device; -

generating a new authentication key, based on the prescribed algorithm identifier and
the prescribed encryption key identifier received, at the authenticating device;

transmittg the new authentication key generated to the authenticated device;

receiving the new authentication key transmitted at the authenticated device;

executing a key update using the new authentication key received, as an update key to
perform the authentication process between the authenticated device and the authenticating

device;




identifier transmtted at the authenticating device;
generating a new aut hentication key, based on the
prescribed algorithmidentif#®r and 20 the prescribed
encryption key identifier received, at the _

aut henticating devjice; transmjiting the new o ,

2 UESPERNE 30 DANSRUing ah wpdhte SoRfiaHan sk HLe e deatipating deviee;

device; receiving the new authentication key
andransmitted at the authenticated device; executing a

key update using the new authentication key received,

asrea¢ividpdad ehdckig ke Rk febRTifRioaWhfent i cation process

bet ween the authenticated device and the

aut henticating 25 device; 25 generating and

transm tting an update confirmation data to the

aut henti cating device; and receiving and checking the

update confirmation data. 5




