13 February 2007 MNMETHOD OF, AND SYSTEM FOR, 13 February 2007
HEURI STI CALLY DETECTI NG VI RUSES | N EXECUTABLE CODE

Herein disclosed is a nethod of, and systemfor,
heuristically detecting yviruses in executable code by
searching the code for known startup sequences. A
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produce too many false positives and which does not misidentify the virus, for example as an
existing one with a more benign payload. This signature information then needs to be
disseminated to sites which use the anti-virus package in question before it can be used there

to detect the newly-identified virus. In recent years, many of the notable virus outbreaks have
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determining the file type of the executable image; means for identifying the entry point of the
executable image by reference to the determined file type; means for scanning the executable
image, with reference to a database of start-up code characteristics including pattci;ns
characteristics of start-up code generated by a set of known compilers, for start-up code

expected to be present as a consequence of one of the known compilers having been used to
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comprising;

means for identifying, by reference to a database of known executable image
layouts, to which one of those layouts the executable image conforms;
means for identifying start-up code within the executable image by reference to

the identified image layout; and
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point;

matches any string starting with the letters “hello’, then a space, then one or
more digits. Some languages such as perl have native support for regular expressions; for

others, libraries are available which implement regular expression matching.
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(OS) loader as it |oads the program At 13 February
2007 WD 2004/017183 PCT/ GB2003/003476 5 sone point
the OS will hand over control to the programby. a call
WO 20040171 programis entry point, which is ?ﬂﬂ?ﬁ%@‘ﬂ@s‘f"ﬁ
t he program header. Wat happ‘bns after that depends on
the nature of the programand on the conpiler and
| i nkdronipiles hApravdinge shictsage, p sompiler generates o pY More object
conpi |l ed, user-runnable, 5 progranms generally have a
modules fromipragrani puece gode. Jloessrobisht m s@rs typicalilylnet exefutabdamon
tasks. In particular, the runtine library usually
progranqiet sel busreqdre anradditivial step off linking\bglaviakleraTheidioh of Plikkeis
performtasks such as setting up in-nmenory structures

typicalt$ tCdenébte b Endpe P irPeReSitidbyAmkit}asdR ther thB SbiRét AUIRRF,QHE

witten by the progranmi s author generally assunes that

extemalgﬂglg%ﬂiﬁﬁﬁés WhFchthd hod%%)?g@%ﬁ%é?%ﬁ&tﬁﬁ%ﬂ gﬁﬁgz%&é&tm

in the runtine or's cdde

o5 FABEAon Db i Al I
o AP PSSR e i bR e

w Jprograms conpiled with the sanme conpiler and |inker
compilgy @S pigd hergia ip infsnded to dncinde p dinkey, if roquired from g feplmigal ¢y at
least in ternms of code found via the programentry
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compilersadsojfodnongxietwablarsch ds dineehic link hleraries anddevide davers.
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POi NPrégramtit@gesi A ptsgﬁin&fnhge’«‘i@d@equ&icebfbﬁ&dbf@k@ﬁﬂblel@ﬁdd;
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image nglbo i o Gorals AL ot SIRNGAR SRR collabiielfe |
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Sonetines this is because the conpil er generates

- itself intgthe! hiddle then ghis Resensthecimned ofit gainingraytrglegnovitia place it

BASIC). 13 February 2007 WO 2004/017183
inserts ilRET InERASOEY cdBedGarely.or néver. Therefore, many viruses replace fhe startup

code of programs with their own startup code. This guarantees they will be executed, giving

them a better chance of survival. The on-disk image of an executable program must conform

to a layout appropriate to the operating system and any given operating system may support a

- number of said layouts. At the time of writing the majority of Microsoft Windows ™

programs conform to the “Windows PE” layout. These layouts, as exemplified in Figure 1,
usually begin with a header containing e.g. checksum and relocation tables for segment fix-

ups which are carried out by the operating system’s (OS) loader as it loads the program. At
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If it can be identified that a particular Pr 0G5 §@ruary 2007

contains the common startup code, but that the
program does not actually start with this code, then
this is very suspicious, and the programcan be
WO HRAYEEd as potentially containing a vir uBCT/FRIE3YE76 o

be the case with the exanpledin Figure 1. 5 If it can
be identified that a particular programstarts with

some poiptibe OSwill hand ayet doatrolge theprogsanaby aipalkio e, prigromskatty t he
begi nning of this code has been changed, then this is

point, wheehyis inglicated @i theigroganchehdee. pr ogr am can be fl agged as
potentially containing a virus. This would be the

case Whithappts £Red Hat &pbrdls bh BiémBtue of thshroRahahd aNtmef
the present enbodi nent proceeds by exam nation of an

compilér¥Bd Bnkel Rhith havetle QR0 P&itd it. ﬁ{ﬂy@blt?lﬁi’ledi Pseﬂﬁ[ﬁﬂﬁb‘!'e or

part of a network packet stream "w réference to a

Ty CA T
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conpi | %r in.a way which nmakes the program suspi ci ous.
PeffOrﬂﬁ?fg% FRPL$S SHERGEIPIRECEIELUUREFE Seph a5 fe Progran stagkrad pegp.

the purposes of 15 illustration, it my be assuned

The progrpst coflp peigen by the progrenyieantizor gengesilly wssumds thatghesa actionpwtl]

gqueue and each one is processed by the system 10
have besinpesformed 15 gark-ep Gde i) th8yuntima libsiyigfark the autps’ céode begins to
image using a file-type anal yser 20, the type can be
executed dllhiigideto shpthat fof gitertconipilerdhd liARer AAD RS liBfAty, e
program Non-prograns are not analysed further.

tart-up'RbAISTR clebted Bighg G4R $A) bd ' !
° upt ype - I’ﬂfi,(:)g?i[niqnst ance,g DOS%I%%)é %@%ﬁg&g&ﬁ%ﬁfﬂ%{&ﬁ“‘ﬁ%

s S b Bl
NAAY-E i . Q.. EXE, DL
sucil e 32 Bgh Wl Bkt e nfs by gy

. ~Lthis can then be searched by start code .search 30
basis fo gttty vl o ece b o sl prod R s Bt
. St ari,-uE code sequences. For 25 instance, Wndows PE
compilediand, ybe searched for startup code created by the
. Mcrosoft Visual 13 February 2007 WO 2004/017183 _
PCT/ Gezainzouind aysariup, Syinicen changethé programbitart poind tadpoint to
conpilers, the Mcrosoft Visual BASIC conpiler and the
the viruPethrpbide coyifuiah ellangpart df theeetiml startup @ode ebplasing ftorithi30jump or
deternmines that start-up code is found, but the

call to ie b cadd. FigeR 1nBbwast ekamblé o5h ks dhhﬁéﬂllgttﬁé progRdtsiart foRf to

it hands to the suspicious file handler
point to its own code. Figure 2 shows an example of a virus changing the startup code,

replacing it with a jump to its own code.

As mentioned above, often a particular compiler and set of libraries will
generate the same startup code for all, or a large proportion of programs it generates.
Sometimes, this is because it starts with a standard library sequence that performs common

tasks necessary during startup. Sometimes this is because the compiler generates applications

in a particular way (eg Visual BASIC).
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5 (step 6). 4) If entry point code anal yser 493Febru

! , 2007
determ nes that the programstarts with code &ml%ﬁy

to known startup code, then go to the exception |ist
ste 6) which is handled by the suspicious file
WOZW&’H&‘ r 60. 5) If execution arrives at tReTERIP3I/317ht
70 the programis flagged' noté 10 suspicious' and no
further action is taken. 6) The suspicious file
handII&it c@bermdgntifrekibatagertiohlaoprogramesphiaing theicemmon startup
prevent fal se positives. For instance, there may be
code, bg el the rqpifig deenbdt demsl [ywharCwitha thivaide, tthien thie Btvatysustidsisy p
code, but do not, progranms which contain recogni sed

and the ploBfatitin®R SRgged s fténtially contiiniRid TivusPPhiSvowld Be Bie @8ke W TH
which for sone reason contain the startup code but

th 1B%d Fiphell, 15 sonme ot her code. These genuine files can
eexarg% F&rml%ed in the exception list. The exception I|ist

o P R R AR R S
o R SOEPo nBb SE 00F 3E, S  a RE

..with a list of known exception startup codes,, |If any
suspiciqug,@aeh the progrim canhyitlageed @s potentiafly containing 2 vises s would be
taken. 20 A further consideration for which the

the caseswiththe exaople inFeguredadl er may be programmed to take

account is that utility progranms exist which

" r e pditk aperitiqurod g prasént babodimentpesceals by weanstnation ef aniviage

type of utility is the conpression utility exenplified
of a proBimBbé 1 £ sk, (inkrembry] sibaf0fd netvofkpaCieiBitcans @ith fuference to a

execut abl e and adds a stub | oader so that when the

databasﬁﬁﬂﬂﬁﬁ@feﬁﬁié Bfbrogriifs Gt dsPRUBOWA SorhfiéeeRd a ?ﬁtﬁ:m matcher

econpresses.the executabl e™s inage.” I n nost 25 cases,

to deterli TR 66 Bloifhnt g, I puicler BRI Sp Byl B
WD 2004/.017183 PCT/ GB2003/ 47 h £ b
would YR OB o AL R oy ks s OB SRR e

suppqQsi ng. f.or sone . reason artjcular, startup code

ehb S R st e BRipdoRe Faies b iiasintnod
- unaltered. This could then generate a fal se positive,
iltustratipg, ihtpay be assvged thet filss dabr scenmed prerdelivered from g inputigaene and

created which would, in effect, say "lgnore all

each onpisguecessed brthiesystdny 1 (Bhowk éyFigu®Bere 5 are vari ous ways

to do this for the different utilities which exist,
I ncl ugli nBydedlpsing tkgsubficioussitnagd winpgeofile-typle ahdlpser 20) the type
which they insert in the executable inage and al so

can be depained Fot itaneEit fola P Pe KdrPragrhal drsfdgzsm. ($eACHo@Em a8 Rot

sequence, flags) in layouts such as a PE file. 7)

analyseﬁ)tﬁ%ﬁgfl{"gﬁ)%m%s% REGACRG depeRdfieSn ARiRfRsL B Mstance, DOS,

VI Tus.
Windows PE, Windows NE, Linux ELF, Macintosh, etc. This analysis is done by file-type

analyser 20. Note that in the case of a file image, the file type (e.g. .EXE, .DLL, etc.) should
be disregarded.

2) Depending on the type of program, this can then be searched by start up
code search 30 for appropriate start-up code against a database of start-up code sequences. For

instance, Windows PE files may be searched for startup code created by the Microsoft Visual
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may be used as an absol ute decision, or conbi j
ot her heuristics to make an overall 10 deci 3?2%6%515'02007
whet her the programis viral or not. Prograns which
are stopped as viral, but which do not turn out to be
WO2HOLIS3 can  be anal ysed, and an except i oRCTFEIOXYEIG
generated, so that sinmilar false positives do not

~occur in future. As well as using this as a
Studio Gcampiles) Boland Cresmplidars; dtei Microad iy ¥isne!BASICvdmpiteaandihe 15
conbi ned with other techniques as part of a |arger
Delphi syrspilern  For i nstance, prograns flagged as viral by
this method may be allocated a certain score, or

vari €y ¥ theaatupToloReon B0 deteithindd hat S%6p code is found, but
ci rcunstances. Scores may al so be assigned using other

the progt@ildb&trofadhBAP Haf Waa thiﬁéﬁ?ieﬂﬁélyit h;{nfdf folife fudpigibusSie F]&dler
passes sonme |imt is the programflagged as viral.

(StePG)Once flagged as viral, any suitable renedial action
may be taken, either by the 20 system acting

ot BTNyl o Y SR A e v
ot 5 BB BRSSP

exanple of an algorithmfor determining if a file is

the susppoysifilehapdienblhe a W ndows PE file, which maybe

i npl enented by the file type anal yser 20. 13 February
2007 5) WOI28@0ti G a8 aPBF LGOIV TGam is fRggetl hot
first 2 bytes. If these are not "MZ' then stop Read

i N anot haspidBud pidam. fuffemdction idktakynt es i nto variable x
(treating using intel byte-ordering) Seek to offset x
in fige STheadpicioustileYhiBerl6 may nfike Bde®f B ExcSlionGist tbhen
fileils likely to be a Wndows PE file Exanple of

provent TS PokitipG. Mor hhnds AL m%? BE bRk ?g%&gglﬁge ?fiélltcg gﬁﬂégr S @

conmron startup sequence for- prog for the

. r Studio C conpiler for, th
contain Sl 08 8 do A0F HEOPBRED b M o IR il B b Bt
the entrghglﬂatsa@ g%}gégggﬁn&%p so%lkt)a@ea%gn c%(ﬁ:tariglo the gt?l%ip codb but ]étsart%thFF

some other code. These genuine files can be included in the exception list. The exception list

D;

can work in various ways, including but not limited to comparing the MD5 checksum of a file
with a list of known checksums, or by searching the files for regular expressions, or by
comparing the actual startup code with a list of known exception startup codes. If any
exception list match occurs, no further action is taken.

A further consideration for which the suspicious file handler may be
programmed to take account is that utility programs exist which “repackage” program files in
certain ways. One such type of utility is the compression utility exemplified by Blinker
(www.blink.com) which compresses an executable and adds a stub loader so that when the
program is run, the stub loader is invoked and decompresses the executable’s image. In most-

cases, the compression utility will compress the original executable’s startup code which will
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68 10 11 00 01 push offset varl 68 80 22 00 O
of fset | oc_1002280 64 Al 00 00 00 00 nov eaxjﬂﬁgrﬁgmyzom
fs:0 50 push eax 20 64 89 25 00 00 00 00 nov Iargg
fs:Q, es 83 C4 EO add esp, OFFFFFFEOh 53 push ebx

WO IS o5 57 push edi 25 89 65 EB movPG UGN
esp C7 45 FC 00 00 00 00 no\® [ebp+var_4], 0 6A 01
push 1 FF 15 40 10 00 01 call ds: set_app _type 83 C4

not ther@f&f@d@@@é By pattegnmarhios fcagop gde.oloweverRupBSsBE farsyme
dword 10032BO, OFFFFFFFFh C7 05 B4 32 00 01 FF FF FF

reason dfrticplar siedid0008ABNce CRFREEREpEdibId; End fiertOrd Bnaed 1
call ds: _p fnode BB OD DO 30 00 01 nov ecx, dword

unalteredl0 URi6 DEN1d B8n Béheranya falepdsitivec To doidrthis] bn Serfdn Gt By
call ds:_p_comode 8B 15 CC 30 00 01 nov edx,

1d belweuiel] WIREBREUI, i 9feked sipaedordn] 0 v
o eax, ds: Q}Z‘gj ust _fdi VSE%BEIE)S m%‘oggﬁsﬁ%cé{gﬁbﬁ%gﬁg% %‘5&%8

v R BTG i 8, 0 el

startup ﬁ%o c§€ Bé%g%lg Q@clé gleg 315'2%“13{35 S ax a.x { 5 aléo cﬁec?qng tﬁe
section éﬁg.{(aﬁ@ﬁg%ts 38 @@e,éggt@icsea %gsilgdgy%ycs) %uc aels Ia P% file.

7)  Otherwise, the program is flagged as possibly containing a virus, This
may be used as an absolute decision, or combined with other heuristics to make an overall
decision as to whether the program is viral or not.

Programs which are stopped as viral, but which do not turn out to be viral, can

be analysed, and an exception list entry generated, so that similar false positives do not occur

1n future.

As well as using this as a stand-alone virus detection algorithm, this can be
combined with other techniques as part of a larger system. For instance, programs flagged as
viral by this method may be allocated a certain score, or variety of scores depending on the

exact circumstances. Scores may also be assigned using other heuristic techniques, and only if

-the total score passes some limit is the program flagged as viral.

Once flagged as viral, any suitable remedial action may be taken, either by the
system acting autonomously e.g. by moving the program file to a quarantine directory, or by

signalling a human operator that intervention is required.

Example of examining a suspicious file
Following is a simplistic example of an algorithm for determining if a file is

likely to be a Windows PE file, which may be implemented by the file type analyser 20.
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E8 CA 00 00 00 call setdefaultprecision 68
01 push offset unk 1003000 50 68 08 30 00 o%%g?{gngom

of f set unk1003008 E8 B1 00 00 00 call initterm 83 C4
08 add esp, 8 8B 15 CB 30 00 01 nov edx, dword 10030C8
WO 240588308 py [ ebp+var 28], edx 13 Febr uaP§T/SBP3 005K
2004/ 017183 PCT/ GB2003/ 003476210 8D 45 D8 | ea eax,
[ ebp+var 28] 50 push eax 8B OD C4 30 00 01 nov ecx,
dwor dR€a0 308t 2 Btesplidhiesears n® ‘BId’ FEnBOpl ea edx,
[ ebp-Hxad i) anoBi2r fistesedx 8D 45 04 | ea eax, [ebp+argv]
50 puidad &4 bfes idio vardablea(teating s inteltgeelorddifigh 1l push
ecxX Heeltbo @RetlOin@®l: 01 call ds: _getmainargs 83 C4 14
add epdad id4byté3 04 30 00 01 push of fset unk_1003004
68 00 Bfiedie 02 \ONE IR e licetlo bEAORRRBys BBERE 76 00 00
00 call"initterm83 C4 08 add esp, 8 FE 15 30 10 00 01
call ds: _p_initenv 8B 55 EO nov edx, [ebp+envp] 89

ExamP%eStgﬁEa‘e’rg@g@éﬁ Xnvi?'nost§r%14§0 O nov eax, [ebp+envp] 50

nov" ecx, | ebp+argv]

The following is a common startup sequence for programs generated for the

Microsofi Development Studio C compiler for the windows environment.

Hex bytes in file Human-readable disassembly
55 push ebp

8B EC mov ebp, esp

6A FF push QFFFFFFFFh

68 10 11 00 01 push offset varl

68 80 22 00 01 push offset loc_ 1002280
64 Al 00 00 00 00 nov eax, large fs:0

50 ’ push eax

64 89 25 €0 00 00 00O mov large £s5:0, esp

83 C4 EO add esp, OFFFFFFECh

53 push ebx

56 push esi

57 push edi

89 65 E8 mov {ebptvar_ 18], esp

C7 45 ¥C 00 00 00 Q0 mov [ebptvar 4], O

6A 01 push 1

FF 15 40 10 00 01 call ds:__set app type

83 C4 04 add esp, 4

C7 05 BO 32 00 01 FF FF FF FF nov dword_10032EO, OFFFFFFEEh
C7 05 B4 32 00 01 FF FF FF FF mov dword_10032B4, COFFFFFFFFh
FF 15 4C 10 00 01 call ds:__p__fmode

BB 0D DO 30 00 01 mov ecx, dword 10030D0
89 08 MmOV [eax], ecx

FF 15 68 10 00 01 call ds:__p__commode

8B 15 cC 30 00 01 nov edx, dword 10030CC
89 10 mov [eax], edx

Al 64 10 00 01 mov eax, ds:_adjust_fdiv
8B 08 mov ecx, [eax]

8% 0D B8 32 00 01 mov dword_10032BB, ecx
EB 16 01 00 00 call unknown_libname 2

Al AC 30 00 01 mov eax, dword 10030AC
85 CO test eax, eax

75 OE " inz short loc_1002171

68 60 22 00 01 push offset unknown_libname 1
FF 15 60 10 00 01 call ds: setusermatherrz
B3 C4 04 add esp, 4

E8 Ca 00 00 00 call __setdefaultprecision
68 0C 30 00 01 push offset unk 100300C
68 08 30 00 01 push offset unk_ 1003008
E§ B1 00 00 00 - call _initterm

83 C4 08 : add esp, 8

8B 15 CB 30 00 01 : T mov edx, dword 10030C8

89 55 DB ‘ mov [ebp+var_2§}, edx
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51 push ecx 8B 55 E4 nov edx, [ebptargc] 25
edx E8 40 F5 FF FF call main 83 &4 OC add esggF%%&ow

45 DC nov [ ebp+var24], eax 50 push eax 30 FF 15 48 10
00 01 call ds:exit EB 22 inmp short |oc 1002210 8B 45

WO 2088 eax, [ebp-14h] 8B 08 nov ecx, [eaRfT/CBRIYY3Hpy

8D
50
8B
51
8D
52
8D
50
8D
51
FF
83
68
68
EB
83
FE
8B
89
8B
50
8B
51
8B
52
EB
83
89
50
FE

-EB

8B
8B
8B
89
50
51
EB
83

ecx, [ecx] 35 89 4D DO nov [ elfp-30h], ecx 50 push eax

51 push ecx E8 31 00 00 00 call XcptFilter 83 C4 08
45 @dd esp, 8 40 13 Februewry 268%, (Wp+2604#1017183

PCT/ GB2003/ 003476 11 P& retA*8B 65 E8 nobv esp,
0D CA9-4BRf 8B 55 DO n’é‘)?i" edx""C feﬂﬁor§9}ﬂ°3°c§2 push edx 5
55 EE 15 50 10 00 01 cal Fi¥s: b%%en 04 add esp, 4

45 FC FF FF FF FF [egggvar FFFFFFFh 8B 4D

45 b® nov ecx, [eb_p+var 64 89, By -HP 00 00 nov

| arge fs:0, ecx 10 S5gugmop edt 5E pop esi

4D E4 lea ecx, [ebptarge]
push ecx

15 58 10 00 01 call ds:  getmainargs

C4 14 add esp, léh

04 30 00 01 push offset unk 1003004

00 30 00 01 push offset unk 1003000

76 G0 00 00 call _initterm

C4 08 add esp, 8

15 30 10 g0 o1 call ds:__p___initenv

55 EO mov edx, [ebptenvp] -

10 nov [eax], edx

45 EO mov eax, [ebptenvp]
push eax

4D D4 mov ecx, [ebptargv)
push ecx

55 B4 mov edx, [ebptarge]
push edx

40 P5 FF F¥ ' call _main

C4 OC add esp, OCh

45 DC : mov [ebpivar 24), eax
push eax

15 48 10 00 01 call ds:exit

22 jmp short loec_1002210

45 EC mov eax, [ebp-14hj

08 nov ecx, [eax]

08 mov ecx, [ecx]

4D DO mov [ebp~30h], ecx
push eax

. ~ push ecx
31 00 00 00 call _XcptFilter
C4 08 add esp, 8
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5B pop ebx 8B E5 nov esp, ebp 5D pop ebp 151%‘31?&5&2007
However, we cannot sinply search for this particular

byte pattern (55, 813, EC, 6A, FF, 68, 10, 11, 00,
Woz01 etc); many of the values are offsets _to other
PV 8es or data structur es, which wl IP?/TAFV“WQ??H%
programto program because tHéy will be located in
di fferent 20 places, and therefore have different
C3 offsets. For instanceretmhe fourth instruction, push
88 gg E?fset varl, has the™¥yte § u%?’i’@él 10 11 00 01 in

gg he exanpl e, because TH vafiHb TV is located at

r 15 96 158y #x01001110 in ﬁflls PEOILyp |In another program
g3 c4 varl may be |ocated ajgs@ diddf,efent offset (say

c7 45 & ¥OOQFLIEFFr and the faurth ijapbraict] oormurkirrhhen have

8B 4D Fhe byte sequence 60mdsF 1166€x,01sbp2EHrALIGl nplistic

64 89 8 HPCY 2LAPd t her ef oreevmat chengho%elbyres that are

gg constant, and skip o thé&¥pytes that vary. For

55 every byte in the progfam ffie, we attenpt to see if

en g5 the search pattern f » -afd L, it does we have

sp found the code. If itpdoes ey, We carry on with the

c3 next byte in the filereand so on until the end of the
file is reached. Match 1 byte: 55 30 Match 2 bytes:
8B, EC Match 2 bytes: 6A, FF Match 1 byte: 68 Skip

the el art BRI o (55 SBIBR]
4 by[}?g oveh, Wi hifhot BRI ReMhTof Wil ﬁ/%ggﬁgfs,(gés

o, FENE G008 N0 o ntily tEbE s Pt ol ralBlpr Dl
srutur Al i V) B B 3 PR Bt SRR i en
places, é(nr&oﬂ\g\érgfcoil%%ﬂeg di er%nts t}fggtg._F%P ingtgtgc%, tYA@ It‘o%lgthws%'ugh%g,pﬂdsﬁ Bfﬁset

varl, has the byte sequence 68 10 11 00 01 in the example, because the variable vart is

located at offset 0x01001110 in this program. In another program, varl may be located at a
different offset (say 0x10011EF), and the fourth instruction will then have the byte sequence
60 EF 11 00 01.

A simplistic search could therefore match those bytes that are conétant, and
skip over the bytes that vary. For every byte in the program file, we attempt to see if the
search pattern fits, and if it does we have found the code. If it does not, we carry on with the
next byte in the file and so on until the end of the file is reached.

Match 1 byte: 55

Match 2 bytes: 8B, EC
Match 2 bytes: 6A, FF
Match 1 byte: 68

Skip the next 4 bytes
Match one byte: 68

Skip the next 4 bytes

...and so on until
Match 2 bytes 8B, E5
Match 1 byte 5D
‘Match 1'byte C3
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generates to be an offset to a data structureBFebmaryzow
contai ning a value such as "Press any key to
continue', the search could check that this offset
ctually contains this data. If they are_an 5 offset
woz@’é}og”f?novm routi ne, the search could recﬁeyl(;%qogfﬂoeﬁgck
‘that the known routine matched2 a correct pattern. For
i nstance, suppose that in the original pattern, that
var| dombiideil¢drearsh equiiperfole bthe? chedis@n $leedhyteh that vary. For
al gorithm m ght now be: Match | byte: 55 10 Match 2
nstandzy if éige: by@ed 3re MnGwn Kaindkhowlebyetof sie staft-uprdode Which theboyile:
68 Read the next 4 bytes into variabl e of fsetcheckl

generabRtChe ANSTsBMD @ dat® SrubbrSkdnRidifea WX subh RYPRSs any kepidd SO
on until Match 2 bytes 8B, Match 1 byte gD 20

conﬁnﬁ@ttﬁé‘se%f]cggzﬁlﬁd %i%ck #ReMis oAl \é&uﬁlgrhéoﬂﬁh{s gﬁ%ﬁaéﬁ i ! e 4

of fsetc n our hexampl e, 'S WO D
. T P
ot R o s SR R B 1,
it is,

I

up co en chec

| pcated at the entry point of the program
acmﬂ?ﬁ@&m?rl is OK If not, then this is flagged as

suspect (startup c‘g%e_ found, but program does not .
st ar t FOf pFfancR; SEPRAS §t ﬁ}@&ﬁ'ﬁlﬂél R?ﬁe@etaﬁwlr@ntﬁinﬁ theging
changed startup code 30 Using the same exanple startup
‘bello’c Blepesearsh plgpdthm might nowbed use the fol lowing al gorithm

to determne if the file contained changed startup
code: Matchtldbyid: 58et of program start. Skip 15 bytes
Mat chMatdhyX igges: 881 ECAl, 00, 00, 00, 00 35 Match 1
byt e: Maffich\E6ed3: A, lF¥t es: 64 89 25 00 00 00 00

Match 1 byte: 68

Read the next 4 bytes into variable offsetcheckl

Match one byte: 68

Skip the next 4 bytes

...and so on until
Match 2 bytes 8B, ES
Match 1 byte 5D
Match 1 byte C3

Then:

Move to the location held in offsetcheck] (in our example, this would be
0x01001110).

Match the next 5 bytes: ‘hello’

If we find this startup code pattern, we then check if it is located at the entry

point of the program. If it is, then all is OK. If not, then this is flagged as suspect (startup code
found, but program does not start with this code).
Example of searching file for changed startup code

Using the same example startup code as before, we conld use the following
algorithm to determine if the file contained changed startup code:

Go to offset of program start. |

Skip 15 bytes

Match 6 bytes: 64, Al, 00, 00, 00, 00

- Maich 1 byte: 50
‘Match 7 bytes: 64 89 25 00 00 00 00
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-------------- 13 February 2007 WD 2004/01718
bCTT G2003) 003478 15 and S0 on-unt | Vat 4 Fgbruary 2007
bytes 813, E5 Match 1 byte 5D 5 Match 1 byte C3 If
id not match, stop search. If code t
Woz(fog@ﬁl%he bytes from offset 15 onwards ar%‘(?’g‘ftﬁ’t"@?"g&“

- known startup 10 sequence. 113the first 15 bytes al so
match this startup sequence, all is OK Oherw se this
is potentially interesting. The checks therefore
cont i mARdgeotwitilons. Go to offset programstart Match
1 byt Mathz byesRBiBHh 2 bytes: 813, EC Match 2 bytes:
6A, FMatdkHthyte 5D byte: 68 Skip the next 4 bytes Match
one bijvatch 188te G0 Skip the next 4 bytes If all matches
succeeded, then this is part of a known st artup

sequemcedem&aeﬁmﬁeggﬁmhl s flagged as ' changed
startup code'. 13 February 2007 14 CLAIMS 1. A

mdaedoéafm@tfat 64 thegwxg £15 ofiit: §§ v?eEdsQJr &mb{ef&&u
sequenté B¢ ﬁl : SISFA‘I:E]? ? r g e i
potentml!fﬁ{e? eI‘l:t )éﬁé'?:ﬁ t?i ﬁ: re doatsue 4 1o 4515 yi n g the e n

he execut o e 1 nag gfserence to the
deter ne RE: scannl ng the executabl e i mage,
w th % é at abase of start-up code

char a | ncl udi ng patterns characteristic of
start?® %@ngpat ed by a set of
hzbytes
Matchlbyte 68
Skip the next 4 bytes
Match one byte: 68
Skip the next 4 bytes

If all matches succeeded, then this is part of a known startup sequence.

Otherwise,this is flagged as 'changed startup code'.




known conpilers, for start-up code expected t@3Rgymary 2007
present as a consequence of one of the known
conpi | ers havi ng been uagd to create the executable

i mage; and flaggi ng the "éxecutabl e i rage as suspi ci ous
fromthe point of view of possibly containing a virus
infection in response to it being determ ned during

the scanning that th&L&®Eutabl e i nage contains said
start-up code at a location other than said entry

point. 2. A nethod according to claim]l, further

L coerAIIﬁétﬁlﬂl ofqﬁfee{lagpmnnmgw 6F af A8 AHAE AR fhel

sald entr oi Nt code SI m
ecte sent a, consequence of one of

the ﬁk g g?ﬁ é@ﬁm&"’sgéd to create the
exec ? yigg |t}fPEF'§§'Y5’@tm\ﬁif ffh" qxﬁ@“%@lmﬁgﬁ by referenegriosthe ode

deternivggd Hesmechanged; and flaggi ng the executabl e image
as swawing thasxdoutabie ineagppivith raférendecwa dhtapssesifietayt-up code

chanitetistidsrigeladiig patternd diREdcteRRRtit Of StABRHBSR deerated by a set of
krid@eofpieROfok Biakt-uph 8 ¢8Feeicald Be hrBAR ag@éons% 09 Bf6ne of
th&knG@ efs\’ha‘?'ﬁir%ﬂeen %sedatorc'f' aIEEOtﬂe S eggla% a?ldaI m

or

gzﬂa iggitlp It (xeGablG gt f?%a&éeop %t%fd’é 7 of epaivly
°°P GHIE &I tlﬁeﬂ 1N\ FESRATISE to e épawmas
thatﬁh%e%en&ﬁ e zmag& q%twam@f-up ﬁ@detaé aéfw,%tlon eth@r thaneaid entry
poprecedi ng cl ai ms, wherein the start up code database

i ncl udes records of data val ues associated wth

2.1 OUtA nethodbt@idih@ ttlat@l | fuethertddthp ﬁ&lﬁ t up code and the
S CanRieRfinSigOPhdiig |tﬁ’éj§écﬁtgﬁlc§ﬁ1§ lﬁg af %ﬂ g}ﬁ(ﬁﬂt doAE similar
ts‘f’::lrt h cc;da%xﬁécgéﬁl{h 3 %?eéeﬁ% coRlel S&Bg A one’o ¢ t?lc oW,

btz b edin 718? I Sechle e Ot it s brginmnggf

%‘ng
thlé?% ixped getREdsyst em corg)@& ng: nmeans for
det dlegging g efc#éltafbilq: nagpiss sedpicions frore thetneibtef ivivagef possibly
confpiing § ‘arusum@monf ipiregponectoaieteringg that thé exdeetable image has

saildxedeistabidentrypomt.by reference to the determined file
type; 13 February 2007 15 means for scanning the

3. exequhalb&ade to"Elﬁlﬁl [6f2 rfﬁl@l‘fe? c&‘lﬂ 13s1g }J@ljﬁ?ﬁﬁn iemedlal
act aﬁltres Ul of %uﬁb F)%F?sr fla?g 1018 %xalp E:tpgm gf yiew of

P‘“i?hm %%rlglaé/ 91 %%t art - up code expected to be

present as a consequence of
A method according to any one of the preceding claims, wherein the start up

code database includes records of data values associated with routines which form
part of the start up code and the scanning step includes the step of identifying the data
in the executable image corresponding to at least one such data value and comparing it
with that value.

(,E%

5. A system for detecting virus infection of an executable image, the system
comprising:

means for determining the file type of the executable image;

means for identifying the entry point of the executable image by reference to
the determined file type;




one of the known conpilers having been used tq %@[%1%2007
t he execut abl e i mage; and neans for fl agging tl%e
execut abl e i mage as suspicci ous fromthe point of view
of possibly containing a virus infection in response
to it dieing determ ned during the scanning that the
execut abl e i mage contains said start-up code at a
| ocation other than said entry point. 6. A system
ac cozads fog stamnuigaherexecuthbletimape, odthprefesémg to adankast of start-
up cdéd etamacidrizgcsinelubing patieme vlegudtaddtie of sagaphade ginsabdlby a
set Fh6¥n ROPlers C@Qﬁa@uﬁ‘cb@é edpRclel®o B pebent! Es & @&%equence of

one 3%@@%@9{1 gﬁerp %ﬁgﬂ fi? sed ﬁ)o&gﬁg Hﬁr&;{g{:tﬂ bl@ﬁﬁa&a aﬁ de

%I 'lé %\i e as S aous 1o
°fP?Fa‘i§ aéawg@n%;f cotigh jn F@gﬂ@eﬁgﬁﬁé}%ﬁ I%Fhetjﬁé% triig

scangipg d é‘éﬁ Berable “ﬁégf's%féﬂlféﬁ BULstAt-YepdeA ﬁdP?ﬂﬁOBfOthﬁfélW“
said gntrypeigh-bl y contai ning a virus infection in response
to determ ning that the executable imge has said
6. Ccodesyatensacordanptto ylapaisnfurthér conpysitiggm according to
c| iefihdfo HetOmmihigtwifkhes SISk tiile MRS hak af saReEdtBy poimg
codd AR B'thAG4r-8P cbdt & eRegto hpr@%%‘?l?h’st@w r%féﬁ&eéfone of the

kIlO\Irﬁ &r@ﬁaﬁ éeﬁ'u to c&é)a?a lth %(@c?l#a%'ie m?age k].e\WltR ¢
'E%%P

beo“i 88 %\‘ﬂ g%eé‘ 5'1"‘ %Fﬁa?‘rffg 5 tp.7, wherein, th
st &Fn &AL imagh A suspisiays diom thepejny of view
of paggiplyeson e&a atrbsjmfﬁcﬂnn Ioiespanse tofitermipipg thab e exggutable
imagehes stidcodagt saddetrapeinhreans f or scanni ng t he
executable inage is arranged to identify the data in
7. tha sexesmukadliBgitéBEn 6 OF 6ERPMBEEEpristhedhedr@Fot pe@ﬂ@ml

eﬁﬁ?gctﬂﬁtlﬁr leé{%f edulaBie iff & a¥dsPicidi@terondt Hé
rem é’sﬁ u Yﬂfr &g‘é?ﬂfggg a

i tron of an execu
Ofw %?é sg%g{:anﬁh%%tams erel nbef ore descri bed and

éh referen eto the acci)npan yi ng draw ngs.
SUHFGPoRBHing 40 Ft P elats i 5\ CEheTER thy Staﬁ up code
datal:@i@ametudm econdagbdaiy b@u@ﬁﬁsmlatyd waih rowines mhidholoam part of
the s@gaprdole andimdansi fohscamding dreaaetuwtatilh anagede apangedrig identify
© the dabaanvihe@&ecutable image corresponding to at least one such data value and to

compare it with that value.

9. A method of detecting virus infection of an executable image substantially as
~ hereinbefore described and with reference to the accompanying drawings.

10. A system for of detecting virus infection of an executable image substantially
as hereinbefore described and with reference to the accompanying drawings.




