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SUSPICIOUS EVENT ANALYSIS DEVICE AND RELATED COMPUTER 

PROGRAM PRODUCT FOR GENERATING SUSPICIOUS EVENT SEQUENCE 

DIAGRAM 

ABSTRACT OF DISCLOSURE 

A suspicious event analysis device includes: a display device; a communication circuit, 

arranged to operably receive multiple suspicious activities records related to multiple 

computing devices in a target network and corresponding multiple time stamps and multiple 

attribute tags through internet; a storage circuit, arranged to operably store a suspicious event 

sequence diagram generating program; and a control circuit, arranged to operably execute the 

suspicious event sequence diagram generating program to conduct a suspicious event sequence 

diagram generating operation, so as to identify multiple suspicious events related to the target 

network as well as multiple time records corresponding to the multiple suspicious events, and 

to generate and display a suspicious event sequence diagram corresponding to the multiple 

suspicious events according to the multiple suspicious events and the multiple time records. 
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