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UPDATE DISTRIBUTION SYSTEM ARCHITECTURE AND METHOD FOR
DISTRIBUTING SOFTWARE FIELD OF THE INVENTION The present
invention relates to software and computer networks, and, in particular, 5 the
present invention relates to an update distribution system architecture and
method for distributing software updates. BACKGROUND OF THE

INVENTION Ne@yhri casmraBaiy @XpdasE EpMaRE RITHCTSUREergo a

continual revisigiN [DIVEEFHDDEROR @ ISATREB (ERNE S OfftTe\safware. Each
revision of a software product 10 frequently requires adding new files,

replacing existing files with ﬂ%ﬁﬁ ' solete files, or various
combinations of these action IS process of replacing older files, adding
new filds, Eesetihgnobsodateclites 06 adfbitavarenproauptitehaeiymoksharsbftwaesticular,

AR R oA AR SRR A8 ot for

be" Teforra re e produ
distrilewtiiogn siitladéngdatesy files, 15 data files, update instructions, metadata,
and the like, used in updating the product will be referred to hereafter more

simply as an "update.’ @[@R@@@@N@W?ﬁ@rﬁl\?@r@ﬁ@ﬂd an update for a

software product, either to fix a problem, enhance security, or add new

featumdgariveatbrorareerolivenvaitlarsofoNmak Braskicts pHSRs Wi soataHab R vision
piOcHS ASIORAR' aGHSRU HERITES oBURD ESFNARD ”E%\HP?&F&%ZQWA@&FR/%% product

correcting a flaw in' the product or addressing a critical security issue, the
fregpansberqstaveg eodinanaayy tlkesu e Ngsexidine riilpe wilstoRues' réﬁﬁﬁﬁ%eﬁ?"?“”g

oBSDREORIBS BPYEREs (ORRRIDNSHPHBUAEELRIAVIGRTR PRYeS BF%E%%%g older files,

incentive to distribute software updates to their customers as ly and as
adebmhlaavediles, pé@'&%l@ ?h@lﬁi%ﬁtﬁér@ﬁo&usﬂ?ﬁ‘ﬁé@e&%ﬂéﬁc &91'”9 the software

p%@%‘%‘oﬁf@%ﬁ?ﬂ&d%&%@ﬁ&\/lef By GAHIRYISIRIRANASRIRAE ﬂﬁi&’ﬁfrﬁ‘aﬁﬂ?n%nl be

in particular, 1o the Internet. Due to this explosive growth, and due to the

reé@fﬁ%%h%ﬁ@iﬁé&@ﬁut@&%ﬂéb@tﬁﬁb@@h addhndatoroliserien:ineludingrnary files,
d4PHGia! DAgReHAMEABHS AR A shNtRE! Ake NG HAURAIME ERPEPYIRBSWIll be

to distribute updates to their customers. In fact, the Internet has become the
refernedrip bRERABRTIBIOEHRREY RSramawgdatttware providers to provide software

updaigsde dRBHIRCBriRIEFhakl iecatiRNaiN IpERERIIRSERTIAPE PPNR either to fix a
providers to distribute software updates
problem, enhance security, or add new features, the software provider will want to make that

update widely available to its customer base. Quite often, such as when the update is
directed at correcting a flaw in the product or addressing a critical security issue, the software
provider will want that update installed on the customers' computers as soon as possible.
Indeed, most software providers have a business incentive to distribute software updates to
their customers as quickly and as trouble-free as possible.

The computer industry has experienced an explosive growth in the number of
computers connected to networks, and in particular, to the Internet. Due to this explosive
growth, and due to the communication abilities available through a connection to the
Internet, the Internet has become an important and integral channel for software providers to
distribute updates to their customers. In fact, the Internet has become the primary
distribution channel for many software providers to provide software updates to their

customers. It is often in the best interest of software providers to distribute software updates
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-1 over the Internet, as electronic update distribution over the Internet
reduces their overall costs and enables customers to obtain the software
updates as soon as they are available. More and more frequently, these
software updates are conducted automatically over the Internet, without any
user intervention. 5 While the Internet is now commonly used as a conduit for

OYRE RN ARG 15l LIS oT N ARy A Bt e costs

arilissrigbiaocisfoasirsctumdtiesanicasane (Bladsninisteiive awytrakomeritige. More
distribution and installation of software updates. In regard to efficiency of the
o RSB BESTSRIBATS HERIER 5140 T LA FIGEUSeOG iy o Intermet
withis@tampusdraheevenigncation resources, often referred to as bandwidth. A
finite% unt of communication bandwidth frequently results jn bé)ttle
I I@

ks,
espedialVSH e JHRING Jo M ARIBY ristbatIdr SRR rd%r Wd@%@cﬁ(’ﬂwwe

ugsaidichasnftavaey pioviged/isslevs (3siav fyeqiiontyating. sypiamsiemebssues include
relﬁd %ﬁroductivit roducts, Such ottlen%%(s exist even when software

() SHRREYe iAW aifSbietBR miRARIE ddHRTEE R ariSHETEICHLtF beRRgces.  and
(Zhadordhistrtitive boisrobbvenag édsribution anehinetilanscls spftuars beates.

tructured del d ilable by the Int t. For le, if
P B S B T e,
pébsestomijoad massenthtafgoniheifitsitisers dndgseotlentsfervidapee dedwidth. A
L e e e
regﬁhrert?etwmwajﬁdaaﬁwfor hmumt.s?ﬁ\gm@hpﬂbmsaﬁcmdma@mmnl dtm@rphBr,ation's
als appens to have the same I ests the same downlo t
WioEs BB, SR Al Sheeeend ceeret Bhen P RRtEeR caich otfenecks
exivli\dderalizhdnacoftsgrin tipidatexantplmatize samebttownloaditiplebéownload locations
t itt th infrast twice, b h t .
o R e R S B s o
urtseupnite ¢ aoveds Nicedis Mizaledavigithbld biyetemeter imiti¢oeakamples if a first user at
common ould have been mu ore eﬁa(j:ient if

xample, which is. quj i n
P A e e LN A S B P & AR WY Rapes through
thee fjustsissatisfiddpirodertheclvied pemlideV(IBP)egauetioracmntrolhef digtdkiuiareated as a

S R sespRc e R alans, PRV SRR SRR, ang
unrelated to, any other network traffic and/or request. As such, if a second user at computer
B, who also happens to have the same ISP, requests the same download as the first user, the
request from the second user is also treated as a single, individualized access. In this
example, the same download will be transmitted over the same infrastructure twice, because
each request was treated in isolation. Clearly, if the number of users increases substantially,
the finite communication bandwidth will become a bottleneck. In this example, which is
quite common, it would have been much more efficient if the download could have been
cached at a local location, and each user request satisfied from the local cache.

With regard to control of distribution, many organizations, especially large
organizations, have legitimate reasons to control the distribution of updates to their

computers. For example, unfortunately some updates have or introduce flaws, frequently
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30 computers. For example, unfortunately some updates have or introduce
flaws, frequently -2 referred to as bugs, that "break" features of a software
product. These broken features may be insignificant, but all too often they
can disrupt a business's mission-critical features. Alternatively,
mission-critical features may be "broken" if they are removed or their

ehayiors substantially altered by a particular software update. As a business
O Fo BB B RO S LAl A ED P BChor e BRH LRl may
bdirpisRyrdticier abdt tefit Rachfieafivayecdpddgiteupithirastastelieissioni@nignteatures.
r to releasi ate tq the remainder of t

: iod of time.pri the, | 3 ' :
eI R ARl BT O DEARER o e B8 AoVl or their
bihbeignerwbm?@ﬂwvn}ﬂmbgsalp?ﬁﬁma mfaﬁmw'rlllm@.l f@&taf%JS@éﬂy édteiott afford

s been satjsfactorily determined that ar; ate will n ing down any 10
(O E 0 CPRCLT VL) L oo B S B O E e ahd Tt ecch
soRwandpdab thethingacomatidr's eovvoutasst fdeaomenpesibarghtimatisnisy nausileasing
exercjse control over 1;h<§j ins ItI%t'Lon of software #%dates E%éheir computers..

R nRHEIE 9 TF iema'BAY PR o] e RVALEHO o RESIRFpermiits - the
odistiitatibantool sofnaienapdates iptensilleadoasidieatieanongssivh-critical feature.

computers in the organization. .|t is, 15 very important for information service
ORR ARG Bt RED S et eT T TEE TR, R T, e Bring. Gown any
mészioputeiticalp fratierewibetire updstdopermiced rodessitribiuastopethadingmainder of the
tem. Without a stand ftware and computer maintenance may. b

Sys , SO
Or%HEE‘EQQ&ririPEb?HE@x and® Si‘f)ﬁ’cm‘?%tiﬂrgﬁ% PREaJ3R tnat 96 d <S’|e'is°"er the
instdlatiantoistsftvediiingpdetgosethdin targputBsorganizations, it is often

inefficjent to individually install software on a computer, or to individually . . .

main AT SRR BTG e S A e L AE B RGPS Rlstrbution
ofosgftnizatiopddestaw, ensingleoaiiBtinensenpagniiic @npiganiiatibe doganization. It is

software product on numerous computers. Thus, an organization may be
oG PR o o RS S Var e i SRLCE e HEefglatfor
upioengdclonheymreersopanidtéhevimethapér ioffaboamayirisessonorgua guadtiaty system.
V\}Jﬂ?deras'te icanse AIIrof these reaisons often re%uire I%cal control over molex and

d RHEPeSE?S At HRUSTE AR FATGRYTSF {RA'VSHBLE ABRY RiuhERe LY cgmplex a
dif¢iating to software update distribution, what is needed is an extensible

SOftwg[ﬁluﬁ%?}%grdrlgéggﬁj ttll(wjapt ?&:a |tggr'% rro fics)ri rp())c\)/rI aqu isC gFrBIIIing purposes. In large
organizations, it is often inefficient to individually install software on a computer, or to
individually maintain licenses for a particular software product for each computer in the
organization. Instead, a single site license permits an organization to run a software product
on numerous computers. Thus, an organization may be required to report the number of
computers running a product under the site license, or may need to limit the number of
computers running a product under a site license. All of these reasons often require local
control over software update distribution.

In light of the various above-identified issues relating to software update distribution,

what is needed is an extensible software update distribution architecture for providing control
over the distribution of software updates, as well as increasing their distribution efficiency.

The present invention addresses these and other issues found in the prior art.
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over the distribution of software updates, as well as increasing their
distribution efficiency. 30 The present invention addresses these and other
issues found in the prior art. -3 SUMMARY OF THE INVENTION In
accordance with the present invention, a software update distribution system
for distributing a software update over a communication network is
presented. The software_update distribution sgstem includes a root update

service node and at Ieas%U%'\éﬁ%YuggaTé"gé RRELE S According to
aspedts aictigapesaithine piesenthivesti s date Bearce e dvditheoat system for
least ane child update service node are organized in a hierarchical manper.
CPVIB0 G TR R G0 DD Ao ke e Bl ol software
usueectideribptlatesyswficindlods £agh updatessaiided odien@esceRisthmeantild update
update service node, has aepare t update service node. Each child update
segg ﬂ Sﬁ)')\ﬂge node and

ARSI FA IS AR R RS ARG RIS E VRN AR & 50%F YBd'S
thetheledpidate skildicpdmdadryibe maftwascovgaatediats igiancaystemanner. The root

hierarchy, Additionally, the root update service node ohtains a so re .
R it BOErin APE TSP R P R AR DI e Al pcate service
nédyVicaacrodpsanbiringddh aciftwaceptipiai@ofraptiie pareot updalehsstviegent update

with additional aspects of the present invention, an

de. | :
SRt RS BYBE S A CoTER BB UROAE o EBRge 0
leastdorteildthpdatelserviseiconeddsirptee sofeda nuppatatelisaibintonaggtem hierarchy.

ARG R 5t B SRS B EIAIBR h SRR BB L g apfare
proviieobiBich sbftiare ldadates fthitl itppatke sérvisdate dsnoicrinedee 3oftware update

f throggh w iChCﬁf U{rdate service node distributes software updates to child
rBBH' PYERURITEuELVEE eUpdate service node further includes an

administ@ivodaappivdiiaddiiogibaspcy ahtesfpesdAmytntuganmdpdht@service node
admipistrator, using an administration yser interface, estaplishes rules for .
fo IR R oAt s PR SRR g GO TR eryiCe nodes is
piesevited. nokle gidlaterteevivechudiesiachiniket wpdaseateostote for desarmyisafigvare updates.

T R R e ST R B AT e wpce
séuﬂﬂmnadp&mmmtthefma&emmhfmwtfmmaimmmdtfopaamii;dr\lipelat@dserandethrough
Wﬁ%?q]eth% 2 SoMRLe, ARdALS SISIRBLRT SYRSIUSHIRD & RIS HRIER ice nodes.
The update service node further includes an administration application programming
interface (API) through which an administrator, using an administration user interface,
establishes rules for distributing software updates to child update service nodes. The update
service node still further includes a child update module for determining which software
updates are available to be distributed to the child update service nodes according to the
established rules.

In accordance with further aspects of the present invention, a method for a child
update service node in a software update distribution system to obtain a software update from
its parent update service node is presented. The child update service node obtains a list of
software products from its parent update service node. The list of software products

identifies those software products for which the parent update service node distributes
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its parent update service node is presented. The child update service node
obtains a list of software products from its parent update service node. The
list of software products 30 identifies those software products for which the
parent update service node distributes -4 software updates. The child update
service node selects a software product for which software updates are

sought. The child_ypdate service node then submits a request to the parent .
SRR WE0EIED e TP CRVACRIGE SPURHIR FR A DTodhkdafor which
sclﬁtﬂ/zﬁ@uﬂfﬁatd@ aef@@u@ﬁ, th?@*dlﬁ}[ﬂﬂ@)@mh @?W%ﬁwfﬁ m@ﬁiy@grﬁltstwmlf@fjt to the

ist identifying software 5 updates for the selected s are products available
PR LRTA S L LB TS PR B G G T PrRought
Ireagtpsadtyvake wpdateugmah,e @@ﬁri:varﬁ?d@c:]m‘@liﬂsfrwm ufpimatparuentidmdﬁgﬁng software

service node. In accordance with yet further aspects of t resent invention,
R B0 1E: DL IR R AP AL, eSO Nl one. The
clikeaptiack garaipareeupaaishtibsequicsonodee ispaesented. sbfteguespifite list from
received from the child update service node requesting a software update

th@aﬁﬁﬁ%@.% \ﬁf&[yécﬁm fe catalog, identifying software products for which
the paneatepdatesseriticeysodartisiribsiiestsaifwiie prdatesingerefonned taethod for

the child update service node. A request is then receiyed for a list of software
O PR LEHED 0 WO RRE P Laer SREVLE G BTt update
sepeivecadtedageiesonres Whetbguekd inyesoftwaréromditesciirdhgdelectedice node
software product are avajlable for the child . update service node. An ypdate
SRR B O Lot ey PR R slg. ISISEr Software
pideimfoed/hicherrvedlehtafolathsechitd updattistabviee suftleassaipetiusscd teturned to
the chjld date service node. The u te list identifies qvailgble _software
U A e e Ty N R T e
selequetofovaretpeiataccornespsputisty thethrmtavpdlatb|sepoiteyartie/pd@ienines whether
identjfied in th date list, the ate request identifying the, availapble | .

o A SRR, T el e i copge e TREHE.chig upaate
seiefigeneodtn thencliptdteditateisetiWdegntidee Ebiwpdatedartaftatahmckldesd software
information_correspondin software, update including a reference for .
P T B e T S it Beaice e ARG cspane child
upddte WWIWS. Tﬁfeéa{p@li}jijﬁsinem&iemd\lmug)ﬁmmeeumm according to a
urﬂa\dgrbtp?@a?g i%femiﬁe”r“’ nﬂBHa\{\émrequest is received requesting metadata corresponding to
an available software update identified in the update list, the update request identifying the
available software update by its unique identifier. In response, the update metadata is
returned to the client update service node. The update metadata includes information
corresponding to a software update including a reference for obtaining the corresponding

update payload.

BRIEF DESCRIPTION OF THE DRAWINGS
The foregoing aspects and many of the attendant advantages of this invention will
become more readily appreciated as the same become better understood by reference to the
following detailed description, when taken in conjunction with the accompanying drawings,

wherein:
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become more readily appreciated as the same become better understood by
reference to the following detailed description, when taken in conjunction
with the accompanying drawings, wherein: -5 FIGURE 1 is a pictorial
diagram of an exemplary update distribution system formed in accordance
with aspects of the present invention; FIGURE 2 is a block diagram

i oA AUETOLED CHHT B A KRADK vt IS on FYaiE formed

inciagalanidie it g exe TRk pregieanvenipanents of a root update service
d i d ith ts of th t invention; FIGURE 4

o e oLt 5 A R ANSATY e DOKAL AP apaIROr an update
seupigatmaermﬂammcamlwmq@aecs@gvm ?]mierr]i_tlﬂéw@gtdjng a s_oftwargg

upda e . parent ate serylce node to the 1Ha u te service no

R A R kBT Ml yala SEnlK, e aIoBRg e a root
upﬂadwam/iktustg@l&rf”grm@mmp?damwuﬁﬂ@ expetttest die prebdot iu_mpdmi%rs,ervice

noae ca tain ates from Its parent upqgate service npde;

I GURC GHE Al BReFHABHa LS, BreTR L arabAa g Bistspn a parent
ujpdetexemvigtany douiide chfHtGlg Rite doviobtrinéna providliagien catangdrigiage from the

iagram of an ex

arent ypdate service 15 node: FIGURE 7 is a flow dia mplar

PRGRF AR SERARRRSE IGAR TALC SRAIR Y G5, ARE JF EFEFAacE pin 2spects of the
pebtatrimgaisnftware update from a parent update service node; and

FIGURE 8 is a flow djagram of an.exemplary routine for processing an .

it G P e SRR o0 FATP B RILED eRectted on a chil
ulats C&RRCEl e etoqumidaniictdl pepetsuplthes frosein pavermtigitlagnsopdedanode;

distriuti tem, anized in a hierarchical fashiagn, for distributjn .

cortwbl T Ro ot J L ESar AR T SRR Ok S AP A o use in the
exanasldyy meniiensfd: 1S StEvVa fe rugistaie my ay inpddiecatieplfeaing paresmapda service

older and/or obsolete files, adding additional files, altering a software

Bduct's configuration, and the like. Additionally, while not specifically
directel3I0RE 7 is a flow diagram of an exemplary subroutine suitable for use in the

exemplary routine of FIGURE 5 for obtaining a software update from a parent update service
node; and
FIGURE 8 is a flow diagram of an exemplary routine for processing an update

request from a child update service node.

DETAILED DESCRIPTION

According to aspects of the present invention, an update distribution system,
organized in a hierarchical fashion, for distributing software updates is presented. For
purposes of the present invention, as already mentioned, a software update may involve
replacing or removing older and/or obsolete files, adding additional files, altering a software
product's configuration, and the like. Additionally, while not specifically directed to a
software update of a software product in the technical and literal sense, aspects of the present
invention may be advantageously utilized to distribute software products. Accordingly,

while the following discussion is made in terms of distributing software updates in an update
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software update of a software product in the technical and literal sense,
aspects of the present invention may be advantageously utilized to distribute
software products. Accordingly, while the following discussion is made in
terms of distributing software updates in an update -6 distribution system, it
is for illustration purposes only, and should not be construed as limiting upon

the present invention. FIGURE 1 js a pictorial diagram of an exemplar
OSSO BT ort G, MO0 A5 o CRaSo AV BN LR (i onstrued as
lipieagnipovemipresémdadimipto the present 5 invention, at the "top” of an

update distribytion system, such as the_illustrated update distribution system

P eibi AN R R kit G e AR
fapreadder hdéhrdistebuietthespscivetreno ppletesitirvegtidhe Unctkielidigttbutionpresent
. system 100 by submitting the ypdates to the root update service node 102.
R r e e HCBE  SrUBHG St SLTo e Slnstiated update
disoibvacn gtine1000ismaychd apbast teeiiceofivdrre0nd@eiviardh@ratiers, such as

date service e 102 through a network, such as the Internet 108. A .. . .

SR AL OB LSk B A s HBRIES, S TR ERatd clistrbution
sydteiriagoby sysieiihgOtheilldidkebs incithderadt aqsiaenecoiivy npgiatozentceording to
node in_addition to the root upg?%%e service rhpde 102&}As ill%strated in

SPRESRE TerREeaRUBYSRN BPuSRE R IBIAMHETS SYSTL AP 6T REQgsE 110, may

subpaid tbeie voftearedpddiesao drivve additieralenpidateoge rvicetnodgh:a uptladek, such as
¢ selrvice n%%%lm and update service node 106. According to the present
W%\}%tﬁﬂb%, ch hierarchical update distribution system is organized in a

tree-likenfdrafhicalunstne ettlyitoe ool sieartsuskdabeexamildyl nmifterdistribution
o e D B R AR5 e oo
upbiatesgtiicesyodT1 020 goilladinateesich FI@ERELIPdate sesripimnodpdate. diseibution
o0 B R SR RS R A BB o
uﬂidatémmﬂmrtb@p%anﬂ irpdamieer.\/ﬁ_]erﬂrmmm, \Mdodf_tﬁngxtmmh)presfdlhtemvention,
oA R S eSS B A TR W erean
then@qanpdbtepstatécservizeloadel Motirrdinglys, asashaipdatie séG/ALR nddeujrdateupdate
R BATRAR IR 250 Rae IR Fagk BHAS e PR ARRe e exermplary
update distribution system 100 shows that each parent update service node, i.e., the root
update service node 102 and update service node 104, have only one child, it is for
illustration purposes only, and should not be construed as limiting upon the present
invention. Furthermore, with the exception of the root update service node 102, according to
one embodiment of the present invention, each update service node in an update distribution
system has one parent update service node. Accordingly, as shown in FIGURE 1, update
service node 104 is a child node to the root update service node 102, and update service
node 106 is a child node to update service node 104. In an alternative embodiment, a child
update service node may receive updates from multiple parent update service nodes (not
shown.) As can be seen, each update service node, with the exception of the root update

service node 102, can be both a child update service node and a parent update service node.
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node 106 is a child node to update service node 104. In an alternative
embodiment, a child update service node may receive updates from multiple
parent update service nodes (not shown.) As can be seen, each update
service node, with the exception of the root update 30 service node 102, can
be both a child update service node and a parent update service node. -7 As

illustrated in the exemplary daed tr tons em 100, the root update
oSS iR A o SRR L RO RS Hbu e Rt upcate

sdnr@mﬁbal@&oﬁQWﬁWn|tia$%smwtﬂoe;pmtersmﬁr1]dhﬁ¢dhlm lthrstrghlvm@nhbternet 108.
d shou e construed a jti on the nt n. eac
HEAEL bR B TOE LS P e TR LEHEd s B ARAAMOR B T epstrued as
lisonnig wpeatehwvidhesnpreshane/oiEabHdipdatereeigicsamee daramupiagdafistribution
network. Thus, while update service node.104 communic its parent,
S DR LR R0 G TGRSk BE ET At iy SHEAREL gy some
caramomictiatenawibrits Thild, wmdmejp?dﬂw@ermdemdém aampdmﬁea@awm its parent,
node &%306 via a Iocaé L@W%Htwo[‘sjédf 10 Als own in F GURE date
ook YRAAS o3RI B RLR H@IWBRE PRI |%é%ﬁ” g Me fRunicate
wha4uté$lameupda;desémabameaeeetwohkabzﬁpmy GRrigspIddaes) via a local area
%{ganli%f{on 's general corporate network, and update service node 104

the corporation's link to the update distribution system 100, via its
conngxgontiovits PaFeBL RO, wipdate seviceenods €0B02sidestivéthiaubsoeinedork 126

correspond to_gn identifiable gro 5 of com within the
o LBt A s o AR ORI ST SE VA LAy BBdiyespond to an
ofitigatisresnysaal cummrgr@ummsrwnlatm d@mmbe@bmugeeawedmallr’epiewnts the
accordin ts of res mvent administrator
cFERIHS TR 65 APRAD P T: SISBDH0n O B LR oA parent,roo
ussa cernipdend s 16nd Hlmmateswimetwmm Qammwr%ﬂbsﬁlw@bdentlﬂable group
F ﬁ/rem%ed th% aﬁh update service node, i C|Udm§e g he root u date el
OSERMREGu 2! R ARG dé‘éc oF ahd"2be’e “88?.%9% Sty emotely
lodistibutticeofowarenigpidatesitiedd agroapild Apdeite serdeseribeders apeatt astail below,
clle t computer hown in FIGURE 1, the exem date distributio
R T A R b ROy 3 L B e gl 104 i
abtmtudnugrtdﬂethre)disnptim:ersef\updm upatdistritivtesodpdat sitd dBintately to client
C?fﬁ ﬁﬁe service nodes and client computers according to local configuration
It should be appreciated that each update service node, including both the root update
service node 102 and update service nodes 104 and 106, is configured to distribute software
updates to both child update service nodes as well as client computers. As shown in
FIGURE 1, the exemplary update distribution system 100 includes client computers 112-122.
Each update service node, including the root update service node 102, distributes updates to
child update service nodes and client computers according to local configuration information.
According to one embodiment, an administrator defines groups and associates update
distribution rules with those groups. Each update service node has at least one distribution
group.
As an example to illustrate how the update distribution system operates, assume that

local area network 124 corresponds to a business organization's corporate network.
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According to one embodiment, an administrator defines groups and
associates update distribution rules with those groups. Each update service
node has at least one distribution group. As an example to illustrate how the
update distribution system operates, assume that 30 local area network 124
corresponds to a business organization's corporate network. -8 According to
one embodiment ch the pre%(? ] invention, an administrator, .on update service

ARGYE 17840 A4S TBRALR] s%%%r‘u”d?é‘&ﬁ& f8f Blﬂ e AR &hGALe service
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includin date service nod 106a client com 122, for .
A AR SRR SP Aol 0P sts MBI At Wit service
nddA1 BB ane It hena@eng ek conocIaiel 2P0 fer Wdu@mgth@ u@m@tiﬁutywmpdd@ for the

104 nd client co ers 114-118 With re to the evaluation group, th

TR BRRIBR A bt Lefuieeoe TGt FOAGts BaMBUTRIITS the update
s@emat%sludwdvﬂﬁem@bmmrsmhm Updates are immediately

distri te}%to th§ atlo 'S mem the%/ beco ga lhse[ble 10

Alternatively 93] ht?e%ﬁrﬁ%ﬁ HO H%‘i”c kot HE'd rfgpte service
nedidsoelient comyibers hid-bhihondsassreialgitha tivie gtmlrptrmhpd@lesjpdetes are

nly distributed.to t eneral ¢ orate rou mem ers if speC|f|
RS B g SHEO CBR o Rt i P ER valable
Aupdamgrvmmngaw&@ra&teﬁaemf«mhp@rawpgmuplstmg adritieisoléemt adds client

com ute 22 in.the evaluatio twork 126, to, which a
c BRI LA AR R R A2 MRS COATN L e R general
capanaplgreupofitemteiprifvigecititdl Iwiunmt&naesbﬁyvare atpaimisttatotheAeqime also that

ate seryice no 2. cordln established at the root u
S ERRBISTORE ORI LRI oA Seiratiod (5 F CBipgh drasting of the
clm@tﬁrq:emmemodaoﬂm i poenesedeaiog shie-ngtolaid, 128, thewhiles any new software

%%{abllshi) the a & ﬁdhe corporate 20 update service node 104

RbURESSH Gﬁg}ﬁ bers of the evaluation group (defined as
only tﬁemmldngotﬂmtamnwmmptée 4 66hwaine wrthhx@éd&lbemmmsmfsoftv\me update to
ene al corporate grou din egific authorizafi n ute

Rt 10 i e UEEE DT e e pdate servie
noged0e, the emﬂhxatmneupmI)sehvtneutedietol@ﬁepcoqma$ tindatpdateivatmode 104.
UEJ%SrP(regéetl(\)n%ac hg eufbd%ge%oel#pthlen rtlh]llgseé( %rﬁps%ed by the administrator, the corporate
update service node 104 distributes the update to the members of the evaluation group
(defined as only the child update service node 106), but withholds the update from the
general corporate group pending specific authorization to distribute the update to that group.
Continuing the above example, upon receiving the update, the evaluation update
service node 106 processes the update with respect to each defined group. In this example,
the evaluation update service node 106 has only one group. However, as previously
mentioned, in an actual implementation, there may be multiple groups defined, each with a
unique set of associated distribution rules. For this example, the evaluation update service
node 106 immediately makes the update available for distribution to client computers 120
and 122. Client computers 120 and 122 may now be updated and the evaluation

period/process may begin.
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25 the evaluation update service node 106 has only one group. However, as

previously mentioned, in an actual implementation, there may be multiple

groups defined, each with a unique set of associated distribution rules. For

this example, the evaluation update service node 106 immediately makes

the update available for distribution to client computers 120 and 122. Client

computers 120 and 122 may now be updated and the evaluation 30

perio oL G HEGARovs SHHRGIRUHUIRG e S0 A R Bib Uerraimate Update
serdirinisdatyors higraepaiasatishdatehasendcpmaeesldtasisuidicsisitibution over the
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O Aol Tk o R e AT BPLE 0.t KL S B Ak chishoutd

bseavieestuadeth6 thayaikatisningdstedsiniite geuerabearpordte woupcluded in the
However, because the evaluation update service node 106 has alread cheﬂ)

gw&gﬁ é) ﬁ e 106 has

SO PRI AR SRS B et Wi F 6 VLML s P RLEBIRRYIRS A8
alvedigtebterthepasridiationagiditiosdvapdtaGelk@eAsactionb s seanidy foe alkaveuting the

example, the present invention offers significant benefits in terms of local
u%%{ﬁ&JﬁbenegéﬁﬁgPHﬁHde%Wl%rgoagé‘iciency. In addition to the
abovexsleaneadersipeis afdosaixdapibutierpesaitahsigtidicaffesasigrdfidant benefits
communigation, bandwidth are also realizegd. F?r@i\%&le, while the
8P

e J8TMSIH, dBFALr AR LAl AR R uddl AU o the
almvepeteridhaspetware Ipvavidietiiburidateonasl 15igrafictorsdrigern thentaminication
oA S S e S R B RSS2
B8Rl MOHECUREAS G| tiectryTliviation haacdksofage qebvemnaupdate was
o R P B s roce 1o
oigruheitithethaleadyithethesuwhsebehssad. ofidaittonayteth senpidadticb?@n update service
distributi tem is both extensibl lable, Th date distrjbution .
S R BT AL FROAE R HEABEF b IO e Sepe node
ambaletienaypetedeledctonadpacentinpoaistaerieeabydebatadizhiidragatite the amount
o LR B e R o i, Rc0iTBRaliy” Bl upat

distribution system is both extensible and scalable. The update distribution system is

extensible in at least two ways: any number of child update service nodes may be added to a
parent update service node, and child update service nodes may also be a parent update
service node. Each sub-tree of the update distribution system may therefore be tailored to
meet individual needs.

Yet another benefit realized by the present invention is the ease in which an
administrator establishes and enforces a consistent software platform over the client
computers and network for which the administrator is responsible. For example, the current
process that an administrator ensures a consistent software platform over client computers is
generally the following: make a determination as to what the software platform is to be, i.e.,

which updates should be installed and which should not; determine the status of the software
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meet individual needs. 25 Yet another benefit realized by the present
invention is the ease in which an administrator establishes and enforces a
consistent software platform over the client computers and network for which
the administrator is responsible. For example, the current process that an
administrator ensures a consistent software platform over client computers is
pggerall the follgwing: make a d ermlﬁS ion as to what the softwa

RfGFOR F3DCHENT SBTRES AN aRYS WW@RH&QIWI@EFVVH@%W to the
cliwf; detapmisre the sialafiafdhe seiivvargted Grplaiivnals effoeacinchgntinistrator must

compyter; and push the appropriate softwar dates dow the clien
BT INECRATon R ER ARt e T EAH RIS e gorsistent.
|rfr@mm@tlwrﬂ>@§@ptm progessddhesdy (aritinkiy ehthapdbe softrisugaplayiasm described

remains conS|st<=B contrast to these EIgrlor art. %Epr]p(gches bgﬁﬁtlllzm the

NG NEiBEBR LYLBSHHERIL SHRACE AB6ILoURRERT A BOLSMASLIRGE e different
tasgmrgmdper griauhingbiitgl imt&rgeadﬁﬁfeemt@dhféeramutw@at w@epg@ndstrwescnbed

y 1o et. dlﬁ‘erent updates gt ere described below),
O 1 ACTU AT S50 O SRS HER EatP o QoROILNE b BATLe GHATAHA o the
nemljn&snewoms aiidror chemputemnpfdersyitciviteh tﬁxmﬁdmuat@tfat@r f@sponsible. An
onsible. An. administrator specifies the eS|re tate throu
G RHalPk SRR s eNiSthatriFo Beal THEERST Al also described
belomplﬂ@era@nmﬁm@roupslm‘nclt&mwmptamim@noeahef ddisiie coropleesiat®©nce the
is.estab |she ecified, th mll‘ll tQ then rely on the updage
O RN St £5 B TED BT oA UP R TaGeS AL R e update
duutvdamomsymmomsmmﬂm upidaipudistrimftionesypidaresvaksughowakehe update
at the clle ste onform to the desired state
S eSSt T BERA R R e R4 R Tl i the
syscuafmtamllsomemtm@degmtelmmmmnmmmhamqatot Chinisugh wéfioidie actions,
eS| st confo mance. Additionall C|at| eC|f|c
o R YA i Do A e it 0 ANORR i gyers tht o not
conﬁtbaiiﬂmthathebdéelmd aﬁatat&ﬂtbycdaﬂrﬂhrmmstaﬂaiﬂ@maﬁﬂ@utg/ tesogjxdiig specific
ds utio emr es the adm| ator fasubst ial por of the, .

e T i e TR i o B S By oute o
aplaﬁf@lﬂnbyAdmmemetaﬂauaimrmmmt ameocupdmg thstidbation attstenterelieves the
ftware update to c ntrolmstal tion beh VIOI‘S on a client, computin
oL o i SELUIRPH Bl R LA R Aosociatel wit
mAipdicatipra consistent software platform. A more detailed description of associating
installation attributes with a software update to control installation behaviors on a client
computing device is set forth in copending and commonly assigned U.S. Patent Application
entitled "Controlling Installation Update Behaviors On a Client Computer,” filed March 12,

2004, attorney docket no. MSFT-1-22459, which is incorporated herein by reference.
FIGURE 2 is a block diagram illustrating exemplary logical components of an update
service node 200, such as the corporate update service node 104 (FIGURE 1) or the
evaluation update service node 106 (FIGURE 1), formed in accordance with aspects of the
present invention. As shown in FIGURE 2, an update service node 200 includes an update
web service 202, a client update module 204, a child update module 206, and a reporting

module 208. The exemplary update service node 200 also includes an authentication/
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entitled "Controlling Installation Update Behaviors On a Client Computer,”
filed March 12, 2004, attorney docket no. MSFT-1-22459, which is
incorporated herein by reference. 25 FIGURE 2 is a block diagram illustrating
exemplary logical components of an update service node 200, such as the
corporate update service node 104 (FIGURE 1) or the evaluation update

oG RRKAR SN AL A APBREDIRE S0l Ry SRR oD Baere (APD 212

annghdeescantemcabee WeD sendesidSatéonl il indereamadyima’n, @ahiédinformation
uEe:j\ﬁ module 206, and a reporting 30 module 208. The exemplary update
SBIGGER node 200 also includes an authentication/ -11 authorization module

210, amadpriaistiatiose apedicanqiraridgsaanivimaontestase AR 3e2lidesathrough which
update content stﬁlre 214, an admjnistraa'on usc—i interface 218, and an

CHESH QAU 6 '@td*r%d%%.sefrﬂécﬁpﬂ% ESwdB S RS B SETyice node can
caramondeasehoh\ViepeaossiveongtewFoh exariply, contprsrienchitd MIGRIRE 1, in

oA B TR aEARER B it FERS bt PEICURES A o GR fofrom the
padheeboig/eratduapiomel pdat satvie10adenht06l ienoieima slfaearencpdgmiethe parent's
fhpm thel?l%grent/%géoo ate.ual(}j//ate service node %}84, the client com unicatets dat
URARSL YRS AR APE: ptHla Ve HYRENACRAEA UBHATEARRIVIGRENYE paltEhes root update
sdipidateciiy 102, masdnfaramesonicltiate ibdstesyite comimuiigatba® its child update
informatipn, includin dates, to communicate to its chjld update service .
SEVIES HBGE H1 pilFo e M ARTRIE SR ot AP HBLGRES RS I il update
Webdeﬁeicwebgservice 202. The.client update module 204 handles '
R e BB S ER ove
ambte Upuatepstaiéccatati200nmuggirationspdatesda dupadat nofdimiidgdntetored on the
distributing updates jn resppnse to client r sts and.providi listof .. .
OB CEtato. U R AL P O e 23t to
distibaliegtupddeate imeadpn&0bisliats coespmaielefovidaigraniisingf \abathkeleasoftware
puter is aythorized ﬁo oBtai .a_particular update according to
05 Qe

li _
Pl RE BretrB R B Rt LG B Rle 204 is
alspdaspaoasiitd fofode@tamihgt tietisntcolieptiteonspatehasizagtiorzedess. obtain a

e R g RS es REGH S S TSRS B et computer
with the update-related information that the client computer is authorized to access.

The child update module 206 handles update-related communications between a
parent update service node and its child update service nodes. The update-related
communications include, but are not limited to, identifying lists of software products and
associated updates available to a child update service node, as well as responding to update
requests from a child update service node. The downstream update module 206 is
responsible for determining whether a child update service node is authorized to obtain a
particular update according to associated distribution rules, and responds to a child update
service node with the update-related information that the child update service node is

authorized to access.
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parent update service node and its child update service nodes. The
update-related communications include, but are not limited to, identifying
lists of software products and associated updates available to a child update
service node, as well as responding to update 25 requests from a child
update service node. The downstream update module 206 is responsible for

determining whether a child update service node js authorized to obtain a.
oaricb i (BB IR Gl AeSBAS § HERUE et (708 Gnd e foritiey aroups

hzﬁ/@dhbid hivdatet seg@ioemeq%miﬁh lgﬁajpﬂal@taﬁmaﬁec:] igrfo Aot aéawllﬁ @hitdve not
u te service e is authorijzed to access. -1 e reporting module 208
dnAdeSAUES A0 e phiie RS AT AGgRIE 55 WEWPHHRA6EI{5 node, and
tHeEcmd'slf.ed('ij}f_Hti@lplliaszmwegwh@bhqhwhgnwmtﬂfsabqlwb?ﬁ mﬁmgﬁrgtor, and also
ownloaded/installed an update, what u tes are aval eontheu te
SREE I Peta e S 0o . B S PR SR Blgo2. As
devariisbaniabeivatar i@ofel selestipynfdeddmpthaipaseot diciatinsanvicn ridet yénputers
hthe arent'smupdae servicg interfz\cr:e 02 ﬁf, described abl?ve, it is, often
e LRLIGHA” Updsse nSRUeH: GHEN AN AR DHILRIMEROSEH R R éndiatraance purposes.
|marmm/mmategméad/ted osubb Aot rmlhmpwaosmqrﬁ@thmblﬁsiSMMe reports.
urpases. Information/report nerate e reporting.module 208 may . .
o Lo R o e e T
despomsidlehéoidanthge nifcatipgrticalar Idicateomping the digatilpdate sgaitieuade, and
client computer or child update service e, and determining.whether a
R O B < haT Ko E S AC S MBS SeEH B MO Aiori22d to access
a\av kited i opdatesiat dpdatpsiatdcearvize200d € 2@Rosta liras eottipmiceoanputieils update
and child update service nodes that are authenticated and authorized to )
sttt g 2 e, A Ao s Bl Sty service
nafdep_lmbmmmmmnaﬁaﬁmmhembatmwarbaulﬁouﬁaddn token that must be
R D S B TS o POURTG 8 B A I 4iion token
is tlaecaitioui nistiratiten detdiPAsl ovnireseats tha-ppRESdiaterf.e through
ce node 200 is exercised, and throu

whi | of upd i h .
which bR LD AL 202 P i s b i GONEH e i g which
caaruiosf HRumkriveswieginodefidbikereiaicct2anktivests ndnickclipdates ultimately are
ters. hild t ' des, th t [timatel
SR LA oo T R R S Lt U i - relatec

retjuwesigfirtine client computers and child update service nodes, these requests are ultimately

broken into calls into the administration API 212, either directly or indirectly through the
client update module 204 and the child update module 206. In conjunction with the
administration user interface 218 or some other program installed on the update service
node 200 suitably configured to use the administration APl 212, an administrator ultimately
controls all aspects of the update process for that update service node, as well as any child
update service nodes and client computers.

Through the administration user interface 218, administrators may configure and
maintain an update service node 200, via the administration APl 212. Thus, through the
administration user interface 218, an administrator creates, modifies, and deletes groups, as

well as associating rules for each group. Furthermore, using the administration user
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client update module 204 and the child update module 206. In conjunction
with the administration user interface 218 or some other program installed on
the update service node 200 suitably configured to use the administration
API1 212, an administrator ultimately 25 controls all aspects of the update
process for that update service node, as well as any child update service
es ang clien comé)#ters. Through the administration user interface 2
t

ST T cHe PR AL P s GTRHG QR0 SO0 Uil update

sdidcadiviei Sisriins. APhRLgh Thesdineidghtibe usaimimisteation 8isat ifeifaseator may
algéS an agministrator cheat s, modifies, and deletes %roups, as
)

G g 4 e A e s R A RS

sedZcinteidasecddfigae asimipikiratengstanish2soeonRiabdicalyy queheits parent update
computey or child update service node belongs. Through the administration
ST R0k 32 URALEh NGH PR/ FRBIly ARrARY=INal reports, and

thdidlikbutioxs ofngptiated teboientwehileptieradmisistentipalatgersenierRdroRES, permits an
onfigure the update service node 200 to peripdjcally query its parent update
oG B HEPhGe B SR, ERRBRLeONGin RS oo P Y E P dfeag . another
appiaraepsidingod e likdatdsandodioned 200 Vveiwbile dbgpadimimispatanwith the
ser.interfac ermits an_administratqr to exercise control over as S
o bl Ee TR AT B RIS e A
serviggsnordatRiRdsaiialy ashapiethtacpacateniiii it asirtinispiationt ARlention, an
212, may. be used instead of the administration user interface 218. 1Q As. .
B S Bt L T R SRR B, P Bra<iis /i nfprmation
stopda1e. seTvicepdule 20fdntlstdas2idtsarespiatecantéidssiereeddatiagctian software
update information. store 216, The update contept store 214 stores the ac
R SR EH S SORARD T mat TR w B TS B BRR RCE i stors
infontraiin thad poksttelanfocoredsporstiong Bl Ghetanedatssfaivadtiole and thetastkie service
corresponding to the updates available qp the ypdate service oge 20
D A YR B T B L AR R A SRLALCEE AL LA o one
erabediembpdimandire cpdate sorde1dstone Pidupdatthimfapaatéomfaomnsrs are both
tare 216 are both, relatignal databases. While the exem .update seryice
T B VU e P N BRI Bt 8 G g two
datatderes thaifgdsdnt amhﬁmh@mmmwmimﬁmﬁ. thie lapot_ﬂtem_amtermnbodiment,
b@ﬁ Eﬁgﬁ}%ﬁ%‘éﬁ%ﬁrﬁgﬂ%}g érﬂog%att}%%nust aEg % grrrnnﬁ}/oﬁestg?enﬁg er)rgayl/nb% c%(r)nbined ina
single information store.

In accordance with aspects of the present invention, a software update may be
presented as being "available” on an update service node 200 to client computers and child
update service nodes even though the update is not stored physically in the update content
store 214. More particularly, rather than immediately downloading and storing the actual
update files on an update service node 200, a link referencing the update files on the parent
update service node or elsewhere, may instead be stored on the update service node. Thus, if
a client computer requests the update, or a child update service node requests the actual
update, the update is then brought down from the parent update service node and stored in
the update content store 214, in preparation for delivering it to the client computer or child

update service node. Those skilled in the art will recognize this type of update access is

-14-



10

15

20

25

In accordance with aspects of the present invention, a software update may
be presented as being "available" on an update service node 200 to client
computers and child update service nodes even though the update is not
stored physically in the update content store 214. More particularly, rather
than immediately downloading and storing the actual 25 update files on an

date servijce node 200, a [ink referencing the update, files on the parent
i LB OB ASBITRE idy IHSTA D &b aAR e CRale need not be
diseiviredede. thaugariow clenoek romuites|seantfists iheactrdBiaeguatebild According to
updat uests the actual .update, the u
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upda rvice node. Those skilled in the ill.recognize this type of update
o (O R v S e o A R e g
exavipliallepdadatey iveadotild200listréhoted oy appheckasibumneteedomponents of an
channels.until it is actually requested. According to .aspects aof the present
N R B s P A R A S BoRrA D s should
béleieferstmavhethel dgicditatngoitestee npdadessiardlyusttirattiooenpuenss. 9n an actual
. While the above description of FIGURE 2 illustrates various. components of .
o SRR R Sl A DR e B P DV BHndgF T Ay with
othemgsmpnisns$ aocempifajesenyitenmandtith dey@isoaasis, Fadtiaongle, ibehould be
above described. components should be erstqod to be logical
a%ﬁ%ﬁ&ﬁii@?w f‘?eaébgBQ?FR/%%Yd%ﬁ B8Bﬁp%%‘i‘.@( MIPWER, gp @ server computer on a
nétAenantatiactutherapleneitstivifieh apugeseni enaydb eneyniieineg lkvgeiteer on any
and/or with 10 qQther components according to,implementation .
e o R o LY R o XA e e P G FRrYigh D200 may be
inssleremtedda @00 inswyllbe viesvsidgls stariradsneotompige osystenetwkeinagively, on a
actual implementation, an update. servi ode may.be implemented on any
o e P S R A S SR B Erte sanvion
node RGGUREY3LB inptekeimgchanidlostratta)ledeompiasiniglgi sthodraionents of a root
C uter. syste alternatively, on a distributed computing, system
R GE T R Dot o o ete s o I ke FiouRe 1
fahustraimgecetapleeyvidgicasgampohehts pfssemotinvpatida.serSictlaode 308, logical
such as the root update service nqde 102 ill in FIGURE, 1, formed in
AR Eh LB SeEY oo A R (T G PR By Ivice ode 300
inctudgonents efpaateipdath sesvivcaade, 209 (FIBIMREAae rootodutaRd6, and  an
aLﬁﬁQﬁ'ﬁga |8r%uﬁR8rization module 210. Additionally, an exemplary root update service
node 300 also includes an administration API 212, an update content store 214, and an
update information store 216. Optionally, the root update service node 300 may also include
a client update module 204, a reporting module 208, and an administration user
interface 218.

The client update module 204 is an optional component for a root update service
node 300 depending on whether the root update service node provides software updates
directly to client computers. For example, with reference to FIGURE 1, root update service

node 102 would include the optional client update module 204 as the root update service
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20 includes an update web service 202, a child update module 206, and an
authentication/authorization module 210. Additionally, an exemplary root
update service node 300 also includes an administration APl 212, an update
content store 214, and an update information store 216. Optionally, the root
update service node 300 may also include a client update module 204, a

reportin _mo?ule 208, and an administration user 25 interface 218. The,
”%%Emaﬂi It %%Mléeéﬁlﬂ?gta‘??%ff&?{aﬁ n%%%ﬁrfdtnﬁ rag H@&ﬁé@%@%ewe 300
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software updates direct clilent com ers. For example, with refer eto
GUBE 1o A P R E Sl A RS eSS e Al because a
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client computer 1;2. 'gegwever if a ro&g update servrﬁe_n%ile 30t were n(()jt%o .
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neuvitadmitigreeportingeparduteraoduie 0p8ons/ fercptiont Ny iiadiRigarvice node

(o whhPBAR FonEHHITS (FEvIAHONEARIERS o e A DR servic

neepaUs GF@@RFaDleﬂﬁ@ ﬁfm@gopdalpokeﬁe/iaem&éte g@elioaﬁmim@trat@ofthere provider

. reporti ule 208 may be. optionally in ed. In addition to compyrisi
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wthetmoﬁafpdgt@ proVider ﬂQde(B[mf E@%};@Mﬂﬁmmﬁwh ereupoadsefirgctgrfacene root
302. The.softwar ovider interface rovides the, commupication

RS 56 08 A 00 R e TP e SR e o.
Updamifrﬂhiquay tﬂméh@dgtet Jgpeiate ey i2e0n Oﬂeimef]d' inbléreatstyvto dbscription of

) te distribution system 100. Similar to the update service
P o S S U O o 5 GBI oA WP Rt dgle 300.
Hooreynénsaaafl drbexeprptidse dotiat ptae cempiceemodiile 808 updateservide module
hoyld be. jated that oth ts of t updat [

TR XS i GRS (B ARG Y S TR L BT LS SR S B Bdstetood to be

logfivcaill | ddpeponelesstaod Hecbssoidycat tampmmpotentsot hecesseaibl acipi@mentation, the

comp(aenen s. In an actuatl im entati%n e, abgve iden/tified. Q%?}onents

|
A R e G s R B i) e S B EoFponents
adoopdibmyetttaiapl aedataninatizie nAngivosallydt gromaldyb dt aghonddidde chppedciated that

WS SRR SRR RSR 6 209 BB HSTER & B LEY DR Shawork, in
an actual implementation, an update service node may be implemented on any number of
computing devices. For example, the root update service node 300 may be implemented
and/or installed on a single stand-alone computer system or, alternatively, on a distributed
computing system comprising multiple computing devices.

In order to better understand how an update is distributed from the root update service
node throughout an update distribution system 100, an illustration of an exemplary exchange
between a parent update service node and a child update service node is warranted.
FIGURE 4 is a block diagram illustrating an exemplary exchange 400 between a parent
update service node 402 and a child update service node 404 in propagating a software
update from the parent update service node to the child update service node, in accordance

with aspects of the present invention. As can be seen, the exemplary diagram 400 is divided
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20 an actual implementation, an update service node may be implemented

on any number of computing devices. For example, the root update service

node 300 may be implemented and/or installed on a single stand-alone

computer system or, alternatively, on a distributed computing system

comprising multiple computing devices. In order to better understand how an
. update is d's%rli?ﬁ ted from the root update service 25 node fhroughout an :
R B TR YT DGR TR A ST oo DX T o gt service
néR WeEraAddiE g Halecerrsdpenavcte tand woabitthdiedaie sFrieemodlepdate service

warranted. FIGURE 4 is a block diagram illustrating an exemplary exchange
n%&f@ tween a parent update service node 402 and a child update service

node AgHpii fusssagfedisgussRafwanhereg pdate MG HE Ladrehbullddas ¢ usestiatderstood
node to the chHgﬁggdate service node, in accordance 30 with aspects of the

thaF e RRTRVERISHE ASR %@%58%,%\5 QGBI N 8 L LoRt £ §RAYSE Nofg in the
uﬂﬂahalﬁiihﬂolﬂfbhaw?érwhw Cﬁdﬁismadyﬁtfﬁtapﬂm@m%fahwmsolﬁiherpagemassumed
update service, node 402, a ight half cogres ing to actions an
RS RGN BTG CosHie DR 02 (R iead SORN e AR B RO U dhat the
chitd ashiteeFséplitREndddt4glaomigy e futiwva solenstieosh datésatiihs pexplititipdandorized
tO?fE%Vigg’Q'&?e 02 may or may not be the root update service node in the
i

FRLHONY m 100. Additionally, for purposes of this discussion, it
is asstisretdwihdh tie prReeplagdatehareido0)adgiAtihdas heen 408 figeeaepy update

R e R AR AR AR B vy,
thedraiaisitpitte e i@ shodmiinthee sutauppiassexdtengde 402, begidireginthrough the
B T A e e
regoilessthiee soiolagdafeiservicemade dsAvarcinsiveitr T1OUdTe thhildpdgdete service
e R A TR B AR R B sovi
nayedate service 15 node 404_begins a process for obtaining soft_ware updat_es
B e e AL 8 e
atofhariicel lypolsttes theastdtiarftapdatpasent alfid dtensarpirent agdag®eorice node 202 on
a periodic basis. More particularly, an administrator, via the administration user
interface 218, may selectively configure the child update service node 404 to automatically
obtain the latest software updates available on the parent update service node 402 on a
periodic basis. As one example, an administrator may configure the child update service
node 404 to obtain the latest software updates from its parent update service node 402 on a
daily and/or hourly basis, as well as specify the time-of-day that the automatic update
process is to commence. Other periodic schedules and criteria may also be utilized.
Similarly, an administrator may manually initiate the update process through the
administration user interface 218.
To begin the updating process, at event 408 the child update service node 404
authenticates and authorizes itself with the parent update service node 402. Authenticating

and authorizing with the parent update service node 402 provides an element of control over
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a periodic basis. More patrticularly, an administrator, via the administration

user 20 interface 218, may selectively configure the child update service

node 404 to automatically obtain the latest software updates available on the

parent update service node 402 on a periodic basis. As one example, an

administrator may configure the child update service node 404 to obtain the

latest software updates from its parent update service node 402 on a_dai .
R SETE AL MRS < DT DA ARG B At service
ncméat?\@ﬁbmwml ﬁﬁgdiarte mhil Ulriemgetea@thﬁfuﬁﬁdﬁedm hm‘WiEﬁwahél alltiff%ﬁﬂ number of

also be utilized., Similarly, an administrator may manually initiate the .

Wl e TP IRYSHR BHE IR P i A GRACLPSTER S5\l RPiRios with
thepp@éng mrasressedii@ventida82he Thilchripdate seivies rededPéstricted to any one
thenticates and authorizes itself with the parent update service node 402.
LJWélﬁticating 30 and authorizing with the parent update service node 402

provigegeanigyment afthenticltimerand 7 dbehelistingutioithofteeftpaeatupgates, service

limitj date djstribution to authorized updat [ des. .
O AL S AL O R L SRS B horzgion token to
tmwgﬁmnpdawﬁmhigea)obe mt:]pIﬁ}ye&d@wgu&a&miemanﬂeautgmazm@rizﬁﬁdn token is a
.update service node 404 with the. parent update service node 402. The
R, SRR VG G 1 Pt i g R e el AP ARy to conduct
fumthiérempides ng ind euiiari zingpaden tthe dess et vipelaisds fiorce lintitid 46wt of time.
TS R P o GORE DA AR PR G BRSNSt o2 with
thaupacgizatioubtokenvisa ridae sensitikorigkionprokading tbeictadd anaddie child update
service node 40 u horization to conduct %fqrtherﬁapd te activities wit thr{: i
SaEnt 0P dte BN rPc?&é’%‘rﬂ‘P(n‘ﬁgé%fé% fit SRR SCUMILES PLHRPEAREentication
antpdatieosization. n@ie ddHlyisafiet phepaitiarutblentitateexpirdcautizoctzidd witlhaite service
t nt update service node, thorization token is return nd the
o A e B IR RIS thth s R e upoae
seacivd s ex02 pkeephentidadinitation autherizhtinratiaimilarly, after the update
tok ired, the child updat ice 15 node 404 | ble. .
AR R R R oA VI S
neokcepd rduntits i cetji@st aod e quatientinptiate. dftdceanmiving the@dlrigataon catalog

token, at event 412 the child update service .
along W'It% the authorization Poken.p%\ product update catalog represents a listing, or table of

te

contents, of software products for which the parent update service node 402 distributes
software updates.

According to aspects of the present invention, a child update service node 404 is not
required to propagate all software updates available on its parent update service node 402.
For example, with reference to the exemplary update distribution system of FIGURE 1, the
corporate update service node 104 may have site licenses to only a fraction of software
products available on the root update service node 102.  Accordingly, it would be
unnecessary for the corporate update service node 104 to obtain all software updates
available at the root update service node 102, as most would never be used. Accordingly, an
administrator on an update service node may selectively establish which software product

updates will be available on the update service node. In addition to selecting a software
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node 404 submits a request to the parent update service node for a product
update catalog along with the authorization token. A product update catalog
represents a listing, or table of 20 contents, of software products for which
the parent update service node 402 distributes software updates. According
to aspects of the present invention, a child update service node 404 is not

uired to agate all software ates gvailaple on.its parent update
DGR T Bk AR, SV e ARty GCHA TP U BeSific, aspects
r@hﬁﬁﬁ@)lﬂ(ﬂqneﬁ‘ﬁsfﬁml@f pi&JR Bl otder2f aarpivnate Uﬂdamoaﬁtvmerfeﬁﬁ@rllﬂfhndmdth
ve site licenses to onI a fraction of so are ucts available o
AT S AR CETS DIP Fesde oo RO A I e U & st pypauct,an
adhﬁrﬁarawatﬁaywéwamryi@@e@ﬁﬂehhﬁértq/@tglmakm@fbmfﬁ ypaiates updates for the
ivallable at the ro FE%ate servic 52 as ost would nev eséﬁe useI
SE AR WA P A BHH LR SR BV 'A? %tV rWB&Fér%%[yf%@{ Rrifyely specify
thastahiisiofukich sedauareaping la@paeuﬂpd&mw lheedavaiiadle @@ treetpaidle of these
seryice noge In additjon to selecting a softwar, 8 praoduct, an

SREGHHni ARSI ol RS LRRIERIE ﬁ?‘ﬂ?%?&dﬁ?&r? FeleheOifwars puagyct only

sd@atm@elatédessﬂimwmpdatwctdmmtﬂertttamhvmm‘a/m providerafloetoiiders to be
ocess. For example,

dth consum dintheu %j addition to
o Rb oA OB ToPEAS S AReRb e CBIGELALR) WL hay reduest
listrdy Jofglial upﬂa@mmfmw@mﬁﬁmm aceeldivig tosofviasatfiaslocittribute
a ere Fste Slmlla an administrator may selectively specify that only
r e ﬁé\ﬁ % specific attribute are download. As an example of

theseAsp@@lfngaﬁmhameanoadmlpmwﬂommmaqmsup&atetlpeoslalgmalog obtained

e e e R B P B R e re
aefi Hilepregrtitanuantion, thé aldmw@tdait@rsma;ceeqmuaﬂ%hsbmf gafédae distribute
O B SR R 3 P ren
|nvemrﬁmnththempmatprpduduGhtat@p@btmmmefobrfroammrpatamdmam\aeevmmje 402,
B B R roe
C(iﬁlgpmﬂtasdmtrﬂiaﬁb ppdalast. Fhvwzmplachmﬂmymmm sdieweati pecaispecireflisted in
SR N0 e BEBUSLPARAHFSEIPRS, RPIRIICD, GBS which e
child update service node 404 belongs.

At event 414, the parent update service node 402 returns a product update catalog to
the child update service node 404. At event 416, the child update service node 404 selects
those products from the product update catalog for which the latest updates are currently
desired. It should be noted that even though the product update catalog may list only those
software products that the child update service node 404 distributes, the child update service
node may be configured to obtain updates for different software products at different times or
on different periodic schedules.

At event 418, the child update service node 404 submits an update synchronization
request, along with the authorization token, identifying the selected products for whose

updates the child update service node is currently seeking. Included in the synchronization
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identifies only those software products for which the requesting child update
service node is configured to distribute updates. For example, limiting which
software products are listed in the product update catalog may be
determined according to the group or groups to which the 20 child update
service node 404 belongs. At event 414, the parent update service node 402

returns a roduct update catal to the child u service e 40
BB 3 T AT DA G o BAE AUBIALE bl BROL Ao oyl update
Sd‘%(r:]prmld ’ mmdn’cﬂ)ﬁamiﬁ iﬁr{]nwmﬁigrt]fn@ Iatgatup@idgetesr@rgr@dtranﬁmlee@ﬁt@edeferred

It shou noted t a,t thou t ro ate catalo IST ON .
(00 SR TR e O RO A0 oA DufarE o TS Rt dored in
trg?f?pbd@ ulnfd@dﬂaﬁrwl((js@or@@iﬁd(ffﬂi&m@mflgumdm% _Cfeflnh@tﬁduﬁéiﬂtgarf%pdate anchor
. rent software products at different times o n different periodic
G ES S AR LS LRI P B LR D Y Lt an

t:jpdalm aselpdswgewizatﬂh?|m@$yr]}tlmtm%mtmmequgbprbzaﬁmmzenl;he parent update

identifyin selecte s for whose 30 ates the.chi
SR O Lo U R Sy h Ao NS Ak ARl { Tt child update
sdﬁmﬁabdelmcc?armmomedaohgﬂr@me Ia’a&sﬂamaidaaamlwl@f@? mnrn@uqmemnﬁc rules

the chi ate service node 404, Infor nide e
eSO T 2h S MOk LTS B s St A RGP IR R g updte
sdavi@aebdscfdyase rmenhbet arewgicaltysigedsd ranﬂmmpetatmef@mml@nastpranously

21% URE 2). e embodiment, an update anchor 5.includes a revis (?r}or the

aHlf & é(t'& %J‘é%?ﬂé(a BRI Hkﬂ%t?é‘P'm”iléfsB%‘héB“r‘(?rﬂﬁ%
cru'nﬁap@aymdnmz&tdwoaqueammgembwmqoapaateupdat&csarmmnade is not

O G e RO VS BB AR (A BE g vent 422

arsmmiﬁm ruaswasaomatedomﬁe pehitic ulgud sefteervice poaie d Gh dvifieogroidprifying  the

SHPE o haschlcpdale A SoRce Ao 0L Ie 2 MPRESL B 1Rl Bfion, the

umﬂmldmlwmmemmﬁvmewpndme ‘oz lebfaltcidly metmrﬁmrtmrdth)sehﬂce node 402
404. Therefore, the of ware ate lved

hil v d
ORGSR 106 ST AATian e ohe A O e e T U E i fitifes each
mdebd@4urmawrnlfnghatmmenmmeadampcﬂmteahsiommiwrm@mmmiateh|Id

i A e RS Haremy
"available" on the parent update service node 402, the update process of the child update
service node 404 simply delays, or sleeps, for a predetermined amount of time. According to
the current example, during this delay period, at event 426, an administrator at the parent
update service node 402 authorizes the software update, received at event 406, to be
distributed to the child update service node 404.

At event 428 (FIGURE 4B), the child update service node 404 again begins the
automatic update process by authenticating and authorizing itself with the parent update
service node 402. In response, at event 430, the parent update service node 402 returns an
authorization token to the child update service node 404.

At event 432, the child update service node 404 submits a request, along with the

authorization token, to the parent update service node 402 for a product update catalog. At
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update list identifies all of the updates "available" on the parent update
service node 402 according to the synchronization request. In one
embodiment, the update list identifies each "available" update information by
a unique identifier associated with an update. At event 424, because the
update list is empty, i.e., no updates are currently 20 "available"” on the

parent update service node 402, the update process of the child update :

e B TBE OB St s e B e niS R e EelaiRfo the child

usae. é@wd dingde 4the Cl#r:\tem/@?t&m@ZthdUtmwthjpdi&cljaYeﬂﬁﬂ@dahcﬂieﬂMtselects the
426, an administrator at the parent. update service node 402 authorizes t

D g R e oL P Ve A BRSOk G VE R Rt e update

sepeicaatdn4 04t tecnpdt8 UytichiBiiABonthedtlid ipdalyisgriesse selected
node 404 a?@n b(chf’inS theésg%omatic update process by authenticating and

p@&ﬂ?&?i%ﬁa e H%ﬂtéoﬁ pupdate service node 402. In response, at

eventBE3auibenpaitind updkitessande e o402y Biernguaiorned arigbtiom the software
ken to the child update service node 404. At e

t ent 432, the child update
A NS oI o VAL AT, byl a6 TR FEORER, e 402
déterpiaesnthap datesoevice npdetel@ favalpphtufsrup@atditatapeatedterdide node and
. event 434, the parent update service node 402 returps the prodyct update
NGl o6 asRolHRS PHARe IRTPENRBD do URGalG -4k wsealtan dl ietesez. the
p&enticpdats eeiidcsateictatDactiodunts dpdatelispdade dataloly ity Wbisbftware update
updates are desired. At eyvent 438 the child update service node 404
RGP i SN AP ABAEN BT A those selacted 5
produgtishwiti tipeaethsrizriofyiokem Bachlabdethepcliie opdaéepaesnicepdameservice
404 has peen.authagrized to. obtain the software update previously received, . .
e TD N IOAICAROE DB AL A AL Pe e TR R B bt the
sdhatateeupatiwaré\vgstdiagstbavad aphdothmtdre oifiktie peaintanvieeioode amdd update
includes carresponding update information in the update list. Thereafter, af . .
SelyiGH 5 A ROAA S AR SARAe DO TR e RO e SGhcke e 202 in two
paresy ot eamiityingptistesoitadsiea uptththtagtady ¢ apeuent gHiénttortfideciidekafter referred
update seryice npde 404. With an u e list identifying an "available”.update
(5 116 BT M <ARGRIE ioRe AO G SRR SUANE Qb iR o dne update
nnmdalmsaimib&)pmﬂﬂmt repestsatie emmepmﬁwamdp@ammamm@ to: an
upt)ga%] ?d%HE'.‘?.%‘E"{Haet”lﬁr%B@?y%%%%?ite's“%ﬁ%“ﬁ'ﬁé‘até", ?E‘\'/'%HH %tr%ber information associated
with the software update, whether the software update should be considered a priority,
language specific information, relationships to other software updates, location of the update
payload for downloading purposes, installation handler routines, and the like.

Some of the reasons that it is often beneficial to download the entire software update
in two parts, i.e., the update metadata and the update payload, is that the update payload is
often substantially larger than the update metadata, and the update payload is not always
immediately needed, i.e., needed for installation on a client computer, if it is ever needed.
Thus, according to one embodiment of the present invention, the update payload is
downloaded separately from the update metadata, and only when needed. Those skilled in
the art will recognize this downloading technique as lazy downloading, or alternatively as

just-in-time downloading. According to aspects of the present invention, an administrator
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15 service node 404 obtains the software update from the parent update
service node 402 in two parts: obtaining update metadata, and obtaining the
update content or file, hereafter referred to as the update payload. According
to additional aspects of the present invention, the update metadata
describes pertinent aspects of the software update, including but not limited
to: an update identifier that uni |dent|f|es th u date, revision numher

mi‘ﬁfcﬁ?ﬂg HFF 25 @&%ﬁ'%t’ﬂ v9ﬁ)é 1@ UiRgtume fashion,
oupARtediarld isoaoostdried atrmrlqrmatdammﬁaspesdmmmnatlnn an alternative

hips to ot ft t locat f th f
C BB I BN AT, e S G Y G e ety
the reasgns\thahitHEfRE thWImaémm@amImdttheoemltﬁesmavmeustpdaé@ent 444,
in arts theu at etadata update pa is,that th
S A S o B A R A A R B e e el ble” software
u@dwetlva:uwaig paylitedusinoé aiu;mymunmedtaéec}ugt@@e:]ewbtl.e Aeefid fmost other
Installation o lent co uter, If It IS ever neede T , 0O one
QT OIRR SRR A e R o Vit DB 0o R el TEauest is
smmr@te\Mtfmlcl)metlwtupdaﬁawgem@tl a, &nﬂmom:]d w@emtteelerﬂﬁd vﬂmmaasm&eﬂlustrated
In t Il reco e this downlo technigque as laz oal
e SRR RO R A A e 0 AT Bepects of
therpesatiivestin @oteshounipitataupdaie maiadanfigaysadapdateiativiamre than one
oS e e AR TS L Ul TR e necessary

toedetmmmemhbwm apstete e igitiate wdﬁﬂﬂecamdaetﬁom@yUmdanaym rst downloaded,
ﬁ wnloaded | o tly. As sh%wn in FIGURE 4B, é/wh an update identified in th

a%&@@i%'t'ca \%MM‘” JRReLHRAC 5uRaT 8%&98 tes é“%ﬁe"ﬁter itis
detpdnmemetadaaafmdme Bvapiphtabkofinwde deximlaacdwdiagamderu@ﬁqm update
the update Jist, As with t oth h
B SRR Bt SR R AL o o2
re\MthstItt&&LptHH!ElZﬂét&datQH@h thbs#mwbdl’eejmmdcﬂim witlkeeindivécil ustia@l, which in
ne acce accordlng to

tugr)igﬁ%ﬁe\;g%” : a?gﬁbgfrt‘ é?%aétnagi lf(g)q\fl) e[d 6?'% t(.())v& e update

metadstiomaiybatdevenlotdidiie rciate nhmamnaeramessdgaoewmi@ i gequest to
SRR A SRR U R SRR 675 B onse.
evhonvaboa dedpaserthupdate phicads ity de léG2artl crephs dpdate payloadotti¢rie child update
ser\g{g\évarllr()e’dg Elﬂﬂtev%h.m‘%ﬂ tﬁpr? rs'[lérlgs it in the update content store 214. In an alternative
embodiment, the child update service node 404 downloads the update payload from a storage
location, which may not be the parent update service node 402, from a location specified in
the update metadata.

Because update activity has now occurred on the child update service node 404, at
event 452, the child update service node generates and submits an update report to the parent
update service node 402 outlining the update activities that have just recently occurred.
Thereafter, the child update service node 404 again delays until the next time that the update

process is scheduled to run (not shown).
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determined that an update is applicable and/or desirable, the remainder of
the update 15 metadata may be obtained. In response, at event 446 the
parent update service node 402 returns the update metadata for the
software update child update service node 404, which in turn stores the
update metadata into the update information store 216. Optionally, at event

448, the chil dat ' 404 submj t to dowpload th
GRS GE o e\ ERRE S ABALOE A0S HEGHBPeE W scpre for

ilRMEatidPPuIpeIRErant uptlate s \ierioode denisttiynsethsf wpeateapaytdadrittances.
he child update service gode 404 WhFiﬁh in turn Stﬁre it in the u&date

Cleshhen? RS EVS T TAX 2 SRS OFIBYLIm aRCHiE FiLpEfdrsumstances which
wilddgadia4 shoneniadiaitie wodadeapayioatbicoined siesage |eerfinonaMyictitnsayuld be

not be the parent update service node 402, frgm a locatjon. specified in the . .
RO A B SO e P RotE Mt RS DA, SRR B, B yalable
soffaie riatsefrpdend Qdyatt epeant 462/ the cluldop daieisitu\ipaat®sevice node may

erates submits an update report to the parent update service node

STRUAIEAIEING B MHaEae DG HHEa AR B Moatitn b HRSAtE service nodes.

Attstiadigr, the atiole WpdadaceesyieecnadshdQi againcdriays ulitisthevieshtymand not
that the uﬁ@% é%rocess is scheduled to run (not shown). -22 Those skilled in

"W]'é"yt% R ?ﬁ% l['P1\életnrtr\(3>nabove described events are for illustration

purpaskEs RIEcbr éflectlone diagiamlatlexeatiptpnnsetephsidant®atiot 500 executed on a
other also, occur accordin

oA e o CAS UGG SBAC O o URE L, for
petastichiby @l&ﬁi&gAMlﬁi@;lﬁbmiﬁts_médthﬂaﬂawéammmbdeat Bdyjiarting ahidtbck 502,
o S B s e R DRI e o
theipasianepdty seevive oedsing bipddie reqypesiefiicet ith dhutdispdhtanegiaive’ updates
R PR R R P L o
a flovrttgREn® ik st giagrexeof piarxeoylagy S00reutioe 68D osusalokiltbr use in the
oA e S SR R e
upuzdes Bevinmpagat ipdeate 562;icthrockilcBegilaimganviteck@de, altpivsiausly discussed
Wi n?@égrrgz%d HP@@&Q? El% I:%V ilfaé),let'hg pg]z?]tg Suf685‘?e service node authenticates and
authorizes itself with the parent update service node and, in response to proper authentication
and authorization, receives an authorization token. At block 604, in conjunction with the
authorization token, the child update service node establishes communication parameters
with the parent update service node. Establishing communication parameters permits the
parent and child update service nodes to properly establish a common basis that both the
parent and child understand. The communication parameters include, but are not limited to:
communication update protocols or versions; product groupings; and the like.
After having established communication parameters with the parent update service
node, at block 606, the child update service node obtains a product update catalog describing
software products for which the parent update service node provides/distributes updates. At

block 608, the child update service node selects those software product updates for which
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the parent update service node. Obtaining a synchronized update list of
"available" updates 15 from the parent update service node is described
below with regard to FIGURE 6. FIGURE 6 is a flow diagram of an exemplary
subroutine 600, suitable for use in the exemplary routine 500 of FIGURE 5,
for obtaining a synchronized update list of "available” updates from a parent

update service node. Beginni t block 602, as previously discussed with
RIS G1E PICORE SO AUk e S LR e TSRt update
s;&mdraﬁimtbﬂrziéqgeﬁsw thetpanenpapeiatenetaleeseuice rraxlnsvta?1 R Boih t‘@@lﬁ()ﬂﬁﬂization

0 proper authenti ,atlon .anda authorization, recejves an authorization token.
oD e BB S B R S RS S a5 ST e BB current
rmﬁ@mg@jew@@glsbﬁ;mmmi@amat@aématmwith the parent update

service node. Establishing communication parameters permit rent.

o OGSO CL e OB L R, At SRS hTBe-ghitd update
sepoitetim@ @b pistednd anduphidteuristefstanchd heuepmopdaieationiparaoteiesynchronized

inclyde, but are pot limited to: , ,communjcation update protocols or versions; .
A B R AP R B cCRHBP R HBHaLG i i focording to
wharasnsheehyithidhe parend ohidatepsatyisg vivedeodet blacknehtotibe abilde, the update
update. service node obtains g.progduct u ?&ate catal %describin[& softwar

i i % i

up! e .
e S S R H U AT SR Pl AN e PR S P AR R At gL L pdate service
nogdates.afd 3Qwlivall S0 the afhittiuppdde ssvice nede. selfitisiifiese the exemplary
oftware uct.updates for which -23 updates are currently sought. At
S @éﬁ'@i@%@%%‘i’#ﬁ%dme service node submits an update synchronization
requestitl tbieeacenigajpdaie-s8VRE Botfesrinaltingblittedhe syutihosiziatioupdate list

token and an "anchor" associated with the select ftware produycts .

BT PSP e G Bt IRAE0 HTRSH0An i LT Ay il made as to
whetiviceanpdeftving agplnse de thergpdste apilchiohifatidowepadaigafrbincie parent
612, the child u dat%.s rgice node obtaing?an ngmate ist fﬁ& thgé)arent dat
URfitacs 'Y it8%od ,'éﬁ? RYOHIZHAN d2 L33 16 TR EHWWarE o igtere any update
ideviiableisea the eraphcipdaieedenpdatadide adéondingfiovardaipidatasrametigurrently

.. stared qn.the, child update service node. As. mentioned a§o e, Qge u daeii t
AT 1B, OGO o e TIBED AT SO RpLRGeeEh g A TSk g, wnere
theeeximraplinodetiadalay ssledls aititotteenetil dipgatatpestoayioecoesle Alternatively, if

Thereafter, the exemplary, subroutine 600 terminates. With refefence again

IS R R 16 AR OB T OROIG: SRl et paate sefvice! node,
block 506, the child update service node obtains the updates from the parent update service
node. Obtaining "available" updates from the parent update service node is described below
with regard to FIGURE 7.

FIGURE 7 is a flow diagram of an exemplary subroutine 700, suitable for use in the
exemplary routine 500 of FIGURE 5, for obtaining "available™ software updates from a
parent update service node. Beginning at block 702, a first update identifier in the update list
is selected. At block 704, the child update service node obtains the update metadata
corresponding to the selected update identifier from the parent update service node and stores
it in the update information store 216.

According to one embodiment, at block 706, the child update service node obtains the

update payload corresponding to the selected update identifier from the parent update service
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from the parent update service node, at decision block 504, a determination
is made as to whether any software updates are currently "available" for
downloading from the parent 15 update service node. This determination is
made according to whether there are any update identifiers listed in the
synchronized update list. If no software updates are currently "available" for

G R TR A AN T HLATE GBS S oAy The update

cdHtgmateedlyndt mrmmm?meéownmﬁbti }g)rtﬁlg)vmniwd!paaft@mbtb&:@afem As
ate service n t 20 block 506, the chi ate servic obta

L AT e S JRte SEVice NOKE, Tl e ot ioured to

dwdmdmme@wﬁmr@phtmlafw@@ry&eid:ead@olts |deasprmﬁimwg‘aswﬁh regaistding to
E 7. FIGURE.7 is a ex subroutine 700,

S AR G LS BT B R & RO RAplock 704 to

brmmlahm‘mmanp@mdtmH)O%mmmltwpdﬁt@s@rm nookek 704 to decision
ing at block 702, a first update identifier in the update list is selected.

e
blﬂ?lg 704, the child update service node obtains the update metadata

Corremomuﬁlsg)to bmsemt%dtupﬁatmgiebtﬁiﬁédrm t!r;ﬁial@rmﬁtamcﬂ@tﬁ)r the selected
ﬁ%}ﬁ e and tores | |n he u atel Eratlgn store 216. Acco

oA IOER SO e A LSRG AS Gahether
themiate wlmdtmmeapomduﬁ@mutmessalen@eabua@atstudeﬁuﬁ@efmtrmuonal update

A R R B B S 5 e
sulxwminaded tetthasctuld lopk a@ skyvigdditimtal /psomwgusrwmenmmedoa continues
o A R R R R enatrs n e
upsate fiingvherauhim oiorerhrleayroeoamelus0 edinatetGURE 7, rather than
B S R A R B AR R rom e
paten, aﬂmmavhvg:@bt@deedttbmdpéa& hetedhtaifoatbeseiestrodepeiatas the update
o Blrer e L R AT o R e L >emplary
rdingme 50€ dddgtsbﬁeépqoﬂate jcrediifeensinat Riockint1ef theenendi Lphdatextieptifier period,
arilrc] mgnu[ﬁggégdlésttoi%I%%Le%%dtoarggeat?he above-identified update procedures.

As illustrated in FIGURE 5, at decision block 504, even when no updates are
"available” on a parent update service node, a child update service node may be optionally
configured to report its update activities to the parent update service node. According to this
alternative configuration, when there are no updates available, the exemplary routine 500
may proceed to block 508 to report the update activities.

FIGURE 8 is a flow diagram of an exemplary routine 800, implemented on a parent
update service node, for generating a synchronized update list identifying "available” updates
in response to an update synchronization request from a child update service node.
Beginning at block 802, the parent update service node receives an update synchronization

request from a child update service node for an update list identifying "available" updates.
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subroutine 700 returns to block 704 for additional processing. The routine
700 continues until, at decision block 708, it is determined that there are no
more update identifiers in the update list, whereupon the exemplary
subroutine 700 terminates. 15 Returning again to FIGURE 5, after having
obtained the "available" updates from the parent update service node, at

block 508, the child ate service node reports the ate activities to the .
ALK Eithatiechieh 2D it PENEAGe TGy W SOTe, Y BT Rary reauest i
selevtéde 500 delays/sleeps for a predetermined amount of time until the next

update period, gnd th roceeds to hlock 502 to repeat the ahove-identified .

S0 BO K RE T EA Oo s P e MORI DB AN availeble
ugeessWentio idedafesl ageftivarailphiglian adasenétepdigisariicanaddeactording to

chilgii;‘up at servéce node a‘ua be o tionEIIy cd)nfi(érLﬁ'ed to.report itﬁ;é)date ding t
MelaRARe Lo BRPATE (HSAQYSIRIRE AJE. URERI MG IAHRY R AaRvaccording to
tr@mrﬁimueaéiwhowb?mtﬁd@l?rm@ohﬂl@daﬁdsw\seﬂabhendme,@mlamdngthsl@listribution

00 may proceed to block 508 to report the update activities, 25 FIGURE 8
SR A e oL R AR RStH S Dl g fccording to
thimdaf@rrsimmmhﬁdﬂneferagerw@ﬁag'a\mgthépnazeﬁ:]oukm, ligtitdentifiag identifiers

"available" updates in response to an update synchronization request froma .
oS DRI A Ben Al A E O PEar ot SuLed eRguriten
umiqde updety égeatifigpsl fve synadhmaiaaitiey dauast ipdaw bl it sdnvces10, a

node.for.an update list identifying "ayailable" updates. -25 At block 804, the
T BRI I BRI e Bfardis SNaals, A0GN PBRLESTare products
ideatefitedinAtndegigiate Bk B06zaioetasqoisatiolf ithenadecasdditidnethasditereoftware

are any ayvailable updates for the identified spftware product. This .

P R S e AT B e 2 e Bt St gervice node
sedtotechinrihe syfladecipfotnetidensificd iltheagehatdingntbiitd zandatequesinand returns
rovided py t ild update service node, and accordi Mdistribution rules
R B R A T PO T AL AR e g e Setected
sofneandingdacthig\dtetaans btjdih, tHellresesanot updet s fiavadaeduets idekified in the

8 nigue update identifiers. associat ith the "available" tes are.
RS o R SR e A o G S P i upcate
séiw(aeilal_adie'.' _JM&&eﬁéntthem(mdaw Habraudee:'&‘nondmmmg@ioz a

oo R R R e S e
described, including the preferred embodiment, it will be appreciated that various changes

can be made therein without departing from the spirit and scope of the invention.
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identified in the update synchronization request. If there are additional update
software products in the update synchronization request, at block 814, the
parent update service node selects the next software product identified in the
update synchronization request, and returns 15 to decision block 806 for
determining whether there are "available" updates for the selected software

product. Alternatively, if there are not more software products identified in the )
ot HETRAHDER e VSR B 1 il L S & BRiFHeR] @ iTege s

cltimeihieb wietintel sefvikevgode. Thereafter, the exemplary subroutine 800
terminates. While various embodiments of the present the invention have

been jllustra d ribed. including the preferred.embodiment, it,will
oo apbrociat P e R el A o
pdrenh tpdatpistraing soopdohthefinwaentipdate 8idthbembegiteentsvef theommunication

' iQn i ic iye erty or privilege is claimed are defined
n%@?ﬁbﬁ%ﬁ&ﬁbmgmsﬁ %}r{iﬁé?\%‘? éjspétite service node to obtain a software

update from(a) parentaiputgte setvidesntidarie prediivtsa feoopdatepdistribuytiate service

icati | rk mprising the steps

WIS e B P et e RS R TRERE corvice

node for whig}) the gedeetiny pdatseevicednoideqpndhiriest sbfefawanaguiadesistb)

selecting a sqftwar from the i e uclts: fti .

a request to the pa?é@&ﬂﬁgcﬁfgté srg(il/]iegséj ?160 eegf%’ré\‘a%@gi%ﬁ%&’e%@ﬁ%@@ﬁ%@vw|ab|e
safpearesprbtes spordpuydonthe sedseledebiniaverpiddact(d) obtaining a

software update list. | ifyi tas, f e ft
product av ﬁa le t(g) %ﬂ%ﬁﬁﬁﬁ%@é@&ggﬁg‘n? e?éél;l %@ﬁn%@ %’g%hwﬁes for the
sededtechseftypatateroddotasaitadegaijidatkilisufdate teeviparadeupdate service

de. 15 2. f Claj ' ini
ihe sodds ool S SothaeCIbENEN B BB rom the

mprises:
parbrdivpaigteteraict aadaresponding to the software update from the parent
update service node; and obtaining the update payload.

2. The method of Claim 1, wherein obtaining each software update in the
software update list from the parent update service node comprises:

obtaining metadata corresponding to the software update from the parent update
service node; and

obtaining the update payload.

3. The method of Claim 2, wherein obtaining the update payload comprises
obtaining the update payload in a just-in-time fashion when needed by a child update service

node or a client update service node.

4, The method of Claim 3, wherein the request to the parent update service node
for available software updates corresponding to the selected software product includes an
update anchor, the update anchor identifying the latest revisions and updates for the selected

software product currently available at the update service node.
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20 3. The method of Claim 2, wherein obtaining the update payload
comprises obtaining the update payload in a just-in-time fashion when
needed by a child update service node or a client update service node. 4.
The method of Claim 3, wherein the request to the parent update service
node for available software updates corresponding to the selected software
product includes an 25 update anchor, the update. anchor identifyjng the, .
Iatest5revisioﬁ%eamtnﬁgia‘%%sélféf%%%ﬂ-fl eﬁo@mﬂpelg?oaﬁ& ngé jyubmitting an
advaiabida @l the upthaiezaaonceduesicio- 2k pardie opethedeplicéanaud, farthebtaining an
comprisin t%e step of first submitting an authent'cat}iﬁ)n and authorization
AT e e e e R
tokenainireseasiacteintissthent caton aickaoithfroratian et eptiaandervice node to
wherein each subsequent communication from the child update service node
P SR A N D BB A0 AR R B rization token. 6.
The method of Claim 1, wherein steps (a)-(e) are performed on a periodic
basis67. A cohepongthodaokablaimediwhebaarsigpsof@p(ee pexpedtabled on a periodic

b%nl%tructions which, when executed on an update service computer, carry out
I%e'method comprising the 10 steps of: (a) obtaining a list of software
products from the parent update service node for which the parent update

servide nodepreVitiRdesortadael & paeyM b PealsEtingP BNBBRIvEXecHEaRIactinstructions
Wit RSt SRR QeSO aY Ptbingra Ay st H‘Héhﬁeﬂ%&%mﬂgsing the

update service node for available 15 software updatés corresponding to t
stepsediied software product; (d) obtaining a software update list identifying

software updajes fofiheine!gqisd sOlbHE P et RV AR ;iR Nitkate service

update service node; (e) obtaining each software update in the software
s Wil e BREeTSafRRle BRBRTURBAYES sftware padates;

(b) selecting a software product from the list of software products;

(c) submitting a request to the parent update service node for available
software updates corresponding to the selected software product;

(d) obtaining a software update list identifying software updates for the
selected software product available to the child update service node;

(e) obtaining each software update in the software update list from the

parent update service node.
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