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FIEL e present invention relates generally to methods and
systems for performing data exchanges related to financial transactions.
More particularly, the invention relates to a method for performing data

and messagR GXEhanaesravern @@%@Mﬁpﬁ@@n@bﬁzﬂm@tform on

which the dataand message exchanges occur. GROUND [0003]
Cuedit anuigepitdhansactions telirehihessagasn m@@%@@weme in its
between participants (members, merchants, associations and
entiretgatiiolderssichibditienallypiichntansacidns@ratpariannedovanprivate
networks and use proprietary protocols, each of which is used to reduce
SYSTHIE HeEhirGRE hRMIEsBetinh EFHlheENGRIpRGIAEE (TDFDCLUNEMly, the
exchange of information between a point of service terminal (POS) and
TRANBWSSUIONSfQ\GFEdR BLBHE MrANFiaRNsfilad émtu@mudi 22085 tbditararuly of
~occurs solely over such private networks. Even an e-commerce
whichtpamsmotiorateddivesdardiolder WO 2006/079001 PCTIUS2006/002214
information from the cardholder at a POS website and provides it to a
member bank over an assbeiatibi-ageratedorivate network.

[6902] The present invention relates generally to methods and systems for
performing data exchanges related to financial transactions. More particularly, the vention
relates to a method for performing date and message exchanges over a public network and to

a platform on which the data and message exchanges occur.

BACKGROUND

[6003] Credit and debit transactions rely on message and data exchanges between
participants {members, merchants, associations and cardholders). Traditionally, such
transactions are performed over private networks and use proprietary protocols, each of which
is used to reduce the likelihood that transactions will be compromised.

106064] Currently, the exchange of information between a point of service terminal
(POS) and an issuer of a credit or debit financial instrument (suckh as a credit card) occurs

solely over such private networks. Even an e-commerce transaction receives cardholder



[0005] One problem with such private network systems is that each entity
sponsoring credit or debit transactions requires a separate private network

“jgfgﬁﬁtwgw{e. Moreover, each private network typically reqyﬁﬁjgim}e&g&tz y
oc

protocols In order to perform transactions. As a result, users must
subscribe to and use a plurality of such networks in order to satisfy their
informetisicross fhasexdR00&] dnaudiitie s dine e yelopdeeitiofanevnben dutksooer an
services on such private networks is usually limited to the entity that
associdbiperajesitiepnetorkivAcordingly, a bottleneck for the development of
new products and services using the network can result. In contrast, new
qosdattsCancseneiaesitotichhye: devalopedmnaterguic kivtitthle engmbers
and/or merchants were able to develop services concurrently with the
sponsoniperatidig entiyii [600ZJiibne emergenceotthpriver netvaslamEitemetive
infrastructure for message and data exchange has resulted in the
Moreodayelohprvitand el tyrve iy ofqripte dififyoft restoprisductsiznid sefoives
in a variety of industries. For example, the evolution and growth of the
transadiiesnetasrasnic apgforsievrenibatansdctonshusispufauddngworks in order
accelerate as improved standards emerge in the areas of technology and
to satigfy S sisfoneshasecordingly, what is needed is a public network platform
that provides essential services related to financial transactions allowing
pafibamteddibem thearrusleramat @ ARSHATMANTS N6 BHOESE PESECRAY Wi
efficiently. [0009] A need exists for a public network platform that reduces
networkFig uerailisEice e Syt ePeRetdRg BS Tl S IaIR AR bottleneck
transactions. 2 WO 2006/079001 PCT/US2006/002214 [0010] A further
for the ey al @as’ Rfrs B OBHE R BRRS REPYERFO HFHS HofRs BREh SHy ES B b gorgrast,

financial transactions that increases the reliahility of existing business

new POSRABSOS AV EFR SPHI BS SRIRRRHReE SHEIibHRMaTRE? fiiingerchants

were able to develop services concurrently with the operating entity.

[00077 The emergence of the Internet as an alternative infrastructure for message
and data exchange has resulted in the development and deployment of a plurality of new
products and services in a variety of industries. For example, the evolution and growth of the
Internet as & means for electronic transactions has continued to accelerate as mmproved
standards emerge in the areas of technology and business.

[0008] Accordingly, what is needed is a public network platform that provides
essential services related to financial transactions allowing participanis to communicate and
transact with one another securely and efficiently.

10009] A need exists for a public network platform that reduces product and service

costs for data exchanges related to financial transactions.



[0011] A further need exists for a public network platform that reduces the
development cost for developing innovative products and services related

W%)?I‘l)&%pglal transactions. [0012] A still further need exists fo%%&%%ﬁi&mozzm

baii1 :

network platform for performing data exchanges related to
transactions that reduces the development lifecycle for new products and
dfbEicembrtketarewl reiftpfotuptljonssiorhelpiesarire AsosifieRissare
directed towards satisfying one or more of these problems. SUMMARY

related[@OfiwirBisldrenthetipre asitserpsasanalishdisned arisingerieersitie tepand
understood that this invention is not limited to the particular

stream KNSt THBGHEHIBS aPRPE NI HESE R Es these may vary. it is also to be
understood that the terminology used in the description is for the purpose
o8B Crithifey e PretiEwiE (4B 6 PETHBBHMGERTE SRy TS bt
intended to limit the scope of the invention which will be limited only by

develograepppRh SE A BTEIAREGO0IBIH YAHEIHISES BB T HE U AEPEln and
in the appended claims, the singular forms "a," "an,"” and "the" include

transaqiigigal references unless the context clearly dictates otherwise. Thus, for
example, reference to a "'message" is a referencgeég { ne q
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_..ordinary skill in the art. Although any methods and systems 3 similar or
pmdu%aﬁﬂga ﬁ%ﬁﬂ%&%%&%%‘i‘?é}e%‘%%%%ny can be used in the practice or testing
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refg{ence. Nothing herein is to be construed as an admission that the
these pro

RVERtion is not entitled to antedate such disclosure by
SUMMARY

[0014] Before the present methods and systems are described, it is fo be understood
that this mvention is not limited to the particular methodologies and systems described, as
these may vary. Itis also fo be understood that the terminology used in the description is for
the purpose of describing the particular versions or embodiments only, and is not intended to
limit the scope of the invention which will be limited onfy by the appénded claims.

[0015] It must also be noted that as used herein and in the appended claims, the
singular forms “a,” “an,” and “the” include plural references unless the context clearly
dictates otherwise. Thus, for example, reference 1o a “message” is a reference to one or more
messages and equivalents thereof known to those skilled in the art, and so forth. Unless

defined otherwise, all technical and scientific terms used herein have the same meanings as

commonly understood by one of ordinary skill in the art. Although any methods and systems
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virtue of prior invention. 10015a] In accordance with a first aspect of the
present invention, there is provided a system for exchanging data related
similart@ifisancidbiransdetiondertifizidgharpublien rietweek, thealsystepicomptising: of
a plurality of participant computer systems, each in_communication with at
enbocig8ioib B EFGRHRE phstiBipiRteComphiss sytedRy GAa fie Pibiescribed. All
pubnca%%’fvo%er‘{%é%ﬁéﬁ'%% g Rx%”'lg;'é’o?cﬁ&%?éﬁ e%@é?éﬁ@é.'@%%ﬁ - BUEiRY ilg‘%e be
applications for performing functions related to processing a financia

constri¢ansagiiodirfsgateway it commonicationayithadolh ihepiubliodetivordsardby
‘ the one or more applications, wherein the gateway provides an interface
virtue fESE ARG receiving data over a trusted messaging path between

LE@?@E’?% Clp ANt O P o N TS ON tﬁ‘%@é%bé'{;t’ﬂgt"‘é%%.‘éh?ﬂ}dv&ﬂfoﬁf there is
ore ivate directories in.communication with the public network,

providwhereisithe diregtorasiidenifythadiusterh messagingnpatnoeieen heublic
participant computer systems. [0015b] In accordance with a second
networkspbet sifsthe presenisingentiohirdhiéreds natd\didedtacesmpigtepystems, each in
im.plementeg me{‘thod for trﬁgsm%téi]n%)data related to financial transaﬁtion i
commREPUBUBIHS RetiisHethe Risthot caRBHETRG! FEBaNING A Hietsabe bt
netwotFOMREHSIGEPAtIGIRARE WhSHRIN thermeasagg-ebiset dnchsdea@tications for

identifier; generating a message from the message object; determining
performmezorfmoteppoliciesfor thepmessage; Tesolving b destimedtion addgessyfor in
the message using the identifier; applying one or more secuyity feature%ei .
é 113

commygidi e 8O BBRIRY A M SEEIN G4 chiauiHel th & Bt HERNBRR 1
the ga%%ﬂn&t@@d"ég%eﬁe‘@fﬂgg &R R Hestinatiopaddiessidantilies asgaaBdaging

trusted. participant: and transmitting the message to the second trusted
path bpavteipant piaidigaehannehif0dSejln aceotdapodiwitieenthird aspact of more
the present invention, there is provided a computer implemented method

privatiofl sttty SRR AtBnRBRNAICI TSI ARshTbte tatditRgPrics
ident RANGE,J08 SRTIRMES ImAIRASDIRd D BNG amRHigk BarlHg. from
an application opérated by a remote p rt|C|p%nt over a first

[0015h] In accordance with a second aspect of the present invention, there is
provided a computer implemented method for transmitting data related to fnancial
{ransaciions over a pubiic network, the method comprising: receiving a message object
from a trusted participant, wherein the message object includes an identifier; generating a
message from the message object: determining one or more policies for the message:
resolving a destination address for the message using the identifier; applying one or more
security features 1o the message; opening and securing a channel in a public network to the
destination address wherein the destination address identifies a second trusted participant;
and transmitting the message to the second trusted participant via the channel.

[0015¢} In accordance with a third aspect of the present invention, there is
provided a computer implemented method for transmitting financial transaction
information using a remote gateway service, the computer implemented method
comprising: receiving, from an application operated by a remote participant over a first

network, financial transaction information by a remote gateway service; processing, by the



network, financial transaction information by a remote gateway service;
processing, by the 4 remote gateway service, the financial transaction
remoteiRfoEmatigenviranshaitfingadiyl thensemiote igatewaysardiceithagrocessednote
financial transaction information to a destination over a second network;
galewapp SETVIRE, B tAOPaTRite GansIphyF BTFER T SROIRRAEEB O AN eRNBIIQR over a
secondl SERONSE 10,10 processed financial irpsaction naupation. RIAgeSsId.
y the remote gatéway service, the response; and transmitting, by the

responf@ MOt IFRWAKSE NI (R thenBRplisatianepeRiedhydhgiremBiethe remote
participant over the first network, the processed response. [0016]

gatewaZnibbdimetits BT SresehtiAvEntbRgnbludBca syt erie v RaNsisigAgo the

. _data related to, financial transactions over a lic hetwork in Iugére\g a
opPicq 5 STRETnk Y o BT 5 AR clmer Syt Epocessed
responB@rticipant computer system may be in communigation with the public

network. Each participant computer system may include one or more
ajBplichtions, ahthhogateway i comnmumicatiomvwsitivtheipdblic retworkm:  for
Each application may be.in commuynication with g gateway.

: Each,. ,
wensS ORI o T ArEPRELRNE o oP SR ELEAHe Lt B gy Public
netwoflDURIRAHICIRAN COMANIBLSYSIBIHE L REUAIM BaduRGHRREIALhIA@: system

financial transaction. The gateway may provide a standard interface for
may bséndingrana ¢aoeiving: datapbbliveenapplitatbmeoventhepublicnstworkmay
In an embodiment, the public network includes the Internet. In an

include ilsorfimet, WrHEYLRRTe AL IR d8% A ReRFTHREM 08y Y i hadd: nerwork.
Each ﬂf&gﬁgiwl.%ﬁ%%é@;cin%ﬁ%%@%%ﬁﬂ%%’@%&%&%f%%ﬁ Qﬁp‘ﬁ'&m%emay transmit

nctions ata transmitted by an application. The
and refaBeSEgENPaYyrMaysInalvidedatarimar bxterigiblecMapkup banguageperform a
(XML) format. [0017] For purposes of this application, the term "financial

functiqpaisiEedion s Aagoviel (s xEaAyE b aaE Mids massermiatary, for

sendinqrgxgdt1séclgl¥ra}alty cfgi?zmatest’v%%g tahgepli 1%#% (s)fox@re %xsc,uégibl'{(]: AL rg’le I embodim ent,
éommermai, @overnmen al other transaction. In a preferre

the public network includes the Internet. In an embodiment, a message includes a header and
a body. The header includes information used by the gateway to perform one or more
functions. The body includes data transmitted by an application. The message body may
include data in an Extensible Markup Language (XML} format.

[0017] For purposes of this application, the term “financial transaction” may include
any exchange of value, which may be monetary, credits, loyalty points, or other units of
measure, in a consumer, commercial, governmental or other transaction. In a preferred
embodiment, a financial transaction may include any exchange of value related to a consumer
transaction such as credit or debit transactions, exchanges of loyalty points, stored value

transactions, cash advances, or any other transfers of value from a first account to a second

4a



embodiment, a financial transaction may include any exchange of value
related to a consumer transaction such as credit or debit transactions,

of loyalty points, stored value transactions, cas (o els
wESNERASS: PANRNGE T

any other transfers of value from a first account to a secon
2006/079001 PCT/US2006/002214 account. In an alternate embodiment,
accoutfin k@R {FARE ST GBS in SRANS A PERANNgE e HIde SRVLEDHER Rlial,
governmental or any other transaction such as the purchase, sale or
value ig A PARGE SR IngR ST FRBINT M I GRS CEMRIRTAICO i Sty tRafRs SRl cHs:
commercial arbitrage; games of chance; or the delivery of

exehatigs, pé FHiTBITE SPISBrIENER AERISUTE AP B S A TS P e BT 2!
i G A SEER 6 5 LS DB GTESETEAE 6L R e Hlcec
ooves o TS A A BB Bt ARSIl BARCA AA TeA e gt
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inancial transaction m the %cpa% e of control lists, policies,

other i%f{)rmgtlg% crzarzri] 88 i?icecgs Sed %){tfl%%iltu t?b% USE0

new an ayment applications, and the like. [00191 In an

[BbagIment, e.aaienay RSB, o, AL ale AL ARSNGB o of

€sSsage, receiving a message, routing a message, resolving message

ancillal:;'gian -ozf-r{{% IMations p ftgxi&@weﬁaﬁrg&a%@abﬂ;y &@éﬁ%ﬁgm%@@aﬁ&%m

curity, tiltering a message, and performing message correlation.

For ex éﬂ&tgﬂaammémx Hgluds eceiving 3 Message abischiiom an

application, determining one or more policies for the message basedon

contro%ﬂ&si,g!gﬁmggj QR FeRifRPLIpRE R pyided fo e aaigwayralaigd to the

message, resolving a transport address for a recipient of the message,

2RRIYING ANe- QMO RaCUHDLIRAtE IR hE MeSSads. oreningiand -

securing a channel in the public network, and sending the message via

messolE£PAONRI - TheSecUi:iRAlEeS PR IRaHES RRE A ROEOhAiaia,
Signature and
providing message reliability, performing message security, filtering 2 message, and
performing message correlation. Transmitting a message may include receiving a message
object from an application, determining one or more policies for the message based on any
information resident in or provided to the gateway related to the message, resolving a
transport address for a recipient of the message, applying one or more security features to the
message, opening and securing a channel in the public network, and sending the message via
the channel, The security features may include one or more of a digital signature and
encryption. In an embodiment, receiving a message includes recetving a message from an
application via the public network, retrieving one or more policies based on any information

resident in or provided to the gateway related to the message, and delivering a message object

to the receiving application. Receiving 2 message may further include using security policy



encryption. In an embodiment, receiving a message includes receiving a
message from an application via the public network, retrieving one or
u@%ﬁﬁs%%i(%ifs based. on any information 'res?dent in or prov},qu)‘t%&m& 07214
gateway related to the message, and delivering a message object to the
. . receiving application. Receiving a message may further include using
mmm@@@aﬁwage? A DY I PUNE EY S ROARY 2B rAFSr iR G Y
verify a digital signature and/or using_security policy information to decrypt
the mypfagh e S8APRISHEHII RIS 8@%&’3&%&@’6?%&%&%&%?%@? Rfebirresent
. features of the present invention. 100201 in an embodiment, the gateway
InVeniftiudes a gateway server in communication with the public network, a
gateway client library in communication with the gateway server, and.at

28 B3 B AR PaEE e 6155 TRE RS BRI ATy Gt e gatasay o
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library interfaces with one or.more protacols..[0021).In.an embodiment, a
e o R ST ST NGy I AeLE HPobtol: SRS e G o

the Publi twork. Th? directory includes a stora%e device conta{ping Qne
PrOZraimnming initridce, £ (%’?, SWL@ SEIVEer queues mecomin SS&%?S‘ %pensdc 2} o and
or maore entries. Each en R} Includes one or more identifiérs an

maint%%ﬁ%ﬁia%tr?e‘?ﬁi”ﬁ%@&&?%ﬁ?{é@%ﬁ%ﬁ%&%&%%ji?@_o%%té%{&? A gpd/or

security policy informat annel security and message security

g@? Py ”@sl%baﬁwe%?guggggﬁg&t %%%%%%%@%@Pﬁ&lﬁ%& Airectory

IC Key Infrastructure 1S com a certificate authority

acces%%flmge(gk%b?ﬁ%bﬁg dnessags-Sarulinys The certificate authorty iSw or

esigned to be used in a manner such that it need riot be involved, on a

more Eﬁﬁﬁéﬁnﬁﬁﬁ%ﬁﬂﬂﬁbﬁd‘ég Hficaf %:%fiﬁé}ﬁm%‘?ésaﬁ@ q_é%%ﬁ&@@ ﬁffugggﬁion, such as

certificate authority is used for mutual authentication, integrity checks,

messARGHRNGMARNd NoN-Eea LM verficatienOfiahaanels,and messages.

[6022] Channel security and message security may be performed using any known
technigue. In an embodiment, a public key infrastructure is used in combination with a
certificate authority to impiement channel and message security. The certificate authonty is
designed to be used ir a manner such that it need not be mvolved, on a real time basis, in the
verification of channels and messages. The certificate authority is nsed for mutual
authentication, integrity checks, encryption and non-real time verification of channels and
messages.

[0023] In an embodiment, a participant computer system further includes a platform
service i communication with the public network., The platform service provides messaging
services for messages routed through the platform service. The platform service may include
a remote gateway service that enables an application that is remote from the participant

computer system to access other gateways and applications. In an embodiment, the system



[00231 In an embodiment, a participant computer system further includes
a. platform service in communication with the public network. The
latform service provides messaging services for message ed .
W?%%B%W%ﬁﬁe] platform service. The platform service may incI§§§ /lfis%g?ﬁfggézm
gateway service that enables an application that is remote from the
may fiptirticipawte COAPUISTSSTSHING 46068% SHEr WREBTEY § WA ApRIEsSAS.
In an embodiment, the system 6 WO 2006/079001 PCT/11S20061002214
remotygaleTEarine fads e e AVHIE 86HEHh et GeVRE ESKIFTBIRY JHfEIde one or
device may use the remote gateway service to access the public network.
more gf edeRivrs: aesiberRPifcf BEBRe’ dieibresttactdBRohed A Tant & set-top
phone, a personal digital assistant, a handheld device, a set-top box and,
box and senesepnal commptiter. Tie HtRFEE RSB M E e AR AdsRE i Rsage soTvice
message service that supports broadcast messa%;gg and mana
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include a reliable messagingq service that manages retransmission of

platfopRe AR e ST B TERIFANTEAAB4 A fike R BIAHCHT SR TRAY "
further include message | %i for.a mediated se.rvicerorr fo auditﬁng
messwséga@nfédﬁwtaﬁlﬁbo%eﬁ%?@ﬁﬁ BT FaREMittinG dAta

ed to éinanci | t%}sactions gver a B}ublic network includes receiving a
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nerating a message fro € message oDJect,
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Information Pesmfen% In"or provided to the gateway related to the message,
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5pIYing ‘one or more security features to the message, opening and
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provided to the gateway related to the message, resolving a destination address for the
message using an identifier, applying one or more security features to the message, opening
and securing a channel in a public network to the destination address, and transmitting the
message via the channel. The one or more policies may include one or more of a message
security policy and a message routing policy. The public network may inciude one or more of
a multi-hop topology, 2 hub and spoke topology, a peer-to-peer topology, and a fan-out
topology. The identifier may include one or more of an organization identifier, an
organization member identifier, 2 financial account identifier, a certificate authority identifier,
a merchant identifier, a bank identifier, a service identifier, and a policy identifier. The one or
more security features may include one or more of a digital signature and an encryption

algorithm.



a multi-hop topology, a hub and spoke topology, a peer-to-peer topology,
and a fan-out topology. The identifier may include one or more of an

wargani f};tejb L |gjfentlfler, an organlzathn memper identifier, %@i@%@mnzzm
account’identifier, a certificate authority identifier, a merchant identitier, a

bank identifier, a service identifier, and a policy identifier. The one or
njicee e durity deatdiesmaynntiode Hreeorimyaleobkdifitafisigraiure and
an encryption algorithm. 7 WO 2006/079001 PCT/11S2006/002214
transa¢@625)verarpeibodimehtirainvethededfingcaiving gtadar veitkat dol adifirmdial
transactions over a public network includes receiving a message directed
transatéic finphiciabrtfams actor wpplination sysoma delnroiaiog wrUte DBy Stepicies
determining one or more policies applied to the message based on any
applieihfothratiossamsident im enproirideditn theidratan aypretaded oiveHssage,
applying one or more security measures applied to the message,
relatedypridrating e Hige objattfiomstericssagEcatidiehiiibetgssage,
message object to the application, wherein the message object includes
generzgingomgitEeTveefEont Womeparsicadisyimeiaessmessaystedhrity
policy. Applying one or more security measures may include verifying a
applicgiigardigicitiine HRtHRSICAbISTOIRE 58 1 ékaadisr ThesARAAREIRRPHCIes may
_ include one or more of an or?anization identifier, an organization member
includela MFRSALE FAEHY AP AECO MR IIBA G LT AERITCHIE R AISH RISH AR S
__merchant identifier, a bank identifier, a service identifier, and a polic
verifyigig eigtehT & 3RS ARAUOE ARSE ARSI TRt fret ey B AR de one or
Resource |dentifier (UR ). In an alternate embodjment, the.identifier ma
more BEAR DRERTH e RS R ‘FWF&PM?T@‘B%%‘?E“SW%ﬁ%‘baé’[?ﬁaelr?ﬁcgfﬂ\{t

.. __..method for transmitting.fina ial_ transaction inf gpatéo Lﬁi&g.g remote.
1d6nt1§8¥e%\f§§t§[é°ﬁ}f’c%um%ﬂ}§é‘ie %%M%&}%@ LG 601 icafi ﬁ%pera ed by a
identir %%g%ﬁﬁ? ?{Qﬂ% i%zr*.ah];i "> %33% eta\il-vrgéléngibno%@%grlﬁfr g%gg&%t;&n&r}mn%tg ntf orm
Resource Identifier (URT). In an alternate embodiment, the identifier may be an Extensible
Resource Identifier (XRI).

[0626] In an embodiment, a method for transmitting financial transaction
information using a remote gateway service includes receiving, from an application eperated
by a remote participant over a first network, financial transaction information by a remote
gateway service, processing, by the remote gateway service, the financial transaction
information, and transmitting, by the remote gateway service, the processed financial
transaction information to 2 destination over a second network. In an embodiment, the
method further includes receiving, by the remote gateway service from the second network, a
response to the processed financial transaction information, processing, by the remote
gateway sexvice, the response, and transmitting, by the remote gateway service to the

application operated by the remote participant over the first network, the processed response.



gateway service, processing, by the remote gateway service, the financial

transaction information, and transmitting, by the remote gateway service,
“;8%(%%@3;5;% financial transaction information to a destinafgig&%/z% Bnoz214

secon ne?work. In an embodiment, the method further includes

receiving, by the remote gateway service from the second network, a

response to the processed financial transaction information, processing,

by the remote

participant over the first network, the rocessed repo se. 8 WO
2198707 SR 2p e P RISIBR BFR ST X HR R %@%Wgﬁwd‘gwﬁ@m of

DRAWINGS [0027] The accompanying drawings, whi re incarporated,
toe oA ARG A S SR i GRS AP S GG

.and, together with the description, serve to explain the principles of the
exPlal%ﬁ%EW%dﬂ%%?%f@fé“@%picts an exemplary system model

for a _platform for performing data exchange Iateét financial L

oS mb LSRR SR B P TG 251 R S e rming data

exemplary architecture for a.message .bus according to an embodiment.
exchapgss %tfi\é .ﬁlé%@ﬁ%?i %ar?sea)%%élr%nps Ig?f'/%%éjllﬁté)c%&r%n%?%nrlﬁle%ésage bus

' di .[0031] EIG. 4 depi | .
o) A S R P R e s e

cmbodd gﬁ(gmplary directory implementation within a transaction platform

1(glf':ording to an embodiment. [0033] FIG. 6 depicts exemplary certificate

2yHhat e 6! MERRASLISIARH AR IRARU I PRRRGIRDAC GG 4% an

embodiment.

[6031] FIG. 4.depicts an exemplary gateway architecture according to an
embodiment,

[0032] FIG. 5 depicts an exemplary directory implementation within a transaction
platform according to an embodiment.

[0033] FIG. 6 depicts exemplary certificate authorities for messaging related to 2
financial transaction according to an embodiment.

[0034] FIG. 7 depicts an exemplary platform service within a transaction platform
according to an embodiment.

[0035] FIG. § depicts an exemplary remote gateway service according to an
embodiment.

[0836] FIG. 9 depicts an exemplary message flow using a remote gateway SErvice

according to an embodiment.



[0034] FIG. 7 depicts an exemplary platform service within a transaction
platform according to an embodiment. [0035] FIG. 8 depicts an exemplary
“,rég%%%%%gway service according to an embodiment. [0039(]:@@%%6 002214
epicts an exemplary message flow using a remote gateway service
according to an embodiment, 9 WO 2006/079001 PCT/US2006/002214
DETAILED DESCRIPTION [0037] The present invention relates to
methods and systems for performing message exchanges related to
financial transactions. Bl ilentistesditdidar relates to a method for
performing such message exchanges over a public network and tqQ a
HIBRETin Ghe TR (S TS 0 DR B PSS A I T iBicts
an exemplary system model for a platform, for performing data, exchanges
s CREUPRS AR  AMEAEAORETSECTEng B AT BHBOATHERET RS SR

FIG, 1, the system model may be based on essage bus architecture
methof i Q8 B BIE SF AT GRS 5 BB RE SRRl ™ oo
b hs onsorin fin%ncial transactions, such as credit and debit transactions,
WICh & RS EHRES A BIGERZAtion, merchants, governments and other relevant

entities. chitecture may include applications (s as 102, 1.12a-c
S e A R S ARG (RS8P (P e b e
via gateways (such as 104, 114 and 124). one re dirgctories I 1
S R R s
the syierfaces that define eommu %gca%g%%sbﬁgﬁ&sa&&eﬁ &S%Peggﬂggﬁ?&%)é%e
“An-application may use %ISII’I utéd processing across a plurality o

fouwgggggpglo@t%%§$%%§%%§§% %r%o%&?%%qég%agmmoﬁg Lihe RURAsEsq

Isclosure, an ap ninc e set of interactions between

debit Qgr?sgcrtimrﬁn%%ﬂ%t@ftﬁX%E%%ﬁQ@&f@x?erchams, governments and other relevant

entities. The architecture may include applications (such as 102, 112a-c and 122a-b), which
exchange messages over the network platform 110 via gateways (such as 184, 114 and 124),
one or more directories 106 that support addressing and message routing, and the protocols
and interfaces that define communication between these components.

[0039] An application may use distributed processing across a plurality of
participant systems attached to a network platforms 110, For the purposes of this disclosure,
an application includes the set of inferactions between one or more computer systems and the
processing steps on the one or more computer systems that realize a function.

[0040] A gateway may provide a standard interface for sending and receiving
messages in the platform 110. A gateway may further handle message routing, reliability,
security and correlation.

[0041] A directory 166 may contain one or more identifiers or names to permit the

sending, receiving and unique identification of messages in the platform 110. A directory
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processing steps on the one or more computer systems that realize a
function, [0040] A gateway may provide a standard interface for sending

: lving messages in the platform 110. A gateway m I ,
W%ﬁgi&ﬁéeﬂspsage routing, reliability, security and correlatior?ﬁé%mg% S

directory 106 may contain one or more identifiers or names to permit the

may figthey m@ﬁ@@@@ﬁﬁﬁ@@%ﬁm g st tRHBSREE R B e B Erm
110. A directory 10 WO 2006/079001 PCT/US20061002214 may further

Althougle il FHe S50 oG WalA e thdR HEN S SEEGI Py e aftached to 2

information. Although only one directory is shown in FIG. 1, a plurality of
platforgi Eories maybe attached to a platform 110. [0042] Platform protocols

may define the interface for communication on the platform 110. For
e@ﬁ?&e?&%?&@o%%%@ﬁﬁ %ﬂ%ﬁﬁ?&ﬁ?ﬁﬁ%%&ﬁ%&gaﬁgwe Bent
between gateways, the interaction petween gateways and directories
Dletorgp 1 B R RS i 80 AR e R L S BiT 5Ty
o which platform.resources are idenliifiedfandd gne resolutio&} of th [esour
Dereql RGP PR CETE GHET T (SRt e R SRS
of the directories and gateways, m ovid lications with an_ ..
syt SATESTRABIE 2 S LR o S Sl Aob s TEO S e entifed and

the re%éé??&? .ﬁec?rg%lg)su%lé%tledgnrg%gg %?‘taatt,raﬂ%gi%?odcgﬁr %eﬁ%k’%l‘i%%r%& Jv%th the

ion a is converted Iinto one ormore messages w itis

funcﬁéi&ﬁ@fgygl%&egggggsﬁ%% ;n;%%égg%g %ﬁ&g%&g@éﬁaﬂma RO ment

ader inc information use orm 110 in delivering

that S%ﬁ?ﬁ)%ﬁ%i&%%%%e@&%ﬂ?%@ses the data being transmitted. In an

ent,"thé message body is formatted as Extensible Markup

R0, GML.Ca0tedtc . aR £ BoRd Dan- RGeSO AR HE ]
oh the platform 1710 conforms to the SOAP specification.

Application data is converted into one or more messages when it is transmitted. A message
may include two parts: a header and a body. The header includes information used by the
platform 110 in delivering the message. The body includes the data being transmitted. In an
embodiment, the message body is formatted as Extensible Markup Langnage (XML} content.
In an embodiment, sach message transmitted on the platform 138 conforms to the SOAP
specification.

[0044] Platform messaging types may include peer-to-peer, hub and spoke, fan-out
and mediated messaging. Peer-to-peer messaging may include a direct communication
between a sender and a receiver. For example, peer-to-peer messaging occurs when one
server communicates directly with another server. Hub and spoke messaging requires all
communication io be routed through a central hub, Mediated messaging is a generalization of
hub and spoke messaging in which at least one intermediary is involved in delivering a

message from a sender to a receiver.
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[0044] Platform messaging types may include peer-to-peer, hub and
spoke, fan-out and mediated messaging. Peer-to-peer messaging may

ngglﬂl{}gﬁ%(}g%rect commumcatlon. between a sender and a relggwggzﬁ)%/r'm 214
eXample, peer-to-peer messaging occurs when one server communicates

directly with another server. Hub and spoke messaging requires all
coousiunitationita iegr oitedi ticrotsghrdlearitté@bin maylesiateromessaging is
a generalization of hub and spoke messaging in which at least one
messagiterediars:jspnlickvieds melelireviay synriessagefremrsigeiderdothe use of
receiver. 11 WO 2006/079001 PCT/US2006/002214 [0045] The
gatewayrmietyitigriviresanoting ifdedaecp EtRiem whidshuse desynbpgonsifgrence to FIG.
messaging. However, applications may simulate synchronous messaging
3 belothroughasesadécntifipate Wale applisaNGHSHFO gransruifg dardifat & qerl |yssage
which are described in reference to FIG. 3 below, and message
to peridegaifieeys @aim&i;@%a%@@%%@@ég@eﬁégﬂmeﬁ%f'éaw%ﬁqé%édg@est—
to permit gateways and applications to correlate related messages. For
respongR AtRiSREC Hab FEe tRESIESRESISD S APEJBAY EOBHIR F, THESAESBRE R e8dagw
may contain its message identifier and also the message identifier of the
the messARRISEREES 2 B1oTRALSS PRI FERO LS SERAGRP S B S 24ERIBVE Py i)

_using a blocking call when a message is sent and ii) having the gateway
achieveg P a e e d SR TR RHIEIS TS OAST A oI %ﬁ?ﬁ%”‘é&&g%w

plurality of message patterns either in the API directly or through
correlfrIBEsRIBCOREETTN. The message pattern types may include, without

limitation firegg%%d-for et, request-response, remote rocedure ceafﬂe Firl?%)

oISl GO LETREh: AHTAG! WAL Ha FalpHEar 1o
o G TR i e, fopensss, 04 The e A oteE
limita{ﬁgsp-e%élél}oarg&[i %g‘&lil%gt-—lres\égﬁl)lrlges, 8’81?150% igrg{(;)etc{u?rg %Iarﬁ%{f}&i gggé&@a%fforget
notification, conversation, request with multiple responses, and/or broadeast with multiple
TESponses.

[00477] The fire-and-forget message pattern occurs when a sender sends a message to
a single recipient. An application-level response is not required for a fire-and-forget message
patiern.

10048] The request-responss message pattern occurs when a sender sends 2 message
to a single recipient that requires an application-leve! response from the receiver. The
recipient then sends a response to the sender.

[0049] The RPC message pattern is a form of the request-response message paifern
in which a sender involkes a service by passing parameters that are serialized into a message

for transmission to the recipient. The recipient then sends a response to the sender.
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patters. [0048] The request-response message pattern occurs when a
sender sends a message to a single recipient that requires an

waRlicatigy;level response from the receiver. The recipient fhensendsa..,

response to the sender. [0049] The RPC message pattern is a form of the
uest-response message pattern in which a sender invokes a servjce

) S0 g R RO Ao SESASRF IS RS SRR Yopde senc o

transmission to the recipient. The recipient then sends a regﬁ)é).ns to the

messagela fep U K Of SHEAFFO 0] PRHRISHOOEITERTAC (5501 PHE Broadcast

notification message pattern occurs when f sender sends a message toa
&

ptitlity S FetapIEH R R R S8 BHR B 18 R AT, TlFEE 10D 5 1]
The conversation message pattern.involves two participants engaged in a
transact?é?ﬁé’é’i#&%&tﬁ%ﬁg% ﬁﬁ‘?%ﬁ%%fe A88%8He exchanges. [0052] The request
ﬁg&é@ul iple responszﬁC m@s.siagﬁa éattern occurs Wrgten a senQ%[ sends a
ge 685‘3@&?5@? B T FBEPICHT raturmne multiple response <o
messages to the. original sepder. [0053] Finally, the broadcast with
sends e S P PR L EH D O e e i ages o the

srigindESsSage to a set of recipients. One or more of the recipients may return
EPBRe of ‘more responses to the original sender. [0054] The

m\@d%%g g %%‘ﬁ%%%%&aﬁ%ﬁr pﬁ% hfe %@g%%@é%ggfggggp%}ﬁ L¥BES Rhen 2

sdge pattérns that may be im ented In the platform. Applications

sender 8 dl;m %H%E@%Et toog.@%g [RESSRRGPARGIS: H%pego?@ﬁe%% éﬁt%‘iﬁW@%}‘ﬁ%}é or

and information such as message identifiers. [0055] FIG. 2 depicts an

more x%éﬁéﬂ?é@@f @{g&@g&%r&ﬁ%@ message bus between applications

according to an émbodiment. The message bus 202 may permit different
[0054] The above-described message patterns are merely illustrative of the types of

message patterns that may be implemenied in the platform. Applications may implement
other message patterns using one or more gateway APls and information such as message
identifiers.

[6055] FIG. 2 depicts an exemplary architecture for a message bus between
applications according to an embodiment. The message bus 202 may permit different
systems or applications to communicate over a shared infrastructure with a common interface.
The platform may include a message bus architecture that enables applications 204-208 1o
communicate with one another in a standard and secure fashion. As shown in FIG. 2, the
message bus architecture may resemble & computer hardware bus architecture. Other
implementations are possible and are encompassed within the scope of this disclosure.

[0056] Message busses are commonly used for application and system integration
within an enterprise. The bus may be implemented using products such as TIBCO’s

Rendezvous™ and/or IBM’s MQSeries™ products.



systems or applications to communicate over a shared infrastructure with
a common interface. The platform may include a message bus

“%rga'gﬁ%%? that enables applications 204-208 to communigate with one. . .

another in a standard and secure fashion. As shown in FIG. 2, the
message bus architecture may resemble a computer hardware bus
aPeHTe ctiish GehedvimpietrehiativhS e presivhasmdhaiesarchih faseed!y
within the scope of this disclosure. [0056] Message busses are commonly
been exfsrdefoiodpisticationrin dnésaeaionintenyation twitimnissermdrpiteby T8 ESs
maybe implemented using products such as TIBCO's RendezvousTM
that thepfifeleBMT VIS efied PMRFSAIePs B WD gote/070bD et service
/US2006/002214 [0057] With the advent of the Internet, the message bus
PTOVid%(ﬁiﬁ@é@tGF@%@FA@'G'@%@%@&%%%Qéﬁiﬁﬁﬁi@-@fﬁ%ﬁ’ﬁﬁs‘é&ﬁﬁ%’g’r tion.
However, the architecture typically requires that the effected enterprises
compefiap HeRtSh TR HE(Ar yHYEAURE aEHt B ShETRbSarER: BREVIRAL M d/or
create standardized interface specifications that support a variety of

definingihadti G VRGBT 2R RS SBTUIEE OV TP IR Y S DicHR e 20d
specifications defining a global trusted message bus are implemented

regiON FER OIS O VIRBOH ProdiTar LR Tt BRESSE R S8 Mices to support a

R B eSOt PO SO RSO EAf el
SOAPREEBRE JARPNER ORI b EAT R RESaT SRS e b oo
Resouf S HUANG NGB Rl e ARt fObEaT AT e Braon
B e

! tfoshould take in response to various commands. HTTP may be used to
P %nsmit, for example, SOAP

{06591 HTTP is a transport protocol used by the World Wide Web that defines how
messages are formatted and transmitted and what actions Web servers and browsers should
takee in response to various commands. HTTP may be used to fransmit, for exampie, SOAP
messages within the platform.

[0060] SOAP is a lightweight XML protocol for the exchange of information in
deceniralized, distributed environments. SOAP may be used to define the format of messages
and the messaging model used by the platform according to an embodiment.

[0061] TLS is a protocol used to secure and authenticate communications across
public platforms by using data encryption and digital signatures. TLS may be used to secure
connections between message senders and message receivers within the platform. TLS s
devised to ensure that no third party eavesdrops or tampers with any message when a server

and client commumicate. TLS may be composed of two layers: the TLS Record Protocol and
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messages within the platform. [0060] SOAP is a lightweight 4L protocol for
the exchange of information in decentralized, distributed environments.

W%%}@Ig{(%@g be used to define the format of messages and {he. %ﬁ@g}}@% 4

el used by the platform according to an embodiment. [0061] TLS is a
protocol used to secure and authenticate communications across public
the TLPIHtfodshsieyP usingld atascTichyptionddindtdigitatsignatide sommestinmsedpity
used to secure connections between message senders and message
using Feceivgrsowitithtde PletfBrm RELEd Sretevis ankioatnstirositat HbowHi ragpentipn.
eavesdrops or tampers with any message when a server and client
The TeSrHmshhedteP PG Thenbe levrHsosetrotdi fiegliss itharfhiestirae srgh other
Protocol and 14 WO 2006/079601 PCT/US20061002214 the TLS ]
and to prasdstAcePYORIEY!. aERs TS REEIRICETIBE I Rbeie gl dorrrdensil
security using an encryption method. The TLS Record Protocol may also
an emipdige@t WprGGCNEBAEH: PRk 083PARRE Rake STRRCOYRTA RGP IRE 1
server and the client to authenticate each other and to negotiate an
FIG. Gamen piasiia s h rmoanBes 516 Ap MR & B ars L dta s RSk ERaEe eI
an embodiment, a certificate authority, such as 602 or 604 as described
authengierbiRm A SrePeBEAHPIRIERS, may provide one or more keys to one or

more gateways for use in performing the authentication and/or |
nég6Rbtioh-SREFET OS] W S SBELRI? Bidtined SnRaFsBAE B SUAP
eSSBS P iV Tesgote Meg o cnd pnidentaly T
oS TESEE S copcnrplic eetmnontes, Mo ey ok defte
N e b R
Enegsaigr‘(g%gggrpggr\{ynloadable files, services, electronic
[0063] URIs are compact strings of characters that identify abstract or physical
resources on a network: documents, images, downloadable files, services, electronic
mailboxes, and other resources. URIs provide a common format for accessing resources
using a variety of naming schemes and access methods such as HTTP, FTP, and Infernet mail.
j0664] URLs (Uniform Resource Locators) are a subset of URIs that identify
resources via a representation of their primary access mechanism {e.g., their network
location), rather than identifying the resource by name or by some other attribute(s) of that
resource.
[0665] The XRI specification defines an identifier that builds on the URI

specification. The XRI specification adds an additional structural layer to generic URIs and

defines a resolution scheme to make XRIs usable in a variety of contexts. XRIs may be used
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mailboxes, and other resources. URIs provide a common format for
accessing resources using a variety of naming schemes and access

“;é)%gho/g%(ﬁﬁch as HTTP, FTP, and Internet mail. [0064] UR[;%%H@Q%%&H} 4

esource Locators) are a subset of URIs that identify resources via a
representation of their primary access mechanism (e.qg., their network
to idendBairepnroratirepRIRE RIEHSIANE §EENS S T B S ARTesersy Kok Bther
attribute(s) of that resource. [0065] The XRI specification defines an
rlatforgentifier that builds on the URI specification. The XRI specification adds
an additional structural layer to generic URIs and defines a resolution,
st toiitRides RRISHshpted ﬁg%F%Fé’r‘%fE/fB‘f BERER SRRA TRA BEtRien
15 WO 2006/079001 PCT/US2006/002274 to identjfy resources (such, as
S AMIBAIGSES ST SHEF TSN T ESSHGEaPE e 5068

SAML is an_ XML-based framework for exchangjng security information..
om0 Ry B O NS BEREHS OCEh O ESHg Todp choon

security, authentication and authorization. Similar framewor ay also
oUURY SR 6 CeSb TP o 00T, P e
. exemplayy,architecture for a,message hus,betwee, lications includi
appicgiqaH U TD KR SBORTHOAE & Bteuiay, SUEh S Ko or 0
2-306, is a component of the message bus architecture in the platform ..
03 A POV T Tor SR S o TR e

inter 3108 SR ESSRA IS ISIAN b BECHIY ARCARTEIRHAN B,

eway m aﬂmctlon Ira marmer similar to erver IN that each

securiP SIS, ARRlICANGHS gg&g&%% I 59, Rg-divorced i e Oetails ffcerver in

onnection management, session management, etc. A gateway may

tmar SN SAGIRG AORICANAIOPS, olated Spmihe.delalealmessaoe
routing, security, channel setup and management, etc. Systems

man a%%%%%r EQ&&%&&&%@%‘E%@“&W&{%@@ m%%ﬁ@;ﬂéﬁ% t%)?ﬁ‘c%gﬁ% be
isolated from the details of message routing, security, channel sefup and management, &ic.
Systems supporting the functionality shown in FIG. 3 may be referred to as SOAP nodes.

[0068] A gateway may securely send and receive messages using one or more of the
standards described above in reference to FIG. 2. In addition, gateway funciionality may
include message routing, identifier resolution and caching, message correlation, secure
messaging and/or message fltering. Message filtering may permit a gateway to reject or
register a fault for particular messages based on policies that consider, for example, the
sender, the recipient, the message type and/or other data that the gateway can access.

[0069] To send a message, a gateway may perform, for example, the following
operations: receiving & message object from an application, retrieving a policy for the
message (including security policies and routing policies), consulting an appropriate directory

to resolve the transport address for the recipient, applying the appropriate security features
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[0068] A gateway may securely send and receive messages using one or
more of the standards described above in reference to FIG. 2, In addition,
W%a;g }(\]/g%){g%pctionality may include message routing, identifigé{%ﬁlol{}té%n »
and caching, message correlation, secure messaging and/or message
filtering. Message filtering may permit a gateway to reject or register a
(signafiaeh, farcpatityldc.inessage sthased on galic s sivat consHET PO rexaripte to
the sender, the recipient, the message type and/or other data that the
the recigitewjayecamaecctssné) 060 Folsentianmessagty thgteway ivepsagefopmets
for example, the following operations: receiving a message object from an
may irmpplicatitindsetrisging aspoticy ol e mmossageniirshadingrsaquritppolities
and routing policies), consulting an appropriate directory to resolve the
data andHorspentyatidreissfon deerecipient, applying the appropriate security
features 16 WO 2006/079001 PCT/US20061002214 (signatures,
eHE¥AtioRo esesiyopaIHgess tetimg aretapeE Ul asan i tpgowing
connection to the recipient), securing a channel, and sending the
operatinags iy vinsthEerash BPIVESS A FeeBplsate TRl FeRIR priStAsHS Rlisigh for
messages, verify signatures on messages, encrypt application data
the m%ﬁweﬁ%éﬂwtb&@ﬁ A Bl re pPIOSFEEN S d s Eaer BoEeiape
~may perform, for example, the following operations: receiving a message
applicgiinh EoMRERAMmsRoativng FRIREVIMY e dPmBiepSieRiYsiemETRedge
(this may be performed to determine any security policies and/or the
decrypitisivises2&plieBRkby A78/ AICGET A AT S TG DS EF o EEon
. to verify signatures and decrypt the message, if applicable, and/or
applicgifYering a message object to the receiving application. [0071]
Agévlications may. use a gateway API tﬁgxchan e messages with a
g

Wy, APPARAERISGRE SRIoNBY Bl Be B HREoREMRET A o e 2
i on SRS Sipnels; 100721 4 chapnel may connect a sendetigne

[0072] A channel may commect a sender to one or more recipients. The channel may
include a logical path through which messages pass. Channel objects may include methods to
send and receive Messages.

[66737 FIG. 4 depicts an exemplary gateway architecture according to an
embodiment. In an embodiment, a gateway includes & gateway API 402, a gateway client
fibrary 404 and a gateway server 406. The gateway server 406 may queue messages, open
and maintain connections, and perform other similar operations. The gateway client library
464 may connect the gateway API 402 to the gateway server 406 and perform one or more
protocols. The gateway AP 402 may provide an interface between one or more applications
and the other components of the gateway. Altemate gateway implementations may distribute
the functions of a gateway differently. For example, in alternate embodiments either the

gateway client Hbrary 404 or the gateway server 406 may encrypt a message requiring
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include a logical path through which messages pass. Channel objects
may include methods to send and receive messages. [0073] FIG. 4

Wg)eﬁi&t,ﬁﬁgn?xemplary gateway architecture according to an p%%%’ﬂ!ﬂ%ﬁ@n s

In‘an embodiment, a gateway includes a gateway APl 402, a gateway
client library 404 and a gateway server 406. The gateway server 406 may
messagydievd presgryes, Apdhomily.mdhtth EEnresions lerstiperiol lothdrthe
similar operations. The gateway client library 404 may connect the
gatewayateswa iRy 402, mndHbegzateway st U0B: ahESpeHD FEPTRAE BPHReREDLS, 2
protocols. The gateway APl 402 may provide an interface between one or
personmbeedipplickilbiisthant i swbbcapseintbdthnecgmeisal Miepsdagically
gateway implementations may distribute the functions of a gateway
or phyglftdiedsiinFor example, in alternate embodiments either the gateway
client library 404 or the gateway server 406 may encrypt a message
r&fiiifih g HE VY SepBtere PooonlCHrEdsporertaRe A b 84y a-fepspetion
encryption. Additionally, although FIG. 4 shows the gateway API 402, the
Plaffo‘@hﬁéﬁ%?@ﬁéﬁ?ﬂ@ﬁwfg@@hn@ SR Was s rRRabA5 6 s Py Sieanges
. separate components, a_person of ordinary skill in the art will readily
informgtpRaeaEl b TAEIEs EE‘\%FH@ RAEPBE oG BRSPS dSEh & pae-
_[0074] FIG. 5 depicts an exemplary directory implementation within a
describes McGiBRY BRAFGPA SEERARIGHS En SHATUERTEN igj@&}ie&a?%a%m%?

oo T e S SR D
e B A ST Sa B
. con fist?rg
the G P8R

r(?ft ences for such resources, the directory structure and the
& grﬁ%‘ay maintain the integrity of the platform. [0075] In an

B e TS R S A5 0P IRL L R TN R A1 B e in
directories for the purpose of facilitating application-to-application messaging. The platform
may be used to flexibly define identifier namespaces.

10076] One or more identifier schemes may be used with the directory structure. An
identifier scheme is a specification of the syntax and semantics of identifiers. For example,
the HTTP Uniform Resource Locator (URL) specification defines an identifier scheme for
identifying web pages and other web resources.

{0077} In an embodiment, an XRJ identifier scheme may be used. XRls maybe
location-independent since the context of an XRI is decoupled from the network location of
any data or services associated with it. Accordingly, accessing a resource associated with an

XRI may not be limited to & particular platform location or protocol.
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directories for the purpose of facilitating application-to-application
messaging. The platform may be used to flexibly define identifier

w%%;%ﬁv%ﬁﬁs' [0076] One or more identifier schemes may b Wtho2214
the directory structure. An identifier scheme is a specification of the

syntax and semantics of identifiers. For example, the HTTP Uniform
F&%@@ftt%%ﬁ&%&ém g@@ﬁﬁi@%@%ﬂ@ﬁ&%&@%@&ﬁﬁ@ gehemeder arc
identifying web pages and other web resources. [0077] In an embodiment,

uniqué@iRtidentiiensehame may beysvedentRiemiaetenay be hierarchical in
location-independent since the context of an XRI is decoupled from the

naturenetwork location of any data or services associated with it. Accordingly,
accessing a resource associated with an XRI may not be limited to a

pasbipslarpiaianBrl 0cateRpEREQIRC OdnisuME: 208660 69@@brtion of
PCT/US2006/002214 [0078] A namespace is a grouping of identifiers in.
namesritiehoath of taaiidantifiers el -uniglishadtbne speciltoreatia. ofoe extimndie,
embodiment, identifiers may be hierarchical in nature. [0079] Delegation
primaof fanespacds(. Aehirdstineglodhistlatd porteamgfayvidnespackata@both
organization) is a well-established and critical practice. For example,
hierarprimdeyddeogatedumFAd! (B4 b, for credipldebit @dids mrédekemplenyiicr
identifiers that are both. hierarchical and delegated. A PAN may be, for
includinapmpleper Isiigintoideniipit (sedifies) indladmdmhisdderifistiftion thirteen
identifier (six digits) and a cardholder identifier (ten to thirteen digits).
digits}sdemmeinistitiiornidentifiers maypbessisvigiedraaigtitzatibhs fTHdifiisin an
digit in an issuer institution identifier may identify an organization. The
issuergpiisatjor MdivEidighavitepibe o seeptordont il berfidrraspstitedigits may be
organization. A member may then assign the cardholder identifier as a

used igafsgify ortFasToRRAEHBOR0] I BINTBRTHBtITEM, 25F Re cardholder

__hamespace may be developed to correspond to a
identifier as a delegate of the organization.

[0080] Inan embodiment, an XRI namespace may be developed fo correspond to &
PAN. For example, an organization namespace may occupy the first portion of the XRI
(“xri:@organization™). To identify specific members, the organization could then extend the
namespace to include & string that uniquely identifies a member
{(“xri:@organization/somemember”). The rerainder of the namespace may then be delegated
to the member. In other words, the member may further extend the namespace to identify any
resource that requires identification, such as a cardholder account
(“xri:@organization/somemember/someaccount™),

10081} In an embodiment, syntactic restraints are imposed upon the delegated
portion of the namespace to ensure consistency across the platform. For example, the

“someaccount” portion of the namespace may be required to match some regular expression
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PAN. For example, an organization namespace may occupy the first
portion of the XRI ("xri:@organization"). To identify specific members, the

W%rg‘%}g,%ggp could then extend the namespace to include q,%ger}#%gz@ﬁnnm

uniquely i1dentifies a member ("xri:@organization/somemem
remainder of the namespace may then be delegated to the member. In

or forroahensherdes tse wRstRbarImb Ritharerieipitediainesbacs didentrgthods
any resource that requires identification, such as a cardholder account
of desqtiing@ursapRsa AT HiRcRTmeEARhTEREEdimPY]BE8 faRrasent invention.
embodiment, syntactic restraints are imposed upon the delegated portion
of ¥Rz haPieaysaresBlerifrased Hatbta iy PETDES MavpiaRRsTThaqegrssine and
. example, the "someaccount” portion of the namespace may be requir%d
routingpfiateIrERE TOGHRISRHFSES N T WERS(8kI07gbEPIe, an apphcation

PCT/1JS2006/002214 or format, such as, using a certain number OfXRIt
may SeihARIETRZL TG diGHLVoihy, BEE ST Hih ot® SFGRE R gee 20 XRLto

RSB St e Sl i s SLUS e o
RSS20 o sl pessases g UM 00

s R penbeseniier, e OIS SR e
s Ll 08 S i 2 S AOIE QRO Y Do

pmtoc?%i{s?(“r)?%%%% }%&?l%tﬁlvgg{]ecg H&%%%i%%bggr %ﬁ%arﬂﬁgcgg o'ﬂéqg&%‘g Library

e applica n an embodiment, a resolution protocol

may 4}%%%&%%%% tgﬁgrge@aa&%am? libray;and:a directory., The Jesalver

ry’ maybe a part of the gateway that interacts with directories.

using Resglution G;%Me%ﬁﬁﬁiﬁ(%; %Sgeﬂéﬁg}g: 0N QLML A I8 P HVURELipient from the

operations: i) passing a gnator for a recipient from the gateway to the

gatev&dggié%g{}%t;gr%%&%fﬁ?ﬁrge{fﬁéyiirége?vmf $9296.[R 380didi kS HIRNG I designator,
by the resolver library, to determine which directory {or identifier authority) contains the
information associated with the designator; iif) sending, by the resolver library, a seoure
request for that data to the directory; iv) opening, by the gateway, a secure conmection to the
directory; v) performing, at the directory, a look up of the descriptor documertt (e.g., an XML
document that contains routing and other information) assoctated with the designator in
question; vi) transmitting the descriptor document from the directory to the gateway (possibly
via the resotver Horary); and vii) processing, by the gateway, the information in the descriptor
document to transmit the message.

[0084] Directories may be managed or deployed alongside applications and

gateways. However, this is not required for directories to function within the present

invention. Directories may be populated and maintained through implementation-specific
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by the resolver library, to determine which directory (or identifier authority)
contains the information associated with the designator; iii) sending, by

&E%gﬁ%ﬁ,%\{ﬁ{ library, a secure request for that data to the dir}g&{% '24'}{2 002214
opening, By the gateway, a secure connection to the directory; v

performing, at the directory, a look up of the descriptor document (e.g., an
means4hd doguimentratwedetirisroftngasitpties stdoraratomleiskosiéited with
the designator in question; vi) transmitting the descriptor document from
implertiwataiastoMorsaie ghtevieegoashnyinied teesbsoiberugh dpjeaed idaytifier
processing, by the gateway, the information in the descriptor document to
namestragss BHOTHEEHESSAgETFIO8A N Bf sbioHEE ThafsewH AR iR yRa
alongside applications and gateways. However, this is not required for
This, igi FeEHoHEs (0 90 OO ATRTIRPRIRG PreSEALHASATEA! \?ﬁ?@&fﬂdﬁ%gﬂiﬁ%{ﬁﬁéﬂ*ﬂ-
populated and maintained through implementation-specific 20 WO
doss TROTEIGIU0E BESHIOS JOURIIIIDH AN SA RS9 be implemented on

top of an existing data store or completely native implementations.
MBRESUeF tir & tatiess sy PeEERASGAREIIIGUEN Cafogipb R FifEF
namespaces allowing for local management and cantrol of identifiers b%

2 finapeil FRRRABRAROoTRRE 1 &‘}rﬁfﬂaﬂéw%r%&%%?ﬁ%ﬁﬁa’ T HREeY 0

management behind th direcéﬁ %;ﬁand. does not require cross-directou[a/sted

Rl e e i R
I sllres B i octapes e,  oped gapsecton
SIS IO sl e alomm aen ST A U)o
T

e uIs EE) ke el 9L et
commections to verify the authenticity of the gateways attempting to communicate with one
another, The TLS connections may further maintain data integrity and ensure the authenticity
of the messages transmitted over the comectic?n.

[0087] At the message layer, the platformn protocol may use security specifications
such as WS-Security, XML encryption and XML digital signatures or similar protocols.
Gateways may be responsible for applying encryption and decryption to message bodies to
impienient message-level security. Additional security features may be applied to the hody of
messages for more robust application-io-application security. For example, if end-to-end
encryption that extends beyond a platform is required, an application may perform

application-specific encryption to message bodies before transmitting messages fo a gateway.

A similar operation may be performed for digital signatures.



connections to verify the authenticity of the gateways attempting to
communicate with one another, The TLS connections may further

intain data integrity and ensure the authenticity of the . _
W@éﬁ@%@ﬁ) over the connection. [0087] At the message Ia@gﬁgﬁ%%ﬁg{ 8%??%4

protocol may use security specifications such as WS-Security, XML
ckE8 Aol ZhersbaTrdit AP ST BEBHRRARE Mt el eio ROy RpEmitied.
. may be responsible for applying encryption and decryption to message
Particyis Sy %ﬁ%ﬁﬁ@%ﬁw&%%@iﬁl ETERIt. REURORRP ek featiess

S R T -
I SISO S el B ppICn T pRTEED
TG
o SRR SOOI BP0 S,

Aathonté%gﬁg%%ﬁ%ﬁaa%gﬁ@%a 5 fv‘é%s GEUII- c%%%*ﬂc&%%'&'&?%%f%@z}f Bligsent

d caté chain that is rooted in an organization certificate

. ' ) icafi nd directories using the
pamc%%i &%%&ﬁ%g&%g%%h&q c? gyé/’e?é'r on behalf of) the sponsoring

orm'may have certificates 15sue

Clipase . SHRRISHNG atibe dateunARpIcal AL dled g o

aut ed to use the platfo sponsoring orgahization may

prede@%&ﬁ@fﬂ&ﬂﬂ&%fiﬁﬁ?etf %uﬁtfé%géé@& B&@Ee%ﬁ&i@@&%@@ggﬂ%ﬁtt Fhessage is

certificate authority 604 as well."J0089] In an embodiment, a gateway can

not re@é@gﬁ%ﬁﬂiﬁ%ﬁ%ge@eﬁ?ﬁﬁé@%@mﬁ %@r@%%%mﬂfmﬂeﬁvemd

message may be resent if an acknowledgment message is not received

withi VB & Rresieteminas LigreaubRario g /f thesmessagebasRAt PSR sending

delivered within the predetermined number of attempts, a fault message
applici@y, be returned to the sending

10690} The platform may also support failover routing. Failover routing permits a
primary gateway to specify one or moré backup gateways. If a message cannot_be delivered
to the primary gateway, the platform may attempt to send the message to each of the backup
gateways in & specified order.

[0091] FIG. 7 depicts an exemplary platform service within a transaction platform
according to an embodiment. New features, enhancements and extensions of existing
services may be added to the platform by creating service offerings called platform services,
such as 702. A platform service 702 may include a special-purpose application hosted only
by the sponsoring organization or 2 frusted third party. A platform service 762 may provide
additional services or functionality to messages that are routed through the service. For

example, a platform service 702 may implement a guaranteed message delivery service that



application. [00901 The platform may also support failover routing.
Failover routing permits a primary gateway to specify one or more backup

at s. If a message cannot be delivered to the primary. ! ' _
“’%3@2\%%‘%%3/ attempt to send the message to each of the bﬁi‘tﬁg ?(X}rmﬁzm

gateways in a specified. order. [0091] FIG. 7 depicts an exemplary

both offtatfgerpsphicfilviteirnadiransdetibreptfomicactordivggodehivery. In another
embodiment. New features, enhancements and extensions of existing

sxampéevivesdray et hduedrioct i atierent Bye dreataty sesrgopiimg stddied
platform services, such as 702. A platform service 702 may include a

provisgpargdndunsosgemsplicftivriroshatconipissy e dporsnsngerGarrdaarsn or
a trusted third party. A platform service 702 may provide additional _
sHifGes omferriipleainiaéore sTatfes Tapiated BUTEd thr chEmple SURNEE.
For example, a platform service 702 may implement a guaranteed )

servicpiigs 8¢ welRspyide RAEBIIE TIWuES FGtsthogudly to use the platform without
PCT111S2006/002214 both offers geographic failover and provides high

hosting g AHAIERs SRATETSAD SXFRTRIEH IS maTHS, L8karip e arpleduceaticipants
platform service may support the broadcast message pattern and the

that mgelyi ST HPARE 44 APRigeHRaite iR & alSRB U Rt EIARRH TESeGeS e
are broadcast. [0092] An exemplary platform service is depicted in FIG. 8.

platforn iroaeh dhr SRR OUBAREER B2 803 #ASY BT e dharsh e afiorks with

_ the a}bilit%/ to use the platform without hosting a gateway. The remote
participapd 3 £6'€AY88%nay be used, for example, by participants that merely

wish to provide applications to the platform. Remate participants ma

2R £l ) SEA AT BRE R SBAAG DTS TN § pRIEWRy B2

or through any other partjcipant's gateway 804. [0093] In an embodiment,
st A G LGP ACTULEEF e BRFTD Lot B RO

receive essages from the E)ublic network viag remott? egatewa service.
Such consumer devicel may use a rentote gateway service because the consuner devices are

unlikely {o be either always connected to the network or trusted to be a full participant on the
network. A consumer device may include, for example, a telephone, a cellular phone, a
personal digital assistant, a handheld device, e set-top box, a personal computer, or any other
electronic communications device used by a consumer,

0694} TFIG. 9 depicts an exemplary message flow using a2 remote gateway service
according to an embodiment. In an embodiment, an application operated by a remote
participant 962 may send a message to a remote gateway service 904. The remote gateway
service 904 may reside at the sponsoring organization or another participant. The remote
gateway service 904 may process the message and transmit the message through a chammel to
the destination gateway 906 and, ultimately, the destination application. Responses from the
destination application may be received by the remote gateway service 994 and forwarded to

the remote participant application.



Such consumer devices may use a remote gateway service because the
consumer devices are unlikely to be either always connected to the
W 92%85l§9951trusted to be a full participant on the network. ALONSRE 002214
evice may include, for example, a telephone, a cellular phone, a

personal digital assistant, a handheld device, a set-top box, a personal

coRfsutel: srtany wiestedd thasiits torpmHonicaGiETdedisei it iption to the

consumer. [0094] FIG. 9 depicts an exemplary message flow usinga |
detailsrehnorstoitmaps EriscrHEsETIRT t s errReaRne et a1 MboiRrERton

an application operated by a remote participant 902 may send a message
or illugsseremite GATLABy SEARIEI0NS THETE A SHIEHESERA S may

reside at the sponsoring organization or another participant. The remote
embodimeas AP S CARER HBTPTHES PSSR Hh S Hh BRI S arsiiEt e iiB8age

through a channel to the destination gateway 906 and, ultimately, the
undersipndinatils BPpCAlRG AR B aY RNy S SSTRA RSN Sp PR By

be recejved b% the remote gateway service 904 and forwarded to the

descripg iR R H N SResEE RS 25We$ 2006/079001 PCT/US2006/002214
[0095] It is to be understQod that the invention is not limited in its.
= AS0Ehioh e BRIBAS LF £ GEBH ARE HH6 AFr AP EHERL g e
. . components set forth in this description or illustrated in the drawings. .The
which g AR R R Sy SHLAHAof STh TS CHae el
being practiced and cargied out in varigus ways. Hence, it-is t . .
s AT ok SR LAl b s R de B dens iventon
. .the purpase of description and, should.not be s limiting,. [0096]
- t
s G L e S
which this disclosure;is hased may readily be iilized as-adasisifaedhe
cmm&é}é?élﬁilﬁlgsog ro%ﬁglr“}:’s%%?ureg met %e?s aﬁﬁ system(% for carrying out the
embo%r\{ ﬁl purposes of the present invention. It is important, therefore, that
the claims be regarded as including such equivalent
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constructions insofar as they do not depart from the spirit and scope of the
disclosed embodiments, 24 CLAIMS We claim: 1. A system for
exchanging data related to financial transactions utilizing a public
network, the system comprising: a plurality of participant computer
systems, each in communication with at least one other of the participant
computer systems via the public network, wherein each participant
computer system includes: one ormang@pplications for performing
functions related to processing a financial transaction; a gateway in
-Wegdmmnunication with both the public network and the one or more
applications, wherein the gateway provides an interface for sending and
receiving daty TBIY T emENh deedsIrgpathnsative BrntAdiprirtitlzeng a public
net@omphitersystemprouer the public network; and one or more private
directories J, communiGAlon ! &&gﬁe@gi% netyarls, WHEISLING i, o leas
directories identify the trusted messagin pa{?h betwéen the parhupan
one ShhtePesYStE R SompEes RO @l AifnPE IR SrET e brigib epabRarticipant
congrivaterdite tdoids: are accessible only to the plurality of participant
computer gystemsycd: LHisksiamof dambuherain e ongr Moe.ceing
private directories identify trusted resources avalable to the plura try of
finagsRIsTEPLems. 4. The system of claim | wherein the trusted
messaging: patiwepinprisesuaidtition zeich PaHigiPPOEIRONSIHNHRT SYHRMSe or more
appifighbfiedinihe Roe.oLmote Rt diieeloes: 3. The system ofdlaim |, .
wherein the financial transaction comprises one or maote of
trusted messaging path between the participant computer systems over the public network; and
one or more private directories in communication with the public network,
wherein the directories identify the trusted messaging path between the participant computer

systems.

2. The system of claim 1 wherein the one or more private directories are accessible
only to the plurality of participant computer systems.
3. The system of claim 1 wherein the one or more private directories identify

trusted resources available to the piurality of computer systems.

4, The system of claim 1 wherein the trusted messaging path comprises authorized

participant compuier systems identified in the one or more private directories.

3. The system of claim 1 wherein the financial transaction comprises one or more of
the following:
a credit card transaciion;

a debit card transaction;

b
h



the following: a credit card transaction; a debit card transaction; 25 a
calling card transaction; a stored value transaction; a loyalty card
transaction; and a coupon transaction. 6. The system of claim 1, wherein
the financial transaction comprises an exchange of investment
instruments. 7. The system of claim 1, wherein the financial transaction
comprises the delivery of government benefits. 8. The system of claim |
wherein the financial transaction comprises any exchange of value. 9.
The systeglcaqiggaflggdju\%%%%& the public ne_twork comprises' the Internet.
10. The system of claim 1 wherein the data is exchanged using a
message fofi?al EHmpPrdHGWheader and a body, wherein the header
includes infarvaiationdisedbyothengateway to perform one or more
functions, Xv&ggg%gﬂ@gdg includes data transmitted by an application,
11. The system of claim 16 wherein the gateway performs one or more of
the following: transmitting a message; receiving a message; routing a
message; Teselvitg cMessageerdenifarmaionnsaevidingomessage
exc}qﬁl@bdm}ﬁfesnnem instruments.

7. The system of claim 1, wherein the_financial transaction comprises the delivery
of government benefits.

8. The system of claim 1 wherein the financial transaction comprises any exchange
of value.

9. The system of claim 1 wherein the public network comprises the Internet.

i0. The system of claim 1 wherein the data is exchanged using a message format

comprising a header and a body, wherein the header includes information used by the gateway 1o

perform one or more functions, wherein the body inciudes data transmitted by an application.

It The system of claim 10 wherein the gateway performs one or more of the

following:

fransmitiing a message;

recetving a message;

routing a message;

resolving message header information;

providing message reliability;

performing message security;

filtering a message: and



performing message security; filtering a message; and 26 WO
2006/079001 PCT/US2006/002214 performing message correlation. 12.

wd b &ysigi of claim 11 wherein transmitting a message CoOgyis€suc/o02214
receiving a message from an application; determining one or more

policies for the message based on a message type for the message;
resolvPRyIaTPARS BB REe3E 98P recipient of the message; applying one
or more security featuures to the message; opening and securing a

EhanndbmSeepUb Rl B0 b OSSR TasEitnR e MSSesRPWERE channel.

13. The system of claim 12 wherein. the security features comprise one or
more GF5 WM AMSFRERFO AT ERRUSHIRSH. 14. The system of claim 11
wherein receiving a message comprfjsegé? receiving a messﬁe:tge from the

|

public AERTBRIEHEART SREVIHILE HOTEREEPRE B Bh°R ATEEEREE Wos ©or

o for the message; applying each policy to the message; and delivering the
the mesiRgsage to a receiving application, 15. The system of claim 14 wherein

L R AR LR
Seoy B NeRien 8 s e s - The 1o o
opening and securing a channel in the public network; and
sending the message via the channel,
13.  The system of claim 12 wherein the security features comprise one or more of
a digital signature and encryption.
14.  The system of claim 11 wherein receiving a message comprises:
receiving & message from the pubﬁc‘nemork;
retrieving one or more policies based on a message type for the message;
applying each policy o the message; and
delivering the message to & receiving application.
15, The system of claim 14 wherein applying comprises using securily policy
information to verify a digital signature.
16.  The system of claim 14 wherein applying comprises using sscurity policy
information to decrypt the message.
17.  The sysiem of claim ! wherein the gateway comprises:

a gateway server in communication with the public network, wherein the

gateway server queues incoming messages, opens chennels, and maintains chanmels;
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a gateway server in communication with the public network, wherein the
gateway server queues incoming messages, opens channels, and

wialanschannels; 27 WO 2006/079001 PCT/LSZOOG/OO%%’ITA};L@2 06/062214
gateway client library in communication with the gateway server, wherein

the gateway client library interfaces with one or more protocols; and a
gateway ggpiestsand Higranimvioryimeidaieer wibfin grivetiorewith therein
gateway client library and at least one application. 18. The system of claim
the gatpviayerbanidipeaviciiariaems b ersystestebitierolsomgrises: a directory
accessible via the public network, wherein the directory comprises a
storageEEEAY HonicapIPBEssRmE Sk fies nvpsarsivnisathrewitly the
comprises one or more identifiers. 19. The system of claim 18 wherein
gateway, elipgnd AhAaTs B8abieas BPRABPIEBHET®f message routing data, metadata,

and security policy information. 20. The system of claim 1 wherein a
pErticip 2Rt SoTiRh R c i T hareie R REGHTHSE sompE AR imaTLy in

communication with the public network, wherein the certificate authority
comPISESvides one or more keys to the gateway for use in performing one or
more of mutual authentication of channels, mutual authentication of _
messa @?ﬁ?@rﬁ?eéﬁé&??&%ﬂﬁwmm%ﬁ@%ﬁ‘@&g foeriR SogEgises
changel encryption and messa%e .en::ﬁrx)%tiqn. 21, The system of claim 1

# SoTagE e a PO SRS SR eEnY HIFHE Ao AP EXX BTG PT more

icimﬁﬁse(%g}/ice in communication with the public network, wherein the
19.  The system of claim 18 wherein the identifiers comprise one or more of
message routing data, metadata, and security policy information.
20.  The system of claim ! wherein a participant computer system further
comprises:

& certificate authority in communication with the public network, wherein the
certificate authority provides one or more keys to the gateway for use in performing one or
more of mutnal authentication of channels, mutual anthentication of messages, integrity
checks for channels, integrity checks for messages, channel encryption and message
encrypiion.

21 The system of claim | wherein a participant computer system further
comprises:

a platform service in communication with the public network, wherein the
platform service provides messaging services for messages routed through the platform

service.
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platform service provides messaging services for messages routed
through the platform service. 28 22. The system of claim 21 wherein the
platform service comprises a remote gateway service, wherein the
remote gateway service provides access to the public network for an
application that is remote from the participant computer system. 23. The
system of claim 22, further comprising one or more consumer devices,
wherein each consumer device uses the remote gateway service to
access the public network. 24. The system of claim 23 wherein a
consumer device comprises one or more of a telephone, a cellular phone,
a péfsonal igitsrasEicim 2 A Wreinéie telee sardee-topmorsdianete
gateR@rSEnadC ampliche 26mdb @By sie Itfelpinyidd wherein thewatfiesork for an

appﬁﬁt}}ﬂf}%}&qg}gﬁjg‘%%%[Q%g%%%ﬂgé%%g%sserg%g, wherein the broadcast

message service suppo essgamg and manages

distribution lists for broadcast messages. 26. A computer implemented

mettiod foTkeansmiitiog aia relaf@chto fnancial anSACHBAS QVeIRPUblices,
whe NIk, Ihe.method comurising: fecelving a message o %Ctugf?cm a first

trusted participant, Wherein the mesgsage object includes A entiier:

generating a message from the message object; determining one or more

polizées foTiheymessagritervivirgia destnalionadldressjothmessaenr »
teleMRIRNY éhc%iiQEPBQ&{é,%pgé}QS‘r%i‘?&l 'tﬁr%@igtﬁf%%ﬁ{ﬁ% We 1O 18 1+ box and &

message; opening and securing a channel in a public network fo the
PerqRAtT{EREaddress wherein the destination address identifies a second

trusted participant; and transmitting the message to the second trusted

pargg!pan%}{éasgg%%hgp&%m 21 wherein the platform service comprises a broadcast
message service, wherein the broadcast message service supports broadcast messaging and

manages distribution iists for broadcast messages.

26. A computer impiemented method for transmitting data related to financial

transactions over a public network, the method comprising:

receiving a message object from a first trusted participant, wherein the message
object inciudes an identifier;

generating a message from the message object;

determining one or more policies for the message;

resolving a destination address for the message using the identifier; applying one

or more security features to the message;

opening and securing a channel in & public network fo the destination address
wherein the destination address identifies a second trusted participant; and

transmitting the message to the second trusted participant via the channel.

27. The computer implemented method of claim 26 wherein the one or more policies

include one or more of a message security policy and a message routing policy.



27. The computer implemented method of claim 26 wherein the one or
more policies include one or more of a message security policy and a
message routing policy. 29 28. The computer implemented method of
claim 26 wherein the one or more policies comprise one or more of a
multi-hop routing policy, a hub and spoke routing policy, a peer-to- peer
routing policy, and a fan-out routing policy. 29. The computer implemented
method of claim 26 wherein the identifier comprises one or more of an
organization identifier, an organization member identifier, a financial
accaéint idemtihemccanificataial ety ddeiatifiés shmeirchasnidemifienaicies
coniik ilentifiRne 3 servigg-Heleriifins andya Paliswidantifierodth: T8ey, a peer-to-
eecoomt[;)uter irnplecrine ted lmettho‘g oI.cIaim 26 wherein the one or more
P géc}lurrllﬁ/j cflé%tuarnesainglﬁaer%un%lﬁorﬁ%re of a digital signature and an
encryption algorithm. 31. The computer implemented method of claim 26
whegein therfirsidrustednnasticioan-and theispcopdtistet PrGRaNLASises
identified in one ar more Qriviate directories acce%?i%g to.the firfst truste
e

or AT ANt ARCENS SSEoN UGt BRFIUPANL 42, T Eoputgnerie sccoun
idepiiisie ra clstBac At BVSIHD clagnii B, wherethath el digifien stebangaidaoip@ant arsdrvice
ideti@s06QNGIIMS R pRIICipant possess the necessary security

authorization to exchange messages. 30 33. A computer implemented

method for transmitting financial transaction information using a remote
gateiWay séhsicermnttecomismersiprine nfcthimethobiecomibrisimg: more security

feafi@EEINNNGIe TR aR-ARRIIcalan apsiated iR JamptRPadiciRant over a first
network, financial transaction information by a remote gateway service;

processing, by the remote gateway service, the financial transaction
infodhatior¥r¢rapsmittindgnpiptiseiré mistegatrdwayisedficehthenp tbe ggse drusted
parliigReiahlr ARSACHAN trusted participant are identified in one or more private directories

accessible to the first trusted participant and the second trusted participant.

32. The computer implemenied method of claim 31 wherein the first trusted
participant and the second trusted participant possess the necessary security authorization 1o

exchange messages.



information to a destination over a second network; receiving, by the
remote gateway service from the second network, a response to the
processed financial transaction information; processing, by the remote
gateway service, the response; and transmitting, by the remote gateway
service to the application operated by the remote participant over the first
network, the processed response. 31

33, A computer implemented method for transmitting financial transaction

information using a remote gateway service, the computer implemented method comprising:

receiving, from an application operated by & remote participant over a first
network, financial transaction information by a remote gateway service;

processing, by the remote gateway service, the financial ransaction information;

fransmitting, by the remote gateway service, the processed financial transaction
information to a destination over 2 second network;

receiving, by the remote gateway service from the second network, a response o
the processed financial transaction information;

processing, by the remote gateway service, the response; and

transmitting, by the remote gateway service to the application operated by the

remote participant over the first network, the processed response.



