1 AUTOVATED | NTEGRATI ON OF CONTENT FROM MULTI PLE | NFORMATI ON STORES USI NG
A MOBILE COVMUNI CATI ON DEVI CE This invention relates generally to
directories and dat abases for storing information on a conputer network,
and specifically to merging personal contact data from di sparate
information stores on a network using a nobile comrunication device.
Current network architectures often conthin a het er ogenous m xture of
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information in such a way occurs when a user with a nobiTe Comruni cation
devi ce seehereibasemiseserure el ectronic nmil to a recipient within the same

organi zation. The sender will be required to retrieve the recipient's

e-mai | cont act 1 nformati on.from the .organi zati on' s. LDAP server, .and .Eo
n practice, as information is added™o onc or more of these informatior stores, it 1S

added on an ad hoc basis. The party entering information chooses an appropriate or
available information store, depending on accessibility or authorization to use an
information store, and enters the available information into the information store. For
example, a directory entry may be created on one server to record a person’s e-mail
address and telephone number and, at another time, certificate information for that person
might be added to a database. Later, that person’s mobile number might be added to the

previous directory, or to yet another directory or database within the same network.

In effect, identification information relating to a single user (certificates, telephone
number, mobile number, e-mail addresses, mailing address, and other contact and
authentication information) is split over multiple databases, directories, or servers. An
example of the difficulty associated with storing identification information in such a way
occurs when a user with a mobile communication device seeks to send secure electronic
mail to a recipient within the same organization. The sender will be required to retrieve
the recipient’s e-mail contact information from the organization’s LDAP server, and to
also retrieve, in a separate step, the recipient’s certificate information from a separate

certificate store. Where the communication device stores such information in a personal




also retrieve, in a separate step, the recipient's certificate information
froma separate certificate store. Were the comruni cati on device stores
such information in a personal 2 information store, the single information
store will have, as a result of the two separate information retrieval
steps, two separate directory entries for the recipient: one for the e-
mai | contact information, and one for the certificate. The separate storage
of the individual information on the network is replicated on the
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of two or more individual information stores on a network. It is furthermore desirable to
provide an automated and efficient manner of providing individual information to a mobile

communication device for storage in a personal information store.

Summary

A system is provided for merging information from a plurality of enterprise
information stores on a network for storing communication information, the system
comprising a mobile communication device for accessing the network. The mobile
communication device comprises a personal information store used in carrying out the
communication function of the mobile communication device and program code operative
to request communication information from the plurality of enterprise information stores
as part of the communication function of the mobile communication device and, upon
receipt of the requested information, to merge the received communication information
with related information present in the personal information store in the mobile
communication device to create a merged data set and to upload the merged data set to the

one of the plurality of enterprise information stores.




recei pt of the requested information, to nmerge the received commrunication
information wth related information present in the personal information
store in the nobile conmunication device to create a nerged data set and
to upload the nmerged data set to the one of the plurality of enterprise
I nformation stores. 3 A further aspect of the system provides that the
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stores as part of the communication functions of the mobile communication device,

receiving, using the mobile communication device, the requested contact information,
merging, using the mobile communication device, the received contact information with
related information present in the personal contact information store in the mobile
communication device to create a merged data set; and uploading, using the mobile
communication device, the merged data set to the one of the plurality of enterprise
information stores. In a further embodiment, the method further provides the steps of
identifying at least one principal identifier having a first value, the principal identifier
‘being associated with the received contact information and with the personal contact
information store, and querying the personal contact information store for a principal

identifier having a value matching the first value.

A method is further provided for merging contact information from disparate
enterprise information stores on a network using a mobile communication device, the
mobile communication device being configured to provide a communication function and
comprising a personal contact information store for use in association with the

communication function, the method comprising the steps of requesting, using the mobile




informati on store, and querying the personal contact information store for
a principal identifier having a value matching the first value. A nethod
is further provided for merging contact information from di sparate
enterprise informati on stores on a network using a nobile conmuni cation
device, the nobile comunication device being configured to provide a
communi cation function and conprising a4personal contact information store
for use in association with the comunication function, the nethod
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Figure 1 is a block diagram of a network topology employing the system and

method for merging content from two information stores.

Figure 2 is a block diagram of a personal address book information store and a

public key certificate retrieved from a second information store.

Figure 3 is a flow diagram showing a method for merging information from two

information stores.

Figure 4 is a further embodiment of a method for merging information from two

information stores.

Detailed Description

Referring to Figure 1, a simplified exemplary network topology supporting an
embodiment of the invention is shown. A corporate network a server 10 is provided,
which in the example of the preferred embodiment provides the functionality of a host
server, a message server, and a directory server such as a LDAP server. The functions of
the server may be provided by a plurality of servers, rather than the single server 10

illustrated in this embodiment. In communication with the server 10 are at least one




information stores. Detailed Description Referring to Figure 1, a
sinplified exenplary network topol ogy supporting an enbodi nent of the
invention is shown. A corporate network a server 10 is provided, which in
the exanple of the preferred enbodi nent provides the functionality of a
host server, a nessage server, and a digect ory server such as a LDAP
server. The functions of the server nmay“be provided by a plurality of
servers, rather than the single server 10 illustrated in this enbodi nent.

I n communi degkiarsydiemn2Q (aarserdenmainaliqy oglres ngtwdrk aesessoprant3naiealka bpinsyst em 20 (a

user termnal _or. ofher.network cess poin al so be in 0 ni cation
weh the sepyainielol iR TRty 90 Dbl 0 2B ofh 2 Borert ol TS e

I nternet 1lifernét MOl ehQsifel &8 BNy aRdinfREHARAEUSDUT R HedleenkBOIGhWEAD t he
Internet 110 and a wirel ess network 140 provi des access to the corporate
net wor k by aethe witelespnetworko movidesaccossita thicairpaatedetwak by 30¢ osmote as a
personal digital, assistant .or ;ot.her, wrteless handhel d communi cation

Govi co. Al PBPHAARGEPMUBIGHIER AEVIEROY. S REEOPa IR Tt 6r Ay
communi cat W&Qh&d&lﬁel@l%g&ﬁ‘%%%&ﬁﬂﬁ HAREK Aﬁeﬁ%&ﬁra REdata EEmEKRARINE

over the w rel ess network with a wireless virtual private networ
rout er (notledbo¥hinay comuginivgieasish thg cotperate netvesls ingatotwaynah2€, fofkramsler

deskt op system 20, be provjded with a wreless conmunication port,
uni ver sal > S8 hf WiEEy ReEafT Ho3h itiene el SetRaet P9k SheDyse i n

transm tti fghs bypdseinPRild MrclR&l gMatihyi P9, desktop system 20 and the nobile
conmmuni cat i orﬁ devsi C%O a/nen It |yts in the proximty of the desktop system
Preferably, the corporate network server 10 al so conprises a certificate
management syst dhg usercosktemsystenf 20 may be praadelbeitlea adetss cdhauvisatien pdre  LDAP

server, and._a network acgount directory. As a rson.skilled in the
2t il appresrelal fi DS BaARLY oyeriRed ok nemiecleb fvatin frnemiine 1 1 <
only a si npifermexnRieBrecAdtt ddsRRPlsySEHR2d thd ADBTEhAnB RS RvRRG 00t her
services may be incorporated as required, and any appropriate protocols

may be usetvhenitasnethbs pexdmity afitwidesidap systdior exanpl e, the certificate
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accessi bl e by Preferably

the corporate network server 10 also comprises a certificate
management system, a contact information database accessible using the LDAP server,
and a network user account directory. Aé a person skilled in the art will appreciate, the
topology of the network depicted in Figure 1 is only a simple example; additional servers,
information stores and other services may be incorporated as required, and any appropriate
protocols may be used to access and transmit data. For example, the certificate
management system may reside on an external, publicly accessible server, accessible by
the mobile communication device 30 via the Internet. In the present embodiment,
however, there are at least two disparate information stores: the certificate management
system and the contact information database. Preferably, the contact information database
is served from an LDAP server, such as the Microsofi® Active Directory/Exchange server,
or using any other appropriate protocol. The certificate management system is preferably
managed using a product such as the Entrust® public key infrastructure (PKI). In the
preferred embodiment, the contact information database provided on the LDAP server
comprises a global address list (GAL), the contents of which are accessible to all users of

the corporate network.




t he nmobil e conmuni cation device 30 via the Internet. In the present

enbodi nent, however, there are at |east two disparate information stores:
the certificate managenent system and the contact infornation database.
Preferably, the contact information database is served from an LDAP
server, such as the Mcrosoft(r) Active D rectory/ Exchange server, or
using any other appropriate protocol. The certificate management systemis
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The mobile communication device 30 is further provided with an address book

application, the functionality of which is described in greater detail below.

The mobile communication device 30 may be synchronized with the corporate
network server 10 by placing the device 30 in a cradle (not shown), which couples the
serial port of the device 30 to the serial port of the desktop computer system 20. Interfaces
for other wired download paths may be provided in the mobile communication device 30,
in addition to or instead of the serial port. For example, a USB port would provide an

interface to a similarly equipped personal computer 20.

An address book application, for use with data or voice communications, in
particular e-mail messaging, is preferably stored in the non-volatile memory of the mobile
communication device 30. Referring to Figure 2, the device 30 is also provided with a
contact database, which is a personal information store and is referred to as a personal
address book 200. In the embodiment described, personal address book 200 may be stored
in either volatile or non-volatile memory. The personal address book 200 is intended to be

populated with a number of records containing contact information for potential recipients



serial port of the device 30 to the serial port of the desktop conputer
system 20. Interfaces for other wired downl oad paths may be provided in

t he nmobi |l e conmuni cation device 30, in addition to or instead of the
serial port. For exanple, a USB port would provide an interface to a
simlarly equi pped personal conmputer 20._An address book application, for
use with data or voice comunications, ih particular e-mail nessaging, is
preferably stored in the non-volatile nenory of the nobile conmunication
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example), or wireless synchronization with the corporate network server 10. Thus, it will
be appreciated that at least a portion of the data populating the personal address book 200

may be a subset of the data contained in the global address list.

The information in the personal information store (personal address book 200) on
the communications device 30 is obtained in the course of the device being used to carry
out communications. Applications executable on the device 30 permit requests to be made
for information available on networks accessible by the device. In response to such
requests, communication information is received that is stored in the personal information
store (personal address book 200) on communications device 30. As is described below,
such a request may be made for a security certificate stored in an information store on an

accessible network.

'The description of the preferred embodiment refers to enterprise information
stores. It will be understood that such information stores include those that may be
maintained at server 10 or desktop system 20 and may also include information stores that

are remotely accessible as part of the operation of the enterprise (for example a certificate




may be a subset of the data contained in the global address list. The
information in the personal information store (personal address book 200)
on the comunications device 30 is obtained in the course of the device
being used to carry out conmunications. Applications executable on the
device 30 permt requests to be nade fog i nformati on avail abl e on networks
accessi ble by the device. In response to®such requests, conmunication
information is received that is stored in the personal information store
(personal adberdiss Baotonpogyicgiondolomaiionadcosssd e wiobde 80mmawicationidsyies HWed
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preferred egbadin®hit ifsafiions0 enterprise information stores. It will be
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comuni cation device 30 in response to

Where information is provided to mobile communication device 30 in response to
a request made in the process of carrying out a communication operation, it is possible for
the address book application executing on the device to store a separate, new record for the
recipient, consisting only of the public key certificate and an associated e-mail address, in

the address book 200 (personal information store) of the communication device 30.

However, in the preferred embodiment, the address book application avoids
replicating the separate storage of individual information. The address book application
seeks to add the received certificate information to an existing record stored in the address
book of device 30. This is carried out by the address book application querying the
personal address book 200 using techniques known in the art for information that relates to
the received certificate information. Preferably, a corresponding record in the address
book 200 is located using a principal identifier 350 obtained from the certificate 300. The
principal identifier 350 is preferably an attribute with a value that is known to be suitable
for unique identification of a user or recipient within the scope of the personal address
book 200. As will be understood by a person skilled in the art, the query of the personal
address book 200 may be accomplished by comparing the principal identifier of the




a request nmade in the process of carrying out a comruni cati on operation, it
is possible for the address book application executing on the device to
store a separate, new record for the recipient, consisting only of the
public key certificate and an associated e-mail address, in the address
book 200 (personal information store) of the comrunication device 30.
However, in the preferred enbodi nent, t h& address book application avoids
replicating the separate storage of i ndi vi dual information. The address
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a nickname or a common variant of a proper name (e.g., “Bob” instead of “Robert”).

If the query by the address book application successfully locates an entry in the
personal address book 200 having a mail attribute value equal to the value of the principal
identifier 350, then certain information from the certificate is copied to the corresponding
record in the personal address book 200, resulting in merged record 210", If the query does
not locate such an entry, then a new entry is created in the personal address book 200
containing the certificate information. Thus, creation of multiple entries for the same

recipient on the mobile communication device 30 is avoided.

The method for integrating the retrieved certificate 300 with the existing address
book 200 on the communication device 30 is shown in the flow diagram of Figure 3. At
step 400, a certificate is received from a first information store, such as the certificate
management system. At step 410, the personal address book 200 residing in memory in
the mobile communication device 30 is queried using the key identifier. If the key

identifier is located in the personal address book 200, then the certificate information is




recipient in the personal address book 200. The personal address book
application may be configured with a heuristic function that allows the
per sonal address book 200 to be queried for variances of the principal
identifier, for exanple variances in case or the use of a nicknane or a
common variant of a proper name (e.g., "Bob" instead of "Robert"). If the
query by the address book application sd%kessfully | ocates an entry in the
per sonal address book 200 having a mail attribute value equal to the val ue
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resi dent ointédnet. SHreveforelih Byrefesiedielnbotimeigopeélthe ag in the personal address book
200 on the mobile device 30 has been merged with the downloaded certificate 300, a flag
250 assoctated with the merged address book record 210" is set to indicate the record’s
newly merged status. When the mobile device 30 is being synchronized with the server 10
via the fixed-link connection between the desktop system 20 and the mobile
communication device 30, the synchronizing utility running on the mobile device 30 may
upload the merged record 210" from mobile device 30 to a personal address book resident
on the desktop system 20. Preferably, in turn a synchronization utility running on the
network or on the desktop system 20 similarly merges the newly-synchronized personal
address book r;:sident on the desktop system 20 with the global address list on the server
10. In a further embodiment, if the mobile device 30 is not connected to the desktop
system 20, the synchronization utility may be configured to operate over the wireless
network 140 between the device 30 and the network server 10, bypassing the desktop
system 20.

As described above, individual information is obtained by communication device

30 from information stores on the server as part of its communication process. This




gl obal address list on the server 10, for exanple, nmay conprise an entry
for a user or recipient that does not include certificate information,

al though certificate information for that individual is available via the
certificate nmanagenent systemon the server 10, or from an external
certificate store accessible to the nobile comunication device 30 via the
Internet. Therefore, in a preferred enbddi nment, once the data in the

per sonal address book 200 on the nobile device 30 has been nerged with the
downl oadedindematiphdsithen 3dded ta tie pegsonaGiofameticn stordnwpmimuniatime dejdce 3y ess

book record 210' is set to0 indicate.the record.s. newy nerged status. Wen
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personal address book resident on the desktop system 20. Preferably, in
turn a synchroni,zation.utility running on the work or on,the d top
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server 10. In a further enbodinment, if the nobile device 30 1s no
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conmmuni cati on devj.ce_30 % a coher e41th manner. The synchroni zation step is
then utili SUEFSPENdiRS Hag 2ofLisyessbitgeP 490di vi dual information on the server 10
by upl oadi ng the combined infornmation fromthe comunication device 30 to
the informati OnTﬁﬁQﬂ%Ssy%mt&&%oﬁﬁﬁﬁﬁh@ﬂcﬁﬂwﬁ&hﬁ%?ée‘f‘of&ﬁta%ﬁi’\ﬁis%dfat@ gure 4,
once the nerged record 210" has been created, at step 440 he flag 250 is
set to i ndidemmtiohator¢syan the owbie 20D munomtion devicedd, bof dsordidvenfor and at st ep

450 the updated val ues of the_.record 210’ are upl oaded to the seryver 10
and mer ged RRERENF| SYRFoslzation 46 MEionarls infermation Fiore oA AEYeR ) 1elft used

on the nobjigs dRAh&EePReofdRn 16%AHR N the mobile communication device 30. When a

- plurality of mobile communication devices 30, each individually practising the method of

-creating merged records 210", each communicate with the server 10 to merge their
respective merged records 210" with the global address list resident on the network 10, the
process of merging and updating the global address list is thus distributed among a number
of devices similar to that shown by example as device 30. It is not necessary for the server
10 to perform a server-based merging process, with the attendant use of server resources,
to consolidate disparate information store entries. In a preferred embodiment, only those
flagged, merged records 210" are utilized in this synchronization process, although in an
alternate embodiment the entire personal address book 200 may be uploaded and used to
synchronize the information stores on the server 10. Preferably, if the personal address
book 200 comprises entries flagged as “private”, as is known in the art, those entries may
be excluded from this synchronization process so that private address book entries are not

shared on the global address list.

Further, the updating of server data may be carried out without waiting until the

mobile device 30 is being synched with the server 10. The data communication between




the synchronizing utility will query the global address list for a matching
principal identifier 350. Once the record 210" has been nerged with the

gl obal address list, the corresponding flag 250 is reset at step 460.

Thus, the system acconplishes not only a nerger of data from di sparate
information stores on the nobile communigation device 30, but also all ows
for increnmental synchronization of t he isparate information stores on the
server 10 itself, using the nmerged records 210' created on the nobile
comuni cat themaelidsricg 80 ahthe sarvep & malyitakse pddcermb iyt @me owenihé wirelesh devi ces
30, each indivi,d I ractisi th thod of creatin rged records
210 ¢ eachie iR RE Fidr 09 iebfradi 5726s Mol uite fF et A58 ror geo
records 21gmwhhilatidifis MeBadsivdgarBieslatly sithe pSLORNhIRESsHISK b WAkl 10, the
process of merging and updating the global address list is thus distributed
among a nunber _of devices sinmlar to that shown by exanple as device 30.
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| Various embodiments of the present invention having been thus described in detail
by way of example, it will be apparent to those skilled in the art that variations and

modifications may be made without departing from the invention. The invention includes

all such variations and modifications as fall within the scope of the appended claims.




device 30 and the server 10 is preferably undertaken only with transport
encryption, the synchronization procedure is secure. Preferably, the
address book application on the nobile device 30, when inporting
certificates 300 froma source other than the server 10, also verifies the
serial number 345 against any certificates listed in the global address
book or the certificate managenent system on the server 10 during
synchroni zgﬁ_iéﬁ@@& nce it is possible for a single user or recipient to
‘have nul ti tificates 300, the system and net hod descri bed above al |l ow
additional certificates 300 to be recorded in the global address list on
the server 110. WaykQusr? FRAGhIEASSyon! SRl £568bn LPURMIARatidVbdNg been

t hus described In“detail by way of exanple, It wll be apparent to those
skil | ed i ncofieined tn athedst oraerofat plombtyarfentenpdkiefinfoan atomsstoray aélableae ani t hout
departing fromthe invention. The inventjon_.includes all suc%.vari ations
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i nf or mat i ostosd wsed $n eargih@biiteho©comamunieativor fanétbm «tthe mobile comminiicaticron
information, the systemconprising a nobile _conmunication device for
accessi ng CRECHARGBISIETHFI RIS FTOBHY WI5OPEEHYS 9 nf or mation  store used in

carrying out th?eq%@%ﬂﬁﬁﬂﬁéaﬂgnfiﬂfﬂﬁﬁét% @Jm‘iﬁ%@alfﬁ%ﬁ&&eﬁf& I £kh&Tbn
devi ce, the system conprising program code operative to: Tequest

comuni cat istonesi a3 fpart o theanfrmarivdtioa fphatioalof the mbbikricermmisaionrkeiceand,on
stores as part of, the comunication function of the nobile comunication
devi ce andUPORSERIPE REBF prdustted HEOTMdigBst ed i nfor mati on, nerge the received

communi cati on | QlAEIRELQR A BinhflRlafith LEHALARL A RIE&Aforhlliof BRsdigFONal
information store Tn the nobile communication device to create a nerged
data set cantigkhigi@hatieasibreinehd eobildcahmanitaion G&aidean caafear matgeddataand
provi de the nerged data set to the network. 2. The systemof claim1,

wher ei n t h&etspatnaising @t laaarons serord sbeommmppeatinndstpamaitis 8fi ve to merge the
merged data set proyl fed Q. ddie QELVREKAMLR at |east one of the

2. The system of claim 1, wherein the system further comprises program code
operative to merge the merged data set provided to the network with at least one of the

plurality of enterprise information stores.

3. The system of claim 1 or claim 2, wherein records of information in at least one of
the plurality of enterprise information stores are stored in association with a principal
identifier, records of information in the personal information store are stored in association
with the principal identifier, and the program code is further operative to:

on receipt by the mobile communication device of communication information
having an associated principal identifier value from the plurality of information stores,

_ query the personal information store for a record containing a value matching the

associated principal identifier value, and

merge the received communication information with the record in the personal
information store containing a value matching the associated principal identifier value to

create a merged data record.




plurality of enterprise information stores. 3. The systemof claim1 or
claim2, wherein records of information in at | east one of the plurality
of enterprise information stores are stored in association with a principal
identifier, records of information in the personal information store are
stored in association wth the principal, identifier, and the program code
is further operative to: on receipt by the nobile conmunication device of
comuni cati.on i%£ornation havyggaan ssoci at ed princj pal idenh%;ier val ue
from the pfural 't Swfen AF gaigadi Whereinghegysteny fyather ¢q9aPrises BISE™M Foffor mat i on
store for e d. containing a value matching the associated principal
identifier value, and nerge the recei ved comunication information with the
record in the pefesgotat mergddalatmdet proviiednetheartvairRivith A least ere ofahepluraditt he
associ ated principal identifier value to_ create a nerged data record. 14
4. The syspg?ﬁtmﬁﬂéﬁfaﬁmpom@f%Wﬂlﬂf‘@fl@%ﬁ%ﬁlqaaqué}f tl&awt}?ex?%%f BEEBHEmM code

operative . k ] t it h at
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the at | eagdentifier férell reagabdiittdn with e restbed Pdth BRord, ahdmerdih®he stiogeisddtor a
record containj ng a value matching the value of the principal identifier
stored in &sestvaksHA regorhinthe ahlersyene ahthg phuselsy @f cfpprise FHPRAIOR 818 ged
data record with said record in the at | east one of the plurality of
enterprise information stores. 5. A nethod for nerging contact information,
conpri si ngst he gt @phodior MERMgtoRtcBinfiiatién, COMFKBING alid AEpsddvi ce confi gured
to provide comunication functions and capable of accessing enterprise

i nformati on st oPeEYiding a mubilgsprmunieton devies ermiighed i Bravidecommpiieaionon

devi ce a personal_.con Fpformtion store for u i.n_as jagtion with the
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store as part of the communication functions of the npbile_ communication

devi ce, reé@rviongse wsissyiatioa wigbthe somsmnintiemfunshorfefiteedevi¢te r equest ed
contact requesting, using the mobile communication device, contact information from an
enterprise information store as part of the communication functions of the mobile
communication device,

receiving, using the mobile communication device, the requested contact
information,

merging, using the mobile communication device, the received contact information
with related information present in the personal contact information store in the mobile
communication device to create a merged data set; and

uploading, using the mobile communication device, the merged data set to the an

enterprise information store.

6. The method of claim 5 further comprising the step of providing a plurality of

enterprise information stores on a network.

7. The method of claim 5 or claim 6, wherein the step of merging the received contact
information with related information present in the personal contact information store

further comprises the steps of:




information, nmerging, using the nobile comunication device, the received
contact information wth related information present in the personal
contact information store in the nobile communication device to create a
nmerged data set; and upl oading, using the nobile comrunication device, the
nmerged data set to the an enterprise inisor mation store. 6. The nethod of
claim5 further conprising the step of providing a plurality of enterprise .
information stores on a network. 7. The method of claim5 or claim®6, ;-
wherein the st effeatifig yiirg prinepsldéartifisyhavng abiest velae.ghedtst 8HndPeln rel at ed |
i nformati ony I t1 g : I, F I -Qr er
conpri ses tl%egl{lgiérg%én%%:s})#%e?%tﬁﬁ ??%/‘J’lc‘r%lg%égﬁt?d% gkglﬁ%#l%gfl%%etﬁ% P%I?%ﬁratphavi ng
a first vabugacttih®rhbtieistee] 4@ pal identifier being associated with the
recei ved contact information and with the personal contact infornation
store, and quer yireryingtihe persensheontecs trfaanationfssradaragringtrg} leplerdagingdcei pal
identifi er, %\éhr}’? a 1}flaku(-;tvaU:techi ng the first value. 8. The nethod of claim
6 or claim7, ?}Wg’ § 1rIff)ri I'ng the step of nerging the nerged data set
with an enterprise information store. 9. The nethod of claim7, further
conprising the step of nerging the nerged data set wth an enterprise

i nformat i of. st orfde methall eftcddginf et deim Gdphirsomgrising t@%@%oﬁiﬂ‘?rgl@égﬁ fying a
second pri nci %I i dent |%4 er _havi ng % first value, the second principal

i denti fier "BEFHG AEES LRGP I RO REY Yo Fat 2 set and with the
enterprise information store, and querying the enterprise information
store for a principal identifier having a value matching the first val ue.
10. The ne®Bhod Jheaheshod o altinr Bifwrthdreomprising pre swen faherghgribe miceed da@ sehe
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identifying a second principal identifier having a first value, the second principal

identifier being associated with the merged data set and with the enterprise information
store, and
querying the enterprise information store for a principal identifier having a value

matching the first value.

10.  The method of claim 9 wherein the first principal identifier and the second

principal identifier are the same.

11.  The method of any one of claims 5 to 10, wherein the mobile communication
device requests contact information from at least one of a number of disparate enterprise
stores on the network and the step of merging comprises merging the received contact
information from the at least one enierprise store with related information present in the
personal contact information store in the mobile communication device to create the

merged data set.

12. A mobile communications device for merging contact information, comprising:
a personal contact information store for use in association with communication
functions of the device,

means for receiving contact information from an external device in a network,



devi ce requests contact information fromat |east one of a nunber of
.disparate enterprise stores on the network and the step of nerging
conprises nerging the received contact information fromthe at |east one
enterprise store with related information present in the personal contact
information store in the nobile cormunice)tion device to create the nerged
data set. 12. A nobile communications device for nerging contact
information, conprising: a personal contact information store for use in
associ ation wi t Feagsmion mceging B reqaiiyredostast igformationywith delatefdnformatin
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present i ncfchR NaEEEMNALtac@Ni@ct i nformation store of the nobile
conmuni cation device to create a rrerq%ed data set; and nmeans for

transnitting thaeseyietraskmitingdhe mergedalaty schtpdhe er anoilics enigrnag deyieceinithe t he
net wor K, whe%veirn said neans for receiving and said neans for transmtting
conpri se pg?ttso%f t he conmuni cation functions of the device. 13. A

comuni cati ons Rk kaid Rehikdio gecdividgeasitsaidnBedi® B ttaneRNTHE teaprienartdefi ce
according to claim12. 14. A nmachine readabl e medi um conprising conputer
code neans thexeounabtasiopduactiops etdsslevicof the device of claim 12 for

i npl enenting the method of any of clains 5 to 11.

13. A communications network including at least one mobile communications device

according to claim 12.

14. A machine readable medium comprising computer code means executable ona

processor of the device of claim 12 for implementing the method of any of claims 5 to 11.




