., e3ethq$(6ThMS)1 2 Nl A~~ 2QB 1 A SECURE DATA TRANSFER SYSTEM} Ehiz i’a&ﬁ ntion
relates to secure data transfer systens. The invention is pa i Ak g
appl.rcable to secure data transfer involving a trusted third party 5 (TTP).
"Encryption of nessages for reasons of security and authenticity has been
practised in many ,forns. In the context of digital comrunications,
encryption based on mathematical algorithns is under continual devel opnent.
A 10 di scussion of encryption techniques can be found in many text _books,
for exanple Applied Cryptography by B. Schneier. John Wley & Sons Inc.,

1996. Symmetr| | se of a single key which is
known to botﬁlgﬁgﬁﬁﬁgigézggé%ﬁc é¥§§¥§2§%gent. The key is used to encrypt
t he nessage 15 and the sanme key is used at the nmessage destination for
decryption. It is vital to the integrity of such a systemthat the key
remai ns the S@¢ enveitidrhechendes seodret detar eangfeensystesl Thgihva@giono id he
security in which the key is held by either party undermnes the integrity
of the syst epagicugily @pnléffabé%lrt@ yeeltidete kansiEetyoldng i eruried bid P it to
decr ypt $he Eﬁ ge. An exanple of a 20 symmetric key cryptogxaphv system
Is the well - I Data Encryption Standard (DES). To address the security
probl em associated with symretric key systens. public key (asymetric )
crypt ography was devel oped. In this arrangenent the key 2~ sharing problem
of symmetri c Encyyntiogr aphpessagesy dordechsons ofisagurity andyauthenticityi ks heen t wo

R R

M~ Z based on mathematical algorithms is under continual development. A

10 discussion of encryption techniques can be found in many text books. for

example Applied Cryptography by B. Schneier. John Wiley & Sons Inc., 1996.

Symmetric cryptography involves the use of a single key which is known to
both the message sender and recipient. The key is used to encrypt the message
15 and the same key is used at the message destination for decryption. It is vital to
the integrity of such a system that the key remains the secret of the sender and
the recipient. Any doubt as to the security in which the key is held by either
party undermines the integrity of the system as any other party having
knowledge of the kev can use it to decrypt the message. An example of a
20 symmetric kev cryptography syvstem is the well-known Data Encryption

Standard (DES).

To address the security problem associated with svmmetric key systems. public
key (asymmetric) cryptography was developed. In this arrangement the key

sharing problem of svmmetric cryptography is avoided by using an algorithm

o
W

which has two kevs. One key is used to encrypt the message and the other key

is used to decrvpt it. Thus. there is no need to transmit and share one key

AR
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bet ween correspondents. Any party is able to encrypt a rressage" ARy Arhe
“intended recipient's public key, but only the holder of the other (private)
key .as well is able to decrypt it. For mufti-user systens, asymmetric key
- encryption techni ques are commonly enpl oyed. Such public/private key
systens have been devel oped by. for exanple, RSA Laboratories of Redwood
Cty, Galifornia, USA. In practice agymmetric key algorithns are too slow
to use for the encryption and decryption of large quantities of data. To
address this problema unique 10 symmetric key is generated for each data
transfer ahetweehscossespendents. keyy ipsrty riarabiete edefypbrm oweesagar using ¢he¢ he ot her
usi ng an as tric blic) ke t hpd hj vi des the speed advant age
of symetr f%‘%@é‘f%feﬁﬁs PEE%\? EF%gbm?ﬁBg’ataegﬁldgb&&Gfmgq (ngﬂﬁ‘?gﬁﬂ' @S (public)
key. 1 ~1Iqg j fiet 1 i fedv | ible to
devel op a iegiqtS :ﬁmegl(b;%éa%?yrét'b?% &hﬁ%{%é{%"gﬁﬁfyy am{lﬁt cekége%xgcer?B l?)?ﬁt he
message wasechhigupsiatey comnpnily iengpléyedhaBecid poblisprivaie by $tand havsender
encrypts a di gest of éhe nmessage (called a 'hash') using the private key.
The dPgest beedt risieloped phver 481 X81pksy BRé Usdbriptenigs wibRedwred, Cityi t he
sender is &gﬁ'fgrjlﬁdu?%cause only the 20 sender knew the private key with
which it was encrypted. This provides authentication of the sender to the
user. The fact that the private key of the asymmetric key systemis kept

only by the sender provides a useful formof authentication known as
' non- r epudimprastice asymmeiric key algoyithone aceuwoosdevrio afse tiae the erryptidtey f or

decryption rROSes. se r..can de bei n he source 2~ of the
ressage R 0BT RRen DRTrEE MTAFRAI A BRAE hRHBRIST gl

decrypt er, symfetridRey @ bphRited fof Qadh!BhtaaParIRe WRAANK AfmmERREKSPFOCI at ed
with the encrypter. To address this it is known to enploy the services of a

trusted thiragsfpmed yirqriTToRe party dot thei ethte uaumghar iasymnitec (phldia)f keshe TTP i s

t tify t it .bot h t] t hat t.h t h ' t hey. tt

pe. Cer 1 Medhcon e g e BPEed vaplige artmfi™ b Phge shir £y °

Cearly, the RRahaEEYoUN dsPRndetic '(pi,b?q}:;@gv'to its standing as an issuer of
y

certificates. The cCertificate typica i'ncl udes identification data as
well as identification of 10 the certification authority and the duration

for ich the certificate is vali.d, A so-called distinguished,na rovi des
Bt hat | calfl GnEgensin PRt ST PStris ke FEStem o Sossble g fevelop & AIEgal ¢ anke i n
an organi sat.i i i i Lid t@at

certi 19 i cat gitggés)tggécibgt‘ggi%&mpﬁv%r% t’?lra gﬁ}gkagf&}dﬁg%gi t’P g.lﬂ%qéééE%rsy%F i l?)&r?t ysof t war e
enabl es uspwporting wrimwvd dahe sseclo eloythby thensenyiat emyyfts |edigesdofithieachi ng

themto electronic mail (e-mail) rressa%]es. The files cannot, be read by
anybody' ofsesage keatledife hash & HeIBE theaRiiviekey- of e igest ps nowleripherabltere is a

d f . ' . : ' tal 20
need t1or ag, eJn%gﬁé %Qitn thdl u‘b}'f’itkel&t\. Bl ftﬁ%%én?ﬁf(ﬁ)f@?rhﬁ&i‘jbE%%?étgﬁi}ﬁgﬁ?ﬁoos a

systens. |n" nmany I nstances, I S necessar e sen at | east
t o haoe vesdridet dnicon tichativate kes igerwhiels di wed bycrtpted aThio prewdey eci pi ent
(proof of deliver}'). A recorded tBostal Iet'[er is signed for by the

reci pi ent AMBANYQAtpE Hthasendrrde By Ushe e fagrat thanPrixaieskesr afi thsost al
letter is -1y oy,%@e i , e, ing passed
vari ous po%gr@g&gglct lggyder | vné? 51@;2&&% %ﬁ]tg%ha?%}d%xjyg?%rgnqt ﬁ%ﬁggﬁé:r@i ?:gti on of
del i very i sumeiticationkaaivh 4 "acsvéRdidieaans thefd islvaty bie catédiamo dgement
software of the recipient may be disabl ed ~z ~"-"~""Q003 4 or the

reci pi ent psvpediendondeqrsptiompemasss. r e sender canpeldpyhping thersaussq i s not
i nhergntly cure. Thus, security of an e-mail nessage depends entirely
upon 2§ncry8?ﬁ1§r{n§§sag%e nmessage and the encryption system renai ning




unconpronised. 5 It has been proposed that recorded e-mail deliVbZyMAREIB:
"effected by using an encryption system by which an encrypted nmessage is
transferred to, and held by, a central point associated with a TTP for
-onward delivery to an authenticated user. The nessage is stored at the TTP

until it is requested by the 10 intended recipient in response to
notification that the nessage is waifing. However, it has been found that
there is a practical Iimt on the anbunt of information the TTP can store.

Thus, the systemis dependent upon the storage capacity of the TTP.

Fur t her mor Assunatcesrasytot the idontitypofi the decsypter,bid. thhereoipsangerel juselaf has to
conformto the TTP receptj(gﬁr;{tr sm ssion systemboth 15 in terns of

for mat and¥CCEIIENAS K108 2R0QIatRA W eNeapien 1padiressBis itinbBOWRAEA t here is

POV 180 ZerlBd shE PRAGK FUSRRFTRH G, GREfcd bty The " ooe! ver

facility he sen aving nmean or

encrypti ngrotiabtHeOTTP e td béreifid frleitiRe iop bRt pafidMlatithe ofer 3Phihbttheg the data
into encrypted parts such that no part is decrypted on its own. neans for

encrypt i ngpwportdadie. ohertigication liplsy & partinular kayi withghe identity of echacty. a f ur t her
encrypted rt.. neans for c i the further encrypted part and the
remaiylr[:i ng @%ﬂl?j”ptﬂéed S%%Hrlltyt 8{93%')&}@2 3 Y]'éatl;{Onlltécfgaﬁ?ﬁﬁﬁgﬁsaﬁgpfsa?ersQﬂdi ng the

dat a bl ockeertifigassgcei ver facility having means for receiving the data

bl ock. 2i nmeans for requesting decryption of the further encrypted part by
the key facility which has nmeans for decryting the further encrypted part

and neans for sending it to.the receiver facility and the receiver facility
al so havi ng'né gc?tggyplcalﬁxIpncglqgg.l&qgtl\f_/ﬁfcgugnéat&&sr\s\,gltliaﬁé gntification Qf)t ed part
and e degeyphfitalidh bllor@n Ghd ReSdlrbddd fRlicA%Rk PoriBicki§Vafi@cid ity. In
one formthe invention provides a data transfer systemusing an asynmmetric
5 ("publi csorclled distgtgrushedinimeqprovides autheaticatiodesfl an gndgyniimted © dat a
encryption, that encrypts a d_dilgitally,siqr}tls data (the "plaintexf') to an
i nt ended rPEFPICHPAC> &§-rARY Bher BegapisaHORs fffércéwcr'bmeem gatsetih be

remved, SHERISIRS e AIch @l Aadoex AP Bhabieghgegyered from the portion

r emai ni ng. enoved portion Is si e-encrypted to a third party.
This re-encryption should 10 include or produce a unique identifier for the
nmessage that will be available to . .
I3 Encryption software enables users to communicate securely by encrypting files
and attaching them to electronic mail (e-mail) messages. The files cannot be

read by anybody other than the intended recipient of proven identity.

There is a need for an electronic equivalent of the recorded and registered postal
20 systems. In many instances. it is necessary for the sender of mail at least to
have verification that it has been received by the authorised recipient (proof of
delivery). A recorded postal letter is signed for by the recipient when it is
handed over by the deliverer. A registered postal letter is tracked through the

postal system and logged as having passed various points up to delivery.

In an e-mail system the verification of delivery is not necessarily assured

because either the acknowledgement software of the recipient may be disabled



all parties; the sender, the receiver and the TTP. Both portions; the
encryption with the portion renoved and the re-encrypted renmoveg peption
are then conbined and digitally signed. This data is then sent to thell3
-reci pient by any suitable means of electronic or physical delivery. 1~ The
recipient is assured of the integrity of the entire data by the signature.
The recipient then extracts the re-e?crypted portion, digitally signs it
and sends it to the third party. 20 The third party can validate the
identity of the recipient fromthe recipient's signature and can then

decrypt "t her een@ciernds tosimgQds thbén@hi@l PedipiRsiagtlertly. £-nit6l 1sdgs t he

sender's sg%gature and thus validates the sender's identity. As the

reci pi ent gy Hegerce Hhgkewcuny of an grnaidimgsaeds defandmentiecly apger t hi s
establishes that the.entire pessage s.delivered to the recipient. At sone
poi nt 2~ iﬁnﬁﬁéorbr 8£esqget HECTREGuE N d Rt | fc;ngrypglfont h& s JFHAHE | dentity
of the recjpdiroafiéedany ot her pertinent information can be stored by the
third party. THe renoved portion is then digitally signed by the third

partySand sent to the ~ ~'~~~'"7 p 2co~ 6 recipient. The recipient checks
the third rty's signatyre and copbi nes the renoyed _portion with the

r emai nder , R&@é?"éﬁ‘? iPHgPOfSﬁi that iffﬁ%@qdngﬁ&lmlévm &3 .¥’° Fﬁgc?eéctwpi‘%% a8 t hen

val i dat es i n C ! N iS4t ori gi nal
o ai ntext . ROEIATRIAER BIALRALY Byl HakSye 1o ARG o 102 00

det ai | s of by,f aaredntrdiepoirheasseciagide ntithr eaqUEER efbrdenwypt i detivefy ttbheanenoved

portion. Thiﬁ i s taken to be proof gf g%i very .of the entire nessage.
Al parti eGSRt YSEE; it MBIsadst 1sotorsd ah i TEY pptibHds refusgieddy tBe a11
trangactio I parti e @ g, eg; 3 e: e ion
met hgg IS r?n\figgylteg lgﬁc%{d? gésaeg?(ﬁg}aklﬁﬁgﬂf&ﬂfﬁai glle f’ﬁgsggr £ g\ﬁdﬁ? Toved is

t he PEM heHdekyer3iit hbe bagi dowend thanthdre d5 a practicalMafage thartaa@unt wf Check
(MQC field fromthe header of the re-encryption of the portion renoved. 4~
t he nmessagifernationdbe diifeennstens: dawaethe systercis sicrendeny umpmiicsstarage age

T fer P | 2Q. =~ epl j es f third
party are ey Gyl ThBetpramagier G BRI S sPOGHER S hrhdlehe® 1M
Communi cat in@ssaBé @iself Blaé kteiforh &1 TTPIs fel&flidntansiisdoRkgstemBbvee by

privacy enhanced mail (PEM or public-key cryptography system (PKCS#7). 25
| n tHiSs fotrferrpeof farpabendaansnigyjorcmedisi.ent |y be a key.

According to the present invention there is provided a data transfer system
comprising: a sender facility: a receiver facility and a key facility: the sender
facility having means for encrypting data for the intended recipient. means for
20 splitting the data into encrypted parts such that no part is decryvpted on its own.
means for encrypting at least one of the parts for a third party to produce a
further encrvpted part. means for combining the further encrypted part and the
remaining encrypted part to produce a data block and means for sending the

data block. the receiver facility having means for receiving the data block.

N
ton

means for requesting decryption of the further encrypted part by the key facility
which has means for decrypting the further encrypted part and means for

sending it to the receiver facility and the receiver facility also having means for



The invention can send the nmessage directly to the i nt ended N&tiZftent . This
'~z ~~r;~ zc”"3 allows the encrypted data to be sent to the recipient in
any format that is agreed with the sender. In this formthe key facility is
only responsi ble for passing on the further encrypted part in response to

t he request nessage. The key facility is not required to hold the nessage
until it is called for by the intend%j recipient S after transm ssion by

t he sender. Thus, the secure nessage systemis not reliant upon the
capacity of the key facility for storing and forwardi ng nessages from
sender to rdeciyptiepthe dinirgptedplattemdribe decggted durtharencaptedipart providedibl e to

| og the request for the decrypted further encrypted part to decrypt the
data. 10 Albyéh?lgFY\ﬁaé’I”}‘Y-the encrypted data can be sent to the key facility
for onward delivery to the recipient. This enables registered nmailing as
the TTP is able to nonitor the progress of the data. 1In one particular

form of t hénioneddinm Ale iMRNESE PyPlLidst slaia thasfed sPaadalsimaht asyhmbrid S
convenient to split the data so that the header forns the basis of the

furthet endiByblied) peast .sysies.i mibntaronvithont ban punderlying pivarmeeis idatvari ous
123,207, SheSh ) P DS RS0 B M e S i Br A e
di agram of rthigieaRNAtufBSIBAt PertioR oFfth@es@prell ldaRSEArbSKIMARA, such that
the original text cannot be recovered from the portion remaining. The removed
portion is signed and re-encrypted to a third party. This re-encryption should
10 include or produce a unique identifier for the message that will be available to
all parties; the sender. the receiver and the TTP. Both portions: the encryption
with the portion removed and the re-encrypted removed portion are then
combined and digitally signed. This data is then sent to the recipient by any

suitable means of electronic or physical delivery.

The recipient is assured of the integrity of the entire data by the signature. The
recipient then extracts the re-encrypted portion. digitally signs it and sends it to

the third party.

20 The third party can validate the identity of the recipient from the recipient’s
signature and can then decrypt the removed portion of the original message.
This includes the sender’s signature and thus validates the sender’s identity. As
the recipient should have checked the overall signature from the sender this
establishes that the entire message was delivered to the recipient. At some point
25 in this process the unique identifier of the message. the identity of the recipient
and any other pertinent information can be stored by the third party. The

removed portion is then digitally signed by the third party and sent to the



Figure 2 is a functional diagramof the preparation and tﬂéhﬁger é a
nmessage according to a first enbodi nent of the invention: 2~ Pg&ﬁ 3is a
functional diagram of the preparation and transfer of a nmessage according
.to a second enbodi nent of the invention; Figures Via) b) and c) are
sequence charts of the nessage preparation 12 ~?f;,~ ?.~~3 8 according
to Figure 2 and Figure 5 is a sequenge chart of the nmessage preparation and
transfer of a message according to Ffgure 3. 5 A data transfer systemis
shown in Figure 1. The system conprises a sender site 10, a receiver site
12 and a TkBiptddte 14 having data processing capability 16. The sender and
receiver sites 10 and 12 are each typically a personal conputer connected
to an intranet or Internet for communicating with the receiver site 12 and

the TTP site 14. The TTP site, may include a key holding 10 part and a
message/ dat 2 ﬁ%“rﬂﬁ’ﬁ@hﬁh‘t’c“ﬁaﬁh{:.thﬁg@rﬁe? St'wt‘&?n%}‘rfﬁ E’Peﬁa £SCBIOVERe TTP can

be ref e”ﬁ;&’or%ii%n Q«ﬁttﬁp%?é’méﬁ%ﬁ. 'rééfﬁé/m&}t Eloriafifal Qhérfvﬁggﬁrléxtpalg{esre%?enﬁ”°“ped
together or renote fromone another.” Referring to Figure 3. a first

ermbodb mentthef tahidaien\the tsi gmatiracinddéscraptSi thpl dat -4 ~hibdekulTrignké erighiadt ocol
(SMIP) connection between the sender and receiver sites 10/12 and a direct
connect i orRiBtieEt at ed network | ayer protocol connection, such as a

transm ssion control protocol/internet protocol (TCP/IP) connection between
the sender site 10 and the TTP site 1-1. and the receiver site 12 and the

TTP site 14t adylster titestherseadérneant apy basks tiird parte-foRidbtadd of afandi cat i on
system O her fornms, of data conmunication could use the invention to equal
ef fect. | nvhen thegiepipipntapduesicd despiongftthe gempyadportionp This iedkep t h an

e-majh secunid rog%kh&%ér%fwgm&,@ thedshle. - ATNSARRCRA Qit8Ent PlodrP! Ug-1 1

and correspondin
of authenticity and integrity of all transactions.

In the particular example discussed:
1/ the encryption method is Privacy Enhanced Messaging (PEM),
15 2/ the portion removed is the PEM header,
3/ the unique identifier is the Message Integrity Check (MIC) field from the
header of the re-encryption of the portion removed.
4/ the message is transferred from sender to recipient by Simple Message
Transfer Protocol (SMTP)
20 5/ the requests to and replies from the third party are in a format specified
by the third party using Transport Communication Protocol/Internet
Protocol (TCP/IP). They are signed by privacy enhanced mail (PEM) or
public-kev cryptography svstem (PKCS#7).

(]
tn

In this form the removed part may conveniently be a key.

The invention can send the message directly to the intended recipient. This



2~ equi pnent of the other parties can be inplenmented in varpousg s{gﬁ%ware
‘formats. 'This enbodi mrent nakes use of a software tool kit produced by

Ent rust Technol ogi es of Canada. It is used in the privacy enhanced nai l

- (PEM and 1 2r"'"~~? ?2n~~ 9 PKCS#7 node. The Entrust security system has
various architecture conponents. The security is based on a choice of
symmetric key algorithm includingt Data Encryption Standard (DES).
Triple DES and CAST; asymretric or public key algorithns, such a RSA, DSA
and DI FFIE 5 HELLMAN: and hashing al gorithms such as SHA-1. MD2 and MDS.
These are ahbys ehaemirgstedidateey beysehefihe diglenkigdanSyotABthW islagh@dknown to
the skilled person which could be used to equal effect. The receiver and
TTP sites #fié Gesenden §n giisorae thevikaynfapiity isonlgysspomsibbarfurmansisg oonf i gur ed
to receive and decrypt ta sent by the sender as descriped bel ow. 10
Referring U5 g‘ing‘ﬁf QX%XPg%tpatrﬁ@ @@?%@F tQtheereayest Resspes: njrg"eg?y ﬁaéélé‘éige PITis
bot h encryp!gd rvhiifed RehdId e medstie hitil it RECAIRE Wiheghteﬂdw iR

reci pients and signed by the PEM net hod using the 'sender’s private key. The
“headér' pafter winsniissiom by abesdnses plids. tief secitceemessagd Systesh anaetrrdliBEM f or mat
that part from1 ". ... .BEQ N PRl VACY- ENHANCED MESSAGE. . ... " to the

t er mi nat i nYPYHIGCIRAFLY OF k% PR P eSIONBE 45 (01 ppgmessagaaciomas  The
remai nder | ; t . 0 i LIl at the
ender of ¢ &R FERACHE, Bfls bthes jSLoraEF ey erh s Y TRV B toghbk | 3"y

t he PEM netduyndstubr thg ddeeympedfirthek encropted ipartitbidectypesheydaan! y. Thi s produces
an "encrypted header' 24 and an "outer header" 26. The encrypted text 20.
encrypted i nner header 24 and outer header 26 are conbined and digitally

si gn (si re . 27) tegrLty o 2 fEel t he Quter
Headgl?) ?6 %rsl]@ g&éloﬁéér}lilee-r%{ﬂ%G%?eaﬁggﬁg eaﬁt iﬁ(?isgél [aog}] |%t %?\g acg:%%s@?o&\?%g 2~ i nner
header 22 whlivedny to the tocipiesonTids BsatlesRgistertbd ihdlidd as tHeeXTP isablehe out er
header M C i s, dependent on _the contents of the plaintext. Al so. the inner
header var MeRiter s RIREYSSS AEthe £l pl ai nt'ext is used as the symetric key is

~

In one particular form of the invention the encrypted data has a header part. It
15 is convenient to split the data so that the header forms the basis of the further

encrypted part.

The invention can be put into practice in various ways. some of which will now
be described by way of example with reference to the accompanying drawings
20 in which:
Figure 1 is a schematic block diagram of the constituent parts of a data
transfer system:
Figure 2 is a functional diagram of the preparation and transfer of a
message according to a first embodiment of the invention:
25 Figure 3 is a functional diagram of the preparation and transfer of a
message according to a second embodiment of the invention:

Figures 4a) b) and c) are sequence charts of the message preparation



~ 2 M~ P 2003 is chosen at random on each occasion. The epgr,gp,_t,geq §ext 20,
‘encrypted i nner header 24, the outer header 26 and signaturé& 27" ‘& sent as
a mufti-purpose Internet nail extension (MME) within 5 an e-mail nessage
-to form a nmessage package. The unencrypted body of the nessage itself is an
expl anation of the sent data and instructions to the recipient on howto
obtain software to decrypt the M M ignclusion. The sender (and recipient)
software for preparing the encrypted data conprises 10 M crosoft Exchange
or CQutl ook managenent software as well as the new plua in interface. The
pr epar at i oacasirdinggdo ke@rade and W ndows- based, providing a tool bar button to

click on if the.service is re wi_"erg g r encrypting e-mail, trapsm ssion. 1 ~

This enmbodi ment F§irg ési’ﬁ?/‘@'}?f‘?%ﬁ griko a"fedpﬁ?% QEngthPélegrtﬁeéla gafiavery.

Thus, the e is sent by the SMIP connection to the
H{&P%%%Gc&%&g @tFTgﬁx%@ y

receiver site rectl € same tine an alerting nessage may be sent
fromthe sender site to the TTP. Upon receipt of the e-mail nessage package

the recipient is presented with the gpen e-nmil nessage containing the
i nst rdct i oAsdatafeansiessystenpis dopvn imEigure dy pthsysystamn €pmprises 8 seadctheader

i ntended f e : rech i TS o e : J ...and outer
header s. s%engb’t %E%A%?i‘éc?gﬁg lE)'I !ggi(9l?‘g?{ﬁﬁaﬁ%&ﬂ?@?ﬁ,g@@%gﬁ#@?gréyni%?létg themto
the TTP usilgg TkP/skiier Tands receher rseeilveind il eark Seach typidallgch Byrsbhd open

e-mai| nmessage to send at |east the encrypted header 2-1 and the outer
header 2b fempHsr TpRnegsd jtada dpisenat rer2Bitenglufer gemmawicgtingqyyitht theor

decryption_of.the.engrypt Tﬁéija At t TP the .si,gpat yre .i §,checked.

This pr Ocegesce}vg\rlgg? gﬁt%@ t|gge t ?@J (1)? Erﬁghlerﬂl_s'ﬁe VRR 1%‘8 Cfr eﬁe@%’i“ént . The
out ertheadﬁértiaﬁd dSREbsh Lo/ 8AE hyddagbientgiel. YPb Rehdr INEEoRBAREAT pads opBBEr ati ng
the i nner header 22 to reveal tﬁe identity of the sender. I:I)'he identities,

date, ti meTTRecwdisercifetead fof dsea k¢ facaity hehather the différemtdiartarate grdupedper t i nent
i nformation are stored t% t he TTFE as evidence that the recipient 5 received
the whol e HESHEHET rgmare %9‘88 € 8ROl ver;' . Satisfied as to the
authenticity of the sender and the recipient by their respective
signatures. the TTP signs the inner header 22 using PEM or PKCS#7 and
transmts Refarnng he Higariepi.enfirstlembidibmenteof thehimventiom imebides enSimiples not

' ecellvse thﬁ/lail Transfer Protocol (SMTP) connection between the sender and receiver
sites 10/12 and a direct connection-orientated network laver protocol
connection, such as a transmission control protocol/internet protocol (TCP/IP)
connection between the sender site 10 and the TTP site 14. and the receiver site
12 and the TTP site 14. Thus. this embodiment is based on an e-mail

20 communication system. Other forms of data communication could use the

invention to equal effect.

In this embodiment the sender site computer is provided with an e-mail security

application plug-in (API). The operation of this plug-in and corresponding

[§]
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equipment of the other parties can be implemented in various software formats.
This embodiment makes use of a software toolkit produced by Entrust

Technologies of Canada. It is used in the privacy enhanced mail (PEM) and



10 i nner header they nust take further action to do so. as requesting the
‘decryption is taken as evidence of receipt of the entire fesd&dendhe inner
header al so bears the digital signature at the sender. allow ng the
.receiver site to re-verify the source of the message. Using standard PEM 15
decryption the recipient can now recover the plaintext. This enbodi nent of
the invention provides a formof recgprded delivery for data transm ssion,
such as e-mail. The sender sends nessages directly to the intended-

reci pient. However. in order to read the nessage the receiver site nust 20
initiate PKEFHBSMAde. t h€hd TEnfrostobeairity t Systapphaprvaaiods keychitectdeci pher the
message. The request_is | ogged by the TTP to provide proof of delivery that
the reci pimPangatsy dbgisgedripnis hrsed fgea cirpice piswametsienkey algorithine t o

submt a ry.to Pr] .der t Lshrwhet th ch

i nt ended ﬂggﬁé}ngnttﬁ%:g%é%t Flé#z? {é%FtSottaﬁ%aig ﬁﬁgégnzm}%t Ej;é%e@agféb‘ cause the
bul k of t%zﬂﬂie@ric or tyubnief ey edlgdfmms)obucheac RgAe DIK, afdt BIFtIEr age
capacity within the TTP is of less concern than if the nessage were handl ed
by th®d TTHEELMAN: and dpshing dgagithms isachl ap$HAd . MIP2 wndi MD5%  Theseequest ed
by the intended recipient.. ‘1 2 Mx ~ 2~~~ 12 Ref [ now tq Figure 2.
a regist er®y oﬁgysfx@ﬂg%ﬁiow Yeteie PR qﬂséglsbggl[ebeg%o&/ns}qﬂ%ear concept
to the recqfRtheedd WRICH RURE BIMURAIE ey RACLIRBLY ThelrBediirang RSl L@t . the
sender site is’linked to the TTP directly by a SMPT conmmuni cation as well
as a TCP/ ldpe conilaty poyvidétheith Entrusd Systeabtomporents odnfiguded exteceivenuni cat i on
bet ween a sggﬁer’ aa‘cil the receiver site. ll;h& receiver site has SMIP and
TCP/ | P corffeAeramt fA@FeR senger ag Aescripgd Bel9W-t he i nvention. the e- il
message package conprising the MM file of the cipher text. encrypted
header and outer header is further 10 signed digitally for receipt directly
by the TTHefusingtodiigeret4a aothecsenB€ simatietheAHainanxk mesyagy PAT ihBotBMIP

connection to the T&P as shown irt] Figure 5 The TTP returns a proof of

submi ssi orfNERiPRRE Mith thst Rublicaksy) fors therscipiandiar areeaipgel Fesinierts 48dder upon
recei pt. Tk ' j - Lhe l pLen ‘ LPients and any
ot her opt ;Etl] Seﬁ?ﬂgt?l Etpﬁ%g\dgxgégggdr Hﬁggtﬂsée%ég%sdbg%%ﬂg‘&m?ﬁ %r}\qlxegraglg p%H the M ME

content t aheaabssage tiesplieciffi Bat th Whé Mstandars PENE foprlt dﬁﬁc?érbiﬁ‘&mt he sent
data and instructions to the recipient on how to obtain software to decrypt
the M ME inelBEGBY P@dyﬁqutEM{AéKgﬁlaé‘dEaﬁAﬁEe-r-y torthe tirminating eepizi pt of t he

e-mai | pacgkage~and forwarding tgq the receiver. e~gvents.that. are | ogged by
the TTP 1 i toptinial roired (B fhsn Byef HEedlh o2 Th iRtpinddf sl

prepr ogr an@Réekygfedapkd Qos taken up on preparation of the message package.
The receiver s now in possession of essentially the sane package as was

received directly fromthe sender in the previous enbodi nent. |In accordance

ith th - i\ NSt ' in. - maj | ived directly. th
oL Pecer varEmioatisear LA ihs St Pk T 487 PBleb p RS ol ST e T
for sgcryRincBiptedBADsi s the PEM nlethod Gsia@tie publie Re{ bf M MRbipaity! v t hat

o

the receiver received the’e-mail and is attenpting to open it. This event
i s al so | agded Thos produces an “encrypted header” 24 and an “outer header™ 26. The

encrypted text 20. encrypted inner header 24 and outer header 26 are combined
and digitally signed (signature 27). The Message Integrity Check (MIC) field

of the Outer Header 26 is a convenient unique identifier as it is a hash of the

o
wh

inner header 22 which, in turn. contains a hash of the plaintext; so the outer
header MIC is dependent on the contents of the plaintext. Also. the inner

header varies even when the same plaintext is used as the symmetric key is



~~ 2 rte "~~~ , 13 interrogation by the sender, or prepraogranmed
notification. as confirmation of receipt by the receiver. &R1203 TTP i s
satisfied as to the authenticity of the receiver, based on the digitally
_sighed request and receiver's signature. the inner header is signed for
transm ssion to the recipient, as before. Thereafter, the 5 decryption
procedure takes the form previously scri bed. Fromthe perspective of the
nmessage sender and recipient, the only difference between this enbodi nent
of the invention and the previous enbodinment, is that the TTP can return a
ti me- st anpclqses eheankdpmapni eschmcossdioles proof of 10 submission that the
nmessage was submtted and that the TTP forwarded it. Message delivery
status information can be viewed by the sender by neans of an additi onal

on-screen {R! en@@'_ﬂt:éﬁ; &5 %ﬁgpt&i Hitler %@Qélerc.?éggﬂ%eéutfr;r @ga&? nﬂ?gng an

interrogate the t any ti or arrange to not 1 as and when | S
appropri at sigesterd 37 haeveenoac a mead-puAstde internat il dxtensien@dIMEanvitiifange to
be notified if a particular event is not |logged by the TTP within a

speci Pi ed PrErByl mgsizgeato {?f‘ntfhg“ﬁ?@éd’@é@geec b BRenqryptad|bedy $TdBeai n event

| oggi ng i”xfn%é’él%%ii@@lfiii‘a@eg;%lﬂdtﬁ)'h ofaie St gt&% Jna\iﬁée‘&dc?i%ng %o irf&trg&g?e%t o be

used with e-malfl conmuni cations to provi dée secure conmuni cati on. status

checki ng ao howrte robpin safitware.to dgcyputhe MIN{Rdnd¢tasisage t hrough the TTP. tine
stanping of delivery of the nessage package is also possible as referred to
above. Routing the cipher tea directly to the intended recipient creates a

e oont i i oy (e e PEQRAEE ot RsPef by EL AR s o” T

tranggi ssi Mic@boft mze\-cmﬁgfs:a&eoaitwm i geRiRAL§offwark RS WLAPIHR Hew JlagL eaf ter.
the request to the TTP fromthe recipient for decryption to reveal KR ~ z

MAR 2rr~ 1 ingerfapet h&he [pogpgeatioanef thepoessagk iso Windowethdsad, psovidingta enpt to
open the enc ted. data. Rqutin he ci.pher text .directly also avoids the
need for cﬁoﬁLé%rfb&Eonh@nﬁﬁﬁhﬁnbg (ﬁlﬁeseﬁ“f% & r%ﬂqlr.edeOéo‘?'}?r%mﬁ'@dF'r%ﬂf s provide

three pri nginsnhiyéiehl ons, nanely nmessage postnmarki ng, key rel ease and
enquiry processing using the logging facility in the data processor 16. In
order to provide strong audit capability, each entry in the audit |og of

e 2R 10 B5R S Y B R SSae A TG o e
addi tion, {RAjE48d 5Q&%8re message is sent by the SMTP connection to the receiver site
directly. At the same time an alerting message may be sent from the sender site
to the TTP. Upon receipt of the e-mail message package the recipient is
presented with the open e-mail message containing the instructions. the cipher
20 text. the encrypted header, the outer header intended for the TTP. The
recipient’s software extracts the inner and outer headers, signs them as one
block using PEM or PKCS#7 and transmits them to the TTP using TCP/IP.
Thus, the receiver site is instructed by the open e-mail message to send at least
the encrypted header 24 and the outer header 26 to the TTP, as indicated in

25 Figure 4c, as a request for decryption of the encrypted header.

At the TTP the signature is checked. This process reveals the identity of the



and deletion of entries. There is an inportant requirenent é Té@f
‘sufficiently high security. 1 ~ In nore detail, the nessage m& @ ng by

the data processor: accepts a PEM formatted nmessage fromthe sender;

.val idates the sender's signature; creates a database entry for the nessage
whi ch is updated as the nessage passes through the system calls a billing
sub-routine passing the tine, date, gender's distingui shed nane. sender's
e-mai | address. nessages identified. nunber of 20 recipients and nessage
size: returns an appropriate nmessage to the sender if the response fromthe
bi | I'i ng sutscipienti rkhd ouliec Atader tihated tvedm}stakjye eqlaoypted rener dfeaded24,

i ndi cating the rea on,for refus and upd the it e enerates a
si gned mesSAKEAING, the, liner RR3der gbeﬁ’t reﬁ’Gf“eEl a?afuqi IS%Cieran €t or es
nmessage heg nf n r a at abase
ecord exi opates Al EnmcRael Gacificg 3ol @ﬁ%ﬂs KA

tracki ng. pemné’ntMnformmnl&eKaysrddebseaﬁe T'DB|a$d8\81deli?c§éCﬁﬂitltlhg felpi@nnect i on
fromthe sender: receiving the_ signed PEM based nessage, containing the

encr ypt ed Ieeined thawholeynesgaganbermepbokdalivesy.t he request: calling a billing
sub-routine; passing the tine. date, sender's distingui shed nane, sender's
e-mai | address, nessage identifier and 5 nessage size: sending an

appropri at Satiggied ag o the duilersieniglof thef sehier dddl the Betisivht bwiidim@spértiveat es t hat
t he nmessage should be_refused; updating the audit entry and sending a

message t osigasureacthsi 3AP Figas dhe |1Wg€rth@d¢!e3§olﬂﬁlmg)rPHMy0T SKESH7 appdat i ng

t he dat abase de st at us: racti e inner ader usi n he KPO
private kgéansggkd}/ﬁgﬁ} He - & %n;typ? lbe %v§8pg]a&,ﬂéedreﬁmrg & %E%Cgb‘% ti?%nt ai ni ng
10 the mat ﬁhbﬂﬁeaﬁ@ﬂmei ?ﬁusi@lfaléeflﬁrth&cdc@i'oﬁ% do%BdaWehhéﬂﬁﬁHQH@&&bﬁbﬁ
information to the audit | og. Enqwry processi ng which permtsS user or

admi ni st r aisitakenenguidepcast taseiphof thelentisr message.us of a message i ncl udes:
accepting the direct real-time connection 1 ~ fromthe enquirer: receiving
an encrypted and signed PEM based enquiry; verifying the digital signatures
from the sepdeincaithder b3 Ucaf MeClital’ ShdiG] BOHNErABRT ARMiAL Ghe eCOr d
fromthe database: conparing the enquire i stingui shed nanme~to

dat abase ereteiyet sitens uce ctifipithe heurea i thermessagehe 4 éxmie istandenci ﬁEM]t or an

authorlsed adm pistratQr: returning an err if the 20 enquirer is
unautlfor i sSRFTYRIIAR the fERPICALEaR R | 8}"’}‘9?8 ®¥essage if the enquirer is
authorised. It will be apparent to the skilled person that the keys used

can be varied according to security requirenents and perceived risk of

conpr om seThis@mbddimeaxafpheinvehor progides aadan ofeecorded delivesy for duta
rigorously encrypted but in sorre way at Ieast obscured. .In the art, there
are the soURMBMIEION.cPYGHHRF fgmai ecﬁr‘i‘Fti@é‘e‘t seRdsy Rsssages adiresslye fo [thy el of

security agalfash récn[sl'ehtt. "AblvB Ain B 3§28 Sead fﬂe%sage the receiver site must
20 initiate a request to the TTP to obtain the appropriate key to decipher the
message. The request is logged by the TTP to provide proof-of-delivery that

the recipient has received the message. The message sender is able to submit a

query to the TTP in order to establish whether the or each intended recipient has

attempted to read the encrypted message. Because the bulk of the data

9]
wh

transferred does not reach the TTP, data storage capacity within the TTP is of
less concern than if the message were handled by the TTP. Furthermore. no

data is held by the TTP until it is requested by the intended recipient.



1 2 MAR 2003 16 alternative, hash routines can be used in phacepdf 2&7
‘symretric encryption together with digital signatures authenticating a
nmessage originator. The system of the invention is applicable to secure
.transm ssion of information generally although it is designed for secure

transm ssion on e-mail. The use of a further encryption step which is
controlled by the TTP neans access tci the data is controlled by the TTP
until it has authenticated the recipi ént and the sender. Accordingty. the

principles of the invention, which have been disclosed by way of the above
exanpl es, Refetying man/emﬂhgmd 2.na vegisersl poagtsemBditimens bt thethventibhdsart wil |
readily recognise that these and other npdifications and 10 changes can be
made to t h&apFeaRAsMysnncent 0ithnirrordad delivery sustarmawesiyitedeabexentt ary

appl i cati OQHIS é&“gal%hfqur&ngasgﬁ% l?gclilnﬂgé ngh@n‘ﬁéﬁ‘ (}ll‘se%ggt gf%aﬁt\&}nﬁ from

the spirit ‘and sco resent 1nve t he

fol | owi ng Qbﬁirﬂ@mcatlon as WBRaE“aOT’CPHPQoNnE@lml TRe@aik hot édifsBmeBY 6F €M
conprising: a sender facility;, a receiver facility and a key facility; the

sender5 f acidilect coramunisatiemhefWeasn asendgpanchthedaceivéraite: HBaisracatvendite

par 15 dedP AU B T el Eh et TRerypt g at TTeast one of the

parts for the key facility to produce a further encrypted part, neans for
conbining the further encrypted part and the remaining encrypted part to
produce a datthibfermk Oé’ntdjenmacmidmrthseﬂdiariﬂgrrtelsmgdaparkbg@aiomprhmg eloei ver 10

facility hayj ans for.receiving the data blo ns, faor uesti ng
decrypti onM#Mgth f {Bfe FIRBSE A5t 88"‘38@ E?aadleﬁé‘nae‘g)‘t?ragls@qeﬁﬁsvﬁ’mgﬁr has
meansyf or QegiedRiki 'Eui!lvti‘%?rédéwb‘?{ecﬁ%wmf-qﬁpr%'éﬁxgaal?l ef PO l?e%ﬂgxlr ng it to
t he receiver” faC| Ity and t receiver facility-a VI ng neans

decrypti ng 28henesentyyia ¢lte SMTP aohechion deahy FTPdasf shoretn Eipuikey/ Bt eThepart

provi ded bynlhe key 15 facility. 2. A systemas claimed in ¢claim21 in which
the sender aPchtW"i“? 2 piee bfﬂé%ﬁ'n%“ ftype §Péﬁ?ﬁ§‘4‘ﬁ?) obths eomat imessages. A

system as 9+q§@%gnw G f@cél pr %Henhgqyefgsté iRe e 1EP?EZE£21§}Q$d&f the

sender faci y are arranged‘to send acility and
t he key f acedipieytsi andlanglesheroptions tat tlﬁcﬁhﬁtﬂi}lskbecﬁdt ahel LK f@nardsor war di ng

the said block to the receiver facility.

15 the MIME content to each of the recipiénts with a message body describing the
sent data and instructions to the recipient on how to obtain software to decrypt
the MIME inclusion (as in the recorded delivery embodiment). Receipt of the
e-mail package and forwarding to the receiver are events that are logged by the
TTP for optional interrogation by the sender or they can be preprogrammed

20 options taken up on preparation of the message package.

The receiver is now in possession of essentially the same package as was
received directly from the sender in the previous embodiment. In accordance
with the same non-secure instructions in the e-mail received directly. the

receiver sends the outer header and the encrypted header back to the TTP for

o
wn

decryption. Upon receipt. the TTP is able to confirm implicitly that the receiver

received the e-mail and is attempting to open it. This event is also logged for



25 4. A systemas clainmed in claim3 in which the key faci Ifqtzymart‘mar
‘includes neans for logging receipt of the data block. 5. A systemas
claimed in Caiml or 2 in which the nmeans for sending at the sender
.facility are arranged to send the data block to the receiver facility 30
and the receiver facility includes nmeans for receiving the data bl ock. ~
Z P~ 1AR~0~3is 6. Asystemas claiged in Caim5 in which the key
facility further includes neans for ] ggi ng recei pt of the further
encrypted part. 7. A systemas clainmed in any of clains 1 to 6 in which the

key facilijhrRohfi6h b9afie REARS, BPPreIpPQ@hﬂﬁxcrde&ﬁifﬁtan&? :%fe@(gx{tﬁﬁh'dﬁé ofOr

decryption of the fufther encrypted part as proof very of the block
to the recgecaipt by dlee taceiver 8 On@estys tTé“rﬁ sssatkfedredto theChwthentitity rofhé ch t he

sender facili.t ncl ude for uestin roof  of delivery infornmation
fromthe ggg,elyécbps,qdwn sAgned E\‘P‘FW_S‘ ‘5‘? rq%elver s signature. the ){nner

o e T fﬁ‘"‘“ﬁ CE bl o ey ARFAEL ) o oo ca

] cRa] $Ra] @&hmm]maim}mkealmafmﬁqirmbaﬂ] degofbet! R $38%; 9886)) * *1 *k++
, ., F-j-}xsnid_Z]]ca] ca] ca] ca] ca] ca] ca] ca] ca] c*a] ca] ca] cal calca]ca]calca]c
a] c(a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cajcajcalj--

SRR R el e o
I B<==ﬁmvammmmarmmhmﬁz éﬁ&héjexﬂi)dwdiﬁieﬁﬁ]n?ﬁﬂaﬁ

a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] C
a] ca] ca] ca]w:a EB] sail cedtem! V\SIRESRRAIE] (ppstniark)z whith pravedegggudofiaff j j Zkgk} xs

A R e e e

rrysts acf gggghrl i[j)Zkgk}xsnid _Z]]c(a] ca] ca]ca]ca]ca]ca]ca]ca]cal ca] caj ca]
ca] ca] c(a] ca] ca] c] ca] ca] ca] ca] caU] ca] cal] ca] ca] ca] ca] ca] c”a] ca. Da?!"10% " & (
"10% [ &Vlégsag@ dbki‘@%ﬂ\ﬂ&it(l info Jan be viewed by the sender by means of

Mo N el L mea (L (L L) mome
10MF" s<109%fK inderrohf®ME Orp! Al dnyl QN &r (akrahDER0 BN fiddTas and when
15 appropriate events have occurred. Additionally. the sender can arrange to be
notified if a particular event is not logged by the TTP within a specified period.
Similarly. the intended recipient is able to obtain event logging information in a

similar way.

20 The invention is intended to be used with e-mail communications to provide
secure communication. status checking and non-repudiation. By routing the
message through the TTP. time stamping of delivery of the message package is
also possible as referred to above. Routing the cipher text directly to the

intended recipient creates a request for a kev from the recipient which can be

19
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time-stamped by the TTP as confirmation of receipt whether or not the TTP was
a party to the transmission of the message from the sender to the recipient.

Thereafter. the request to the TTP from the recipient for decryption to reveal Ky
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9
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postmarking, key release and enquiry processing using the logging facility in

the data processor 16.

In order to provide strong audit capability, each entry in the audit log of the data
processor is protected by a media access control (MAC) routine internal to the
TTP to detect tampering with the audit log. including the addition. modification
and deletion of entries. There is an important requirement of a TTP of

sufficiently high security.

In more detail. the message processing by the data processor: accepts a PEM
formatted message from the sender; validates the sender’s signature; creates a
database entry for the message which is updated as the message passes through
the system: calls a billing sub-routine passing the time, date. sender’s
distinguished name. sender’s e-mail address. messages identified. number of
recipients and message size: returns an appropriate message to the sender if the
response from the billing sub-routine indicates that the message should be
refused. indicating the reason for refusal and updating the audit entry: generates
a signed message for each logged event noted in the audit log: and stores
message header information in the TTP data processor so that one database

record exists for each recipient in order to provide adequate delivery tracking.
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(10°/$$&' On cii Y dhsgeqpest; Call 25‘&' %bﬂé@&é&g‘(§>2‘tﬁ}%&m@/§&§£ (the time date SsnsSp@! !

sender’s distinguished name. sender's e-mail address, message identifier and
5 message size: sending an appropriate message to the sender if the billing sub-
routine indicates that the message should be refused; updating the audit entry
and sending a message to the recipient indicating the reason for key refusal,
updating the database delivery status; extracting the inner header using the Kpg
private key; sending the encrypted and signed PEM-based message containing
10 the material required by the recipient: and writing appropriate information to

the audit log.

Enquiry processing which permits user or administrative enquiry as to the
delivery status of a message includes: accepting the direct real-time connection
15 from the enquirer: receiving an encrypted and signed PEM-based enquiry;
verifying the digital signatures from the sender and/or the recipient; retrieving
the appropriate record from the database: comparing the enquirer’s
distinguished name to the database entry to ensure that the enquirer is the
sender. recipient or an authorised administrator: returning an error if the
20 enquirer is unauthorised: and returning a delivery status message if the enquirer

is authorised.

It will be apparent to the skilled person that the kevs used can be varied

according to security requirements and perceived risk of compromise. For

19
o

example. the inner header does not have to be rigorously encrypted but in some
way at least obscured. In the art. there are the so-called “crippling” techniques

that provide a lesser level of security against infiltrating a message. In the
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sender. Accordingly. the principles of the invention, which have been disclosed

by way of the above examples, can be implemented in various ways. Those

skilled in the art will readily recognise that these and other modifications and

10 changes can be made to the present invention without strictly following the
exemplary applications illustrated and described herein and without departing

from the spirit and scope of the present invention which is set forth in the

following claims.
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1. A data transfer system comprising: a sender facility; a receiver facility
and a key facility; the sender facility having means for encrypting data for the
intended recipient, means for splitting the data into encrypted parts such that
no part is decryptable on its own, means for encrypting at least one of the
parts for the key facility to produce a further encrypted part, means for
combining the further encrypted part and the remaining encrypted part to
produce a data block and means for sending the data block, the receiver
facility having means for receiving the data block, means for requesting
decryption of the further encrypted part by the key facility which has means
for decrypting the further encrypted part and means for sending it to the
receiver facility and the receiver facility also having means for decrypting the
encrypted part and the decrypted further encrypted part provided by the key
facility.

2. A system as claimed in claim 1 in which the sender facility includes

means for signing the data block.

3. A system as claimed in claim 1 or 2 in which the means for sending at
the sender facility are arranged to send the data block to the key facility and
the key facility includes means for receiving the data block and forwarding

the said block to the receiver facility.

4. A system as claimed in claim 3 in which the key facility further

includes means for logging receipt of the data block.

5. A system as claimed in Claim 1 or 2 in which the means for sending at
the sender facility are arranged to send the data block to the receiver facility

and the receiver facility includes means for receiving the data block.
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7. A system as claimed in any of claims 1 to 6 in which the key facility
5 includes means for logging receipt of the request for decryption of the further

encrypted part as proof of delivery of the block to the receiver facility.

8. A system as claimed in Claim 7 in which the sender facility includes

means for requesting proof of delivery information from the key facility.



