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AUTOVATED STATE M GRATI ON WHI LE DEPLOYI NG AN OPERATI NG

SYSTEM BACKGROUND Users who want to stay current with
wa@eawasssrent s i n conputer software, are const aPCT/yS2006/040041

required to "up-grade" their conputing devices.

Computi ng devices include, but are not limted to

desktop and | aptop personal conputers, personal

di gital assistants (PDAs), cellular tel ephones, etc.

Computing devices are-generically referred to herein

as conputers. Upgrades range from applying a "patch"

to an existing programto the installation of a

di fferent version of a software program or in nmany

instances the installation of a different operating

system The application of a patch to an existing

program of. ' |.at | f i ffe ' of

2 cof t e OB Frede SR andobhpiet Eefo Thi.

user to mgrate the gxiGIERATING VS TEM the entire

conputer. In nost instances the patch or different

version is applied locally at each conputer w thout

the mgration of the exigstj of the entire

conputer to a different ]%SA&Q%R ut si de the conputing

envi efewho Gant e sttt witthedvaatah@its af cémpﬁlﬁ‘p gbRware, are

as used herein refers to user specific prograns and
cerstantlysiganiredsto oterads!’ theinrempuiing deyirss.aGoryuE)e dgyices include,

0

b5 e B TR0 T AP B SN R AOE AR rk ) R poistants
(Phasy palllulﬁ:xaﬁelephom,ogc a@esmpMigy ddviian arsgdnercattywefeeret] totherein as

a user's conputer state to a renote |ocation, such as
cemBWielfer hard-drive. The installation of a di fferent,

usua tr f I

statd pgfﬁfcﬁ’earge %f_pofi}% Eeq?;g inY 3! g?ﬁg{?‘efg&i&lﬁ)ﬁﬂﬁg p@&grﬁtﬂaeb tﬁéWﬁhstallatlon
of mgtiffeteat vensionMfgy mftvmne mmgmftm,em inegany mtame@saﬂlgu@ggllatmn of a

P Rt oGEbr (o AP PR R ateh S g e Frogram or the
isIRUbE lof hBiferefit *Hribe beBlsofitvard ﬁrb@raﬂ}s@ies Si0€ Hédesdakily require the
conmputer. Nbre speC| fi cal |y, if the user does not want

uses tpanigtataribstoRisiing (sete] ohibic cpbve coxm¥T e [n poostyaptanges ghe patch or
d&f%%ﬁfeeg{lé)r\g %&pﬁlﬁ& ﬁ)Blllgp ﬁ%a% ﬁﬁﬁtlfmltlg&#t?l %%f?uo\ﬂ $fn@ existing

stapes fiht REtikySnhgutano a diffaehislocationenitsidotip womputing emdtonment of
require user state gration. if the

rar
thioednpiie The 6 ootA SOTRRHET asfu&ﬁé @p@i{lﬂe&%ﬁ; t%&%ﬁﬁp@lfs 1C programs
ah& R, Ldukh R, Buh 51y G, VP& QtniL?q SYs@dnh IR ﬁre@éréﬁc%ﬁ eﬁ‘ﬁphcatlon

operaflng systen1on t he user S current conputer
posgrams;t and thd uséresproifice déta coapuiated wills the oberatiigy rsastem and the

before the diff be | not o
SRR PRI UG08 BElE IR, O Pr EREPUFT Faiecire remote

location, such as a server hard-drive.

The installation of a different, ﬁsually new, operating system often requires that
the state of the computer be migrated during the installation. Migration is often required
regardless of whether the different operating system is to be installed on a user's current
computer, or on a computer that is different from the user's current computer. More
specifically, if the user does not want to perform other functions, for example, re-partition
a hard drive, or replace an existing hard-drive with a different one, the installation of‘a

different operating system on a user's current computer may not require user state
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operating systemis installed and the hard drive
repartitioned, the user state is retrieved fromthe
W@ e@rasgs2i ocati on and downl oaded back ont o thePCT/US2006/040041
conmputer. .Likew se, when a user obtains a new or
repl acenent conputer with an operating systemthat is
i.flere h ' '

g Bh Cophhifide 0B Wb ROy b PO s ERoon, for cxample

rédpgitidion athaed difivd, evhef itstdling s diffetent opgraties syistenfion dreniser's current

| ocation before the user's state can he downl paded )

COmPBIcE i He%h Ko tsr curteRf computpiyhas; o eam}gyatfﬂﬁ? befoynthe different
' rd: i 1Red-B8vs hapsdtivhdd i

EABSE uEy e SO 2 18 00 RoRRIIHAL RblPhe it

ophmtinglisfdtem e insteled' and| they hand, drived-epdrttionssely thesuser state is retrieved

recei ving a.new conpuier .intended for.the sol e yse af
£l TS PRy PR U CSMIRP Dok 87GHBR SEMBRGT nd kewise, when a
WRRCSRENSY RS bEBHIAnRASESApRa With RAbRARAR: sTR8m that is different

m gration pf a user state often requires sevéral steps
fromathe opeshting system jof yhec hesals gnaers . compmferLtherusempfien is required to

T e p—

bOURIVIIGHAGH GARS thal vt Soiaphtyr. CTHIE USNpemicElr DR Ph&y b MiBer's current
the expertise of a systemor network adm nistrator or

cewirptep tstheingstheredowith pther @ers, pachtwith ¢ dfferett statathaf ipenabled when
ot . et

Ao 15, b SP ERbAREL AL SOl SN g o

oftHeausshare feature of a server allows users within a

comput j n(%_ network to have conmbn access to a server, .
wher Migrtig ORRPWE YRi§ERED FRNGINE OACTALBSAYPISMS 18 asigy said than

d%é.hiﬂeam%g%ht b V&%ﬁg’@{ekoﬁeﬁ RYGRANGS efal g% ik € olve security

W t h ‘anot er user out using up storage Space on
cldaeanhes: dMany weers et ivadigspped dyomtbeingreompaker figaviviié or not knowing

user's. caq r accessible to,the other user. ile

5 T P EEelRE AEErPG eSS el BAMIPES HerfgAlY Bygmventad by
Bp 1 GRIP tHeCx p kiR € 8 G9ster® R MBAvIrk la8MidSteatGCH DRI tReriAch entity.
al'l the users within the conputing network of the

Qre iy the. cape nE @, businesseenitidy,bypibis sisri $aving thpstate pethe entire computer
cont.en f ashared file w.ll be alte read [
PR EE R Hasf RS drtort i B PlsCte5 e PER Gerv@haiows wsers

whthdn s Computigg S@Rdil iovRvadsineoenbtaentd flereanilens Slek Gabbe stored.
shared file is a serious drawhack of current user

Thipfeattre llpWa @t Fsek Withie afqomputing nefyesk itg exchange file contents with
agé@hglg IXéSe? Oyt %fﬁgg rﬁeﬁglt‘a%g sPacdY, g{r.lgt fIPEFr?/ ?ﬁﬁ%fkt%lesz u(s)%'r? computer,

rator or er suc as |
noktkavgbthe kiser'sidorpintey acédssibke ta tiel otheraised. | While sdving to a share file does

alternpative. Secondly, it is time consum ng due_to the
n6t BHRIRG h%@dﬁwﬁ@ ca%%a%fq%e%ﬁwef st e ﬁS&?SF%?i%‘Q oiihe users
Wil [He%oﬁ&i;/lﬂﬁg ndiRrk bIBLRLRY: I Berfc@MREUREE goésfbifﬁglqmt the contents

rati o of stem or net wor k adn1n|strators to t _
offarsbaed dfle wald bs altergdi readgormigtcnt todry thesd whe atemot authorized to do

sSﬁ%{%fogtngrfeg ggrisgtﬁ%?@({ %%relgéjern%gl %&%’a% et%l goshgnr'egr ﬁfeeis a serious
drawback of current user migration practice. The first alternative, i.e., employing the
expertise of a system or network administrator or some other such entity, has its own
drawbacks. Firstly, it is a financially costly alternative. Secondly, it is time consuming

due to the planning required before the administrator performs the migration. The time
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whi | e depl oying a new or different operating system

are either financially expensive and tinme consum ng,
wW@eooriosd2am grati on to a non-secure | ocation. SRAVBERH06/040041

This summary is provided to introduce a sel ection of

concepts in a sinplified formthat are further

GBS RS PSP SO SRS g e o

ug&gréqhﬁiﬂgqﬁgmi@hqgto“natter nor is it intended to be
used as an aid in determ ning the scope. of the clained

subj &g summetyethe gurrast nme@m@s emplpyedi Watﬁ]tg@ steterpf acomputer

e ate froma
B 8 LA TR B P 5L TR osve and
tiFR YR kurhing brfkanigehtiohne a des-edtdd loostiononput er may be
the sane conputer as the source_conputer with a

di fferent operating syst eﬁPW_AiPtY can be a different

conp e

ComP Ll TRORB0 1 nSRL ISR F AL L
fGairehao bleefurth ercdeseribddt yelovide d’[ed]Detgildzd)DewelpB&mnﬂlhw &ynnmary is not

enbodi e a_system f a a Ser Managenen
g ip (ST L deAs O ke PABIGH el SIS THE BiREated to be

ABREhe SR bt Bi8ttérS

ugéehc%ra%leaw{n?%nsm t th%d t oog@gtg% Eﬁ‘ﬁ%ﬁﬁﬁgn Pt(gl nt ( SMP)

"t hat A;trmthml dridea gsterh Sos tagratiog ki usett $tatesiremen saprce computer and

r est ored on . the destination co | f desired
T QBT S0k D EHE D o Sooaar AP AT AUrBf disclosed
T@ifet @shﬁa‘cﬁh%‘i}ﬁﬁéﬂ Rag tRethk admef conipier akhthe dsuei¥BEdrGputer with a

deletion of the stored state ensures that the SMP_has
diﬁf@entmméma\smtmabp@tfc@n banotifferenseanmte t Hsumigiatiang designed
onst a

t% ﬁlag redquire gflef' %ss st cg %ﬁfgae#létgfoglflef‘@stt%n Slsi{l}é ?tr&t?reglte(s)?lg% other such

efifityt hevddeslinghad ions exerplirerenttidanentdel @Sﬂeﬁf) fof exhmple, a Server
stored state. According to another exe

Nsnsgempmintysteph @M%teeﬁﬁr%aah@@énlﬁbarh@nﬂggﬁ?%%@dgw fegure manner
sﬁél? 12k fnd Déersh é Gs g&ﬁ?&g'tfbﬂsﬁﬂ hhs a{TS&E@Mlg&nbﬁ aehif (SMP) that

wor K. ccor Ing to yet anot er exenpl ary
starbothic nBats, stath emsiy Heestate an restomed o:att@almtuyatmstoumtarh df desired,

state of a pluralit f c uters. . | PTI TH .
Bkt o b e SOTRASDS PR P Tl perio of
tBhd endaniRtvRniddnn &f thbhkcred RRNEAsAFs Whht the€SMIPEhas free space
more readily appreci ated as the sanme becone better

auau@lféﬂfs facdothyr stefeevithuis hewing e coustanthyi m@fe@ﬁ@tlﬁl ¢apgcity. It is to be

when t.aken in.con Wi
#Bgr{b?tnta\e dpgw ﬁ% ¢ 18 V&?g?lgy ésﬁ.\lrﬁj € Idéggatagt?% tcomputier before
déie@i@ﬁ@m&fstcﬁsd sxenpl ary enbodi nent of the pr esent

According to another exemplary embodiment, the system includes more than one
SMP to migrate the state depending on the migration load of a network. According to
yet another exemplary embodiment, the system can simultaneously restore the state of a
plurality of computers.

DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advantages of this invention will
become more readily appreciated as the same become better understood by reference to
the following detailed description, when taken in conjunction with the accompanying

drawings, wherein:
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invention; FIGURE 2 is a functional flow chart of an
exenpl ary scenari o where a user state of a conputer
wheingsaTpyr aded, rebuilt, or replaced is m graP€rUS®OE040041
state mgration point (SMP); FIGURE 3 is a functiona
flow chart of an exenplary scenario where a rebuilt or

upgr uter. I s e e
UP9" BYSURE R FiphRf BALAREHL R ABALE cREPUSY o o presens
ii¥feniiéh;exenpl ary scenario where a replacenent (new)

conmputer is restored to a state securely stored in a
SwvP; FEGGRRR 5 3 Bmgtienah dowahart of |28 FXeRBaleEY sgengiio where a user state

oL PR AR 180 PR Al W B 8in o

($mMeyti onal flow chart of an exenplary scenario where a

rebuilt/upgraded conputer with many users is restored ;
{0 aFUGHRE S B Ruryo dodcEiiaR of Hgomplay pgengrip Sihare a rebult or

uﬁg{ggédé&ebgl@&téﬂ iQYestRad fo @Jtﬁ@eemypdo%dxn%@@ﬁri 0 where a

conputeér with many users is restored to a
st at FIGEREr4liy st funetioriah fovBMPartFoGURE e8eiplagy scenario where a

functional flow chart that illustrates how a in an
el EIeRY (R RTEPLISY BrreXotad R HG P UTNEI TSl RbTUR e

st at @FGURE R AHREIIna® FlowiRRABE af BRGEplaMAck BwEkie ttstates of
SWMP; and FIGURE 9 is a functional flow chart of an

nexéplp lusary oz eorapiter shaxigratednmn fMftat es a state of a

Coms SR AN A BRSRR Ty AR oo e

ré%ﬂ@ﬁ?%ﬁd&ﬁ e6thpiter dethamhsy akes $etestored o tostiie aetdelyastored in a
nor e orough description of the illustrative

Séodi ments of the invention. It will be apparent,

howe one_ski | ] i h t hat AV '

may \tg@épr ac ilge%l {v%vl{ntc ﬁ%g‘tl @%\Iés%lag{)té)g i %}?cexg%? }aa#?s.ﬁgll&dr{fbn where 2
r&fliemennsdmmaesyithvelahy kswawnis résared tes statesecurely storediin a SMP;

escribed in. detail, not to obscure th )
v oIBORE g RmCions o RroPRaoa e b GrSR, in en exemplary

BPLBFY S HSkBRnk QAnARY of REBmPaict QRgest iathe Apfiht WR8drage space

the respective states of three users (identified as
avaitable Jathe SMPycindi m) of a common personal conputer 108

21 BYRLRRS b OG8T B PO R OEhaF TR S e o s
HiESEN SAPLPY SompadeLadgab@h b&MILP Sibhet address.
DETAILED DESCRIPTION
In the following description, numerous specific details are set forth to provide a
more thorough description of the illustrative embodiments of the invention. It will be
apparent, however, to one skilled in the art that the invention may be practiced without
these specific details. In other instances, well known features have not been described in
detail so as not to obscure the invention.
FIGURE 1 is a pictorial diagram of an exemplary system 100 and the actions that
occur when the respective states of three users (identified as John, Jane, and Tim) of a
common personal computer 108 are migrated to three separate personal computers 112,
113, and 114. As described more fully below, the system employs State Migration Points
(SMPs). An SMP, as used herein, is a location in a server suitable for storing a user's

state while the user's computer is being rebuilt, replaced, or upgraded.

4



10

15

20

25

30

(SMPs). An SMP, as used herein, is a location in a

server suitable for storing a user's state while the
wa@s@r/oss7epnput er is being rebuilt, replaced, 0OPCT/US2006/040041

upgraded. assigns C to a software nodul e included with

common personal conputer 108 and R to software

m)dul s, i ncl.uded -

SR b BB B BB Lo e s ana s o
s@ﬁv%@%dﬂulé@ ihdredddhn ee- mnplemeaneaaﬁ@pcemlmons created at
Al in a SM5 database 104. According to one exgn‘gl ary

enboditienae coplke iseetied by fhsrdmipishaigeandorphrithdar thidecomputer
e Al | Rqan

ooy BRI A &Y SERAN RE" DGO 0 ong, cxemlary

eltnBo@mlﬂntUtﬁé hésyciafiorsaEinelgésrtet Mpd Elddi‘es(sbpst) thMéAm'pﬁ&rs MRBA3 the

106, MPC 107..., three of which ar own | Fgeﬁu ]l
csa@a«a@@ycmp@%asswﬁmégeq%@mms@m arey rﬁﬁ]l& tgppplurality of
nlafaderfiah %Bﬂﬁ?@?@amm 03V Rirbie 1%P@31]@t7ur GARGARERBR: shown

er "user ‘stdtes, MPs store a replication of
irc EIﬂ&UREa]ndAsmspmﬂaenelmszsman@enmmspmne(MB)j likg EtnhSl\/EN& a database

adm ni AnI\/PatsasaI i son |
G5 VA& AP SRR SRR Ry AL 4% e 0P+ dgfe a replication
0P Bledd JakicGdC @R uter %%cﬁtﬁ%%bﬁﬁtb@ RS the SPASeAlintiitistri®r.SMB MP acts
adm nistrator, as well as a list of available SMPs. It
as 8 lmsd@elouatdmr batwoeh & hwaer andsthevEYISviws evhiese ke 1ot icag @btain the
rin catlo of a ki e. an I .
c5985 a3 ePsheterearadt by uf S Ty TP g g Ut of available
SMIEs. SR IRtoSIRY Mﬁiermstﬁatt D& Perl Widst @k alcllideGtaingsereptication of a
state while the user's conputer is being rebuilt,
coQlpe aa@éopor@uthp@s%@@ns meaéqdqby apoPMd, 2 cgwnwﬁa@é rGpgrbe the same
C
<38 PR DR T RN (904 YAGSONAC 58 ufopSAfAR: i bong
réﬁmﬂt [frgplatddyos upéradehb IEMPseranatdi/Ps MRrsebver par fles redn IBMP server
a single or multiple servers de

@ iarisen, Grenbls SR Do e dgTtood that the
'ﬁHle'o‘f' RE SNTPCIRE Nips Cha G BEQohlMd BEld GHglet 8K @lfifle servers

capture the state of user John fromthe conmhron
dpeerslinpadn the epvitemeh0 8f wsedf snfopélmdms oftthe wventioBVPB 110.

ber S UTENRED. k-5t TS OBHHBHR BorBaghe Tl of user

T6RRYELhe L08R PEOhS] uért108 MRE stbey thi Qtakeb SRS LR At C1,
machi ne associ ation for John created at Al. In

thyp eapdetieotiask shets cBppUngron et conemers paTsgRalt ospuiaid8n 4t C2, the

5k BeRERL EpulELE TG AR A 41 i i

addoditioh her qemnﬁanaraqmal Ipospetion, HiBcanpiter tay eleeds migration
random y cormunl cated with MPA 105 .and/or MPB.106

ragtom s put Aineol PgnAnagemERiRAIBE it FetHe srhgpesogigtionggpated for it in
el S AP e TP TS, bl ot pBRGRI ebirphieE J0RESA By randomly

chRSnmacatkairivthpeIPlAs 1 (BIVERAL/GDYPB 106 befendstriaviog@tsuassociation from

MPC 107. For the sake of simplicity, these possibilities are not shown in FIGURE 1. At

C3, the common personal computer 108 randomly polls SMPA 109, i.e., sends a capture
request to SMPA, which is denied (the arrow marked NACK). As will be explained
below, there are several reasons for a denial of a capture request including the migration
point having reached a maximum number of computers it can handle or the migration

point not having enough space to store the entire state of the requesting computer. At C4,
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request to SMPA, which is denied (the arrow marked
NACK). As will be expl ained below, there are several

wo e@gosss2f or a denial of a capture request i ncPCMUSZP06/040041
the m gration point having reached a maxi num nunber of
conputers it can handle or the migration point not

hav enou ace to tire s he
pr;bersggﬁlzg?lgputer ol?s %ﬁ/ﬁ’#ﬁﬂé)‘o i%. snslegaesf 2 gagfure request to

SMPHP Whgeh &QBc '\gﬁéd SSMPBB OD]&eatés £secueei@stody frRtoHNG the user state

request to SMPB5which is accepted. SMPB 102 creates a

tos be prayideidrisicthe cgmmen perenpepramier 98y The gommicy prasonal computer
|
PR ST e SO B B0 IR BB BB, s

sﬁ)[r@aﬁhedlsat stéte, ofadldihirdecuskss; G @i, Johg nane ramdt Eich, ah a%ecure directory.
SMPB stores the user state of all three, users,

Arspidingy nene gxfnPHTn cohpdimentc SME R ptprse (B gesosjagipiipisgied at Al
ah® 1 Ese F)§ﬁf93| @;?é{rat% g%&theﬁ%ﬁn%@ k&tird BRectory. At C5, SMPB
assocl ations created at e user states

ceaaratide, f foo exeaple, &tdtecabm foh|stmrmgethsesta11¢seoﬂ|aﬂefbmcrgesers of the
At C5, SI\/PB creates afl for exa

CORgMaLy lbqr‘f'(}‘?@ tqRpweL, Apd a Ie,a Of CXfIR nﬁgléf},ga ﬁwgpmg track of the

%ﬂ}@&%&%&%d 1SRN ofaR captirkd Bser k@fesexanpl e,
ne.dat, for keeping track of "the caEtured user

st at &l-Bh drerths agitams $hadpoer othen estaringtthe slgtepfarscriohn dom SMPB

SHED5a5 5 SE IR LAY oIS SERE AR %o, pton
chRSmneStRith MEKB 306G SetA¥RCtiti Jdthnidh PEsciahBomphitelRRC-John/John
PC- John comrunicates with MPB 106 to retrieve the

agsonirtian sesatashall Adonpeicsplaied eadichs pihe sakeod %rmpaﬁltya PC-John's

S it SRR 0} e ook Bl o, o

Red) PBFohMAC2 karddotaly godle SMBCUN i efor buéstars remqtests iwdiaech 1sAienied (the

R3 PC-John 112 rand pol | MPC 11 r,a resto .
aprgyieatced IR 4s B ?%aqu & Belprs e RSO RG° Tiokdsiow which

Oth!lé Ep/ﬁ’fﬁiﬂ Qh@g&ﬁdis RES R, 1tsséagﬁﬁ'ecf> a0 P- J‘i‘)ﬁﬁ%aﬁ‘ @ ré"rﬂ@ﬂ{éy poll the

the SMPs in t IS storlnglts capture
p@bhoéSM?@: uhthit fieds the SMPrMnystpnhg its lsaptpead] stge. INAR4, PC-John

e s e A SRS st ST B stoing e
TR Eure WA MTHeh, SIPBPL 10 eStbiRs SolbMBerdhite s PELJOhA M at RS the

PCJohn's capture state. Then, SMPB 110 restores John's
SRR 140's databasepeupdated tareflest thesestore complstion gtagus of PC-John and

tg? %&%aﬁase { E’Eg%goﬁl%[g%n%%[a n%é §? t141'1}t>)|']t% {eﬁg%?ﬁsgg ?r%ﬁgtJ e&écpe'ﬁlented by

onemai ning (if any) to restore user state is
decrenented by gne. be readily appreci.ated
fromAh®H &Pe@@cil}rg amg@aﬁeétfr% the foregRing dgsipdion, m the example

1111}114&& 8ld' ahed1GORE f}J%gilatloH‘ Q6ANLRN sRREd VBr e Rt UoREné personal

onmon per son
computer 108 queries the SMS server 103 with its intention to upgrade, rebuilt, or

replace. The SMS server 103 provides the common personal computer (via one or more
MPs) a list of available state management points (SMPs) depending on the network
layout, company infrastructure, or other factors discussed below with respect to
FIGURES 8, 9, and 10. If only one SMP is listed, the common personal computer 108
queries that SMP until it receives a response indicating that space is available. If more

than one SMP is listed, and if the first SMP that the common personal computer 108
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conmputer 108 queries the SMS server 103 with its
intention to upgrade, rebuilt, or replace. The SMS

W@ e0ve587203 provi des the conmon personal conmpuP@&r/US200&040041
one or nore MPs) a list of available state managenent
poi nts (SMPs) dependi ng on the network |ayout, conpany

o B3B8 351 B 8 R A5 Gl DEEPIF DA AL e ne

SMB b the Iiéﬁ@n § esuHdrropRr et Thepothson b@&oqalemm;ﬁltdr lyatries all of
SMP until it receives a res onse [ ngl cating that space
thes SMP&i i) wacq is fmd ohak cen (ugrisd:  avfigrithe common

I
iy S vt S ol
pﬁb@lét‘eﬁﬂﬁied@eﬂmmﬂimq beforeis rdstuets tisexdueShE: pmcedse list in

a round- robln manner. The commobn person

quer V8aeneAn SMP gris Bs T, e qomEpRIEReTT A W ;‘}éﬂ §MP creates a
sk affd6PRe Tl &ﬁér Afbedmp nﬁerp S A #H8@linformation that
conput er has ex aus ed querying all the SMPs in the
idengifies tite comymon personsl cooputer [bﬁ&detaeiﬁtﬂbﬁ@d aﬁﬂ@matﬁs tb@ entry in the

before it restarts the er roces
diggbr it S cisatel BEPRS b e e SenEr ST e e Bk iirectory to
VWRITEE (AL e o t1Re6HhRoA IpeRShaAr donifiter! MR ®iOrAaLE 6f a cbitfuter being

SWVP t hen obtains and stores informati on that

upgraded i e@utlih dheciifo ﬁdfbrewsqfrtab cewpet isronpodemnentpf the identifying
ase a h

llgf??’ém% Péla’%t%fa &H &‘e (i gasba’g aﬁF )efl}hegceggé ﬁé &%120%\% Bo t compute,

thd@nerh 6@ p&eorthi E@ﬁp@teytag@th‘éFsMEﬂaNgfénfedrortfdsumdcthanpme In the case
personal conputer hi the case of a conputer being

ofi p g n@rsorlew@mnutertbﬁegmaeé&ryge 0p O R B GH’&BP@FS the MAC

ah&re?%gf @xle QR A%Jﬁ%l L‘&ﬁ?l%tklf s b 5QLTEH w2 tﬁé M@@ address or
' the database. SO e case an upgraded

adélessek bf demeut @mpitérés) ¢ehivhrhap &y b@hmjwr[:pmqmmehe nmtlon request)
t he SMP_t hat

A B A A s s b o

W€ siie t&m@ £l Bess HPtheMDfndtBSoRadonigite Eraded rebuilt,
personal conputer and its association wth t
oadeplm:ed museddd rewsite e MAE addvess ofqinetcerr(iso)ondmlgl upigradgd, rebuilt,

nown or. to.the m n_r.equest
o et dor R B SR Bisarr D HeRM AT HaR ke B Rat sqmevter can
o‘ﬁI Eebhplefe @ndBé ahdsponding 0 @d[ed\/\@bdﬂt oB irdplaeell Romiier(s) if the
dress of the commpn persona uter bei ng
aﬁﬁ@gmﬁé dnatehgby Netxt the ceremoa@eeon%l cqyEyter deéiﬁ% He plgtegin the secure
C S8 r
B 55y ooh Ecl SFOIY DRSNAE, i e s
di%aﬁ)ﬁ’y, dlic ¢dmemow pemondeompuit infamputhe SMPathadit hys ﬁmshed wnting to

npleted on the correspon raded, -.r ehui |
thee direciery. cﬁwpm &y ch%ngﬁﬁgﬂ s iry PP ‘&Wﬁt ONLY to

ﬁ@e\@@@?n personal conputer wites its state in the
secure directory. After the conmon personal conputer

fi ni shits the carimgn ipesosalabeputer il A& haslbagnepgraded, rebuilt, or replaced

and is ready for state migration, the upgraded, rebuilt, or replaced computer migrates the
state data from the secure directory. In the case of a rebuilt or upgraded common
personal computer, since the computer is already known to the SMS server 103, and since
the common personal computer tagged (identified) the SMP that has the computer's

previous state, the computer knows which SMP has stored the previous state and, thus,
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directory, the common personal conputer inforns the

SMP that it has finished witing to the directory. The
W®EkM708s2 changes the directory perm ssion fr oPCRARSZDES/040041

ONLY to NO ACCESS. After the common personal computer

108 has been upgraded, rebuilt, or replaced and is

dy .f i i-an i .
N T R T -

belegure directory, hi the case of a rebuilt or upgraded
commpn personal conputer, since .the conputer is

al r edthenidhe WVIR és repdy SNstae pygiptiapghe SMP authericpigs the rebuilt or

Rt t i.denti fied
oI, ORERL LSO Shc| A0S W MM of
dkﬁmm \ﬁfdn@ hNEBVRAGEESSt ar READe QNEY) oulcstrdibg Bndne exemplary
thus, only. queries that SMP until the SMP. is ready t
eppgfizreat tthe Mokmndesss of gftealtee?%na (CORPREE & BPRAEd Wirfhe MAC
a&cﬂgﬁ,%elﬁn k afa®8, AL AlsCudtb@LBVeOT  thd WA SMRdresses are the same,
authenticates the reburlt or upgraded conputer
theegbelt omup ghdddecorgrtat is @iveanperohsitge® migratpehericempatar's stored
of tsllf;e directory fram NO ACCESS to READ ONLY.
StAtS ﬂp?f&llf%orbﬁéle&? npl ary enbodi ment, the MAC address
of tBRcAREUCRpIa0E] 6P TV (cBhphfer @B8PAGtEho WRichhEMMAas stored the
address stored in the dat agase. As di scussed above, if
statpeofVAE etapwersbeingmepleded, dwnkeplacerd of @lwi ¢qmupiter has to randomly

AL S BRIV TofSVELRE S ToRRER 4R PRl afMhicates the
r%%b@ﬂ&%n@uf@@n@cﬁﬁngés e WeERigkivh &F tHOdFesioty ROMVINGhACTESS to
MP has stored the state of the conputer b

READ WY - t Hccprsiing 6e gne exeaplash ﬁmb@@m%st%'? 21\91% aédress of the
i ] . | i

BN A 05 TR A0 AP

abdhangésthe el Aeraddsess af tife tdyecddingecdmputerf meatehHO AGCASS address

to READ ONLY. According to qne exenplary enbodi nent

oG S GPmI8 e SOMRY CE SHBTR B o pehe gatebase,
| Pt ' &b mibfatdlits GHTRA Ise th

t%gb%lgg, éi??s'\é%ﬁtg N%%qu%érﬂe%gfég&gf th@ﬂﬁglﬁlggﬁtné gorrputgi (Setra f6, else the

pemtistiesisalen®d. addr ess associ ated with the prior commopn

pers | .conputer ose state is .saved in the .

fat aBHGs 5 REVieRps TR erFian it cufRe, ¥ rildedpmegsadya. or rplaced

c6RPRiet 86 iAfBrhE EHeASRPI tPhePSIMIPI tRUS citdngbetheSebife tdi@ctory permission

perm ssion is denied. After the previous state

fiomyREALD ONIsY o MNP AGCETh eThepMEcdadetes g statref thgcomputer stored
. i T . .
HE: (r%}lgén géécglg b %ggg@g} u%é’sf%lielrt%{cn?%gile% ?m‘ﬁl;g?lgn F%ﬂ&%@ﬂ&é Yr cess 18

finGhdD REEESR. is Thein&Vh e Sdifefr tieprsdateninéd kehgth of time to allow a

comput er stored . ) )
user of the upgraded, rebuilt, or replaced computer to retrieve all or part of the previous

state in case the upgraded, rebuilt, or replaced computer does not respond as expected.
The state is deleted after the predetermined length of time to free space on the SMP for
other users who wish to migrate the state of their computer.

FIGURE 2 is a fuinctional flow chart that illustrates an exemplary scenario 200
where a user state of a computer being upgraded, rebuilt, or replaced is migrated to an
SMP. That is, the flow chart ends where data is securely stored in an SMP. At
block 201, the migration software on the computer being upgraded, rebuilt, or replaced
contacts the SMS server 103. At block 202, the SMS server provides a list of available
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in the secure directory a predetermned |length of tine
after the mgration process is finished. The state is

WO eqoaiossse i n the SMP for the predeterm ned | enpeTusf006/040041
time to allow a user of the upgraded, rebuilt, or
replaced conputer to retrieve all or part of the

SMBY 100 ¢Ftnddre MPk. CRSodkI T3\ R MIRHRA det BRUist bf avdilable SMPs to the
repl aced conput er does not respond as expected. The

cepppier bgingeyperadedafebuilt, Op éepéwdeﬂﬁemm atetdoctke?;ﬂjt theofomputer being

PR S (DORAE AR BN ARG RS e b

abaituble stoedgefshase. CNaxt! att diaisidnl blask D@8, &StediNis @XAIRIb Aelermine if the
scenari o 200 where a user state of a computer bein
g%@ a check is

U Rathe, conamten is grased: ol the uenyds mioy ernted, aloblagk

d
st b L 0 S5 BB AT U B e
(e 'tHhe" doamaid)ert bleick @Oﬂp@maﬂmabuterrebemg tupgeuded,eebaidiebr replaced

tacts t 3., At block 202, the SMS
BGHGrRe BB TS 15, g g g repyres 1ogegR0%, I e gpe mo more
S!Ml“seoﬂvfﬁ% lisfta RBbOE s HBto HYBMY Q%iéﬁﬁ?s?ra{d?q@ ' \%o Hblock 208 checks

avai | abl e SMPs" to the conputer being upgra
tg é«ttgn‘nnme 1fdnonee$wﬁ$:m beNdﬂcd toethe bikto K oiOe, md)ﬂaeSMqu:mntt&radded to

T T R
SMEACEn tHyetle, orahord @GP | NBxtbhioslkci2P, ke $Stsehvdr ﬁ'@ﬁﬁp&a@es the list

determine if the query by the conputer is granted.
of ﬁ@aléﬂy)éq )SM%S fot thg regraters bpmgnmgkadgéﬁrebgﬂt; rmou@p]aged waltmg to

e t
A, 8 SRSy P, PGB0 T o,
adtmrbétmt(hf BB mitdsethgamp Wi exﬁorbSM\]% ¢Hp@siEstestided @b e fist oPavailable

g(fl gueri es the next SMP on the |ist and the flow
S S0c8 31 o OB fboings RRSRIed. ngHbr e SHRSSOATIERGUS i,

dJleq?*s,t ano%g!rgl yt2f8f8 §g,§e§gﬂmﬁﬁe& g&o%'\{ﬁ'tﬁlgé“ ni strator 102,

who at cks to deternine if nore SMPs can
be a®dbuning tohdldck205, Mﬂaennﬁeoquamne ﬁMﬂsdc(a]me Uafeaddgﬂmh) at

0 [ at block 209, one e SMPs
oGk A ROVME SralFs Aerop e Begrpfor dhapeapte: e upsragee rebuilt,
oﬂﬂ?la@éd Met, MPBlockiexs, the bMY Qeierdhf) mttﬂ@ld%ﬁ@icca%[ﬁ{ &b formation of

updates the i st ‘of avail able SWMPs for
theoeqrupwess bmgn@mdamﬂt,r@bmplamd on ar é@thbase,dassacmﬁen gntry in

d%c?% %g Qﬂé@ﬁ{he d%r%ct r;b?r% oc nﬂ]ej ggﬂfﬂl}?o é‘.ﬁ%ﬁg%% tltle permission of

tidedescomes WRITBJGBIIM mee SVBRcE 8 0the b&n@Afk@ dbdiRe upgraded,
the list of available SMPs, at.block 211, the conputer

rebuilh pr Upplasri TG afystate daty iny thel ssewrd difestony. o Then,i atéolock 215, a
cl%%kq}ésrﬁet Sfroﬂlﬁ%taﬂltﬁgéﬁ g}%rk @B@Itgrdvﬁél ﬂ;})gﬁﬁ eBl? g[ or replaced has
figishaert wdltmg he tﬂé{élséctchrya A€ Hirectady otitak 1s2riﬁ ﬁrﬁd‘h@dﬂﬂ@ "No" branch),
bll(c}é]g ?ng ésorep? Wt{l dtfwr ceo%p%é bfe?nrg lgphg1erad%8 n;%gltn%r orbrelpla%ed has finished
writing to the directory. After the computer being upgraded, rebuilt, or replaced has
finished writing to the directory (the "Yes" branch), the SMP is informed by the
computer, at block 216, that directory writing is finished. Finally, at block 217, the SMP
changes the permission of the directory to NO ACCESS.

FIGURE 3 is a functional flowchart that illustrates an exemplary scenario 300

where a rebuilt or upgraded computer is restored to a state stored securely in an SMP.

-10-
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or replaced. Next, at block 213, the SM5 server fills
in the identification information of the conputer

wheingsaTpyr aded, rebuilt, or replaced in a datBOEES2006/040041

associ ates entry in database with the directory
creat ed at bl ock 212, and the SMP changes t he

0Tk DL Rl B850 % ML Sl s o aer

JoRues Bes Bedr builf 61 Ggidedd &ﬁcd Ehet feBuisiesiUiraded computer knows
d??gct or Then, at block 215, a check is r?%de to P

V&i@tﬂé PMBRasiits sate o blaskiolt ﬂ@erﬁhglt@pgpar@é@d cqregtiey querips that SMP.
z%tle §6]2 h[ﬁé II\}LIF' aﬁ&lggtlé%éstthg % tuﬂt Bg ﬁﬁéjaa?e{g&?@utell h)A‘S mentioned

or y Wi frni s
dbb@@; l@é}BMay Eob Euﬁlhaﬁtoaté ﬂhﬁtrlblbuﬂtlg)e r:lpgf?ed ebrrl]qbgteﬂ% to check its MAC
upgr a rebuyilt pl ace i nished writi
addEesy M %é’@t’ér“&ﬁ udgd igra ¢ lecﬁﬁ{?dtaé%f%%a qfaaﬁ&a?éfeﬂ "At blook 303,

t{gjg QMPI &hecﬁ% td ?e@llf‘%dr E&lﬁ Jrﬁgﬂgﬁhﬁrg %ﬁl\gﬁtbpﬁ B e'hjﬂg I%the rebuilt or

Irectory (the "Yes" branc I's 1n orrre
upgmde«b opmpeter isatot bithekti@ 26bloth a4 akmem:ns aleyiedr iIf, |onghe ether hand,

th 5B s, St cofiouft 35 e, B bEes S0 BRSSMY anges the

p%nhﬂﬁeh PRl sebil8 WiB@bty, bRaled lat blosit » At SSFIGUTEN 8MRLRANO ACCESS
scenari o 300 where a rebuilt or upgraded conputer is

tp e&E@De@NM’ a At ldpek 306 ribel r@@du pe Iuygliadeda goBNMer migrates the state

bl v el E%ﬁbﬁﬁ‘{lé 7o e RS Gpnfag i the stat

rb@mlohe@ﬂhishecprlfw@g ki graionCRdntiflkd. VERaH dtite (ﬂ[lgratlon is finished,
nput er knows Vﬁgl ch SMP has its state,

% }%gv@k 3§&1th@ ﬁ@wﬁlé paupgraded eqperiTeq iBtampa the e rN@S, at block 309,
BPpelt o el 308 of e FURABARILESH! GRhR o accss

Riayllyt at mmt:hemo i thatSVP helrtﬁ abfadé-butotimephatcsdlte ﬁﬂthutdeletlon of the
is to,check its MAC address . which is _.included in
SEPBRi Sresiry e Aregtedp iy ke Tehwil ) @pe¥aded cmmpicyc Rt éb% end of a

PRt LNEEE SBIRKS6 id ﬁec%gk%reyf 1?1@1‘&%1‘%0 Pfec 'ﬁg%’i&g%ds&)ace in the SMP
pgr ade

conmputer is authentic. If the rebullt or
fooofhert exmpenadd pexfoine atsiatg magratidmo ckKhSpetdetenwinsd time during which

enied. |If, on the other_hand, the rebuilt .or raded
€ Brelany’ EreBlhelim P S R0 ine' B T RE ehbas pERTEE Gepends on
ﬂohelepeésmbﬁmeqnb?fthé hget®8&Uh8mHidtREIrany, AeateBfoddd above, it is
bl ock 2 11 of GQURE 2, from NO ACCESS to READ ONLY.

banefidid dk rgaw, the Hiseeterylior £ centainy pgmgtj@ﬁtn@g @it $ate migration because
tg«% %(E:lalt gg"ft Hggrg{% AL (S 01%%8{6? gnéyp ha e uiforedeén (hr{)lﬁ%ﬁlg rt%{at i%ay require

et erm ne

rerigvatafall drdpafti dﬂtl:ich @sta slofedniatthe Siret@ym gy mitédabove, deletion of the
conti nues. Wien state mgration is finished, at bl ock

styed stajseatrthpgnd of e Wﬁ@?tﬁ‘éﬂﬂedc@ﬁ%@t ofrtime fiepy SMPsstprage space for
oVEusdEXd use aq‘p gh{g the SMP changes the
0]

perm ssi on |rectoryfromREAD ONLY to NO
ACCEFIGURE ik ya, frarctitmad dlowdhoxt thdteillBdfFatast an tesermplary scenario 400
fade-out tiner that resmflllts in the deletion of the
where a replacement computer, such as a new computer, 1s reset to a state securely stored
in a SMP. At block 401, in response to a query from the replacement computer, the SMS
gives a list of available SMPs to the computer via the MPs. At block 402, the computer
queries a SMP to determine 1f the SMP is storing the state information. At block 403, a
check is made of the response to the query. If the SMP is not storing the state

information (the "No" branch), at block 404 the computer queries the next SMP on the
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secure directory created for the rebuilt or upgraded

conputer at the end of a predetermned tine. Block 310
WO 200m@s83gsary in order to free up storage spackECT/IS100&040041

SMP for other conputers to performa state m gration.

The predeterm ned tinme during which the directory IS

t ai.ped N esatemrat S
tsEhiF BB bl oS B e B8S o€ bbb BREREE When the swp
C{l;.l B ¥ Atk 166k 03116 Eid@s hdf the Plevithd sia@iAbrRBAYE(thé 'Y branch), at
eneficial to retain the directory for a certain

hieaki 4Y, gt I Hsedntte autheniicataihg renliesmepbeiden: Hiext, at block 406,
L
a[)cﬁ%é‘c é%%lgé% H? %&agﬁ?’etgas??gtt t?lr t %ﬁ%c\? Xﬁ?%tﬁéreﬁa%%e{l au‘ﬁhentwated

Ofewdptaashatieste e tepRcehegcompyter :Pgsby’lmilﬁ;darﬂ;lgdh@ computer's MAC
del etion of the stored state at the end of _th

Jddege PaihA sigrgd Maﬁ@t aqddgges @mtﬁ@dfhyéh@, usggior &%Wé@d@p@é@awr If the
F

e plBBLF i R ol MAENGTLHER, & ook a7

aexﬂsrpk alemeécdﬁ alud nep&lz(d@rnmmcﬁnlmtereqsl mﬂm‘amtect(ﬂ’rle’tYees" branch), at

AP EETR tahF Seb Ah SGHiEL et o
HIGORE Derdrg N@GRNERES (O MBKB'ONLYE KM, i Ul%%k @Oé ' tﬁE ré};lacement

avai | able SMPs to the conmputer via the’
cooputer hmgra@asﬁhn &tateqn@nme&omfrsmhe eccyst d;rewtmre ‘Iihem,rvé block 410, a

VP i orin he st.at r.natjon. bl ock A03
Bl e el B vy 0t B BB A TR, P salfmiprfeh £t Efjsncd (e
"IN®" b@dnch}, @fatd Wi drftfonSdontifuds TO§tAM higitibh RefiniNEd (the "Yes" branch),
branch), at bl ock 404 the conputer queries the next

agiptocktd nthe-SMP|ip dnformaed by theneeplacenyentipompyies st migration is
t t
el SRS 05 005 g IR, B ST ARy 0 o

AS@GESSJ nFiaaibgtdtaslodlt 4163, "tNe SMP rsadis hg ,fa@t-odi)ltﬁﬁ& b results in the
t he SMP. seeks to_aut henticate the r epl acemen
delstipnt & thengssyre direcryt thoend pic @é@éetegmw&éemw fomhe reasons

deMRideq aB6R dv%lh fﬁec‘c ?@Bl@&l@%&% RfTpLE 8T has been

aut henti cate to aut henticate the repl acenment
conpHIEURES by acfomplacmah dlowtvbart dhas uilesttasesMaCeaetdplesys scenario 500

S GBS AP GE T S (b SURHE e B oF example,
rﬁ%%'h a5rs Gt £Goatmdi %@ﬂﬁoﬂﬁﬁc&ﬁﬂlﬁer hay b aghtingalo BlddGH#ual user

access is denied. If the replacenent conputer is
cauphitens dscgeneidlly iliustrated én FEFHREN) andalischssed kbaGg Theandiv@ual user

GDRIRESh)Se RELTLSS L0 o0 SER S T SEt BN SHEAE e 1o
ofed thred usetsatla cbmon b@rstrfan) b@ﬁpﬁfeﬂimgm) Apia6) told @nadiRéEr that they

the state information fromthe secure dlrector}/ Then, .
aa% g‘HP% Eshan While dpotrrdiugeriggateiogeromputes that @nly he/she is going to

I n| S %ﬂgbs FﬁGUﬂfé"ﬁﬁms Ee§tﬂ?et Selel] &5 tPthe rﬁ)lﬁ'to&fhere state data is

the ranc state mgration continues.
ttahsfstrad érom the avmomoni CSIl’fpllltBl‘ $hedd 6toted ith,YeSVMPbr anch) ,

At block 501, the migration software on the common computer advises the SMS

server of the migration desire. At block 502, the SMS server 103 provides a list of
available SMPs to one or more MPs. At block 503, a MP provides the list of available
SMPs to the common computer. At block 504, the common computer queries an SMP on
the list to determine if the SMP has state migration storage space. At block 505, a check
is made of the response to this query. If the query is not granted, i.e., the queried SMP
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at block 411, the SMP is informed by the replacenent
conputer that state mgration is finished. At block

wai®;7/054122 SMP changes the pernission of the di PEDUSI096/040041

to NO ACCESS. Finally, at block 413, the SMP starts a
fade-out tinmer that results in the deletion of the

ecure director. t the end of e te
Y ot At oFass adh e AR FlaBfL A6t i cheok s
n$ak8 16 ldefeltAdBES therddr&hiidre SV o the!list iT0HRYe drk @B SMPs on the list
that illustrates an exenplary scenari o 500 where the

(thedVes'bbraneln, ¥rblepk587 ke comefoncopmay queriasisprestieom sheapext SMP
|

B o SKEMBE if TACKMIS RSl M FATIP AR SB0E, migp e v

retangete eledld 3051 |Tif tisehre afead noreFS X4BRon khalist, dtrqmu&s &dnt to the SMS

above. The individ user conputers, ng r aded
adgpRipirgtor B2, aécbgcr%répfﬂ CBRpetedstermined B%OH% Bﬂ’)@a‘ﬁﬁlt@ added to

tlt%né"gﬂ?flfbﬂ@ of BIcFE SNER' G Bk aﬁdfcﬁ{H‘ﬁ&Q HIE P Bk 569 'Hh‘éto%rmore SMPs

mgrate to a conputer at they are going t
asdwdynamm,hlly eddde td ther Hstusk availableaS kst oNaxtc catnl»ﬂﬂokrSlO the SMS
n _the future.

t hat he/ sh ng, t
sevat 105 bafles i tiSodRalitnle MBS b die) Soritorompnlars, pgiting to

Ot 19, Sm%ﬁ%fﬁﬂl fhe oMW ReuER BT &KSTAUL BY at tockeSUs, the SMS
stored in, SMP. At block 501, the migration software

admmlhteatgbmtmnmmﬁbmcme QadnorsMPheanBhEbe edded o die ligief available

ration At bl ock 5 MS server 1

b BB i, % odiupth REpRtEratet iy Torts SRR auery for a
pRédebr@iked3R8iod af tRepr ovi des the |ist of avai I abI e SMPs
to the comon conputer. At block 504 the co

conpRes¥mEgelp; tleckaiPS shHhe queyes granted: Ghe) &Y & riraneh).fat block 512,
t@%w i§écﬁl‘eed1 cg)([g?tf#rq{}e 5&8[11%9 %01%?%? ﬁné‘tthéjclzo%ﬁo? ]pomputer

he re uer
stdn€s theetaye d)ié‘eaﬁl@tlseg bﬁﬂie@dmnhorﬁcamﬁdﬂﬁ sejpeRite éld)IrBMB other users within
-12-does, not have. s % ration storage space gt he .
the\gpcursy @FR?FBW art big e SMS sveistpres pfganatipn that identifies the

cgﬁﬁlﬁfﬂ&ﬁ by H‘Qrcﬁﬁa@.ﬁsl%l & 0?1&%6 %ﬂtrgl g thé ﬁgatab:!tsfe JV{?E; Ec e secure

are nore I\/Ps on he "Yes"” branch
dseatoryt bieated mrbiockdiPutnel thg SMP ebarggeadles peronssidmeofnibg tdirectory to

%@ﬁlﬁﬂi %fhlggﬁgg L e rg?ﬁlgqpln]; @ﬁtg\%ﬁwpp@? iﬁen §ta€% of the common

cBhpater Mthe sbéurk HﬁE&o@r erHeR, AMEkIVBSa Ofeck iemhiidto dfermine if the
report is sent to the SVMS administrator 102, who at

cpmgetn SOBPeREbRS fintshebvattinente fle dissctorgVPl dizstasy writing is not
ffrﬁsgl%? i(S "N%ebtﬁnglé)kblgal@gﬂ? 1sorre%éyt)edetm§ll\@'\/§%%1o%eco?ﬁjpd ?eq' Ha finished

vd’ytl’t%ﬂb ahd ﬂt&‘eoﬁﬁi@*ﬁ Aftep thehenimat copfipudstdiab fiblstedSVREing Nete directory
ck 510, the SMS server 103 updates the list of
(ﬁ\‘? S4'~°fesib |béansm:§hff MR weinfsmsd Pychasomerer. i tlogky 6 that directory

AR ARpEVEAALY o, 11800s 11t | e SHERS HhOpdhASon of the
directory from WRITE ONLY to NO ACCESS.

FIGURE 6 is a functional flowchart illustrating an exemplary scenario 600 where

a rebuilt or upgraded computer with many users is restored to the state stored securely in

a SMP for each user. See FIGURE 5 above. At block 601, since the rebuilt or upgraded

computer knows which SMP is storing this state information, as previously mentioned,

the rebuilt or upgraded computer queries that SMP. At block 602, the SMP authenticates

the computer. As mentioned previously, one way to authenticate the computer is to
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adm ni strator determ nes that one or nore SMPs cannot
be added to the |list of available SMPs, at bl ock 511,
W0 b@7088TRDN conputer tines out, i.e., delays amor/is2006/040041
query for a predeterm ned period of tine. Returning to
bl ock 505, if the query is granted (the "Yes" branch),

at bl ock , the S create .secure directq for.

Bl I IAC lRe gk PG e i B hSnilst Hfengitation information

stdi*&l StAb& of SARIGUIES, With (RS HANER RipERATBYESHD lﬁm@address
fromthe other users within the secure di rectory

A3l otk 603, a checkSivomeds barthe SR doi defteyniest ifothet wm:ult or upgraded
i dentifies the ¢ er in a databa .
cHBHIET die8 S0 io 2ERTH A t K 1ot COBRUET it HAE neog egipepticated.
biick @Ok QicYess li§ abifed. alf, bh FhKothdrhandN €het l3BuifiN? Lﬁ;g?d'c‘lgg%omputer has
t he perm ssion of the di rectory to WRI TE ONLY.
beepewhatiwatethat Wegkld, e éhangm thepetission &f éhecﬁecurh directory
CRBITER SPGB 355 SRR e P, prok oo
tigosptet fronkast the Nisah od thir ¢dnipiertie ntipextad fremtthé Yeculré dlrectory At

directory vvr ting js not fini Efged (t.he ."No" branch)

bk o075 f40he§ g geatects Eﬁ@rmm? THFHON it éwb*&%r Iﬁa*sot migration
edymlcht h t

Cé%tjrirﬂplﬁg er eh ?@?ﬁs edg %‘?It“fdgg‘ﬁ ?Jgé(ctkhggd ?lﬁeect or §Q %ﬁgfﬁ@nts the user

réf¥ende lﬁb&n die) state hﬁfoﬁhﬁmnsandntﬁmiates dhddatbbase c dphibelk 60% tthe SMP

| ock 516, that di t finqi d.
cRRTESH |G HermBrBEIOS 7, Ao R EAL INEY o NQ AGHESS. At
b@cfcktdi@ g'dh%éﬁ ] Mlaﬁé ‘P}En t%ls-ﬂﬁ’ %“d&ehﬁm%@f%%% nﬁkgd% states to

'S a functi onal | owchart illustrati ng an exenp
rmg@tfar Ifah@® @urem@r@u@rs withistatesgp nuggatad:b@l "‘E@s’r‘d&m@),vat tb&pck 611,

er restored t ta 5€
R P e b HRLRRE ot ted BpdbS HprB R0 BRCERSeR RS onLy,
afill Beefldw eyéledbdktito BlockB06 AUEsh e rém& ﬁanck RS atfHoGhoreMBers with
IS storlngthls state information, S{&szwous

I
sipeqst toontaiate (e ‘TN Urrerchyy at hlarkaled ﬂ@fb glprty) aéy desqut timer that
régﬁﬂg 1? %)e d%tgtl(pﬂ 8? lfheGQ ure &?ecﬁx'}/g a@lt‘ﬁéq gﬂH bf Qtp?gde'ié?ﬁlned time. As
conmput er. ment i oned previ Iy
eaplairedtdboat ewitlh ecpeop erocksm c(FIGGR@cﬁ)pafdebtoble 4VAGFIGURE 4),
ddress, which i.s ipcluded in the

(040
blosk AL 115 asgesTmY i PEICRIR f165 VR Sprcsdn dhe nEMé’c*fer oiher ypers that want to

e Al I
YT s Mo 550N s, HO R GOTURig i g

vd]éctheﬁxm diecioty tsht@tanmdmnl the SMR p@q:razd admmﬁamﬂs dinithad stagemigration

enticated. |f uter s.not .be
oS an oo gorabiGed SR SUsatrneudnfs 11 on
the FOEREARE 2 fuRetidRPYokchat thid dlladRtesCaMBdgslaRascenario 700
been aut henticated, at bl ock 605, the SM changes t he

vihsranh sentlenemsnt corapeiet SRl o @ BEW GOPPEIEaYLR mAny Bises s restored to

t%)%?tgé stgf'e@lép&ﬁe@ 1I1 Mr’%‘%@r.t §ee%%@'§!b0\’/%t. &1! b(i&h( 701, in

response to the migration software on the replacement computer contacting the SMS

server, the SMS server provides a list of SMPs to the replacement computer where the
state information may have been stored previously. At block 702, the replacement
computer randomly queries a SMP to determine if the SMP is storing its state
information. At block 703, a check is made of the response for the query, i.e., a check is
made to see if the SMP is storing the state information. If the SMP is not storing the state

information of the replacement computer (the "No" branch), at block 704, the
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the state of one of the users of the conputer is

mgrated fromthe secure directory. At block 607, a
web@cks§782 made to determine if migration is fiPCEOSHN6/040041

If not, mgration continues. Wien migration is

finished, at block 608, the SWMP decrenments the user

r e fromthe. state u
thSlp SO Sorkp A} ikFich B ot SV PR e bt SR VB B s 4 Btggpormined
16ngth BetifticiLLibRY 1Y jist ot REAbANE Yist. fNa tﬁ@@&ﬁﬁharﬁi R Q0P queried
610, a check is nade by the SMP to determine i f there
ah bdodkptB igstoringtthe statq oforgtign deingfsopglirly deaepipeament computer
er. a ghat
Se es, 1@%@1“%65@% gg%géh% slﬁlé’t gtger Yg zo oaﬁl'ﬁ% fip%ce RS replacement
ddnfpa&tromy blackMOBIQ ALk $Smiade READ SV Yo sanid thieheplat@iént computer
cycl es back to _block 6Q6. |If on _the other hand, there
hﬁtﬁ degibapipenticaieds A ppiriagdpredopsy,AnGrEaveto  utkentiggie a computer is
t{}r ingthe %ﬁﬁllft 1651511?@3 h8areb ’%osa{ ﬁ{ntea M@ggirgéétthgt' idEltifies the
hat restlts in tﬁ etron o secure rect
cmrecﬂweompuﬂerof Ifathp rrepllet@nent mechptitemas nmsam:hmtaateadchtaﬂmlm% (the

M Mﬂ% H’B*"gj‘%g%egsi‘gﬁé’@@& %EVS‘?OWP ol 7 géhea,sland the

rélﬂﬁ@e@nén@ c&rﬁﬁut&MP al@enGler (183" Bﬂaﬁéh)v‘@fﬁ)tloél@ GSOHQLS‘NIP changes

state m gration. As noted above, thé ngth of the
tbfr pdamission médthe | seeurg udlmgary\/mrwect Bt bbﬂCké@ﬁ oofyFIGURE 5 from NO

éﬁéﬁégﬁf?%ﬁ R oAl Bor 87 Bl 288 of P aqprovter s

rhifdeat&@MBoRchE Beciré air@crtoﬂjo Next) a@bﬁ%ﬁkﬁmsa @héditNie thh£A8ab determine if
flowchart that illustrates an exenp scenarl o 700

myseationds fajshed e Hemigratinfpistnet ﬁn@h@h (tb% "o heynelahs Bew cycles to
R B8 g FRL O 4, 08 SABHAE B8l (e e
bidinch), oakblZéléL? 11, nthe eS\IP Ndeerententsh thenii@r atat® meismhbwahe upidates the

DA ERED A BTE E S AL IGLS, SR, SHLLEL fom rep

(?]IQE{YatS 5 AlC GNP uA?BIoV:‘l@ &{ t(ﬁi@cksfg %a%e dcgé gfﬁ%’eﬁrhe@%me if there

ave been stored previously l'ock ,
areploac eseestatesdopuigeste.r dhtherd are qther'iYes" brashB), aoblock 714, the SMP

eter ne if the SWVP..is, st inforpmtion
ohitish Jhedetpissiol QSR ettt 9P ARCESSLE RIS RRLY fit the fow
18 BisYto blodk- 7092 1€ NRCHhe iothRERY, ttRers R nd mbk@us%Wtate‘é to migrate (the
storlng the state information. If the SVMP i s not

"Bodrbraechhhat Blogk &15.nther WP gartofe fadeonie pimee dhaindeletes the secure
0 nch t bI QC .
Yol B! Mo BAREO e S Siftipold gk e neossan

ih bfder tofred $MIPSpacH fof ase oy @thedhputerfd stae@idratidn. t i ne
1fthere|slust one on the |ist. If, on the other

. FIORBIER & HERHaRS! HowBaE et gasaiessnsm Hgmplfey maner how o
Sfi\ﬁ?ts?orbg‘ﬁ%tr ﬁﬁﬂnﬁﬂn b dber %E légllﬁgltl@% Islta § i [}8@3 %glﬁ)ﬁeﬁfs‘b& storage space

conput er Dr anc
aztilabigpos theoSHHEt hanblioclaBeod tdﬁMPap lceeatedenyt a SMS. The created SMP is

limited to a total computer capacity based on the maximum amount of space available for

storing computer state information. At block 801, a computer requests a SMP space to
save the computer's state or states. At block 802, a check is made to see if the total
computer capacity has been reached. If the total capacity of the SMP has not been
reached (the "No" branch), at block 804, another check is made to see if the SMP has
space available to store the state or states of the computer making the request. If the SMP
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conputer. At block 706, a check is made by the SWMP to
see if the replacenent conputer has been

wa@uionest7erat ed. As expl ai ned previously, one WegT/US2006/040041

aut henticate a conputer is by conparing the conputer's
MAC address to a stored MAC address that identifies

tyoF 1580 RERatc IR Bk Ja R o kERIAE S REs P IRk Rioslfis computer
(e 0Gkes 7 B¥anch @€ Block SOSiehE %dmtpﬁtelf Requestnip lgtmed | 1f, at®lock 802 it is
the other hand, the repl acenent conputer is

dgtermuedithettthe tqtelrapaciysot the SEAhas AENS: g, "Yiengbranch from

RE P08 S pRE RPElE delel b S B AR Wplo availble o

sl%Eé\ﬂld}‘sM{ or Atatd3l ofthe ®Qfestinheosipatee (bt "Noldeanchfronh®lock 804), at
°E| aced conputer is mgrated fromt

‘esé)?oFV coqapter rgquest i mPijO Theng erg‘gcf g@%ﬁ% cergputer checks to
fﬁrfa 6tfae1‘§1ﬁ15§‘$ﬁ a1 Hbs§réccblﬁbc§ Hsﬂl th{; MY, 9F el ©Brel Rher SMPs on
t finishe ranc ow cycles to

t]iuai bstk(the0'X e dbremclg), at blonk Bﬁ’htthﬂ nes. SMH&m thedistuseselested. Then the

fByb ckeisa 0 nk ilip ab e Sor Rpdca o8 B Che ¢ Blay pranch, a
bidt goRdateeBownandrb@basRus, A tHkO fkorl$ ne tSMP IMPthe list, or all the

changes t he perm ssion of the directory from READ D ONLY
avalaul AP, thadisthaye kearhed the mivaniani sumeed of yyers hleeyswn handle,

t deter ne i.f there..ar er states t

of Phefp Lot P Sual spC A BURE R sHIE o ROREGE stefe g Slaputer, the
pedtREY Qﬁnésh guiP@hdn &ndb.on AT wiild ebed iréRA0Y Ofpprédined M@n&\CﬁESﬁregomg
to READ ONLY and the flow returns to bl ock 7009. ,
destaEiDgPRhe HEnsional ﬁ]@WeﬂlH?téatW@ i @URBE S ocsprgtdaging éhe éheck made at

IRy gRﬂ\p éﬁ%]é) k 715, the SMP
bggtcgrts ﬁ:? e-ou?r]?l nmer t b ?es t he secure
d| r edﬂxarwccaﬂd bhe dndtiai V\&lep) raﬁcbelhﬁnmfaited dédides. thd&tsa SMP will only
alned abov ock 716 is necessapy in order
e

bl to
© gppialy abe C?%Puta"se%ye%m PRIHGHIAY, submpigpddegegy dhis situation
cUhlﬁr e QPher tH U 81 'n%t@orf(%%ﬁb Q4 Qfowfeh Qe I\ #Hany computers
lustrates in an exenplary nmanner how a SMP stores
uslmg anaskwcmlﬂtpmmgw thefr staterpmtuéianesislye $or nxa;nhlﬂe,aammrgamwlon may
stora ava th MP, . At bl ogk 800,
&yiprRg BT i, Miert tp s ip b Segon R £ sl Gespgraphical
afeal Okfal 1aéQlfoeity 680884 WithRAERGNMN $dd@ripRkhlhidh AP0 migrate
of space avail able for storing conputer state

their eempdtpo#atet the sake S0, and opiet e onbywdistitsdaugper of SMPs

R, e ST TR sl ARG .
tigapaiitt dechdestohiyanmicaly aesdgn tHe dvbﬂaHl@SMPsCta pAigrdty tief state of only

the SMP has not been reached (the "No" branch), at
cHPpEiersa®isnat G REtickA S}ﬂén%éér% s gddifien fp@ddime e SMPs.

FIORRE: SYA hblishal AoR! AR oFHA Ry YeoRkRlFRer0h SN is created to

conputer making the request. as a
nligratre tenctagh of peamepiderai dsaighed tao pattionler tIResubnat eddress only. At

b?oc?c 9%8 ogl\/hhg c%eea St | §191SC %m)lfoc?(r%l a check is made to determine if the

SMP will accept queries only from computers within a defined IP subnet boundary. If the

SMP accepts migration queries only from computers within a defined IP subnet boundary
(the "Yes" branch), at block 903, migration queries from all computers within the defined
IP subnet boundary are accepted by the SMP. Conversely, if a querying computer is not
assigned the defined IP subnet that the SMP handles, then a migration query from the
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(the "Yes" branch), at bl ock 805, the conputer request
is granted. If at block 802 it is determ ned that the

wao exoalssTapacity of the SMP has been reached (tPET/UY®96/040041

branch from bl ock 802), or at block 804 it is
deternined that the SWMP does not have space avail abl e

L TR B A A ——

ﬁ@ﬁ allt b@npﬁﬂﬂUWﬁhlnr thgUstginizRiodeat 8lbck DOL nmlg%bu&ﬂ Qodies from all
806, the con?uter checks to see if there are other
compyteshWithin thp Sreaniatioy ate aceeed P thonaMP irregngetive ofithe TP subnet
I
aggi;sges SR Qe %%gchfni{nﬁﬂs his is B8 ugg Ig@tsgghat% sj%‘?ﬁlfn FIGURE 8
ahﬂaimsm}hddeﬁadve thlecakeBiice dffa hiigragionrgenobpPSMPnddpagds on the
Ii_ Lthe "No" branch), | ock 808, .the flow tines
ébﬂ%*ar&? migpatipp §paceiog t%#’vg&@u &P c8HeE he |ist, or
aI | tWﬁllé‘\{ﬁhétﬁﬁbg e%ﬁm%tst h&rel & ?:ll g%’t?at&? aad %gsc,rri%@d it will be
maxi mum nunber of users they can or there Is
apptecmﬁdu@lht spane divages abh éeonadehiheﬁmlmoutsdepaﬂmgﬁbom the spirit
i@at he. co ute th%ﬁﬁ ess tIEPS out . and end d
ih¢ Op L% EARTY abpr FOMRRE f b AgPUmE devices,
ifef@kddrd PNGURMEEL faw @E}bl@t@@asfﬂoéi’.%ﬂai lcb@bhRts qrcg)n 'ghlsfshould be

FI GURE 8 occurs during the check nade at bl ock
cPnguRe ag egemplattandsod ligfiting SURHNS invEhéeremey alsd ﬁmé applicability in

9 AP ERRR PR LB s AL SRR ol DRn G s wiste o

prefpied leﬁwoaﬁnéd? STUD Aekhoddsde § SsystEh ﬁarSrhIglﬂﬁIng{ﬂseﬁ @t&t@l data while
ari se when the flow of network traffic i s sl owed

dgpleying areappratpgsytiandia b@qngieacrrmfl\h@wﬁho itis s @dpﬁmd that the
t us|
iFRliGn 3o it ABRTRLE Hric BRboREREP oo BF 3ANGG 1 AR by the
fodl dwing cimmhdl tipadgl apdpeodequivadents f a | arge mpjority
of users within the small ‘geographical area decide to
mgrate their conpnter state at the sane tine, and if
there are only a limted nunber of SMPs configured to
handl e the mgration, a bottle-neck is created. The
adm nistrator may, at this point, decide to
dynam cal ly assign the available SMPs to mgrate the
state of only conputers assigned a particular IP
subnet address in addition to adding nore SMPs. FlI GURE
9 is a functional flow chart of an exenplary scenario
where a SMP is created to mgrate the state of
conputers assigned a particular |IP subnet address
only. At block 900, a SMP is created by a SM5. At
bl ock 901, a check is nmade to determne if the SMP
wi ||l accept queries only fromconputers within a
defined | P subnet boundary. If the. SMP accepts
m gration queries only fromconputers within a defined
| P subnet boundary (the "Yes" branch), at bl ock 903,
m gration queries fromall conmputers within the
defi ned
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| P subnet boundary are accepted by the SMP.

Conversely, if a querying conputer is not assigned the
wa@ledornssi2d P subnet that the SMP handl es, then BCT/US2006/040041

m gration query fromthe -16-conputer is denied by the

SWP. |If, on the other hand, the SMP accepts mgration

queri.es fromall c uters. wi.t hi.n _the organi zati on, at. , .
bl ockSbodigents 55 e ientiod i PIGH HOAR BOReRY prprvilege i
ddsconaaninasd b9lana: accepted by the SMP irrespective

of the I P subnet addresses of the querying conputers.

It is to be understood that, as shown in FI GURE 8 and _
descrl-bed Aserver mapagerab syHere dopmigaing rausep atatpuef § computing

. . | . Ar 1.0N .
48418 oo SERELGRn Aol W B BfUibdeloh o HBE RLVER, comprising
enbodi ment(s) hawe l&sent | stass niigtadon gatht AESHIP"Pegitabld for securely
wi |l be appreciated that, various changes can be nade
steedhe usr skbuel rheomp e desiss ithe stals Rigrationpose shwsclery ("SMP

&REiolpyention. For exanple, the conputers, i.e., the
conﬁ)&?}(’ng devices, illustrated in FIGURE 1 are

depi ct ed &B) perasdeat onompnbgmsent PO .("NIRI"s farhadartingg e identity of
canstrued as exenplary and not, limting singce, the )

S PR UIcP! T SASb LB P D Graice e ocation of
sOfd £ WA EdersdPeMigces, such as PDAs, cellular

t el ephones, etc. Thus, while a preferred enbodi nent of

a nethod 4ed a asspéwarm moduleifeyr ati ng user state data

whi | e depl oyi ng.,an operati.ng,.system h been descri bed .
herewi th, 11 19)t0 BECTRUMS HEOHCTHE 0L W PRYER CPgRIRLE device
af@%kaillidedtirRelof BorhpitnedBvRdiafe Me 1oEHORDT shillQt I0AMEISMP from said
is defined by the following clainms and their ful

at leapfeongMBqui val ents. -17- The enbodi nents of the

invention in :ch S} r r .Qr LV .
is clainmed ar \(/e\qgjéf [ 2%83%@1%&:11? gl\%és% :S?#fg 0;¥%1grs\9{(§llrrce coh%gﬁng device
toreaid GME directyist ehsafdoat ledsgord SNE far bvare sbrape ir§aid SMP directory;
cgnputing device froma source conputing device to a

afesti nation conputing device, conprising: (a) at |east

one state m grgfjjon tﬁﬂbi@fm%t‘ﬁ%sér SEHE toggeluﬁ shitfce computing device

securely storing the user state of -said conputing
sekaw¢ly storedd i sgida§MPrdingetaty orsajdlalestination ecmpnyng deSide.
directory"); (b) at |east one managenent point ("M")

for stori an identitv of said urce conputin .

tovi e and e APyt RAM el s Bpho A T SRR ibtupatity of SMPs
ah@ GeHerédfl sl M@ dok a BRI seideplEMBty aNSMPS)and @f tyiBife module
nmodul e for: (i) determning the identity of said

segngntidle polsuthe mgvIBe on @aid list to locate a SMP having a capacity to store the
user state of said computing device in the SMP directory of the SMP being polled.

3. The server management system of Claim 1 comprising a plurality of MPs,
each of said MPs storing the identity of said source computing device and said destination
computing device and the location of said at least one SMP and wherein software module
randomly selects one of said plurality of MPs to determine the identity of said source

computing device and said destination computing device and said at least one SMP.

4. The server management system of Claim 3 comprising a plurality of SMPs
and wherein said plurality of MPs each store a list of said plurality of SMPs and said
software module sequentially polls the SMPs on said list to locate a SMP having a
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and sai d destination conputing device and the | ocation
of said at |east one SMP fromsaid at | east one M
w@ pooy/osg7ansf erri ng the user state of said sourP@I/US2006/040041
conmputing device to said SMP directory of said at
| east one SMP for secure storage in said SWP

directory: and (ili ransferring the.user te of

ol o ebiss PR ptiihg! GRORrEP LB ety nt FEi0EP Bheafivor e s

beMg pdllegctory to said destination conputing device. 2.

The "server managenent systemof Claim1 conprising a

plurality of SMPs and wherein said MP stores a |ist of .

sai d Spl ur dibetsgrver mgprssmentssENHoLERINA VEiHYH §hid source computing
X . 3 o | | a

JRFRP R bR R orbec iy B B o e Bhuphng BERLE P

conputing device in the SMP directory of the SMP bei ng

pol | &d. 3.A Tethoslesfnaigraigag esee states e eomphtig dévivelfrom a source

conpr.i si.n lurality of MPs, .each of said MPs
CETBPIPEITIE P elfe RIAioB ORI LT Ec WIS ng devi ce
and $tkhide s tisnétd %%f%@gﬁgﬁgm%\ﬁbﬁ o ("SR ‘é§<|§ﬂ Qftable for

of said at” | east one SV wherei n sof t ware nodul e
seamelystoyingdheeses stotewishidsamguphgidetides y of MPs to

gﬁg © ég%ngl?gtgg t%pi ghglﬁg{;ﬁjﬂf ﬁiiqjisz %g IrSi\EP s;ﬁ%ni{}% i :agpggg(gtvyl {65 ecurely
stop@ e 1RBEsta/BY seftd cIMifutiftf d@lcemanagenent system of

Caim3 conprising a plurality of SMPs and wherein,
sai d tsnsferingtausef stvpisaidsonice cempuiingsdevise te dhgjidentified SMP for

Ll rto et PRI SGLPIT RS | oie

SMP  hawsfeging thd Ss&aiae iof Yaitl Gosice kempingudaficesdeatuelyoftored in the
.said computing device in the SMP directory of the, SWMP
igaitifigd @amgth@ 1dFHE§%‘%$Wrt° Feidsgetneten syPWREHeVEeai m

1 wherein said source conputing device and said

destiznat i afeGRIRN b E1ARVY FRerdifsal SRR S&H@Hfﬂg"tﬁwice includes a

device. 6. A nmethod of mgrating a user state of a
phoaptytdfnigerctatecand whereia eoluof said phapality 0 uskesiages is tramsferred to a

serne iSRRI 00 pF S enu RN, A s R AR Rofbd ot said
sbpapMBS/ lentBRBIR 16¢ktioalth Saifl enificlS®IPY Storing the user

state of said conputing device; identifying an SMP
included in the |list of SMPs having a capacity

h t . :
securfel y sthsr grethad @feblaimdr ahsreit gl devipatioh gco?nputmg device
HAYAES Rgﬁ%ggfo?rge Nateledtifltin it?efvgcggéf\ﬁa#dgerréiﬁusraﬁ? plurality of user

conput i ice to the 1den
states are each transferred from said SMP to an associated one of said plurality of

separate computing devices.

9. The method of Claim 6 wherein said SMP creates a secure directory and
wherein said user state of said source computing device is transferred to said secure

directory for storage.

10.  The method of Claim 6 including storing said list of a plurality of SMPs in

a plurality of management points ("MPs").
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securely storing the state of said source conputing
device; and transferring the user state of said source
weewplss7eyy devi ce securely stored in the i dentPET/e82080M20041
fromthe identified SMP to said destination conmputing
device. 7. The nethod of Claim6 wherein said source

conputi ng eV| c i.nc lurality of .user states,

and wtter ei OE}f OIJSQF ﬁﬁd‘ﬁ rtcil)ldé‘i/g §oHns asspewdiop gnformation
thdranRhBhée Cﬁnﬁoa@oéﬁf%@r ﬁ‘i@' dutcdeBéhphaly @elisakio @ai‘af destination
said identified SMP and is separately stored at said

computing d¢vwicsd idesatd flinabityeoflMBait i on in said identified
SMP. 8. The net hod of Claim 7 wherein sal d destination

Comp bl 9 8% Bl A s p AR el ESF i compuin

detiet end sdie dedamiatibm adiﬁ}f)lﬁfrfgeﬁvifcé ars e@@doﬁbt&l\/ﬁld énlffransferring the user
associ ated one of said plurality of separate conputing
stpds Pewdd sapreerppmprtingslevise topafl APEinaHeR epmpWEIgleg)gp if said source
c%%ﬁf)ﬂ{lﬁ% dé\lléeeeﬁfﬂrﬁlcpﬂésﬁﬁﬁtgﬁy ﬂxr%gtlﬂg' V‘;I‘éenarl? ?ésgcf%i%ﬁr state
of “sald source conmputing dev transterred to said

secure directory for storage. 10. The method of Caim
6 i ndBudi @msnnethiodgnfsﬂliahin biveltergin saidpsamra bdmptﬂfng&‘d@iace and said

n.a Iurallt .managenent points MPs"). -19-11.
defiuaBi b feyich o  SFEb R BaRY e or  ng
associ ation information that identifies and as_soci at es
sai d 19oUr ¢ neIRRUSS Afraied £ Bserehts of 8 c@ﬁ@htlﬁ%%ﬁae from a source
conputing device in said plurality of
CRBIPHETEE BFVicH (@) arde@tma:t@memgtl@&dmm pPIApFiSing:sai d sour ce

ar o’ Set el Sy S BRE P bR R BB LG aevice

sai d isaitifeiag @cumeltmg@ud@pb@@( "SVIBRisalit£bs for @aéurélry storing said user
conputing device if said source conputing device and

s§:d destination conputing device are associated. 13.

The pRLbQ YHELSLA R,

devi ce ang“%;l ? gllegeta%nat ?%%kcgﬁaiutg?lﬁg%gg\g}l éc;oe ar:ialgr&v1ce to said
BMPe conputing device. 14. A nethod of migrating a

user at e .of ut,i ice fram a, sour.ce

comp Bl i e Rl B saian g dering 1§ @pregisted with said
6P EbBpMshe &viRchad | Ng sai d source conputing device

W th sai d c?estl nati on conputing device; identifying a

st at ranbfigrring ba ysel siete (fragnpeijl SIP treutstid stlseted alesitmatign computing

el craloﬂ sa% Biflea>d&lifation computing device is associated with said source

computing device.

15.  The method of Claim 14 wherein said source computing device and said
destination computing device have MAC addresses and wherein said source computing

device and said destination computing device are associated using said MAC addresses.

16.  The method of Claim 14 wherein said SMP suitable for securely storing
said user state is identified by randomly checking a list of SMPs to identify an SMP

having a capacity to store said user state.

17.  The method of Claim 14 including associating one source computing

device with one or more destination computing devices.
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transferring a user state associated wth said source
conputing device to said SMP; determning if a
w@edogosssek desti nati on conputing device i s assoRCHUSIN06/040041
with said source conputing device; and transferring

the user state fromsaid SMP to said sel ected

destijnati conput. n evi oply if .saldpselected . .
dost i Mati ofee 8@% ﬁg (218’6‘? 1 Vherdo said gﬁkl\glé %S? hStdp (nformation
18&HITGiR g GHITRYTCH Borfl pivtingedevide -assbdRitdiBl 0 the AfanéHefrbdudes state.

wherei n said source conputing device and said
desti nation co%Butin devi ce have MAC addresses and

wher ei%n sailt mefied ef Ehwpddi wepreia vridsouisa cemphting device includes a
AR L ST Rl PR3 ABL  AE ptray

oBebmpuiin@ddvicebor securely storing said user state is
identified by randomy checking a list of SMPs to

i dentj fy SMVP. havi .a city to store said user ..
stat &0 17 themethad g o & Sbeimsaid st fgmputing device and said
RESRA COMPuIMEI SR 6 A TR EbiPutdRVdetRetM t h one or

nore destination conputing devices. -20-18. The net hod

of Caim1l4 wherein said SMP al so stores information

i dentifying said source conputing device associ at ed

with the transferred user state. 19. The nethod of

Cl ai m 14 wherein said source conmputing device includes

a plurality of user states and wherein said :
destination conputing device includes a plurality of
conputi ng devices. 20. The nethod of C aim 14 wherein

sai d source conputing device and said destination
conputing device are different conmputing devices. -21-
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