1/8

FIG. 1 )
/ \

100 10 .

s -
R £ COLLATION,_ >3 520
DEVICE )

20 15
\ J/
7
PT
FIG. 2 1
g
) IC CARD 10
[/
IC MODULE 20
25 ~28
CPU - EEPROM
)5 34 i /'/27
UART = TR
BS1 26
- Row
\
COLLATION_ 60
Pr
|
X «/‘A ) ’\/50




2/8

1 ’ 30 40
- c
24 PROCESSOR STORAGE 47 .
_
- | [BIOWETRIC INFORWATION SIOTETRIC ATTHENTIGHTON
COLLATOR INFORMAT 0N
34 44
/50 COMMAND PROCESSOR g PROGRAM
FINGERPRINT N 46
SENSOR COMMON KEY

HAS COMMAND
BEEN RECEIVED?

S102

EXECUTE MUTUAL AUTHENTICATION PROGESS

4

8104

TRANSMIT FINGERPRINT

INFORMATION REQUEST

/

HAS
FINGERPRINT 1
BEEN TRANS

S106
NFORMATION
MITTED?

S108

GOLLATE BIOMETRIC

AUTHENTICATION

INFORMATION WITH FINGERPRINT INFORMATION

Y

St

EACH COLLATI

EXECUTE UPDATE PROCESS AGCORDING TO

ON RESULT

¥

S11

TRANSMIT

RESPONSE




3/8

and

|

$53004d HL(I-U) LN @13H NOTLVWYOINI INIYdY3ONIS
01 NOILVIHOINI NOLLVOIINGHLNY OIMLJWOIE 31V0dN

[ +1=1

¢ 1304Y1
ONISSI00Md SY (HLOTTIS NAFE
9¢¢S ' HOTLYWHOANT NOTLYOTLNIHLAY 11301
NIV TIV SvH
[AAA ¥¢¢S S3A [ -
NOTLVIIOANT NOTLYIWYOANI
NO1LIGNOD INTHJYIONIA G10H TRREERI EMTRNI
QINTWY313a38d 1SyId 80¢S A
ASIIYS :mm% NOT1Y 1109 . .
&
NOTLIONOD (ANINY3L3034d $$490NS
0¢¢s (N093S AJSLLYS NOTLYWHOANT NOTLVOLINZHIN NOLLYOLINTHLOY TYNOSHAd
OTM13H0Ig HLT HLIA NOTLYT109 ON 9023~ s34
1394VL 21¥QdN NYHL YIHLO NOILYWHOINI 0128
NOLLYOTINIHIAY DI¥LIW0IE 193713S

81¢es 1

b
OLLIGNOD GINIHYALITY
SUI4 ASILYS NOLLYRHOINI NOLLVOLINAHIN
JIYI3N0IE HL! HLIM NOLIYTI0

ON

_A.l.
$3553004d HIU 0L LSdId WOUd
20¢S —1 03553004 34 01 NOLLYWHOANI

NOLLYOLINFHLNY JIHLIN0IE 109 THS

oi/

¢S5300Yd
HIU SSF00Ud INVAI T

S
00¢S

S3A

¢ DId




4/8

CONDITION SCORE DETERMINATION
FIRST PREDETERWINED AUTHENTICATION
CONDITION 90 OR MORE SUCCESS

SECOND PREDETERWINED
D PRELETER 70 T0 90 UPDATE TARGET
THIRD PREDETERWINED AUTHENTICATION
CONDITION LESS THAN 70 FAILURE




5/8

FIG. 7 1
‘ _IC CARD
60 50
TERMINAL 1C CHIP CGLW O PROCESSOR FINGERPRINT \ |
i ) Q:OMMAND PROCESSO@ GIONETRIC NEDRATION SENSR )
T s300 | T T
. S302
/./
WUTUAL AUTHENTICATION BETWEEN
IC CHIP AND BIOMETRIC
INFORMATION COLLATOR BY
USING ENCRYPTION SCHEME
S304
- S306
S310
S308
~S8312
S314 -
$316 =
— S320
SS?é - o S322
$326
S324
$330 ~S328
332
~-S334 S
S336 <




6/8

(03Q¥YOSIa ST NOTLVWHOANI O1¥1IW0IE GIWINOOY)
NOT1VTI00 ANOOFS 01 JACW

((30UVOSTA SI NOILYWYOANI OTULIWOIE QIMINOIV)
NOILYT100 GNOJ3S OL JAOW

(03Q¥VOSTa ST NOTLVINMOANI OTH1IWOIE QIIINDIV)
NOILYTI00 aNOD3S 0L JAOW

(0713H ST NOTLVWHOANI OIYLIWOIY 4IYINOOV)
NOILYT100 aNOJ3S OL JAOW

(AT3H ST NOTLVWMOANI OTY13WOTE Q3¥IN0IV)
NOT1VT100 ANOO4S 01 JAOW

(Q713H ST NOTLVWHOANI OI¥1IWOIE 4IYINDOY)
NOTLVTI00 GNOJJS 01 JAOW

SS300NS NOILVOILNIHLNY SV NOILFTdWOD SS400dd

$S300NS NOILYOIINIHLINY SY NOILATdWOD SS300ud

$S300NS NOILVOILINIHLINY SY NOILI1NOD SS300Yd

06 NYHL SS31

0L NVHL SSHT

06 0L OL

JHOW 40 06




7/8

J4NT1Y4 NOTLVOILINIHINY SY NOTLVNIWY4L SS300¥d

NTIVA NOTLVOTINIHLNY SY NOTLYNIWYIL SS300dd

UNTIVA NOTLVOTINAHLINY SY NOILYNIWYIL SS300dd

0L NVH1 §S71

UNTIY4 NOTLVOTINIHINY SV NOILYNIWYAL SS390ud

JUNTIY4 NOTLVOILINIHLINY SV NOILVNIWYAL SS300dd

FUNTIVA NOILYOTLNIHINY SV NOTLVYNIWYAL SS300¥d

-06 01 0L

dIHO O1 OL GALLINSNVYL SI NOILYWMOANI SIHL "JWIL 1SHId
1V d341NnboV _NOTLVRMOANI OTHLIIWOIE ST FU3HL I

dIHO O 01 GILLINSNVYL ST NOILVWMOANI SIHL “JWIL 1SHld
1V 341N00Y NOTIVINMOANI OIYL3W0IE ST FU3HL 4l

diHD OI OL GILLIWNSNVYL ST NOILVWMOANI SIHL "JWIL 1SHld
1V 341N00Y NOTLVWMOANI JTH13W0Id ST FH3HL 41

J40W Y0 06

06 NVHL SSd1

INJLINOD HNISSI00ud

d NOILVIWYOANI
NOILYOIINIHLNY OTYLI3WO0Id
40 JH03S

Y NOTLVIRYOANI
NOTLYOILNIHLNY OTYL3WOId
40 F00S

6 DIl



8/8

X

NOTLYHHON]
INTNMION ]
A
3lvadn J0H 40 JW\MO 0%
g NOTLVAYONI 1VH g NOTLVIHONI
NOTLY1 LNIHLNY NOT LYTRNAHLNY NOT LY T INJHLNY
S1ULIHO18 (€ STRTET L

NOTLYIHOANI
INTYdH4ONIA

J40N 0 06 40 F0OS

\

NOILVWHOANI
INTddY39NIA

0L NVHL $S§37 40 F400S 06 0L 0L 40 F0IS

/

\

Y NOTLVIWYOANI
NOTLYDLLINIHLN
alyL3noI1d

<C

g NOILVWYOANI
NOTLYDLINIHLNY
JTH1IW0Id

v
NO

NOTL1VIWHOANI
[1VOLINAHLNY
J1y13no1d

§S3004d NOTLVTI00 INIYdYHONI4 ONODSS

§S300dd NOTLYTI00 INTHJYJONIA LSYl4

Ol "DIA




