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METHOD AND SYSTEM FOR AN EFFICIENT CONSENSUS MECHANISM
FOR PERMISSIONED BLOCKCHAINS USING AUDIT GUARANTEES

CROSS-REFERENCE TO RELATED APPLICATION
‘This application claims the benefit of, and priority to, U.S. Application
No. 15/163,007 filed on May 24, 2016, The entire disclosure of the above application

is incorporated herein by reference.

FIELD

The present disclosure relates to the consensus of a permissioned
blockehain, specifically the use of audit guarantees for efficient consensus of new
bloeks added to a permissioned blockehain and the use of bloom filters for recovery

of desynchronized nodes.

BACKGROUND

Blockehaing are decentralized, distributed databases that can be used to
maintain & verified, and often publicly accessible, record of data. Recently,
blockchaing have scen increasing uss via a mechanism for the storage and verification
of transaction records for eryptographic currency transactions, Being a decentratized,
distributed database, blockehaing typically require a significant computationat effort
in order to have new blocks added to the chain verified, In many instanees, this
verification is parformed via “proof of work,” which is performed by nodes in the
biockchain network and involves performing a vory high number of computations,
Over time, the processing power necessary in order to provide consensus in a
blockehain via proof of work has grown to the point where if can be prohibitively
expensive and thne consuming.

However, for a decentralized database, consensus may be necessary to
ensure that cach distribution of the database is aceurate and matches the other
distributions. 'Unfm‘tuﬁ&teiy, many computing devices that may benefit from the use
of a blockehain, acting as nodes therefore, may Iack the provessing power necessary
to be able to participate via the performing of proof of work or other existing
consensus mechanisms. In addition, existing consensus mechanisms often fake a
considerable amount of time in order for the consensus to be resolved. Por instance,

proof of work for Bitcoin, one of the most popular implementations of @ blockchain,
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often takes upwards of ten minutes. In many instances, this length of thme may be
unacceptable for a blockehain implementation,

Thus, there iz a need for a techndcal solution for a consensus
wmechanism for a blockehain that can be performed quickly, efficiently, and with a

minimal amount of processing power as compared to existing hlockchain

LA

inplementations and consensus mechanisms. A faster, more efficient consensus
mechanism may enable a blockchain to be implomented more easily and distributed
among compating devices with lower system specifications, whils also ensuring
consensus for new transactions and other records added © the blockehain more

18 guickly.

SUMMARY
The present disclosure provides a deseription of systems and methods

for adding blocks fo a parmissioned blockchain using an efficient consensus

15 mechanism.

A mathod for adding a block to a permissioned blockehain using an

efficient consensus mechanism includes: storing, in a momory of a processing server,
a hlockchain comprising g plurality of blocks incleding a recently added block, the
recently added blocking including st least a block header and one or move teanssetion

20 values; receiving, by a recelving device of the processing server, a plurality of
{ransaction messages from one or more consensus nodes associated with the
blockchain, wherein cach transaction message includes ot least a transaction value;
gencrating, by a hashing module of the processing server, & Merlde root for the
plurality of transaction messages using a transaction reference associated with the

25 transaction value included in each of the plurality of transaction messages; gonerating,
by the hashing module of the processing server, a previous hash value via application
of a hashing algorithm to the block header included in the recently added block;
generating, by & generation module of the processing server, a proposed block header,
wherein the proposed block header includes at least the previous hash value and the

30 penerated Merkle root; generating, by the hashing module of the processing server, a
confirmation hash value via spplication of the hashing algorithm to the generated
proposed black header; generating, by the generation module of the processing server,
a proposal number, wherein the proposal number is @ numeric value of a digital

signature generated for the genersted proposed block header; slectronically

)
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transmiiting, by a transanitting device of the processing server, a prepare message fo a
message includes at lesst the genevated confirmation hash value and generated
proposal number; receiving, by the reeeiving device of the processing server, a
5 response message from at least a majority of the plurality of auditing nodes, wherein

each prepare responss message inchudes at feast the generated confirmation hash
value and an accepted proposal number; identifying, by g data idemtification module
of the processing server, an agreed proposal number based on the nomeric value of
the generated proposal pamber and a nomeric value of the accepted proposal number

10 inchuded in each response message and a predetermined criteria; electronically
transmitting, by the transmitiing device of the processing server, an accept message o
the plurality of suditing nodes, wherein the accept message inclodes at least the
generated confirmation hagh value and the identified agreed proposal number;
electronically fransmitting, by the iransmnitting device of the processing server, a

15 confirm message to a plurality of consensus nodes assoctated with the blockehain,
wherein the confirm message includes af loast the genersted confirmation h:éish value
and the identified agreed proposal number; and executing, by 8 querying modale of
the processing server, a guery on the memaory to add a new block {o {he blockehain,
the new block including at least the transaction value included in cach of the plorality

20 of transaction messages 8 new block header including at least the previous hash value,
the generated Merkle root, and the agread proposs! number,

A gystem for adding a block fo a penmissioned blockchain using an

efficient consensus mechanizm includes: 8 {ransmitiing device of a processing server;
a dala identification module of the processing server; a querying module of the

processing server; a memory of the processing server configured to store a blockehain

o]
w3

comprising & plurality of blocks including a recently added block, the recently added
blocking including at least a block header and one or more transaction values; a
receiving device of the processing server configured W receive a plurality of
transaction messagas fom oas or more consensus nodes associated with the

30 blockehain, wherein each iransaction message includes af loast a transaction value; &
hashing medule of the processing server configured to generate a Merkle root for the
plurality of transaction messages using o transaction reference associated with the
transaction value included in cach of the plurality of transaction messages, and a

previous hash value vir application of a hashing algorithin to the Block header
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included in the recently added block; and a generation module of the processing
server configured to generate & propoesed block header, wherein the proposed block
header includss at least the previoug hash value and the generated Merkle root. The

bashing module of the processing server is further configured to genemste a

confirmation hash value via application of the hashing algorithm to the generated

proposed block header. The generation module of the processing server is further
configured to generate a proposal mumber, wherein the proposal numbsr is a numeric
value of a digital sipnature generated for the generated proposad block header. The
travesmitting device of the processing server is configured to electronically transmit &
prepare message o g plurality of auditing nodes gssociated with the blockchain,
whercin the prepare message includes af least the generated confismation hash value

and generated proposal number, The receiving device of the processing server is

further configured to receive a response message from at least & majority of the

plurality of suditing nodes, wherein each prepare response message inchudes at least
the generated confirmation hash value and an accepted proposal number, The data
identification module of the processing sorver is configured to identify an agreed
proposal number based on the numeric valoe of the gonerated proposal number and 8
numeric value of the accepted proposal number included in cach response message
and a predetermined criteria. The transmitting device of the processing server is
further configured to electronically transmit: an accept message 1o the plurality of

auditing nodes, whergin the accept message includes at least the generated

confinmation hash value and the identified agreed proposal number; and a confirm

message to a plurality of consensus nodes associated with the blockchain, whereln the
confirm message includes at least the generated confirmation hash value and the
identificd agreed proposal number, The querving module of the processing server iy
further configured to exgoute 8 query on the memory to add 8 new block to the
blockehain, the new block including af least the transaction value included in cach of
the plurality of transaction messages a new block header including at least the

previous hash value, the generated Merkle roof, and the agreed proposal number,

BRIEEF DESCRIPTION OF THE DRAWING FIGURES

The scope of the present disclosure is best understood from the
following detatied description of exemplary embodiments whan read in conjunction
with the accompanying drawings, Included in the drawings are the following figures:
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FIG. 1 is a block diagram illustrating a high level system architecture
for the efficient consensus and recovery of desynchronized nodes in a permissioned
blockehain network in accordance with exeraplary embodiments,

FIG. 2 1s a block diagram illustrating the suditing nede of FIG. 1 for
the officient consensus and recovery of desynchronized nodes in a permissioned
blockchain network in accordance with exemplary embodiments.

FIG. 3 iz a flow diagram illustrating a process for ientifving a
consensys proposal in a consensus node of & permissioned blockehain network in
accordance with examplary embodiments.

FIGS, 4A and 48 are o flow diaémm illustrating a process for the
recovery of a desynchronized consensus node in a permissioned blockehain network
via the use of & bloom filter in the system of FIG. 1 in accordance with excmplary
enthodiments.

FIG, 5 is a flow diagram llustrating a process for resynchronization in
a desynchronized consensus node in a permissioned blockehain network in
aceordance with exenplary embodiments.

FIG. 6 is'a flow chart illustrating a process for the performing of a
consensus audit in auditing nodes in a permissioned blockehain network for etficient
consensus of a new block in accordance with exemplary embodiments,

FIG. 7 is a flow chart illustrating a process for the verification and
adding of a new block 10 8 permissioned blockchain as a result of an efficient
consensus mechanism in accordance with exemplary embodiments.

FIG. 8 s a flow chart iHusirating an exomplary method for adding a
block to a permissioned blockchain using en efficient consensus mechanism in
accordance with exemplary embodiments,

FIGS. 9 and 10 are flow charts illpstrating exemplary methods for
recovery of missing or extra data using a bloom filter In accordance with exemplary
embodiments.

FIG. 11 is a block diagram illustzating a computer systom architecture
in accordance with exemplary embodiments.

Further aveas of applicability of the present disclosure will become
appatent from the datatled deseription provided hercinafier. It should be vnderstond
that the detailed deseription of exemplary embodiments are intended for Hlustration
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purposes only and are, therefore, not intended {o necessarily Hmit the scope of the

disclosure,

DETAILED DESCRIPTION
Glossary of Terms

Blockchain — A public ledger of all trangactions of a blockchain-based
currency. One or more computing devices may comprise a blockchain network,
which may be configured to process and record transactions as part of a block in the
blockehain, Once a block is completed, the block is added to the blockchain and the
{ransaction record thereby updated. In many instances, the blockchain may be a
ledger of transactions in chronofogical order, or may be presented in any other order
that may be soitable for use by the blockehain network. 1o somie configurations,
{ransactions recorded in the blockehain may inchude a destination address and a
currency amount, such that the blockehain records how much currency is atiributable
to a specific address. o some instances, the tansactions ave finaucial and others not
financial, or might include additional or different information, such as a source
address, timestamp, efe. In some embodiments, a blockehain may also or
alternatively inchide nearly any type of data as a form of ansaction that is or needs to
be placed in a permissionless, distributed database that maintains a continuousty
growing list of data records hardened against tampering and revision, oven by s
aperators, and may be confinmed and validated by the blockchain network through
proof of work and/or any other suitable verification technigues associated therewith.
In some cases, data regarding a piven transaction may furthey include additional data
that is not directly part of the transaction appended to transsction data. In some
instances, the inclosion of such data in a blockchain may constifule a fransaction. In
such instances, 8 blockehain may not be directly sssociated with a specific digital,
virtual, fiat, or other type of currency. In some cases, participation in a blockchain
{&.5., as a node submitting and/or confirming transactions) may be permissionless
(.., not moderated or restricted). In other cases, a blockehain may be a
permissioned blockehain where only authorized conuputing devices may operate as
nodes, where 8 fovel of participation may be based on permissions associated
therewith.

System for Bfficient Consensus and Recovery in g Permissioned Blockchain Network
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FIG. 1 illustrates a system 108 for the nse of an efficient consensus
mechanism for consensus of new blocks added to a permissioned blockchain network
and the recovery of degynchronized nodes included therein

The system 100 may include an aaditing node 102, The suditing node

5 102 may be a part of @ permissioned blockchain network. The premissioned
blockehain network may be a network of a plurality of nodes associated with @
permissioned blnckehain, The permissioned blockehain may be a blockchain where
participation thereln for the contribution of and consensus of new blocks, and
transactions and other data included thersin, to be added to the blockchain may be

10 restricted to authorized (e.g., “permissioned™) nodes. In the system 100, the
permissioned blockchain network may be comprised of a plurality of auditing nodes
104 and consensus nodes 106, As discussed in more detail below, consensus nodes
106 may be configured to receive and coniribute transactions for nclusion in the
permissioned blockehain, and suditing nodes 104 may be configured to perform the

1S functions of a consensus node as well as being configured to perform a consensas
sudit, for auditing of new blocks to be added to the pormissioned blockchain. In some
smbodiments, a permissioned blockchain may include additional types of nodes, such
as member or application nodes that contribute fransactions but do not participste in
consensus, and other nodes that may be suitable depending on the functions and

20 implementation of the permissioned Bockehain,

The apditing node 162 may be a procassing sexrver or uther specially
contigured computing device and/or system configured to perfonm the functions of
both a consensus node 106 and an anditing node 104, The suditing node 182 may be
connected via a suffable communication network and methods to a plurality of

consensus nodes 106, Hlusivated i FIG. 1 as consensus nodes 106a, 106h, 106¢, and

fedd
L

106d. Bach of the consensus nodes 106 in the pormissioned blockehain network may
bhe connected to a plurality of other consensus nodes 106 in any suitable natwork
topology. For example, consonsus nodes 106 may be connected using a mesh
topology. In some instances, some consensus nodes 106 may only be connected to
30 other consensys nodes, and may not be connected fo an auditing node 104, Bach of
the othet auditing nodes 104 in the blockehain network may also be connected to 2
plarality of consensus nodes 106, in sddition to being connecled to cach of the other

auditing nodes 104, In some instances, a consensus node 106 may be connected to
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only & single auditing node, such as the suditing node 102 or one of the other audifing
nodes 104,

The auditing node 102 may, in performing the functions of an auditing
node 104, be connected o a plorality of auditing nodes 104 using a suitable
communication network and methods. In an exemplary emboﬁimﬁni; the nunaber of
auditing nodes 104 in the permissioned blockehain network may be limitedto &
maximam munber, such as for a faster, more efficiont consensus using the methods
discussed herein. For example, a permissioned blockehain network niay Hhai the
number of auditing nodes 104 1o seven, even in instances where the number of
consensus nodes may be in the thousands, tens of thousands, hundreds of thousands,
or even greater. In some cases, the munber of auditing nodes 104 may be an odd
number, such as for the determination of & majority thersof during the consensus
audit, as discussed in more detail below. In an exemplary embodiment, each of the
auditing nodes 104 may be interconnected, such as lustrated in FIG, | where sach of
the anditing nodes 104 are comecied to each of the other suditing nodes. It soms
instances, the auditing nodes 104 may be geographically distributed in the
permissioned blockehain network, such ag to reduce the likelihood of a significant
network dizsconnect or partition,

In the system 108, the anditing nede 102, and other nodes in the
pernvissioned blockehain notwork configured to porform the functions of a consensus
node 106 (e.g., cach of the consensus nodes 186 and auditing nodes 104}, may receive
transaction measages from application nodes or other nodes in the permissioned
blockchain network configured o contribute data for transactions to be added to the
permissioned bockehain, * vansaction messages may be clectronically transmitted to
the auditing node 102 via a suitable communication network, and may include at least
a transaction value, The {ransaction value may be a transaction record or other vahie
to be added fo the permissioned blockchain, For instance, the transaction vahie may
be a transaction rocord that includes destination and source addresses and digital
signatures assoclated thorewith and a fransaction smoont for su amonat of
cryptographic surrency transferred from the destination address to the source address
or addresses. In another instance, the transaction value may be an alphanumeric or
ather suitable type of value that represents a transaction or other data, such as in an
opague, permissioned blockchain, Additional data regarding opague blockchains may
be found in U.S. Patent Application No. 14/950,117, entitled “Method and System for

8§



WO 2017/204943 PCT/US2017/028224

(Gross Settlement by the Use of an Opague Blockchain,” filed on Novembaer 24, 2015,
by Steven C. Davis, which is horein incorporated by referonce in its entivety.

In some embodiments, fransaction messages may also include a slot
identifier. The slof identifier may be an identification vahe ropresentative of a slot fo

S which the corresponding transaction value belongs., The slot may be a demarcation or
other categorical organization used for the organization of transactions to be added 1o
the permissionad blockchain, In an exemplary cmbodiment, & slot may be associated
with a time or range of {imes to which the associsted transactions correspond. For
example, @ slof may be associnted with a second in time, where each transaction

10 associsted with the slot’s corresponding slot identifier may be a transaction conducted
at that second in time. In such an example, the slot identifior may be a representation
of that second In time, such as a timestmnp in seconds since the start of the UNIX
epoch or other suitable date and thme reprosentation that indicates that second. For
instance, the slot ideﬁtiﬁer‘ for all transactinns conducted at the first second of 2016

15 may be 14516064040,

When the auditing node 102 receives a transaction message, the
auditing node 102 may determine if the fransaction value included in that fransaction
message is already stored in a local database of unconfirmed transaction values to be
added to the pernussioned blockchain, In instances where the transaction message

20 includes a slot identifier, the determination may be based on inclusion of that
transaction value in & storage of transaction values for the included slot dentifier. If
that transaction value has not already been received, then the auditing node 102 may
store the transaction value with other transaction values for that slof identifier. The
apditing node 102 may then rebroadeast that fransaction message to sach consensus

node 106 conuecied thersto, The conpected consensus nodes 106 may roceive the

o
o

fransaction messags and also perform the defermination, stovage, and rebroadeast as

necessary. I the transaction value has already been received by the auditing node

102, then the auditing node 102 may ignore the transaction message and may not

rebroadesst the transaction reessage. The auditing node 102 may repeat the process
30 for each transaction message received fom applivation nodes, as well as transaction

messages rebroadeast from consensus nodes 106 connected thereto.

As a result, the auditing node 102 and ecach of the consensus nodes 106
may quickly propagate all transaction messages throughout the permissioned

blockehain network. Due to rebroadeasting only oceurring in instances wherg a

9
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transaction message has not been previously received {e.g., due to lack of the
transaction value in the stored list of unconfirmed transactions), traffic in the
permissioned blockehain network may be kept to a minimum with the number of
redundant transaction messages received minimized.

5 In some embodiments, the auditing node 102 may be configured to
generate reforencs values for each transaction value received and added {o the list of
usconfirmed transactions. Reference values may be g hash value or other
representation of the transaction value as a single value. In instances where the
transaction value may already be a reforence valug, such as in an opague blockchain,

Y the transaction value itself may be used as the reference value. In other instances,
such as when the transaction value s a transaction record that includes a number of
data values, the transactinn record may be hashed by the anditing node 102 viaonc or
more predetermined hashing algorithms o obtain the corresponding transaction
reference valpe. In such embodiments, the ligt of unconfinmed transactions may be a

15 list of transaction reference values, In such an instance, the auditing node 102 may
generste the reference value for each received transaction value prior to the
determination if the transaction value has already been received,

The apditing node 102, snd other nodes performing the functions of
consensus nodes 106, may be configured to keep a timestamp of the arrival of

20 transaction messages. In such instances, the anditing node 102 may update the
timestamp cach time a new transaction message is received, where the timestamp
therefore indicates the time of arrival of the latost transaction message. In some
instances, such as when each slot identifier ropresemts a single secnnd, the fimestamp
used by the anditing node 102 to mavk the latest arrival of a transaction message may

use milliseconds, nannseconds, or other representation smaller than the slot identifier.

o]
Lh

The auditing node 102 and other consensus nodes 106 may continue 1o
receive iransaction messages and then perform a consensus propassl, In some
smbodiments, the aaditing node 102 may begin the consensus proposal process after a
predetermined period of time sinee the arvival of the last transaction message {g.g., a3

30 indicated by the timestamp therefor), referred to herein as 8 “consensus delay time”
In some cases, the consensus delay time may be considered by the auditing node 102
us the time between the thnestamp marking the arrival of the latest transaction
message and a time when the suditing node 102 was open to regeive transaction

messages for that slot identifier, with an additional buffer interval. In some cases, the

10
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consensus delay thme may be different for each consensus node 106, such as based on
the location of the consensus node 106 in the permissioned blockchaln network and
other considerations. In some embodiments, the consensos delay thwe may be
recafculated based on performance of the pormissioned blockehain network, For

5 instance, the consensus delay time may be recaleulated af a periodic inferval {e.g.,
hourly, daily, efc.).

Consensus propossl may he g process in which the auditing node 102
and other consensus nodes 106 propose 8 conseasus for the unconfirmad transactions
that are to be added to the parmissioned blockchain, In instances where a slot

1 identifier is used, the consensus proposal may be with respect 1o a specific slot
identifier. Az part of the consensus proposal, the auditing node 102 may generate a
Merkle root for the unconfirmed transactions. The Merkle root may be the value of
the root node in a Merkde tree generated for the upconfirmed transactions that have
been stored in the auditing node 102 {o.g., associated with the slot identifier, if

o
b

appliceble} from transaction messages. In instances where » transaction teference is

generated fiw transaction values, the reference values may be used in the generation of

the Merkle troc and subsequent identification of the Merkle root. The suditing node

102 may nse one or nuse predetormined hashing algorithms to generate the Merkle

root, by application thercof to the iransaction references and subsequent hash valnes,

20 in some embodiments, the auditing node 102 and each consensus node
106 may be configured to order the transaction reference values prior to generation of
the Merkle root, such that each consensus node 106 generates the Merkle root with
the transaction references in the samoe order. In such embodiments, the fransaction
references may be ordered in a natural order based on the type of reference values,

25 For instance, if the reference values are integers or siphantmeric values, they may be
ordered in a natural ascending or descending ovder, The ordering of the transaction
reforences, as well as the use of predefermined hashing algorithms, may ensure that
the auditing node 102 and cach consensus node 106 generates the same Merkle root if
the respective node has received all of the transaction values for that slot identifier,

30 In order to determine if such g consepsus has been reached {e.g., the

suditing node 102 has gonerated the same Merkle root, and thus received the same

transaction values, as the consensus nodes 106 connected thereto}, the auditing node

102 may generate 3 proposal message. The proposal messege may include al least the

generated Merkle root, and may slso include the slot identifier for the agsociated slot,

11
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if applcable. The auditing node 102 may slectronically transmit the proposal
message 1o gach of the connected consensus nodes 106, Each of the connected
consensus nodes 106 may also gencrate a proposal message, which may be
transmitied thevefrom to each of the other nodes comected thereto. As a rosulf, the
5 auditing node 102 may receive a proposal message from cach of the connected
consensus nodes 186, The auditing node 102 may store a Hst of cach of the Merkle
roots received from the neighboring {(e.z., connected) consensus nodes 106,
The auditing node 102 may be configured {0 detorming if there is a

consensus amoug the auditing sode 102 and its neighboring consensus nodes 106 via

10 acomparison of the Meekle roots. 1 the Merkle reots received from the neighboriug
consensus nodes 106 maich the Merkle root generated by the anditing node 102, then
the auditing node {82 may consider Haelf {0 be synchronized with the rest of the
permissioned blockehain network. I the Merkle root generated by the suditing node
102 is different from the Merkle roots received from the neighboring consensus nodes

15 106, theu the agditing node 102 may be desynchronized, which may indicate that the
auditing node 102 failed to receive one or more transaction values or may have
included extrancous transaction reforences in the list of upconfirmed transactions, In
instances whers the auditing node 102 is desynchronized, the suditing node 102 may
perform recovery processes, discussed in more detai below. If the Merkle root

20 gonerated by the auditing node 102 matches a majority of the Merkle roots received
from the neighboring consensus podes 106, but one or more of the received Merkle
roots are different, it may indicate that the consensus node 106 or nodes that supplied
the different Merkle roots are out of syne, which may prompt their performing of

FOCOVERY DroCcasses,

]
A5

Onee consensus proposals bave been exchanged amoung the consensus
nodes 106, a consensus andit may be performed. The consensus audit may be
performad by the suditing node 102 and each of the auditing nodes 104 in the
permissioned blockehain network, In an exemplary embodiment, the consensus audit
may be performed using Paxos protocols adapted for usage in the system 100 for the
30 consensus of the unconfirmed transactions by the anditing nodes 104 for addition to
the permissioned blockehain, The consensus audit may be parformed using digital
signatures genarated by the auditing node 102 and cach of the auditing nodes 104,

which may operate as the proposal number in the Paxos protoonl, as discussed below,
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To perform the consensus audit, the auditing node 102 may ge.nérate a
temporary block header for the new block o be added to the permissioned blockehain
that incorporates the nnconfirmed transactions. The temporary block header may
mclude at least the Merkle root generated for the unconfinmed transactions and a hash
value of the block header of the prior block most recently added to the permissioned
blockehain. The hash value of the block header of the prior block may be generated
by the auditing node 102 uysing one or more predetonmined hashing slgorithms that
may be the same vsed by each of the auditing nodes 184 in generating the hash value,
In some embodinments, the tempovary dock header may also taclade additional data
that may be included in headers of blocks added to the permissioned blockehain, such
as a slot identifier or other data discussed in more detai] below.

After generation of the temporary block header, the auditing node 102
may hash the temporary block header using the same one or more predetermined
hashing algorithms wsed in the generation of the prior block header™s hash value to
generatt: g hash value for the tomporary block header, referred to herein as a “block
hasgh.” The block hash may then be included in a prepare message generated by the
anditing node 102, The prepare message may include the block hash, slot identifier, if
applicable, and may also include a propesal number generated by the auditing node ;
102,

The proposal menber may be a digital signature generated by the
auditing node 102. In some instances, the auditing node 102 may use a collision-
resistant algorithm for generation of the digital signature such that there is a higher
likelihood of unigueness of the proposal numbers generated by the auditing node 102
and each of the guditing nodes 184, For example, the anditing node E{iz\ma‘y use the
elliptic curve digital signature algorithm (BECDSA} for generation of the digitel
signature, In such an example, the auditing nede 102 may use a public key associated
therewith for penerstion of the digital signature. In such smbodiments, the public key
may also be included in the prepare message. In some such embodiments, the public
key may also be included in the temporary block header prior to generation of the
block hash. In some embodiments, the auditing node 102 may also generate & random
or pseudo-randomm nonce t be included in the prepare message to act as a
cryptographic salt, which may alse be included in the temporary block header prior to

generation of the block hash.
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Onee the prepare message has been gencrated, the anditing node 102
may electronicatly transmit the prepare message to each of the suditing nodes 104
conneeted therefo. The auditing node 102 may similarly receive a prepare message
from gach of the auditing nodes 104 gonerated thereby, Bach of the received prepare
messages may include a difforent digifal signature as 8 proposal mumber, generated
via the respective associated public keys, Upon reeeipt of the prepare messages, the
auditing node 102 may identify the highest (.., with respect to a natural ordering of
the digital signatures) proposal number, It will be apparent to persons having skill in
the relevant art that the use of the highest proposal number tor consensus, as
discussed herein, is merely illustrative, and that any other suilable crileria may be
used for determining consensus of the proposal mumber, such as the lowest proposal
nunber, the proposal munber clogest o a predetormined value, ote.

Once the auditing node 102 hag identified the highest proposal aumber,

the auditing node 182 may generate @ propare response message 1o send to the

originator of the prepare message that included the highest proposal number. In
instances where the highest proposal number was generated by the anditing node 102,
the suditing node 162 may not generate a prepare response message, The prepare
response message may inclade the digital signatere that was identified as being the
highest proposal pumber and, if applicable, the slot identifier associated with the slot
for which consensus 1s being performed. In instances where the anditing node 102
has genevated (e.g., and distributed) a higher proposal number than a neighboring
auditing node 104, the auditing node 102 may receive a prepare responise message
from the neighboring anditing node 104, indicating that the digital signature gencrated
by the auditing node 102 was higher.

When the auditing node 102 or other auditing node 104 receives a
prepare yesponse moessage frow a majority of the auditing nodes 104, that node may
enter into a consensus accept phase. In the aceept phase, the anditing node 102 (e.g.,
ar other node having received the majority prepare response nessages) may genotate
an gccept message. The sceept messsge may include the same data included in the
prepare message gonevated by that node, which would thus include the digital
signaiwre identified s being the highest proposal mumber. The accept message may
then be electronieally transmitfed to each of the anditing nodes 104 that had provided

a prepare responss message o that node,
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In instances where the auditing node 102 (e.g., or other auditing node
104) enters the accept phase and then recsives a prepare message from a neighboring
auditing node 104 that includes a higher proposal number, the auditing node 102 may
gencrate a propare responss message as discussed above, but may slvo nclude the
block hash, public key, and signature {¢.g., and nonce, if applicable) that had been
previnusiy identified in the accept message gonerated thereby, The auditing node 104
with the higher proposal number would thus receive the prepare response message
that shows that the auditing node 102 had entered the accept phase with ifs own
proposal nember. The anditing node 104 would, due {o having a higher proposal
manher, receive prepare response messages from g majority of anditing nodes 104,
and enter the accept phase itself. The auditing node 104 would generate accept
messages that would be sent out {o its neighboring anditing nodes 104, incloding the
suditing nede 102. The anditing node 102, receiving the socept message from the
suditing node 104, would acknowledge the acceptance of the higher proposal number
aund record it accordingly as the highest receivesd proposal number.

The proczss may be continued until esch auditing node 104 has
received an accept messsge with the highest proposal nmumber generated by any of the
auditing nodes 104, In instances where the munber of suditing nodes 104 in the
permissioned blockehain network may be limited {o.g., to seven or 2 similay number),
the consensus awdit nway be resolved extromaly quickly and cfficiently, on the order of
mitliseconds or nanoseconds, with a minimal number of data exchanges, as auditing
nodes 104 may only communicate with other suditing nodes 104 to a::k110w§edge
higher proposal nambers, enabling the highest proposal mumber fo be propagated to
each a'uzditiﬁg node in the lowest possible nomber of transmissions,

Once the auditing node 102 has recetved the highest proposal number,
either generated by iself or received in an accept message from another auditing node
104, the permissioned blockehain network may begin consensus conficmation, For
the consensus confirmation, the auditiug node 102 (e.g., and each of the other auditing
nodes 104) may generate & confirmation message. The confirmation message may
inchude the block hash generated and used in the consensus andit, as well ag the digitsl
signature accepted as belng the highest proposal number, The confirmation message
may alse inchude the public key used in generation of the digital signatuye, if
applicable, the nonce incloded in-the sceept message, if applicable, and the slot

identifier to which the confirmation message applics, if applicable. The consensus
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message may then be clectronically transmitfed to each of the neighboring consensus
nodes 104,

Upon receipt of the confirmation message, the consensus sode 104
may generate the block header for the new block to be added to the permissioned
blockchain thet incorporates each of the unconfivmed transactions. The block header
may include the Merkle root, slot identifier, and any other negessary data. The
consensus node 104 may then hash the block header to verify that the vesulting hash
value {e.., the “black hash™ matches the block hash included in the confirmation
message, to validate that the confirmation messsge is authentic. The digital signature
may be included in the block header, which may be included in a new block generated
by the consensus node 106 that includes the completed block header and the
transaction values for cach of the unconfirmed transactions. The consensus node 106
may then wrife that new block 1o the permissioned hlockehain., The consensus node
106 may also remove the corresponding transaction references from its list of
usnconfirmed transactions remove the Merkle roots mapped o the associated slot from
it storage. The consensus node 106 may rebroadeast the confismation messags to
sach of ifs own neighboring consensus nodes 106, 1o ensure that the confirmation
maessage propagates throughount the permissioned blockehain network.

In embodimoents where slot identifiers may be used, the auditing node
102 and other nodes in the permissiced Mockchain network may be condigured to
perform actions related fo multiple phases in the consensus process sf the sams time,
In such embodiments, the use of slot identifiers may ensure that messages transmitied
to and from the node are assoctated with the correcl corvesponding transactions. For
instance, the suditing node 102 may be i possession of transaction values for four
different slots at any given time due to processing times and consensus delay thnes,
The auditing node 102 may thus have a ditferent fist of ynconfirmed transactions for
each slot. In such an example, consensus confirmation may be performed for g first
shot, while the consensus audit is boing performed for a second slot, while consensus
proposals are being exchanged for & third slot, and while franssction messages are
heing received for a fourth slot,

I instances where the suditing noxde 102 or other node {e.g., an
anditing node 104 or a consensus node 106) in the permissioned blockehain network
may be out of synchronization (“desynchronized™} with the rest of the permissioned

blockehain network, the auditing node 102 may begin a recovery process, The
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auditing node 102 may identify a dosynchronization it a Merkle root generaled
thereby does not maich the Merkle root provided by a majority of the neighboring
consensus nodes 106 that are received during the consensus proposal process, In such
an instance, the auditing node 102 may be missing ote or more unconfirmed
transactions in ifs list of unconfivmed transactions, or may inclade extra unconfitmed
transactions. Such a scenario may oceur, for example, if a transaction messags
received by the auditing node 102 includes an incorrect slot identifier, or if a
transaction reference is stored in the wrong Hst of unconfirmed transagtions. When
desynchronized, the suditing node 102 may identify a neighboring consensus nods
106 that is synchronized, such as indicated by Hs respective proposal message having
# Merkle root that matches the majority, and may elecironically transmit a recovery
message 1o that consensus node 106,

The recovery message may include the stot identifier gssociated with
the slot for which the auditing node 102 is out of synchronization, The recovery
message may also inchude a bloom filter. The bloom filler may be a bloom filfer of
the transaction references incheded in the list of unconfivmed transactions for the slof,
where each of the fransaction references are hashed g specified number of rounds
{referrad 1o herein as “hash rounds™), and where the bloom filter has a bitmap size that
is af least double the number of unconfirmed transactions in the Hst of vnconfirmed
transactions for which the filter is being generated. In some embodiments, ong or
wmore of the hash rounds may use a different hashing algorithm, where use and
ordering thereof may be known {o each of the nodes in the permissioned blockcehain
network, or may be communicated in the recovery message. o other embodiments,
the auditing node 102 may use the same hashing algorithm for each of the hash
rounds. The auditing node 102 may include the bloom filter in the recovery message,
and may also inclade the mumber of hash rounds, the size of the bloom filter, and a
count of the number of unconfirmed transactions in the list of unconfirmed
transactions for the slot being recovered.

The recovery message may then be clectronically transmitted & the
neighboring consensus nade 106, The consensus node 106 may receive the recovery
message and may determine if the auditing node 102 is missing fransaction reforences
or if theve are extransoss transaction references in the anditing pode’s Hstof

unconfitmed transactions. The defermination may be based on the count included in
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the recovery message and a connt of the unconfinned fransactions in the consensus
node’s own Hst for the slot.
In instances where the auditing node 102 is missing one or more
transactions (c.g., the consensus node’s count is higher), then the conscasus node 106
5  wmay pass each of iis nnconfinmed fransactions in the lst through the bloom filter to
determine which transaction references are missing in the auditing node’s list. The
use of a bitmap size of double the number of unconfinmed transactions may provide
for significant accuracy in the estimatinn of the inclusion of a ransaction reference in
the bloom filter. The consensus node 106 may identify the transaction value for each

10 of the fransaction references that are identified as being missing in the anditing node’s
list, and may refurn a recovery response message to the auditing node 102 that
includes the transaction valpes., The auditing node 102 may veceive the recovery
response message, generate the transaction references for the transaction values,
update its list of unconfirmed transactions, snd re-gencrate the Merkle root for the

15 slot The suditing node 102 may, based on the result of the generation of the Mekle
root, be back in synchronization, or may continue to be desynchronized and may
repeat the recovery process, For instance, 8 false positive in the use of the bloom
filter by the consensus node 106 may result in the auditing node 102 still missing a
transaction reference, which may be identified in the use of 8 second bloom filter,

20 in instances where the auditing node 102 may have one or more
extraneous transaction references {¢.¢., the node’s connt is higher than the count of
the consensus node 106}, the consensus node 106 may generate its own bloom filter
for each of the transaction references inchuded in its owo list of unconfinmed
transactions. The consensus node 106 may reply to the recovery message with a

25 recovery response message that includes the slot identifier, its own bloom {ilter, and
the parameters associated with the new bloom filter {e.g., the count, the filter size, and
the hash rounds). The consensus node 106 may slectronically wwansmit the recovery
response message to the auditing node 102, The auditing node 102 may then enter its
transaction reforences into the bloom filter supplied by the consensus node 106 to

30 identify which transaction references in its list are not in the bleom filer, and may
remove those fransactions from its Hst. The suditing node 102 may generale 8 new
Merkle root for the slot, may determine if the auditing node 102 is synchronized, and

may repeat the recovery process if necessary.
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The use of a bloom filter may enable the auditing node 102 or another
node in the permissioned blockehain network o perform recovery without the need o
transmit entive blocks of the permissioned blockchain or significant numbers of
transaction values, thus reducing network trafiic and incressing network officiency.
The suditing node 102 and other nodes may still be able fo exchange all transaction
values for an unconfirmed ot or may be configured to exchange the completed block
or block header for slot in instances where bloom filler recovery is unsuccessful, in
order to malntain synchronization across all nodes in the permissioned blockehain
network, but may only need to do so in such instances, thus reducing the network
traffic. In addition, the use of slots for organization and separation of transactions in
the permissioned blockchain network may provide for a suitable means of
organization and demarcation that provides for faster recovery using bloom filters,
while also largely maintaining synchronization, For instance, a desynchronized
consensus node 106 may sill be able to perform consensus proposals for later slots
while recovering an earlier slot, provided that such recovery is finished betore
consensus confirmation of the later slots,

The methods and systens discussed herein provide for a more efficient
mechanism or consensus of transactions in a permissioned blockehain network. The
use of consensus proposals across consensus nodes 106, consensus audit in a Hmited
mamber of anditing nodes 104, and consensus confirmation throughout the consensus
nodes 106, when combingd with recovery of desynchronized nodes using bloom
filters, results in a permissioned bluckchain network that can perform consensus on
the order of seconds, or faster, using 8 minimal number of data message exchanges
that can not only Increase the speed at which consensus s reached, but increase the
efficiency thereof, which rednces network traffic and congestion, thereby improving
network performance and decreasing eperating expenses. As a result, the consensus
and recovery mechanisms discussed herein accomplish consensus faster, and maore
efficiently, than existing consensus mechanisms,

Aunditing Node

FIG, 2 illustrates an embodiment of an auditing node 102 i the system
100, It will be apparent to persons having skill in the relevant art that the embodiment
of the auditing node 102 Hlustrated tn FIG, 2 is provided as illustration only and may

not be exhaustive to all possible configurations of the auditing node 102 suitable for
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performing the functions as discussed herein. For example, the computer system
11080 iHlustrated in FIG. 11 and discussed in more detail below may be a suifable
configuration of the auditing node 102, As noted above, the suditing node 102 may
be configured 1o perform cach of the functions as a consensus node 106, As such,
5 consensus nodes 106 may inchude components of the auditing node 102 that are used
in performing functiong associated therewith,
The auditing node 102 may include a recetving device 202, The

receiving device 202 may be configured to reccive data over one or more networks
via one or more network protocols. The receiving device 202 may he configured 1o

10 receive data from suditing nodes 104 and other devices and systems via suitable
communication networks and corresponding network protocols, Tn some
smbodiments, the receiving device 202 may be comprised of multiple dovices, such as
difforent receiving devices for receiving data over differont networks, such ss a first

recelving device for receiving dats over a local area network and a second recciving

ot
LH

device for receiving dats via a permissioned blockehain network, The recelving

device 202 may receive electronically transmitted data signals, where data may be

superimposed or otherwise encoded on the dats signal and decoded, parsed, read, or

otherwise obtained via receipt of the data signal by the receiving device 202, In some

instances, the receiving device 202 may include 4 parsing module for parsing the

20 received data signal to obtain the data superimposed thereon. For example, the
receiving device 202 may inchde a parser program configured o receive and
fransform the received data signal inte usable input for the fanctions performed by the
processing device to carry out the methods and systems described herein.

- The recelving device 202 may be configured to receive data signals

25 electronically transmitted by other nodes fn & permissioned blockehain network,
including application or member nodes, consensus nodes 106, suditing nodes 104, ofe.
Data signals received by the receiving device 202 may be superimposed or otherwise
encoded with fransaction messages, proposal messages, proposal messages, prepare
MESSAZRS, PIEPRIC ICSPONSE mMessages, accept messages, confirmation messages,

30 recovery messages, and recovery response messages. The receiving device 202 may

also be configured 1o receive data signals superimposed or otherwise encoded with

additional data for use in performing functions assoclated with operation ss a vode in

a permissioned blockehain network, such as permission updates, hashing algorithms,

public keys, bloom filter specifications, ie.
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The auditing node 102 may also include a conumunication module 204,
The communication module 204 may be configured 1o transmit data between
modules, engines, databases, memories, and other components of the awditing node
102 for use in porforming the functions discussed horein, The conununication module
§ 204 may be comprised of one or more commaunication types and utilize vacious
cogunanication methods for communications within a computing device, For
example, the conununication module 204 may be comprised of a bus, contact pin
connectors, wires, efc. In some embodiments, the communication module 204 may
also be configured to communicate botween internal components of the auditing node
13 102 and external components of the anditing node 102, such as extenally connected
databases, display devices, input dovices, ete. The auditing node 102 may also
include a processing device. The processing device may be configured to perform the
functions of the anditing node 102 discussed herein as will be apparent to persons
having skill in the relevant art. In sone embodiments, the processing device may
1§ inclode and/or be comprised of a plurality of engines and/or miodules specially
configured to perform one or more fanctions of the processing device, such as a
gquerying module 210, hashing module 212, generation module 214, data
identification module 218, verification modude 220, 2. As used hereln, the term
“module” may be software or hardware particularly programmed to recelve an input,
20 perform one or more processes using the nput, and provide an cutput. The input,
output, and processes performed by various modules will be apparent to one gkilled in
the art based upon the present disclosure,
The auditing node 102 may include a transaction database 206, The
transaction database 206 may be configured to store a plurality of transaction
28 messages 208 using a suitable data storage format and schama. The transaction
datgbase 206 may be a relational database that ntilizes structured guery language for
the storage, identification, wodifyring, updating, accessing, ote, of structured data sets
stored thereln, Fach transaction message 208 may be a structured data set configared
1o store data related to a transaction to be added to the permissioned blockehain. Each
3¢ {ransaction message 208 may include, for example, a slot identificr associated with a
slot to which the related franssction corresponds, and a fransaction value, The
tranaaction valoe may be a transaction reference, or a transaction record or other data

used in the generation of a tranaaction reference by the auditing node 102,
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The transaction database 206, or other dafa storags in the andiling
node 102 (o.g., the memory 222, discussed in more detail below) may also be
configured to store list of unconfirmed transactions, Lists of uncontirmed
{ransactions may be lists that sre associated with a slot {e.g., via a corresponding siot
identifier) that includs transaction references for transactions to be added 1o the
permissioned blockchain, In some Instances, a consensus map may be stored in the
transaction datebase 206 with a corresponding Hst of anconfivined fvansactions, which
may include Merkie roots generated by the anditing aode 102 and received from
consensus nodes 106 for the corresponding list of unconfirmed fransactions.

The anditing node 102 may include a querying modale 210, The
querying module 213 may be confignred fo excoute querics on databases to identify
information. The querying module 210 may receive one or more data values or query
strings, and may excoute 8 query string based thereon on an indicated databage, such
as the transaction database 206, to identify information stored therein, The querying
madhile 210 may then ontput the identified information to an appropeiste enging or
module of the auditing node 102 as necessary, The querying module 210 may, for
example, execute a query on the transaction databage 208 1o inserf transaction
massages 208 upon receipt by the receiving device 202, The querying modale 210
maay also be configured to, for instance, execute queries to update lsts of unconfirmed
transactions, identify transaction values for inclusion in a now block, and clear
consensus maps and nnconfirmed fransactions for confirmed slots.

The auditing node 102 may also include & hashing module 212, The
hashing moduie 212 may be configured to generate hash values for data via the
application of one or more hashing slgorithms thereto, The hashing module 212 may

receive duta as input, may generade a hash value via application of hashing algorithms

. to the data, and may output the gensrated hash value to another module or engine of

the auditing node 102, In some instances, the hashing module 212 may also receive
the hashing algorithm(s} as input. In other instances, the hashing module 212 may be
configured fo identify {e.g., via queries on the memory 222 by the querying module
210} hashing algorithms for use in generating hash values. The hashing module 212
may be configured to generate hash values for block headers in the permissioned
blockchain, generate block hashes of temporary block headers, generate transaction
references for fransaction values, generate Merkle roots for lists of uncontirmed

transactions, genorate digital signatures for use as proposal mumbers, hagh ransaction
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references for use in bloom filters, and generate any other hash values svitable for
performing the functions of the auditing node 102 gs discussed herein.
The auditing node 102 may also include a goneration modale 214, The
generation module 214 may be configured o generate data and data messages for use
5 inperforming the functions of the auditing node 102 as discussed herein. The
gencration module 214 may reccive 8 request, may generate a data message or data
based on that request, and may output the generated data or message {o another
module or engine of the anditing node 102, For example, the generation module 214
may be configured to gencrate proposal messages, prepare MOSSREEs, propare
10 response messages, accept messages, confinmation messages, recovery messages, aad
regovery response messages. The generation module 214 may also be configured to
generate temporary block headers, new block headers, new blocks, and may be
configured to wrile new blocks to the permissioned blockehain (e.g,, direotly or via
the generation and submission of queries to the querying modele 210). The .
{3 generation module 214 may also be configured to generate bloom fillers in
conjunction with the hashing module 212 for use in the recovary of the auditing node
102 when desynchronized. In some cases, the generation module 214 may be
configured to generats timestamps, which may be represented in any suifable format.
The suditing node 102 may also include 8 data identification module
2 218, The data identification module 218 may be configured fo receive one or more
data values as input, may identify data based on the input data values, and may onfput
the identified data to asother moshule or engine of the auditing node 102, The data
identification module 218 may, for example, be configured t¢ identify the ordering of
transaction references for use in the gencration of Merkle roots based thercon, and the
25 ordering of proposal numbers as well as the identification of a highest {or other
suitable criteria for consensus) proposal number for a cmsensué awdit, The data
identification modude 218 may also be configured to input transaction references ina
bloor filier to identify transaction references that are not included in a bloom filter
for remioval (e.g., via a query executed by the querying module 210} from e
30 corresponding Hst of snconfivmed transactions,
The awditing node 102 may also include a verification module 220
The verification module 220 may be configored fo receive data values ag input, may
verify the input data values, and may oufput & result of the verification to another
module or engine of the suditing node 102, The verification module 220 may, for
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example, verify dats included in a confirmation message received from an suditing
node 104 or consensus node 106, such as hy confirnied that a block hash generated by
the hashing module 212 for a block header matches the block hash included ina
confirmation message received by the receiving devics 202, The verification moduie
220 may also be configured to verify equivalence among Merkle roots, such as to
identify if the anditing node 102 or a neighboring consensus node 106 or auditing
node 104 is out of synchronization.

The anditing node 102 may alse include a transmiBting device 216.
The transmitting device 216 may be configured to transmit data over one or mote
networks vig one or more sebwork protocols. The transmitting device 216 may he
configured to transmit data to anditing nodes 104, and other entifies via suitsble
communication networks and corresponding vetwork protocels. In some
embodiments, the transmitting device 216 may be comprised of multiple devices,
such as different transmitting devices for transmitting data over different nebworks,
such as a first transmitiing device for transmifting data over a local area network snd o
second tansmitting device for {ransmitting data via 8 permissioned blockehain
network. The transmiftting device 216 may electronically transmit data signals that
have data superimposed that may be parsed by a receiving computing device, In
some instances, the transmitiing device 216 may include one or more modules for
saperimposing, encoding, or otherwise formatting data into data signals suitable for
transmission.

The transmitting device 216 may be configured to clectronically
fransmit dats signals to other nodes in the pormisdoned blockchain network, such ag
auditing nodes 104, consensus nodes 106, application or member nodes, gte. Data
signals electronically transmitted by the transmiting devics 216 may be superimposed
or otherwise encoded with data measages used in performing the functions of the
auditing node 102 discussed herein, such as proposal messages, prepare messages,
prepare Fesponss MCSSages, accept messages, confinmation messages, recovery
messages, and recovery response messages, The transmitting device 216 may also be
configured to electronically transmit data signals superimposed or otherwise encoded
with other data that may be used in porforming the functions of the auditing node 102,
such as hashing algorithms, bloom filter specifications, public keys, cie.

The suditing node 102 may also include 8 memory 222, The memory

222 may be configured to store data for use by the auditing node 102 in performing
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the functions discussed heorein. The memory 222 may be configured to store data
using suitable data formatting methods and schema and may be any snitable type of
menory, such as read-onty memaory, random access memory, efe, The momory 222
may include, for example, lists of vnconfirmed fransactions, consensus delay times,
consensus maps, snoryption keys and algorithms, conununication profocols and
standards, data formatting standards and protocols, program code for modales and
application programs of the processing device, and other data that way be suitable for
use by the auditing node 102 in the performance of the functions disclosed herein as
will be apparent fo pursons having skilf in the relevant art. In some embodiments, the
memory 232 may be comprised of or may otherwise inchide a relations! database that
utilizes structured query language for the storage, identification, modifying, apdating,
accessing, ote, of structured data sets stored therein.

Consensus Proposal

FIG. 3 iflustrates a process 300 for consensus proposal in the efficient
conseisus of new transactions to be added fo the permissioned blockehsin nebwark
itlustrated in FIG. 1 and discussed above.

In step 302, the auditing node 102 may wait to receive transaction
messages from application or member nodes, consensus nodes 106, or other nodes in
the permissioned blockchain network configured to submit transactions fov inclusion
in the permissioned blockehain. In step 304, the auditing node 102 may identify ifa
new transaction message i received, A new transaction message may be a
transaction message whose included transaction value and/or corresponding
transaction reference are not already included in the list of woconfirmed trunsactions.
In instances where slots may be used, the wansaction message may be new if the
corresponding transaction referonce is not inclnded in the list of unconfirmed
transaction references for that slot.

If a pew transaction message is received, then, in step 306, the hashing
module 212 of the auditing node 102 may generale a transaction reference for the
transaction, if applicable, and the querying modsle 210 of the auditing node 102 may
execule queries to store the transaction reforence in the Hst of unconfinmed
transactions for the corresponding slot and store the transaction value for later
inclusion into & block. In step 308, the transmitting device 216 of the auditing node

102 may rebroadeast the transacHon message to each of its neighboring consensus
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nodes 106, Once the transaction message bas been rebroadeast, or divectly after the
deterraination in siep 304 if the transaction message is not new {o.g., and thus is not
stored again and rebroadeast), then, in step 310, the auditing node 102 may determine
if the consensus delay time has expived. The defoemination may bo bassdon a
5§ consensus delay time, such as may be stored in the memory 222 of the auditing node

$02, and a timestemp. The timestamp may be generated by the geperation module
214 and may be a timestamp of the Hirst receipt of a transaction message for a slot, the
receipt of the latest transaction message fo be received for the slot, or other suitable
Hime.

it 11 the consensus delay time has not yet expired, then the process 360
may refurn to step 302 where the anditing node 102 may continae {o wait for sew
fransaction messages to he received until such a time that the consensus delay time
has sxpired. Upon sxpiration of the consensus delay time, then, in step 312, the
Hashing module 212 of the auditing node 102 may generate 3 Merkle root of the list of

13 unconfivmed tanssctions, which may include ondy those unconiimmed transaction
associated with 8 specific slot, if applicable, The Merkle root may be generated via
the hashing of pairs of transaction references and subsequent hashing of the hash
results watil a root node of a corvesponding Merkle tree is idendified. In some
instances, the data identification module 218 of the guditing node 102 may identify an

20 ender for the list of voconfirmed transactinns prior to the genaration of the Merkle
root, which nmay be a natural ordering of the transaction references, such as an
ascending numerical order,

In step 314, the generation module 214 of the audiling node 102 may

generate a proposal message, which may be clectronically transmitted by the

[ ]
L

transmitting device 216 of the auditing node 102 to each of the neighboring consensus
nodes 106 (e.g., mcluding any neighboring suditing nodes 104 performing the
functions of & consensus node 106). The proposal message may include the generated
Merkle root and, if applicable, the slot identifier for the associated slot. To step 316,
the receiving deviee 202 of the anditing node 102 niay receive proposal messages
30 from each of the neighboring consensus nodes 106, which may include the same slot
identifier, if applicable, and the Merkle root gensrated by the respective consensus
nades 106 from their own Hst of enconfirmed transactions.

In step 38, the verification module 220 of the auditing node 102 may

perform & vertfication fo determine if the Merkle root generated by the generation
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module 214 therein matches a majority of the Merkle roots inchuded in the proposal
messages recetved from the neighboring conscusus nodes 106, If there is o match to
the received Merkle roots, then the process 300 may be completed and the consensus
proposal process {inished for the auditing node 102, I there is not a mateh, then the

5 auditing node 102 may be desyachronized and may instead enfer a recovery process,
such as the procass ilusirated in FIGS, 4A, 4B, and 5, discussed in more detail below,
to resynchronize,

Nade Desvnchronization Recovery

FIGS. 4A and 48 Hustrate a process for the recovery of the aaditing
10 node 102 or other node in the permissioned blockehain actwork that is outof
synchronization, such as may be identified in step 318 of the process 300 illustrated in
FH3. 3 and discnssed above,
in step 402, the anditing node 102 and a neighboring consensus node
106 may both recelve transaction messages for transactions that are to be added fo the
{5 permissioned blockehain, Each of the transaction messages may include a slot
identifier and » transaction value, where the hashing module 212 of the respective
node may generate 8 transaction reference based on the transaction value, if
applicable, where the transaction reference is stored in a list of unconfirmed
transactions for the corresponding slot. In step 404, the hashing module 212 for cach
26 of the respective nodes may generate 8 Merkle root using the Hst of unconfirmed
fransactions. In some instances, both nodes may order the list of unconfirmed
transactions prior 1o generation of the Merkle root,
In step 406, the auditing node 102 and neighboring consensus node
106 may exchange proposal messages, where cach proposal message may include the
25 slotidentifier and the Merkle root generated by the respective node. In step 408, the
verification module 220 of the auditing node 102 may detect that the Merkle root
generated by the hashing moduls 212 of the auditing node 102 is incorrect in that it
does not match the Merkle root generated by the neighboring consensus node 106 or a
majority of the consensus nodes 106 neighboring the suditing nede 102 that provided
30 aproposal message. The lack of & match may thus indicate that the suditiog node 102
is missing at feast one transaction reference from its list of unconfinmed transactions,
or may inclode extra fransaction references that should not be in the fist of

unconfirmed {ransactions,
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In step 410, the genetation module 214 of the auditing node 102 may
gonerate a bloom filter using the list of unconfirmed transactions. The bloom filter
may be of 8 size that is at least double the number of unconfirmed transactions in the
list for the slot, snd may be generated using a predetermined number of hash rounds

5 using one or more hashing algorithms. In step 412, the generation module 214 may
generate a recovery message that includes at least the stot identifier, the generated
hloom filter, the size of the bloom filter, the number of hash rounds ased in the
generation of the bloom filey, and the sumber of unconfirmed transactions inthe
node’s fist of unconfirmed transactiony for that slot, which may then be clectronically

10 transmitied o the neighboring consensus node 106 via the transmitting device 216 of
the auditing node 162, In step 414, the consensus node’s receiving device may
recoive the recovery messags.

In step 416, the consensus node 106 may identify if transactions are
missing from the node’s Hst of wnconfirmed transactions or i the node’s list includes

15 extra unconfirmed fransactions. The defermination may be based on g comparison of
the number of unconfirmed transactions included in the recovery message and a
number of nnconfirmed frangactions in the consensus node’s own st for the slot. I
the consensus node 106 determines that the auditing node 102 is missing transactions,
the consensus node 106 may identify transaction references not included in the node’s
filter included in the recovery messape. Transaction messages whose reforences are
not included in the bloom filfer may be placed into a recovery responss message
generated by the consensos node 106, 1f the consensus node 106 defermines that the
auditing nods 102 has extra transactions, then the consensus node 106 may geverate

25 iix own bloom filter nsing its own Hst of uneonfirmed transactions, which may nse the
same specificatinns as the bloom filter included in the recovery message, or may be
different, The cousensus node 136 may then generate a recovery fesponse message
that includes the new bloom flier and s spocificalions.

In stop 418, the consensus node 106 miay electronically transmit the

30 recovery response message (o the suditing node 102, In step 420, the receiving device
202 of the auditing node 102 may receive the recovery respamse message, which may
inchude the slot identifier and the additional transaction messages or the bloom filter
and specifications, as applicable. In step 422, the auditing node 102 may update their

list of unconfirmed transactions accordingly, As discussed in more detall below, the
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auditing node 102 may add transaction references for newly received fransaction
messages in its lst of enconfirmed fransactions, or may use the bloom filter provided
by the consensus node 106 to identify transaction references for removal from the list
of unconfinmed transactions. In step 424, the verification module 220 of the anditing
3 node 102 may verily the updated Hst of unconfirmed transactions by checking a new
Mezkle root for the unconfinmed transactions gencrated via the hashing module 212 of
the auditing node 12 against the Merkle roots recsived from the neighboring
consensus node 106 and other neighboring nodes. In instances where the verification
may be unsuecessful, the auditing node 102 may repest the process from step 410 for
10 further recovery of iis list of unconfirmed transsctions.

FIG. 5 illustrates a process 508 for the recovery of a desynchronized
fist of unconfirmed transactions in the auditing node 102, such as may coour in the
process itustrated in FIGS. 4A and 4B and discussed above.

I step 502, the generation module 214 may generate a bloom filter

1§ from a list of unconfirmed transactions for g given slot identifier that the awditing
aode 102 has determined i3 out of synchronization with other consensus nodes 106 in
the permissioned blockchain network, The bloom filter may be of g size that ig at A
least double a count of the unconfirmed transactions in the list and may be generated
by passing the fransaction reforences in the list of unconfirmed transactions through a

20 predetermined number of hash rounds using one or more hashing slgorithms. The
generation modele 214 may generate a recovery muossage that includes the slot
identifier, the bloom filter, the st of the bloom filter, the count of unconfirmed
transactions in the node’s fist for the slot, and the number of hash rounds, I

applicable, the recovery message may also include information regarding the hashing

0
L

algorithm or algorithms used in the bash rovnds.

In step 504, the transmitting device 216 of the anditing node 102 may
electronically fransmit the generated recovery message to a neighboring consensus
node 106 that had provided a correct Merkde root in ifs proposal message, as may be
determined by the Merkle roots included in cach of the proposal messages. In step
30 506, the receiving device 202 of the auditing node 102 may receive a recovery
response message from the neighboring consensus node 106 in response to the
recovery message, which may include at least a glot identifior and additional data. In
step 508, the data identification module 218 may identify the type of additional dafa

included in the recovery response message.
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I the recovery response message includes transaction messages, then
the process S80 may proceed fo step $10, where the list of unconfirmed trausactions
for the slot may be updated based on the transaction messages, The hashing module
212 of the auditing node 102 may generate transaction references for cach of the

3 transaction messsges via the application of one or more hashing algovithns to the
transaction value included in each of the transactions moessages, and the querying
module 210 of the auditing node 102 may execute a fivst query on the transaction
database 206 to store the trangaction messages 208 in a data store associated with the
slot and a second guery on the memory 222 or other suitable data storage to add the

10 transaction references to the list of unconfirmed transactions.

if the recovery response message includes a bloom filter, then the

process 300 may proceed to step 512, In step 512, the data identification module 218
* or other suitable module or engine of the suditing node 102 may apply the transaction

references in its list of unconfirmed transactions fo the bloom filter included in the

15 recovery response message, noting the provided size of the bloom fiter and number
of hash rounds, to identify transaction references not included in the bloom filter {e.g.,
and thus not included in the consensus node’s st of unconfirmed transactions) and
are thus incorrect transaction references, In step 514, the guerving module 210 of the
auditing node 102 may execete queries on the fransaction database 206 and other

20 memory 222 of the auditing node 102 to remove the identificd incorrect fransaction
references from the Hist of unconfirmed fransactions and their corresponding
transaction messages 208,

Once the anditing node 102 has completed the removal or addition of

fransaction references and transaction messages based on the recovery response

bt
S

message, then, in step 316, the hashing modole 212 of the auditing node 102 may
generate & new Merkle root for the slot using the updated list of unconfirmed
transactions. In instances where generation of the Merkle root includes the ordering
of the transaction references, the data identification module 218 may update the
ordering of the updated Hst of fransaction references to acconnt for any changes

30 necessitated by the addition or removal of transaction references, In step 318, the
verification module 220 of the auditing node 102 may determing if the new Merkle
root is correct, The determination may he hased on an evaluation of the new Merkle
root when compared to the Merkle reot included in the proposal miessage from the

neighboring consensus node 106 that participated in the recovery and/or other
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neighboring consensus nodes. If the new Merkle root is correct, the process 500 may
be completed and the auditing node 102 hack in synchronization. If the new Merkle
root is not sorrect, then the process 500 may return to step 502 and repeated for the
updated list of transaction references, In such an instance, the process 500 may

5 continue fo be repeated patil the anditing node 102 generates a corvect Merkle root
and is thus back in synchronization with the permissioned blockehain network.

Consensus Audit

FIG. 6 iltusiraies a process 600 for the performing of the consensus
andit in the consensus mechanism of the permissioned blockehain network for the

16 consensus of new transactions to be added to the permissioned blockchain,

In step 602, the generation module 214 of the auditing node 102 may
generate a temporary block header for a potential new block to be added to the
permissioned blockchain for a specific set of unconfirmed transactions, such as those
assoviated with a spocific slot. The tomporary block header may include at least 8

15 hash valoe of the header of the block most recently added to the permissioned
blockchain and the Merkde root generated for the Hst of unconfitmed {ransactions. In
some instances, the temporary block header may also include s slot identifier, public
key associated with the auditing node 102, nonce, version identifier, or other data that
will be Included in the eventual header used for the new block.

24 In step 604, the hashing modale 212 of the auditing node 182 may
generate the hash block of the temporary block header via application of one or more
predetermined hashing algorithns to the fomporary block header. In step 606, the
generation module 214 of the anditing node 102 may generate a digital signature as a
proposal number for the consensus audil. The digital sigaature may be generated

25 based on the block hash and may be generated using a public key associated with the
suditing node 102, Tn instances where the public key is used, it may be the same
public key included in the temporary block header prior to generation of the hash
block.

In step 608, the generation module 214 of the auditing node 102 may

30 penerate a prepare message that may be electronically transmitted by the transmitling
device 216 of the auditing node 102 to the other anditing nodes 104 in the
perntissioned blockchain network, The prepare message may include at least the

blnck hash and proposal number, and may also inchude the public key used in
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generation of the proposal number, the slot identifier, and the nonce included in the
temporary block header, if applicable, In step 619, the receiving device 202 of the
anditing node 102 may receive prepare response messages from the other auditing
nodes 104 in the permissioned blockehain network. Prepare response massages, if
received, may inchide the slot identifier and the proposal number provided by the
auditing pode 102 has higher than the andiing node’s own proposal number, and may
also inclde dats associated with an earlier acoepted proposal, if applicably, such as
the accepted proposal number, block hash, public key, and nonce,

In step 612, the data identification module 218 of the auditing vode
102 may determine if 8 quorum of the auditing nodes 106 i the permissioned
blockchain network have responded to the node’s prepare message with a prepare
response message. I a quorum have responded with a prepare response message,
then, in step 614, the generation module 214 of the auditing node 102 may generate
an aceept message. The accept message may include the same data incloded in the

maude’s prepare message, but formatted or otherwise Wentified as being an accept

message. In step 616, the transmifting device 216 of the auditing node 102 may

clectronically transmit the accept message to the other auditing nodes 104 in the
permissioned blockehain network.

If, in step 612, the auditing node 102 determines that & quoram of the
auditing nodes 104 have not responded with prepare response muossages, then, in afep
£18, the receiving device 202 of the auditing node 102 may await receipt of an acoept
message from ancther auditing node 104, In such an instance, the sudiling node 102
woold not have generated the highest proposal number, and would wait for
identification thereof by the auditing nodes 104. In such instances, the process 600
may further include the receipt of a prepare message from another auditing node 104
that includes a higher proposal number, and response thereto by the auditing node 102
with its own prepare response message, scknowledging the higher proposal number.
n such a case, the accept message would be received from the auditing node 104 to
which the suditing node 102 sent the prepare response message.

Once ap accept message has either been generated and distributed by
the suditing node 102 or received by the auditing node 102, then, in si‘e;ﬁ 620, the
generation module 214 of the anditing node 162 may gencenie a confirm message.
The confinm message may be part of the consensns confinmation in the permissioned

blackehain network and may include at least the slot identifier for the slot being
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confinned, the block hash, the digital signature that was the highest proposal number
with ity public key, if applicable, and the nonce included fu the accept message, iF
applicable, In step 622, the transmiiting device 216 of the anditing node 102 may
electronically transmit the confirm message to cach of its neighboring consensus
nodes 106, which may in tam rebroadeast the confinm message to its own neighboring
consensus nodes 106 for propagation of the confirm message throughout the
perraissioned blockehain network.

Consensus Confirmation

FIG. 7 illustrates a process 700 for consensus confinmation as exsouted
by the anditing node 102 or another consensus node 186 in the permissioned
subscquent writing of an sssociated now block to the permissioned blockchain,

In step 702, the recelving devier 202 of the auditing node 102 may
receive a confiom message. In instances where the anditing node 12 may be an
suditing node 104, the confirm message may be received internally in the awditing
node 102 gs generated by the generation module 214, such as in step 620 of the
process 600 ilustrated in FIG. 6 and discussed above. The confiem message may
include at least a slot identifier associatod with the slof being conlirmed, a block hash
of the temporary block header for the eventual new block, a digital signature, the
public key used in the generation of the digital signature, and a nonce, if applicable.

in step 704, the generation module 214 of the auditing node 102 may
generate a block header for the new block. The block header may include the same
dats included in the tomporary block header that was hashed 1o generate the hash
block inchuded in the confinm message, which may be the same data included in the
confirm message aside fom the signature and block hash, in addition to the Merkle
root generated by the nuditing node 102 during the consensus proposal. In step 706,
the hashing module 212 may generate a hash value via application of the one or more
hashing algorithms used n generation of the hash block to the generated block header.

In step 708, the verification module 220 of the anditing node 102 may
verify the confirm message. The confirm message may be verified based on a
comparison of the hash value generated for the block header by the auditing node 102
in stop 706 and the block bash included n the confirm message. If the hash value

does not match the hash block, then the verification may be unsuccessful and the
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consensus confirmation ended, as it may fudicate that the avditing node nsed an
incarrect Merkde root and is out of synchronization, that the auditing node 102 is ifself
out of synchronizetion and has an incorrect Morkle root, or that the data included in
the confirm message or suditing node 102 has otherwise bocome compromised, Ifthe
verification is successfid, with the hash value matehing the block hash, then, in step
710, the querving module 210 of the auditing node 102 may execuie a query to wrile a
new block for the slot to the permissioned blockehain, The new block may include
the transaction values for each of the wnconfirmed transactions associated with the
slot and the block header, which may be the block header generated in step 704 and
further including the digital signature.

Esemplary Method for Adding a Block fo a Permissioned Blockehain

FIG. 8§ illustrates a method 800 for the adding of a block fo a
perntissioned blockehsin following the use of an efficient congensus mechanism for
the consensus thereaf,

In stop 802, & blockchain comprised of & phuality of blocks may be
stored in a memory {&.g., the momory 222) of a processing server (e.g., the auditing
node 102), wherein the plurality of blocks includes a recently added block that
inclodes at least a block header and one or more transsction values. In step 804, 8
plurality of transaction messages may be received by a receiving device {s.g,, the
receiving device 202) of the processing server from ohe or more consensus nodes
(e.g., consensus nodes 106} associated with the blockchain, wherein each transaction
message inclodes at least a transaction value. In step 806, a Merkle root may be
genersted for the plurality of transaction messages by a hashing module {e.g., the
hashing module 212} of the processing server nsing 2 transaction reference associated
with the transaction value included in cach of the plurality of transaction messages.

In step BOS, a previous hash valoe may be generated by the bashing
modale of the processing server via applicstion of a hashing algorithm fo the block
header included in the recently added block. In step 810, a proposed block header may
be generated by a generation module {e.g., the generation module 214) of the
processing server, wherein the proposed block header includes at least the previous
hash valae and the generated Merkle root, In step 812, a confirmation hash value miay
‘b;: generated by the hashing module of the processing server via application of the

hashing aigorithm {o the generated proposed block header.
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In step 814, a proposal number may be generated by the generation
module of the processing server, wherein the proposal numbeyr is a namerie value of a
digital signature gencrated for the generated proposed block header. In step 816, 2
propare mossage may be clectronically transmitted by a transmitting device {e.g., the
transmuiiting device 216) of the processing server to a plurality of auditing nodes (e.g.,
auditing nodes 104) associated with the blockchain, wherein the prepare messape
includss at feast the generated confirmation hash value and generated proposal
number, In siop 818, 2 rosponse message may be received by the receiving device of
the processing server from at least 3 majority of the plurality of auditing nodes,
wherein each prepare responss messags includes at least the generated confirmation
hash valoe and an accepted proposal number,

in step 820, an agreed proposal number may be tdentified by a data
identification module (6., the data idemtification module 218) of the processing
server based on the numeric valos of the generated proposal number and a numeric
vahie of the accepted proposal number included in cach responss message and a
predetermined oriteria. In step 822, an accept message may be electronically
transmitted by the transmifting device of the processing server o the phurslify of
auditing nodes, wherein the accept message includes at loast the generated
confirmation hash value and the identificd agreed proposal nomber. In step 824,
coniivm message may be clectronically fransmitted by the transmitting device of the
processing server to a plarality of consensus nodes associated with the blockehain,
wherein the confirn message inclades at least the generated confirmation hash value
and the identified agreed proposal number, In step 826, a query may be executed on
the memory by & querying module {e.g., the querying module 210} to add a new block
to the blockehain, the new block including at least the transaction valse included in
cach of the plurality of transaction messages & new block header ncluding af least the
previous hash value, the gencrated Merkle root, and the agreed proposal number,

In one embodimoent, each of the plurality of transaction messages may
further include a specific slot identifier, the proposed block header, prepare mevsage,
response message, accept message, condinm message, and new block header each may
include the specific slot identifier, and the block header included in the recently sdded
block may include a difforent slot identifler. In some embodiments, the transaction
reference associated with the transaction value included in each of the plurality of

transaction messages may be the transaction value. In one embodiment, the method

33



WO 2017/204943 PCT/US2017/028224

10

20

36

800 may also inclade generating, by the hashing modale of the processing server, the
transaction reference associated with the transaction velue included in cach of the
phurality of transaction messages by hashing the respective transaction valae using &
predetermined hashing algorithm.,

In some embodiments, the method 800 may further include storing, in
the memory of the processing server, a consensus delay time, wherein cach of the
plurality of teanssction messsges further includes & common identification value
associated with a time, and the Mevkle root is generated afler expivation of the
consensus delay time after the thme associated with the comunon identification valus.
In one embodiment, the muthod 800 may alse include sorting, by the querving module
of the processing server, the transaction reforence asscciated with the transaction
value included in each of the plurality of transaction messages based on a natural
ordering prior to generating the Merkle root. In some embodiments, the method 800
may further include clectronically transmitting, by the transmitting device of the
processing server, a proposal message to the plurality of consensus nodes, wherein the
proposal message includes af least the generated Merkle root,

In one embodiment, the method 800 may also inclode: recetving, by
the receiving device of the processing server, a proposal message from each of the
plurality of congensus nodes, wherein the proposal messege inchudes at least a
proposed Merkle root; and verifying, by 8 verification module (e.g., the verification
modide 220) of the processing server, that the generaled Merkde root is equivalent {o
at least & majority of the proposed Merkle roots included in the received proposal
messages. In some embodiments, the proposal number may be further generated
using & nonce in combination with the digifal signature, the prepare yoossage may
further include the nonce, sach response message may further include an associated
nonice, and the accept messags, confirm message, and new block header may each
further include the nonee associated with the agreed proposal number.

In pae embodiment, the method 800 may also include storing, in the
memaory, a public key associated with the processing server, wherein the digital
signatine is generated for the proposed block header using the public key, the prepare
message forther includes the public key, eachi response message further includes an
agsociated public kay used in generation of the assoctated sccepted proposal number,
and the accept message, confitm message, and new block header further include the

public key associated with the agreed proposal number. In some embodiments, the
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method 800 may further include sorting, by the querving module of the processing
server, the generated proposal nuruber and the aceepled proposal nember included in
each response message based on the regpective muneric value, wherein the agreed
proposal number is identifiod based on the sorting and & predetenmined criteria, Ina

5 further embodiment, the predetermined criteria may be selection of the highest
mumerie value.

First Exemplary Method for Recovery of Missing or Exira Dats Using a Bloom Filter

FIC. 9 illustrates a method 900 for the recovery of missing
unconfirmed transactions in node of 8 permissioned blockchain network that is out of

10 synshronization,

In step 902, a plurality of transaction messages (e.g., franssction
messages 208) may be stored in a transaction database (2.8, the transaction database
2061 of a processing server {e.g,, the auditing node 102), wherein cach transaction
message Includes a structured dota set related o a blockohain transaction including at

13 lcast a transaction value. In step 904, & bloom filter of the plurality of transaction
messages may be goenerated by 3 generation module (8.8, the gencration module 214)
of the processing server, wherein the bloom filter is generated osing a predeformined
arwenber of hash rounds and has a size of at least double a count of the plurality of
transaction messages stored in the transaction database.

20 In step 906, a recover message may be generated by the generation
mavdude of the processing server, wherein the recover message Inchudes at least the
count of the phurality of transaction messages, the predetermined number of hash
rounds, the size, and the generated bloom filter. In step 908, the generated recover
message may be clectronically fransmitied by a {ransmitting device {e.g., the

25 ramsmitting device 216) of the processing server 1o af least one consensus node {e.g.,
sonsensus node 106).

In step 910, a response message may be received by a receiving device
{e.g., the recelving device 202) of the processing server from one or more of the at
least one consensus nodes, wherein the response message inclodes at least one

30 additionsl transaction message, In step 912, a query may be executed on the
transaction datasbase by a querying module (e.g., the querying module 210} of the

processing server {o insert the at least one additional transaction message.
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In one embodiment, the method 900 may also include: generating, by a8
hashing modude (e.g., the hashing module 212) of the processing server, a Merkle root
for the plurality of transaction messages using a transaction reférence associated with
the transaction valus included in cach of the plurality of trausaction messages;
recetving, hy the receiving device of the processing server, a proposal message from
each of the at least one consensus nodes, wherein the proposal message includes at
lenst o proposed Merkle roof; and verifying, by a verification modale {e.g., the
verilication module 220} of the processing server, that the generated Merkle root is
not equivalent fo the proposed Merkle root included in each recaived proposal
message prior to electronically transmitting the generated recover message. Ina
further embodimz::it, the method 900 may further include: genorating, by the hashing
madule of the processing server, g new Merkle root for the plurality of transaction
messages and the at least one additional transaction miessage using s transaction
réfbrc-nca associated with the transsction value included in cach respective transaction
message: and verifving, by the verification module of the processing server, that the
aew Merkle root is equivalent to the proposed Merkle root included in cach received
proposal message.

In another farther embodiment, the method 900 may also include
generating, by the bashing module of the processing server, the transaction reforence
associated with the transaction value included in each of the plurality of transaction
messages by hashing the respective transaction value using a predetermined hashing
algorithm, In yet another further embodiment, the method 900 may further include
sorting, by the querying module of the processing server, the transaction reforance
associated with the transaction value included in each of the phwrality of transaction
messages based on a netural ordering prior to generating the Merkie root,

In some embodiments, each of the plurality of transaction messages
may further include a specific slot identifier, the recover message and response
message may each further include the specific stot identifier, and each of the af least
one additional fransaction messages may include the specific slot kentitier. Inone
embodiment, the bloom filter may be gencrated using a predetormined hashing
algorithm for each of the predetermined nwmber of hash rounds.

Second Exemplary Method for Recovery of Missing or Exira Data Using a Bloom
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FIG. 19 illustrates s method 1000 for the recovery of extra data
incladed in unconfirmed fransactions in 8 node via the removal thereof using a bloom
filter for unconfirmed transactions to be added o a permissioned blockchain,

In step 1002, a plurality of trangsction mossages (e.g., transaction
messages 208) may be stored in a transaction database (e.g., the transaction database
206} of a processing server {o.g. the auditing node 102}, wherein cach transaction
message includes a structured data set related to a blockehain transaction including at
least a transaction valus. In step 1004, a bloom filier of the plurality of transaction
messages may be generated by 8 gensration module (e g, the generation module 214}
of the provessing server, wherein the bloom filter is genervated using a predetermined
nwmber of hash rounds snd has a size of at least double g count of the plurality of
transaction messages stored in {he transaction database.

o step 1006, a recover message may be generated by the generation
module of the provessing server, wherein the recover message includes at least the
count of the plurality of transaction messages, the predetermined number of hash
rounds, the size, and the generated bloom filter. In step 1008, the generated rocover
message may be electronically transmitted by a transmitting device (e.g., the
{ransmitiing device 216) of the processing server 1o af least one consensus node (e.8.
consensus node 106),

In step 1010, a response message may be received by 8 receiving
device (e.g., the receiving device 202) of the processing server from one or more of
the at least one consensus nodes, wherein the response message includes af least a
second bloom filter, an indicated number of hash rounds, an indicated filler size, and a
number of expected transaction messages. In step 1012, at least one transaction
message of the plurality of transaction messages not included in the second bloom
filter may be identified by a data wWentification module {o.g., the dala identification
module 218) of the processing server based on the incladed {ransaction value and the
indicated munber of hash rounds, indicated filter size, number of expected transaction
messages, and second bloom filter. In step 1014, a query may be exccuted on the
transaction database by a querying modude {e.g., the querving module 210) of the
processing server to delete the at least one identified transaction message.

In one embodiment, the mumber of expected transaction messages may
be fess than the count of the plurality of {ransaction messages. In some embodiments,

the fndicated filter size may be at legst double the number of expecied transaction
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messages. In one smbodiment, an updated connt of the plurality of transaction
messages after sxecution of the guery may be equivalent to the nuber of expected
transaction messages, In some embodiments, each of the plurality of transaction
messages may further include a specific slot identifier, and the recover message and
§  rosponse message may each finther include the specific slof identifier, In one
embodiment, the bloom filter may be generated using a predetermined hashing
algorithm for cach of the prodetermined number of hash rounds,
In some entbodiments, the method 1000 may further inchude:
generating, by 8 hashing module {e.g., the hashing module 212) of the processing

1 server, a Merkle root for the plurality of transaction messages using & transaction
reference associated with the transaction value included in each of the plurality of
fransaction messages; receiving, by the receiving device of the processing server, a
proposal message from cach of the at least one consensus nodes, wherein the proposal
mossage inchudes at feast a proposed Merkle root; and verifying, by a verification

13 module {c.g., the verification module 220) of the processing server, that the generated
Merkle root is not equivalent fo the proposed Merkle root incladed in sach received
proposal message prior fo electronically iransmitting the generated recover message.
in a further embodiment, the method 1000 reay also include: gencrating, by the
hashing module of the processing server, a new Merkle root for the plurality of

20 tranvaction messages after deletion of the at least one identified transaction message
using a transaction reference associated with the transaction value incloded in sach
respective transaction ressage; and verifying, by the verification module of the
processing server, that the new Medde root is equivalent to the proposed Merkle roof
included in cach received proposal message.

25 n another farther embodimen, the method 1000 may even further
include generating, by the hashing module of the processing server, the transaction
reference associated with the transaction value included in gach of the plurality of
transaction messages by hashing the respective transaction value using a
predetermined hashing algorithm. I yet another further embodiment, the method

30 1000 may also include sorting, by the querying module of the processing server, the
transaction reference associated with the transaction value included in sach of the
phurality of transaction messages based on a natural ordering prior to generating the
Merkle root,

Computer System Aschitecture
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FIG. 11 iustrates 2 conputer system 1108 in which embodiments of
the present disclosure, or portions thereof, may be implemented as computer-readable
code. For example, the auditing node 102 of FIG. 1 may be implemented in the
computer system 1100 using hardware, software, firmware, non-fransitory computer
readable media having mstructions stored thereon, or & combination thereof and may
be implomented in one or more computer systems or ather processing systems,
Hardware, soflware, or any combination thereof may erebody modules and
components used to implement the methods of FIGK. 3, 44, 4B, and 5-16.

If programmable logic is used, such logic may exectie on g
commercially available processing platfonm configured by executable software code
1o become a specific purpose computer oy a special purpose device (e.g.,
programmable logic array, spplication-specific infegrated circuit, ete). A person
having ordinary skill in the art may appreciate thet embodiments of the disclosed
subject mattor can be practiced with varicus computer system configurations,
including multi-core mullipracessor sysiems, minicomputers, mainframe computers,
computers linked or chustered with distributed functions, az well as pervasive or
mindature computers that may be embedded info virtually any device. For instance, at
teast one processor device and a memory may be used to implement the above
described embodinments,

A processor unit or device as discussed herein may be a xingle
processor, a plurality of processors, or combinations thereof, Processor devices may

have one or more provessor “cores.” The terms “computer progran medivm,™ “non-

transitory computer readable medium,” and “computer usable medium® as discussed

herein are used to generally refer to tangible media such 83 a removable storage unit
1118, a removable storage unit 1122, and a hard disk installed in hard disk drive 1112,
Varions embodiments of the present digclosure are described in terms
of this example compoter systern 1HRL Affer reading this description, it will become
apparent to a parson skilled in the relevant art how to implement the present
disclosure using other computer systerus and/or computer architectures. Although
operations may be desoribed as a sequential process, some of the operations may in
fact be performed in paraliel, concurrently, andfor in g distributed environment, and
with program code stored locally or remotely for access by single or multi-processor
machines. In addition, in some embodiments the order of operations may be

rearranged withowt departing from the spirit of the disclosed subject matier.
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Processor device 1104 may be a special purpose or 8 general purpose
processar devive specifically configured fo perform the functions discussed herein,
The processor device 1134 may be connected to a communications infrastructore
1106, such as a bus, message quene, network, melti-core message-passing schome,

5 ete. The network may be any network sufiable for performing the functions ag
disclosed hereln and may luclude a local ares network (LAN), a wide arca network
{WAN), » wireless network {e.g.. WiFt), 8 mobile communication network, a satellite
network, the Infernet, fiber optic, coaxial cable, infrared, radie frequency (RF), or sny
combination thereof, Other suitable network types and configurations will be

1 appamrxt»to persons having skill in the relevant st. The computer system 1100 may
also include a main memory 1108 {e.g., random access memeory, read-only memory,
ete.), and may also include a secondary memory 1110, The sccondary memory 1110
may inelnde the haed disk didve 1112 and a removable storage drive 1114, suwch as a
floppy disk drive, a magnetic tape drive, an optical disk drive, a flash memory, ek

1§ The removable storage drive 1114 may read from and/or write to the
removable storage onit 1118 in g well-known manner, The removable storage unit
1118 may include a removable storage media that may be read by and written to by
the remaovable storage drive 1114, For example, if the removable storage drive 1114
is a floppy disk drive or universal serial bus port, the removable storage vnit 1118

20 may be a Hoppy disk or portable flash drive, respectively. In one embodiment, the
removable storage unit 1118 may be non-transiiory computer readable recording
media, ‘

In some smbodiments, the secondary memory 1110 may inclhude
aliernative means for allowing computer programs or other instractions to be loaded

25 into the computer system 1100, for example, the removable storage unit 1122 and an
interface 1120, Examples of such means may include a program cartridge and
cartridge interface {e.g., as found in video game systoms), a removable memory chip
{e.g., BEEPROM, PROM, cte.} and associsted socket, and other removable storage
onite 1132 and interfaces 1120 as will be apparent to persons having skill in the

30 relovant art.

Pata stored in the computer system 1100 {e.g., in the main memory
1108 andfor the sccondary mamory 1110} may be stored on any type of suitable
computer readable media, such as optical storage {e.g., a compact dise, digital

versatile disc, Blu-ray disc, efe.) or magnstic fape storage {e.g., a hard disk drive).
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The data may be configured in any type of suitable database configuration, such as a
relational database, a structured query language (3QL) database, a distributed
database, an object database, ete. Suitable configurations and storage types will be
apparent to persons having skill in the relevant art.

§ The computer system 1100 may also include 8 communications
interface 1124, The communications interface 1124 may be configured to allow
software and data to be transforred between the computer system 1100 and external
devices. Hxemplary conunonications inferfaces 1124 may include a modemn, o
network interface (e.g., an Ethernet card), a communications port, a PCMCIA slot and

10 card, ele. Software and data transferred via the conmunications interface 1124 may
be in the form of signals, which may be elecironic, electromagnetie, optical, or other
signals as will be apparent to persons having skill in the relevant art. The signals may
travel via a conumunications path 1126, which may be configured fo carry the signals

‘ and may be implemented using wire, cable, fiber optics, a phone bine, a cellular phone

13 hnk, a radio Fequency link, clc.

The computer systern 1100 may further include a display interface
1102, The display interface 1102 may be configwred o allow data to be transforred
between the computer system 1100 and external display 1130, Exemplary display
interfaces 1102 may include high-definition multimedia interface (HDMI), dightal

26 visual interface {DVE), video graphios srray (VGA), efe. The display 1130 may be
any suitable type of display for displaying data transmitted via the display interface
1102 of the computer systom 1100, including a cathode ray tube (CRT) display, ligeid
crystal display (LCD), light-emitting diode (LED) display, capacitive tonch display,

thin-film teansistor {TFT) display, ete.

b2
o

Conputer program medium and compater usable medium may refor to
memories, such as the main memory 1108 and secondary memory 1110, which may
be memory semiconductors {e.g., DRAMs, efe.). These computer program products
may be means for providing software to the computer system 1100, Computer
programs (e.g., computer control logic) may be stored in the main memory 1108
30 andfor the secondary memory 1110, Computer programs may also he received via the
conununications interface 1124, Such computer progranss, when executed, may
enable computer systers 1100 1o fmplement the present methods as discussed hevein.
In particular, the computer progearas, when executed, may enable processor device
1104 to implement the methods illustrated by FIGE. 3, 44, 48, and 3-10, as discussed

4
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herein, Accordingly, such computer programs may represent controllers of the
compufer sysiem 1100, Where the present disclosure is implemented using software,
the software may be stored in a computer program product and loaded into the
computer system 1100 using the removable storage drive 1114, interface 1120, and
hard disk drive 11132, or commundogtions interface 1124,

The processor device 1104 may comprise ong or more modules or
engines configured to perform the functions of the computer system 1100. Hach of
the modules or engines may be implemented using hardware and, in some instances,
may also wiilize software, such ag corresponding {o program code andéor programs
stored in the main memory 1108 or secondary memory 1110, In such instavces,

program code may be compiled by the processor device 1104 {e.g., by a compiling

For example, the program code may be source code writien in & programming
language that is translated into a Jower level langeage, such as assembly language or
machine code, for exceution by the processor device 1104 and/or any additional
hardware components of the computer system 1100, The process of compiling may
inchude the use of lexical analysiy, preprocessing, parsing, semantic analysis, syntax-
directed translation, code generation, code optimization, and any other fechnigues that
may be suitable for translation of program code into a lower leved language suitable
for controfling the computer system 1100 1o perform the functions disclosed herein. B
will be apparent to porsons having skill fu the relevant art that such processes resudt in
the computer system 1100 being a specially configured computer systen 1100
pniquely progranused fo perform the functions discussed above.

© Technigues consistent with the present disclosure provide, among
other features, systems and methods for the addition of blocks t© a permissioned
blockehain network nsing an efficient consensus mechanism and the recovery of extra
or missing data in a node in a permissioned blockchain network asing bloom filters.
While vartons excmplary enthodiments of the disclosed system and method have been
described above it should be understood that they have been presented for purposes of
the precise form disclosed. Modifications and variations are possible in light of the
ahove teachings or may be acquived from practicing of the disclosure, without

departing from the breadth or scope.
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WHAT IS CLAIMED IS:

1. A method for adding a block to a permissioned blockchain using an efficient consensus
mechanism, comprising:

storing, in a memory of a processing server, a blockchain comprising a plurality of
blocks including a recently added block, the recently added blocking including at least a
block header and one or more transaction values;

receiving, by a receiving device of the processing server, a plurality of transaction
messages from one or more consensus nodes associated with the blockchain, wherein each
transaction message includes at least a transaction value;

generating, by a hashing module of the processing server, a Merkle root for the
plurality of transaction messages using a transaction reference associated with the
transaction value included in each of the plurality of transaction messages;

generating, by the hashing module of the processing server, a previous hash value
via application of a hashing algorithm to the block header included in the recently added
block;

generating, by a generation module of the processing server, a proposed block
header, wherein the proposed block header includes at least the previous hash value and
the generated Merkle root;

generating, by the hashing module of the processing server, a confirmation hash
value via application of the hashing algorithm to the generated proposed block header;

generating, by the generation module of the processing server, a proposal number,
wherein the proposal number is a numeric value of a digital signature generated for the
generated proposed block header;

electronically transmitting, by a transmitting device of the processing server, a
prepare message to a plurality of auditing nodes associated with the blockchain, wherein the
prepare message includes at least the generated confirmation hash value and generated
proposal number;

receiving, by the receiving device of the processing server, a response message
from at least a majority of the plurality of auditing nodes, wherein each prepare response
message includes at least the generated confirmation hash value and an accepted proposal
number;

identifying, by a data identification module of the processing server, an agreed
proposal number based on the numeric value of the generated proposal number and a
numeric value of the accepted proposal number included in each response message and a

predetermined criteria;
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electronically transmitting, by the transmitting device of the processing server, an
accept message to the plurality of auditing nodes, wherein the accept message includes at
least the generated confirmation hash value and the identified agreed proposal number;

electronically transmitting, by the transmitting device of the processing server, a
confirm message to a plurality of consensus nodes associated with the blockchain, wherein
the confirm message includes at least the generated confirmation hash value and the
identified agreed proposal humber; and

executing, by a querying module of the processing server, a query on the memory to
add a new block to the blockchain, the new block including at least the transaction value
included in each of the plurality of transaction messages, a new block header including at

least the previous hash value, the generated Merkle root, and the agreed proposal number.

2. The method of claim 1, wherein

each of the plurality of transaction messages further includes a specific slot identifier,

the proposed block header, prepare message, response message, accept message, confirm
message, and new block header each include the specific slot identifier, and

the block header included in the recently added block includes a different slot identifier.

3. The method of claim 1, wherein the transaction reference associated with the transaction

value included in each of the plurality of transaction messages is the transaction value.

4. The method of claim 1, further comprising:

generating, by the hashing module of the processing server, the transaction reference
associated with the transaction value included in each of the plurality of transaction
messages by hashing the respective transaction value using a predetermined hashing

algorithm.

5. The method of claim 1, further comprising:

storing, in the memory of the processing server, a consensus delay time, wherein

each of the plurality of transaction messages further includes a common identification value
associated with a time, and

the Merkle root is generated after expiration of the consensus delay time after the time

associated with the common identification value.

6. The method of claim 1, further comprising:
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sorting, by the querying module of the processing server, the transaction reference
associated with the transaction value included in each of the plurality of transaction

messages based on a natural ordering prior to generating the Merkle root.

7. The method of claim 1, further comprising:
electronically transmitting, by the transmitting device of the processing server, a proposal
message to the plurality of consensus nodes, wherein the proposal message includes at

least the generated Merkle root.

8. The method of claim 1, further comprising:

receiving, by the receiving device of the processing server, a proposal message from each
of the plurality of consensus nodes, wherein the proposal message includes at least a
proposed Merkle root; and

verifying, by a verification module of the processing server, that the generated Merkle root is
equivalent to at least a majority of the proposed Merkle roots included in the received

proposal messages.

9. The method of claim 1, wherein

the proposal number is further generated using a nonce in combination with the
digital signature,

the prepare message further includes the nonce,
each response message further includes an associated nonce, and

the accept message, confirm message, and new block header further include the

nonce associated with the agreed proposal number.

10. The method of claim 1, further comprising:

storing, in the memory, a public key associated with the processing server, wherein
the digital signature is generated for the proposed block header using the public key,
the prepare message further includes the public key, '

each response message further includes an associated public key used in generation
of the associated accepted proposal number, and

the accept message, confirm message, and new block header further include the

public key associated with the agreed proposal number.

11. The method of claim 1, further comprising:
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sorting, by the querying module of the processing server, the generated proposal
number and the accepted proposal number included in each response message based on
the respective numeric value, wherein

the agreed proposal number is identified based on the sorting and a predetermined

criteria.

12. The method of claim 11, wherein the predetermined criteria is selecting the highest

numeric value.

13. A system for adding a block to a permissioned blockchain using an efficient consensus
mechanism, comprising:

a transmitting device of a processing server;

a data identification module of the processing server;

a querying module of the processing server;
a memory of the processing server configured to store a blockchain comprising a plurality of
blocks including a recently added block, the recently added blocking including at least a
block header and one or more transaction values;
a receiving device of the processing server configured to receive a plurality of transaction
messages from one or more consensus nodes associated with the blockchain, wherein each
transaction message includes at least a transaction value;

a hashing module of the processing server configured to generate
a Merkle root for the plurality of transaction messages using a transaction reference
associated with the transaction value included in each of the plurality of transaction
messages, and

a previous hash value via application of a hashing algorithm to the block header
included in the recently added block; and

a generation module of the processing server configured to generate a proposed
block header, wherein the proposed block header includes at least the previous hash value
and the generated Merklé root, wherein

the hashing module of the processing server is further configured to generate a
confirmation hash value via application of the hashing algorithm to the generated proposed
block header,
the generation module of the processing server is further configured to generate a proposal
number, wherein the proposal number is a numeric value of a digital signature generated for
the generated proposed block header,

the transmitting device of the processing server is configured to electronically

transmit a prepare message to a plurality of auditing nodes associated with the
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blockchain, wherein the prepare message includes at least the generated

confirmation hash value and generated proposal number,
the receiving device of the processing server is further configured to receive a response
message from at least a majority of the plurality of auditing nodes, wherein each prepare
response message includes at least the generated confirmation hash value and an accepted
proposal number,

the data identification module of the processing server is configured to identify an
agreed proposal number based on the numeric value of the generated proposal number and
a numeric value of the accepted proposal number included in each response message and a
predetermined criteria,

the transmitting device of the processing server is further configured to electronically
transmit

an accept message to the plurality of auditing nodes, wherein the accept message
includes at least the generated confirmation hash value and the identified agreed proposal
number, and

a confirm message to a plurality of consensus nodes associated with the blockchain,
wherein the confirm message includes at least the generated confirmation hash value and
the identified agreed proposal number, and

the querying module of the processing server is further configured to execute a query
on the memory to add a new block to the blockchain, the new block including at least the
transaction value included in each of the plurality of transaction messages, a new block
header including at least the previous hash value, the generated Merkle root, and the agreed

proposal number.

14. The system of claim 13, wherein

each of the plurality of transaction messages further includes a specific slot identifier,
the proposed block header, prepare message, response message, accept message, confirm
message, and new block header each include the specific slot identifier, and

the block header included in the recently added block includes a different slot

identifier.

15. The system of claim 13, wherein the transaction reference associated with the
transaction value included in each of the plurality of transaction messages is the transaction

value.

16. The system of claim 13, wherein the hashing module of the processing server is further

configured to generate the transaction reference associated with the transaction value
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included in each of the plurality of transaction messages by hashing the respective

transaction value using a predetermined hashing algorithm.

17. The system of claim 13, wherein

the memory of the processing server is further configured to store a consensus delay
time,
each of the plurality of transaction messages further includes a common identification value
associated with a time, and

the Merkle root is generated after expiration of the consensus delay time after the

time associated with the common identification value.

18. The system of claim 13, wherein the querying module of the processing server is further
configured to sort the transaction reference associated with the transaction value included in
each of the plurality of transaction messages based on a natural ordering prior to generating

the Merkle root.

19. The system of claim 13, wherein the transmitting device of the processing server is
further configured to electronically transmit a proposal message to the plurality of consensus

nodes, wherein the proposal message includes at least the generated Merkle root.

20. The system of claim 13, further comprising:

a verification module of the processing server, wherein
the receiving device of the processing server is further configured to receive a proposal
message from each of the plurality of consensus nodes, wherein the proposal message
includes at least a proposed Merkle root, and

the verification module of the processing server is configured to that the generated
Merkle root is equivalent to at least a majority of the proposed Merkle roots included in the

received proposal messages.

21. The system of claim 13, wherein

the proposal number is further generated using a nonce in combination with the
digital signature,

the prepare message further includes the nonce,
each response message further includes an associated nonce, and

the accept message, confirm message, and new block header further include the

nonce associated with the agreed proposal number.
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22. The system of claim 13, wherein

the memory is further configured to store a public key associated with the processing
server,

the digital signature is generated for the proposed block header using the public key,
the prepare message further includes the public key,

each response message further includes an associated public key used in generation
of the associated accepted proposal number, and
the accept message, confirm message, and new block header further include the public key

associated with the agreed proposal number.

23. The system of claim 13, wherein

the querying module of the processing server is further configured to sort the
generated proposal number and the accepted proposal number included in each response
message based on the respective numeric value, and

the agreed proposal number is identified based on the sorting and a predetermined

criteria.

24. The system of claim 23, wherein the predetermined criteria is selecting the highest

numeric value.
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