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AGENT FOR THE PROTECTI ON AGAI NST THE UNAUTHORI SED USE OF COWPUTE S
Field of the (§ygpdipon The present invention relates to the segifiioNoorrs
managenent of corrput ers. Mdrre particularly, the invention relat eslto a

met hod and an agent for preventing the accggss to the use of conputer
resources by hostile applications. Background of the Invention The Interhet
has devel oped very nmuch both in respect of its contents and of the

t echnol ogy eMBTERIAND AGEATEOR THRRRLIRCHOY AGANERTIE WYy d THPRISER, BSEQ FQMRYFHR REFOURCES
the Internet, web sites included text only, and after a while graphics was

i ntroduced. As the Internet devel oped, many conpressed standards, such as
pictures, voice and video files, were devel omm"m{mmmu t hem prograns used
to play them (called "players'. Initially, e downl oaded to

the user's workstation only upon his request, angoe®xtracted only by the
appropriate pt‘ﬁl’#tﬁtg@?ﬁvﬁﬁbﬁr a specific order fromthe user. Wen, in the
nat ural cours€ € Jdeve oprrent of the Wrld Wde Wb the search for a

way to show nj nt er.ac nd ted Vb be

M cr osyst ens llrﬁ ﬂff&(‘itelubvﬁg%o %‘ ﬁﬁﬂ‘ﬁgyt%a%&’inF%\g’?tWén%ﬂﬁaM‘gF to
wite a program a |ist of commands - Netvvork Executables - that will be
downl oaded t oPQfﬁ@ﬂ%Fb’e thejgveasion relates fha mediodiand an jagent fpr provanting shecargedsdelge,
and executed by his browser at his workstation. The executabl es are used,
e.g., to providespdixoopusep ksoumes byliasdle applicatipher gr aphi cs on the screen of
. the web surfer. Such executabl es have ways of approaching the user 2 8
AV G 2002 WO 991 45454 PC T/1L99100113" -2 workstation's resources, which

| ead to a great security problem Although sone |evels of security were
defined in th was very soon that a huge security hole
was found in ﬁﬁé&@“ﬁ'ﬁmgg edt{on va was devel oped, M crosoft devel oped
ActiveX, whic anot Hwork Execu tﬁ format %I so downl oaded, i nto
t he wor kst at i gnptv 9§ Aeve %ﬂego"%c,‘ﬁ‘lltbt in respect of its contents and of the

technology employed, since it began a few years ago. In the early days of the Internet,
web sites included text only, and after a while graphics was introduced. As the Internet
developed, many compressed standards, such as pictures, voice and video files, were
developed and with them programs used to play them (called “players™). Initially, such
files were downloaded to the user's workstation only upon his request, and extracted

only by the appropriate player, and after a specific order from the user.

When, in the natural course of the development of the World Wide Web the search for 2
way to show nicer, interactive and animated Web Pages began, Sun Microsystems Inc.
developed Java - a language that allows the webmaster to write a program, a list of
commands - Network Executables - that will be downloaded to the user workstation
most of the time without his knowledge, and executed by his browser at his workstation.
The executables are used, e.g., to provide photographic animation and other graphics on

the screen of the web surfer. Such executables have ways of approaching the user

LT,
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probl-ens of the same kind: The Internet has been flooded with " Ne28ohuG 2002
Execut abl es” which may be downl oaded - deliberately or wthout the '
know edge of widg/4d¢sars - into workstations within organi zati orBCT/ALS%8@E 13
codes generally contain harm ess functions. Although usually safe, they may
not nmeet the required security policy of tlpe organization. Once executed,
codes may jamthe network, cause considerable irreversible danage to the

I | datab Kt Al : i i
rotrieval of VARAPRERS BbRs SRPRAY 6 arsed B blobleh "IBMRIGA TRy ot

appear on Java applets,. ActiveX cC nents,,DLLs and ot her object codes,
and their use5$°§n'3’n\‘fF’§é’§§H Hltb&rﬁ%fﬁﬁ‘g‘d?%# ftaYasepneqen thatea RageotackRty diole
these small prograns are downl oaded into the organi zation unsolicited and
uncont r ol | ed. whhéouadtirethedangeagemas no way of knowi ng about their existence or
execution and there is no systemin place for early detection and

prevention of the codes from bei ng executed. The problemis nmade worse, in
sone cases, by the existence of large intranets and LANs, which may.al so be

used by unaut Ror.i f iy QF nd., 2 6 AQ2 WO
991 45454  per ?@Fﬁﬁﬁ‘g% ?’?‘% ggg%?é@r ?‘?‘gﬁﬁﬁ\é@g%?ﬁweﬁgg‘yd’ﬂﬁﬁ i%a”ﬁ%é(’; s%%‘ﬁ’Pfli y
probl em was sgl ved partially by the browser manyfactures, which allow the
user to disab ﬁée%?%g%méf’ %%é%‘?"gﬁf"g@ 1ngg ﬁEoW?éé‘aPm-sAWeXobaSaalﬁ%a%ﬁw e
solution, since all the electronic commerce and advertising are based on
the use of expmblenis ofthe sametkinde copendi ng patent applications of the sane
applicants hereof, IL 120420, filed March 10, 1997, IL 121815, filed

Sept enber 22, 1997, and IL 122314, filed Novenber 27, 1997, the
descriptions of which are incorporated herein by reference, there are
descri bed net AR}l ] | &1 t Lheet s
frominfilt ra'?llR %glt%%l% ﬁ%@ﬁdﬁaw c?ﬁ&%ﬁg%\%@u‘?ﬁgﬁm‘aﬁg Ib?} falogﬁlgghg&'
wor kstation and, server. |L 122314 further provides a nethod for .enforcing a
security poli Cf‘f‘g?m@?é'l 8&‘."%%‘1“31‘{3? el?é’?ﬁﬁl?‘{g@ ‘Etﬁé“’dm GadiMAgVarkFaERRY: i of
undesired Executable Qbjects in an individual workstation. Wile nuch has
been done in ®organizstinnsndheseorrdes generally sopiaincharmiess functionst pAlthaughiusyalihe

i ndi vi dual workstation, one problemyet renai ned unsolved: the hostile use
of local resouwifeaheybipapnet meatherequivdd seturitg peliqyasflsclorgmizaionl i er security
check (e.g., a gateway security policy), because they did not contravene

such security policy, or by applications which have not passed through an
earlier check point (such as a gateway equi pped with a security policy

check, as descyibed in.the afore Lon | srael | tent .appli.cations
ei ther b_ecausgng'ﬁ&: ,’%F] { foedreg;sx_galryﬂggo%eglﬁec ki cgwogong\agaﬁlil}{rg\{er%ﬁ%bdggggéo t he
appl cati on N peep lcaded, dufesly op She verketgl|on, Sich ostilg ype

information from the servers/workstations. Such elements may appear on Java applets,

-~

ActiveX components, DLLs and other object codes, and their use is increasing at an
1 .unparalleled pace. The majority of these small programs are downloaded into the
organization unsolicited and uncontrolled. The enterprise has no way of knowing about
their existence or execution and there is no system in place for early detection and

prevention of the codes from being executed.

The problem is made worse, in some cases, by the existence of large intranets and

LANs, which may also be used by unauthorized persons to access workstations and



damage to the data, operation and hardware of the workstation and 8 wiGe?W2
the conditions 2 8 AUK 2a02 WD 99/ 45454 contenpl ated above, nay go

urtdet ect ed Wgbighiskfag damage is done. PCT/1L99/00113 It is an pergcdonefizt he
present invention to provide a nethod and agent which overcones the
aforesai d drawbacks of prior art methods, -and which provides effective
protection at the workstation level. it is another object of the present
invention to provide a nmethod and an agent which can be used effectively to
prevent the SEPTR BOHLAEHHIUESREIM, i on resources by applications running on
said workstation. Other objects and advantages of the invention will becone
apparent as the description proceeds. SUMVARY OF THE | NVENTION I n one
aspect, the invention is directed to a nethod for preventing an hostile use

of conput er TrERQUASRP pRYleRWaPRIIVEPSdr@dly by tRE BHwREr BaFdEEehRR allow the
conprising the steps of a) providing a lI'ist of services that are not

al l owed for access.h specifige I i .. D) en su unspeci.fied
appl i cation r‘ﬁ?fsmgﬁsaﬁlﬁgg%r (Ssﬁ;éa ?ﬁb‘%@%@éﬁ‘%%g geﬁoggéf%?‘i’%i]ﬁ Sfocglﬁp“lnr YRY®
accessing any resource,directly,; anal yzing any direct or indirect

request for a@é‘d@%@‘c‘ﬂ?n&"p@éxﬁﬂeeﬁ VeBSINg g basedomihsasqpirmarablesch request
is allowabl e according to the lIist defined under a) above; Q- p~G 2no2 WO
991 45454 PCTI 1L99/00113 -5d) if the request is allowable, allow ng the

wor kstation to process it; and e) if the request is not allowable,

preventing thg thiaé BEsenting Chatedip hpsiivations 4ff tREsARE Bslichsts hBRof, T0ULBARA filed
resource; wherein said resource, nmay be any | ocal or renote resource,

including, b | igaht £d r’rﬁlgar" QeA | i i4r i
operations w&ﬁe‘????’eﬂsﬁzﬁ% %ii@elgt oril %?é}ghch aé%’%ﬁ%"‘%g%ﬂé" g%héﬁodr‘r'gir%ggrs, or
any ot her operat.i eading to a.change in the workstatjon or its

peri phery. | @7@93&2&1921%99 tiens, §f ‘1’%&?% pngerporated, Respinsby, refersres, 8858 1S ons
include access to systemfiles, configuration information, network

communi cat i ordescrivad duetheds and means for preventing undesirable Executable Objects from

infiltrating the LAN/WAN in which we work and, ultimately, our workstation and
server. IL 122314 further provides a method for enforcing a security policy for
selectively preventing the downloading and execution of undesired Executable Objects

in an individual workstation.

While much has been done in the abovementioned patent applications toward protecting
the individual workstation, one problem yet remained unsolved: the hostile use of local
resources by applications which have passed any earlier security check (e.g., a gateway
security policy), because they did not contravene such security policy, or by applications
which have not passed through an earlier check point (such as a gateway equipped with
a security policy check, as described in the aforementioned Israeli patent applications),
either because such earlier point of check is not available, or because the application has
been loaded directly on the workstation. Such hostile use of CPU resources may lead to

damage to the data, operation and hardware of the workstation and, under the conditions



equi pnrent (fl oppy, nodem -etc.), CMOS data (tine, date, etc.), or g%eAl!r@ﬂm
of resources such as nenory allocation, process creation, threads Creation,
use of excesWOW/4E# tine, use of excessive di sk space, use ofPCEHEAY¥YE
net wor k communi cati on, and use of excessive graphical resources and use of
system or application configuration. Accordkng to a preferred enbodi nent of
the invention the list of services is provided as a | ook-up table. By
"unspecified i HOBAve that i di ? lication that is
not specifi ca?‘ﬂgé‘f’@gﬁ9??Veéasﬂaksg§q%ra§§‘§£e‘?“?‘?§?§%&§ggﬁ ?oc%g'ti ons. According to
a preferred enbodi nent of the invention, said pre-set |list of applications
includes a list of resources which each application may utilize. |In another
aspect, the invention is directed to an agent for protecting a workstation
agai nst the hBds an ebigetcofdhe preagn irnvention i prowvide gymethod anshrgent whigh apercomes i on
runni ng on 2 8 AU G 2002 ' WD 991 45454 PCT/1L99/00113 -6 said

wor kst ation, gemaferesiid gawbickyesfipsiof at mieiodsandgviach prosidestfictive pidctioakt on
or a nodul e of an application conning on the workstation; b) nmeans for
determ ning the & ley@r resources to be used by said unspecified
application; c) neans tor 1dentifying chain requests for resources
utilization, wherein said chain requests conprise requests mnade by
resources called by said unspecified application; d) neans for determ ning
whet her requests made directly by said unspecified application are

al | onabl e; e) Itris aratherpbjesbobthaiprisan inyentine to provide aimethediand; andigentcwhigh cars
chain requests, by said unspecified application would be not allowable if
made direct | ybdysaiéffectinelpac iprévedt the (Hostilatuse of wardtdtion Tesonfces 6y appiiastiohd ng
said chain request frombeing processed, if it is determ ned that the
request i s nOfyRklOPRlEwokstatibal 1t would not be allowable if nmade
directly by said unspecified application, and for allowng its processing
if otherw se determi ned. According to a preferred enbodi mrent of the

i nvention, the means for determ ning whether requests made directly or
indirectly by said unspecifjed application are_all owable conprise a | ok-up
tabl e i ncl udi Fghex abjests asd aduantagssofithe, nvention will bgepmgagparent as the description

proceeds.

SUMMARY OF THE INVENTION

In one aspect, the invention is directed to a method for preventing an hostile use of

computer resources by an application running on a workstation, comprising the steps of:

a) providing a list of services that are not allowed for access by unspecified
applications;

b) when such unspecified application runs on the workstation, preventing said
application from accessing any resource directly;

¢) analyzing any direct or indirect request for access to specific services, to
determine whether such request is allowable according to the list defined under a)

above;



access by unspecified apptications) In another preferred enbodi nent of fthe

i nvention, the agent conprises a pre-set list of applications i puG
li'st of resoyrs@ushdaat each 2 a au G 2002 WO 99145454  appl i ooty
utilize. PCTI |‘{§§f%0113 Al'l the above and many ot her characteri St?-‘CS and

advant ages of the invention, will be bettgé_ under st ood t hrough the
followng illustrative and non-limtative exanples of preferred enbodi nents
thereof, with reference to the appended draw ngs. Brief Description of the
Drawi ngs Fig. 1 schdhieireaestys allgwable, allewingither worksationspiprassss ismedand t hei r

requests and rel ated operations; Fig. 2 schematically illustrates a detail
of an illustrati vee)dfphd rguesdris nbtsllowable, praventingaihbiunspeifiet Lapplictidh fesm and
Fig. 3 illustrates a situation in which indirect unall owabl e resource

expl oi tation jQeding@iPiedfestddabaie@d Description of Preferred Embodi nents
Exanpl es of such situations are exenplified in Figs. 1-3. Referring to Fig.
1, three different applications are shown, marked APP 1 through APPS. The
process takes place at three different |levels: the user made (indicated by
"UM"), the kernel node (indicated by "K.M"), and the hardware (indicated
by "H W"). whercinfaidaesusednanbe pydedal af mmetdyesaurqes mriudingebrtingt Bmitedta; he
figure by straight lines. The APP 1, APP2 and APP3 applications operate in
the user npdemembR) allosatim, filgsedirdcidries, dpe@tiomwitls files &hd direceariessssuchas poyssed
on to the I/O manager, which, in turn, refers to the disks) to performthe
requi red oper @diétedr c&n%'eké,@i‘ a%adm: eeslioddea: éﬁldé}ﬁﬁ"e inthd W@ ristaAeh @} its
anal yzes the 2 8 AU G 2002 99/ 45454 g PCT/ 1L99g_L00113 request to

det er m ne whe ot FPIW N 583t Gmfhs .d'}@g.i,t] S ' Egl .C fit
is perm ssibl %%}ﬁ]hfbi glué ofedﬁtﬁ(#a#or oceg‘%rt% eéglo}rgﬁ%%%g{gjro,w i cdﬁ a&esL
processes t hetor %ﬂg&snt ﬁi\ést, hcg 1gu:qa{n%rl§( ?x?fbrmation, network communications, hardware

equipment (floppy, modem, etc.), CMOS data (time, date, etc.), or the use of resources
such as memory allocation, process creation, threads creation, use of excessive CPU
time, use of excessive disk space, use of excessive network communication, and use of

excessive graphical resources and use of system or application configuration.

According to a preferred embodiment of the invention the list of services is provided as

a look-up table,

By “unspecified application” it is meant to indicate an application that is not specifically
identified in a pre-set list of applications. According to a preferred embodiment of the
invention, said pre-set list of applications includes a list of resources which each

application may utilize.

In another aspect, the invention is directed to an agent for protecting a workstation

against the hostile use of computer resources by an unspecified application running on



APP2,. on the other hand, makes a request involving the networ k,ZP.AéJ.G, ZGQ%d
"“open . connection to the file server" request. The network manager is

al'l oned to pvoeesssdshi s request only if the filter S7 has det ePET/HSI/00HAL
it is permssible. Simlarly, APF3 nmakes a nenory allocation request, which
is examned by the filter and, if perm ssibd-e, is passed on to the nenory
manager and then acted upon in connection with the nenory. The operation of
the various regueaRsthtbnl BSmiddigge! node and vis-a-vis the hardware, after
the filter has exam ned and allowed them is the sanme as with conventi onal
operations in everyday conputer, is well known to the skilled person, and
therefore is not described herein in detail, for the sake of brevity.
Looking now at Fig. 2, a detail of an illustrative application that wll
cause nachi ne mal f @h&erenios getestinghanwnspesified, applisationgrea mpeule of anepplication 000
requests to generate new processes. If the systemof the invention is not
present, the XGf¥ng emthestarkstatidn; be passed on to the CPU by the Process
Manager, and will use all the resources of the CPU, thus holding the work

of the machine. If fhaedns! fr dtmlifiRg | MYCRGLAR & perga.gﬁim RRWEVES byl LaidBY
be pre-set to allow the generation o% only "a Ilmteé cunber of proc%sses by
the sanme applicatiqn. Thler fore, if a nunber of new processes are requested
by a single amefﬁép(?ﬁ?l%ﬁ%’h exceeds the preset linmit, the filter S7 will
not allowit to pass on tqg the process manager, thus avoiding the =
exhaustion of the ch&sant&er Wentifiiag rhain frauests for gesawres gtihzarionowharsirssmid
PCT/ 1199100113 -9 Fig. 3 illustrates a situation in which indirect

unal | owabl e r ehainr magests Eooipria¢ i requests atatientpt eekoutcrs tdalled ebyasgiieurdpbtified s
of a type that is not allowed to send a request to the 1/0 Manager. If it
attenpts to dg, E}Pcatibﬁ; is stopped by the S7 Filter, unless the request
conplies with F e Security Policy preset wwth S7. APPl may therefore be

programmed so as t (L Aterpr pcati. (4 o__ .
comunicate its reaﬁa%{aﬁ%goga?ﬁ?. e %?eﬁésrgﬁ%%&#gﬂyﬁg drhﬁpf%lge?o
make the request that APP 1 |s not allowed to nake, to the I/Q Mnager. In
thi s case, théPE‘?caPPPla@ranB@P%{Eén the User Mbde and the Kernel Mode is
bypassed. In order to prevent such an occurrence, a further filter S7 is

| ocat ed between al le) msaraifor determigingrvdether eesuesinhade indectlyy ay dginersquestsaby i s
passed on to one process to the other (in the exanple, fromAPP 1 to APPS,
and whi ch t he shidnsispdeifisdemplicAionsiouid bonstdlibaabia kfmatierddettlyby 6did agdpesified as
wi |l be apparent to the skilled person, the filter S7 is not a physi cal
filter, but ra% Blatignl £ cal one. Logical filters of this kind can be
provided in a ural ity of ways, using many different analysis processes
and criteria, whichyw !l be predet.erm ned, by the illed person accardi.ng
to the particular B}dﬁ?"ﬁ‘anﬁﬁtp&%ﬁ“%‘{‘%éa@g{‘%ﬁ%\‘?&%‘é’&% %S&“E Prﬁ&“&%‘gv‘g 19 15
description and exampl es have therefore been provided for the purioo_se of

i | lustration cletemingddhafithe Frauestis aptaliowable; piihat it eouid et allowahledh yaday
except as defined by the appended cl ai ns. R~. PLACFMENT SHEET 2 8 AUG 2002
Clainms 1. A neliteotly byrsapl unspatifiad application,| andufoe albwingnipuprecessimgdfirotleswisy an
active process on a workstation, conprising the steps of: (a) providing a
i st of Hardwedegerim@xied] Ces, associ ated with said conmputer resources, that

are not allowed access by unspecified applications operating in User Mde
(U. M Applications);

According to a preferred embodiment of the invention, the means for determining
whether requests made directly or indirectly by said unspecified application are
allowable comprise a look-up table including a list of services that are not allowed for
access by unspecified applications. In another preferred embodiment of the invention,

the agent comprises a pre-set list of applications including a list of resources that each



(b) whenever a process is-activated by such an unspecified U M Appli catl ons
preventing said U Mfrom accessi ng any of said Hardware serviceg adape 2y
(c) analyzin Mode any direéct or indirect request f

specific Har gvv\grgek%erw ces, to determ ne whether such requesto“’ir%ﬁlg'%(ﬁ)a\}é%l e
according to the list defi ned under a) abovye; (d) if the request is

all owable, allow ng said U M Applications 10 access the requested resource
via said Hardware services; and (e) if the request is not allowable,
preventi ng t hepphsatien nfayextlize.M Appl i cati ons from accessing the requested
resource via said Hardware services; wherein said resource may be any | ocal
or. renote resource, including, but not limted to, nenory allocation,
files, directories, and wherein said Hardware services include, but are

REPLACENENT SHEEF, 2 by s 3005 cller Wohalili P nd BuvaflRGe U PMERL, hebs and

directories, such as cop or conpress, or an

Ieadlngtoa rmanent c e th vvorks ation or its perlphery A
met hod accordl R Bn‘%tﬁ?‘?ﬂagg°%%| tr%uPWB’gl luptrative 135d RoRrlimisatvg @@?Pi@ of
provi ded as a | ook-up table. 3. A nethod according to claiml or 2, wherein
an unspeci f i egrefetvedembodiments thereof, awithansferéncetd the appenddd drawings. specifical ly
identified in a pre-set list of U M. 4. A nethod according to claim3,
wherein the pre-set list of U M includes a |ist of resources which each
application may utilize via the Hardware services. 5. An agent for

protecting a } hostil e use of conputer resources by
an active pro%@ﬁm%ci fied U M Application runni ng on
sai d workstation, nprisi ng... . nel de neans for cting said
active processes 0%05 hg %ﬁ”%i‘é@ ﬁmﬁ? d&%’f'fﬁl a%ﬁ%?émﬁ"béﬁg tﬁE‘F Tadeste g ng
requests for Hardware services to be used by said unspecified U M

Appl i cation; (Telﬁte#@m@u?@s identifying chain requests for Hardware services

utilization, wherein said chain requests conprise requests for Hardware

servi ces made by a Fig.\2 Agiphiadedllyoiilusteatesaa diail rof ah ﬂusﬂ‘atl&@ﬂbbkiﬁhb@mﬁat willli ch
was originally initiated by said unspecified U M Application;

REPLACEMENT  SHEfE achirUfalfmétidndng; and

Fig. 3 illustrates a situation in which indirect unallowable resource exploitation

is attempted.

Detailed Description of Preferred Embodiments

Examples of such situations are exemplified in Figs. 1-3. Referring to Fig. 1, three
different applications are shown, marked APP1 through APP3. The process takes place
at three different levels: the user mode (indicated by “UM.”), the kemnel mode
(indicated by “K.M.”), and the hardware (indicated by “H.W.”). The three different
modes are schematically separated in the figure by straight lines. The APP1, APP2 and
APP3 applications operate in the user mode. APP1 is an “open file” /O request. This
request is passed on to the I/O manager, which, in turn, refers to the disk(s) to perform

the required operation. A filter (indicated as “S7 Filter” in the figure) analyzes the



(d) Kernel Mde neans for-determ ni ng whet her requests for Har%ga ﬁ 2
services made directly by said unspecified U M Application are A M?

(e) Kernel Mwdesmssas for determ ning whether requests for Harrdyywweso113
services made indirectly, as chain requests, by said unspecified U M
Application would be not allowable if madegdirectly by said unspecified U M
Application; and (f) Ker neI Mode neans for preventi ng sai d chain request

for Hardware serV| s..fr rocessed it ter m ned at_.fhe
request for (ié dgterming vgheﬁgr Aol P&F‘F%Blﬂ aé:°°r61?ngttﬁ € FTC‘WEU Paﬁ‘ﬁ'oﬁf Bds
allowabl e if made dlrectl y sai d unspecified U M Application, and for

allowing its peodesiieni i FHQY(We‘iOVWQ‘('-‘PeééP éh?ﬁ/@e@an%ﬂ,mﬂdgemcesﬁctmcqgmt 0
claim5, wherein the Kernel Mde neans for determ ning whether requests
made direct!| ywith thendlisk@gt |y by said unspecified U M Application are

al | owabl e conprise a | ook-up table including a |ist of Hardware services
that are not allowed for access by unspecified applications operating in
User Mbde. 7. An agent accordi ng to claimb or 6, wherein the conputer

resources may oc O any €0 € resour |nc in but . not “mted
to, menmory al I‘A‘g’?& étlh q#’eés g bR Tgues %ﬁﬁﬂgﬁgﬁamﬁé
services include, but are not limted to operatl ons with files and
directories, SORISCEEN tothy fileseruers requesto e astvorly manager ds pléawashter pro¢ass this
| eading to a permanent change in the workstation or its periphery. 8. An
agent accor di ngjuesy oalyyif thecfiltek SZlhas determined that ic sreithisiible. Sinpiletys APPB infdkeof
applications operating in User Mdde including a list of resources which

each U. M Appl aGatrh& ARYatbd bdqaestVivi ahg har r
A2 A AN AP Ar &Xr ALa Af . quF&t’ chllS REAGIAISY BERMIeF 8Rd, if permissible, is

o DLEr] 046 Bk b ket @Lf%*’fmh% S e e

JWZcdHC5M wr mhc”Y] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca

] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! MXd#/Op/ Fjt:g~ytoje [V]c

a] ca] ca] ca] ca%pa] ca] ca] ca] ca] c™a] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] cal] ca] cay]

ca] ca] ca] ca] cdhe speratiom of sle vasidps reguests in the kernel mode and vis-a-vis the hardware,

rrr=rrrrtyt""{fvql gb] X]] ca] ca] caj] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] ca] ca] cajiejreafital ha) eepindd abd allowkd ahdms,als’ thendainis! By $hth WiRnSdEERaSE
"O(D((())H)))~ytojc Yl gb] X]]]ca]ca U cha] ca]ca]ca]ca]ca]ca

Ul c“al ca] ca] C%],uaa&mh%wyaﬂ e&d@ahc?d &Rl kAbRA kS HleCahifRl Addn2 b IHepdGRlie 2

) B*** B+++, |
cal cal cal cal £4] SO ERTEi B BB WP bERS RS G5e T cmmtseocono: 5 pe 11

;; C<<<Jd=\=i =l =={vql gb] X] ] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]c
a] ca] ca] ca] c™a] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! =>s>>>' ?} ??@h @Al AAA<B
\ B’ Bf B~BBBCSCLGrkiDpHieRE2t-Figr Aha dvtajl] dfcam] Blabteative aapplidatiah abdt cwillcedusa feeliine ] ca
] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 2FyFFGxGGH HH
HAI AAA<B\ B’ Bf RriBRRéiRiniNg RDPORRED [thik rkanyle] AbPrpemtiaed ¢adoc adquadts & edeeﬁlzca]
ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca

+/1 K- 10% &
T0% & () - SLOVE (e 75 5ok B R P AR S Y i

10 & ()0 1998 o (B EL by %@é‘*ofa;%%f%esa%ﬁ%@ e 1 5 AebouiE, o t?s'

10% & ()-/0123i KA791010y. Y=109& L 10% & ( Jx YL7 10% & ()-L5z, 10% & (
CPU, thus holding the wor of the machine. If the fiiter of the invention is present,

however, it may be pre-set to allow the generation of only a limited number of processes
by the same application. Therefore, if a number of new processes are requested by a
single application, which exceeds the preset limit, the filter S7 will not allow it to pass

on to the process manager, thus avoiding the exhaustion of the resources of the machine.
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attempted. In this example APP1 is of a type that is not allowed to send a request to the
/O Manager. If it attempts to do so, it is stopped by the S7 Filter, unless the request
complies with the Security Policy preset with S7. APP1 may therefore be programmed
so as to effect an interprocess communication, viz., to communicate its request to a
further process, APPX, which is permitted to make the request that APP1 is not allowed
to make, to the I/O/ Manager. In thxs case, the S7 filter between the User Mode and the
Kernel Mode is bypassed. In order to prevent such an occurrence, a further filter S7 is
located between all communicating processes, and stops any request that is passed on to

one process to the other (in the example, from APP1 to APPX), and which the first

process is not allowed to make directly.

Of course, as will be apparent to the skilled person, the filter S7 is not a physical filter,
but rather a logical one. Logical filters of this kind can be provided in a plurality of
ways, using many different analysis processes and criteria, which will be predetermined

by the skilled person according to the particular requirements of the system involved.

All the above description and examples have therefore been provided for the purpose of
illustration only, and are not intended to limit the invention in any way, except as

defined by the appended claims.
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1. A method for preventing a hostile use of computer resources by an active process

on a workstation, comprising the steps of:

(a) providing a list of Hardware services, associated with said computer
resources, that are not allowed access by unspecified applications operating in User

Mode (U.M Applications);

(b) whenever a process is activated by such an unspecified U.M Applications

preventing said U.M from accessing any of said Hardware services directly;

(0) analyzing in Kernel Mode any direct or indirect request for access to
specific Hardware services, to determine whether such request is allowable according to

the list defined under a) above;

(d) if the request is allowable, allowing said U.M Applications to access the

requested resource via said Hardware services; and

(e) if the request is not allowable, preventing the unspecified U.M

Applications from accessing the requested resource via said Hardware services;

wherein said resource may be any local or remote resource, including, but not limited to,

memory allocation, files, directories, and wherein said Hardware services include, but are
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as a look-up table.

3. A method according to claim 1 or 2, wherein an unspecified U.M Application is

an application which is not specifically identified in a pre-set list of U.Ms.

4, A method according to claim 3, wherein the pre-set list of U.Ms includes a list of

resources which each application may utilize via the Hardware services.

5. An agent for protecting a workstation against the hostile use of computer
resources by an active process initiated by an unspecified U.M Application running on

said workstation, comprising:
(@) Kernel Mode means for detecting said active processes on the workstation;

(b) Kernel Mode means for determining requests for Hardware services to be

used by said unspecified U.M Application;

(c) means for identifying chain requests for Hardware services utilization,
wherein said chain requests comprise requests for Hardware services made by a U.M
Application, or a chain of such applications, which was originally initiated by said

unspecified U.M Application;
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Application, and for allowing its processing if otherwise determined.

6. An agent according to claim 5, wherein the Kernel Mode means for determining
whether requests made directly or indirectly by said unspecified U.M Application are
allowable comprise a look-up table including a list of Hardware services that are not

allowed for access by unspecified applications operating in User Mode.

7. An agent according to claim 5 or 6, wherein the computer resources may be any
local or remote resource, including, but not limited to, memory allocation, files,
directories, and wherein the Hardware services include, but are not limited to, operations
with files and directories, such as copy, delete or compress, or any other operation

leading to a permanent change in the workstation or its periphery.

8. An agent according to any one of claims 5 to 7, comprising a pre-set list of
applications operating in User Mode including a list of resources which each UM

Application may utilize via the Hardware services.



