;e3e5 24~6T ~. z 5 MaR zoo3 TITLE OF THE |j ~VENTI ON ORI G NAL DATA

Cl RCULATI ON METHOD, ARATUS AND COVPUTER READABLE MEPEUMRSIIBAC_
KGR_OUND OF THE | mmmm\m‘“\ el d of tihe Invention The present invention
general ly rel ates t Inal data circul ati on nmethod, system appar at us,
and conputer readable d%ﬁﬁﬁn1 More 10 particularly, the present invention
relates to prOV|d|ng technologles for storing and distributing data such as
a digital ticka ~ qa gital right, digital contents and the

like, in which the nunber d o} eds to
be smaller than a deflned0%3§§% :ﬁfié Q?E&ngzlgb %ﬁﬁnﬁg?ate%éxgﬁ
Reproducti ons @PRARATYE. aA&RmQQMPHT%ReREAﬁABhEré@ﬁ@é@hts a digital right
exceedi ng the nunber which the data distributor intends should be 20
prevented. That is, distributed data that is reproduced by a user illegally
shoul d be p?ev . |tiple use is prevented by

t echnol ogi es descri bed |n1theEMEdemmgthé fhwshtdeinhod is that transfer

hi stories 25 of the origi y.are
used to check whet her t_hel@'gatg)qieas fé@%%gﬁggg o%%ﬂﬁiéggfhgggakgg F%
request for ex&kti®Fhginpe ﬂ%ﬂﬂ.CMHCQh@ tPphiethos.r satiteBed up, the
service provi d%’p[ﬁ@faﬁﬁbhe@h@r)cd?rfpdﬁ'@rdﬁéadébﬂésmcﬁan&CCQ%irég the right
representeg y the Qatg rA seq&&a met gd is tg t.are th@ gata in a

t anper - pr 0of eRﬁ‘%% SUERATENat e RIS RANABY CBE 188 &S @5 cEBt via the

t anper - proof dexeeldimentelsdingdiagiess ubed aportihg datrdh dbsteibusdnforom t he

35 tanper‘pﬂﬂﬁdé@H'§6chA%%0%QH¥b££hih@léﬁ8¥ewH&@H(¥B¥kéééﬁisnﬁth0d a
speci al device such t he_ t anper- proof um\~aaao~i ~am =~ z MaR, zoos -2

device is not @&Q%E%}yrlﬁaﬁevéﬂg%Fi%o%?%ﬁ?eaﬁeéqﬂaRﬂﬁwﬂ%%% dafa is
circul ated. Mrensgiecthecalimpervalf drdyiaf repeodaics icans bef checkedadial y

when the right | erci ged h RIS 5 Therefore,
there is ai%roﬁygﬂ§%h%§ % S(%¥¥§%r¥h%8 % 88E?§%?an not be judged while
the data is circulating. ﬂcc Qﬁ}EEﬂ@%eoﬁbébé Redid it Second net hod,
uni queness of the data CaRe@&deﬂitﬁfdx@sﬂ &y aatasmgathﬁgﬁﬂmr tperet
device. In addit.io met h oS q@ lge crl %% |nC%%p nese Ratent
application NJWP o15P6F fh nese %% patéh apﬁ¥|%aF

No. 9- 511350 camlbeb%SedhtL@@ettﬁl@r dittan Qhétabbué@éfntmﬁlﬁédi%e%bﬁdlﬁebﬁod in
which a pltybal 'ﬁﬁ’?@én\%\%dt ﬁrrﬁ@faﬂorﬁt)f c?fé(’cﬁ@%u%éa @%rtraecm&i%iadsecure
conmuni cati on routes [ are protec ogr e data.is
exchanged V|a.t?ﬁ958ﬂﬂﬁﬁ%cgﬁ<ﬁ14§ﬁﬁe%f£ﬁ9%lﬁﬁ %F%Q%ﬁ2¥% Bﬁﬁvﬁﬁ%elrculated
whi | e preventing reproductCiomyeoft idreallby a. sA6hHomaweiplde heseéethnol ogy has

the follow ng tﬂ%b@éﬂ?é@”%ysH%B%ﬁ&&hé@%é 8@@@%1%%&MiﬁnﬁﬂgdfbﬂlBQ@ng
t anper - proof device. First e 0SS e to view the descgription

c
of the data. Therefore, tﬁeﬁ&?%?eﬂ%ﬁ@%@ngﬁrépﬁﬁ AN SE$ L RLEkSTdGEN as a
check of the vabf dthy pedigdchadf ddisn deser aptacheshdid e deta waodt he

tanper - pr oof deﬁﬁ&?'are used to check whether the data is already
used or not at the time of request for exercising

the right. 1If the right is already used up, the
service provider (or collector) of the data refuses
30 accepting the right represented by the data.

A second method is to store the data in a
tamper-proof device such that the data cannot be
accessed except via the tamper-proof device. When
the data is used up, the data is deleted from the

35 tamper-proof device.

According to the above-mentioned first

method, a special device such as the tamper-proof

IR
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In addition, since the tanper-proof device should not only have a storin
part of the data but 30 also carry out all processing necessary f@rd MAR 2003
handling the data, a |arge storage capacity and a hi gh processing

t hroughput are required for the tanperproof device. Especially, an IC card
which is generally used for the tanper-prodf device does not 35 have enough
storage capacity or processing throughput. Z 5 MAR 20D3 -3 SUWARY OF THE

|NVENTION 1t 159891 00 66! fr L. DLESEDL | BYGRLIAN (0 PEOKAER @R.Qd of nal
data circul ati on nethod, a f&ls em an apparatus and a ‘conputer readabl e
medi um 5 i n whiéR vhens tégs akh that cLreudditiesr. ofMaxzg | speepfdgadtlivons of

data is maintaivgdiBekgwoF specidaed suADSE. c!h'écﬁ@éjdtéﬁ)ﬂ% hent ameer - pr oof
devi ce does not necessaril % Iﬁcg{é%im all \Cllel’l fi cati,ons_ ot

r _than the
verification o 18 Fepfo h2¢ RAE IpPGc &Ssi e I%Ja’asgug‘ﬁtg‘?dpr ocessi ng
t hroughput 6r nErergfeoaeacittheranideadprrbdesd.tlidie EHboveadhdddtly of t he

present inventi eiaaqghkﬁMpunydggagaggEaahﬂﬁyé;{H c#%?gigg system 15 for

storing or circulating ariglna ifch is digita ormation, the
system conpri si fgECRAS&FFG at us i ncl udi ng: neans for generating first
informati on correspondi ng Adr@adisgues @ppakdions fnpsnt BSHedg sdalomd means
for sending 20 t fi.rst_i.nformation; d ns fo endi S n

i nformation cor$%§%8ﬁdi&§ﬁqy% %f%a?g;%gﬁdggﬁaaﬁﬁgigiﬁgpfﬁgﬁﬁg%%g$yheans f
or verifyi A§ varséhpy toe ttrnper sproafodsnticen wiithaddiraeai vagthetms for
verifying that @RibBSHIrR] ¢ APPREAt VA GaPEATRANGINh© ¥Bbhdchitidn
information is galld' %@g means_f or dete&nLng&)that datg corre%f nding to
the second i nf MAaPr el I AT o WRRCEfie lPddueP bR EERE PRPFHGF 1 Ofhe
first informati®o.eeapliesd caarexaepheed3doglktdremment tontdeHaBllve-or t he

| ke. The seconflohfBHUR IULIMY REtAoBASH LY AR5 Aol @l 12 ghash value of

data with a signature. e 1 ssuer apparatus i s deternine 0 valid, for
exanpl e, wHén t h@MBEG P& pLaricedf aFfe NS of Hat F8AU3S and an
appar at us corr espafdnigatadiherdutss whfiehmaideoprited€dsage. Since a

t anper - proof appar an he |, ke tfornms u I catian 2 5 MAR
2003 -4 processgﬁgskégﬁ%ﬁﬁéTst+?%f%$§3t?8n?%ﬁh§% %ﬁgkﬁﬁt%é%ed problemis
sol ved and t he peonuddiced iamdreahepesdebr ¢isdd. ththedabaveasbpect of the

g_fefstenlt ! n¥ent i Q!Bréuaﬁ_t@@ﬁvlﬁﬁm eyfdvéﬁtan@a_tx%p&t&j{ﬁ@ﬂi?ﬁt BQdftthfe Si@&ait ng
igital 1nfar I on I C as_a val ue, conmpri.sin steps.of generating
third infoPlat i BRYGHESH | edib‘??l&ﬁlc’?ﬂggrﬁﬁ‘ﬁ &M%#ﬁo‘gwﬁawe si gned by
an 10 i ssuer appueohfiesisf intdee thei datai needsatticorhe geherati Ag, te t he

i ssuer appar at Ugamh@W-th-dd¥ aid®i&Qn, the fourth information being a
mani f est corresponding to the digital informgtion; verifgingh gy an user
Re Vi 4he

apparatus, identity 15 of &HeSt sshbrPaFRRPSL ARSI 1Y
i nformati on anddéherfipuritdn iof otlmat deha.andherefore, there is a

25 constraint that all checks such as a check of the
validity period of the description should be left to
the tamper-proof device.

In addition, since the tamper-proof device
should not only have a storing part of the data but

30 also carry out all processing necessary for handling
the data, a large storage capacity and a high
processing throughput are required for the tamper-
proof device. Especially, an IC card which is
generally used for the tamper-proof device does not

35 have enough storage capacity or processing
throughput.



preventing reproduction of the digital information . The fourth |£gcﬁm on
may be, for exanple, 20 a hash value of the data with the signatu 3
hash value is the mani fest which corresponds to originality information.

The originality information is informati or%whl ch represents genui neness of
the right of data. In other words, 25 the originality information
represents the authenticity or originality of data. According to the

above- nment i oned it a ! signature of the data are stored
and a manifest ~ ' it or one-to-one 30 correspondence with
the data and the signaturédt |if aﬁidemeCttﬁé shgn@redrnyehevansd omhe

signature is identptbodaandn tordiSgMeaifhgeat Batrc&ﬂ%tsl&nerhetﬁoaheasaﬁe as
the party which intends to store the $lfest e._nu

mani f ests whi cFY1HESB5 ERgAEP IR BhHtsE Bl e2s COMEY erFﬁfea‘a%Pgbs{“SfillH&‘
system TheSdatin stbichgirtetirocemayrédrthat tbhepmwedheost epsidf : 25
MAR 2003 -5 veridytogubdsBid odladfie | SSHEL ndBHA Use Py SLOTI NG the

fourth information | n a _tanper-proof device; preventing reproduction of
the digital 5 ifR®FHALPENURRS di nb‘llyad‘tiﬁ@&&t’a% YReBrBEOPA an
appar at us_ot hergéhaset hee@atrﬁ:fstrmctélgs&yil?rfpélrmlﬁ'rﬁ hel 1 anper - proof devi ce

is used. The anv]glP?bg(E hceildeof e]tsttlant 1c$¥egte| Qn: 11 10 |s gl 89 achi eved by a

§ o9
data storin sysefem storln i AT Or mation %hasavalue
conpri si ngllan ¥erueduappar @cq@ f*d?a*'gemegesﬁgntghulr@d rﬁwhaason which is
di gi tal infornmgiiofe¥klihga thr &gt 6r andmaeReraig 8 tPechrupkh
i nformation Wm(fh is a ganlfest corresponding to the digital information;
and a user appat@tt&2f&f -verifying identity of the issuer apparatus by
using the third informati Ohe2Gtande tdlejéour bl ithfeormmdsemt andeptewent i ng
reproduction ofjd h&cﬂig'vfe | o ffaﬂ{ B Pnafhﬁa%*ao‘é%féﬂf&hzgﬁ ngtl%ﬁ.ese”t

invention is al'so achieve a user aratus for using
i nformati ok n EPHaPROFEHG AF ST Mt ngt grigd rdilgidatai héehadiSon which
has a val ue, codpgisalginfforsiatsicn ] nghaeapstear cinydNgivged extracting

digital information with g si St s for storing
and extracting a mani fest%cora&g)aép%%g?%gl?ofgaqg ?rl[én rma??on ; first

aut hent i cat i on 9eR@satadngydrijrss rpglfmmath@nnﬁmm@ﬁpqrsdwm to amd 35 first
control neans fpgsgéer b@@atﬂheclmimciﬁsissﬁlhbed%Q(‘aOndne?dx% i RgrMBaRAINY Y

when the beSt %gthgg}g%a ﬁ%%rm£¥EBXeré£ée%e%§?'éor sendlngﬁge%%%

information corresponding to the data; and
an apparatus including: means for
verifying validity of the first information which is
received; means for verifying that an issuing
25 apparatus corresponding to wvalid first information
is wvalid; and means for determining that data
corresponding to the second information is valid
when the issuer apparatus is wvalid.
The first information may be, for example,
30 after-mentioned H(PkI) or the like. The second
information may be a hash value of data or a hash
value of data with a signature. The issuer
apparatus is determined to be valid, for example,
when the source apparatus of the first information
35 and an apparatus corresponding to the first
information are the same. Since a tamper-proof
apparatus and the like performs an authentication



-6 manifest is valid. Accordingly, by determining that the data :j mhlﬁj
only when the mani fest corresponding to the data is stored in th ] 2003
storing system having 5 valid data exceedi ng the nunber of manifests that
exi st can be avoi ded. The above object of the present invention is also
achi eved by an issuer apparatus for issui'n”g‘ digital information in a data
storing systemfor 10 storing digital information which has a value, the
i ssuer apparatus_co rrsr n?l aGar tdrt%ﬂ ?l_ﬂ ornati.on ge erat on _neans for

generating accred $ed°i Nforvati on wht Pﬁﬁlgtlémset fRPEPati on
representing amerttiedete®drrd s ees solveddabyd tthe smgm@esainghéO@idgi t al

information; signatyeegaednmdsd, providing a signature to the digital
information and to the accredited i nformation; 20 manifest gener ati on nmeans

for generating the manifedt® ARG rAPIGEhdPhg thife RESHSAF TRVEP O on and
the accredi ted isfal sat eohiteyvedd Usera appasastsr imepnse flosdr e€esord nyessi on

| nformation 25 hebainehidehAt I I ILERL! BRSKRY Ol ddie usfh-RRRLAT US and
a serial numnber means r sendi ng rnformation i ncludin fani f est
and the sessi orthef8tamsi Of oy using a verification key and a signature
function of the 30 |ssuer Al Usg ﬁ@ggadhﬁgby_—mgtrﬁr@ wBiéh §_1§CI‘ edited
obj ect trustedd:@/ F er of the d {a and_.a _signature mgng ¥1 t he

i ssuer appar at U&t9% arLs rorﬂaetdlcflha‘fl RedsPIMBA TS HE-FRATT BY: &Ns

i ncl uded i hot hel 3Suarcrpgiared whj et stie dagtiftelsiignbrsmatished by the
accredited object. In addi n%rbaﬂln%s ]y%rrtflbeqstsrﬁ%tr tgﬁ%gi.gggg of the

accredited information and the si gner the data are the
sane. Accordi ngi SUTHRe 1REMTERGI N Bre t FAHE M Tt tiPR BeAB&t & trusted
by the signer afatbeedat gorieddmndine, tbdheheadpeyipralofigapahalkion ; |s

assured by using the tanpegs, &qgébaggaggt §erT:a%§%%o gbj 8gn%flt

present invention is also ac col I'ecto or exe crsrng
a right of18i gi?&l thaf érsﬁaltqrorﬁﬁnﬁléaﬂlafﬁ ab¥t Being e‘?ﬁliéﬁ storing digital

i nformation whighrd®mBason Wldleshd hﬁo@,@theﬁh%ramamt Usaf@nprising: neans
for receiving digital information with a S|an%]t.ure ce)é the i.ssu L and
accredited information wi B $HE &t Hhat GPECHRGHE NS tcrlb?)aiiégﬂl 115 neans

for generating seSsrwatiiwhnor mati on whi ch has uni queness in the data stori ng

system and sendi ng the ses§jOneddoy r@ﬁf@?mh@lb*ﬁer&lﬁﬁrbépp%ﬁt H%am‘f'ﬁl@s for
receiving information incl udlqé ‘ngt e mani fest and t he sessi onghn rmation
a

fromthe ué8r apparafuy2lifg FOREF VD i S rﬁi’tgrifi’f%ugﬁsm
i nfornmati on, trieasrhnvhésrte drgd tHe macifdstedhichoramtrespandsvabi d. 25

Accordi ngly, oﬂfgﬁﬁﬁtl'l'i% alﬂfkcﬁﬁrﬁét;[‘&nthe gs%qu i1 {@tl on, it becones

possible to avord el n store plurality of storing parts
Wit hout using ahPERERRSEOR rJ(ﬁJtJé‘chﬁ“%LHHPPl Uﬁlclht m%%nb'ﬁsm ble to send
a plurality of genmiufieghess of the right of data. In other words,

25 the originality information represents the
authenticity or originality of data.
According to the above-mentioned invention,
data and the signature of the data are stored and a
manifest which is information in one-to-one
30 correspondence with the data and the signature. 1In
addition, the signer who generates the signature is
identified and it is verified that the signer is the
same as the party which intends to store the
manifest. Thus, the number of manifests which the
35 signer intends are stored in the data storing system.
The data storing method may further
comprise the steps of:



30 to a storing part in parallel. The above-nentioned inventions & MAR B083
described in the first enbodinent in detail. In addition, the foll ow ng
inventions will be described in the second enbodi nent in detail. 35 The
above object of the present invention is also achieved by an original data
circulation nethod in an original data cirualation system for Z 5 MAR
2003 8 storing or circulating original data which is digital information,
t he nethod conprising: a sendjng, step _of sending, by a first apparatus,
originality information, tRFBFYHRAalALR S Eir neh® ohS FHEFUGPRAETF §iH

i nformation whish s@orasePntdse t Doant Apparairat taish sixtd tahperati o mhi ch
is data or info&ng&i%n %gﬁiesponding to the data; and an identifying step
of identifying, %y 8°70 %etond apparatus, the source apparatus of the
originality information; @f¢vertianghespircatiarien epf ofhdeddigiittdilng t hat
the originally ipkgriRidi¥his valid when the source apparatus is

aut henticated; and 15 a second authentication step of determ ning that the
originality information i SYPTHRALY - whd§ (I & SRR ePEpFIPEESs THhdPRn
appar at us corregppadiatpnd otiner fthah theodstd ontafindesgsitgmalitge
information ar etﬁget%ﬂlFer- Joe aboyecohieqisHf. the present invention is
al so achi eved by an origin data circul ation systemfor storing or
circulating original data W caPPsedPhiieat iaff dittatPHRS ehfke 1gyEdmMon
conpri s: ng:1oa ;iéshl_%@p&fcﬁ%i@vé!@i 54 FD@E&@?W@QS?EtF&S@ﬁ ]g_rfSﬁndi ng
originality intornmation, the originallty.lnformatl on_ | ncludi.n 1Tt

i nf or mati on whi @ oEBf%%é%H%ﬂga{oggﬁogﬂﬁéfﬁthnﬁﬁglg???haiHP&f%ﬁtion whi ch
is data or infoepmprdrsiowresponding to the data; and 30 a second appar at us
whi ch includes: identifying, meadseohphdetidyifr agsREEae iaRPAREM$ Of the
originality information;, a first authentication nmeans for determ ning that
the originally ?H?SHﬂﬂq%ﬂPiﬁh%ﬁPias3g¥ﬂﬁ£?%rﬁP§RﬁWEElaﬁp§ fis

aut henti catléd; andnatyecomhdugéeraratcdnigortheafsufoh tlefermatiivg t he
originality inf i [ i 2 ~r|}4§§%ﬁpj _+Qn .t source
apparatus and aﬁﬁg%%aﬁi}t_ua: ﬁé%r‘%g%%gngioﬁg to the lﬁgfit:ﬁ #%?g@%ﬁ%aﬁl of the
originality infbPFREMSH R tARdsane. The above-nentioned originality 5
!n;ornat!on wll be ?alledat@k@ﬂ hpphh&t&&fqnd:eﬂhﬁﬂfyﬁ?g.iﬂyhﬁiﬁifbf o

i nformati on may , sfor a a ye o i y. (public
key) of an appaFg ug.ssfhegf(s%ﬂ)ﬁr?g gr% t;ﬁ%nl%rgay{%% ¥$%?de§2)tr?ﬁ(}2?¥€y%ésh

val ue of tRé® daprad Adworiiwgtholnborpatiledvie-aitht i oned i nvention, since the
second aut hentication nmeansré&etgthgese addei o | gEnahiet yiigiftgymation is
valid only when.the source apparatus and an apparatus corresponding to the
first informati 60R*&"&dte°Bane, the conventional problem 15 can be sol ved.
In addition, since it is ribrengeevsarpliesctciatutlke eprheesnitgiavantiome

processing | oadjgap kg fakhhevedesyeaseder apparatus for using
25 digital information in a data storing system for
storing digital information which has a wvalue,
comprising:
first storing means for storing and
extracting digital information with a signature;
30 second storing means for storing and
extracting a manifest corresponding to digital
information;
first authentication means for verifying
that the manifest is valid; and
35 first control means for storing the
manifest in the second storing means only when the
first authentication means verifies that the



The above object of the present invention is also achieved byzéhMA&Em@r
apparatus in an 20 original data circulation systemfor storing or
circulating original data which is digital information, the issuer
apparatus conprising: originality information generation neans for
generating originality information which 2% includes fifth information
corresponding to the issuer apparatus and sixth information correspondi ng

to data or infqﬁ i%ggthﬂgqﬁgggging to the data; and originality

i nformati on sendi ng nmeans for ~Sending the originality information. The
above object of the presedcdandingby. i bByaledeaoHirahagl byah tiber dgfar at us

in an original fataathECWraty Gheystea hahishe b ¥ £HoaHEAY 1Y AP nal

data which is q%ggéaL i nfor ion, the_user pparat us conprisin

35 g ]
originality inf t £6n SESTFhgt et #8532 NG Dri%T heli t 93V, mat i on
whi ch includes ¥ai118 daZab dwiate &g - thei nxabeat ich ncai £ s pasditiug tan

appar atus and sj i nf.ar ign:1 esponding to data or information
correspondi ng t%§%%g gtaﬁﬁ% en f@ééhg means for identifying a source 5

apparatus of the original ithe i3ROYeaPPiAcChhioéh Ghe FrRseRbmiaN &3Pt us;
aut henti cation peaassboadifterdd MPdahhaksube apireddsyrbrf amRidmn IS
val i d when the ourge aggﬁﬂﬁgus IS authenég%ateq aor. when tEe apparatus 10
correspondi ng t LeRhEAE O heR i R n tﬁe%mﬁﬁ%ﬁgaﬁ%ﬁ gus®re the
sane; and $§P€orisgoréags digritstbrimfornatipingwhdldh ynasfarwatliuen when t he

authenti cation {Bafsrdeipydeess tdehpthgiggi:ginality information is valid.
15 The above object of the invention i.s al so achi eved by a

resent , y
col l ector apparatus in an qEﬁQ%ﬁeéa%afEFpéﬁﬁ%ﬂ(ﬂ?%@%?EﬁPPop%ﬂqﬁing or
circulating orifionabedatratirighacsrddgtedl inffoamratian,whhehcadhnlodatdrs

apparatus compry skg: o30 Jalilidyi o9 FEBRS bl il fyL80.1 304 Ce
apparatus of orrginality information; atthentication neans for

aut hent i caflPng ®héesdurtdd sdphril ushe afdgagta ofr ddes sihglkedns for
perform ng a 25ipfreeaasxicary esponding to the data or data corresponding to
the sixth information when the qythentic%tion ne%ﬂ§wgeterninesiﬂgﬁréhe
originality i nfor mati on whicH 35 5%nfee8 tﬁgrbévieé% n%p%a?é@&? i's valid.
30 In the presehe theedtiaitakiimEonsatadint @dd rforime | ancrliddiiedepr esent s
a trusted thirdipapbmamawdre used, the originality information can be

circul ated _bhetween trusted pariies. The abqgve object of the present
i nvention §§ is also acm(ﬂéﬁﬂ%ﬁ§§n98P?§FEéPnd§i Qﬁré&fa??B%r h f or
storing or circthat magidregfinal data which is digital information, the
original data 2 5 MAR 2003 5d 16T b hQN tHESIEE LOMPT LREBImation
and the accredited information to a user apparatus;
means for receiving session information
25 which includes a verification key of the user
apparatus and a serial number; and

means for sending information including
the manifest and the session information by using a
verification key and a signature function of the

30 issuer apparatus.

Accordingly, there is an accredited object
trusted by the signer of the data and a signature
signed by the issuer apparatus. It is verified that
the signer of the manifest is included in the

35 accredited objects or in the signers trusted by the
accredited object. 1In addition, it is verified that
the signer of the accredited information and the



an issuer apparatus including: first originality information generation
means for generating originality information which 5 includes fg’ mm(m
i nformation corresponding to the issuer apparatus and sixth informtion
corresponding to data or information corresponding to the data; and first
originality information sending 10 neans f@r sending the originality
information; a user apparatus including: first originality information
sendi ng neans for sending originality information which includes fifth

i nf or mati on cor Fégﬁtﬁ’ﬂ:diqg tRe afats Qéﬁarté‘teu§aé%l' si XEROFALSOtat i onhe
correspondi ng t magdtfe st dari obeBtransadttespadingvia theodated;tfusséd

identifying nmeans for identifylhg sqQurce a r s,.of the.qriginalit

i nformati on whi gﬁ itgleseﬁéﬁéén#gntQSpg%&taUS; &% ﬁ%s%lgﬁt’ h%rl?tel ctg‘?'?%%rﬁeans
for determ ni ngpriogtf tdnpaki bl bl isy assugettivriis sngathe Weapahe source
apparatus i s aupheptd Gpdr£fu¥hen the apparatus corresponding to the fifth
information and the sourq]ﬁ?ap ratus.i.s theefsaqrpfa' and 25 storing neans for
storing the originality i THorARPYEnORHES Y IRF it PREFABAt FEMSTH Yeans
determ nes that isheleyd giclalevgdi hyommeildredtowahpdarandsa foat | ect or
apparatus i ncl ugidagc 3,5 X4 N1 gRRT by idlg sRan sy d PY-hRIbR Wi 204" O
apparatus of originality Tnfornation; si th aut hent i cation neans for

aut henti cati ng f’%é’rs"dlﬁ cY 2ppAr 5P s S toxd "dath P or bsSPAGTMEGALT gyhich
perform ng 18 35hpls0GESsta s | eBpandong elod drhea mipd 8a B s dabmpaargigspondi ng to

the sixth informati on when the s n ut.henticatio ans determ nes that
the '3 0 \AR 2005 12" o e 55 ESS" LB AN (e £Pa I3RS o HA 0N

col | ector appar @t ias sfgnatupecofdithg ysduepherbdescposdiifiedl t o i ssue a
ticket, transfeqptrgntd €kt wEPASHRR AN RSNt rBohNg Liseket in the above
appar atuses. BRI EF DESCRI PTI ON OFTHE W NGSOt her obj ects, features and
advant ages of t h8PRAEEM S| nventionwi || beconme nore apparent fromlOt he

foll owi ng dei ai | ed descri pteanswhem geae natciorg unes s bonwilnif crtwestictompanyi ng
draw ngs, |nwhi Gl od S,RdhaghRELT 9% deRFTdDIAgs ABELAG! RS AGFOESANG O
a first enbodi nent of thelSprésent invention;Fig.2 is abllock diagram of a
dat a storingsystERERDriihgSesstAe ANTOrMAIRA nkht tBf VYREFT esent

i nvention; Fi g. 3appadd tbek; di agram of an issuer20apparatus of the
datastoring system accordi t first .enhodi e _pr, .
invention;Fig.4 is ablock rgig%%rga?ngcl;f rae%tfgg{mépp%a{rggf%g&g%gtgﬁe l%‘g(ﬁggs?lorrl?ng
syst em accAdi nfheottanifest epBodngesessidie niernatinpeditiadh: 25Fig. 5 is
abl ock di agram @fsex cdp£ed onappanat us of the datastoring system according
tothe first enbodi mentof the gre ent _i nvent.ion; Fi% Gths abl ock di agram of a
connect i onappar atus of the datistSfi X&rg%sltjerhq AeOFdtRG OSSR fi r st
enbodi nent of t hénfrageatiomyvehbponanidersti andeguenaeceraitteshow ng a
ticketissuing preGessmatiéheadat @a3ti@ri ng system accordingto the first
enbodi msnta?r(zgS t he present jnven |.on;lF| g.8 is aseqjéence Cc artt show ng, a
ticket 35tr&msf erring procRSEPRILREITat DYt I HT 5VEFe ARG SRS Y o Phie
first enbodi nentsesfside pnEsemetreant iidn;becomés MpRsZdb3e I Fvypbis a
sequence chart i Lekett rnansfersd Ng pr LR t i.ng
Syat emmecor di ngra T F e € e e o rr e 101 & a
sequence chart SFFMHg htReREt UEIASURPHGRTBLE R nFPHECat & Tstaftdhton
syst emaccor di ngticc tdedomes pobedbientt cofsdriie preventihvgnoifomdnipfddts a

di agram for, descrj hj i pcipl gac j 0 a second enbodi nent of

t hepr esent ?fﬁve(rrlttc% t(;éln; |<g%£€éAﬂglﬁ§ ?SIB%%:%%%k di agrams of adata storing
systemin an original data EhecaPavieofSysticti et cbr UPRFLE NEhe ISk oh@l

enbodi ment of t ia]gzﬂeﬁ%ﬂs;e@_t ihlmzﬁat Qs galmtiq’n’dﬁn@nbl o6k gditagram ofnan |
i ssuer appar at usqf. fheori gi rculatio e ordi nat con
enbodi ment of t t?ed%lrtels%%t i ﬁ@%n??gg;og)dﬁg;.laqdﬁgtgg%%oggiéi é%r a@rﬁ%f%gggg

user appar at usof itrhedre gé@abndaembeidimerdt iion dgseéhmccor di ngt o t hesecond
embodi ment of the presenti nygat LR Gbied & bEREKpELAFMMGfvéntion

col | ect or 25appar.at usof theoriginal data circul ation systemaccordi ngto

t hesecond enbodilfer?l P "E‘ﬁ}élﬁgégeﬁtyi APe A5 Y. dRERs S TINWEE B Agr am of a
connect i onappar atatsodd t heoahgbmalgithaila dad tra ud Bt ¢ oha sy sherBlaoaor flongt o

t hesecond enbodi nent of the presentinvention; Fig.1l7 is a sequence chart
showing a ticket issuing process in the original data circulation system
according to the second 35 enbodi nent of the present invention;



Fig.18 is a sequence chart showing a ticket transferring process in the
original data Z 5 MAR 2003 -14 circul ation system according to the second
enbodi ment of the present invention; Fig.l19 is a sequence chat’[tﬁ MARHIlhg
ticket transferring process in the original data 5 circul ation system
according to the second enbodi nent of the"?)'r esent invention; Fig.20 is a
sequence chart showi ng a ticket consum ng process in the original dat a

circul ation syst a cordl second 10 t t he present
£0p B TEREdek: TR

i nvention; Fig.21°ts"d Slro M € h3wi ﬁéng cOntig n*8f a conputer.
DETAI LED DESCRI Mgmla@:lnlﬂ@mFEFERREDtEWB@BItMENTSOI@J(RLBU Enbodi nment)

First, a data storing systaergésdﬁngogtgbnglf g@tnglqig cug,y&taogésgstem of the

present invention will be descr| bed .1 is a_d agramfor describing a 20
principle of tHRPPRESENRS | rﬂ?@rﬂjr’b"i”nllt:ﬁ %Héoﬁg‘%lﬁrb’rlfﬁg‘aﬁﬁ‘-@ﬁ%@fhtWe
present inventiDifoamnatdsuwmerisppaed bhysEof tai gmtfa:lrmanifmmrawmohgener at es
first informatiQ Iq [ gi I t t e formation
in step 1. The |£Egér%§gp%? fougérgSA}gé%g%gpgs%@cosn ﬁtfjgllrlgr%%l 851\/’2\5“ is a
mani f est cor r espohdhngst datiee Of glrhPrnatderaCiosT eaRPRAERIt KO stélceond
information to dheati gslg information in step 2. A user apparatus checks the

identity of the issuer apparatus by using the first omatlon and 30 the
second i nformation such t A&t “4§& IPt%rF%%H ngtl&ﬁj{}ctli 3¢ tRE &igital
i nfornati ohOcanséeoprewnppeath ius st tipe 3somcehepparsttwsrbodi wbet, a digital

ticket that is q-dightal; t%,eqre@(eﬁtlgﬂgﬂ of aright to claim35 services or

goods, are used as an exanpl e of |g|tal' information to be CI rcul at ed.
Fig.2 shows a bl ock di agr @nfofrihe2@hbhgntizad ighR SR 538t 6rMig idi&kt em
As shown in thettﬁagume VT il GIET 1V SSHES rAadiignt als tvaked . wihban)knehe user

transfers the dlgh;:g p l%e_latg‘]o afgtggrchgslerlca\&fedt a, uger who receives the

digital ticket USes the tTcke I'er verifies validity of
the digitallSticket. In thea feeeerd ehbhpssicatdon Hetep gpfal ticket has an

- i ssuer appar at Uée’ée%ﬁdntlh@ Ltii%t th@ereﬁﬁb!ﬁ%ltﬂt% digidAhatieketishas a user
apparatus 2. Wen |§su:§a |taI ticket, a co n| cat on 10 channel
t

bet ween t he isstdtt a et RAURSEr 2RRGH s@Bst abl i shed via
a connection ap@apat:asw cmwmmnat iton tdﬂl&arfndtmaynémrmatdwlw aduri ng

the period fr0”{:539oﬂ%‘i‘d@tﬁy{arinkbfﬁawohh%ﬂesSﬂﬂé‘gs&HQ time. 15 \Wen
transferri n% the digital tick a comuni cation channel is establ,ished

bet ween t héPuser appar at use® 2RP%e t RBIEGIME Ths RTESHPAFafBY R 4P he
same way as whebsi agsiongdhieswkdibpl ati okeginBlenjatdectltgiiflalt ibbincket is

transferred bet %??ect hefOZ_EO é‘@&flﬁ&pgfv\h%?‘é%l%]t1%qcooffiiﬂéloﬁ althe digital

tickets has a c or ‘apparatus: 3 rtal tickets, a
comuni cation cHBARS 1iSs Bt} shefcrBahden tﬁ@%s%YSE%‘ﬁaFat“Q§l?1é’iﬂj t he
col l ector apparatus 3 viad heicotmappaahitad which includes sending

25 means for sending originality information, the
originality information including fifth information
which corresponds to an apparatus and sixth
information which is data or information
corresponding to the data; and

30 a second apparatus which includes:

identifying means for identifying a source
apparatus of the originality information;

a first authentication means for
determining that the originally information is wvalid

35 when the source apparatus is authenticated; and

a second authentication means for

determining the originality information is wvalid



25 apparatus 4 in the same way as when issuing the digital ti clr(zeg Then,
the digital ticket is sent to the collector apparatus 3. As nemnt MAR&&)D}

above, the data storing systemof the present invention includes one or a
30 plurality of issuer apparatuses, one or a plurality of user apparatuses
2 and one or a plurality of collector appa&tatuses 3 which apparatuses are
connected by connecti on apparatuses 4 which provide tenporal comrunication

channels. 35 In the foll ovirnvi ng, each of the ag aratuses which are included

in the data stéfhg ¥eke [SOHE YARRFHREYS BBRGr &7t RPRRERF1PtI on,
meani ngs of £dr MDD RN003ngl G o arimaul fist whi chferhlatienuset] tioe t he

description w l] . .he ,bed. d o] t tion of x and y. H neans
a unidirectiona rjfbglsﬁg?g?lgt ?&ﬁa%%t%gkr:é?%ngg?o% _ées' 5 the property that
determning x fromy whi chhea@boriesnegntyanedsogioiingdiity MD5 of RSA is
lé_noyvn Fts a hasriﬁm_éﬁmonsmms@&;agnpéd 1dlrgokéﬁ0tiin9;t_ﬁwi§éb@$ﬂer ates 3 y
igital signatur ic an ver. fi.ed. .verification_.function Vpk.
The veri 1 cati GHRURETTRE VpRHRE 1 ot Bherdo EaFhvmers e - S5REx) ) o1,
Vpk(x ~~ ot her gxampleot hehatsfprylue Joj a Thatficatidre keyi {Puaiiion
function Vpk C%yﬁrbfyaﬁha@a&fﬁﬁ@.ﬂ Ofh& Bagtd SnERALMELGh IRy By the

signature function 15 Sp n addition, the verification function Vpk can
verify that th&f fXaPPLrgnat BaSspGLye | of ather B&a si HEERAFS1BAgRAEd by
Spk for x.10k ithe akovénehitdoney anteitsohhesphererdhe tdatoNgkcan be

f e Itsh Mitdprieay 3 hne: e thed >y
Loverifisart on SasiRRbEpR AL nd i | O S kel e | S frp ARG LY
Pk2 by Pkl. ESIIGN@Fmatppsn ifelvgridbPmhy Teeaphibise SCMR a2 PBATAS Wenown as

a digital signaind eafeappdratushidcdrreshbzesnyhecahone-menstoned Spk and
Vpk. Fig.3 shows NI ssuer apparat us acgorghng £9.Aan tenbod nent gf t he
present i nventi'gh CTHE 1 88uér appht a1UET 1 SAoWT P S he 1 gurd PR¢POdes a

control patbd l1kam bBégaaluved .parkin lxidut Bondasangendrtatisometrt 13, a

mani f est gener af{d Q0s PaLy 14 and-an fesr et sdghphenimt i1 gepsEakisamgrart
15. The control_part 11" has a verifigcation key Pkl and controls the issuer

apparatus 1 to *G3¢ufFarebs FHUFHRAT 19eKet288Curely. Pkl is a verification
35 key correspondi ng to aTaiegratane dhhett oof SPkle prededed imvéeheisngnat ure

part 12. A detaile SGLLAL t I I i gi ven 25
MAR 2003 -17 | gjtge_ré.i%géﬁeﬁé?ﬁtr?g%&r ?%aér}t?_ Jﬁ%g%l%gl S@Z’S tﬁu%\?%é\a?ﬁre function
Spkl . Each?Pssfigbpatafdd ehasi e w3t e RnfYSERafPe Fiect?dnOBpkl . The

signature 5 funeiienlSpkaigs cranciesd Pdidyat WRishgnat Wigyipedl 12. The data
generation pa”iri@o&ﬁg%ﬁghes t%ae} %é@f&tgg Q%iit:?ls()fcoirrﬁ;roir Lon gener at ed
in the issuer apparatus dr i nforhBLT on grven Trom tHe outstde. Accor di ng
to the data storing Syste@m@ginality information generation means
for generating originality information which
25 includes f£ifth information corresponding to the
issuer apparatus and sixth information corresponding
to data or information corresponding to the data;
and
originality information sending means for
30 sending the originality information.
The above object of the present invention
is also achieved by a user apparatus in an original
data circulation system for storing or circulating
original data which is digital information, the user
35 apparatus comprising:
originality information sending means for
sending originality information which includes fifth



10 the present invention, there is no restriction for the contents of the
data m Therefore, digital information representing rights of general
tickets such as a concert ticket, program data, nusic data and 2iSeiR 06k a
can be used as the data m 15 In addition, mcan be forned as relation to
other data or as data including relation T]cp ot her data by obtaining H(no)
in which no is provided fromthe outside. Accordingly, data anbunt sent to
an after-nmentiane proof device, 28 can_be 20 .decreased, WF n i ssuing
2 digi tal 1 ckat LOREARERPY GOF TSGTRIAEH % Par PBBATRISS (A s 4 FBot | onal
hash functi on Hrahergahiépat evrxrammeiésnigchm ghlte MminfQpkatipn) of data

wth a si gnaturcq)lngég §§E&n o tAne I@graccredited |nformat| on generation
part 15 generates accredite |nfornat|on t= In the accredited

information t= ( tI , t~ jdenfifygng r{“f‘dilns{ng’ir( lIﬂI&EtJ)lefILG(aPﬁ@EI)Ce
H( PKC~) } . digs@eratikl oIfS the/&5{g Lol Doykey rheinth ot henhcent kgl part
11, and 30 PkCl |sta verification ke for verifying a signature signed by
an after-nentioned t1£|| ra Sart)PR/aﬁ 1h "trusted" by the issuer. Fig.4 is a
user apparatus 2 accordi nQUtt@esmtJecFmbmmremeaDS tflog pledsaminiwenthert. The

user 35 appar atgige %fﬂgh%@_&@ GOl Sha PBEH 28, vRISIONHYL PARE dduald the

t anper - proof devi ce 28 wh a cont art 23, aut hentication part
20 Ta 28 VARTROBATES dRgait i ara e BE sk e AR BAT OhuBar ¢ 26 and

a storing part Arrdspohdiper -tur odfe devitle 28fprotedciton famdttbas and
contents of th%cp@féé égg acqﬁserz#'@ t@_{egaﬁ\ge lfé%?évm t he tanper - proof

device 5 28 can not t anper - proo ice 28. An IC card or a
server which is stri ngent By Ol S BYS af PRI FEOpaAMYy then A heidBlihtdan be
used as the tampefopnaefodevwiheh Ahe Thetkontiek taar n?eiaw@ddéh@rmﬂbrsol

part 10 23 in tl}b apper - pr.oaqf ce, 2 contr.al the u apparatus 2 for
circulating a dtf # FRFI e é1glsnegule¥ rma%tlé)l esc]r?pti on of the

control pat® 21 will be d&%eridde aQ?e]teCtrhefstt@rel Py grent 2Pngeptdona set
M of 15 data w4 ha@g8i ﬂ@?atllérv%d’\’f‘dfha'éoh@égtgf i dsfufnfh agget Tu of
accredited infornation . with a slg aimure Si g eg rfTan issuer. The sets can
be updated by tHer$OLARFoRAATA (CIFCUIRELRBAEY i Bé oL $1RIY%r PFi cat i on
keys 20 PkU andcPk@ilandng loeyi cigrdl fdabe ewRkOh~4 sSR-iRA) . Here, the
verification k%fgmse%ﬁsp% &1 SRk LB atianal WsnPpRIL125, Spk-is a

signature function conceal ed g}g % assures security of the
t anper - pr 08P devi ce 28. TH@ecnrﬁlrWJp‘hEFt’S}e Qrzédfr?q:‘éiéla?% farGP&&ur er,
a tanper-proof sEpaeatadmoi sdrr:a;mabityhfnfbkmat'ﬁfm't i's, tanper-proof

capability of the tanper- qﬁtq ure
function SPk~ is assured %ﬁﬁ%en%&%%grgr?ﬁ@hm%l c%gh;és éeﬁf}éég?ﬁ%e

functi on SPkC. Boe ASaBrael éd)RPé‘s%frli%h%dof the control part 23 will be
given later. PkCis a veridadteaty ic&eying ;S@&ﬁsAfsilorpengfcpﬂﬁing2aof anot her

user apparg[3 rpal g/ or_a _stol or| npﬂnp%é%%torofchgn tagrzorrenéltoned col | ector

appar at us be Ug8d Wit % in part i7stead of the
storing part 2Xorprespnendin@ase @i%c%l&bhalﬁlféﬁ@adﬂ@r -Wpem | thed

accredited infoi@ehean ichtidr)mdaAs C@@t@ﬁmihérse(hfa\’t tie SoMARLZRA3 19 the
user apparatuses_and the collector, appa @t!t’%esch t he 1d1aet m and_t he

accredi ted inforWRPFBAEPE Wutch is e ToIfectot “dpparatus
is valid.

30 In the present invention, since accredited
information which represents a trusted third party
may be used, the originality information can be
circulated between trusted parties.

The above object of the present invention

35 is also achieved by an original data circulation
system for storing or circulating original data
which is digital information, the original data



t3) are not necessarily sent between the apparatuses. The authentication
part 24 includes a 5 verifier V. The signature part 25 incl Ude?ﬁtmﬂ zgga
signature function SPkU. Each of the user apparatuses have different kU.
SpkU i s conceal ed by the signature part 25, The nunber generation part 26
stores a 10 next nunber r". Wen the nunbérllgenerati on part 26 is required
to issue a nunber, the nunber generation part 26 issues a current nunber ruU
and increnments ¢ tori t ar.es a set of manifests C'={cl,
cZ, ..., cn} anﬁygcsgtea%*%u%gse?g&lggégzt{lr%ﬁq'z, ..., rn}. These sets can
be updated by the control arisguerrFpgpraiatus blrnekudiagram of the

coll ector apparatus 3 accof i8¢ b91iaan@MBaG) "Bt o Bhat N8 nPIRIIYa ¢ fyENt i on.
The col | ector aglgar atﬁ 3 20 |nctL_udes a .control an aut hentjcation

. art _31,
part 32, a nunb®F3génerdt i v part-39 85&9&%%%?}29155??‘“%1%& T r ol
part 31 has 5 venicfluchds oihi ke Pk¥oame tdamt radsré sipondihgettar Hpparatus 3 f
or 25 circulatig Wl LC | 3 il I btign of
t he operation o?gtsﬁl%q:cgdn%%fét%%tgg% \%\Ag'lgﬁl{rrﬁeyﬁ%ﬁé?g%gr .C% k%eﬁ%ﬁ&ihg
aut henticati on B&r a2 9| LHEITRAFAPTf (COT ReSBYR Ghedntirbdhegektat i on part
33 stores a nexignaunber r". Wien the nunber generation part 33 is required
to issue a nunber, the nunper gen%r.at.iogt.g:?rt.gg ]i:ss es_a curyent nunber rv
and increments rv. The storH:@ pgrtlgéﬁla ‘ores - geleof 935 STiiter$ Ru{rl,
r2, ..., rmo. mMeaersetf@ansérdipdatde lpridienabhtyolnfarma3diiorsig.6 is a

bl ock di agram of the connegty;88r afpgmg%lggiﬁgpar atus 4 according to
an enbodi nent of the prese i nventi gn. e conpection ap%ar g[,us 4 incl udes

t The cy :
a communi cation part 41. The*&bnfidiF¢RGom Hhatit I8t 5Py 9 enporal or
per manent comrumie@ats dfipxhaenélinpbebwagrndial iy simfoappaianuwhliclh he user

apparatus 2 and; a 3yn O : r,.apparat uses.
Atermnal wt hltg%q"lug,d)%:%‘raﬁdigfgt :Eg?%g.%lsc&gg ‘%o%%%\gﬁﬁf%ggf Ll%ésalemi ch are 10
connect ed V% néPReAEs tHed| pkEtBad O IR @B ERETEERREAINSh BPpar at us
4.b A met hod fO(rjd@litraCLHﬁtirﬂﬂofl!ﬂﬁltﬁlbgi b@lrrte@szd«ﬁtb ¢ c;ﬁlegﬁte:cylh:ay d_ﬁian,glt hg _
above- nenti oned apparatuses,w_ Ll .he described in ol.l .owi.n sic
concepts of the circul ati oﬁlﬁﬁ#hégegr é'%grh]g\ll% %%?%%v. gorTﬁéied}tgl%%Jrggi %ket i's
represent ed by &gsuzxcs tdppasagnat ofe tine arigbueliny| LnSoimatyon Contents
of a right whichhisHivenséRtaprewnen pprdhesdigital ticket by the

i ssuer are described in m _O herw , includes a relation to data.in
whi ch contéfits of the ri gh?“é?g 883@& ation méans For Getermining

that the originality information is wvalid when the

source apparatus is authenticated or when the
apparatus corresponding to the fifth information and
the source apparatus is the same; and
25 storing means for storing the originality
information when the first authentication means
determines that the originality information is
valid; and
a collector apparatus including:
30 sixth identifying means for identifying a
source apparatus of originality information;
sixth authentication means for
authenticating the source apparatus; and
data processing means for performing a
35 process corresponding to the data or data
corresponding to the sixth information when the
second authentication means determines that the



- Tanpering with the digital ticket can be prevented by using the signature
function Spkl of the 25 issuer of the digital ticket. - Repr ﬂ@t@ of the
digital ticket is not prohibited. - A nmanifest can) pkl) can“be at ed
fromthe digital ticket. The manifest is s¥23tantially 30 in a one-to-one
correspondence with the digital ticket. e mani fest becones valid by
being stored in the storing part 27 of the tanper-proof device 28 trusted
by the issuer. % r e suer is a
device in mhlchgghglggql roo I@%%agﬁlk 3‘%5%%%3%?£% %8 th%arty trusted
by the z ~ Nh@?%é69t921qnﬁﬂﬁﬁtuihéspﬁﬁ&}Qrtmted by the i ssuer is

defined by an accredited ixH@sr@ihonyt 14 ¢- b%c\baﬂégd i{esk ean ikayewy

generated only by, th |ss er of _the corres ital ticket. - It is
Oroh bi ted 1o GaBLARE Tnd SATSE S GFAR! o O bval Sa AP £ 88 RS PFRSRE val | o

mani f est. That tBe thekeserin stipe chbbveedpipaomatgerses ating a mani fest of a
digital ticket which is signed by 10 others. In the follow ng, the
circulation nethod of a d|o|tal tlcket wi || be described for each of the
cases of (1) |s8&ihg—ale g LTHEDRpWINGSrring a digital ticket
and (3) Consuning a 15 di g)ﬂr&trtwﬁiet:tsl nfteJ‘aEtdxcdd M dga @8 atiapRielsOb £

communi cation b e .ap arried o tion
part 41 of the g%%ﬁé%te’lsgr?tg Prg‘?%%yigi ?Li IbsescuolqrhegLﬂf'gto%‘l£ g|i>§?r%?‘W°§§ The
process foﬂolssUhﬁgf@Liqleﬂ detableflr dmsd ntsiervhgparatds in to t he
user apparatus goMhanlhe APNREEh | PRe2BRBbAIJEM IS SFewngsl own Fig. 7 is a
sequence chart og ge process according to an enbodi nent of the present

i nvention. 25 SY8p€P41) The control part 11 obtains mand SPki1(m according
to the follomnng procedur & 1®. generatélagmamtﬁdrtd@k@rlhlhb 8Pkl (m which
is data with a I a e gererates data 30
m (b) mis glVEEQ?%H%¥§séfﬁﬁggfggpgﬁtgl%QSUQ%QQ%at t %§E|ggagﬁ%% part 12
gener at es Skl (Ryessidp yAn T tontrol part 11 provides the digital

ticket mll SPkl (nm) to tleideni {esa penekatdiciyr3m paf taldasucly tidming he
mani fest generaglop pards i gEReT aesna WUdensAn kL SEeRpA03) The

control part tains
present invention;

Fig.3 is a block diagram of an issuer

20 apparatus of the data storing system according to
the first embodiment of the present invention;

Fig.4 is a block diagram of a user
apparatus of the data storing system according to
the first embodiment of the present invention;

25 Fig.5 is a block diagram of a collector
apparatus of the data storing system according to
the first embodiment of the present invention;

Fig.6 is a block diagram of a connection
apparatus of the data storing system according to

30 the first embodiment of the present invention;

Fig.7 is a sequence chart showing a ticket
issuing process in the data storing system according
to the first embodiment of the present invention;

Fig.8 is a sequence chart showing a ticket

35 transferring process in the data storing system
according to the first embodiment of the present
invention;



accredited information t and a signature function Spkl(t) according to the
foll ow ng procedure and generates accredited infornmation with a signature t
~~ Spkl ('t ) 5 (a) The accredited information generation partZ iMAbeOﬁgarat es
the accredited information t. The configuration of t was descri bed before.
(b) The accredited information t is providéd-to the signature part 12 such
that the signature 10 part 12 generates the signature SPkl(t). St ep 104)
The control part 11 sends the digital ticket m ~~ and t
accredited information wit g gﬁaﬁurggqtuencesﬁg}a’f’? s’?%"%%’hé" ctdrﬁ]?%? part
21. 15 In step t@apsdieerrimgiprhcessgénertateedidiya téieodang gesareat i on part
13 is arelatio t f anp| cl udes
the rel ation, ﬁeEngﬁg?lgj(’j gﬁt?? §§'rlg)sﬁ g@r??dalrsmzér?(egggsfsa?§? :écsrhgr%ﬂg t he sane
as the cases of igvedtimt inentioned transferring and consumng. Step 105)
The control spart 21 of them@e:[oajmaaat;@@uzarﬁ@lscﬁ@gtdsgbt@hgt izcket m ~~
SPklI (m in the seg{t%l r{ss t he accredited r}l‘orcg%{ on,with the si nature
e ¢

t ~~ Spkl (t )tf"ﬁ U RAPEPSFES therh Thet8rard n& psatr

VWhen dat a rel at edcoadins tenthet fidrssl embepdimenverofi tde pfretsiemt
verification f ahlentit process is interrupted and the issuer apparatus is
notified of it. This is the same as in _the case 30 of after-nentioned

transferring and consum nd.1%teh 1867 FHE TG (TRT pAFECEiPABGUéSt s to
gener ate sdassi oprinicdyir iarnc¢sdingZrot a tdexcaohtembopamen23 ofThenecont r ol

part 23 generat g%efs*é%é%%ﬁ}%&’tf’énl”f ormation (sl, sz) according to the

fol | ow ng procedure and sen I'f fo the control part 21. (a) The control
part 23 obtains a nunber rEigsplBANARA2GES P dehetht d42By aMfe Gurber

generation part da@a) (stt)hoxT.w_heg nslyrbeémr ths agyd dad cj,ih@ll nagoer cﬁ_@'c:l.ﬁ”aﬂi'bﬂ he
storing part 27 T 1e. 588 n | mat an 2 H( P "

gener at ed. Heresyé& c?/% ?c%é kgf‘ho‘](% ébmg?%u%& g)ofl %’art 21
Step 107) e cDm‘leIS@InipaarrtVQlltsends t he session |nformat| on (sl, s2) to the

control part 11. Step 108)F1€elgoggrgl bR dk Jdll Q,hnéfaa;ﬁl@%l’uélest
i ssuing format el Pklin the m%ature part

%t’-" , usi

12 and the veri #P® ac'ﬁpq(e@/f PPPergFéﬂﬁé‘@)ib trﬁg CHRET LR pRP: sFE el ch

el enent in ellsaskowdibgd otw the CéaroRi Ierrfl:tbda?msrht e@Es¥hed prSdnt C(m
Pkl J ~~ S1 ~~ $2 . brf cﬁ{(l Step 109) The control part 11 sends the 20
mani f est i ssuing format alto the control part_21. Step |I10j The control
part 21 serrds the digital Eiekkt #F-2 BPRCK rﬁl%ﬁh’aalf‘h@frrﬁmuﬁ@ﬁ i ssui ng
format alto theappatdadudast ﬁﬁeaaf}lge@mestcmﬁa) sipcelabeomarivfetsdmin el .

25 Siep 111) The conligle PAL (.23 YELLLReS it fl] ogk ngyconditd ans are

satisfied by using the Ion part he"verification f ails,
the process aft&RVERdtiqn: jnterrupted and the control part 23 notifies t he

control part 11 of the 30 pr@cessiknbebNyBK At &drahhercantioalldeddr 21.
e2=H ( PkUQS( %p%aratus of the original data circulation system
according to the second embodiment of the present
invention;

Fig.16 is a block diagram of a connection
apparatus of the original data circulation system
30 according to the second embodiment of the present

invention;

Fig.l1l7 is a sequence chart showing a
ticket issuing process in the original data
circulation system according to the second

35 embodiment of the present invention;

Fig.1l8 is a sequence chart showing a

ticket transferring process in the original data



e3ERu (2) Ves(m~~ SPkl (m) )=1 (3) Vas ( el ~~e2 ~~e, ~~e4 ) =1 ( 4) 3
5el =H( m~~ SPKI ( m) ) ( 5) The above-nentioned fornul asz(Slk)\ARamﬁk (2)
mean verification of validity of the session Z ~ MAR 2003 -24
information. According to the verification, fraud can be prevented. Such
fraud may be, for exanple, storing a mani 6t i ssui ng format destined to

ot her user apparatus 2 or reprodUC|ng a mani fest by 5 reusing the manifest
issuing format. The Rornulas and é4% means verification of validity of
t he signature TRl ARAC e SV i AGCPORARE. TR IR HC PRt he
verification, tdebodimenencs afhe prasérst iavkertitldran one which is included
in the nanlfest 10 issuin rat; an i S i.gn ned by the

i ssuer is stored can be p?é eﬁg£d¥§T%e¥?gﬁgﬁP§ f§¥§#ga%égégP§fgcatlon of
correspondence betheéntrR@SHanTEY BRACERE dhgithe qTtgbRalAdesdeding to

the verificati %r&ﬁ@a@@%‘ﬁ renseef a dcoBAk hestt Mt d&-6rgs not correspond
to the digital th%ﬁééeT £5,0ne corre pondln% to other digital ticket,

can be prevent " 'ﬂﬁp%dﬁ¥?8Fn art V83 %t es e3 (=rU ) from the
nunber set Rein the stori ﬂr’ggaa?r(l 9. a28efuepctl@®harhe ghoviohg part 23 adds
el (=cam to aemto ée%oa%nﬁtw ﬂP@céEQrhﬁgtﬂ%rtoﬁ?glr%fpd%&é) The Control

part 23 sends the control ‘part 21 to notify of a norna
TransferrlngzaQHE?Fé?tﬂP@kéﬂgﬁ?mT@FHP§ﬂﬂ§B GQﬂ&Qetﬁ%ﬁgFérrlng process
fromthe uger ??plgbl@agman%adfo tHe plﬁe?eﬁppamﬂeu&ﬁhz '\8/I a the cognectl on
apparatus 4 wi e descri the . Fi .Fig. .9 are
sequence charts 30 shomAnquﬂe dlg?ta|8h gf%é%s é?r?ﬂbn r6cess
according to anc@mﬁééhWEﬁﬂIUf<rmeap¢©@9ﬁtetnvention Step 201) The control
part 2la extracts the di gltal ticket m~~ Spkl (M which is an Obj ect to be
transferred froma ) ) t ]

storing part 22&8*-3t€ ‘ ] ' ) EXtrac '
informati oA5t ~~ Spkl ( t(mest1Emb0115eNﬁR 2003 -25 S|gnature by t he

i ssuer of m~~ SPxi (m frampda énggggegtbl}ltn@e %é)gérﬁlgagagh 22a. Step
203) The control part 21la send E m) gt ) to the
control part 2r%r195nsﬂe&a§6ny3qm%u%% %PBIS§§FP“2f55S§%$eErﬁ§ nEpxi (n) in
a set Mb of daimvehthonhherisilgned udlestpibba@.storing part 22b and stores t
~~ SPxi (t) in an accredit |nf t ing part 22b.

10 Step 205) The control Fei%{ ?% %gg ggbh-%%on ro&%gsr'ﬁg %b to generate
sessi on i nP8r meRTHACELPLe §é§1ﬂmhe9€©ﬁ@ﬁ§llﬁaﬁmtnglgéﬁ®r§h@sdﬁﬁé sessi on

information ( Sitor$ag) s3eadmlid® tRet peckehltoWiri@ention, an issuer
apparatus of digital information generates first

information by adding a digital signature to the
digital information in step 1. The issuer apparatus
25 generates second information which is a manifest
corresponding to the digital information and adds
the second information to the first information in
step 2. A user apparatus checks the identity of the
issuer apparatus by using the first information and
30 the second information such that the unauthorized
reproduction of the digital information can be
prevented in step 3.
In the first embodiment, a digital ticket
that is a digital representation of a right to claim
35 services or goods, are used as an example of digital
information to be circulated.
Fig.2 shows a block diagram of the data



15 procedure and sends it to the control part 21b. (a) The control, p ’&t i}S
obtains a nunber r"b generated by the nunber generation part 26b.zé%@'ﬁw
nunber rUbis added to a nunber set RUb in the storing part 27b. 20 (c) The
session information (sl, sz)=(H(PkUb), rib) is generated. Here, PkUb is a
verification key held by the control part 24 Step 206) The control part
21b sends the session information (sl, s2) to the control part 21a 25 Step

207) The control_part 2la_sends ( and ash value H (. Pxl (
207) The cont ol et 21a,8e000, (s Sfekeold BpRoplatiee b Gibagss™ L
208) The controlipsues28adigiitkilest tdiee t { ol Thenng ther mdear isramsfetsed for
a_set of 30 ma”'ér?étd:? ?951”‘%&“1{%% St{h%@théﬁsh%%d | Rt die étﬁ’éé?gwﬂ%”

27a. H( m~~ 'S e verification f
process after tH-”aEEC¢‘sV?ﬁt éfnleu@tléb'f-télfﬂd thekebntiFss paver Timd sl biakeitt.i ed

of thgkf ai H(Jse anSkﬁexlf:tb@y@rf Qlémﬂfﬁidsﬁ)vé@ﬂﬂﬁtggggf it@@t iqany i tat tb@kanamh fest
cam i ~=H(m ~~ Spx i C - 0 o.the
digital ticket to be trans#@rr@§|§9%ﬂfﬁedg$ﬁ %ﬁguffbfﬁadﬁﬁg‘gl%% algiep
209) The controlticket2Basobnailmsuenuappasetvendi agdf drheatusee—:(ehp e2, e3,

e4, e5, eb, e7) 15eé’é’1b'ébngh§p|ﬁ\iag"ﬂ'\!a§i‘ t:?ckBE'HQ%da' R dldie @L}g&‘éé’e'ﬁ § part 25a

and verification_keys g certificate PK SPxca( PkUa)
whi ch are incl udB 1FﬁBl€€anﬁl%kﬁ?llﬁl Egén & SEMUGFCRE R shown
bel ow. 10 eloc(mhdikhe¢leBetweesFheats SPkbabBbarakxils) 1~-arfl the Sdsgres=

PkUa 15 es= Spk s) 0 h Pt 23a deletes
cam pxl) frcnnt%%éaggkﬁh zoﬁsnanﬁ?%st Q%?& %5%1% % g&%%#ir part 23a
sends e~to 20 t RPRIREEBF ﬁartTﬂﬁaCQ%@%P??QFlTﬁeQQﬂﬂHQﬂ Y te®iatsends

e~to the controlorpﬁytdakb_ngﬂmecqumdpiafbm21:hevqrslsfuleﬁg edtahtt bemsent e~
whet her el H(m Eﬁ én)fu) i S sn sfled Step 213) The control part 21b
sends e~, t 25 R P LET RS AL ST (m to the control part 23b and
requests tol8tore the nanlﬁégm|U¥&¥Sf@xepnglﬂﬁeTmagyﬂﬂk(ﬁlq%wt 28b

verifies that aléorﬁr@ﬁﬁyba%l%l @Meﬁ{rﬁeﬁaiésébﬁﬁbﬁis%%d‘%éﬂﬁ‘e@x@ the
aut hentication part 24b. the verifjcatjon 30 ocess |

s r
i nt errupt ed aquqﬁFcﬁﬁPP5FtH§ﬁ§ A5 EB?IFP@Hu8ﬂqﬂﬁ}qqﬂ%§?%5?F8ﬁ 4e2=
H( Pk Ub) (7) esE Rott8) s¥ble (Wayl as- vBRem~ie8uingedhe @sigitall Bibk¥87 ( es

~~ €6 ) =1 ( 10t efhE 41ghkb1 Micke 15 PRKhsEPPed vetwéedZthe
20 user apparatuses 2. A collector of the digital
tickets has a collector apparatus 3. When
collecting the digital tickets, a communication
channel is established between the user apparatus 2
and the collector apparatus 3 via the communication
25 apparatus 4 in the same way as when issuing the
digital ticket. Then, the digital ticket is sent to
the collector apparatus 3.
As mentioned above, the data storing
system of the present invention includes one or a
30 plurality of issuer apparatuses, one or a plurality
of user apparatuses 2 and one or a plurality of
collector apparatuses 3 which apparatuses are
connected by connection apparatuses 4 which provide
temporal communication channels.
35 In the following, each of the apparatuses
which are included in the data storing system will
be described. Before the description, meanings of



2 5 MAR 2003 -27 Ml (t ~~ Spkl (t ) ) - ~( 13 ) The above formulas (7)
and (8) nean verification of validity of the session information. Using the
verification, fraud such as storing a 5 manifest sending format per
user apparatus, reproducing a nmanifest by reusing the manifest Jgﬂﬁﬁﬂgm
format or the like is prevented. The fornﬁﬂé'(g) means verification for
identifying the signer of the manifest sending 10 format. The formula (10)

means verificati f ey, certihficate o jgner.. The formula (11)
means verifi cat Fggn’t%hléwte%%lé?gﬁ%?‘ho:‘b%t %Jés’iiy%%%r?bgi g%?ecrilspttjr%t%ﬁléy t he
i ssuer as an acbeedietsstriob¢éct in the accredited information. 15 According

to the above verifj gati.qn,c i4-4 L] at, t tanpey- f, capability
of the source of E'{t_l g Frrrllwg(r%‘lrPl eséorlls(zanﬁéilﬁl%{ ggn%? ith %g%tféde%yﬁgggasr 1%3/ trust ed
d

t ] ]
by the issuer. thHéFHHATELNEI2N2AFHITEPHIRAN 2BRGePPFRcHGTSHE IR VBRF i ty
of the signa ur éhei gnethanty hehatcdedietrad rnind@rxafrom. yAetdrah ng to t he

verification, it.i rified t . th '%%%rﬁf’i: ed ,pto tRlﬁn d rly
signed by the S%Sﬁg‘rs\%’fé% hSZ %lué?t é% 1?1|lcke i tES Stﬂéggﬁgi e lc%nﬁ%iggpart
23b del etes e3 @s=a ihpghifepttAhénnunber set RUb in the storing part 27b.
Step 216) The control parts?3bigddsseynaFedd Mkldtiohowhhenmani fest set

C'b in the storing 30 part b. .Step 217) The contrpol part 23b notifies the
control part. 21Bo0F HHEh R naEEBRY SO OER R bPBCEBE. B bt Hing t he
digital ticket BY BheraifpfiabtipokéuncdrisumiVig. pr Bbesyefrighmcdeiaser
apparatus 2 to I or p t I8, t 0 ck i ar at us., 4

w |l be descri b!gg?ﬁcﬁt%rgcgwﬁﬁnggg Bzgéfs\r?étayf oc{]fo\\?\ﬁ"_ﬂgﬁl %‘ikggl)gpﬁols' Z‘}"éz}éuence
chart of the tidkethesnsdn (Rt eotessbELordi A§ato i ib®di nent of the
present inventi erri¥iSiepiSNlfuibeioantr plcgmante2if exthatt 4n& ochingdit bbn

Keded 1n Chers e 16 DEGROSSIEL o U Shaneda Bt atieh 2
10 accredi ti&d i fbor met P oadgitiogpkithe (versf§rediny £H@GERrVaf CaR~~ Spki
(m fromthe sigaed mectiegtt edei BiQrmR ¥ gedtdEknel yded is 4he storing -
part 22, P Bkl EPBLRLLRTCL ALY 2o Sl () and 1 Sk
Pk is a verification key and has the
property that V, can be formed by providing the
20 verification key Pk to a verifier V. Especially, a
verification key Pk2l S, ,(Pk2) is called as a key
certificate of Pk2 by Pkl.
ESIGN of Nippon Telegraph and Telephone
Corporation is known as a digital signature method
25 which realizes the above-mentioned S, and V,.
Fig.3 shows an issuer apparatus according
to an embodiment of the present invention.
The issuer apparatus 1 shown in the figure
includes a control part 11, a signature part 12, a
30 data generation part 13, a manifest generation part
14 and an accredited information generation part 15.
The control part 11 has a verification key
PkI and controls the issuer apparatus 1 to circulate
a digital ticket securely. PkI is a verification
35 key corresponding to a signature function S,
provided in the signature part 12. A detailed

description on the control part 11 will be given



15 Step 304) The control part 31 generates session information (sl, sz)
according to the follow ng procedure. (a) The control part 23 obtains a
nunber r" fromthe nunber generation part 33. 20 (b) The nunber i @d
to a nunber set R~ in the storing part 34. (c) The session infor NZISW%
s2)=(H(PkV), r") is generated. Here, PkV |sla' verification key held by the
control part 31. 25 Step 305) The control part 31 sends the session

i nformation (sl, rto the control part 21. Step 306) The control part 21
sends (sl, sZ ) and a hash value H ( m ~~ SPki é of the digital
ticket to be consuned to tFKBecSAENGAtYRE tP2BE 3 Sﬂl@;&u@@iﬁ) the control part
23 verifies thatgigdotheyi Bgntc@zrlrwﬂ 6s l S . satpiasi ek e r aa§§araftu®mafsests c
which is storedlntPE sto ggx ém~~ SPKI 15 ) Wen
the verificatiof f&tTESTeR & é”é,télrﬁ E=t ‘é?l?ﬂaﬁ’ms i AO&r ’E&it‘éﬁ% t he
control part521 itmaotofi sqdcnfs td:\@néaalLedebyTMaalmMgmé’omml pa@:&:S)lzreans
verification ~ ~ M~ 2~dgpp2 t e ( & I (m
) which corresponds to theTgl g?ta;tl%a qéi&:ﬁ{‘b% B%éﬁs?ﬁe 'S ored ?E‘é
storing part 27m ReptBeghPathe Céntirdioped tioB gBR&IrRs e4l 5Lf¥ra‘hli1¢est sendl ng
format e~=(el, eZsesr &fpatatush.l &z Mf@ﬁmaglbhegﬁlv@iﬁtﬂﬁcﬁnftlﬂétl on SPk~

which is incl uded |ne gsusz&%gégér %Iﬂ?%;tvﬁé aggtgersltfol catiq e%s P%U Pk C,

and a key certi f1ta eh“aré encitd {ént r ol
part 21. Eath 10Iee epe@sedt danvieq tsihmown beeder 16l ng( mesﬂzmz;c@g&m fe8=sz e4-

SPKU(C(m~ Pkl ) ti1e $bonteRtdSoestnKdfsa wPkOrhePbYolree, ?iﬂi@téﬁiep 309)
The control part, rb%{)del es c romt he manifest

310) The cont roltHa?¥™3 l@&ﬂél’é%&fﬁf@%ﬁ%%Fspaﬁ gfferﬁlept%ﬁ%‘ft?he
control part 21 sertdsag~aocbheescdntiricikepar tpB8dégrSmedalh?) midweicodatal part

31 verifies 25 that %&g%o[ﬁtﬁl Las helpw 2L gy s $g| §B|ee(aﬁt% ysing the

aut henti catl on part f the verification qprocess is
i nterruptedl@nd the controflpadditiqn, dpt¢RReleof ofMed merFfebetbAn e2= H
( PkV) ( 16 ) XbesdtikeR dbatd7or &S dattd mcﬂadxnge&eiaﬁﬂon €5 dtrel ( 18

) Va~ ( es ~~ eh ( e7)y E 0) ML, (m, ~~ SPk] 1
21) 35 VtI(t ~= %$%|%¥ %%a&T HU&S 92 Wthh m, is p% 1éeén%rgm
the out51de Accordlngly, data amount sent to an

after-mentioned tamper-proof device 28 can be
20 decreased when issuing a digital ticket.

The manifest generation part 14 has the
unidirectional hash function H and generates a
manifest ¢ pq=H(mll S;;(m)) of data with a
signature ml S, (m).

25 The accredited information generation part
15 generates accredited information t=(t,, t.). In
the accredited information t=(t;, t,)., t,=PkI, t, =
{H(PkC,), H(PkC,), .., H(PkC,)}. Here, PkI is a

verification key held by the control part 11, and
30 PkC, is a verification key for verifying a signature

signed by an after-mentioned third party which is

"trusted” by the issuer.

Fig.4 1s a user apparatus 2 according to

an embodiment of the present invention. The user
35 apparatus 2 includes a control part 21, a storing

part 22 and the tamper-proof device 28 which has a

control part 23, an authentication part 24, a



The above formulas (16) and (17) nean verification of validity of the
session information. Z 5 MAR Z003 -30 Using the verification, fraud such
as storing a manifest sending format on another coll ector apparat @<, MAR 2003
reproducing a manifest by reusing the manifest sending format or the |ike
is prevented. 5 The fornula (18) means veritfrcation for identifying the
signer of the manifest sending format. The formula (19) neans verification
of the key certl fi catﬁe of the,C s%gner forrrul a %éo% means er| fi atl on
that the signer 6P 8 HePd0 ¢ tl‘?lggt“ W PHE éué'}n s?an
accredi ted obj estorangh@aaticrZ2i teﬂhantamm-mrodétcmdmg 8 t he above
verification, 'ﬁrb%g\.’:%rs' féath £ 1@ s t BRat egptgcrer&rsooéfcwébt)mg irdie source

of the manifest" sen format is assure rusted by the
i ssuer. The forFrﬁl“B@r(l'M)) arﬁV?r?ZFh?regﬁeFePiff |tcﬂaﬁ|1b°’i‘1‘“5‘t‘rtﬁ€°\?§l iAAERCRf the

signature for the zear edit ethmpdor wBthomheAcephngpt oot haeveidef ization, it
is ver|f|edtha£nt acc(fd(%ted S20|nfor tlonls roper| nedb the

si gner of the digi G5 rgﬁg) le(:hcoln rort a?‘ta‘r%}yd ente% e3 (=
r*y fromR' in bheastt@rltrhig prty mlasaepenw)rkrtreammruseﬁaﬁts Iheserifies
25 that all forgyhperle M@r&@ﬁééSQBed If the verification fails, the
control part 21 is notifie ﬂ (e oce S |nterrupt|on If the v |f|cat|on

succeeds, a service corre f8 mPRE torldviaftdl thet ARRESRduMAtTt 30 el =
Hm ~~ SPK[LO( m 23 @(23)thEne aipoee-poontil defdd)e mMansoneroli thkel asdhat a

mani fest corr ESQBQQH&Q&O 3 hteof%‘ﬂ'eﬁsdta@' ?1&34 ctigt?f@élhi‘igﬁg%” Se”t

According to the verification, I's_veri a vali igital
ticket has beenSeSHEGHYT. Bt %?E%h?dofietshéﬂl%"s{@ abphks&t lg:gmicrq:he user
apparatus 2 or phetcell egtiox w@p@éebgsbad 1ateVAR 2003 -31 can be

constructed by a program .Ijlihe g{gg%g g) tbezftor(eldel n_a gl sﬁ ugn it
as

connected to a conputer whic he 1530ef appar atus, the user
appar at us @5 t hdagel Wdédthora aﬁ)mm@tuge Vhé otr dgr dre Bd clawn bbealu§@13tam@d ina

transportabl e cgnpatery readadl e ABELUMiSHdrmst foh! RRRY @ T4 r?a&D:BOM or

the like. The pro be jnstalled fromthe co ter re di mto
a corrlputer suclh) ?a E@ﬁ%s’leﬁu?ﬁven#‘(?n Sed s e%altr?%a B?dta% l?tarél ;

As nentioned abovetradcqrading@lo the first embodi ment of the present
i nvention, since only ”a”'tfl‘?§t§oz€’£r5*ﬂe Qubess ‘M‘A&hvéPEf%%%d H&pgls to

store are stored in the maniiest stofih part in the data storing system
t he occurr@fce BkUaamghifksi qTSanV\A(?YstC@rréc}ﬁekFQat%eP]s‘ér” Dabef k¥ han t he
si gner can be pHevent athe lveadflitadhoni kegaPKIE qwervespetddshato \&|j dndat a

exceeding the n er, S may, exi gt r t

possi bl e t hat t ggmanlﬁn t{lﬁ'%gﬁé%g %?’ans%"‘ﬁie% onggg&%gtrﬁroéutfetgﬁmﬁ ﬁ 20 are
trusted by the SPgfealesy Rigi digthhEddPgirttal V‘thﬂf%eta%éuﬁaﬁasieﬁwrﬁé:ﬁﬂa‘t%
storing system ehet ttemr;reatsemtod>flveewee) 2t8he m&te)ethﬂfdvpbtrdyr apnodiet i ons

of the digi t@l 5'{1‘3‘&‘36 Igr@ a%% SS than $ natnt. nunber 25

wi t hout storlng hée d| theta evice Tin addi tion,
by using a progﬁémlals‘tsd'altfat@f Qhetbﬁeéeﬂﬂe i n\ﬂémt oihS anﬁampegrsm@qﬁte

mani fest as a | £6pRALA 10t NSr PERET @Rplld 9870 £aPYY 18208 WHA B
includes the signature function S,,, is assured by
the third party which has the signature function S,..
30 A detailed description of the control part 23 will
be given later. PkC is a verification key of 5.

A storing part 22 of another user
apparatus and/or a storing part 34 of an after-
mentioned collector apparatus 3 can be used with the

35 storing part 22 or instead of the storing part 22.
In such a case, since data m and after-mentioned
accredited information (t,, t,, t,) can be shared by



30 the program can be prevented. Further, by using nusic data or ina%ﬁ d@éa
as data of the present invention, illegal copying and use of the r§i d9 a
or imge data can be prevented. Furthernore) by "consum ng" ((3) in the 35
enbodi nent) the data each tinme when the data is used, the system of the
present invention can be used for billing-pér use in a billing system (for
exanpl e, a Z 5 MAR 2003 -32 pay per view billing system. (Second

Enbodi ment) In the follow ng, a second enbadi ment _of the present invention
will be describéfe 31585 RRPRGELHSERe WbV $rer? + YREUOFi AP STRUET BEnt |,
only data whi chthepresents enfigthal alergmnid@sinfbosmataoad (it ,t hg,

g
t anper - proof appatratus and it 1S epnsured that.the nunmber of_ valli
repr oducti ons o?i‘ga asi §1°mainn%%‘?snsé%rbie‘?oﬁveg%prbée- sweeferiog%%ngpgﬁfa?ﬁﬂﬁ)eesri
Therefore, the tanper-proofhdeghtbedddésaiciomerartaritl yngdrfdmana

verifications othen dan yhe waei GigalHdir HrpdLpr 99uhdudBie Megifications
include a verification of vali gll}?én%f description. Thus, processing |oad
'

such as 15 proc&SSRff Yeetlaf ‘capdaht P aht®ed&E&r eased. The
above- nment i oned aipmaard it wse hakavendikdlelresf fRCl S | B, 6dpardsona hehbiyhe

conventional te ol % there are two main problenms described
0¥ Eg)é@ t. . . .
below as to the(\t%%tter %? pﬁégtl C§| ity. First, when %eneratl ng the data

representing originality of PAuBHBRETCIAS &2 lgetmi RBREs2P iSttdZeheRessary to
sen_clf datﬁ an(rjt;i th@ﬁi gnhaﬁwﬁ £0. thﬂhéﬁ”ﬁlﬁé- ﬂhﬁmfexdeg/%ﬁ@raﬂi@ﬁd@hr{ctoz?é
verify the data.and the sijgnature, the gther hand. the transmtiin
speed’of an TC &b F19 a0 Ehs0558%: 4 raaA e PRtapertes BRTAEH O ou,
Theref ore, whenpehd sA@eldfueheadsuarient ryeher hey einde rrrepertat fag t he

data representing 30 origifgbi t¥oRa¥h P d&Teg Kabl yrbacheasqd.q4 n addition,
according to the abovenentioned first énbodi nent, the dc%a?{le resenting
a

originality i s JERefRTS f rom dat £2and 't Kol sPYHaturiet MPE€Tfecessary
to verify tI®e d&ia{representi ng,B5 orhgsaakety bpnudaiqupdeteddt ayarde he

si gnature when %%'Mf?f Lhe data. Therefore, it becones necessary to
circulate not only the g%ta but al so the Z .5 MAR Z0Q03 -33 signature.

Therefore, the menory capabifyonédfeds AP FordipBraPsPEmtitd AhelpFbeEssi ng
time for circul alpparamys be heepedied Ho diheemiecansieanbed red , an

original data 5 Gidcul At eneSYFHAM vithle BE, Eserihedp Aeequing Lo the
system the procCéssing |oad Tor generating data repr B&nt ng originality
(which will2be daldlaies takeantand Earduldti ot AvtHend licatdet 2@EH. Fi g.

1 is a block dizagr amd{@hbexphaneidd ith tderPrifchake aofs tidie e opadt

enbodi nent of tge present invention. The original data circulation for
storing and cir di-at i ng original data which is digital information includes
an issuer apparatus 50, a TBercoBtapdarsnis D and a velriddiaatbppakavus

70. The issuer apRATA{dIScoRELBALS t&d idSl1 &k NabbhY altisOraTaEd on
generation part 51, and a first qriginality information sending part 52.
The first offgi GAEGYLE T BF mhbFof ‘ardatt Wk par regyrely.  1he
detailed description of the operation of the control
part 31 will be given later.
The authentication part 32 includes a
verifier V.
30 The number generation part 33 stores a
next number r,. When the number generation part 33
is required to issue a number, the number gJgeneration
part 33 issues a current number r, and increments r,.
The storing part 34 stores a set of
35 numbers Ry={r,, r,, .., r,}. The set can be updated
by the control part 31.
Fig.6 is a block diagram of the connection



20 generates originality information. The first originality i nfirrmizﬁ
sendi ng part 52 sends the originality information. Here, the or'é' I'@S/
information is information which represents genui neness of the right of

i ssued data. In other 25 words, the originality information represents the
authenticity or originality of issued data20The user apparatus 60 incl udes
a second originality information sending part 61, a first identifying part
62, a first authentication part 63 30 and a storing part 64. The second
originality infapparpsbissdndianPpdirgoctor aseewe dimephadft ghienf or mati on
which is formed,pysbhkt Rnfrigyt i on corresponding to an apparatus and by
sixth informati'on which is_data or 35 which corres;mnds to the data. The

first identifying part 62 itferf931eSticRoaPPET: at WP otUtRE Griginality
i nformati on wheromihendciagiimal igart 215 MiRe2@@dhmBdi ¢at bonepaen 43 recei ved
from anot heg a ur e ted, the
first aut he'r;]jtl g@?{;g%ﬁégr:éhg%r& et e%% %gspéﬁﬂﬁh ?oé@n%?ggtdlgﬁf ormation is
valid only wherchagnslsdertaeeadpphat LESHAY ﬁmﬁ(ﬁa"tlil%nl eothéspéﬁr}i ng to

ffirst informatg ﬁa@‘nth@e zorargd n@ﬁétyolmg@ta@{ |4yb@f@t@ge3sag@ The storing
part 64 storest gorlgl hhsylnforrrat enth1i or| aI|§:¥1|nf0{é’rat|on
i s deternined EAde 5 r3fPap? HFﬁéﬂtl &at THE

col l ector appartaané 300|tn(alm(te§<:'aoslecondpﬂdeathlﬁw mgfp%@!s wm;ca sevond

aut henti caggon o?éﬁheZ%e%”Qzlaa 4l By PFRCESSEAG RAMle '3an THE §86@Nds the
identifying part 71 identifies 15 a source apparatus which sends

originality infOPRREFSACTTRPRAINYS afit hentication part 72 authenticates
the source apparatus. The Matetips@cessi ngrparltatﬁ&g:atmeeélgmtapr ocessi ng

for the origi na{ig?(%knf W%pgh%t ﬁ%go ?1% %%J‘?é%&qtggﬁga to the second

i nformation. Figs rations € data storing
systemin the o#PBRRALUG&S Whkkubat HBACE]ELEMIN thdef 91 §AVENIt-he i ssuer

of the digihtal 25 ticket hassian ¢6s86ptaPPEr ahes dlbc@ndtibg weehoo
receives the dlgltal ti ckg) has a user apparatus 200. \Wen issuing a
digital ticket, 5%c8RNIR CR1Dh channel between the issuer apparatus 100
and the user apparatus 200 iThesibditshetiivkata i(ﬁ)mn@nreaﬂnsedamar at us

400. The issuerggppagatys o190 rbhgydihgi E%'s&élc f gwhighyis validated

in the issuer aratys 100 to user apparatus The above- nenti oned
appar at uses canggﬁ teghs G &b ’%Ps Fo‘dﬂlFﬁ E g§”1“ﬁ1 a’ﬁ%l ABBOVEFY. I°2A 35
shows a repmoesenhat Aigidadf itgicket obywhbe dmlssii@marde i degsedbedr itrhen user

apparat s 200 agaayhGesand fpafeiolssusedhdiod he, cnagct Loprarpar at us

400. Z5 I\/AR 35 Fi ows a representative configuration when a
t anper - proof deGPBECHESh Ofs Wit 1T 8RFd25P FePCTAHI®h is kept in a safe
pl ace is used as the user -apmﬁpénsngndlahnehmrdqgﬁmsedlf:nett leen be

connection 5 ap EE@%H\% by Wlﬁé)“ﬁhg%ﬁg;h%%z%‘%é 16h98: 'Z&a—E‘HF;ZB

can be m xed. communi cation channel ™ may BRist on
during the2eridaspeamothd e syl gigtatatickiee to the issuing end tinme,
which applies to 10 the casegsepfodtcanshebki A dLODNBAM BYCkand is

"presenting”. not prohibited.

- A manifest ¢, ., can be generated from
the digital ticket. The manifest is substantially
30 in a one-to-one correspondence with the digital

ticket.

- The manifest becomes valid by being
stored in the storing part 27 of the tamper-proof
device 28 trusted by the issuer.

35 - The tamper-proof device trusted by the
issuer is a device in which the tamper-proof

capability 1is insured by a party trusted by the



When transferring the digital ticket, a comrunication channel is

establ i shed between the user apparatuses 200 via the comuni cat iZdhMAR 2003
apparatus 15 400 in the same way as when issuing the digital ticket. Then,
the digital ticket is transferred between the user apparatuses 200. A
collector of the digital tickets has a cot?&ctor apparatus 300. \Wen
consumng the digital 20 tickets, a conmunication channel is established
bet ween the user apparat 200 a oII ctor ap arat us 30 e
communi cati on ap ﬁﬁﬁgFUS j@?l?ﬁ%ﬂ% % $RY8T ng St é’fchr’(ﬁ‘{]al
ticket. Then, abyalandaahog:adaultedckaformatta@msfter.red to the 25 collector
apparatus 300. \Wen presenti d L, b i J hannel
i s established between the ulgg‘fégfda}rngb%ggssttz% efrg&ﬁfﬂ”?h@%&’g&%&
appar at us 200 a%@lthéchthaclt%?u%pﬁfaFD,@ mr\ﬁ%pqwél% gdmitailcati on
apparatus 460 sggbkkhat the user apparat us 200 presents a certificate that
t he user apparatus 200 has val | d d| ﬂn% N ket t o anpt her user _apparatus
or to the collector appar at it |eéin ¢ above2the®85t 5st%or i ng 35
system of the ppbsaaﬂntwverﬁlmlldacmadege@m@ cfrrcanmuvallﬂymehllfwjer

appar at uses 100pngRe 1Qr &y %@éftys%r%%l%@harﬁl %e%@@a%% PLne or a
2 5 MAR 2003 36 plurallity of col | ector  apparatuses 300 which a%parat uses

are connected BY2RdARENH |Qﬁ1 %p%?h?ﬁ%e§l§ tvw’i‘ih(f‘lprbrb?/l ALIPEAP O

conmmuni cat ilon céanseelss. In the fol | ow ng, the enbodi nent of the 5 present

invention will be descri belql dﬁg ESR%%% hf féﬂi’éfﬁagiggcﬁleﬁ: at us

whi ch forns the abovenentiohed data st or| escribed by
usi ng Figs. | 3-18f #hdimddiahgt bekebr iillds b@s Qﬁlq@ddégérﬁﬁﬁhor?sf bel ow

are al most the spaecasdhase uspdikBuihg i lasigiardpdi neret , Egpecially, a
combi nation (

f d I Spk~ Pk2 f
Pk2 by a veri fliﬁ?flgiel{év‘ﬁza a%%l%égﬁ}at&l aelttlaeacf1 p‘g ké gf“tlin% &at e) 019
Pk2 by Pkl 15H( P&} gisadalliietkels. a 18 hheh fedllearigig Pkesﬁfgptﬂgnshoms an

i ssuer appar at UsoRAme@HA% 419 @é‘tﬁggﬁd'tﬁ%map%;aﬂa{@l@éﬁﬁgt chpyarld At The
i ssuer apparatus, 100 shown in the figure nclluﬁ% 1E’gx}icontrol gart 110, a

signature part $H3138e £YRILLAELE BATFark €t 9RBASGerté at i on part
140 and an accregdptedtud of mati on generati on part 150. The control part 110

has a verification key Pkl f‘ﬁd1§£‘ ths t'&‘ig’ﬁ%ﬁ”@?&}?@’éat us 100 to 25

circulate a digital ticket securefil IS a verification key
correspondi?fg to a signat Lﬁféef%‘é?ﬁﬁﬁ §PF€I LSVt R i dlghéadi éﬁ&t}iﬁfe part

120. The hash vai:uel athd tid¥iRkt)appavaedsad & identuséer abparadent idying

t he issuer. {Lgl l.ed dﬁsﬁ"&%‘p{ Pu%gggga%% contg o%hg tb%_ngH\li\nl Il be given

| ater. The si gna ure par a si ure ion Spkl is
different for eBéB-i7ssiferd appRARQRGS Ebérénd’fcéﬁlﬁaa}?%‘dc%93t ﬁécgrg}mgjre par t

_12? 35 The dat gogamnered o mah asotg@n@rx@ts%mﬂiaixavémemohhe basi s of f
2"5 VAR 208537 outsi de. FeRRrEVRY ¢ SAne U BUHT ho By SLERA (he
present inventiand Shar ém)sageoresitng cte oth@nf@héomnmm@cmdwm tata m
Therefore, digibaheaftQ M4 PG £ERT 38REING I 59Nt fm Pf wHEBEN 8ls Lkt S
with a signature.
(a) The data generation part 13 denerates data
30 m.
{b) m is given to the signature part 12 such
that the signature part 12 generates S, (m).
Step 102) The control part 11 provides the
digital ticket mll S,, (m) to the manifest generation
35 part 14 such that the manifest generation part 14
generates a manifest C(, gk

Step 103) The control part 11 obtains



5 such as a concert ticket, programdata, nusic data and image data can be
used as the data m The token generation part 140 has the unidi reczt g@g\ 0
hash function H and generates a token (cl, cz) =(H(m, H(Pkl)) from ; ﬁn
and a 10 verification key Pkl. cZis token issuer information which is a
hash value that identifies the issuer of th2-token, Hash of data mis used
as cl here; however, an identifier for identifying mcan al so be used as
cl. 15 The accredited |nformat| on generation part 150 enerates accredited
i nformation (tlac¢dedided (lrtﬁormilglontﬁ Ao & TP HEIFSr 78 S Fhown

bel ow by using she (i gnatcoedpagt td2Ahd | £o L HWPkAL) prodeldAR) and

H( PkAn) } 20tz- SPKi H( Pk ~= Pk Az ~~ ... ~~ H ~) )
t3= Pkl Here , $PPCPRACS) & c%e‘ﬁdlag%]dvé{’ 8g:f“a§ﬁ)ci%e%1ftfy?n§lgﬁa ure t
after-mentionedllthirdtparty who is "trusted” by the issuer. 25 The

accredi ted ignfornati Oflaqanm?é Sécbfe § 0£8RU ihlf olbmdt Fon LgSnetat )J. gﬁﬁoﬁm
bel ow. t' 1= {H(Pk PKI ( H (

PKAl ) ~~ H ( 9)3nera(tesAZQh€H ?C%E%dg)teé H!gf(‘”?ﬁ“'j“;g%ot ?Fb&l In this
case, H( PkAI) |soafh@sﬂraﬂaﬂcue ddHrtiwest degicng teed hefboparty trusted by t he

i ssuer for circulating qat @aé@rﬁgﬁt%hoﬁnf%ﬁrm{ d;PaEngP e:ﬁ‘%éf L2 tion

accredited i nformati on suc tha above-nent i oned accre
can be construckedtbPecFignatyre part LRRSEEHI Lt Fuire het Inefd TEccr edi t ed
i nf or mat i onomayphetstar ek hef Hf €hatei ﬁlgn@wﬂiﬂeolspplal(tt)of t he t anmper pr oof

devi ce of the user appar atdls Igyl&l‘l ﬁ'% co rﬁolof%ép@ fggjsgﬁﬁ%r Jppar at us

i nstead of being 5 generat 2 ea 'Ss e Si gnature i's
not necessary admlgurtaladclrce}chted|||51i10|(mﬁt |a@rddareb@ccméitedt ed as (t"1 ,

72) or ‘only t*}aposhon ielpitn {3 151 6heREA) o | BPKAZ) to £ne HPKA) )10

t"z=H(m In such _a L ) is a hash value for identifying a third
party trusted byCREER d’ )‘it whi ch made the control part for circul ating
the data m1l515 In the fol |Iowisigept helacwhed tredvhidlor mt generstaskbwed as

(tl, t2, t3) m&e\ﬁ%h Yo & 2 £ 6n 2PQY¥E- rf%”t@rhedréf&fifght%@' r%’bfmt'on

can be used Flg IS & user apparatus accord to an enbodi nent
of the present Fﬁént QT eprrmRiker %\pBéF‘at u's %Owﬁlﬁ%lﬂdégcéu@cﬁﬁr €part
210, a storing palhati2t anthé heelavpear dareof(njeyi e 28Atwhisch has a control

part 230, an a“ﬁgggtsi %LQAO’SI«{IE’P&H fﬁot?ézgi?%ta% €2 La 480 pt 23 futnber

generation part oring par he  tanper-prootr device 280
protects f@@ct|'@ﬁ§t&@@e&)n‘t%ﬁlﬁ~%f%¥réaehaaéirthf?%%ﬁlitlagrper| ng. Even the user

of the tanper-proof devicesZ8p £@)Ndhet aPRIToM tplraﬁtlezlaaﬁeltwqm‘eﬂew ce
280. An IC card or a server 3

party via a net @BPRIEM Se u%(g‘a\smlgﬁghlgsﬁiw%ﬂr Q‘EUa% égé a”ﬂt'lgha%ntrol
part 210 includeeti ¥suepdds the accredited information with the
signature tl S, (t) in the set T, and stores them in
25 the storing part 22.

When data related to m is sent, the
relation is verified. TIf the verification fails,
the process is interrupted and the issuer apparatus
is notified of it. This is the same as in the case

30 of after-mentioned transferring and consuming.

Step 106) The control part 21 requests to
generate session information (s;, s,) to the control
part 23.

The control part 23 generates the session

35 information (s,, s,) according to the following
procedure and sends it to the control part 21.
(a) The control part 23 obtains a number r,



information I"= {H(PkIl) , H(Pkl2) , ..., HPkl~)}. The control part 210
and the control part 230 in the 35 tanper-proof device 280 conf§dMARt2083 user
apparatus 200 for circulating a digital ticket securely. |I" is a set
representing an issuer trusted by a user 2 5 MAR 2003 -39 and can be
updated by the user at any tinme. The contréB-part 210 determines that only
the token issued by an issuer included in |I~is valid. The detailed
description of the control part 210 will be 5 described later. In addition,
| ~ can be real i geadeaafaf kY ) Ep¢y PRIPEF, dgmaation party@pkl|n)}. That is,
sets of issuer infor nP(tH)Onm@éenﬁﬁ'ﬂéﬂe& fironaoneqdabaat auabeithese daga. 10
The storing part 2%%5 ores, a set M 3 data which is held by a user and a
set T~of accrediPed3hforHet?odnP3Fhe?dets can be updated by the control
part 210. The control (partT280s&asiver ihifeatmatideyés L5 HRE, (K% Uand a key
certificate Pkl FEAQBIﬁ@[r)ate?el GRLE 0! pRB! 5 5230 vcélrﬁf:‘?éétigﬁ S

apparatus for ci bLufat ng%% ficket securely. Here
verification kefepiutdort p%%IErPé 8F%Wi #khe signature part 250. Hash
data of it H(PkU) is used 20epsian)i dents fd@artfer pdeatzﬂysﬁ@dduxn@er

apparatus, SpkAcLs<a | U AERLLURRLan canpeal edyby B Llind Dart Y. whi ch

assures safety 8 5thne ™ anper - pr oo VI te™2 an | C
card manufacturer, a tanpe?tfppob%éefl'\h@r Cémﬁl“rﬁ%tpar‘érlér025atw It’#ke That

i's, tanper -y 00h apaRRdi{ Iiys@ingheo&aﬁ&ere preof deviee 280 whihchyi ncl udes
t he signature function, SpkU i s assured ¥the %h ird ty whé has the
si gnat ure funct P&r"SPR&x: And ISP RS ¢ pP RS @ﬁ‘? rol part 230

will be given | seerifiRieticn 3Ren R&di freitedtnean wqeytrm SphArdhie part 11.
aut henti cation park, 246Gt udgsea j\erddd %/elgge signature part 250
0

i ncl udes the signature function SkaU Eac t he user 35 apparatuses have
di fferent SpkU. SpkU i £iféneeaked by the signature part 250. The nunber
generationimrt 260 staf,es,a Z 5 MAR 2003 -40 next nunber r~. Wen the
nunber generation part e26 is required to i ssue a nunber, the nunber
generation part 260 i ssi'eS*a current nunber r~and increnents r". Here, rUs
a positive nunber. 5 Tha=S:anicng ﬁa,rliszﬁ(szsﬁores a set of tokens CU and a
set of nunmbers RU. Thesg-pai1s can be updat ed by the control part 230. Fig.

|5 is a block diagram of t%g ibgg arat acc rgb g %Lf enbodi ment
of the present 10 inventio a?ﬁg 3 A& Tdes™ @ control
part 310, &? autmdantfieswt i bRspang SZGmaa; mnb@rtgenepattlr@ri peatt 33D. and a
storing part 340. The contgebppaib )3k M8l i paeBI bONsends the
digital ticket mll S,,, (m) and the manifest issuing
format e; to the control part 23 and requests to
store the manifest in e;.
25 Step 111) The control part 23 verifies
that following conditions are satisfied by using the
authentication part 24. If the verification fails,
the process after that is interrupted and the
control part 23 notifies the control part 11 of the
30 process interruption via the control part 21.

e,=H(PkU) (1)
e,ER, (2)
Ve (mll Sppp (m))=1 (3)
V(e lle,lle,lle,) =1 (4)
35 e; = H(m [l S (m)) (5)

The above-mentioned formulas (1) and (2)
mean verification of validity of the session



key PKE and issuer information IE= {H(Pkll), H(Pklz), 15 ..., H(Pkl")}, and
controls the collector apparatus 300 f or circulating the digital éb%@t 0
securely. IEis a set representing an issuer trusted by the coll ector rZ(q
can be updated by the issuer at any tinme. The control part 310 determ nes
that only the 20 token issued by an issuerpincluded in IEis valid and

provi des a service for consunption of only the digital ticket with the
valid token. The detail ed description of the operation of the control part
310 will be givienféametiods | Acddidiog, tonthke veanef weyt Bsn | Ufirauidhe
control part 2 lE.C I iz ={ H(PkI Liz) ,
..., H(PkII ")}.]t’oalrhalgei g?els&%tng:eeo i :ééﬂg‘rﬁ {f%?g?n%‘hyonlﬂ(edr efén%n%)ég%lg#?dm one
data to anot hersH¥ing3e meaifigsfentseainonfpamet3Z@esticiedetoaotbeirtier V
. The nunber genesAt hpPaRaAitlus330 &t OF&5radlexhgndmhein ifes gy t he nunber
generation gart 330.1s rs wreolfto ssue a nunber, the q%:lmb r 8enerat|on 35
part 330 i sSueFAIELPPehtendiert SEantSPACPENERELGE. 1S SOHBYESve
nunber. The st of3 hgapdr {{ 434Mhestroy esenifitadfion 25 WAR @DOB o81thelO 15 20

25 30 35 nurrbe@igﬁaﬁh}% set Gah e, vpdated shyithe fanfdo! PREE.3EALST 9-16

is a block diagramof the connection apparatus 400 according tQ an
enbodi ment of tHe PRes¥RTIfAGATIUN: The E6RHECENGE fHfpat AERBLE66 T ncl udes
a communi cati onofret 4FAn The cameli cat iaslpaed 410 rovhaesfastenporal or

per manent nmunj cat i Qn ch el t t i ssyer t , e user
appar at us ggo a%édsﬁ}tﬁ%gccf)ﬁlrglc%ncora a‘%p"\ggg ﬁsﬂgﬁo,% %rg Y& wee'%1 %I%g%ggerb@
appar at uses. A tkeniaguedn tils #tqmeeagdnspet paevenkicskk, Bhel feamutha of PCs

whi ch are connect dnibasneteatrki Htids beKeosad s niratcaspthfeeannesd i on
apparatus 400. A nethod for_ circulating.the gle%Itaﬂ ticket se urg y by

usi ng the above #RhFPEhedhpdtat st @t F 16 desc AR FhP8hEOf &Mi%wi ng.
In the foll ow ngerifiécaticom atlitoh oethodenteaodi g mEnifeket wivikch be

described fgr %&Qsoaokh%o%&&dgéé Cgﬁ%”hﬁ%i%aqi didleti CkGbn G2

Transferring a digital ticket_ and (3) nsum_n(P;r a digital ticket, In the
fol 1 owi ng descr9pei SATTESHAMITH i b? BERGEA LG é:aa}pﬁg]rca]f%l%escpg O& ried out
via the communigsaéventedr.t 410 in the connection apparatus 400. (1) Issuing

a digital ticket Fig. 17 islscne%eﬁltefl]%ﬁn@ﬁ%cpﬁétt i%gutrc&ert{)ré)geéélg%ggr ‘li3n9 to an

enbodi nent of the present _ he connecti on
apparatus 400 ek¥Bii hgfberwtbs PREbess ket dppaPatlie BHPHRO tReTlisér -

apparatus 200 is not showstey ep1diOthe TBOneewLr PJarrard3 148dsf et he-d gsuer
apparatus 100 obt a'b(n%odata mfromt adl?%g_terast,&gpigart 1:%0.27The data m
e .

he. d
is the digital whcket dé"sé‘}ﬁ‘blr%egsh@%? ?itﬁfl S oh- g par

Step 114) The control part 23 sends e, to
the control part 21 to notify of a normal end.
(2) Transferring a digital ticket
25 The digital ticket transferring process
from the user apparatus 2a to the user apparatus 2b
via the connection apparatus 4 will be described in
the following.
Fig.8 and Fig.9 are sequence charts
30 showing the digital ticket transferring process
according to an embodiment of the present invention.
Step 201) The control part 2la extracts
the digital ticket ml S, (m) which is an object to
be transferred from a set M, of data with a
35 signature retained by the storing part 22a.
Step 202) The control part 2la extracts

the accredited information tll S, (t) with a



Step 1102) The control part 110 of the issuer apparatus 100 provides the
data mand Pkl to 2 5 MAR 2003 -42 the token generation part 140 such
that the token generation part 140 generates a token (cl, cZ) =(Hem)MAR 2003
H(Pkl)). Step 1103) The control part 110 obtains 5 accr edited information
(tl, t2, t3) fromthe accredited informati-@%-generation part 150. The
configuration of the accredited information is shown before. Step 1104) The
control part 110 sends m10 and ( tl , t2, t3 ) to the control part 210 in
the user apparasdgn0oirestiey the5)sTwexont roll Sar (m21Groim the user

apparatus 200 addgimMddn MnotnthetstQmingp P t2220, adds (tl, tz, t3) in T~
of the storing part 220 15 and stores themin the storing part 220 Step

1106) The control part 2105F@Ruéf9fd d&®t rAnert R3ott dlgerf@nd® sBdsion
information (s, s,52)m) &ha e:olhsgql(@artOZBQege@m&tﬂs ;Iehﬁtsﬂiﬁl on 20

informati on5( sl , s2) ac§§) $h9g4 Tthhe fol,%lo(\}/\jagggg ?gg) and sequ it

to the control part 210 ntréal par
gener ated by th§muh‘ﬁér1§eﬁet‘5@t‘i Ak st 14268 Whthhéhﬁa@ﬁanqﬁw El@VI ce 280.

(25)(_br)h The num%he;@t%@ﬂﬁj@d EQtaZQ%m%ﬁ{d sseﬁo:_PéJslﬂnt@e or 'tﬂg Q@H;t 270
c e session _infor enerate re,
is a verificati Sﬁclgeef[% (g b@’??ﬁ@a%&ﬁ{"r cﬁetpar‘F‘{b %‘0 tﬁ":ﬁ% et 190FF ‘Fhe
control part 2Z@2dsnds the session information (sl, s2) to the control part

110 of the jgsuer apparat U§té9020§t>e@~h3el%n£@@1CBEHOEmarﬂecf&@s@é the
i ssuer apparatus_ 100 obt ai ns t oken exchan format 3.5 ,. ez , e3

, ed4 , es , eb the corb%r? b9a6§ PRy k19§ eﬁ‘lﬁesﬁﬁﬁﬁﬂﬁl’]e %c{rnﬁﬁl‘aﬂd t he

verification keysPkl spetai ned by the control part 110. Each elenent in a

~ ~ M-~ 2008 -43 is shown ?ﬁéo}é’on‘@%g g%%}‘éanﬁ?ﬁ ge%%tt%' tﬂrﬁzﬁes*.esﬁigﬁe e

and ee are dummy data, each of e
cz s~ ed= sz esingpEmatimn-Lscz s;) EFeEEIPRE 10 éhe &Rl eBEingy

15 procedure and sends it to the control part 21b.

(a) The control part 23 obtains a number r,
generated by the number generation part 26b.

(b) The number r,, is added to a number set Ry,
in the storing part 27b.

20 (c) The session information (s;., s,)=(H(PkUb),
Ty ) is generated. Here, PkUb is a verification key
held by the control part 21b.

Step 206) The control part 21b sends the
session information (s,, s,) to the control part 21la.

25 Step 207) The control part 2la sends (s,,
s,) and a hash value H(mll S,,, (m)) of the digital
ticket to be transferred to the control part 23a.

Step 208) The control part 23a verifies
that following formula is satisfied for a set of

30 manifest C;, of manifests which is stored in the
storing part 27a.

H(m | Spp; (m)) ECy, (6)
When the verification fails, the process
after that is interrupted and the control part 2la

35 is notified of the failure.

The above formula (6) means verification

that the manifest ¢, mo,=H(ml S, (m)) which



Step 1109) The control part 110 sends a to the control part 210 of the user
apparatus 200. Step 1110) The control part 210 sends a to 15 the control
part 230 and requests control part 230 to store the token in e. QtﬁeMARl’lﬂﬂ.’fl)
The control part 230 in the tanper-proof device 280 verifies that follow ng
formul as are satisfied by using the authentéeati on 20 part 240. If the
verification f ails, the process after that is interrupted and the control
part 230 notifies the control part 110 in the issuer device 100 of the
process interrupefovaspeadshexome oliparpl2tdcket w3e (tPRUSferred eaERu

(2) Vee ( el ~~1875%5:rR3 1n‘¥he §%bi1né ba%t)zﬁ%r H(ee) (4) The
above- nenti oned formul as %512 Q-éf verification of validity of

t he session infornmation. V'E}P?f F@Qttlr&Jr Kaud Tan°BEapRéyént ed.
Such fraud may rbanlfestex,aemﬂmg sformay a iodxlen exclgnge,foepptej n én ot her
user apparatus 9?’3‘ ey Od%f@baﬁo%ﬁ@ﬁ}ﬁ qﬁ{ Q_g,%é h%%éﬁﬁgﬂ %5 c@ange

format. The for nﬁ&’ﬁs Vertfication of eS|g ure of
t he token exchafhéjé ang welmﬂmlalomk%snﬁﬂwam@dﬁnngar@@ ghkey

verification, tagpefirRgamd Mrr@ntsgbe@pﬁ&ghamémra@é £RR1hacRr gyent ed.
The formul a (4) means \{:el’l ficatio val.i di B{‘i of . t he tok n_i ssuer

i nformation. AcEBPdFRE ™S Yo RHE: g}tflgaﬁloﬁl UGS myf 1Bk SOSMBH by an

i ssuer ot her thlaelDWe signer of the token can be prevented. Step 1112) The
control pagt 230 in ghe t anper - proof device 280 of the user apparatus 200
10 del etes™e4 ( =ruU) "fr8mtHe nunber set R~ in the storing part 270. Step
1113) The control paPe™280 adds (el, ez) to C' in the storing part 270.
Step 11 14) The contrel= 9 rt 230 sends (el, 15 ez ) to the control part 210
to notify of a normal g S‘;ep 111?) T]he ontrol part 210 verifies that
follow ng fornmul as a Fe” sArvst T edre) St1 rification fails, the process is
interrupted and 20 t Be=cBkPRol part 230 notlfi es the control part 110 in

t he i ssuer j@ppar at use;QOS f.. thexpapcess interruption. =H(m ( 5 ) ez Elu
(6) 25 The fornul as gg (6) mean verification that the sent token
corresponds to the s l?)] e |g|tal ticket and was issued by a proper

i ssuer. According to the vrépizhdiofihei condgnpdr ifdrd 2dat dehe tiess kg,

ticket is valid, 3@1.()%,) tHansd erei ngfamghgfgglt ticket The digital ticket
transferring pr Otess from the user ara ugg%gga to t£§?user appar at us

200b via the connection appaiRt#sl) ﬁn cen R4T7H SERESE &1l oW ng.
35 Fig. |82and £hg. clo% tarcel sgmm\en?.bacharts showi ng the digital ticket

transferring process accoréid'ép 3 Po ;m.rﬁgbgginr,rﬁ,q)tl ogagpe2p£e§gﬁrdsi ré\éemi on.
the control part 21b. The control part 21b verifies
e, in the sent e, whether e,=H(mll S,,; (m)) is satisfied.
Step 213) The control part 21b sends e.,, t
25 |l Sp; (t) and ml S, (m) to the control part 23b and
requests to store the manifest in e..

Step 214) The control part 23b verifies
that all formulas below are satisfied by using the
an authentication part 24b. If the verification

30 fails, the process is interrupted and the control
part 21b is notified of the interruption.

e,= H(PkUD) (7)
e;€ Ry (8)
V(e lle,lle;lle,, e)=1 (9)
35 v,,(e,lle) =1 (10)
H(e7)€E t. (11)

Ve (mll Spy (m))=1 (12)



25 MAR 2003 -45 In the figures, the existing between th 200b is not shown.
el enent of the user 5 to the nanme of each 200b. connection apparatus 400 a
two user apparatuses 200a and "a" is added to the nane of each ap3aMARt 1083
200a and "b" is added el enent of the user apparatus Step 2201) The control
part 210a extracts the digital ticket mwhiéh is an object to be
transferred froma set Maretained by the storing 10 part 220a. Step 2202)
The control part 210a of the Lfser appara us 200a extracts the accredited
information (tl, tz, t3) Geh&lated By ke i ssuer of m(£Bdm TUai ncl uded in
the storing part 220a 15 ShepaB3d08d) forenuclemd r ot ) pant 28Qamsends mand ( tl

12, 13 ) 10 the.canirol patt 2190l i he: uses 2ppanafus 200k, S ep 2204)

The control parY ores min a“sét or| Ng part
stores (tl, 20 Vginm)the weriticediiced ifrfardesuon set storing tthe storing

part 220b. S;Iepm%%g@esﬂﬂes&@@iﬁ 'fB%EnEatzjeQP ér?&t&?éfsukerg‘é@)%ra%ta9m§§55' on
i nformation (sl he conftrol part 230b in the tanp roof device

280b. 25 The coﬁﬁp&% %%ﬁ“tn@S@meBﬁéﬁétte?}f f&e%%’s%?oﬁthf“SP §%n (sl, s2)
accordi ng to theehdinhgripadcedutteandkeends ptetentbd.control part 210b.

(a) The control part 230b @ankg§mﬂlgqugr I{e%go\é‘gdg%;%%%% Jr% nunber

generation part 260b in the tanper-proof ‘device "bis
added to a nunbéfed&ifing nt]t'lﬁe%ﬁé‘telrng’fpatrfte ropifas héetnéiribé‘egr proof

devi ce 23(-”10 35f6@)knagﬁle smélﬁafrmuu@r mwlgomdéx?% 8@y € HcBkeWn dﬂ bﬁne; ob.
generated. Here, PkUp | verLticathon ke t trol, part 21

i 5 MAR 2003 -4%e§tee’"2fz’0§’; ¢ghe %nttréel Shice ‘}"J’]’gioﬁ?s{%nggrf‘%g % e lsl| fn

i nformati on (sl mea®s twexheliecaniprol thart tzn@aﬁmneheoﬁséheam atus 200. In

addi tion, i ssueeelﬂflqur@étgnlg brRY tRe anttmtfsgggrsggshqp 5 information
(sl, s2) . By providin n tification of |ss€ﬁ1r:%| nf or_mat i on. bef or ehand,

generating and SERHSH € o‘RBﬁegﬁcH&n&é’ef c?r‘if’a]fe A 4BESTHG LR sty
fornmul a (16)5 or Ac2®rdiang beo ptheenbede Steapl PPOFYidhe ddantirsolvepairfi®dOa

sends (sl, 10 s L HEM, £ g kak i

transferred to f%hgacg%n%gfé }49 g%@ St gat;%?& h% Iggtrelt r%lcéﬁtrpéaér)t@g%a in

t he tanper-pr ooﬁ?h@e\mfbfbl@%@ ‘ééFlfifLin@s fﬂ?&‘ta? ot§ oWF APTEEr Bl & RE%etBati sfi ed
for C'awhich iststertadi ivytbrReldsster.ng part 270a. 2 ( (H( m) i C) E

Cle ) ~C2EIW ( Wen a f r f {i e process after
that is interrupted and tgh%oﬁyrggllu\i%éslrt C%lpd &??lflegﬂof the failure.

20 The abo@foﬁmnlixcﬁ)tm&ngfvﬁﬁllmdm (Shft’ml@ shenaskas (EHed @} which
corresponds to the dattahitbakehrErmathed r anséebradnigs tot ated in the

storing part 270a. ) The contrql part, 230a, pof the 25 ta er-proof
devi ce 280a obt Ji© E§%al$%§3eﬂnex&ﬁaﬁ Fe v i T(ré?g g §cr§4hteersg) e,,
ee) by using Splufosmnatiosn Lacpmmnlnr ts’megm@nbyutbepamgnmaohnme

verification keys kil £kéRerand a key certificate (PkUa, SpkAB(PkUa))

which is includedin the cgontrol
25 g tep 215) The control part 23b deletes e,

(= ry,) from the number set Ry, in the storing part
27b.

Step 216) The control part 23b adds e,
(=C(n. px1y )} to the manifest set C,, in the storing

30 part 27b.

Step 217) The control part 23b notifies
the control part 21b of the normal completion of the
process.

(3) Consuming the digital ticket

35 The digital ticket consuming process from
the user apparatus 2 to the collector apparatus 3
via the connection apparatus 4 will be described in



30 part 210a of the user apparatus 200a. Each elenent of a is |'50M£R @E:bgw.
=H(m ez=c2 es=Si 35 e4=sz es- SPkUe(H(m ~~ cz ~~ S1 ~~ 32 ? es=
2 5 MAR 2003 -47 e, = SpkAa ( PkUa ) e8= PkAa Step 2210) The control part
230a deletes (H(m , cz) fromthe set CUa if sZ is positive. 5 Step 2211)
The control part 230a sends a to the contr@B-part 210a. Step 2212) The
control part 210a sends a to the control part 210b of the user apparatus
200b. Step 2213) The control part 210b sends a 10 and the accredited
information t téheh&oddmwiolgpart 230b in the tanper-proof device 280b. The

control part 210b requestsFiéJ BH oL g ghgetqugem;é Nciar St 8P %%%4%1'@]@6@ontrol
part 230b verifies that all Tornulas below are satisfjed by usin ng 15 an

aut henti cati on BAPEWUASE RFOTHRS vEFFPFEAN DTS %ﬁl%mbPﬂémﬁpﬁc
i nterrupted andptrleeeqmwtnrrWerpamnMOb is notified of the interrupti on e3—

H ( PkUb eaE Rub
) S/ee(es L r5) 2 (11) H(efa 2) £5) ToE, °“teiz°]2)p§€t(ﬁ)éx5 edl%r(%%) (14) s
The above fornuﬂa91¢&ﬂzﬂﬁFKQW dﬁmyémﬁ|ﬁnﬂbQHmeSvaﬁdepmﬁtn$e sessi on

information. Acgegy@iety dxd heevem] WinGdn o fhieudasdchnasnyd At d@iggt oken
exchange format_in_a user apparat Us other than the user appar at us 200b)
r epr oduci ng a t BREF 30 reusing the token exchange format or the like is
prevented. The fornul a (MﬁtwmaQQZWeEhhi@mﬁunvﬁcparheZWabdethﬁ tie

i gner of uhe [gkayexaha * ﬁamtc GOS0 9L09:0 iy Egat | on

t anpering of the t g or mat CHN b vent e e fornul a
(11) neans verlﬁﬁé§ﬁﬁn9ﬂﬁm W)céFﬂW|§Qﬁe§%ﬁn%ﬁea§P§mﬁitﬂ%e forml a
(12) Z 5 MAR Rﬂﬁﬁm\fb&:rmanSeveTg, fincdatidsd that thhessbgnerg gfatthe2key

“nformat 1 on. The formila gﬁé«%‘fn@%é%? Beh Bt Enaty AETAa ' EPrene
accredited (m) and tll Sy, (t) to the control part 31.

15 Step 304) The control part 31 generates
session information (s;, s,) according to the
following procedure.

(a) The control part 23 obtains a number r,
from the number generation part 33.

20 (b) The number r, is added to a number set R,
in the storing part 34.

(c) The session information (s,, s,)=(H(PkV),
r, ) is generated. Here, PkV is a verification key
held by the control part 31.

25 Step 305) The control part 31 sends the

session information (s,;, s,) to the control part 21.
Step 306) The control part 21 sends (s,,

s,) and a hash value H(ml|S“I(m)) of the digital

ticket to be consumed to the control part 23.

30 Step 307) The control part 23 verifies
that a following formula is satisfied for a set of
manifests C, which is stored in the storing part 27.

H(mll S, (m))EC, (15)
When the verification fails, the process

35 after that is interrupted and the control part 21 is
notified of the failure.

The above formula (15) means verification



5 information. The fornmula (14) neans verification that the signer of the
accredited information is the sane as the issuer of the token. Accisli g 6
t he above verification, it is verified that the tanperproof capabil w r?D?
the source of the token exchange 10 format is assured by a party trusted by
the issuer. Step 2215) The control part 230B-deletes e4 (=r"b) fromthe
nunber set Rib in the storing part 270b. Step 2216) The control part 230b
adds (el, 15 ez) to the set C'b in the stori part 270b. Step 2217) The
control part 230bafotthfe élsaftir\%e%bnﬂrnolpkzpaﬁt(ﬂag@mdﬂﬂkheWh@';ﬂhal conpl etion

of the process. cSteRspdiYs e €08t agipant tdldhwverdfbesc3a sl al
formul as bel ow are_sati,sfi a¢ the verifi C2|a7tl on fails, the process is
)

d. If
i nterrupted andSFRESCortt A patt°518d P&5totd4%i ed of the interruption. If
the verification succeeds,Stére 80810 r Bhepamontzida parnokBf bedadnd ke nor nal
25 conpleti@n Oﬁah?%e%rto%ee%&;iﬁé :ﬁb‘(:mat( 1LS):(ngI(gb (eLl6) glhe f or Egl 2%7 )( 15)

and (16) mean verification that the sent tokeh cofresponds to't
subj ect di gi t al P¥i &P Tarfd aSigR3HBEChY VA PriserSksstiai chadéor ding to the
verifi cat;on) i inics uderd fjiredtﬁﬂaéigigatglr@ifaﬁfﬂ%téz@zkebeb:if\i@diﬂioﬂ/\hen t he
i ssuer informatjon i nage at y.data in the cont par t , ez E
U (M is 35 kB ?’lﬁr@daﬁqb‘?'t%‘égf 8r #&pfac(ef%lﬂ(%at%o%%h%% cfﬁ%ggi gi t al
ti cket The di gi Vaiich @aa tonsudeAglipr sbessantgipl paptz21l.VMAREO3 t he
user appar atgus 98mk@ tt her el liectHowdpae abws 300 via the connection
apparatus 400 will be desgri°bed inthe followng. Fig.20 is a sequence
chart of the ticket 5 cStSdmi njyprocess according to an enbodi nent of the
present invention. In thg=figure, the connection apparatus 400 existing
between the user apparatdls 200 and the col | ector apparatus 300 is not
shown. Step 3301) The contrél part 210 extracts a 10 digital ticket mto be
consunmed from Mihi ch i €iEnSeudEn.i nt hé: tari ng part 220. Step 3302) The
control pants 210 extracteg=t lp&ktaccredited information (tl, tz, t3) generated
by the issuer of mfrom IU ncl “g%?cd)” the storing part 15 220. Step 3303)
The control part 210 sends mn tlT , tZ, t3 ) to the control part 310 of
t he issuer apparatus 30®-=SF&§ 3304) The control part 310 generates 20
session information (sl, s¥je@csondi Pget @dde-dolpomt ng3pa@q@j§§.c((“a) The
control part 310 ob ]?i ns 5 nunber r%fré)méhe nunber generation part 330.
(b) The nunber & i A8aEd®t B8 W GiRTerS et “RE 25 in the stori ng part 340.
(c) The segfi on informati oft€rl 3182) The( RBtralE)past gedesandd ddete, PKE
is a verificati gpekyhielsh byathergontrol part 310. Step 3305) The control
part 310 sends the 30 session inf gémati on é‘tsgtlrﬁ sz) to &he cont rol Eart 210
of the user apparatus 200.5%Rp33306) Meh& QoG ol PFalt 2216°0EFdL(EP, s2)
and a hash val uthE( @ordfraheparyi 8al. ticket to be consuned to the control
part 230 of the tanper35 pgi_o‘%g aPPJr ahis B rott ePa S804} Q;Qgciq.%rgsr ol part
c

230 verifies that followi ng fornulas_are satisfied for CU whi
25 that all formulas below are satisfied by using the

authentication part 32. If the verification fails,
the process is interrupted and the control part 21
is notified of the interruption.

e,= H(PkV) (16)
30 e,;€ R, (17)
Ves(e, lle,lle lle,, e)=1 (18)
Vo, (eslleg) =1 (19)
H(e,) €t, (20)
Ve (mll Sppy (m))=1 (21)
35 Ve (t S (£))=1 (22)

The above formulas (16) and (17) mean
verification of validity of the session information.



2 5 MAR 2003 -50 is stored in the storing part 270. ~c2( (H(m , cz) ECU) (
17 ) When and if the verification fails, the process after that is
interrupted and the control 5 part 210 is notified of the fail umMEmm}
above formula (17) neans verification that the token (H(m, cz) IC
corresponds to the digital ticket mto be-88nsuned is stored in the storing
part 270 of the tanper-proof devi ce 280 10 St ep 3308) The control part 230

obt ai ns a token excha[l}_ggefornat e= , , €s , e, , ee
) by using the F@rﬁé’t f‘iﬁ'?&’f#bﬁaéﬁ‘)ﬁ?ﬂ V\/rflr(?dlq SSLF?P:I%EIeBtPﬁlt“We &i gnat ure
part 250 and Vemahll(f&ts't)l"séﬁﬁyﬁndj’kﬂorﬁ% ocanchreo tHeyr ceo il Bckaire( PKU, SpkA

Showh’ below ol 2PERF i, Leploblfs BT Nali¥as Sy FRRE:ESTIRY, O 0%,
eb= PkU e, - Spkmapiflegt Se@tdpkg\ fergpdgp o3309)e Thikeohsr arremrttaiso of the

t anper - proofs devi ce 280 defyed eﬁofxlﬁiﬁma (9%)) R LU 8PhER: 8AIS RO Ve. Step
3310) The control %rt 230 sends a to the cqﬁarol art 210. 30 Step 3311)

The control par t987¢ S athe FHERESN OO0l B8t EREIIAYT ect or
apparatus 300. Sbemai’dl2)THdefcomtilal (part meEhyerefifschhdionablf fidierul as

bel t d
orifiontion |s§{ S’ %%ﬁ;ﬂf@aﬁg%é%ﬁgng garq}réuro?egﬁg%dgtggmUl t(%) part 210

verification fart rocess i's int e cont
of the user appBeafss me@%’@%@% &hadf thee ﬁlrﬂféfﬂ? upfi 6he key 5 MAR 2003

25%093 VH8GijEcbr&iﬁidaﬁéfi§ﬁtf&gkﬁ36® ﬁﬂe|1s§@efgag3ah| e4d |, ESCES; 1
e es . (o =
ooy oay S akstagiied onifal 2rpviE fodrd Stad CThF ormat Ry

validity of theAseogidimd nforhhei @hovmvm&mm@w@ thé vier MaIClaﬁJfQﬁa

fraud such as st@EING 1R t%ﬁﬂeﬁxg%e@ecfaq;a'ﬁaltllt@yaofokhects%maa@t us
ot her than the | I ect or g aratgs 30% r epr oducl ng.a & g n by reusing the
t oken exchange angifegk $ERELPY P ef A%5%hedt ¥ P3P neans

verificati drb f ot rtusecechlbydi tlye ot sthersi gner of the token exchange format.
According to this verificapjons l-ANREL qulo)f de ggg?nm@ég]hange format can

be prevented.
verification of the validity of the signature for

the accredited information. According to the
verification, it is verified that the accredited

20 information is properly signed by the signer of the
digital ticket.

Step 313) The control part 31 deletes e,
(= ry) from R, in the storing part 34.

Step 314) The control part 31 verifies

25 that all formulas below are satisfied. If the
verification fails, the control part 21 is notified
of process interruption. If the verification
succeeds, a service corresponding to m is provided
to the consumer.

30 e, = H(ml S,; (m)) (23)

The above formula (23) means verification
that a manifest corresponding to the consumed
digital ticket has been sent. According to the
verification, it is verified that a wvalid digital

35 ticket has been consumed.

Each element of the issuer apparatus 1,

the user apparatus 2 or the collector apparatus 3



The fornmula (21) neans verification of the 20 key certificate of the
signer. The formula (22) neans verification that the signer of thye MﬁR’ZOM
certificate is included in the accredited objects in the accredited
information. The fornmula (23) neans verification of the validity of the
accredited 25 information. The fornula (24Blreans verification that the
signer of the accredited information is the sane as the issuer of the

t oken. According to the above verification, it is verified that the

t anper proof cap8BPI ey N HEUSERRCBYoR MROIGHRN cXRAaREE IIGF Gamtbes
assured by a pastyrigaisireca b&lgiaeuhaiuefomﬁm@%@)aTB@m@)@rtterlolwrpfé& 310

f the col | ect tus. 300 deletes ed (= the st t
340. St op 3314) MR WRoRIl DhrER310 GEAT P (Rar REE FGATuI as bolow

are satisfied. bpparmatweridr chbeonofldielctont eprraond tos . paffhe2 rafrdme user
apparatus 200 | 8R0kid 16 Of s £ 8L 9RCES trnsh MELEODS conpudeler TUPL O,

If the verification succeeds, a service correspondi ng d{prowded to
the consumer. eFeaf@Rly FHALuBZzEPEh 56) &H’felqﬁli?ﬁﬁu@h§k( 29) LT neans
verification thahet hexent TWGﬁrOQI&:I&&SIﬁQﬂd&d mﬁma:smbﬁe(ftrodl gitel ticket

and was i ssued rd| ificati s 10
verified that t%gmg)onsegtpnggdeéégﬁf% | s va &’}9 e¥|g%sﬁtl§1(ré%l n rma’%rll%n is
managed data byP#&s£nh Jtﬂﬁelébh@noﬂspéletalstlz(ﬁd é@Y EfEenFompudigsst i t uted for

the formul ad26). (4) Preseathagtibacd Qibtca}e { 'zﬁk@éré%n@f eLRiRd ionrof the

digital ticket i zgd ity f the ticket
Consunpt i on as FBPCORISE THE EBA POF G L0 Hole a 84068 ORLY o H( PkE) |

-rE) in (c) of mlaelsﬁesqd:sam tRO numbfear mli:a:h eth& REgnsrsulmstands etlofor
the formula (19)+i3-d hﬁé@@o?é&%nA%%r% fé)st‘é hEtéP%? %}fﬂ

nodi fication, since szbecones negative % I'S no ete fromCU
in step 3309. TH&tE S1qXing HEEHRES ﬁ}@sesﬂﬂ IFTLRER| Py PhARHE Sker
appar at us has anealliyd S.Chcgtl'édil byi akpleratort hetHé et iodnt haeprsaserdmtcam whil e

the valid digi t%e Eﬂ (§ra| ng i gdmetl%%er PP gtgg- Pm%ntt that

i nspection of t |ckets econmes possi ble n the above

descri ptions (1yad4yd qqrffea sexEeedkas &behdngtbehroht the menidSeatTingy

stored. On the ekhert handirsheri ngtt e dodtean predapye tawrattHd the storing
part 220 produces a ef gect . aratus ¢ n ser d. t.h

That th e
hi story of the P8R e TxcHANYE FEPI’IILE 1\?Vr11:e‘§ncjiaser?1 n\él% RSN &8 Jr?h it
becones posXl bl ereo hldlmtedlyb?a theuddlgevetr appar at us when fraud (doubl e

spendi ng) is found. The fr@#'dumggf’tM%Rdzlfbf?@taﬁ:?*tﬂ@MeQeasf Az texXap! epet hat
the tanper-proof d%wé¥%é¥%éss§2%em of the present invention, the
number of valid reproductions of the digital ticket
can be maintained at less than a constant number
25 without storing the digital tickets in the tamper-
proof device.

In addition, by using a program as data of
the present invention and by using the manifest as a
license of the program, illegal copying and use of

30 the program can be prevented.

Further, by using music data or image data
as data of the present invention, illegal copying
and use of the music data or image data can be
prevented. Furthermore, by “consuming” ((3) in the

35 embodiment) the data each time when the data is used,
the system of the present invention can be used for
billing per use in a billing system (for example, a



(5) Returning the digital ticket The collector can return the dlgltal

ti cket which has been consuned or presented to the issuer. Then, z a@ﬁuer
can pay a value to the collector. Accordingly, a value such as a fe 5

paid to the issuer who has collected or inspected a digital ticket while
preventing double-billing. 10 In the foll edng, the process for returning
w Il be described. The issuer apparatus 100 further includes a part (a
storing part 160) for storing the token exchange format a and a part for
storing or 15 oBf¥i R @ﬁg‘ﬂéﬂbq%%%%%Pésﬁaﬁ&ﬁﬁ@ to0 the returned ticket and
accredited information (tl(sdc@ond3Embodi@eptocess for returning the d|g|ta
ticket which is consuned pr.esept at. the issuer_ap at.ys 3Q0
describe. 20 Step 5501) Tﬁ[frs!n E%%ef SEBX%QEUS?mﬁ?%%%ﬁsg?h8d%8ﬁ éﬁ%hange
format a which tbecprswed oinypertinheyitld foee desseeiba@gparat us 100. Step
5502) The cantrol part 10%@&%@&58%He&h@%&;@%é&&agw lrgs-dihat - a

formula ez= 25 H(Pkl) is satisfied e2is included in e. en and if
the verificati of™P&digethe $3LVief2hppaRdtls GePLIRIFHFRACEE JiRS idiY ure and
the process is l(mhesz@me)d ifcevsdengiho tlhhae tepipdx Cpt b OB, aplparatgyified

that a corresponga fl hse d‘g%b%%lé hhgléett n\MMb%}' ﬁg&gﬁ by the issuer

appar atus 100 i £Sel 8%ontrol par verities that the
formul as (20) - (22pn&dngﬁ¢%s|@ﬁ flatae iswraintingdrediowda wogrr&glt on (

th, tz, 43) b§n@ltta§iﬂ161ﬂm{tb@ran ‘I'Hé%b'f%b:'ee ftth eté éregs@@salfe dektEcsS the
i ssuer), the fornul as Q?dg g Iso ver ‘ L n thl% case, when
verifying the f8Pfdl &9 ec?’ﬁ uB?trl Et“bd’ef%"r %a WRBS CH&eT z 5 MAR
2003 -54 verif|taamo¢HGMWlefheatssuepnapmmnndupfm@ i sThetified of the
failure and the,RrqGass ifondt ehEURbEda ARGAIAIAP1ont B Yaniifdiqarion, it

is verified that a 1s circulated via a vaI|d 5 C|rculat|on route.” Step
5504) The contr 8PSEEHP U ver TRV Es PRICESTNIRRAI pFBGR @8pability of e3
is not assw=sd byo@mwdﬂﬂgcbpmmdyamhimbﬁaryruﬁgamhhw thni bewhi ch e3is

included in a w@g@fgg &xwlﬁﬁgeabéng&%% %¢§e%§1 grhfled t hat the

valid token is not stored he i I'S properly
t er mi nat ed due Fémgﬂhﬁhﬁﬁ|Qﬁﬁe€$éplBSGQWPﬂﬁiiﬁﬂuW%ﬁhpéh? 110 stores a in

the storing partoh@@ntiforta hase bBEB 18RS ady{o%xsé:oreﬁlhéﬂet heestiaid ng part
160, the issuer apparatq$h300 és not f the e an% t he :%ocess IS

interrupted. St&8F3585)°°rhe"? s8h u%?rﬁPSQIéf %¥\ﬁﬁ 8r8
returned digfl t abrieicdketalioty he 20 i ssuer. (6) Book of tlckets A book of

ti ckets can be reallzedtn@fggtngwﬁgﬁb%@déyéﬁfﬁg|9@eoaaghne information to
t he token of the token exchange The nunher 25 information is

assumed to be t REPAGHSETT %ﬂgtﬁﬁl9F8ngﬁtyAéﬁbFH1 JEIGHER &%plurality of
digital ticketsgessuieennss heisaire nssesrsany taviemgdt detsammddritents are

| ssued,  the di blian ket fo 0BReDEReL AR HIOPEELY1ANG Al Uil ity of

same tokens can sent efftectivel é pecifically, the
abovenenti dned ¥REddnems, d2hd BB ktB Signataren b@nréaﬁ

hand, the transmitting speed of an IC card is about
9600 bps (IS0O-7816), which is relatively low.
Therefore, when the size of the data is large, the
time for generating the data representing

30 originality may be remarkably increased.

In addition, according to the above-
mentioned first embodiment, the data representing
originality is generated from data and the signature,
and it is necessary to verify the data representing

35 originality by using the data and the signature when
consuming the data. Therefore, it becomes necessary
to circulate not only the data but also the



35 - Nunber information c3is added to the token. - Nunber i nformgtd "]S
added to the token exchange fornmat. Z 5 MAR 2003 -55 - In ther?rgo@&g@ni)f
issuing the digital ticket, the nunber of tickets is specified as N when
the token is generated (step 1102). - In the process of
transferring/consuning the 5 digital tickeB3-when the step 2207 or the step
3306 is perforned, the nunber of the digital tickets to be

transferred/ consuned is specified as n. - In the process of

transferring/ coRd@retgiite dFgpFaforeckdte MRRPFY FaDIEALH Eqhaiatlie

token 10 is stored ithestBps £2RB8and sheppIesdingstyv@ei Foed that the
nunber of the tICke&ﬂ]IS adequatg. That i_s t is verified that CU includes
( cl, c2, c3 ) Gt T€¥b ?IlB§§eﬁse satisfied. - Wien the token
exchange format is generaten thel5esped BI0®digtent 2288 or igtiem 330Btaen =n

i s added and n bﬁr%@ci%ckla&d ggge%e%tﬁdbteo éé’gecPPb@&t tache Higlpdin es

such that cl ~~ cz ~~ ~~ n is obtained, - In the process o

transferrlng/coﬁ§&mﬁﬁft%MWwFﬁ%lBFPﬁﬁsﬁ%Q%(ﬂ&ﬁp(ﬁﬁﬁn9§29§%&%ﬂﬁ|Qé¢@n step
2210 20 or steprdd@esentitfnpriginality ) vieicelweied beoma@leanly when c3

n s satisiiedy Men G AL sncCpe Ghidal s GhbLsctdaied to (1 (m

, ¢Z, c3 -n ver| ange format 1 n step 1111,
step 2214 or step 3312, erfis- hadéé én@lﬂyhxﬂkﬁﬁéﬁﬂtﬁért@&H#?kﬂﬁ@@t to be

verified ing hetaleg@%tluf@uyﬁéléfcahboael@bneas diiveainenl ag e (10) and (
20 ) ) such that el ~~ ~~ en is obtained. - In the process

of |SSU|ng/tran?F&Pﬁqﬁ;%de%?b?Pal ticket, when storing the token in step
30 1113 or step 2216, if (ThQIOEadynaﬂC@mﬂﬁsQﬁI@ant@oh foz stw8ringn

which el =cl andaeg=caahe 2eihs! bedgiha LOKEN dntbn(;8%asgadar in C i

updated to ( cl , i process of consum ng/returning
35 the digital fLP&FIE’é:t‘“attlrfé“ s%?9 Egeﬁr aPhés\Fé‘]ei}é epabathFovilded 9% Trality
of tinmes adsor dapgatratars Qﬂ)aﬁﬁtaans&ugmhmr(zppanhtus275 MAR 2003 -56 The

t oken can be retransnlttedrwgl E§V%%%d¥¥ﬂ5§”fﬁgfﬁhgg %fgqysgpnorwm

condltlons such as unlntentlona |sco ction a route are encountered.
In the fol |l owi n@XiH@oeesinfermehdon Ganemstd 28i BATR Pl -béesri bed

Speci fically, therfsal |dlw;g\gn@1@e§dmhes>ralrae:1&dd@leﬁ@lﬁgnpa&ttem i n the
above-nenti oned _enbqdi nent s The. 1G¢ ntrol, .part 110 0§6230 retal t he

t oken exchange £ova 95%%&%?%%5& ngb?iﬁﬁsg%? %885 % ep 3308.
- The contr2dl pgeneXEXax QmDQMO@lﬁiesnmﬁynmﬂﬂlQm paThelianﬂt210 whi ch

sent the di gltabrtllgqlfﬁélpﬁy(ﬁfo%)at%%n S@Jﬁm%eggfrenszofse&@gelmel s sent

in normal conpletion in step, 1115, 221 | rqQvidi.ng a service
in step 3314np originality 1n orha 10% Here, the orgg%na

information is information which represents

genuineness of the right of issued data. 1In other
25 words, the originality information represents the

authenticity or originality of issued data.

The user apparatus 60 includes a second
originality information sending part 61, a first
identifying part 62, a first authentication part 63

30 and a storing part 64.

The second originality information sending
part 61 receives originality information which is
formed by fifth information corresponding to an
apparatus and by sixth information which is data or

35 which corresponds to the data. The first
identifying part 62 identifies a source apparatus of
the originality information when the originality



- The control part 110, 210 del etes the token exchange format correspondi ng
to (sl, sz) after the acknow edgnent of receipt is received. W]%!hfm m's ng
out retransm ssion, sonme 20 steps of the above-nenti oned enbodi

nodi fied as shown below. - Wien the session information is obtained in step
1106, 2205 or 3304, the session informatiod4is not new y generat ed.

Tnstead, the session 25 information (sl, s2) stored in the storl ng part 220
or 340 is used. In step 1108, steﬁsﬁﬁzg 2210, and ste 07-3309, if
the control parfnff)ﬁmc?r“ﬂrb hasTECPAY ﬁ%‘b?‘%‘?%eﬂa? ?rré‘ US4 s
satisfied, a isWhenh nédd s@irgenappbedtansd itshauttien hibdadeds uded. (8)

variations of 1s3ying a%!ﬂi?e%%f@a‘ﬁgki gl ¢! s %&eéﬁhlﬁégkg@ a2t e assuned

to be ticket (token) generation an Pafist errin lI'ogically, the
digital 35 ti ck@{flgé:@alié-ﬁ%sh%ﬁoﬁlyaﬁépﬁg ltshé’atlllﬁeQn%Yaﬂbﬁér ity process

described bel owsbakcex aerafﬁhl@ éﬁaumhf@ﬁrnﬁr&&ﬂs%@ﬁré‘@ﬁéﬁaﬂn}g fiy the
process 25 i ncrease?; g?] ared wWth g ticket issuing
erifi & s%n P

process descri bgﬂtré%ov@ FPE PRe® i B b Iipd qn i@t e
transferring isthereamenpl éknhe hahorhag plarthé 4 icketesssheng. 5 (8-1) Use

of self-certifi 8%&%1%%01%69 “ﬂnf&rﬁxﬁ%l%t %eﬁ?@ﬂ@’@&?iﬁ&ﬁ% the

verification process He token exchan f or mat con?rol part 230
is different be%ﬁéé’ﬁmﬁtcll@l %%sﬁ‘?ﬁ@r{“%fl@% PP M2 b ‘?YCEEF frigsferring 10
(step 2214).0 | rrabelmermttatda)m@msparansbe decreased by unifying the

verification process as o @%?8"%3}4@}{52%% rol gg&gugﬁ% ipcludes a

key certificate ( Pkl % escri bed bel ow,
by nodi fyi ng théepp@l@eth%m Iglbgo§é§§ 7t1he apr-”(ﬁfé%%do@uihén@@m&@wfpart

230 which is inphhe rqu/dnzg shde gaacagstirﬂgf Iﬂrt 73he issuer appar at us
i ncludes the self hash val e H( Pkl

cred ted, object tl t he 20
i ssuer when the accredite Eﬁf ?ﬁﬁ%‘fioﬁd é’tjlrt?h BETE ?gola‘ é:r]?ft/]ees t he
accr edi t ed licnf oamsbugT 4 ra;sp@panm%whice sesmd qrPginglang e8= Pkl are

used when the token gxahange f@ﬁ@%eéohﬁ &%ﬁ&@céﬂléﬁe?a%Q B08. - The
formul as (8)- (14 are used instead of the fornulas é‘ﬁ when the token

exchange for mat 28thenIG35ey TResFePTrEe1 APRFHAL ‘é%bst? t 88%or Wb. 30
(8-2) Issuing tpeodiegisialg tpaket 7By carudes apparmtosedsinmgntioanethdel ow,

the user apparapug JGaf eﬂﬁ@rﬁlh%kﬁ' deltek Sr b%s %VbBQrésg%%rth of

generating a token ssue e _user appar at us. hé procéss Wi
descri bed 4P t h&of Glhleoﬁeffbon‘ii anﬁ@rP}é§éP|npt| on, it is assumed that data m
i s al ready generated. Figs.12A and 12B show the configurations

of the data storing system in the original data
circulation system.
In the figure, the issuer of the digital
25 ticket has an issuer apparatus 100 and the user who
receives the digital ticket has a user apparatus 200.
When issuing a digital ticket, a communication
channel between the issuer apparatus 100 and the
user apparatus 200 is established via a connection
30 apparatus 400. The issuer apparatus 100 sends the
digital ticket which is validated in the issuer
apparatus 100 to the user apparatus 200.
The above-mentioned apparatuses can be
configured as shown in Figs.12A and 12B. Fig.12A
35 shows a representative configuration when an IC card
is used for the user apparatus 200 and an IC card
reader is used for the connection apparatus 400.



2 5 MAR 2003 -58 - The control part 210 provides a hash value H(n) of data
m whi ch corresponds to the digital ticket and the accredited object tl={ H
( PkKAL ) , H( PkA2 ) ( ... , H( PkAi ) } to the control part 5 28MAR-2008he
control part 230 stores (H(nm), H(PkU)) in the storing part 270 by using the
verification key PkU. The control part 2303§enerates tz= 1 O SPkU ( H (
PKAl ) ~~H( PkKA2 ) ~~ ... ~~ H( PKAI ) ) by us ing the signature part
250. - The control part 230 returns gt,, t2, t3= PkL2 to the control part
210. The controf *fartt B BN DrdsTEPFESER LAWYV (COREIGEEATHP HARER2D. 15
After that, thetdmpieralpidekedevicaeesuchltas ahove: neatdoned aexaphiesciof
returning the ticgket the bo f ti.C regr 1.ssi.on control, and
vari ati ons of i'lé%u?‘r‘?‘gowccalrrll'l b% %%f)?l ggggg tlhsjé%#sf?dstﬂéngggirmn%ﬁef 20 Each

el enent of the Roppadatappaandus nedworke igsarseppbent the20@ndreqticon

col l ector appargappsar3dh£apde CoRst Euaraduda B PEOIERBWNTAS B a gan be
stored in a disk ynit connected to conput er which may be used as the

i ssuer apparatu??gtH@Eh§EF12%ea$b§?§tus or the collector apparatus. The
program can be al so storedl'he abbdveansportiabied computeicreddablahamede um such
as a floppy dis HOM t ke y Iy d from
t he conput er reégggﬁggaedid§¥¥oggr%g§pﬁpg$%§§%ﬁ9%ﬁg%gﬁhéggo1%%%2%%
invention is reflteFdd Hiyne heo cbhpuieplipyy.emd i 5ime p| BRECH @RI ehoPng a
har dwar e carf i guhat icesed SfichtaanefpuirdmngAs sdonuninbi"ga?lda the computer
system i ncl udes.‘ar%I?SUnSE%)né)y whi ch a process of a programis executed, a
menory 35 501 f oP teﬁborar | y storing data and a program an externa
storage unit 502 for storiWgedataanadeapProyridm tdipetpdadddkatt o 2he

nmenory 501, a dishibhicat oM EhZAR31- 3% Ak dwrishseal Brith@ datithe @ _
ocessi ng

keyboard 504 for inputting data o omran and a co ni_cation pr
it £ 205 whi oh BRSH denti E3REa: 8P Beyarbric CORRIRL AR APRAIAT S
conputers Vi a4®Ondincrtke Tamepwoyr am whamstsstengi hhehdigdttrhal storage
unit 502 then | @adgd nt orEeRoOr yna0d13nd Lxecidesh byst he aGRY 00 g As

ment i oned above, according to the second enbodi nent of the present
i nvention, the PGT¥&&h BEeFr ZRBATARF GhI4PYi a routes which are
trusted by the issuer and Aheol3ettor tfe tdm |Ergdtal dedikieited Hys tde

i ssuer. Thus, t cC n en S j o .the i ng
new y stored ing?ﬁgi?%%%ﬁ %ﬁ%??%gggaﬁﬁ%ﬁy gﬂgéf§%§gg%ﬂ2951§FFE&%9§€%Q?Ssuer
i ndi cat ed BP t héicHeds i s3uepmPRPFaRlioon ghantrel t bReAs&aR WeR®vented. In

addi tion, the ogewiwedicecd tbert akparbeiuly 7EProgdacetdet @oa IMdatity of
t he t oken storin% art.s mh%é& 5he %gken is transferred _can QRHPVEW§”£§d- 20
a t i

I n addition, bya §&£3ﬁ$% i thﬁﬂﬂ&ﬁ%?%ghﬁa 39pgr§be0|f|c i SSsuer

W
as original, itthecEame goggi dbewhenr dstsiigtg thke ndibBéit als fuatess. of the

original data bynhe isseelidFaighens B U& O anttahFEREHN 2> tentifier
such as an L whi.ch exists in aE neég&rk as data, an access right of the

i nf or mat i orf whi EF Tt BRPPERFBAUCEY 'and can be transferred can be

provi ded. When presenting the digital tickets, a

communication channel is established between the
user apparatuses 200 or between the user apparatus
200 and the collector apparatus 300 via the

30 communication apparatus 400 such that the user
apparatus 200 presents a certificate that the user
apparatus 200 has a valid digital ticket to another
user apparatus or to the collector apparatus 300.

As mentioned above, the data storing

35 system of the present invention includes one or a
plurality of issuer apparatuses 100, one or a
plurality of user apparatuses 200 and one or a



Further, by using a ticket with the 30 correct contents or by usinh5aAR 2003
identifier of the ticket, only the ticket that has a valid token can be
regarded as a valid ticket and a user or a collector can refuse a ticket
other than the valid ticket. Thus, fraudul ent use (for exanple, double 35
spending and illegal reproduction) of the-BPcket can be prevented.
Furthernore, by using a program as data of Z 5 MAR 2003 -60 the present

i nventi on and bg using1the t oken_ i ssued by a specific issuer _as a |license

of the program PLPFEGHT Ay gl afidtale 28R Yoy r 2t cYR15& prevented. In
this case, the pppgratusecuitencodnappaed by camnet usent apexecities s

program other ' B3R LS B QWA HET Boke LAk B DS oY clisiina ST © dat a

or imge data as ta of the presen nve I “copying and use of
the nusic data or inmage datm, the #RLERVZOSX hdhokembodined tbypfa Wpecific

i ssuer is uspd ggeaRmAPPIAFERtiON Wight veAR e IBYEN £h AeHIRIMYe
apparatus of the data or a playback apparatus can refuse to display or

pl ayback data ofRef 1P he data with the token. 15 The present invention
is not limted to the speddcadppadiasalsosed anbbarmentse abdwsas i ati ons

and nodificatio ] at. d J f h e
invention. 20 2@35%&%’&% 2@?%‘?%/1\2\%?%983%9- %ﬁééﬁ%ﬁigpﬂly%i ﬁg%%ggfozfcgcié;;ul ation
system for storPfAgP&r FidTul atihg ofP§i A&IRddr% Uhi EPrPelasgiusgd for

i nf ormati on,0 saidseySipAM QOaPHéeSoRgaran adpRartatilse | s@hedaBg theansuded 10

generating firsi i ntormalion coppasRARY N0 da.an | ssyer ; apRALALUS, fof
i ssuing data; neans tor sendi g sai irst it ormatToh; “and nmeans for
sendi ng second i( Bkar.nme:i dPXdr I e@boadihgite ls siigraaiure abd, bRkappafat us

i ncl udi ng: d_rreanﬁkfz ]?fy iCS o/@?ifyi:%%ml @iyt Yo10f &ed dsf i rsé 'ba&qreraataiso;a whi ch
|3 Gop1 Vel e, Lot L] DYLR9. R 70y SN0 2Pl o o cedrfephondl no €0
correspondilry t basal drasleoondfi Rkornation is valid

Fig.1l3 shows an issuer apparatus according
to an embodiment of the present invention.

The issuer apparatus 100 shown in the
figure includes a control part 110, a signature part

20 120, a data generation part 130, a token generation
part 140 and an accredited information generation
part 150.
The control part 110 has a verification
key PkI and enables the issuer apparatus 100 to
25 circulate a digital ticket securely. PkI is a
verification key corresponding to a signature
function S,,; provided in the signature part 120.
The hash value of it H(PkI) is used as an identifier
for identifying the issuer. A detailed descripticn
30 of the control part 110 will be given later.

The signature part 120 includes a
signature function S;,;. S, 1s different for each
issuer apparatus 100 and concealed by the signature
part 120.

35 The data generation part 130 generates
data m on the basis of information generated in the
issuer apparatus 100 or information given from



20 when said issuer apparatus is valid. 25 2. An original dat a T8 MARIZS; on
nmethod in an original data circulation systemfor storing or circul ating
original data which is digital information, said nethod conprising the
steps of: generating first information corresponding 30 to an issuer
apparatus for issuing data; sending said fi37st information; sending second
i nformati on corresponding to said data; verifying validity of said first 35
informati on which is received; verifying that an issuing apparatus
correspondi ng t @WAIR fi rAECPAfdNPtiont e daffdstoring MMS BPB3°£62 and
determ ni ng t hattdatpreosi espandnig dro, seielrsecontoi re@rFald ©on Sonal i d
when sai d issuer_,apparatus.is valid. 3. Ad staring nethod of storing
10 digital i nf orhst | SN WRT £ R%s tglevaqsauteéf %bnﬁﬁgfﬁ °Fie S %st%f:
generating firstinfdorasieonrepirelsant idigirkghtaf ofmaenerad thiekgtgnat ure
signed by ansi ssyglh appas abysceltSalibidi Qi tako AR BRI noL geagEat i ng,
by said issuer apparatus, second information, said second information being
a mani fest corr &Pordiage 18283 F38 J® H55hidF nhRPoA2 PeM fying, by a user
apparatus, identity of saiThesso&ernapparatasidy pairngled additisé 20
i nformation and i d. LRf ar mat iQn: e ti renroduct | f
said digital i nfugfin(gltlégc;%gggaé%ga%ﬁxe tgizhczflis1 olrollrI néﬁﬁe %g’(? as %?a%n{égﬁfaﬁ
claim3, conpridihg tche s{Eid)of :HOHER hi hgom deiipf mcandre key issued by a
30fserver Mb®Chdé%f$i¢£ﬂ§8h|kegﬁwqgﬂd CONESr RbRE NI SHUANSE ?f dlg!talf
information; generating,. sai.d.user apparatus, sessiqon.information from
said verificatiof ,gghaxvggﬁﬁﬁlﬁf\ﬁﬁﬁ%ﬁ?yv%}uga%§a§e§§ﬂ3ﬁtggles
i nfornmati on. e Ms20030f the token. Hash of data m is used as

c, here; however, an identifier for identifying m

can also be used as c;.

15 The accredited information generation part
150 génerates accredited information (t,, t,, t,).
(t,, t,, t;) that can be formed as shown below by

using the signature part 120.

t,= {H(PkA,), H(PkA,), .., H(PkA,)}
20 t,= S, (H(PkA,) | H(PkA,) || ..IlH(PKkA,))
t,= PkI

Here, H(PkA,) is a hash value for
identifying an after-mentioned third party who is
"trusted” by the issuer.

25 The accredited information can also be
formed (t',, t',, t';, t',) as shown below.

t',= {H(PkA,), H{(PkA,), .., H(PkA,))}

t’,=H(m)

t', =S, (H(PkA,;) [lH(PkA,) I ..lH(PkA,) lH(m))
30 t’,=PkI

In this case, H(PkA,) is a hash value for
identifying a third party trusted by the issuer for
circulating data m.

In addition, a third party may issue

35 accredited information such that the above-mentioned
accredited information can be constructed
recursively.



-63 5. The data storing nmethod as clained in claim3, conprising the steps

of: 5 verifying the identity of said issuer apparatus by storing5jﬂiqw
second information in a tanper-proof device; and preventing repro ugt @n of

said digital information. 10 6. A data storing systemfor storing 15
digital information which has a val ue, congBrsing: an issuer apparatus for
generating first information which is digital information with a signature

and generating second information which is a nmanifest corresponding to said
digital 20 information; add*BtReEr APFacstirediredetnformgtiva immhthey of
sai d i ssuer apparatresi hyefisi¢igasai dnf iar fonitfalr nwd £ Dno andheaitdngreend

i nformation; an reventi.ng repr ctiaon of said digital 25 infarmtion. 30
7. The data stogi‘fﬁa%ssiget‘}elnc?%sggl gﬁ%ﬁ”i@ﬁ GPR3R B Y5 aPH HSSP%H;S’;H Rt
further conprisPfigtimearm ¥lozcbbrabnppagaduserifsttead onf kbgingsued by a

server whicly i sgahkiRge l'y‘E negaged sgeReer nimyg 4issec9kedi ginteal
information; 35 said data storing systemfurther conprisi a collector

3 ng
appar at us i ncl uBrAga TSt oP© heRErEtisRg s 8 o ¢ nt6FREGd®E 2 5 MAR
2003 -64 from aive€pirfiataitdmnc&rybeapd nsgarsitfeat aer{ £y ng t'he val idilly of
sai d session inferngt isor?ow§ Be13he data storing systemas clainmed in claim
tus turther

6, said user appara conprising: 10 neans for verifying the

identity of said isduer apgaiduds B BPering -sdl(FPXheddnd information in a
t anper - proqfo devi ceix "gad (mneventing reproduction of said digital

information. 15 9. A user paratus for usi igital 20 information in a
data storing systemfor st r?i %‘égléi ai Fﬁsei’nflig(%rgtlgoﬁ%q gﬁaﬁ svnﬁygl ue,
conprising: fir$vrstigeimyg fiphng &okhdtrdr ipay tandc mxs tadt byg aditdiitrad

information W tBaats GAAIAH GnadECORE St MRAPS FOF 8L¥HuNG @ 25
extracting a manifest corresponding to digital information; first

aut henti cati on FBENEF G Werifying that said nanifest is valid; and
15 In the following, the accredited

information is assumed as (t,, t,, t;). However, any
of the above-mentioned accredited information can be
used.

Fig.1l4 is a user apparatus 200 according

20 to an embodiment of the present invention.

The user apparatus 200 includes a control
part 210, a storing part 220 and the tamper-proof
device 280 which has a control part 230, an
authentication part 240, a signature part 250, a

25 number generation part 260 and a storing part 270.
The tamper-proof device 280 protects functions and
contents of each part from tampering. Even the user
of the tamper-proof device 280 can not tamper with
the tamper-proof device 280. An IC card or a server

30 which is stringently managed by a third party via a
network can be used as the tamper-proof device 280.

The control part 210 includes issuer
information I ,= {H(PkI,), H(PkI,), .., H(PkI,)}. The
control part 210 and the control part 230 in the

35 tamper-proof device 280 control the user apparatus
200 for circulating a digital ticket securely. I

u

is a set representing an issuer trusted by a user



first control means for storing said 30 manifest in said second St?m(h
means only when said first authentication neans verifies that said fgu}t
is valid. 35 10. The user apparatus as clainmed in claim 2, 5 MAR 2003 -65
9, said second storing neans and said first_authentication nmeans having a

t anper - proof capability. 5 11. The user ap%%\rat us as clainmed in claim?9,
said first authentication rreans including: 10 means for determ ning whether
said digital information staor flrst stqrin ans is, yalid by
verifying that Y dcﬁgnlbfeeslip o?? s% gP saaﬁ'{i g gﬁ’r@?i'on#’f stored in
sai d second sto@ongrnéamrtanbﬂqaiﬁéanmlh@ls ctéltaé:r mmingthaatokaind di gital

information is yakjdgomly a"i@%’“sé?éﬂ ﬂ’ﬁ@ﬂl@%‘d 1% St 0£§dv!a@1§13' d qggcond
storing neans and _deterfmining that said digital information is invalid when

sai d mani f est @eHGELl@tdard@cFQW%'é%ﬂns@EoﬁHestc&ﬂtrﬁD%e%%%t 280171 lfhdauser

apparatus as clcaeﬁeﬂlbledcllmthS 9, further conprising: signature means for

providing a signature to qrgl &#l{fggrr@t ict%r}f' bseeclo@glfyéaeg‘tsl cati on neans

for verifying that the signer s 1nc edin 30 accredited
obj ects and forIudri ﬂyl(ﬁéPtlﬁat)thTé(Bkémér: of. dtReHi.ted | MArtaison and the

signer of said gdightals iifAidmliRAoAMELERE S mATKLSECHAEIMC Rl AatEpans,
sai d second control %r ch udi ng: 35 neans for extracting said manifest

from sai d secont®sf8Pi 3 when sai d user apparatus nmoves sai d manif est
fromsaid 868cond storing r‘mrsmsstoﬁa':ng MART2QQD -sBo1tes amosher Mgtaf i ng

nmeans; neans fO&aPBO\Gh‘i'&Q f@nb{,eat et WM W &by HSipg said

si gnat ure neans; neans e et ng Sald mani fest fromsaid 5 second
storing neans; ‘F‘rﬁ’aﬁ§dﬂ5re‘i\/e’rri#%’ﬂ© i1A8t t A8SsiSGtesr TR s%?duﬁﬁﬁltpé’sthS
trusted by t he shgnebnafrslaighxt g2tal informati on by using said second
aut hentication nmeans; andThe control part 230 has verification keys
15 PkU, PkA, and a key certificate (PkU, S,.,(PkU)).
The control part 230 controls the user apparatus for
circulating the digital ticket securely. Here, the
verification key PkU corresponds to S, in the
signature part 250. Hash data of it H(PkU) is used
20 as an identifier for identifying the user apparatus.
S;xa 1s a signature function concealed by a third
party which assures safety of the tamper-proof
device 280. The third party may be an IC card
manufacturer, a tamper-proof server administrator or
25 the like. That is, tamper-proof capability of the
tamper-proof device 280 which includes the signature
function S;,, is assured by the third party who has
the signature function S,,,. A detailed description
of the control part 230 will be given later. PkA 1is
30 a verification key of S,,.
The authentication part 240 includes a
verifier V.
The signature part 250 includes the
signature function S,,,. Each of the user
35 apparatuses have different S,.,. S,y 1s concealed by
the signature part 250.

The number generation part 260 stores a



10 means for storing said manifest to said another storing rreansZ%MAMﬁmen
the verification succeeds. 15 13. The user apparatus as clainmed in claim9,
further conprising: session information generation neans for 20 generating
session information which has uniqueness in said data storing system said
session information including a verificati8A key of said user apparatus and
a serial nunber, being stored in said user apparatus, and 25 sent to a

sendi ng party of said |fest erel said ser appar u recelv s said
mani f est and safi8* e§é1| 5 rﬁ"drnﬁ% %rr?gg.' §Ls SFHHF PR yPaRE ¢80 fi es
that validity ofsreeewiokdessi Dasuaf ar maiber bytmsl mvgmbéor g@ neasst oen 30

| nf or mat i on Suchaihab A 4iser APRAELUR. REAMAN S SREOJUELIN, Pl ol

mani fest. 35 147 An issuer apparatus ISSUIng rna ion in a
data storing syde&m.fép 1S 'I'aSPR/ARt’;_W@B NG & or | ng d| g| taI i nf or mati on

whi ch has asval ue, said i SIUET s BPPRA L P& reOPrd Sd f@re QCEr eaict @F i nf or mati on

generati on nean Qr g erat accredited.informati whi ch jncludes 5 a
set of infornatf8&e p?gs % St altr BHMPES So 6{20t%%ﬁﬁﬁeﬁf tRB si gner

of said digital benhipdeateady stlypacansrvdamsadtord P ovi ding a signature to

said digital information angdytps s%daagqro%qd tcﬁdaél%rh nggr N grg,ll@cngcglest
generation neans for g neratlgg%sald mani f est; means for sending sa

digital informa®PBRTENF S8 +%8|F8d§WﬂQWQﬁﬁ¥TﬁPFo°5 Ggérgﬁﬁﬁﬁ%ﬁus 15
nmeans for necei ¥hwgntdssi.on Thd ocohleonowhiagpdrect wslesoa vecilfudeat ion key

of said user ap?é‘é%@r%ﬁ 3{5}@ 250, %\ el &%’Lda@ﬁ?@ﬁ“?é?% 3epdi ng

information inc ing-s SessI on ormati‘on by using
20 a verificatibamkey @mﬁ%r%?gﬁat9ﬁ§tf@%&|Qﬂﬁcﬁ sheEingsparta atus. 25

15. A coll ector appar at us 1frg @@g@fgbgl para rIghthaé 4di getakicrfiargmtion in
a data storing torln it al |nfor ti i h | ue,
sai d coll ector gé ?g}:{] nqpﬁ:’?% g"L gBrPr"e rqra 3 :,g\}f)f(::‘g df}gﬁ}?}é%a)

i nf or mat i oA 5w th, aHdPgiat dr. e agid td@tlscsb@rtaﬁdcaddﬁgﬁqlécﬁpmbﬂﬁusi on with

sai d signature §HeMeR USSIr APPAE 8hYSthBEANY 11 JeNekati BEceeeIwON 1,
information 35 which has uni queness in said data stor ng E¥[st%m and sendi ng

sai d session inf8r fafi®dn TPSRFUHIBE FPpdrSURE trus

collector and can be updated by the issuer at any
time. The control part 310 determines that only the
20 token issued by an issuer included in I; is wvalid
and provides a service for consumption of only the
digital ticket with the wvalid token. The detailed
description of the operation of the control part 310
will be given later.
25 In addition, in the same way as I, in the
control part 210, I; can be realized as I;
(m, )={H(PkI,,), H(PkI,,), .., H(PkI, )}. That is, sets
of issuer information are managed from one data to
another data.
30 The authentication part 320 includes a
verifier V.
The number generation part 330 stores a
next number r,. When the number generation part 330
is required to issue a number, the number generation
35 part 330 issues a current number r, and increments r;.
r, is a positive number.

The storing part 340 stores a set of



Z 5 MAR 2003 -68 neans for receiving information including sai% i{ﬁft
and said session information from said user apparatus; and nea éwﬁgrﬂ
verifying that said session 5 information, said nmanifest and said
accredited information are valid. 10 16. A data storing systemfor storing
digital information which has a val ue, sai"dldat a storing system conpri sing:
a user apparatus for using digital 15 information; an issuer apparatus for

issuing digital _informtion; .and a collector appar s for exercising a
ant of digl ¢ aP g on TR0 Laf doalepsBaRRt Thlhar REnr P,
storing neans foardgt @¢lithg and extracting digital information with a
signature; second storing ypansef @5 S ik afth §x4hagki pgea manifest

corresponding to digital 25 information;, first authentication neans for
verifying that S8P@&RNtIRsIPPRTFAFSAAUhPIFIEILIRINEP oPPMEARS FigReRE Or i ng
said mani fes iBrsank secosenst onyegtAwans only when said 30 first

aut henti cati on neans verif+es tggk %%L%dngﬂf§¥g &s X&bid' aid issuer
appar at us i ncl udi ng: accred??e% I'n orﬁntloﬁnbene 47 OR°nERTs %Sg%nerating
accredi ted i nf ocosmiugni et £onj partidds 035 dA'lsetcoiminioafdvinopamprébent i ng

an accredi ted opjegt; dddist efehpothe SN riin&at dcdhdihakdvifay mtion; 2
5 MAR 2003 -69 signature neans fo roviding a signature to gfld digital

r_pr.
i nformati on and PG RS RREYRENt EBeI APSHRR | BRATRRIF ed L Oge &t SatY7F neans
for generatlitng appaimhtesni 2@8t andeahe forl s mgappadadiug 3010 | ndor mat i on
and sai d accr edi | t] t ar af us, r i ybNng
sessi on infornaP%gﬂnﬁﬂfgﬂy?ngggﬁegpga3§§?¥%%giid% Egrﬁ% ggaﬁgjﬁggﬁ?l%t
apparat us and ac$&d f1dunderd kh8Skears Boirakhty ngti RFer Mtih 3% 1 udi ng
sai d mani f est ae@nsRcke®ssiannebvorkaidONty LBk@gcanveei fiseal ion key and

a signature fun%%iﬁ%égiggigﬁégggghsaw%gﬁuus; 15 said col |l ector apparatus

i ncl udi ng: neans recelvi ital” information with a signature of the
i ssuer and Mcredited infoknaetbBadwifior sHircwligynbhar Eher Gdd tiisler

"appar at us; ticket securely by using the above-mentioned
apparatuses will be described in the following.

In the following, the circulation method
of a digital ticket will be described for each of

20 the cases of (1) Issuing a digital ticket, (2)
Transferring a digital ticket and (3) Consuming a
digital ticket. In the following description,
communication between the apparatuses is carried out
via the communication part 410 in the connection

25 apparatus 400.

(1) Issuing a digital ticket

Fig.1l7 is a sequence chart of the process
according to an embodiment of the present invention.
In the figure, the connection apparatus 400 existing

30 between the issuer apparatus 100 and the user
apparatus 200 is not shown.

Step 1101) The control part 110 of the
issuer apparatus 100 obtains data m from the data
generation part 130. The data m is the digital

35 ticket describing right information.

Step 1102) The control part 110 of the

issuer apparatus 100 provides the data m and PKI to



20 neans for generating session information which has uni quenesg 5i MArRSBf3d
data storing system and sending said session information to said user
apparatus; means for receiving information including 25 said manifest and
sai d session information fromsaid user apparatus; and neans for verifying
that said session information, said manifed¢t-and said accredited
information are valid. 30 17. A conputer readable nediumstoring 35 program
code for causi ng a conputer to store digital information which has a val ue,

sai d conputer b&Pfg HH&N a3CRATREL08 Paffarkt UsSPAN atBata HioriEeLyst em

2 5 MAR 2003 - ~gep@irth tCidpUp &F t I eadalyen d¥edlt dun £ 0Pk eai NG, , PEOPr am code
nmeans for generat( Q fi :ﬁépig rmation which is digital information with a
signature; and 5 bg@ o ans for generating second information, said
second information being aSteni 98 )cdheespontiay porsaild ddicgitalns

i nformation.s 10,18 A CUPUL RE o ERAYARIE (i ym stofi pgopr egeam code for
causing a conputer to store digital .i nformati n. which has a val ue, said

conmput er bei ng ?§CE§‘é3d“a%dal’&g%Fméﬁﬂé’r“atq}’sm?lFP%l?i’ét Ba&toridly syr%rieem sai d
conput er readabkenfedjuma tdopr o§i the EAYredl codeintanmaftdlonvers fyhogn
identity of an gg;gﬁr apparatus by using first information and second

i nformati on; preventing reproduction of said digital information. 25
19. The corrputer readabl e HeePuilad )c/TinePrtrel aPAF 181180 mands ny:

program codey neand f@ar, okt ai Bl nogta veel dozaldon keyt i 3svednbyte saseer
which is 30 stringent lt}' r’r&g&ged concerning issue of digital information;
program code nedRPF G e ting session information from said
verification key; and progstepcddéSiedise farnteolf pang 40 diff 185 of said

session informisQ} apPara MR 2883 2dds m in M, of the storing part
220, adds (t,, t,, t;) in T, of the storing part 220
15 and stores them in the storing part 220.
Step 1106) The control part 210 requests
control part 230 to generate session information (s,,
s,) .
The control part 230 generates the session
20 information (s,, s,) according to the following
procedure and sends it to the control part 210.

(a) The control part 230 obtains a number r,
generated by the number generation part 260 in the
tamper-proof device 280.

25 (b) The number r; is added to a number set Ry
in the storing part 270.

(c) The session information (s,, s,)=(H(PkU),
ry) 1is generated. Here, PkU is a verification key
held by the control part 210.

30 Step 1107) The control part 210 sends the
session information (s,, s,) to the control part 110
of the issuer apparatus 100.
Step 1108) The control part 110 of the
issuer apparatus 100 obtains a token exchange format
35 e=(e,, e,, e,, €,, €, €, €,, €,) by using S,,; in the
signature part 120 and the verification key PkI
retained by the control part 110. Each element in e



-71_ 20. A conputer readable medium storing program code for causing a
conputer to store digital 5 information which has a val ue, sa!B\H@ ter
bei ng used as a user apparatus in a data storing system said conputer
readabl e nmedi um conprising: first storing program code nmeans for storing
digital information with a signature in a-20-ffirst storing neans and
extracting said digital information with a signature; second storing
program code neans for storing a manifest corresponding to digital
information in &SsEHOWD ROFPHg nPBES HFFELOT dehengigbtadi d irdes § est

cor respondi ng t @16l el ahaf @, MkboRumARd dati=s! cubhesti catia Br egram code
nmeans for verif¥i§% that sajd manifest is valid. 20 21. The conput er
readabl e medi um 8§25 &1#e¥®tn claim 20, said first authentication
program code means conm,kEsicng: program code nmeans for determ ni ng whet her
said digitalginformatiqn_stored in said (first storing neans is valid by
verifying that said 30 rfani fest corresponding to said information is stored
in said second storing@¥afs; and program code neans for determ ning that
said digital informati @g:i g,valid only when said manifest is stored in said
second storing neans and 35 d ter” 'nf ng thas said digital information is

i nval i d when said nani f%5t " ot %{$Pe G4’ sai d second storing neans. Z
5 MAR 2003 -72 5 22. The=c&®duter readabl e nediumas clained in claim 20,
conprising:j@ignature pfagrgp code means for providing a signature to
digital information; second authentication program code neans 10 for
verifying that the sigrfef 6™¥%aid manifest is included in accredited
objects and for verifying stap 1he99i Jher wafntacct epatedlilnf eremais on aod t he
signer of said gl (@) d T IRELOB PILOINAMM GAller TEAPS LR HRCt i Ng sai d
15 mani fest when said user apparatus noves sald manitTest; program code
means for providing a signatePelldOdaildemGRTes? ! bhpatsi gd Os&ends ghatare

pr ogram Cogles MeRRS; o%ﬁlﬂxf@:grpareodeon?@ms ﬁﬁuf@tetbagfta_aildpagm fx.ﬁcb from
said second storin ns,. pr m e neans for verifying that the signer
of said manifest9 %tt%?rﬁestte%gbgg{(ﬁrel glglgr?e'r of said digital information by
usi ng said second 25 aut hefit¢palildn )pldgr aarcogel neass; 23R8d v dgraam code

nmeans for nmovinga st 1Pt destie0nby WheN e pesd f teati es13useaads. 30
formulas are satisfied by using the authentication
20 part 240. If the verification fails, the process
after that is interrupted and the control part 230
notifies the control part 110 in the issuer device
100 of the process interruption via the control part

210.
25 e,=H(PkU) (1)
e, ER, (2)
Voele, lle,lle;lle,, e) =1 (3)
e,= H(e,) (4)

The above-mentioned formulas (1) and (2)
30 mean verification of validity of the session
information. Using the verification, fraud can be
prevented. Such fraud may be, for example, storing
a token exchange format in an other user apparatus
200 or reproducing a token by reusing the token
35 exchange format.
The formula (3) means verification of
validity of the signature of the token exchange



23. A conputer readable medium storing program code for causing a conputer
to store digital information which has a val ue, said conputer bei 35 used
as an issuer apparatus in a data storing system said conputer r&gum 03
medi um conprising: accredited information generation program 2 5 MAR 2003
-73 code neans for generating accredited rAformati on which includes a set
of information representing accredited object trusted by the signer of said
digital information; 5 signature program code neans for providing a
signature to saf8TBAdit alfGSRBEHAYI &R ARG (e H-akEPRdi t8ANETH Gt Irat i on;
mani f est gener awi@h phegriadkewdexsrangel @orgaiteredn Nge spird viemidest ; 10
program code neans for sengi ng.sai igital informatien and sai credited
information to a user app%?ug(;%r%}d‘%gr r'%])cén eannsiaa%%r%g?’cf%&é)lr’vio%ga@é si on

i nformati on whi vhlidditydext athver tokeat iesueay igffaBmghidnuseAcappadanas and

a serial numper i anfl PR AN EQ€EoHBARE ram el d § 85qeaRon, | ncl udi ng
said mani fest and said session informtion b)s/ using a verification key and

a signature funtfPBRTP ST FRIergpFde oHtBe . takeBnFEe s eadabl e
medi um st ori ng gbepleagreaim code for causing a conputer to store digital

i nformation which has a valu ??EQ)C%B%“tc%rné}fJP%QE d ?6 gncoclhleect or
apparatus in a data storing system "said conputer 7ea a% e medium
conprising: pro§RBaReCoREIRhnseYdfer 888 Witndhfi gisar 3PPRARGUMRIIGH with a

signature afp t hgelsgear ea}r(ndrgcqr gdichet HfraimBd  08e Wi R iSAi€thsi gnature from
a user apparatus; pr.ogramco ans for generating session information

whi ch has uni quéﬁé’%g'ni RaTY %562 35 storing system and sendi ng said
session informati on to saiStesetlagpafaeusomruygk aparbdd3feadsis ore, ,

receiving 2 5.MAR-2083 im/4d&f O£ FRELGNphRE Ydigng sai d manifest and said
session information from saj d uier rjlpgﬁrat us; and I?rogram code neans for
fOF Mt _E

verifying that said sessi oh-$h e SanFafhi and s&dss (e
accredit ed Iinf oephtiontles ecovakirdl part 210 to notify of a normal

end.

Step 1115) The control part 210 verifies
that following formulas are satisfied. If the
verification fails, the process is interrupted and

20 the control part 230 notifies the control part 110
in the issuer apparatus 100 of the process

interruption.
e,=H(m) (5)
e, €I, (6)
25 The formulas (5) and (6) mean verification

that the sent token corresponds to the subject
digital ticket and was issued by a proper issuer.
According to the verification, it is verified that
the issued ticket is wvalid.

30 (2) Transferring a digital ticket

The digital ticket transferring process

from the user apparatus 200a to the user apparatus
200b via the connection apparatus 400 will be
described in the following.

35 Fig.1l8 and Fig.l1l9 are sequence charts
showing the digital ticket transferring process
according to an embodiment of the present invention.



10 25. An original data circulation nmethod in an original data circulation
systemfor storing or circulating original data which is digital

i nformation, said nethod conprising: a sending step of sending, b}saMH‘Rl'lrﬂgt
15 apparatus, originality information, said originality information
including first information which correspofis to an apparatus and second
information which is data or information corresponding to the data; and 20

an identifying step, of jdentifyipg, by a second a I;})aratus, a source

appar at us of saia gﬁegiéri‘aqlf“f?/si nEgF’nﬁéi“(?r‘ﬁc T r%‘? A6ERBAt 9% i on step of

determ ni ng t haexsaitdny itptreééy theotwet ver sappardtukes 2A0h 2Zmdour ce

apparatus is aubhenti;calat angR. seoand ;AUtREG CBLT PReSLER Ol Aot gLy Ni g
nfo lid only

that said originality 1 rmation’is va when sai'd 'source apparatus
and an appar at uslemendsindi g €deFap@reinadius QP #adnén "6f 36 sElded

originalityg nfepmhicomaai& dheesante13medlt: JherEi giBal a@ta-Liggul ation
nmet hod as cl ai meg ibn claim25) said nethod further conprising: 2 5 MAR
2003 -75 a step2 PPeonceal i ng, by said first apparatus, a private key; and
a step of storing or obtaiSien, 20913aillthesecortr@bppaatugdlla kasthraat sie of

sai d second 5 appar aliys My Ci‘iglglé?c}ﬁﬁg%%élﬁ FEENGL 369%935 aRPlpd ng a

unidirectional function to a p y corresponding to one or a plurality

u 0} 3
of private keystTégsdamned SteReft P4t Mon TSGR FRe §tordP Dof
aut hent i catliiong paird f2f2aest 10 apparatus by verifying that said first

apparatus has a private key; rd%egnq.ihrég ctc?qll%a%faﬁ%gg;ﬁlo%e.oflsdgg: The

original data circulation nethod as claine . _Wherein said
sendi ng step i nBE@defPPaIRTHUHf 28BAdRHG TR rthparegreditield cate to said

second appar at ugn foanfh tiid d( par ty, 2 gegenkireatsy bey nehe €8kl At an
representing th?t sai d f.i rslt (ﬂ%?ar at ]u_g I S, aut.henti cat eéj @é one or a
plurality of thfFG%dre i t&GtEHe s d PRI PEOFARY RErtif£28ce correspondi ng
to a certiflifes of a third $aepy2208)sadhe metrhotb I upaher 200@ sdints amst ep

of storing or oQha nitNg, by 3 de §e6RBABRRAAL Ysar£ N { GoPBEL ¥y dmti on
corresponding to one or adé)l urality of third parties; 30 said first
aut henti cati on &PBFLAHHUKHYP a step of authenticating said first

apparatus by verifying thattsai 2204dnstThapparatusl i saah @hjoects taardxe m

aut henti cated in_.sai ifd pariyecerti-fi e and, t certifies of said
third party 35 ggr% |ef:ﬂ;tﬁé’bijg§i nc?udéé F"!rrll%? ir]%n air(??e%ﬁl?ngsglkgst ?l(i r'd party
informati o9 2.5 AR #poadn accredited information set T, in the

storing part 220b.

Step 2205) The control part 210b requests
to generate session information (s;, s,) to the
control part 230b in the tamper-proof device 280b.

25 The control part 230b generates the
session information (s,, s,) according to the
following procedure and sends it to the control part
210b.

(a) The control part 230b obtains a number r,

30 generated by the number generation part 260b in the
tamper-proof device 280b.

(b) The number r, is added to a number set Ry,
in the storing part 270b in the tamper-proof device
280b.

35 (c) The session information (s,, s,)=(H(PkUb),
ry, ) is generated. Here, PkUb is a verification key
held by the control part 210b.



-76 28. The original data circulation nethod 5 as clained in claim?27, said
nmet hod further conprising a step of storing or obtaining, by 3&9 MARSRIFPnd
apparatus, third party accredited information corresponding t aid tirst
information and one or a plurality of third parties; 10 said first

aut hentication step including: a step of affhenti cati ng said first
apparatus by verifying that said first apparatus is an object to be
authenticated in said thir ar rtificate and that a tifier of said
third party 15 certifi cat ééi?‘gpi%%i)ggedlr f AT F Phrk e ?i%i)aisc?r’t rd party
accredited infothat isessisal ditfiordapaohi €s,cos; psponthegctomtsad d Hartst

i nformati on and LN f ikd .t hi p y : ite
information . 26998 g’ﬁ)e(_tt%é?f&?%% éggthgglg?lrscu _({ac{j"l oﬁfrtrlre ﬁgg?ggna’sqicﬁ i fed in
claim 27, said HBERESF I heludt@HrPRi AGNE ¥idH JM&tRFHYOBr obt ai ni ng,

sai d second sappah@bima tiifir d( Har tyy, )accmadigesk i df 0§ Mbikak i1G¥ £5P0Fdi ng to
said first inf og ti,on and onf or 'Bl ui)ag tly Oafﬂé hird gartti.es; 30. said
first authenticaffor SO i HAUHPAGICE LPES G T nehe P CARtAG S A fi r st
appar at us by vesehyiimy tehatokemeekchpegeoff ocgaiat twhhichpdrey certtificate is
included in thigdipakti 65 Sxt1&act ¢d)f bemSaid d4H ree g@.éyeggg dited 35

information, said third parties corre%gondl ng to sai Irst information and
said second information. S%B 3AR720B3e3§° orRyFhaf 182t £ecidTul Bt on
met hod 5 asccl asppdana al dlawh’?alass (el hod thet ldargiivwl utdicgetatst ep of
conceal i ng, by id fir ratu aRtivyate Kevy a step of sending a
public key certlggi gé:taél%el:lg%&aeéi %%gt S?’ét\é&la prlt\t/a?ggﬁéy, sai d public key
certificate being a publiSkey 32083 dhgr apaxteqdeyP2BL WAPER dTsitgiat ure by
adt hi _r]gi part yb\/\hhﬁibgtﬂ—l{ﬁ:tcﬁcaﬁ%dvibésb seapazre&titts:aébis‘a_ ﬂﬁﬁw degaoaqigigep_ OL
identifying, by_.sald.secon ratus, t p I.c key said thir

party by veri fy‘lfﬁﬁméléiacf paulb‘?i%aggg %8%%% |rcrz§:te“e;""Lrllai"hccr1 al%t%go&e%stl&ri or
obt ai ni ng drfe ostaerping alaxty dTO0dash val ues; said first authentication step

including: 20 a step a i cati sai d f.i st appara by verifying
that said signature b;./jﬁél Enﬁ?@zi'd%ﬁ)?;@lg?i”g;kg)/t:?_nc_”ﬁded i nEZjZi d public key
certificate and by veri fyi"\’%‘”t1 haRdi Af ol gt iVGT ifeiRA b @R B¢ idspl Vilty a
uni di recti onal pupclkisan dfoted shat pabliint eteyumfedaandt hhed cpartnol s

i ncluded in sai S . ; T ROl ad a circulation nethod
as claimed in c?g?% ?é\@sg"fe% Iﬁgghgée?up?hgﬁﬁgnfﬁluﬁ%' a step of storing or
obt ai ni ng, Y said second BppatBPtie, faEEU g (r/ediMRRYF n¥ 6 F A&l 1330
correspondi ng tenhsai drfd risskéemf CHRY i, o, Andhopd @oraddpbmdést yooftniehird

parties; said firtst t hentj cation siep.including. s R 2Q03 tep of
aut henti cati ng g%?;ét :irgkt %]%)%grﬁét gcs) %;8/ \yé':%?]fs;%ldénﬂg}géf%a gsgrggggurﬂlgle %b%ar at us
is included in FAPEARR iR E0f7@8ponding to said first apparatus extracted

fromsaid first informati afitdy 2209) The control part 230a of the
25 tamper-proof device 280a obtains a token exchange
format e=(e,, e,, e,, e,, e;, e&,, e,, e,) by using S;..
which is included in the signature part 250a and
verification keys PkUa, PkAa, and a key certificate
(PkUa, S;,.(PkUa)) which is included in the control
30 part 210a of the user apparatus 200a. Each element
of e is shown below.
e, =H(m)
e,=C,
€3=85,
35 e,=S,
es= S (H(m) e, s, II's, )
e,= PkUa



5 using said user accredited information, 10 32. The original data
circulation nethod as clained in claim?25, said nmethod further i ?JW%H@@J a
step of storing or obtaining, by said second apparatus, user accredite

i nformation corresponding to one or a plurality of said first 15
apparatuses fromsaid first informati on and7said second i nformation; said
first authentication step including: a step of authenticating said first
apparatus by verifying that said source apparatus is 20 included in

i nformation on said®hirSexapphFPatuses extracted from said user accredited
information, said inrferprizon corresponding to said first information and
second information. 25 33._,An_original,.data circulation st for storing
or circulating original da% aeg\/n?g%bi)s ?(? (ﬁodﬁ%cffi?l?ﬁfnﬁsl%gn?dmes]a?toe§ystem
conprising: a fi(Hdm)appanatfiromhilte $et| Gdes fsendingparand vieor sendi ng
originalitydnformation, safgpopbghhalhly ddHardmt)epei Behuding, dd rst

i nformati on which corresponds_to an apparatus and second 35 information
which is data of9 A6 MR oReLtoPRESpEAding to the data; and a second

appar atus whi ch includes: st&p52bBR)2003 cthtislenpafyi pgoaradore
identifying a squr ap ai rigl [ ty.Lnf .Qn; irst
aut henti cation (r%éa%glef otfﬁgg%gin‘?%rggbgﬁ%t Océjtlai %r%@%%a‘%@g&ﬁ%&s&é%ﬁ is b5
val i d when said source appaf@Pudzig)alfbifetdrctiel; Pant al8bcsands e

ault he%i catlicpg E%@nﬁ:ﬂé)ra&?f@aﬂtéhgﬂn$@ir%a(¥iic?i nal {6 ythaf %@i&;ﬂﬂn ﬂt»ért’a! ijd
only when sai rce apparapus_and_an agpparat us corr gspondi sai

first informati I??Lé(?f lsn:iitg“%r 6?38FFP§°i°ra¢foéfer?ﬁ'ﬁ%n%§93'th§E§aﬁ€n%§4. The
original data cipaguil &I0n sggueatastol aitwer ithel| bokeB83inweerein said first

apparatus further includesspegns,hah eencealdNgG R PhAtvabgokeYe 'p??econd
apparatus further including 20 nmeans _for storing or obtaining a hash val ue

of said second &Pfdr s WPFBHLRSsReYeMUE TS SEhkFhted BY &s9Rd nfa

unidirecti aml Bunaitherntoi@apubhi pakey 2¢@y espphding veratid catiompl urality

of private keysy .39 25 5al gbLLst qut q%@ér%%@@d@ﬂ@i?zﬁ% saidkspeond

appar at us aut henticat’ing safd 'St apparatus by verityi
appar at us has apgﬁtvé&]é)gkeyscb?rtﬁﬁéﬁdioﬁg the sk e RaeRt#ari-se. 30 35. The
original data circul atigr systunps clainmed in claimp3, wherein said
sendi ng neans 35 incl udesE ngans for sending a third ggrty certificate to
sai d second apparatus, %aid"third party certificate ing a certificate

representi g t hat V(e lle,lle lle,, e)=1 (10)
Vee(eg, e,) =1 (11)
H(eg) €t (12)
Ve (t 1 tz) =1 (13)
e,= H(t;) (14)
25 The above formulas (8) and (9) mean

verification of validity of the session information.
According to the verification, fraud such as storing
a token exchange format in a user apparatus other
than the user apparatus 200b, reproducing a token by

30 reusing the token exchange format or the like is
prevented.

The formula (10) means verification for
the validity of the signer of the token exchange
format. According to this verification, tampering

35 of the token exchange format can be prevented.

The formula (l1ll1) means verification of the

key certificate of the signer. The formula (12)



Z 5 MAR 2003 -so said first apparatus is authenticated by one or a
plurality of third parties, and said third party certificate corr pmumpg
to a certifies of a third party; 5 said second apparatus incl udi nfgﬁmaans
for storing or obtaining third party information corresponding to one or a
plurality of third parties; and said first48dthenticati on neans 10
authenticating said first apparatus by verifying that said first apparatus
is an object to be authenticated in said third party certificate and that a
certifies of sam@anki V@Part§atreni thedt dhies sianemedfi fhenhkey parties in
said third partye#®iiffciteti onindQuded The to1d HoetedBtaaCiotidAtd o
system as cl ai rrgg in cl alc{n 35 V\:hfrel n_ _said second af’ﬁﬁﬁat zsl i.ncl udes neans
for storing or bBPaPNHFIHTITH DRFPYMAEH 8 t dd°S nf R Pon 130r ME&HORdi ng
to said first iwkodfeidadn amdobHnther valpldirtat idfy e 28cthedd eat ti es; sai d
first authenticali-an IRans, autheat FE2 s A4) Heahs2pRALRLNS oy el Tying

that said first apparatus I's an object to be authenticated in said third
party certificatBagzndhso sianen e&rthri ascoredidien thpfarpatidprcdrs i fheat e

is included in thhedaparitesi ssusdi 8t hined HKdy. acgeedirtigd g RHfpriwd i on)
said third parti Es corr espondi 9 to sgi d first. 'nf(ﬂrggt%oghan% bei n
extracted from &8Pd% Nisd ‘i?€ ABer &di t€d V85 5t Fonth® ZHRER 2003
-81 37. The origrrraf dapektiituy abfotiheystoamces «f athedtbher] @&xni8Hge

wherein saiig seggnRfar aRPA A 4BesNELUAES PRENS: F10E+S40pENGHQN 1Rt PI NG
third party accredited information corresponding to said_first information
and one or a plurality of YHRd*parYi d8e é’zﬁrﬂnﬂglr R3Ght RAAP SaliPSreans 10
aut henti cati ng sai g=tj,)stf rapparted usulbpeveseftyiRyg inhathea ceotihpepaaft sai d
third party cer%gibc.ate is included in third parties extracted fromsaid
third party accredited information, said third parties corresponding to

said first information and®&®P d23563edb8d GAfgiatPeRt 280b82addfe Ri-gi nal
data ci rCU!IEE: ngﬁyﬂ:eﬁhés seltaigpdd lrucé aéﬂbﬁ_ﬁngw/@arlfai e d fi rst]c
apparat us includes: neans for c a private key; neans. f or
sendi ng a public key certigftf%%tggggilahg‘ acs?%gtnra(%afur%af)§ %gggi \?aatel?e?/s, said
public key cert thecasoatmdhgearpuBlPe kdy tdfe swinnpti gamp liedyiam aghi ch a
signature by a tRier ¢hrRAIdYs Which trusts said first apparatus is provided;
sai d second apparat us i nclyudi ng ns for

said third party by verif Bﬁps%?‘igﬁg% iec cl?éV]%: e?$+$g;?go%gg(&pqu€§n§s$g¥ °
storing or 2dbt athiatg adrle fwrreupasr beilby cfrehasdt vafied; add 3Thesai d first
aut henti cati on gRaN% ;US| £21189 $Ried Jridtls SPPAT 2hHErBYpM&Id Tl gg that
said signature gﬁeuﬂdg%fgﬂ(¥£¥gl5goge%s notified of the
interruption. If the verification succeeds, the
control part 210a is notified of the normal
25 completion of the process.
e,= H(m) (15)
e, €1, (16)
The formulas (15) and (16) mean
verification that the sent token corresponds to the
30 subject digital ticket and was issued by a proper
issuer. According to the verification, it is
verified that the transferred ticket is wvalid.
When the issuer information is managed
data by data in the control part 210b, e, €I, (m) is
35 substituted for the formula (16).
(3) Consuming the digital ticket

The digital ticket consuming process from



2 5 MAR 2003 -82 included in said public key certificate and by verifying
that information generated by applying a unidirectional function to said
public key of said third party is included in said hash values. 5 39. The
original data circulation system 10 as clai,ged in claim 33, mhereim5$M&?m3
second apparatus includes neans for storing or obtaining user accredite

i nformation corresponding to said first information and one or a plurality

of third parti e%gy A b bé?htﬂ'é”l W Al SERscRU LAl sald

first apparatus at sai d source apparatus is
i nformation cor B&9pdhet n ?ocgﬁpécﬂﬁﬁﬂ AR HEWS &RPr ¥édtldd B¢ om said first

i nformati on by wsiskgissdd _2_16) uﬁgr f@qqrcfmiﬂ§d |nformat| on 25 40 The

original data circulation g m as cl ai ned cl ai r ah
second apparatus incl udes f &° §t5ﬁQﬂfQﬁed%?3F 3@5? Tt t ed

i nfornati on Tor cesomting poooﬂeSOﬁqmqﬁdmmgltq Qi sabddmmenteq@atn3uses
fromsaid 30 fiy, %ééﬁ@rﬁéﬁﬂleﬁd sgird &?&%‘Pgﬁf‘éorgﬁ%' %’bnn%?d&fé st

aut henti cati on freans aut ticatl n% sald first a par at us veriryl ng t hat
sai d source appaPRARLE®s | ARPuBRE SRS DN A YErE ﬁﬁﬂﬁr%ﬁ$%ratuses
extracted from 39osari usiee eotleditioad dapgPnfamais 0RY0Sakd niod (H®Eh ON

corresponding to said flfSé g f 3gqt|q%.lg%§@§g d%EPEOET%'ﬁ g NAR
a

2003 -83 5 41. An issuer apparafus |n an origlina &iredi ati on systen1
for storingl@®r dikgdiiakihgyceetgmnalo &ﬁJPQMﬁQWﬁQSfﬁp@Imeh¥ﬁ@rhﬁtlOn said

i ssuer appar at ug nGAid$i N8 tAkl gitdiiny da¥©rimgion generatlon means 10
for generating orlglnallty nfo on . whi ch includes fi.r 0 tion
corresponding to said i ssug Bgﬁéﬂ §Qﬁuf%ﬁ§%%% PﬁFBrﬁ&n r%ﬁﬁn€§pond|ng
to data or infothﬁiannxmmléspomdfwgmaindme@aLatqand 15geniegiatad tlyy

i nformation sendiRg BaNS-f 9F ReRHNO 182 £ PhEGANELI Thd @wmﬁ?%ar@ 42.
The i ssuer %gparatus as clainmed in clai'm4l, conprising: neans

conceal i ng prl e key; and neans for generating a hash value of said 25
i ssuer apparatus as said f&tep BobaNMEticorosarel hpahtvallve dendgener at ed

froma public k f d privatek b i A Ui gi pec a
function. 30 43%M*ﬁ 0§ssuér %ggaﬁgtﬁéea§Q: dﬁzpﬁ ?%?n1§ tt'J%grrprlsmg
means for gener dSSHPEBARP3EREHE 39Cor mati on by appl yi ng an uni directiona

35 function to said data. step 3304) The control part 310 generates
20 session information (s,, s,) according to the
following procedure.
(a) The control part 310 obtains a number r;
from the number generation part 330.
(b) The number r; is added to a number set R,
25 in the storing part 340.
(c) The session information (s,, s,)=(H(PKE),
r;) 1s generated. Here, PkE is a verification key
held by the control part 310.
Step 3305) The control part 310 sends the
30 session information (s,, s,) to the control part 210
of the user apparatus 200.
Step 3306) The control part 210 sends (s,,
s,) and a hash value H(m) of the digital ticket to
be consumed to the control part 230 of the tamper-
35 proof apparatus 280.
Step 3307) The control part 230 verifies
that following formulas are satisfied for C, which



Z 5 MAR 2003 -84 44. The issuer apparatus as claimed in claim43, wherein
said second information is an 5 identifier which identifies contgrgBAR f[]U?
network. 10 45. A user apparatus in an original data circulation systemtor
storing or circulating original data which is digital information, said
user apparatus conprising: originality i nfof frati on sendi ng nmeans for 15
sending originality information which incl udes first information
correspondi ng an_a ratus and seg i nfar correspondi ng to data or
i nformation corlr%sggﬁ ai rl-tq'he dg$§ln9dgﬁ fy| ng nmeans for identifying a
source 20 apparatus of cgl(b!ﬁ(rgbnabglﬁd nfornl7pn which is sent from an

apparatus; authenticati onygRanNSad®ri E‘%ﬁé”‘v@'r’l&fé’@h@ﬁ' ﬁa?ibg' g‘ﬂe' ty
|nfornat|on is valid when said _source ap 1Egaratus IS authenticate

sai d 25 appar atRECEBFFedfdid g’ L&i 4RFPrEPALHbART | bhear@ndaicd sour ce
apparatus i s theasaneioand sictifpedeansther fatidning. said ori gi nal ity

i nformati on when sai d aut ti n d m nes that_s riginality
information is 30 valid. g%% Cbacgllhe Eé%?fﬂgpp trla(@a{!t’)usmeaasn%I arfed a(%é‘log} m 45,
conpri sing nmeansh@br thel dckan sE Ombri gi haWhighi ﬁpﬁﬂfmtncmrﬂﬁ\h‘éfh shed user

appar at us sendsdfgiéal %15;14\4%&\209@ p&ﬁcéasuﬁ@dorlsglmrgat @nCItm%ul ation
system for stor| n circul ;5( frjﬁllql n%I dat a Wm%t; taI
i nfor mati on, sa“f‘H ngl RA* cbi*t i6APEY SR n%?Y%F 8{9n i ssuer
appar at us wbl ch includes regaars 33)@8 yefeeationg raxli giawat i 2§0i nbmtanmta an and
sending sai d or I i aicd or lity ZQ i nfornation
including fi rst{(gk?gr %{Fpéry%%iéﬁ%% ;én(gfo %gl gé"i ss%ergéppfgfa?%é and
second i nf or nat®oh RbrEespandisy Stlcgflfaﬁlhre afyBefigpparat U PR chSi ncl udes
_rre?ns for verifyhsgudald did yriod @§@Htﬁﬁea@|a&ft|at2fm dngavdrifieaEitgion! i ij
i nformati on and,_pean r or i sai t on ai
validity is ve(rj]f?yg §kszaIgd Pgé%:ol e%t%r}qeg arglgﬁﬁfl v% lgkﬁ?u ge \rﬁgg(ﬁf)for
verifying Val i dWhjchf aze mhéd%@paﬁatbg @pnz*ewsla@an@h glAal i Epch
information ands flghankr @EesSi Y LGRS Henopr.ocessi ng data corresponding to
sai d second i nfornmat |Igﬂql¥\/nen said validity is verified. 25 50. An original
data circul ati on s§st or storing or circulating original data which is
digital informatiosm,=said original data circulation 30 system conpri sing:
an issuer apparatug _L§1C| uding: first originality information generation
means for generati n§ originali ty information which includes first
i nformati okorresPon®i ng to said

e,= Sp(Hm) e, s, lI's,)

e,= PkU
e,= Sp,n (PkU)
e,= PkA
25 Step 3309) The control part 230 of the

tamper-proof device 280 deletes (H(m), c,) from C;
when s, 1is positive.
Step 3310) The control part 230 sends e to
the control part 210.
30 Step 3311) The control part 210 sends e to
the control part 310 of the collector apparatus 300.
Step 3312) The control part 310 verifies
that all formulas below are satisfied by using the
authentication part 320. If the verification fails,
35 the process 1s interrupted and the control part 210
of the user apparatus 200 is notified of the
interruption.



35 issuer apparatus and second information corresponding to data or

i nformati on corresponding to the data; and 2 5 MAR 2Q03 -85 %iégfnality
information. 5 47. A collector apparatus in an original data ci A& 20051
system for storing or circulating original data which is digital
information, said collector apparatus conpPising: 10 identifying neans for
identifying a source apparatus of originality information; authentication
means for authenticating_said source apparat?s; and data processing nmeans
for performng a 183%r628§§)corresponding to(d&i)d data or data
corresponding to sai& sgcond information whemmspi d aut hentication neans
determ nes that sajd originﬁlity inforqgfion %@§Ch is sent to said

col | ector apparatu et’1(531\) Pt .edoeﬂ’&es'}ﬁe col | or apparatus as clainmed in
25 claim47, said Wollect @ )apparatus furtherd2ddnprising means for storing
or obtaini ng issueﬁ(%n§gjgation; said data prgeessing neans performng a
process corresponding’fo said daia or data 30 corresponding to said second
i nfor mati on when s¥id Gut hEnt)i Gati on neans def@dnines that said originality
i nformation which kes=sBfAt,jo said collector &pparatus is valid and when

sai d i ssuer apparatus corr ongd] ind fir i r hop .S 35
included in said issuer in Sgﬁggég%zkgr~%§%ﬁhé]%%b3 ?rg?%grlgﬁ%aLity

i nformation sendPRgLAEaTst ddroserial #§isdi @Torihg il $EH0N nkBERETAIH:OTA- user
appar at us itncl USEBGr diinGtt®rige Nabt ¥ icaftalomt i Ofs@nshol asNeaity 110§
sendi ng originaligﬁ infornqlion ich in%budes irst., informti

f
correspondi ng t3 k& aﬁ%ﬁtﬁp%ﬁd 2888 kd |anﬁ%ﬁ#%kF%5r?Bgsgﬁgﬁﬁb to data

or informati on ebhegsfdradi nghe ocohdedapa; appastatiwendfPyi ngrreans: g

identifying a 10 sgwese @Pnﬁé@&yﬁﬁofch@,ait@_k@rd Gl dd e | BEORARL IN thd ch s
sent from an apparatuys; first aué entication neans for determning that
sai d originalitylfhf S5 OREF5e0al i d when said source apparatus is

aut henti catléd or when sai dr'li& fppanatus 200r mespondv el £ bcaaidnf iffost
 nformation andyaal ¢ QYR APPALALUS iR R oATR AR BkbAGTRANS f or

storing said originality ormati on en said first authenticatlon neans
det erm nes t hat £8aM@tor i JiFPFLyEnter FhdiSoy i Bdcael¢@: AAMPering

of the token exchange format can be prevented.
The formula (21) means verification of the
20 key certificate of the signer. The formula (22)
means verification that the signer of the key
certificate is included in the accredited objects in
the accredited information. The formula (23) means
verification of the validity of the accredited
25 information. The formula (24) means verification
that the signer of the accredited information is the
same as the issuer of the token. According to the
above verification, it is verified that the tamper-
proof capability of the source of the token exchange
30 format is assured by a party trusted by the issuer.
Step 3313) The control part 310 of the
collector apparatus 300 deletes e, (=r;) from R; in
the storing part 340.
Step 3314) The control part 310 verifies
35 that all formulas below are satisfied. If the
verification fails, the control part 210 of the user
apparatus 200 is notified of the process



a collector apparatus including: second identifying neans for qpmpmj ying a
source apparatus of originality information; second authenti I on neans
for 25 authenticating said source apparatus; and data processing neans for
perform ng a process corresponding to said data or data corresponding to
sai d second information when said second awhenti cati on nmeans determ nes
that said 30 originality information which is sent to said collector
apparatus is valid. 35 51. The original data circulation system as clai ned
in claim49, sailthteatteptbonappdfatise ver bf MARE26083 suBBeddn | her

conpri sing_means, a7 5endh RP3Bbi AL R ¥ ! PELTREOR Self from said
user apparatus to sald issuer apparatus; said iSsuer apparatus further
conprising: 5 nmf@Y@Iverifying that said originality information is
generated by said issuerg@pparatus; neans for verifying that said

originality infor matilo%gi S sent via Z@val id route; nmeans for verifying that

said data 1P correspgondirag to said s 8dd i nformati on has been processed by
sai d data processi ng neansThandomparisa s of 2 py oandi fg6a wedarss according to

sald data to said.CoH e6t2bnaRRANALYS dohB2todbR ALk AA a: 6! Lhl ation

systemas clainmed in claim49, said issuer_apparatus 20 further conprising
neans for addi n§UPiREDI @iAdHBdr tdCkedi PARAt %R Bs1ESURE DM G RREPBATt 0 sai d
originality infasmiéenn; Batdrdierg appaiteé usefuftibat ioanpritsing nmeans for

verifying said qountc) DoLARLI QR 25 Salf. OLL gELer sapRarAlS Furt her
conpri si ng eans For Veri ryrng -sai ‘count T nfornati on; ‘wherein sai d user
appar atus can use sai d dat #h&ai dhgsald uemnbefoshatiipds is3m&BBaIFhe

ori gi nal dat a cidractLg agi,o&a§¥sggmt:§é %sorpg@g,fregag@ gll_@i’me_A{QE I\/é/ﬂ&ﬁ?i Bsan
apparatus in said data cjirculation system sen ession i'nformation which
has uni queness isﬁlt’s,sg*fjdt‘djﬁ?é @PFC%Ihaﬁ if%’rFr% ?eﬂ?ﬁ'
{4) Presenting the digital ticket
15 Presentation of the digital ticket can be
realized by modifying the process of the ticket
consumption as follows.
- The control part 310 generates (s,,
s,)=(H(PkKE), -rg) in (c) of the step 3304.
20 - A formula -e,€ R, is substituted for the
formula (19) in the step 3312.
According to the above-mentioned
modification, since s, becomes negative, (H(m), c,)
is not deleted from C;, in step 3309. That is, it
25 becomes possible to verify that the user apparatus
has a valid digital ticket at the time of the
presentation while the wvalid digital ticket remains
in the user apparatus. Thus, the inspection of the
digital tickets becomes possible.
30 In the above descriptions (1)-(4), the
sent token exchange format is not explicitly stored.
On the other hand, storing the token exchange format
in the storing part 220 produces an effect. That is,
the user apparatus can send the history of the token
35 exchange format when sending m. As a result, it
becomes possible to identify a fraudulent apparatus
when fraud (double spending) is found. The fraud



2 5 MAR 2003 _89_ when said apparatus sends said originality information;
an apparatus of the sending side which sends said OriginMit?%Z$Bﬁﬁﬂﬂ i on
stores said 5 originality information and said session infor Y sai d
apparatus of the sending side; an apparatus of the receiving side sends
said session information to said apparatus-sg- the sendi ng side when
receiving said originality 10 information; and said apparatus of the
sending side deletes said originality information and said session

i nformati on whi slayarte stboedekampdied dppar atlis bémphe -pendifigiesviee 28 54.
The original datg yxgulagion system 20 as clained in claima49, said user
apparatus further conprising nmeans for generating said originality
information. 25 55. A conpbgér Redydaping neth udi 9L6Rng 18%6dr am code for

causing a conput er in an OTth6@&y@ﬁ&bﬁnd&m|ﬁét@ﬂnSYQEE@ﬁghﬁépre or
circulate 3 ong e% W$ Q;allnomm mg ut er
readabl e ne (éﬁﬁﬁé? PEt T8 ngﬁngrﬁﬁF 9 T%a RE in a
first apparatusisfsuest. prﬁgean1¢b@euﬁﬁuﬁrC©m@rpayng genddieng: gridge am code
means for sendipg 31%@66:9' ”ath)Sﬁ'drifn%fﬂPt 'z?nva§@éd595hg' @a'a tyed NEQRMRLI ON

including first _infornmation corresponds to an apparatus and second
information zP% MR 3003 tbe %ﬁﬁ@ﬁq:¥Qﬁu%@%rcPH%SFﬁﬁ@1@F(ﬁﬂ$@%ﬁ§ﬁélng
to the data; and & isgictoand pmogeamwmm eeesembing Gsuboadad inimgsecond

appar at us, id second program 3 ¢od %dg¥glu ng §§b§g S dentifying program
S

code neans for identifying a_sourCe appara orlglnallty
i nformation; ffireRurnam@nviéat Pen dessgidir@ode neans 10 for deternining

that said originally informati 98shervagghenssabd Sgh‘ﬁ:%%ram@éﬁ&&ésl S

aut henti cated; and Seco d aﬁahentlcatloqbﬁéfd£an1cgde neagﬁﬂg det er mi ni ng
that said origi FaBd%F i htof BEFEY PETls LA RS SoUFeR

appar atus and a@xgnﬁng@uﬁocmamegp@mmlﬁgmarsafdrfstpsﬂmQﬁqnnatlon of said

originalitydnf %{B&im@r3a£QemS%%r%%é%lJ§etsoeﬁut ¢l thfafap! € medi um
as claimed in claim5b5, Said first program code, neans further fonpr|5|ng

program code neddSor %%ﬁc@ﬁ?Fﬁ&%ﬂ?Q1ﬁﬂ§Q€W%tk89 P P

The process for returning the digital
ticket which is consumed or presented at the issuer
apparatus 300 will be describe.

20 Step 5501) The issuer apparatus 300 sends
the token exchange format e which is consumed or
presented to the issuer apparatus 100.

Step 5502) The control part 100 of the
issuer apparatus 100 verifies that a formula e,=

25 H(PkI) is satisfied in which e, is included in e.
When and if the verification fails, the issuer
apparatus is notified of the failure and the process
is interrupted. According to the verification, it
is verified that e corresponds to the digital ticket

30 which is issued by the issuer apparatus 100 itself.

Step 5503) The control part 110 verifies
that the formulas (20)-(22) are satisfied for e.
When the accredited information (t,, t,, t;) is
obtained via an unreliable route (for example, via

35 the issuer), the formulas (23) and (24) are also
verified. In this case, when verifying the formula
(24), PkI is substituted for t,. When the



sai d second program code neans further conprising program code nmeans for
storing or obtaining a hash value of said second apparatus whi ch 2HaMMR 208} ue
is generated by applying a 30 unidirectional function to a public key
corresponding to one or a plurality of private keys; said first

aut henti cati on program code neans i ncl udi ng4program code neans for
authenticating said first apparatus by verifying 35 that said first
apparatus has a private key corresponding to said hash val ue. Z 5 MAR
2003 -91 57. Theerafjpwiadriareatmble, netieuhsasicx dmpaeatna 80& mH5, said

sendi ng_progr am, Gode juranse el ughngnor adiARods gERRS far sending a

third party certificate to sald second apparatus,” said third party
certificate bei htgreamtiad catzécqerfléﬁﬂe%tql"ﬁg ‘f?\’-é’ff%‘éﬁﬁlpprrstltapip%r at us

is authenticat efdely farRa ahat pbuial ciycefldtdd drpardiesiiand said third
to a certifies of athird party; said

party certificate_correspondi
second progr5am Cog&Y, r}‘éﬁﬂsq‘ﬁ?%é? 15 i ncl udi ng program code neans for
storing or obtaining thirdipeptySPAdofimet icomtoork eppohdihg verdfeieas a

plurality of thifdPaild 8SmAdd- 52bdel b tabé.’ﬂ{'Lt ty£aki ons prggram code
means i ncl udi ng program code nmeans for 20 auth i catl ngssal d first

appar atus by veRSFWERE tHata%Ri Hh¥-FFisPa§§§arVH{th’sl‘ i 55 ahTBBfF&6 A the 1N
authenti cated iwhsahd et,his dipaltifederiin fd odien ampltsh@bsamaréi fies of said

third part;iocerklflﬁﬁ%dl%nﬂuggd |Q ?%‘g 'Pﬁe'{?aiﬁ |n Eirrg party 25

i nformation Feadab i'um as clarre ai'm 57,
sai d second proBPimstede heafkat néﬁudfﬁﬁ@ pricdrtarR & odee nbaAseftorl st ori ng or

obt ai ni ng t hi r dppailey 13£ i &eth 1 €&l £ Af ah@atﬂoorbcﬁps'd@m@ﬂl ng to said first
information and one or a 35 ﬁégr al |5§?¥’53 ird %al first

aut henti cati on program code I q‘hbe 18 088§ s $orFes2 5
MAR 2003 -92 authémt itdett isgposhind Parst 1gdpar aItﬁJse byas ebepi ngltdfafty sai d

first appanaf usgicpran ol e@ﬁetgtaﬁlﬁgt B%&tﬂ claetcﬁd the SRk dubhi ¢ RaFd Yus
certificate and that a certl |erag sai certificate ijs 5

ir
i ncl uded in thi P%d% i1t ed att hifed fﬁ%JtVeac%?‘idFlP%dpFﬁF&Sr?at}r%n said
third parties cantespordied. to said first information and being extracted

fromsaid third party accr§pér}ig gsb@&?g-mt 4 e110 éﬁovlﬁsacgm%t 18] I €adabl e

medi um as 15 clained in clai second qj}(_gr am code nmeans 1 ncl udi ng
program code medR§OFEHEG o9 n’@h%r THBENERFCh G 19H § L pht EehicdPediteed
informatiorccoriesp@idi ng to said first information and one or a plurality

of third parties; (6) Book of tickets

A book of tickets can be realized by
adding number information or time information to the
token of the token exchange format. The number

25 information is assumed to be the number of the
ticket.

Accordingly, when a plurality of digital
tickets issued by the same issuer and having the
same contents are issued, the digital tickets can be

30 treated properly and a plurality of same tokens can
be sent effectively.

Specifically, by modifying the above-
mentioned embodiments, the book of tickets can be
realized.

35 - Number information c, is added to the token.
- Number information e, is added to the token
exchange format.



20 said first authentication program code neans including program code
nmeans for authenticating said first apparatus by verifying that %giﬁggiaker
of said third party certificate is included in third parties extr 2603 o m
said third 25 party accredited information, said third parties
corresponding to said first information and3said second i nformation. 30 60.
The conputer readable nediumas clained in claim55, said first program
code neans including: 35 program code nmeans for concealing a private key;
and program code ﬁe%ﬁs?Qﬁ REAELAS &fp&ﬁﬁQFHQZtheNﬁRQQGQi-@%P&%@r
ge_rti ficat gl andEhesirfgﬂrade,maeobytacReit\sati% ke c 584 dd pabl iNCWK&%h cied ihfi gat e
eing a public key of .sai rivat ey to a signature by a thir
party which trugpﬁﬁﬁﬂ%ffQ?g?rggsgrgﬁﬁfqsgih%glded; 5 said second program
code neans i ncl udi-ngn prioyrenvcede wdartswdngfegehngf gongumiagpuitié c key of
said third party Ry oridyngt SalHeRUHE d&p CeIEYT beakge %r}sﬂeagfr%@m code
means for storing or 10 obtaining one or a plurality of hash val ues; said
first authenticafi HETHrUgiestn cbhe REAReT R uthhigd pPd§ramtdsdeeahe for
authenticating vai dfdrstenppayabusumedverd fapagisaed aisgmat ure by using
said public key Lngludsd ig 5.2l depubli e key certLbbeane and by veri fying
that information génerate By appl yinnga unidirtectiona anction to said
public key of s&ii@ittalk octpekey.i whenclidddd iverhf defathakalifes. tPeB1. The
conput er reagabkg rRErEA abn chakped 2o JRiIdRES, 35ard gecanrd OO Ay code-

means 25 incl udi r.qQgram code ans faqr. storing or obtaining yuser .
accredit ed infoitﬁ%t’fotﬂgecorw’ggﬁﬁna' ng?‘[eo%s]acfﬁ&etﬁrg? PREGFRES on T oh or a
plurality of thiirtd ipartemsfiedi thhitr &, juthedescati oncprogrnamicoadd i3th neans
i ncl udi ng progr%nlﬁ?ggrvg§g§ fytggg&g%qkﬂﬁg said first apparatus by

verifying that sai ur ce agpara STisincluded in information_
correspondi ng t o sANEH itke EPPERaCHSPARIUETIEF ofPsIPRmARY i Hr or mat i on
by using saisl userpccresl) t edeB522i00f amedteam 33082 5, MR 0081484 62. The

comput er 1 eadablg 4l n 254k a0 Joh 1 A0 62 £81 e ¥ g ag code

means 5 including program code neans oring or obtaining user
accredited infosmmﬂaﬁ1h@r¢e§p@ﬁdﬁhﬁtcﬁ&%ez&ﬁll%ﬂdﬁ@liﬁyobﬁ@iﬂQﬂiirst
appar atuses from-sairl di& sprboEesMtd At a1k St On §266AE Uiy MBfh O, sai d

first authenticati,on .progr.am co 10 _neans_ing¢l udi ng .oeans. for
aut henti cati ng g&%%%%%%?t%%pg?ggﬁsQ&f%hﬁ%%§$n§g5ﬁgﬁv§mé}sékﬁ%ezaégaratus
is includedqn ionf rrem i RO DN, s&HA™M)i.r s, apgariatisedebgtedctadnt rom sai d

user accreditedoniforpdd 0p, =saiid iforapié@n crreaseNding te(sdi,dffi rst
¢, ) in C, is updated to (H(m), c, . ¢, -n).
- When verifying the token exchange format in step
1111, step 2214 or step 3312, e, is added and
25 concatenated to the object to be verified in the
signature verification by e; (the formulas (3), (10)
and (20)) such that e,lle,lle,lle, lle, is obtained.
- In the process of issuing/transferring
the digital ticket, when storing the token in step
30 1113 or step 2216, if C, already includes a token (c,,

c, , C; ) in which e,=c, and e,=c, are satisfied, the
token (c,, ¢,, ¢; ) in C; is updated to (c,, ¢, , C; +
e,).

- In the process of consuming/returning
35 the digital ticket, the service or the value may be
provided a plurality of times according to e,.
(7) Retransmission control



15 information and second information. 20 63. A conputer readalalgsa gq
storing programcode for causing a conputer in an original data circulation
systemto store or circulate original data which is digital infornmation,

sai d conputer being used as an issuer apparatus, said 25 conputer readable
medi um conprising: originality informatior5@generati on program code neans
for generating originality information which includes first information
corresponding to said issuer apparatus and second information 30
correspondi ng to data or iPtertrakedn ceor resporiti dgsmotthd adtiate and

originality inf n I GROEs TERS S i
originality |nfgﬁggﬁqﬁ}§§ Péﬂgoeh%g&%g%03 95 64, O£ﬁélc§$§ﬁ%§f§%§dable

medi um as clalnﬁ&qq1Qﬂzﬂ9ﬁ%§enF&PPﬁérQﬁﬁﬁﬂq%ﬁﬁbloﬁreérémﬁﬁﬂﬁ?rﬁ%ﬁs for
conceal i ng a prievatomrkeyre@nd 5npragr &mldodei meanshéoproeraratisy ehéash
val ue of saig | sustamoaralys 83130 [deal 4 0f0r TBLLAG. Salh aspy yal ue
is generated froma pu eyo Sai d priva e

uni di rect i onal f@miﬂwwng]EE@%Gdmﬁésc@m@ﬂﬁﬂd¢®aﬁgb$@mﬁeéﬁmﬂﬁﬁ#mfihealned

in claim63, fuphhele UWFished BnOGEAMGAde, means for generating sal d
second i nformation by appl ylﬁgﬁan uni di_.rectiona func%ggn to said ta. 20

66. The conputer readable HF8§t6P$Iﬁﬁf§r}i?a?ﬁl FEHHES o™i si ng
program code neamkdhnexmhmgganfodmamlh(genﬁraiﬁddﬁntstegsEﬁbaxnntmps in

a network as,saig Coci“dstl oggpgion. 30 67. A conputer readable medium
storing programco e for srng a conmputer in an orlglnal data circul ation
systemto store or C|rcuIateTaﬁlﬁpﬁéFQ£nR?W%l%ho QrdP 4t MG iR Fratn®n,

said conputer beiong rsedh a6t almeebraprla)r ainhisch smldtS'EheommgtlafaJr eadabl e
T o ooy ey oLy 4. DA | 0 e A0IT 00, e T
i nformati on cor s€®3oridi MPIdaincappdedtien amd %%%Bn@liﬁﬂoﬁmmﬂ(ﬁﬂ18
corresponding t@rdaha g¥o+NiOhFBAI GRI&AdLSRONSESY 891khe data;
~ The control part 110, 210 deletes the token
exchange format corresponding to (s,, s,) after the
acknowledgment of receipt is received.

When carrying out retransmission, some

20 steps of the above-mentioned embodiment are modified
as shown below.

- When the session information is obtained
in step 1106, 2205 or 3304, the session information
is not newly generated. Instead, the session

25 information (s,, s,) stored in the storing part 220
or 340 is used.

- In step 1108, steps 2208-2210, and steps
3307-3309, if the control part 110 or 210 has e in
which (e3=sl)f7(e4=sz) is satisfied, e 1is not newly

30 generated and the retained e is used.
(8) Variations of issuing
Since the issue of the digital ticket can
be assumed to be ticket (token) generation and
transferring the ticket logically, the digital
35 ticket can be issued by using the ticket
transferring process described below for example.
The amount of processing necessary for the process



identifying program code neans for 5 identifying a source apparatus of said
originality information which is sent froman apparatus; authentication
program code neans for determning that said originality inforqpsmﬂﬁf

val i d when said source apparatus is authenticated or 10 when sald apparat us
corresponding to said first informati on anthsai d source apparatus is the
sane; and storing program code neans for storing said originality

i nformati on when said 15 authentication program code neans determn nes that
said originalityngreRsesi 88 compaLell WOtBsthehéickefutiyswmdabl e nmedi um

as clained in claidedds GEELRALSOMEY DB NOs PHOET *MC RS- eanst {9r del eting
said originality information whenéﬁgg user agganatus sends said

originality 25 iHHUTHREi 8h. t86 49 oA BF SFEAHShIIE AT int SPBLEHg
program code fortheaustingtaoconpet eridcketaniosudghgal data circul ati on system

to store or girculate origipal; ,dgja, W cl i§_gggltg§l\’}éargeor mation, said
conput er being used as a célleétor apparatus, sai conput er readabl e
medi um conpri si ng: identif}crOSIaS i cbde aBars mentifard fyragesssource
appar at us gf or itgiéw?&éfotiﬁatta_dW?;r?&%’sggaﬁ tﬁéo&mnorﬁxﬁﬁlhﬁgt LC?ti on
program code neans fo u nticating said source app us;. an ata
processi ng prog%%ﬁWﬁ)egﬁegﬁg ﬁ&nﬁ$iﬁn9%ﬁh1%5°alﬁr%&3@%%&HFZE%BH8FH9 to
said data or dattal@oztespendingg (tsd egai dl Setoaddi nfickedt itorvhearsang
authenticatign prOgram seds .”Egt{&galé‘e%eer{{féf‘fént B8k tS¥ath Yd gc%é‘ﬁké%e% The

information which Is sent to s ol l ector apparatus 1s va

conput er readabl?y mERfFEKERE FHec VAT GRt £PRI RFEFESSuRhe&t" € ohPr FERRY:
program code neawlfor storing or obtaining issuer information; said data

processi ng program code Means kgﬁﬁgﬂ%pg@gf@giﬁglgg@ﬁu%%%pﬁﬁfggyperforning a

20 process correspondi ng to sali dat a” cofrespondi 0" said second
i nformati on wherfeal HE haakentPédt.i dhpf B§ddm dotlel ks . def&r ni nes t hat

sa: ddori gi \rll\ﬁbi txae;sra&@iﬂaai @glwi,cfbyi Snmyiﬂgsahg_ eqldxast ois@]@pagat us is
R ormati on 8 MR | KPEaPd ROt nfBF mapToC 3B 1 RoBICE:
readabl e nmedi umist gk nghpr ogcamvdode §iote caaBi hg coviifutests in an ori gi nal
data circulation system1to.Su@ sy Cihsh Bahis0iindl1 A ¥k Chel
digital informtlon, $2id.3RBRMULS! $2080LE MIMGYRI SLN%y the
20 issuer when the accredited information generation

part 150 generates the accredited information in

step 1103.

- e,= Sp (PkI) and ez= PkI are used when
the token exchange format e is generated in step

25 1108.

- The formulas (8)-(14) are used instead
of the formulas (1)-(4) when the token exchange
format e is verified in step 1111. U is substituted
for Ub.

30 (8-2) Issuing the digital ticket by a user
apparatus

As mentioned below, the user apparatus can
issue the digital ticket by having a capability of
generating a token issued by the user apparatus.

35 The process will be described in the
following. In the description, it is assumed that
data m 1s already generated.



i ssuer program code neans which is | oaded in an issuer apparatus, said

i ssuer program code 2 5 MAR 1003 -98 neans including: ffirst o?istgw h}ty
i nformati on generation program code neans for generating origi naki 0

i nformation which includes first information 5 corresponding to said issuer
appar atus and second i nformation correspondfng to data or information
corresponding to the data; and first originality information sending

program code nmeans for sending said originality 10 information; user
program code neans whi ch is Tfadeen R4 géeit rREQEIAeSi 8 HSSD program
code nmeans i nclvwding: Hi(m)StoOrdgtaani wiichf oraid ros@ndtogthe program code

means for sendi originali i r i i i hcl.udes, first information
correspondi ng t@ggﬁtgppgfiaci%éslt a%gsggénggic\#%#%a é|1ocﬁb{1:%?1t;e pondi ng to data
or information tBfPEdpondHAGkPe)t he . dE(EKAR0 }f ftior sthe deen tfglngaprtogr am
code neans fsor hggntifying a source apparatus of said originality

information which is sent from an aggarat us; first authentication program
code means for determining tT SAPHTSL §AFH 43P iFFOF¢at (BAM)s 25 valid
when sai d source(Rrpanatius titse asit benhycated @7oven s&igdgappar at us

correspondi ng tge]gi\ichfaitrisotn idgg%gg{]i on and said source apparatus are the
sane; and storing program code ans for storing 30 said originality

information when said firdsthawdrhtpitaPrst pPidyragneorieeselirs det er mi nes

that said aqui i 82l f fiypkaf or Mty epxhs) VRl i df mamkG9h| @4t ofs LI RE code
means which is Io’é\de(% Lh a col Idgi{)or apparatus, said collector 35 program
code means incl B4PRGTEE AR | ffying program code neans for identifying

a source apparatus of origindfieyconrlMERIZ0E3 0 e twfosmati ont, second

aut henti cati on progsRiy) cede tiRARS 1o RUSALRL bEBLT NG n3Ai L SOME CepapRar at us;
and data processing roo%rsg code rreanf for 5 performn ajégr ocess

correspondi ng t618af fiddtea Cof rt8pbREi F¢ A0 hi c®Af -i nf or mati on

when sai d d&condfastrhematcatilon @ioftain cddd&eteans determ nes that said

%i %iS”a' Ity information whhgh 15,580heh?198eh GUAREIOL 8PPRERLYS g Val 1 d.

the tickets, the book of the tickets, retransmission
control, and variations of issuing can be applied to
the first embodiment.
20 Each element of the issuer apparatus 100,
the user apparatus 200 or the collector apparatus
300 can be constructed by a program. The program
can be stored in a disk unit connected to a computer
which may be used as the issuer apparatus, the user
25 apparatus or the collector apparatus. The program
can be also stored in a transportable computer
readable medium such as a floppy disk, a CD-ROM or
the 1like. The program may be installed from the
computer readable medium to a computer such that the
30 present invention is realized by the computer.
Fig.21 is a block diagram showing a
hardware configuration of such a computer. As shown
in Fig.21l, the computer system includes a CPU 500 by
which a process of a program is executed, a memory
35 501 for temporarily storing data and a program, an
external storage unit 502 for storing data and a
program to be loaded into the memory 501, a display
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refuse to display or playback data other than the
data with the token.

15 The present invention is not limited to
the specifically disclosed embodiments, and
variations and modifications may be made without
departing from the scope of the invention.
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1. An original data circulation system for

storing or circulating original data which 1is
digital information, said system comprising:
an apparatus including: means for
10 generating first information corresponding to an
issuer apparatus for issuing data; means for sending
said first information; and means for sending second
information corresponding to said data; and
an apparatus including: means for
15 verifying validity of said first information which
is received; means for verifying that an issuing
apparatus corresponding to valid first information
is valid; and means for determining that data
corresponding to said second information is wvalid
20 when said issuer apparatus is wvalid.

25 2. An original data circulation method in
an original data circulation system for storing or
circulating original data which is digital
information, said method comprising the steps of:

generating first information corresponding

30 to an issuer apparatus for issuing data;

sending said first information;
sending second information corresponding
to said data;:
verifying validity of said first
35 information which is received;
verifying that an issuing apparatus
corresponding to valid first information is valid;:
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tamper-proof device; and

preventing reproduction of said digital
information.
10

6. A data storing system for storing
15 digital information which has a value, comprising:
an issuer apparatus for generating first
information which is digital information with a
signature and generating second information which is
a manifest corresponding to said digital
20 information; and
a user apparatus for verifying the
identity of said issuer apparatus by using said
first information and said second information; and
preventing reproduction of said digital
25 information.

30 7. The data storing system as claimed in
claim 6, saild user apparatus further comprising
means for obtaining a verification key issued by a
server which is stringently managed concerning issue
of digital information;

35 said data storing system further
comprising a collector apparatus including:

means for generating session information
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session information.

5
8. The data storing system as claimed in
claim 6, said user apparatus further comprising:

10 means for verifying the identity of said
issuer apparatus by storing said second information
in a tamper-proof device; and

preventing reproduction of said digital
information.

15

9. A user apparatus for using digital

20 information in a data storing system £
digital information which has a wvalue,

or storing
comprising:

first storing means for storing and

extracting digital information with a

second storing means for sto

25 extracting a manifest corresponding to
information;

signature;
ring and
digital

first authentication means for verifying

that said manifest is valid; and

first control means for storing said

30 manifest in said second storing means

only when said

first authentication means verifies that said

manifest is wvalid.

35

10. The user apparatus as claimed in claim
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5

11. The user apparatus as claimed in claim
9, said first authentication means including:

10 means for determining whether said digital
information stored in said first storing means is
valid by verifying that said manifest corresponding
to said information is stored in said second storing
means; and

15 means for determining that said digital
information is valid only when said manifest is
stored in said second storing means and determining
that said digital information is invalid when said
manifest is not stored in said second storing means.

20

12. The user apparatus as claimed in claim
25 9, further comprising:
signature means for providing a signature
to digital information;
second authentication means for verifying
that the signer of said manifest is included in
30 accredited objects and for verifying that the signer
0of accredited information and the signer of said
digital information are the same; and second control
means,
said second control means including:
35 means for extracting said manifest from
said second storing means when said user apparatus
moves said manifest from said second storing means
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means for verifying that the signer of
said manifest is trusted by the signer of said
digital information by using said second
authentication means; and
10 means for storing said manifest to said
another storing means only when the verification

succeeds.

15

13. The user apparatus as claimed in claim
9, further comprising:
sessjion information generation means for
20 generating session information which has uniqueness
in said data storing system;
sald session information including a
verification key of said user apparatus and a serial
number, being stored in said user apparatus, and
25 sent to a sending party of said manifest;
wherein said user apparatus receives said
manifest and said session information from said
sending party and verifies that validity of received
session information by using stored session
30 information such that said user apparatus prevents
reproduction of said manifest.

35
14. An issuer apparatus for issuing
digital information in a data storing system for
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accredited information generation means
for generating accredited information which includes
5 a set of information representing an accredited
object trusted by the signer of said digital
information;
signature means for providing a signature
to said digital information and to said accredited
io0 information;
manifest generation means for generating
said manifest;
means for sending said digital information
and said accredited information to a user apparatus;
15 means for receiving sessijion information
which includes a verification key of said user
apparatus and a serial number; and
means for sending information including
said manifest and said session information by using
20 a verification key and a signature function of said

issuer apparatus.

25
15. A collector apparatus for exercising a
right of digital information in a data storing
system for storing digital information which has a
value, said collector apparatus comprising:
30 means for receiving digital information

with a signature of the issuer and accredited
information with said signature from a user
apparatus;
means for generating session information
35 which has uniqueness in said data storing system and
sending said session information to said user
apparatus;
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0 user apparatus; and

means for verifying that said session
5 information, said manifest and said accredited
information are wvalid.

10
16. A data storing system for storing
digital information which has a value, said data
storing system comprising:
a user apparatus for using digital
15 information;
an issuer apparatus for issuing digital
information; and
a collector apparatus for exercising a
right of digital information;
20 said user apparatus including:
first storing means for storing and
extracting digital information with a signature;
second storing means for storing and
extracting a manifest corresponding to digital
25 information;
first authentication means for verifying
that said manifest is valid; and
first control means for storing said
manifest in said second storing means only when said
30 first authentication means verifies that said
manifest is valid;
said issuer apparatus including:
accredited information generation means
for generating accredited information which includes
35 a set of information representing an accredited
object trusted by the signer of said digital
information;
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manifest generation means for generating
5 said manifest;
means for sending said digital information
and said accredited information to a user apparatus;
means for receiving session information
which includes a verification key of said user
10 apparatus and a serial number; and
means for sending information including
said manifest and said session information by using
a verification key and a signature function of said
issuer apparatus;

15 said collector apparatus including:

means for receiving digital information
with a signature of the issuer and accredited
information with said signature from a user
apparatus;

20 means for generating session information
which has uniqueness in said data storing system and
sending said session information to said user
apparatus;

means for receiving information including

25 said manifest and said session information from said

user apparatus; and

means for verifying that said session
information, said manifest and said accredited
information are valid.

30

17. A computer readable medium storing
35 program code for causing a computer to store digital
information which has a value, said computer being
used as an issuer apparatus in a data storing system,
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signature; and
5 program code means for generating second
information, said second information being a
manifest corresponding to said digital information.

10

18. A computer readable medium storing
program code for causing a computer to store digital
information which has a value, said computer being

15 used as a user apparatus in a data storing system,
said computer readable medium comprising:

program code means for verifying identity
of an issuer apparatus by using first
information and second information; and

20 preventing reproduction of said digital
information.

25
19. The computer readable medium as
claimed in claim 18, comprising:
program code means for obtaining a
verification key issued by a server which is
30 stringently managed concerning issue of digital
information;
program code means for generating session
information from said verification key; and
program code means for verifying wvalidity
35 of said session information.
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information Wthh has a value, said computer being
used as a user apparatus in a data storing system,
said computer readable medium comprising:

first storing program code means for
storing digital information with a signature in a
10 first storing means and extracting said digital
information with a signature;
second storing program code means for
storing a manifest corresponding to digital
information in a second storing means and extracting
15 said manifest corresponding to digital information; and
first authentication program code means

for verifying that said manifest is wvalid.

20

21. The computer readable medium as
25 claimed in claim 20, said first authentication
program code means comprising:
program code means for determining whether
said digital information stored in said first
storing means is valid by verifying that said
30 manifest corresponding to said information is stored
in sald second storing means; and
program code means for determining that
said digital information is valid only when said
manifest is stored in said second storing means and
35 determining that said digital information is invalid
when said manifest 1is not stored in said second
storing means.
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22. The computer readable medium as
claimed in claim 20, comprising:

signature program code means for providing
a signature to digital information;

second authentication program code means
for verifying that the signer of said manifest is
included in accredited objects and for verifying
that the signer of accredited information and the
signer of said digital information;

program code means for extracting said
manifest when said user apparatus moves said
manifest;

program code means for providing a
signature to said manifest by using said signature
program code means;

program code means for deleting said
manifest from said second storing means;

program code means for verifying that the
signer of said manifest is trusted by the signer of
sald digital information by using said second
authentication program code means; and

program code means for moving said
manifest only when the verification succeeds.

23. A computer readable medium storing
program code for causing a computer to store digital
information which has a value, said computer being
used as an issuer apparatus in a data storing system,
said computer readable medium comprising:

accredited information generation program
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code means for generating accredited information
which includes a set of information representing
accredited object trusted by the signer of said
digital information;

5 signature program code means for providing
a signature to said digital information and to said
accredited information;

manifest generation program code means for
generating said manifest;

10 program code means for sending said
digital information and said accredited information
to a user apparatus;

program code means for receiving session
information which includes a verification key of

15 said user apparatus and a serial number; and

program code means for sending information
including said manifest and said session information
by using a verification key and a signature function
of said issuer apparatus.

20

24. A computer readable medium storing
25 program code for causing a computer to store digital
information which has a value, said computer being
used as a collector apparatus in a data storing
system, said computer readable medium comprising:
program code means for receiving digital
30 information with a signature of the issuer and
accredited information with said signature from a
user apparatus;
program code means for generating session
information which has uniqueness in said data
35 storing system and sending said session information
to said user apparatus;
program code means for receiving
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program code means for verifying that said

session information, said manifest and said

5 accredited information are wvalid.

10 25. An original data circulation method in
an original data circulation system for storing or
circulating original data which is digital
information, said method comprising:

a sending step of sending, by a first

15 apparatus, originality information, said originality
information including first information which
corresponds to an apparatus and second information
which is data or information corresponding to the
data; and

20 an identifying step of identifying, by a
second apparatus, a source apparatus of said
originality information;

a first authentication step of determining
that said originally information is valid when said

25 source apparatus is authenticated; and

a second authentication step of
determining that said originality information is
valid only when said source apparatus and an
apparatus corresponding to said first information of

30 said originality information are the same.

35 26. The original data circulation method
as claimed in claim 25, said method further
comprising:
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a unldlrec ional function to a publlc key
corresponding to one or a plurality of private keys;
saild first authentication step including:
a step of authenticating said first
10 apparatus by verifying that said first apparatus has
a private key corresponding to said hash wvalue.

15

27. The original data circulation method
as claimed in claim 25, wherein said sending step
includes a step of sending a third party certificate
to said second apparatus, said third party

20 certificate being a certificate representing that
said first apparatus is authenticated by one or a
plurality of third parties, and said third party
certificate corresponding to a certifier of a third
party:

25 said method further including:

a step of storing or obtaining, by said
second apparatus, third party information
corresponding to one or a plurality of third
parties;

30 said first authentication step including:

a step of authenticating said first
apparatus by verifying that said first apparatus is
an object to be authenticated in said third party
certificate and that a certifier of said third party

35 certificate is included in third parties in said
third party information.
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correspondlng to sald first information and one or a

plurality of third parties:

10 sald first authentication step including:

a step of authenticating said first

apparatus by verifying that said first apparatus is
an object to be authenticated in said third party
certificate and that a certifier of said third party

15 certificate is included in third parties in said
third party accredited information, said third
parties corresponding to said first information and
being extracted from said third party accredited
information.

20

29. The original data circulation method
25 as claimed in claim 27, said method further
comprising a step of storing or obtaining, said
second apparatus, third party accredited information
corresponding to said first information and one or a
plurality of third parties;
30 said first authentication step including:
a step of authenticating said first
apparatus by verifying that a certifier of said
third party certificate is included in third parties
extracted from said third party accredited
35 information, said third parties corresponding to
said first information and said second information.
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30. The original data circulation method

5 as claimed in claim 25, said method further
including:
a step of concealing, by said first
apparatus, a private Xkey; and
a step of sending a public key certificate
10 and a signature by a private key, said public key
certificate being a public key of said private key
to which a signature by a third party which trusts
said first apparatus is provided;
a step of identifying, by said second
15 apparatus, the public key of said third party by
verifying said public key certificate; and
a step of storing or obtaining one or a
plurality of hash values:
said first authentication step including:
20 a step of authenticating said first
apparatus by verifying that said signature by using
said public key included in said public key
certificate and by verifying that information
generated by applying a unidirectional function to
25 said public key of said third party is included in
said hash values.

30
31. The original data circulation method
as claimed in claim 25, said method further
including a step of storing or obtaining, by said
second apparatus, user accredited information
35 corresponding to said first information and one or a
plurality of third parties;
sald first authentication step including:
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5 using said user accredited information.

10 32. The original data circulation method
as claimed in claim 25, said method further
including a step of storing or obtaining, by said
second apparatus, user accredited information
corresponding to one or a plurality of said first

15 apparatuses from said first information and said
second information;

said first authentication step including:
a step of authenticating said first
apparatus by verifying that said source apparatus is

20 included in information on saild first apparatuses
extracted from said user accredited information,
said information corresponding to said first
information and second information.

25

33. An original data circulation system

for storing or circulating original data which is
30 digital information, said system comprising:

a first apparatus which includes sending
means for sending originality information, said
originality information including first information
which corresponds to an apparatus and second

35 information which is data or information
corresponding to the data; and

a second apparatus which includes:
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and
a second authentication means for
determining said originality information is wvalid
only when said source apparatus and an apparatus
10 corresponding to said first information of said
originality information are the same.

15
34. The original data circulation system
as claimed in claim 33, wherein said first apparatus
further includes means for concealing a private key:
said second apparatus further including
20 means for storing or obtaining a hash value of said
second apparatus which hash value is generated by
applying a unidirectional function to a public key
corresponding to one or a plurality of private keys:
and
25 said first authentication means of said
second apparatus authenticating said first apparatus
by verifying that said first apparatus has a private
key corresponding to said hash value.

30

35. The original data circulation system
as claimed in claim 33, wherein said sending means
35 includes means for sending a third party certificate
to said second apparatus, said third party
certificate being a certificate representing that
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party;

5 said second apparatus including means for

storing or obtaining third party information
corresponding to one or a plurality of third
parties; and
said first authentication means

10 authenticating said first apparatus by verifying
that said first apparatus is an object to be
authenticated in said third party certificate and
that a certifier of said third party certificate is
included in third parties in said third party

15 information.

20 36. The original data circulation system
as claimed in claim 35, wherein said second
apparatus includes meaAns for storing or obtaining
third party accredited information corresponding to
said first information and one or a plurality of

25 third parties;

said first authentication means
authenticating said first apparatus by verifying
that said first apparatus is an object to be
authenticated in said third party certificate and

30 that a certifier of said third party certificate 1is
included in third parties in said third party
accredited information, said third parties
corresponding to said first information and being
extracted from said third party accredited

35 information.



e M10% & ()- 1M 10%& ()-!" - 10% ()-F Y - 109%A & ()-F T - 10%

& ()-F T - 10%& ()-F $8"KLZYB+410 Y @M 10%& ()-Y | " @M 10%s €)X pok
S@M10% & ()-Y “# 10% & ()-- | # 100& ()--1° M 10% ()- LM\ } bhd78R\I005
s10% & ()-° Y 10% & ()-s Y 10%& ()-s° S10% & ()- , & 10% & () -

11010' {Z9A410 ] ° “I109& ()-9& ! 109& ()r89& " 10%/& ()-3 ] ° 109%& ()-3

Yi® 10%& ()-3 Y

37. The original data circulation system
as claimed in claim 35, wherein said second
5 apparatus includes means for storing or obtaining
third party accredited information corresponding to
said first information and one or a plurality of
third parties;
said first authentication means
10 authenticating said first apparatus by verifying
that a certifier of said third party certificate is
included in third parties extracted from said third
party accredited information, said third parties
corresponding to said first information and said
15 second information.

20 38. The original data circulation system
as claimed in claim 33, wherein said first apparatus
includes:

means for concealing a private key; and
means for sending a public key certificate

25 and a signature by a private key, said public key
certificate being a public key of said private key
to which a signature by a third party which trusts
said first apparatus is provided;

said second apparatus including:

30 means for identifying the public key of
said third party by verifying said public key
certificate; and

means for storing or obtaining one or a
plurality of hash values; and

35 said first authentication means
authenticating said first apparatus by verifying
that said signature by using said public key
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third party is included in said hash values.

39. The original data circulation system
as claimed in claim 33, wherein said second
apparatus includes means for storing or obtaining
user accredited information corresponding to said
first information and one or a plurality of third
parties;

said first authentication means
authenticating said first apparatus by verifying
that said source apparatus is included in
information corresponding to said first apparatus
extracted from said first information by using said
usér accredited information.

40. The original data circulation system
as claimed in claim 33, wherein said second
apparatus includes means for storing or obtaining
user accredited information corresponding to one or
a plurality of said first apparatuses from said
first information and said second information:

said first authentication means
authenticating said first apparatus by verifying
that said source apparatus is included in

1109 ()-9 ° " 1109%& ()-9-./=BbA410 |10%&'() 3@0%

AR 2063

%1.0%

vU410
id

information on said first apparatuses extracted from

sald user accredited information, said information
corresponding to said first information and second
information.



"M109%8| S& ()- "M10% & ()- O "M10%I1& ()- RM10% L& ()- O M 10%

1& ()- _2P|[:vU410 E t +M 109@?& ()-X J +M 10%OnD& ()- X ) 10% &2(5)MAR 1003.0%
& ()- "M10% & ()- ] ~MI10%WA& ()- PrvU410 “f 109%& ()- f 10% & ()- ,10%
& ()- $y10% & ()- 10 10 10 “+M 10% & ()-XUx|[:vU410 ] VM 10%&' ()-# g

VM 10%&' ()-# nl0% & ()- YM10% & ()- b M-B® ()- S10% & ()-}.J|[:-410 q
d'vM 10%&' ()-# q VM 109%& ()-# VM 10% & ()-# g VM 109%&' ()-#

VM 10%& ()-# g " VM 10%& () -#6pbA410 q O *,s!10% \& ()- W, s!10%ld& () -
O,s!10% \& ()- Ff10% & ()- %40% & ()- 1010P@|[:A410 Y "s' " 110%f& ()-

s 110% & ()- T

5 41. An issuer apparatus in an original
data circulation system for storing or circulating
original data which is digital information, said
issuer apparatus comprising:

originality information generation means
10 for generating originality information which
includes first information corresponding to said
issuer apparatus and second information
corresponding to data or information corresponding
to the data:; and
15 originality information sending means for
sending said originality information.

20
42. The issuer apparatus as claimed in
claim 41, comprising:
means for concealing a private key:; and
means for generating a hash value of said
25 issuer apparatus as said first information, said
hash value is generated from a public key of said
private key by applying a unidirectional function.

30

43. The issuer apparatus as claimed in
claim 41, comprising means for generating said
second information by applying an unidirectional

35 function to said data.
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44, The issuer apparatus as claimed in

claim 43, wherein said second information is an
5 identifier which identifies contents in a network.

10 45. A user apparatus in an original data
circulation system for storing or circulating
original data which is digital information, said
user apparatus comprising:

originality information sending means for

15 sending originality information which includes first
information corresponding an apparatus and second
information corresponding to data or information
corresponding to the data;

identifying means for identifying a source

20 apparatus of said originality information which is

sent from an apparatus;

authentication means for determining that
said originality information is valid when said
source apparatus is authenticated or when said

25 apparatus corresponding to said first information
and said source apparatus 1is the same; and

storing means for storing said originality
information when said authentication means
determines that said originality information is

30 wvalid.

35 46. The user apparatus as claimed in claim
45, comprising means for deleting said originality
information when said user apparatus sends said
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for storing or circulating original data which is
5 digital information, said original data circulation
system comprising:
an issuer apparatus which includes means
for generating originality information and sending
said originality information, said originality
10 information including first information
corresponding to sald issuer apparatus and second
information corresponding to data;
a user apparatus which includes means for
verifying validity of a source apparatus of said
15 originality information and means for storing said
originality information when said wvalidity is
verified; and
a collector apparatus which includes means
for verifying validity of an source apparatus of
20 sajid originality information and data processing
means for processing data corresponding to said

second information when said validity is verified.

25

50. An original data circulation system
for storing or circulating original data which is
digital information, said original data circulation

30 system comprising:

an issuer apparatus including:

first originality information generation
means for generating originality information which
includes first information corresponding to said

35 issuer apparatus and second information
corresponding to data or information corresponding
to the data; and
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5
47. A collector apparatus in an original
data circulation system for storing or circulating
original data which is digital information, said
collector apparatus comprising:
10 identifying means for identifying a source

apparatus of originality information;
authentication means for authenticating
said source apparatus; and
data processing means for performing a
15 process corresponding to said data or data
corresponding to said second information when said
authentication means determines that said
originality information which is sent to said
collector apparatus is valid.
20

48. The collector apparatus as claimed in
25 claim 47, said collector apparatus further
comprising means for storing or obtaining issuer
information;
said data processing means performing a
process corresponding to said data or data
30 corresponding to said second information when said
authentication means determines that said
originality information which is sent to said
collector apparatus is valid and when said issuer
apparatus corresponding to said first information is
35 included in said issuer information.



R [: NA41010 ]
S 10% & ()-°

fM10% & ()-Mg [ fM10% ()-M] “fM10%: ()-Mq5MAMA() -
@10% & ()- |[:NA41010 g °°, 10%& ()- T °, 109 k! (“?A s
10% ()- g,

109 ()- ( 109 & ()- b " fM 109%& ()- MABCDV6VU410 S

109& ()- S 109 ()- S 10% & ()- 310% & () - 10yy10yylOyy 2, 10%yé& () -
6c[[:v410 ONn( 110%& ()- "1 110%& ()-2z874 110% & ()-z 10% & ()- J
0°310%—~& ()-MJ 310% ~& ()-MfWKYZgl vU410 @0% & ()- 9%40% & ()-Y10 10 10
] j7L3110%& ()-> Y L3 110%& ()-° S/ 10% & ()-|

10

15

20

25

30

35

first originality information sending
means for sending said originality information;

a user apparatus including:

first originality information sending
means for sending originality information which
includes first information corresponding to an
apparatus and second information corresponding to
data or information corresponding to the data;

first identifying means for identifying a
source apparatus of said originality information
which is sent from an apparatus;

first authentication means for determining
that said originality information is valid when said
source apparatus is authenticated or when said
apparatus corresponding to said first information
and said source apparatus is the same; and

storing means for storing said originality
information when said first authentication means
determines that said originality information is
valid; and

a collector apparatus including:

second identifying means for identifying a
source apparatus of originality information;

second authentication means for
authenticating said source apparatus; and

data processing means for performing a
process corresponding to said data or data
corresponding to said second information when said
second authentication means determines that said
originality information which is sent to said
collector apparatus is valid.

51. The original data circulation system
as claimed in claim 49, said collector apparatus
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further comprising means for sending said
originality information sent from said user
apparatus to said issuer apparatus;
said issuer apparatus further comprising:
5 means for verifying that said originality
information is generated by said issuer apparatus;
means for verifying that said originality
information is sent via a valid route;
means for verifying that said data
10 corresponding to said second information has been
processed by said data processing means; and
means for providing a value according to
said data to said collector apparatus.

15

52. The original data circulation system
as claimed in claim 49, said issuer apparatus

20 further comprising means for adding a usable number
of said data as count information to said
originality information:

sald user apparatus further comprising
means for verifying said count information;

25 said collector apparatus further
comprising means for verifying said count
information;

wherein said user apparatus can use said
data said usable number of times.

30

53. The original data circulation system
35 as claimed in claim 49, wherein an apparatus in said
data circulation system sends session information
which has uniqueness in said data circulation system
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an apparatus of the sending side which
sends said originality information stores said
5 originality information and said session information
in said apparatus of the sending side;
an apparatus of the receiving side sends
said session information to said apparatus of the
sending side when receiving said originality
10 information; and
said apparatus of the sending side deletes
said originality information and said session
information which are stored in said apparatus of
the sending side.
15

54. The original data circulation system
20 as claimed in claim 49, said user apparatus further
comprising means for generating said originality
information.

25

55. A computer readable medium storing
program code for causing a computer in an original
data circulation system to store or circulate

30 original data which is digital information, said
computer readable medium comprising:

first program code means which is loaded
in a first apparatus, first program code means
comprising sending program code means for sending

35 originality information, said originality
information including first information which

corresponds to an apparatus and second information
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data; and
a second program code means which is
loaded in a second apparatus, said second program
5 code means comprising:
identifying program code means for
identifying a source apparatus of said originality
information;
first authentication program code means
10 for determining that said originally information is
valid when said source apparatus is authenticated;
and
second authentication program code means
for determining that said originality information is
15 valid only when said source apparatus and an
apparatus corresponding to said first information of

said originality information are the same.

20

56. The computer readable medium as
claimed in claim 55, said first program code means
further comprising program code means for concealing

25 a private key;

said second program code means further
comprising program code means for storing or
obtaining a hash wvalue of said second apparatus
which hash value is generated by applying a

30 unidirectional function to a public key
corresponding to one or a plurality of private keys;
said first authentication program code
means including program code means for
authenticating said first apparatus by verifying
35 that said first apparatus has a private Kkey
corresponding to said hash value.
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57. The computer readable medium as
5 claimed in claim 55, said sending program code means
including:
program code means for sending a third
party certificate to said second apparatus, said
third party certificate being a certificate
10 representing that said first apparatus is
authenticated by one or a plurality of third parties,
and said third party certificate corresponding to a
certifier of a third party:
said second program code means further
15 including program code means for storing or
obtaining third party information corresponding to
one or a plurality of third parties; and
said first authentication program code
means including program code means for
20 authenticating said first apparatus by verifying
that said first apparatus is an object to be
authenticated in said third party certificate and
that a certifier of said third party certificate is
included in third parties in said third party
25 information.

30 58. The computer readable medium as
claimed in claim 57, said second program code means
including program code means for storing or
obtaining third party accredited information
corresponding to said first information and one or a

35 plurality of third parties;

said first authentication program code
means including program code means for
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authenticated in said third party certificate and

that a certifier of said third party certificate is

5 included in third parties in said third party
accredited information, said third parties
corresponding to said first information and being
extracted from said third party accredited
information.

10

59. The computer readable medium as

15 claimed in claim 57, said second program code means
including program code means for storing or
obtaining third party accredited information
corresponding to said first information and one or a
plurality of third parties;

20 said first authentication program code
means including program code means for
authenticating said first apparatus by verifying
that a certifier of said third party certificate is
included in third parties extracted from said third

25 party accredited information, said third parties
corresponding to said first information and said
second information.

30
60. The computer readable medium as
claimed in claim 55, said first program code means
including:
35 program code means for concealing a

private key; and
program code means for sending a public
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said public key certificate being a public key of
said private key to which a signature by a third
party which trusts said first apparatus is provided;
5 said second program code means including:
program code means for identifying the
public key of said third party by verifying said
public key certificate; and
program code means for storing or
10 obtaining one or a plurality of hash values;
said first authentication program code
means including program code means for
authenticating said first apparatus by verifying
said signature by using said public key included in
15 said public key certificate and by verifying that
information generated by applying a unidirectional
function to said public key of said third party is
included in said hash values.

20

61. The computer readable medium as
claimed in claim 55, said second program code means
25 including program code means for storing or
obtaining user accredited information corresponding
to said first information and one or a plurality of
third parties;
said first authentication program code
30 means including program code means authenticating
said first apparatus by verifying that said source
apparatus is included in information corresponding
to said first apparatus extracted from said first
information by using said user accredited
35 information.
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62. The computer readable medium as
claimed in claim 55, said second program code means
5 including program code means for storing or
obtaining user accredited information corresponding
to one or a plurality of said first apparatuses from
said first information and said second information:
sald first authentication program code
10 means including means for authenticating said first
apparatus by verifying that said source apparatus is
included in information on said first apparatuses
extracted from said user accredited information,
said information corresponding to said first
15 information and second information.

20 63. A computer readable medium storing
program code for causing a computer in an original
data circulation system to store or circulate
original data which is digital information, said
computer being used as an lssuer apparatus, said

25 computer readable medium comprising:

originality information generation program
code means for generating originality information
which includes first information corresponding to
said issuer apparatus and second information

30 corresponding to data or information corresponding
to the data; and

originality information sending program
code means for sending said originality information.

35
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private key; and

5 program code means for generating a hash
value of said issuer apparatus as said first
information, said hash value is generated from a
public key of said private key by applying a
unidirectional function.

10

65. The computer readable medium as
15 claimed in claim 63, further comprising program code
means for generating said second information by
applying an unidirectional function to said data.

20

66. The computer readable medium as
claimed in claim 65, further comprising program code
means for using an identifier which identifies

25 contents in a network as said second information.

30 67. A computer readable medium storing
program code for causing a computer in an original
data circulation system to store or circulate
original data which is digital information, said
computer being used as a user apparatus, said

35 computer readable medium comprising:

originality information sending program

code means for sending originality information which
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10 when said apparatus corresponding to said first
information and said source apparatus is the same;
and
storing program code means for storing
said originality information when said
15 authentication program code means determines that
said originality information is wvalid.

20
68. The computer readable medium as
claimed in claim 67, further comprising program code
means for deleting sald originality information when
said user apparatus sends said originality
25 information.

30 69. A computer readable medium storing
program code for causing a computer in an original
data circulation system to store or circulate
original data which is digital information, said
computer being used as a collector apparatus, said

35 computer readable medium comprising:

identifying program code means for
identifying a source apparatus of originality
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information;

authentication program code means for
authenticating said source apparatus; and

data processing program code means for
performing a process corresponding to said data or
data corresponding to said second information when
said authentication program code means determines
that said originality information which is sent to
said collector apparatus is valid.

70. The computer readable medium as
claimed in claim 69, further comprising:

program code means for storing or
obtaining issuer information:

sald data processing program code means
including program code means for performing a
process corresponding to said data or data
corresponding to said second information when said
authentication program code means determines that
said originality information which is sent to said
collector apparatus is valid and when said issuer
apparatus corresponding to said first information is
included in said issuer information.

71. A computer readable medium storing
program code for causing computers in an original
data circulation system to store or circulate
original data which is digital information, said
computer readable medium comprising:

issuer program code means which is loaded
in an issuer apparatus, said issuer program code
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means including:

first originality information generation
program code means for generating originality
information which includes first information
corresponding to said issuer apparatus and second
information corresponding to data or information
corresponding to the data; and

first originality information sending
program code means for sending said originality
information;

user program code means which is loaded in
a user apparatus, said user program code means
including:

first originality information sending
program code means for sending originality
information which includes first information
corresponding to an apparatus and second information
corresponding to data or information corresponding
to the data;

first identifying program code means for
identifying a source apparatus of said originality
information which is sent from an apparatus;

first authentication program code means
for determining that said originality information is
valid when said source apparatus is authenticated or
when said apparatus corresponding to said first
information and said source apparatus are the same;
and

storing program code means for storing
said originality information when said first
authentication program code means determines that
said originality information is wvalid:; and

collector program code means which is
loaded in a collector apparatus, said collector
program code means including:

second identifying program code means for
identifying a source apparatus of originality
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information;

second authentication program code means
for authenticating said source apparatus; and

data processing program code means for
performing a process corresponding to said data or
data corresponding to said second information when
said second authentication program code means
determines that said originality information which
is sent to said collector apparatus is wvalid.



