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VERI FI'ABLE ELECTRONI C Jﬂmﬁﬂb‘m @% %PO NT OF SALE DEVI CE AND METHODS FOR
USI NG TH .el d of m ﬂ“l n 5 The present inventj s to
poi nt of F@'§%5E§§?§tem in g in particular to jourkgg}s&"?@bﬁ%ch
transaction based devices. Th&“present invention ff@?ﬁ’&;ﬁbat es to nethods
for using point of sale systens. 10 Background of n ﬂdn Face to f

ace retail sales transactions take place at the point of sale or what is
commonly referred to [ ter t 15 is at this

| ocation that the cugﬁgﬁ‘é?\s %%Z’gﬁt&f[%e‘%ggg%%% E%%&gﬁth%cal ly by

ei ther cash, check, charg’é"‘:GF o METHOPR FORoVEING-THE HA¥Et he sal e, many
retailers presently use electronic devices to facilitate and pr1M'mmmmuwlmmm
record of transactions. Such a pabnd oFf tBélmvemsiogm may include

for geading coded product information, a termnal for manual 20 ent rypo@ix
transaction information and storage of currency, a%ifs%lra far disBI ayi ng
transaction i nfBF RRASERT atftYSRE{7 AT EACeRnt T ROMAY B HEetV 6™ roctiE~ sl
docunent af88 ABcBREL iGRIpBUIFNAPYTELS tiRF Budh fE3Rsaghiom bpeeaeticeecei™e for
t he cust opersenbirdengaot Dirthére rebhetcds ocotmephodedor aisitdiosat @ grliece of
each itenyypddembased is typically entered into the point of sale termnal.
Eachgitemprice and a total is printed by the point of sale printer on a

custonmer receipt and may also_bg printed o L& Sgparate journal by the same
point of sale printer. A tax guv'qes—cmmmﬂy—ad-m—geterm ned and printed on

the 30 customer receipt. The custoner receipt is then provided fromthe
printer to theFeaesttontace |netail vples 4FppirasoPmh toke Pahee pkitieepointhef second
printer séfild of wHtNtial Gmmdn]p tefatredecorad ehe abéclemltebinkr aneacite@ns.ItThi s
pr F\is des g5 3R Vhid tl%'&aEf‘&Plrtﬁa{ ?_ﬁemtbh@ﬂ 0@k &racld Ybdds pekRasss, 9" OSSh

sal es anp r i og_.cC A e

j our nal r%%&i&ﬁié?%%ﬁ%ﬁbgg%%ﬁl gﬂ%eﬁ uégg%egﬁ%)r?%%(éng? e%\égé&gt?a%?lteng
aut hor i t y38%8 dBERY Fi2HB8L 19752 PTRACRF 16 oA o TR AT 1t 8?1‘”6’5%%’%“?&1%/% 2 ng
aut hor i t ypxsfvide 12 tneeesd cfl [teenradgtigngm cIRAROAERnt 4T PREY eY¥fPerayhinglyde

aut hor i t | #scacger rforaneadingr esdedi pradatai infpowatiah, intermintl dor smell as

threpgh valdie agdadnbadcidVenrns@ldS ahd@stbadfe of Nurk8&i¥eCl iddSplagX£dAWNS
frequent | y; J8bL NG thenfoTRE ARMRANLEUndh ,Efiln@ra@%aa??aaptb% gigh ggndat e

secure net hods of sal es data capture. |t i.s_kn to.45 respond t uch
f eea TbRe % RRuBn SRS s plitndr) eSf' U Hidydeed SRPUR 8ed
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25 As part of the check out procedure, the sales price of each item
purchased is typically entered into the point of sale terminal. Each item
price and a total is printed by the point of sale printer on a customer
receipt and may also be printed on a separate journal by the same point of
sale printer. A tax due is commonly also determined and printed on the

30 customer receipt. The customer receipt is then provided from the printer
to the customer.

In a two station point of sale printer, the second printer station
maintains a journal record of all sales transactions. This provides a
35 written record for auditing sales activity such as gross sales amounts and
taxes collected during a journal period covered by the journal record.
This information could be used, for example, by a taxing authority to
determine if a retailer has submitted payment to the taxing authority of
all taxes collected from customers.
40
Where governmental authorities acquire an interest in retail journal
information, such as through value added tax laws or sales tax laws, the
respective tax laws freguently define the format and content of printed
receipts and mandate secure methods of sales data capture. It is known to
45 respond to such "fiscal" requirements by providing a fiscal printer such



as the 3F printer fromlInternational Business Machines, Inc. of Arnonk, New
York. Wth such a fiscal printer, a secure (i.e., tanper-evident or '
reskstant vemod/t38Te) | ogic card with dedi cated non- vol ati IPETVGROFICICCcesS
menory (NVRAM) and el ectronically programmbl e read only nenory (EPROVM 5
may be placed both physically and | ogi cal Py between BBCIJAPROZU@ |l e

termnal and a point of sale printer which generates custoner receipts and
journal records. Wth a fiscal printer, such as the Mdel 3F, the point of
sal e 10 terad nak Imprheteofrmec teckrhot mnhl Snalindsasvadiéuese i cHE izsmemcur ed
to the poi NfewOkodal Ewpth Bk ABUsdMi ShincoONt laoé&uaal(lpélntdmea‘.—mhb@@smby a

communi cat | 03 oLk BHEN.3S) Ao8EL ke g@@%gﬂeeanéﬁn' D812/ XM o diless

such a fis e ter

connect ed t"i)emPir%chVRBgL "%4EWEF°‘88WnPE?§FFWb Pi nﬁ?dz‘inlyi:f“%%Ty a‘F?’ﬁ?’Br
20 in %urn ®CcPaRIacE8trPthi RyAfcadyeands legigal o Petwaenon RAinft of -“269 Fi scal
base 24 i nclernésala ahdsg aloipr eessler pRi@ter whi flegegerntes| cyrtaner frgceipts and
control | i ngydueHanalecands pri nti ng operations. Fiscal base 24 further
includes a battery backed (nonvolatile) random access menory 30 to store
i nternedi ate sal and_.fax.totals dur n e|od in.20
FIG 1, fiscal b‘gztg §4f]fstf|;%l?rm Fiel Uit (%’sgsé%gqugra Fgr% r méﬁ’lﬁg\]ﬂ\,\g and
fi scall mendidFREPROIPY 408 Kourisardtte #ifdast Hé’l’ﬁ)td?"m%*ﬂ ipssefuReA dery the
encased i n mwpoxyef Beileppringre ptd shirlagentofoldagld, pyinitdhe tfmpict &drsy bvne| udes
dai |y sal escomi@nicax ibné alisk fakh AR sediE lcopfundadt ionp OLIdX3| perdxafidle of

dependi ng upRA i hE seaPadskyiLh1idstceanBiiny, BPREMn3dor Faraqgré’éMBBﬂ\ﬂo?@s%
may then be, u3 g?kegog géﬁ%s?fﬂﬁfgﬁf E@éﬂ 8%%1&%§%%%'1H§%{Segi§% h§ﬁﬁler

processor 28 Wn I n

used tbr t rAfcRP TRy ARCHEE? &ﬁ§haﬁ’rd°ﬁ‘]oﬁ?ﬁ%l o 5 St"l"\?\b‘“‘st"ﬁf‘?‘tﬁf ﬁfr nt er 26
i s control [Bigepy tRisgced Prodessdfiol praymseer 38 of PREGTHFOREERY &8apy Ferdes
a custoner doacesyiingt Hduraal windseriptint operatsormontFickhkdhame £4 strakche@r ocessor

28 to assurgchifidgds bhBas@rgSodcRE® (Rbnydl Y1186 drdn@oh R cEHS @B EY NS b Nétore
correct datg, Qfnddy aES'?ah%g Q. %}P@Eédlguéﬂln&raagéeﬁtalloﬁb rib3e Sﬁ&%ﬂgwéti“ on

pr ovides a jourpal statfiLo ransacti on tra | es
Hata Sha ddiy Tefopre: bage HeltHiner JPSTIGR & FPHAEHEGBAREIOY o %
printer 26 fahséal MPHPER | FAROM %bse‘ﬂﬁé‘?ﬂrﬂ]ﬁ figpald PRV %&R%éﬁtlﬁaﬁtﬁb%@éi

pur suant t encheged iiscepodvawsorobermanegustomoenef datdhrowhichesypicaldyi busludes
countries vialillyfdaaeal ad@xhiGokalss A \sEme RNE&ES 08 @1y Nfeiraal pribas

repl aci ng tda;%eﬁwnn;ensoﬂﬁ& eésba&dyoaf abcaReforlaikoft $4 A0erdbddn apgtbbal

el ectf,oni ¢ 4, ?”Eﬁ‘e‘% bk iada for 'ﬂ%‘ t{n%%katt'l&fﬂ %‘O?ét%. 'b?ﬂ}é ugg&“mm::all

consurabl e, T ecor d-

al | ow t he (REECBIST| ﬁ@t e%f%?sPBW‘ Ilﬂvﬁﬁ cjoah’3 i)rtllﬂ?e?fs dﬁ’ﬁcflﬁ’ﬁ{(vjeG éﬁ)‘é}? may be
consunpt i oresedhfqre tEdEhingetzanpagtdonh@nt  IuaP2laReHGPt i es nay 45 recogni ze
the potential advantages of an electronic journal, there are 16 AP R 2003
-3 continued coner Bead Al priked ekend eontiroli@libpaliskil efroeasdat e. raadi |y

modi f{ed by ;ag: e&qnu% slcgéfeatpmi&l@sf b 8d|hic Bt Qecagve;{mea widae PFoRosgd

sol uti1on also re caI rlnt devi ce c t u3|n
el ect roni ¢ ofPHE &Eg‘%q’ﬂeg sca sg Tﬁ; 5O ass?oa%ﬁ%?ti i zeses &R j%ksum
cal cul at ed H“PB?‘H% toofhe ﬁlé“d’&la’é h§t50trh€d°‘?’?’r'efh afp it FEdaFed tr‘PePrDry using a

key that i Pambicilaswrransestige.t fhefdesond spptirmeprovifies entiprenglogtaiondat a
bl ock may tihéah hecbrasdrafisaedidds 6m traesddtionlsabas dabd dnd dajlyi mepaftssal e

t er m gl 10fh@a5&ﬂ=e& S@@fha@@'ﬂ‘gm NN} RIrRed s Br {dACoS @eihiGer L8CAHte, PEVHLANY,
However , L If}ghsto%é %PLC&aﬁdQIa‘iﬁ bbs&f \S&%aﬁblt%ck%eﬁsc%eﬁg&ta -

verlflableeec ron ‘h% bé/s em For exa to validate t
the poi nt OPTEAY% LB A4FRCTihtPSdat a nust be fed back to the fiscal base
where an associ ated checksum can be obtained fromfiscal nenory and

conpared to a neardhecksuntmgjeseriabeilstabrkiyg Uatsa havavexpadssed ronintieeest
poi ntaf saheré@lathAg! theFiri-BLE YL om dsgeaamgpmntaﬁte stbZ&yeOlwitie j our nal
uni t tra“Sfa%%i@aé\ofe?e@{%nié %hmei Pé)éo@% foudlaCe d;ﬁ[s'ﬂ{lﬁl ’c]palé g:lfqu e Ol U”E‘ of

nonvol atil e m acce uire ase.

Rddi Ci on, | ERHERFAG. FRARIHR TROLh PEPH B 10 REFPIE HOSKE i TEERGOPOr
great er perﬁtoeméa‘d PH@' 1’5131a ‘ﬁ?ét#n?i%lev%qfaltﬁP%dW% cpéhmrrlphgr%ﬁnﬂnkﬂﬂé’&sed

si ze of fi vaptr remuyptEEROMWhFianhbtly retdiilerappd obichal sadthoritcesi mayt hat it
does 4yt r eadbdnizal L olénti8Ia0aMAkks ictakA @le®froh0dIAkna EC@hdSe aBei tish
patent application GB-A-2 297 414 descri bes a point of sale system provided
wi'th a renote comruni cation interface so that the nenory can be
interrogated by a renpte system (e.g. for tax assessnment purposes). PCT

pat ent application WO 96 36948 descri bes a point of sale tax reporting and
automatlc coIIectlon systemwlth tax regl ster It |s an Ob] ect of the
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to a first portion of a journal nenory separate fromthe random access
menory responsive to a journal update event; and transferr 2{&(@ dat a
sighature to a second portion of the journal nenory re 3a j our nal
update event. Al so according to the present invention there is provided a
poi nt of sale device having a verifiable el’ectronic journal system

conpri si ng: confifucdREN2EAS thad suxhagisctionic joerel filesgotlddrsaadilyomodifikd biyehiend ;
means for de i kD gvent; a random access menory
coupled to t s%rf%egﬁ gfj u%z’gﬁ%\engﬁpqﬁ%‘ confi gured to store the transaction
i nf ormati on; rreans()maelstppmd\selutlontatse relyingna a fipeidipantey davicé epprdatheéhutiusingg a
data si gnat uicoRasit: pdtrtét%agﬁa@éx?ptogo@d {5 LBRRN RERASS DRIRLN cchigne!

rrem)ry havi n ortion con ured ansacti1 on

i nf or mati on adl @fe@grddtapﬁeteddn tho sqaé@fzcémect BleBIopY dsinp @ kin Hakisgivdtkapwn
hesi € eEmtir! afd ck'rRay the t S from the
?nd mi‘a[\s re&i@éf?&ét‘étefsw érhﬁ d?ltt{%t RURTE AR DN ckiRAy ﬁ'b%fﬁahﬁfﬂﬂctt t
ransacti on Nt oy natJl on romthe random acce s por ion
of the jour Cahéfrf»s#ﬁ QriaPPIRE Ol SRS t"s‘F@‘i‘f’étIer@i’FF &ﬁntt%n%aﬁgamé iy eeYERiTHi ng
a data si gnafistaeptistet. heIos\e@andhlpcappmm @ilst toeaddedss raHI ofhuhembyecm@esofoefsacﬂ ad
enbodi ment ofe ﬁlrepereec ent J|0nvg S% orvel des}a veri d eatF gat Iregter On'tcort”s le
journal syst® S odpataystey b9t GBI I Valdrieds, dotd it Beaintaos
journal fil eeiminhi, ¢he ddta HlUijbﬂ feall bapk itmthesfiseal base ovhese smmssetiated mheghsimt caof
sal e print erpe FANSAHP Baldt REARY A dofRter £ hBy tHBORKA! Bhicl fod BRACM:
ure ete on of "the

access rrerrt)s(i;1 ned based on _
r andom acceséatargprsnipadesy r@tnjtb@pwat of BéQ tﬁrmmalt Faﬂbmr@rdepmdmgmmrbtheam

the data si %ﬁhb‘ﬁ&rﬁéleurﬁtr t@ﬁ}fsi”é%feﬁqg an@ ﬂ?d?ﬁ t@@ﬁ@ﬁﬁ&ﬁsdl@%ﬁ%al”@[ﬂ?éé’ volifiRe of
journal menory maéie] or exanple, reside on t oint. of sale tefn nal and

tanpering witnvplEle 1andeTA pCAESMEROTY HAY Pﬁf?ﬂrutfﬁ@ ibee figgal hasel nedditignpy may
reference tad heeshatyatssbignad dag@ ﬁMﬂs@tﬂ t8mathys BPROM $61e4 geshtarférioaiofttane &t 1 n
the el ectroni 'ornitl ft.ile Pr ef er t he aS| atu b Mt d
on S he by L i edisrtio S Bickied M SRS nBRRNAEER DR S FFEHRAGS, §
al so transf esppeshchris listitedeid that it hiweghnet teadily allpwufonabmbiel eerifrcativn € joleualce,
such as a f'%&ﬁg baesr‘?nsh «%{? dpgh&{ti%ﬁk('}gg/&bg?%t ﬁf‘i‘?@é’&fb%ﬁa 5819{ HPEAIQ'}?'&ém't

is created shing tec IS préfera use a conparatively
smal | NVRAM rrayideé with 4 repeade p@nmw@mn @é@t&caﬁp drat glae memoamatw giierrogated

IAnf or rmat I on 5ek rérﬁéteas‘}st%hte(etg 98§ Gxl £§€s§tﬂéntfﬂu|q§‘os%9r BCt %teﬂatpmeul&dwo 96
ccordingly,

a ghature is an encry d versjio a nessage est
which is a r%ﬁ?ﬁgrfg ?Fi}eéé‘ PAERY %‘Scef% ‘hbaxt ‘P?BO‘F‘é‘Eeﬁng&t“t‘t‘Pﬁt?s%fﬂféFB‘i’P Py %étf
passed to thegsteectronic journal file during a journal perlod In one
enbodi nent of the Fese t. t| 0 rovy
el ectronic jour naII;P sfltorb § gpr%seml%v‘?‘%mnﬁgp e\llcliet|[:)ae9='c mﬂ? “F}&é& 1ev1ates he
Transacti on athodmhaolm rel at ed to transactions, such as retail sales and

t axes on those sales, is recei veobul;mgnt, Bf”‘ﬁ%%%:ﬂfbﬂ nf or mati on

According to the present invention there is provided a method for providing a

verifiable electronic journal system for a point of sale device comprising:

receiving transaction information related to transactions;

storing the transaction information in a random-access memory;

generating a journal update event responsive to completion of a journal period,;

determining a data signature based on the transaction information contained in
the random access memory responsive to a journal update event;

transferring the transaction information contained in the random-access memory
to a first portion of a journal memory separate from the random-access memory
responsive to a journal update event; and

transferring the data signature to a second portion of the journal memory
responsive to a journal update event.

Also according to the present invention there is provided a point of sale device
having a verifiable electronic journal system comprising:



16 APR 2003 is stored its a tandem access menory which is located within

the paint of sale device _ A data signature ; is determ ned based on the
transaction 5 information contained is the random accessl Sggp&zm onsi ve
to a journal update event . ':he transaction information a ¥n the

random access nenory is then transferred f6 a f first portion of s j et=gal
menmory separate (hidais fd¥9edcRNAL FhRaeeSSinfBafion;’ esponsi ve to the journal
update event. The journal nenory is preferably maintained is a point of

sal e terminal 10 dueaps & deteominarg ajisanal updaereivingat i ons network, to the

point of Bale devia%qomngﬁ%ggy thelod) 3bitEd tosthterrﬁ‘é]ﬁlg%rr %@ei&%@gscg)\%ggﬁred to

portion of the journa responsi've to ate journ

A~i ~i ~D~D Sistoretlie trangfoti00/inifdABatidACT/ GB99/ 03105 5 16 APR 2003 In further
enbodi nents of the nethod aspects of th esent invention, the transaction
nformation is al SUPAS ATCANT L 15 JRURIAL HESAe FERmL JPY AEEFRININ BB AGRINC (o
print a custRRS oStk enteMS 8F fe-rarkdden MceftBEmomY be a fiscal printer and the
poi nt of sale device may be a fiscal 5 processor card integrated in the
fiscal printer. ThHejovfphgaenemnhaving arétst dertiagy configuiett te fae thendtansaction

i nformation . t . [V cll Lnformati on may
be fol | owed ' f&“@é@éﬁ?@t% S%g‘?%%&%@ﬁ@é‘g%&%gﬁ“% F]hgrhgga]sté gur#guirﬂ% i nformati on.
Al ternatively the meaansapdisove tonlicojomaial opdamegyennfolr trdesferringXradseetiod0 I n a

further aspect of .th resent. invention, the jaournal .u e.event may be
Goner at ed r dSERaivL RS ESRBeRT RO M yry it Wa taRr it O AR i Fapdiepy
using a techndawedAasiinasredrdiA Sty héhnk YoCdot@minihf @ da@Uigiature RAGE Ge®@nt may
be generated when a predeterm ned anount of transaction 15 information is
stored in tHOrtYRIGhs e B1eH9EHry and the random access menory nay be
reused 10 store agdhbihGRaAl coldoalage ot B2 dridel HOLARA dodyiBUEs Yl doklcctronic
previously stored ttansaction information. A plurality of journal update
events may QJeumelsystatrefdr dpoinhgf salg daviceavhipk maodaiasnan elsetrertic pmgnad fiilsindicung

t he transact ifon i nflor ﬁt{ ﬁn de;er ”%@f" nﬁ a dfatﬁe 20tsi at ure, t ransf.erring
the transactdfGAOPRAGIHTRERY OF £ 4K FRFPD RYNE HeAPRTPIE HTARHPEOLIRPTPIRIER Iy

t he random agses th ARGMobIAtIR RnddiRAcéaparRimey.f Ardagatihatire iddetéralifidibasedstat e
events during the journal period according to the ashing function thereby
peri odi cal | y0¢ FAN&T®PT tha gandop) aserssarenpery ietiorairl i Retrtharpeictiqoingdymaqon he
random accesg Ry sigRathitCiré QhdRated B TR § Pﬁﬁté H’@ul%ﬁl Ae8FyT Thdiguiddp data

signature as a running val ue associated w e transaction i'nformation
recei ved durmhemgomyeay. deiraxampleerdsisig.onithe peint effgteHermiaglanditampeningewish dwent

i nventi on) ' ' ' [ Usi ng
- shar ed keyO tiper by RRAILIERy BYABRAL B LG RGIR! urbRBL Gl |

t he j our nal iseisotynsfes@basi mantamedtin tleade¢ctione jodrnhhilep [Puefatabtyy thefdagour nal
update events. The.verifiable electronic journal. system may.then .be

audi t ed. - AUCTERHES SRELPIERICh g O ASTSHEIY SSRPUoB IS HIRMEEATFAGENt i on
utilizing anpune kypisetsodtedndfesicdRad blofed if ShaklectfbRed ptranflel fiem daf devidegnat ur e
in the 35 second partion of the I our nal mem)rﬁ using the shared key in the

third porti oWchps ¢ Aecal Besenwhichanisacking the Jaasaciighinfrmagion s dds rigatcdatia

signature i Shagﬁhglf ﬁqe fs:ggfehl&‘?y ﬁgea@éﬁheem&amaawgkhﬁn NVR Wi rdaly hgt

portion of the journal nmerory using the hashing technique. The vefification
dat a si gnat wtidized tacsippent genearagicang adeamsaapion dnidematios sghior anelechouiejeurndldde i f

the 40 tran i jynf LON i Ny t fi.r i .on . y

nas been modot S Brtbdichbiolyt 18 ol Rt 14 B orBlupl o PP pERRRE

random accesdigsrembich islaihingng Nedud @flectirlg thetotaaf tidhsdedon hfoimmatentpassed has

been descri bﬁd above rinﬁril W th resgect 45 to the nethod aspects of the
1 %Fﬁﬂ&

i nvention, BBt ACEYIE dile HOUBRORF Y WO 00/ 19387

In one embodiment of the present invention, a method for providing a verifiable
electronic journal system for a point of sale device is provided. Transaction information
related to transactions, such as retail sales and taxes on those sales, is received. The

transaction information



PCT/ GB99/ 03105 16 APR 2003 (, products are also provided. For exanple, a
poi nt of sale device having a verifiable electronic journal systemis

provi ded including a nmeans for receiving transaction.tfgggygiz and a
means for determning a journal update event. A rando ry is
coupled to the neans for 5 receiving which is configured to store the
transaction information. A neans responsive to the journal update event
determ nes a data signature based on the#&ontents of the random access
menory. Al so provided is a journal nenory having a first portion configured
to store the stbads ARt A Ofanlith HctBéd @BmedydwBLEE 68 NbcALEd W nGO Rhé BUiQE $O
store the Dﬁtead&bﬂ:‘&at U{ Qaard Cay gﬁ&dﬁuf .&‘@et@ﬁﬂ%& HaSed GRALAL eczfasziEtt;QE

Commibi cat [SRLyFoan pakipkd daLal e g’g‘fj‘g"vq'i“‘i@te ROE BDs sqummal
comuni catf éiﬁ‘ eﬁg R g"?"@?p’(ﬁi W&“ﬁ?ﬁfﬁ%&ﬁ?@%%

provi ded f'Eﬁm"H’a’rstE'F‘? itFgRsfarTed O EriE’FHT' Mf‘?’bﬁ’fff ¢ i P&ﬂ%fn‘&%%g
menory to #Av@ Hie Serfm-eicores tenl FRPORBiNN AP Yrendeymahdumdabe devent. The
si gnat ur e Fougnrl remeeans Pfeduitlor miricagned dat @ rolgnattuseld eatringagdecond
porti®n ofectbbed.OvtdllasTerDs . chwooidicaghy neewpief 85 nad rkadbrataof the

present | WE& OnTEGQiH.tqe&.ganEuﬁ !SHM&:G'&CUEE&SMJ;SB&@@& sty shem t hat
may be us% 3‘%@“%&“ P_,_ Ux?ﬁﬂ!z Ri s provides for
reduced costs an a capa It or renDte it |f|ng of the journal,

such as by a taxing authority, over a conputer conmunications network,

while still maintaining the ability to detect tanpering. The present

i nventi on may be advant ageously inplenmented using existing hardware such as
existing fiscal 25 printer devices. Brief Description of the Drawings FIG 1
is a block diagramof a conventional fiscal printer device: 30 FIG 2 is a
bl ock di agram of a verifiable electronic journal according to an enbodi nent
of the present invention; FIG3 is a flowhart illustrating operations for
creating a verifiable electronic journal file according to an enbodi nent of
the present invention; 35 FIG 4 is a block diagramof a verifiable

el ectronic journal including hashing according to an enbodi nent of the
present invention: FIG 5 is a block diagramof a verifiable electronic
journal point of sale device according to an enbodi nent of the present

invention;, and FIG 6 is a flowhart illustrating verification operations
according 40 to an enbodi nent of the present invention. Detail ed
Description of Preferred Enbodi nents The present invention now will be

described nore fully hereinafter 45 with reference to the acconpanying
drawi ngs, in which preferred WO 001 19387 PCTI GB99103105 7 16 APR 2003
enbodi nents of the invention are shown. This invention nmay, however, be
enbodied in many different forms and should not be construed as limted to
t he enmbodi nents set forth herein; rather, these enbodi nents are provided so
that this disclosure wll be thorough and conplete, and wlll fully 5 convey
the scope of the invention to those skilled in the art. As will be

appreci ated by one of skill in the art, the present invention may be
enbodi ed as net hods, systens or conputer program products. Accordingly, the
present invention may take the formof a hardware enbodi nent, a software
enbodi nent or an enbodi nent conbi ni ng software and hardware 10 aspects. -
The present invention provides nmethods and systens for electronic
journaling which maintain control over printed and journaled transaction
information such as sales and tax data. Preferably, data security is 15
provi ded using standard data security algorithns. Mre particularly, a
shared keyed net hodol ogy, such as that provided by RSA Data Security, Inc.
is utilized. Fox each point of sale device, a public (shared) and private
key is generated and stored in its secured nmenory. An el ectronic journal
file is created, such as at the point of sale termnal associated with the

AMENDED SHEET



200 \;—)oi nt of sale device, with the contents of the journal controlled by the
‘poi nt . of sal e device (such as a fiscal logic circuit). The various portions

of the elgatroni ¢ journal file or nenory for aparticular of the
present i @é’ﬂ}tﬂfygﬁ are illustrated in FIG 2. 25 Electronic @%ﬁg’ﬁﬂ?. le 50
includes a first portion 52 containing apn unencrypt e&(ﬂl 5hg% ﬁ t he
transaction information, for exanple, the data that I 9 nted to the
paper roll and/or journal station of a current fiscal painter. A data

signature is sforggtﬁ ee%?gmegg |fogh65ﬁ‘e?]§d§ g&__osnlog {gg‘gcgl?nél | e 50. The

data signature’i S pre Fenct ue use that the
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sysigns of the present invention. 40 As will be described further herein.
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45 per| odic clearing of the NVRAM containing the current buffer of Journal
1 . Wo oo/| 93s~ PCT/ GB99/ 03105 16 APR 2003 transaction information,

"hashi ng" techni ques are used. Known hashi ng techni ques for nenory
management W 0058385| ocks of buffered nmenory contents to be sREU/EBSYAANS
transferred while nmaintaining a small rurgnl ng val ue, sorretl mes ref erred to

as a nmessage digest, that mathematically uniquely 5 ggat o the
entire transferred contents of information. The appl | cat 'on Of Such a
hashi ny techni que according to the present invention is further illustrated

in FIG 4.pragugtsoeke Bl4coprddi@ed.3, Fohexpwilat obostet of delecéevdeedraviingsaif a
10 hash blveekfispibuélectkbnidhigotash Hisaek isSprwtidyetintldding Gpaeahs Gz ret urn
_ to bl ocl&eéQQvﬁﬁ, gedishbeid] ihfaRaatdd af Ianxﬁéyngamzoaeée?m&ﬁﬁ@ Yefburfbibl ock
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hashi ng o iQn_1n et ed,

ur na
t he ¥ scaP pFlb%ég‘é’S’ra cPENT s 207 fhe f??gﬁf&f‘%"r"’é evET et mﬁ?‘l‘(‘:sr fﬁfl ng the
message didgeSTMiPRNDCKk 3243)sigRAUEREEP 3Be tSeaPRhPPEt IRecidaba INughat MeBoENd t he
printer public or shared key for storage in respective portions 54, 56, of
el ectroni c | oursg@brdink@{ MeIREYr2Ped RinbSdimddD)os e pRbidt BVt VLT €

encrypti OBrbw?léb%t fﬂéﬁsPadve:I'ﬁB.Lag?es%@ﬁ&z@hﬂ@%guﬂaﬁeiﬁ;st'eﬁ Jh%@"ﬁaﬂ? b %Le%siﬁhe

dat 551 angiure AL Dl.g and L0EIE 150 9f aLed Koy b

tra ‘&e?/ Sepr é‘éﬁ? FI&EP ﬁ%‘?f 35° °"% A ﬂ{mﬁ ?ce "?’hé"‘ Seﬁe‘Ehaeu ng
devi ce. mafided s‘iﬁpb‘é‘-]tlf“&n%‘?relr%e Mdiging RE 1506, JPHE2 L e SBFR I ATYPP A HPXdRI sal e
term nal epthtigy, |qyerr @ arrmdeterc communhcatiinihgetvrrke| Wdfe o3iidlj maimtaining e
appends t kBer#£0i8k v tdaBaredt]BaipdE EncANCTHR brdseht PitlvkehEiokeyat Bet he print data

in the el gabidigeoddlyl Qb NRentdd BsYy edidicSnd QEP&RIBSsRN] £3/TRak e RRY EOskAaNnd
closgs the eleqt noniLgiournal file 50. In embodiments including transfer of

a device i aent I fier, fhe identifier is also appended. Data hashi ng
operations as appli ed to t he present [ nvent ion are 45 further schematically
illustrated in FIG 4. As SHe& pinsion of the Mrawiggs 9387 PCT/ GB99/ 03105 1
~ 16 Ap ~ | uu~

FIG. 1 is a block diagram of a conventional fiscal printer device;

30 FIG. 2 is a block diagram of a verifiable electronic journal
according to an embodiment of the present invention;
FIG. 3 is a flowchart illustrating operations for creating a

verifiable electronic journal file according to an embodiment of the
present invention;
35 FIG., 4 is a block diagram of a verifiable electronic journal
including hashing according to an embodiment of the present invention;
FIG. 5 is a block diagram of a verifiable electronic journal point
of sale device according to an embodiment of the present invention; and
FIG. 6 is a flowchart illustrating verification operations according
40 to an embodiment of the present invention.

Detailed Description of Preferred Embodiments

The present invention now will be described more fully hereinafter
45 with reference to the accompanying drawings, in which preferred



nonvol atil e random access nenory 120 includes a portion for operation as an
8l ectronic journal buffer 122 and a portion 124 maintai ning the running
nessage di gest ociated with hash function 126 and data b Ssj ng
t hr ough el‘gﬁ’toloﬂﬁ?%? journal buffer 122. As illustrated in Flll’é?ﬁg,ﬁs’ﬁ@ﬁgS
bl ocks #1 through #N pass successively tfirough el ectranic_journal buffer
122, are transmitted to electronic journal file 50 o JRO f3of sale
termnal and are further passed through hash function 126 to update the
runni ng nessage di esél é24,. NVRAM 120 and hash function 126 S%e i ncl uded in
poi nt of ’d}?ﬁg& F8e 1RYCRGIPH APLNAYT; 1 TR H RS m CPYBYRTr28° 10
uses the ewpPedifd ipAnMgdiffssenfefemgednd $PoNldRPt he FRISETrRed @gt 1imidiedbtdck
#X bei ng thansfberdisehtisosgeiorat texintpoaher, rhswagebaliigests wiriechrdwidedn
turn, itegatinddl ¥nss Hi8eicdsrs RA1I WeNtnGolRs 288 ombiasd, hAa RANLI pmi1i24 of

nonvel at i S 5. Bef.ekL W G .
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whi ch cannot be detected using the authentication techni ques descri bed
herein. In the enbodinent illustrated in FIG 5. printer private key 132,
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wll now be ESCI’I%E [ or . an enbodi ment. of the 5u‘$r sent 1 nvention. At

bl ock 150%P§ P22g8¢ &% YhaPare Byt APhSTSFIMe fe P8R TREP hetBER i decr ypt ed
usi #8 the shared key contained in the journal menory by applying the agreed
on encryption akgwerlil hendk3d8ridel Gurbher Abrdingcthel b2 o wereldecabnion dat a

5: gn?t ur ejdirnidet ﬂ.é:ﬁBrQeﬂo faesRdihg dor ans aetAdAB Adaf Qﬁ%;oﬁfm BLEfLhel nltzge

el ectroni I r . u ' :
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45 when the nmethods of the present invention are inplenmented concurrently
1 WD 00/19387 PCT/ G B99/03105 12 16 AP R 2003 with use of a iscal nenory
EPROM deviwgogidady as that illustrated in FzG 1, the |ifetip@rghodsgisven
sized fiscal nenory EPROM 34 is not affected by electronic journaling
activities. 5 The nethods and systens of8 the present |ﬂ1£ﬁgw ?g[]gher
provi de inproved capabilities as the electronic journal ocat ed
either at the paint of sale termnal or in a device, such as a networked

conput er 1ta‘9ﬁh§ fhu‘tﬁofﬁ@t Fub EXHPrbRE, 18R] Hadi chHd nﬁ&ybebeafpmegh@ctﬁ@ext he
term nal @ild) §§aal ae}%@é&mgﬁi %%tﬁoﬁf‘éwﬁm %t Séic%‘&? x1t1998ﬁ LUNGL Y g3 re

verificatian erations Q’ e on t hQut _use f the
fiscal bad¥d™ddfccBGreprivted® abﬁ?s %’“ San'iaﬁﬁf%%ﬁ? ETREOHRE | ocati on
renot e eri-r?Ft‘-?R?lsoiQ’\ltrn6¥ f43fe termnal or other location where the

el ecsronic journal is maintained. -13 - 16 APR 2003 CLAIMS: 1. A nethod
for providing gpe¥&fionkabd enelRekboNiiqvbRtidhaki By abRMef @sck1BaaNIitRf sal e

devi Ce COIELS) 1" uleCt i8S o@ngﬁ,ct 300 d NOEIBLEON T SHALEE [ de wina ve

transacti on ansag on _I random access

Menory; d‘gﬁ‘?ﬁf%\?f’ﬁgtrﬁ‘% BRfnAtoUphat B d&nte EEp&}EFWtf%n%oﬁﬁFet ion of a

journal perpirptiget efnbifckg u dhe of SWghattudd 1 pHIeHiws . t¢an beatdenenssd

i nf &¢ mat ikoncomvtar edgran tthetnughtonm .actess pefory re@sportsione hay &ej our nal

updat e eRebiddd 88 @Ebddifot R bESRSRCH I Mdthiné OliEh itaBt et ah&gGct fonshe

:ﬁgdggggﬁ}ﬁglz é@g@(&’ oh‘r)th% Ef&c%%s@?réﬂe%e Qrfealfjl.?ln £447 ﬂﬁ’d&gx?%f%\%nﬁﬁ@%ﬁﬁéﬁoﬂéom N
5 PSR TR A ERRANSLUE, L B ! D ey

transferrlﬁ ta S| ure 1o a secon p I on

responsi V&S W%‘P%Pﬁ&lb%ﬁﬂ%‘t“éeév‘%‘hta P?C%sﬁét%ﬂa%ﬁ?cﬁr%ﬁrﬁgst%f claim1
further cwoepriional stihps Soepe glrfommesinbyt thegptéresson e aptddugei afcompatteron t o
a print erimpOémepkedipgrdgess such that the instructions which execute on the

processor provide steps for implementing the functions specified in the
flowchart block or blocks.

20 Accordingly, blocks of the flowchart illustrations support
combinations of means for performing the specified functions, combinations
of steps for performing the specified functions and program instruction
means for performing the specified functions. It will also be understood
that each block of the flowchart illustrations, and combinations of blocks

25 in the flowchart illustrations, can be implemented by special purpose
hardware-based systems which perform the specified functions or steps, or
combinations of special purpose hardware and computer ingtructions.

Referring now to the flowchart of FIG. 3, during point of sale
30 operations, the point of sale device of the present invention, such as a
fiscal processor card, generates print and journal data by known
procedures (block 100). This transaction information is handled, in part,
according to known procedures by sending customer receipt information to a
point of sale printer (block 102). However, the journal data is buffered
35 and stored in a NVRAM of the point of sale device instead of being
transmitted to the printer jourmal station of a two station printer as is
currently done (block 102). s

It is desirable, however, to limit the amount of data which is
40 maintained in the NVRAM of a point of sale device such as a fiscal base.
By limiting the size of the buffer required for the electronic journal
gystem, the cost of NVRAM is minimized along with the time for individual
data transfers to the point of sale terminal or other upstream device on
which the electronic journal file is maintained. Accordingly, to enable
45 periodic clearing of the NVRAM containing the current buffer of journal



3."-A nmethod according to claim1 or claim2 wherein the transaction
anformation includes sales anmount information on transactions and wherein
the.receiving step is followed by the step of calculating a tax due based
on the saM%00488int information. 4. A method according to SGI/GEHREEES ng
claimwherein the transaction informatign includes a ta gu di. t hod
according to any preceding claimfurther conprising theﬁS(JKP rating
the journal update event when a predetem ned anmount of transaction
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havi ng a SRS iRH B4 EEt?%rﬁIEnf%‘ifrlﬁﬁl "“§§§Taé“r’n°?:0npri sing. means for

Kecei ving transaction information; neans for determ ning a journal update

event ; If the journal period is completed, the fiscal processor creates a
data signature value by encrypting the message digest (block 114) and then
30 transmits the data signature and the printer public or shared key for

storage in respective portions 54, 56, of electronic journal file/memory

50 (block 115). In embodiments where encryption is not used, the message

digest itself is transmitted as the data signature at block 115 and there

is no public or shared key to transmit. A device identifier, such as a
35 serial number of the generating device, may also be transferred.

At block 116, the receiving point of sale terminal or other upstream
device maintaining the electronic journal file appends the receive data
signature and printer public key to the print data in the electronic

40 journal file 50. This completes a journal period and closes the
electronic journal file 50. In embodiments including transfer of a device
identifier, the identifier is also appended.

Data hashing operations as applied to the present invention are
45 further schematically illustrated in FIG. 4. As shown in FIG. 4,
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30 transferred and stored in portions 56 and 58 respectively of the

electronic journal file 50.

As can be seen from the illustrated embodiment’s use of both fiscal
memory and nonvolatile RaM 130, 120, the systems and methods of the
35 present invention can be implemented using hardware such as the fiscal
base 24 discussed previously with reference to FIG. 1. In this case,
random access memory 30may be provided with a portion dedicated to serve
as NVRAM 120. Furthermore, fiscal memory EPROM 34 may be utilized to
store the encryption information for use in encrypting the message digest
40 to provide an encrypted data signature.

As will be appreciated by those of skill in this art, the
above-described aspects of the present invention in FIGs. 2, 4 and 5 may
be provided by hardware, software, or a combination of the above. While

45 various components of the point of sale device 118 have been illustrated
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40 Transaction information need not be written to the fiscal device’s
electronically programmable read only memory as the journal file is both
maintained and verifiable remote "vom the fiscal base unit. However,
fiscal memory may continue to be utilized to provide functions such as
those presently provided by known fiscal printer devices. Accordingly,

45 when the methods of the present invention are implemented concurrently
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the poin sale terminal or inm a device, Such as a networked computer,

which is remote from the terminal but may be connected to the terminal or

a fiscal base using a network interface. Accordingly, verification

10 operations may be implemented not only without use of the fiscal base
device or printer, but may even be implemented from a location remote from

the point of sale terminal or other location where the electronic journal
is maintained.

!
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generating a journal update event responsive to completion of a journal period,

determining a data signature based on the transaction information contained in
the random access memory responsive to a journal update event;

transferring the transaction information contained in the random-access memory
to a first portion of a journal memory separate from the random-access memory
responsive to a journal update event; and

transferring the data signature to a second portion of the journal memory

responsive to a journal update event.

2. A method according to claim 1 further comprising the step of transmitting the

transaction information to a printer for printing.

3. A method according to claim 1 or claim 2 wherein the transaction information
includes sales amount information on transactions and wherein the receiving step is

followed by the step of calculating a tax due based on the sales amount information.

4. A method according to any preceding claim wherein the transaction information

includes a tax due.

5. A method according to any preceding claim further comprising the step of
generating the journal update event when a predetermined amount of transaction
information is stored in the random access memory and wherein the step of transferring
the transaction information is followed by the step of reusing the random-access memory
to store additional transaction information by overwriting previously stored transaction

information.

6. A method according to claim 5 wherein the step of generating the journal update
event comprises the step of generating a plurality of journal update events during a

journal period and wherein the steps of storing the transaction information, determining a
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7. A method according to any preceding claim wherein the step of determining a
data signature is followed by the steps of:

encrypting the data signature using a shared key; and

transferring the shared key to a third portion of the journal memory responsive to

at least one of the plurality of journal update events.

8. A method according to claim 7 wherein the step of transferring the shared key is

followed by the step of auditing the verifiable electronic journal system.

9. A method according to claim 7 wherein the step of auditing the verifiable
electronic journal system comprises the steps of:

decrypting the data signature in the second portion of the journal memory using
the shared key in the third portion of the journal memory;

determining a verification data signature from the transaction information in the
first portion of the journal memory using the hashing technique; and

comparing the verification data signature to the decrypted data signature to
determine if the transaction information in the first portion of the journal memory has
been modified from the transaction information transferred from the random-access

memory during the journal period.

10. A point of sale device having a verifiable electronic journal system comprising.
means for receiving transaction information;
means for determining a journal update event;
a random-access memory coupled to the means for receiving and configured to
store the transaction information;
means responsive to the journal update event for determining a data signature

based on the contents of the random access memory;
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11. A point of sale device according to claim 10 further comprising interference
means for connecting the point of sale device to a point of sale printer configured to print

information on the plurality of transactions.

12. A point of sale device according to claim 10 or claim 11 wherein the

programable journal memory is contained within the point of sale device.

13. A point of sale device according to any one of claims 10 to 12 wherein the
programable journal memory is located on a computer remote from the point of sale
device and wherein said means for transferring further comprises network interface means
for communicatively connecting the point of sale device to the computer remote from the

point of sale device.

14, A point of sale device according to any one of claims 10 to 13 wherein the

transaction information includes a tax due.

15. A point of sale device according to any one of claims 10 to 14 wherein the
means for generating a journal event comprises means for generating the journal update
event when a predetermined amount of transaction information is stored in the random
access memory and further comprising hashing means for reusing the random-access
memory to store additional transaction information by overwriting previously stored

transaction information.

16. A point of sale device according to any one of claims 10 to 15 wherein the
means for generating a journal event comprises means for generating a plurality of journal
update events during a journal period and further comprising hashing means for
transferring a block of transaction information stored in the random-access memory to the

journal memory responsive to each of the plurality of journal update events while
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17. A system according to claim 16 further comprising means for encrypting the data
signature using a shared key and wherein the programable journal memory further has a
third portion configured to store the shared key and further comprising means for
transferring the shared key to the third portion of the journal memory responsive to at

least one of the plurality of journal update events during the journal period.

18. A point of sale device according to claim 16 further comprising interface means
for allowing access to the journal memory wherein the journal memory may be verified
by a user auditing the verifiable electronic journal point of sale device using the shared
key to decrypt the data signature and comparing the decrypted data signature to a
verification data signature generated from transaction information in the first portion of

the journal memory.

19. A point of sale device according to any one of claims 10 to 18 wherein the
journal memory is an electronically programmable read only memory device and wherein

the random-access memory os a non-volatile random-access memory device.

20. A computer program product for maintaining a verifiable journal system for a
point of sale device, the computer program product comprising a computer usable storage
medium having computer readable program code means embodied in the medium for

implementing the method of any one of claims 1 to 9.



