05 AUG 2004 -1 DI G TAL SI GNAL PROCESSI NG APPARATUS BACKGROUND OF BHIEAUG 2004
| NVENTI ON The present invention relates to digital signal processing
appar atuses connected to each other for transmtting/receiving content
havi ng copyright. 5 If content is transmtted/received through a digital
signal bus, video signals/audio signals,;data, etc. can be
transn1tted/rece|ved W t hout deterloratlon of quality, and this gives a
large nmerit to users. Protection of copyright, however, causes a problem
10 because there is no deterioration in quallty A technique for
encrypting the contentDIATAE SIGNAds BROGHSS BARAEYBuUgh a digital signal
bus is described in N KKElI Electronics, No. 712 March 23, 1998,

pp. 47-53. According to this technique, 15 aut hentication is performed on
transm ssion and reception side apparatuses so that the transm ssion/

reception gﬂﬁ@ ﬁg?%@f etween the apparatuses where
authentlcaggon 'S e§%5%€ p@ocess protects copyrighted content
fromillegal 20 copyifg pg\Pés&% Yikoohepbnbub1gteg af angatisan for

controlling respective apparatuses can be transmtted through the

af orement i anefhi Gt e $ 00| apiiSrat vEEST deBgh¥cteaetappacat shean control
all the 25 apparatuses connected to the one apparatus through a

for transmitting/receiving content having copyright.

) If content is transmitted/received through a
digital signal bus, video signals/audio signals, data,
etc. can be transmitted/received without deterioration
of quality, and this gives a large merit to users.
Protection of copyright, however, causes a problem

10 because there is no deteriofation in quality. A
technique for encrypting the content to be
transmitted/received through a digital signal bus is:
described in NIKKEI Electronics, No. 712, March 23,
1998, pp.47-53. According to this technique,

15 authentication is performed on transmission and
reception side apparatuses so that the transmission/
reception of content is enabled only between the
apparatuses where authentication is established. The
process protects copyrighted content from illegal

20 copying.

Not only content but also information for
controlling respective apparatuses can be transmitted
through the aforementioned digital signal bus.
Accordingly, one apparatus can control all the

25 apparatuses connected to the one apparatus through a



0 5 AUG 2006 -2 digital signal bus. A though the use of the aforener} Ad&ap;
techni que nmakes it possible to protect the copyright of content, both

aut henti cati on and encryption anong 5 apparatuses are so conplex and the
quantity of information to be processed is so large that a long tine is
required for processing. Furthernore, as t+#% nunber of connected

appar atuses i ncreases, the quantity of information to be processed

i ncreases. Acgogitagl ¥igniQ bhere arises a problemin handling property. As
descri bed above, when content is to be transmtted/ received through a

di gital signal bus, bothlaabueghembrt usef dfandld rgf qarepart yorbedr i ng
conparison with that of conventional analog signals and protection of the
15 copyri ght btéchhéquoentekeswithgoissidbdes'toawarcdress thecampyrighbbbém to
be sol ved. Al though the use of the aforenmentioned technique nmakes it
possi bl e for aoptens,obotheaugppaticatdont @nshrenadyrtl o eneappar at uses,
there are 20 nunbers of handling ways for one purpose. Accordingly, there
i s a pos8i bi | aPparAbESESeRSehaPdCPTPAEEr SNghdNeheluatnidlY i ways. SUMVARY
OF THE | NVENTI ON An object of the present .invention is to solve 25 the

af or ement i onetnPEBREAPTL RA b@sprpgeﬁﬁ@\% dé £° didfgenlthdty il L P ockEReng

apparat us i oved both . in the
PP np£5 requgre %or processing. Furthermeore, as the number

of connected apparatuses increases, the quantity of
information to be processed increases. Accordingly,

10 there arises a problem in handling property. As
described above, when content is to be transmitted/
received through a digital signal bus, both achievement
of handling property bearing comparison with that of
conventional analog signals and protection ¢of the

15 copyright of the content without users' awareness become
a problem to be solved.

Although the use of the aforementioned
technique makes it possible for any one of the
apparatuses to control all the apparatuses, there are

20 numbers of handling ways for one purpose. Accordingly,
there is a possibility that users hardly understand the

handling ways.

SUMMARY OF THE INVENTION
An object of the present invention is to solve
25 the aforementioned problem, that is, to provide a
digital signal processing apparatus improved both in the

connecting way and in the handling property of the



connecting way and in the handling property of the 0 5 AUG 2004 - 3-0 SIiAUS taal
signal processing apparatus to protect the copyright of content w thout
user's awareness. The foregoi ng object can be achieved by provision of an
i nterface means which perfornms 5 authentication anong all apparatuses
connected to a digital signal bus when a-pewer source is turned on. The
obj ect can be further achieved by provision of an interface circuit which
perforns autdiefit£ats Dimaropgodéssappasppasasusonvepredea ahkd digital
signal bus when an apparatus is connected to the digital signal bus. The
obj ect can bexdpytigit ashi eveteby wptbuvusi uaeof sapwameaekace circuit which
perfornms authentication anong all apparatuses connected to a 15 digital
signal bus when an inpurh¢eforegbivgnnegieet cen bkeaghdeveld Hivgnal bus is
sel ected. The object can be further achieved by provision of a storage
circuit whictpstorsbom dbyansédtenhang Eﬁﬁnépﬁ£#§gu9€§fééﬁﬁected to a
digital signal bus. 20 The object can be further achieved by provision of
an i nter$ace authentiontton cpBADEsaA]l BPRASATLESPEN CORRRRER D Ai git al

signal bus in__ accordance with coggright control inforn%tion wWith content.
25 digital signal bus whén & power source 1s turned on.

The object can be further achieved by
provision of an interface circuit which performs
authentication among all apparatuses connected to a

10 digital signal bus when an apparatus is connected to the
digital signal bus.

The object can be further achieved by
provision of an interface circuit which performs
authentication among all apparatuses connected to a

15 digital signal bus when an input terminal connected to
the digital signal bus is selected.

The object can be further achieved by
provision of a storage circuit which stores a key used
among all apparatuses connected to a digital signal bus.

20 The object can be further achieved by
provision of an interface circuit which changes a
transmission channel of a digital signal bus in
accordance with copyright control information with
content.

25 The object can be further achieved by
provision of a circuit which defines names of all
apparatuses connected to a digital signal bus on each

apparatus side.



The object can be further achieved by provision of a circuit mhicﬂlgﬁhéﬁﬁf
nanmes of all apparatuses connected to a digital signal bus on eac
apparatus side. 0 5 AUG 2004 -4- BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1
is a configuration view of an enbodi nent for explaining the way of
connecting digital signal processing appaﬂatuses according to the present
5 invention; Fig. 2 is atine chart of a digital signal bus; Fig. 3is a
flow chart sHRIDED RESERAPTEQN| OR; THE| HRAFINGSa vi ew showi ng t he
configuration of 10 the digital video disk depicted in Fig. 1; Fig. 5is a
vi ew showi ng the confighit@ati bnisfa Frefipugptdgnt vdepi &fedlin Fig. 4; Fig.
6 is a flow chart show ng authenti cation anong apparatuses; is Fig. 7 1is a
fl ow chart sm&ﬁ@@%@%@ﬁeg?FcﬁFPéﬂlnéﬁﬁnéthﬁéﬁaPGs€§PQ%?§Hﬂ%}d¥9%é%%.flow
chart show ng aut hentication anong apparatuses. DESCRI PTION OF TH

ENBODI NENTS 291 994 BB FERLRS! SPRETAELSER! SERVERLTGN T 11T SR | bed

bel ow wi th referenge to the drawings. Fig. | shows an exanpl e of
confi gurdti on-ForRt-1on/

Fig. 2 is a time chart of a digital signal
bus;
Fig. 3 is a flow chart showing authentication;
Fig. 4 is a view showing the configuration of
10 the digital video disk depicted in Fig. 1;
Fig. 5 is a view showing the configuration of
the IF circuit depicted in Fig. 4;
Fig. 6 is a flow chart showing authentication
among apparatuses;
15 Fig. 7 is a flow chart showing authentication
among apparatuses; and |
Fig. 8 is a flow chart showing authentication

among apparatuses.

DESCRIPTION OF THE EMBODIMENTS
20 An embodiment of the present invention will be
described below with reference to the drawings.

Fig. 1 shows an example of configuration for
explaining an example of the way of connecting digital
signal processing apparatuses according to the present

25 invention. 1In Fig. 1, the reference numeral 100

designates a digital tuner; 102, a digital signal bus;

103 and 104, digital VTRs; 105, a digital video disk;




expl ai ni ng an exanple of the way of connecting digital signal prgf§§gﬁmga
appar atuses according to the present 25 invention. In Fig. 1, th '
ref erence nuneral 100 designates a digital tuner; 102, a digital signal
bus; 103 and 104, digital VIRs; 105, a di%ital vi deo di sk; 05 AUG 2004 -5
and 106, a digital display. First, in each-of devices connected to the
digital signal bus 102 in Fig. 1, an operation of initializing the digital
signal bus 102ndsl8far tedighiinnad dhispledcasi on, an apparatus on a root of
the bus is decided on the basis of data transm ssion/reception anong
respective interface ci Fégsts oh gpghr afuseyires qomnEsE-eTHe tHe deci ded
root apparatus perfornms managenent so that signal conflict does not occur
in 10 terms ofightalrahgnrrdsPEs dRanAd® Fded tlirmialg B Gae BuLt The

apparatuses other .than the root apparatys inquire of the root apparatus
about the trah%h?é%?bﬁlﬁﬁaﬁﬁﬁld&ﬁ&taﬁiﬁﬁﬁii% eI&&alaNﬁﬁ?ﬁ?%$e i £no

flict, the oth t itted t t . 15 A
{7 ansm 51 ng. REFaPPEASGR™Y hEDORBPPAr CHgi & BUR 16T Vit WS dBLcr bed

bel ow. Fig. 2d§g9$§gt$g %hgtgasgg E&aﬁggégii%giﬁiggyaﬂyégéééfiégpﬁl bus

102. In Fig. ef érence " nunera Signates a cyc
P?;ﬁghésggéh §%§§§t$ﬁ§bﬁégﬁfﬁﬁ SSEEEX@E ggggﬁgﬁgé%g %§§?§¥£I eo n%%%d dat a.
Fig. 2 shows 89 105. The thus decided root apparatus performs

management so that signal conflict does not occur in

10 terms of the transmission channel and timing of the bus.
The apparatuses other than the root apparatus inquire of
the root apparatus about the transmission channel and
timing of the bus. When there is no conflict, the other
apparatuses are permitted to use the bus.

15 A transmitting operation of the digital signal
bus 102 will be described below. Fig. 2 shows the state
of transmission of the digital signal bus 102. In Fig.
2, the reference numeral 200 designates a cycle start
packet; 201, AV data A; 202, AV data B; and 203,

20 asynchronous transmission data. The terminology "AV
data" means audio/video mixed data. Fig. 2 shows an
example in which two AV data streams are transmitted.

In this manner, two streams are transmitted with
different time-derived channels being secured. The

25 asynchronous transmission data 203 are data concerning
commands, settings, etc. for respective apparatuses.

The time between adjacent broken lines in Figq.

2 is called "cycle". 1In the term of one cycle, the bus



exanple in which two AV data streans are transmtted. In this manngk, Al M
streans are transmtted with different tine-derived channels being secure
The 25 asynchronous transm ssion data 203 are data concerning conmands,
settings, etc. for respective apparatuses. The ti me between adjacent broken
lines in Fig. 2 is called "cycle". In thé%ermof one cycle, the bus 0 5
AUG 2004 -6- is controlled so that transm ssion bands for the AV data A
201 and the A\ devmtBoRbedase thatr sdaasmdghios dands Lo rfdt%iib\f dathe
asynchronous transm ssion data 203 is_ transmtted after co etion, of the
transni ssi on Bf2@heand Avhgabl ﬂaQelBaﬁaztHéeAVeGEFEdBaSO?Uégiﬁ&qW ehYly,

t hough the transm ssion of the AV data A 201, the AV _.dat 20 nd the
asynchr onous 3% aPR#FLERIBn dAR8 263NChEPPRONS ttﬁénlsF‘&ﬁ%%’sad(?rBFaofzzqﬁel%ycl e

Kk 200,
2synchf onous W%w‘”@s%%ﬂ%at%f%%@% %%pﬁg%péha” TPt Aot e
fulflllegatlg§§ %a § %Pﬁg%lgn hs R@r % ameng %?% Rayatyses.

Aut hent i |n St WO au entlcatlo e s - full and

restricted. e old8 %r?eap}:gﬁg{n LbANOICYEIS 237 BSCH SN ORHALALY i

accordance w con |nfornat|on an appar at'us content. Ful

aut henticatiog,i s §Sé@?' 5ﬁeeehe0agynbnrb%u%a%era\meﬁ%éaetrh ddanspmster-side

and receiver-side apparatuses havé public keys respectively.
follows the transmission of the cycle start packet 200,

waiting is set before the transmission of the
10 asynchronous transmission data 203 when the period of
cycle cannot be fulfilled.

Then, authentication is performed among the
apparatuses. Authentication is classified into two
authentication levels - full and restricted. The two

15 authentication levels are used appropriately in
accordance with copyright control information and
apparatus content. Full authentication is established
only in the case where both transmitter-side and
receiver—-side apparatuses have public keys respectively.

20 When full authentication is established, any content is
enabled to be transmitted even if the content is a copy-
prohibited one. Examples of the receiver-side apparatus
having a public key include: apparatuses each having no
recording device, such as an digital display, etc.; and

25 apparatuses each having any recording device permitted
to perform recording for a charge, or the like.

Restricted authentication is authentication for

apparatuses each having no key but a common key. That




20 When full authentication is established, any content is enabled to be
transmtted even if the content is a copy- prohibited one. Exanples cﬂfS M‘@ZUD&
recei ver-si de apparatus having a public key include: apparatuses each
having no recording device, such as an digital display, etc.; and 25
appar at uses each havi ng any recordi ng devi-@Ge permitted to perform
recording for a charge, or the like. Restricted authentication is

aut hent i cat i ofs f oresgppetatiuseshenachchavongisoikegnhbetd #ocommon key. That
05 AUG 2004 -7- is, restricted authentication is intended for apparatuses
each havi ng sopmarsetosds ngadevhaesngsaomeasecardiggt devVWWTRs ,etseicH ras
restricted authentication, copy- prohibited content is disabled from being
transmtted. & dhebeabpéfhatiehs. ar énsheshrickedcebibeptiigatilgn.3.conyr st ep
301 in Fig. 3, the level of authentication is selected in accordance with
the aut hentirzehbpitederontenhol fefiapbardt 65CBNRCLRE CEFFSMESHED

I nformati on of content to be transmtted. For 10 content {hat _can be copied

freely, 2he athewhtPRafRbhonpr 8EBsENPYN EPMLASEEYSLY Pef 1805 ecause no

aut henti cation or encryptiop is quired for th ontent._ After the
aut henti cation | evel isgge?EE?eaBEnlntﬁégstép §§f,iFﬁﬁﬁ St hentication is

establ | shed |0, 5ep, 15,307 0L £51 L1 pLd AULNERCLERLLOD I, SRADI | Shed i

step 303. r, -an encryption kKey use encrypt
content is th§@£§@@£f§at£8n5339e§oéf EHSther apparatus and the copy

control information of content to be transmitted. For

10 content that can be copied freely, the authentication
process is terminated in step 305 because no
authentication or encryption is required for the
content. After the authentication level is selected in
the step 301, full authentication is established in step

15 302 or restricted authentication is established in step
303. In step 304, thereafter, an encryption key used to
encrypt content is then shared. In step 305, the
authentication process 1s terminated.

The aforementioned process is required to

20 transmit/receive content that cannot be copied freely.
The quantity of calculation is, however, so large that a
large time is required for the authentication process.
Accordingly, when the authentication process should be
executed becomes a subject of discussion.

25 The inside of an apparatus connected to the
digital signal bus 102 will be described below. The
inside of the digital video disk 105 will be described

below as an example with reference to Fig. 4. In Fig.



aut hentication process is termnated. The aforenenti oned process is AUS
required to 20 transmt/receive content that cannot be copied frequ. %W%
gquantity of calculation is, however, so large that a large tine is
required for the authentication process. Accordingly, when the

aut henti cation process shoul d be executed8becomes a subject of discussion.
25 The inside of an apparatus connected to the digital signal bus 102 wll
be descri bed heltdve fdEerénsédeunérahedfilgdealigviaties di i gilm nidigriel
descri bed below as an exanple with reference to Fig. 4. In Fig. 0 5 AUG
2004 -8- 4, tﬁuﬁrtﬂmm@h@@tpuhetarmiOQldeéD@naﬁésa@agpgiP@WP§¢gnal bus

I nput/out put termnal; 402, an anal og output termnal; 403, an anal og

i nput t ermi natermaal and03 nt @nf analpAeiBPHAS LermisRdrr 9% 03&s I1F) circuit;

405, 5 a decoder; 406, an encoder; 407, a stream conversi.on ,irc%ﬁg; 410,
a

an i nput swi tieMiegface ciiheresnaftarn BEERGLEIsWPt 8Fi g ciatEGHEt 41

recordi ng signal processi circuit; 413, pl.ayback si gnal pr.ocessing
circuit;2414,2 @F$ﬁ%@5&oﬁ§gte?? ﬁ?g?dﬁrdiéQ?’aﬁd%%f§Fmé%%W¥ P Leb Bus

control and authenticatjon are.processed . nainl t.he JE circuj 4.
First, the badstt="bper { bngnof‘RPH 5‘6&?\?338% \‘/:\nxlrft%)él%té:_'dé;slclr'i l?éldtao&eﬁpéa% A

control I ed o L i dsBP g Fate m secrra has e M R TRttt rol
si gnal circuit; 413, a playback signal processing circuit; 414,
a microcomputer; 415, a disk; and 416, a pickup.

10 Bus control and authentication are processed
mainly by the IF circuit 404. First, the basic
operations of the apparatus will be described below.

B recording operation is as follows. When the
input switching circuit 410 is controlled to select

15 "analog input” on the basis of an input control signal
from the microcomputer 414, an analog signal received
from the analog input terminal 403 is encoded by the
encoder 406 by using a method such as so-called MPEG.

In the case of a transport stream from the digital

20 signal bus 102, a desired stream is extracted by the IF
circuit 404 to reproduce timing. The transport stream
is then converted into a digital disk stream by the
stream conversion circuit 407. The digital disk stream
is recorded on the disk 415 by use of the recording

25 signal processing circuit 412. In this occasion, the
stream being recorded can be monitored because even the

stream from the digital signal bus 102 can bé decoded by

the decoder 405,



fromthe mcroconputer 414, an analog signal received fromthe ana§qayg 150
Il nput termnal 403 is encoded by the encoder 406 by using a nethod such as
so-called MPEG In the case of a transport streamfromthe digital 20
signal bus 102, a desired streamis extracted by the IF circuit 404 to
reproduce timng. The transport stream is%then converted into a digital

di sk stream by the stream conversion circuit 407. The digital disk stream
is recorded on the di ska4d&épbydusengfopbeatéonr dsngs25odilgwal. processi ng
circuit 412. In this occasion, the stream being recorded can be nonitored
because even Blhweybatk edatd r bromha dignadl recgndedbap tbe dankbd ldecddded by
t he decoder 405. 05 AUG 2004 -9- A reproducing operation is as fallows.

Pl ayback dataréadrby shgnaickepofléd o chepdpskedigigisalr edqdnsyl tiffe

pi ckup 416. A conpressed digital signal is reproduced by the playback

si gnal processeprpdieedipystaaplanbaskt pienahi PERFRFSLNEc G AEL i s

controlled on the basis of an output control .signal .fromthe.m cro-
conput er>414 b3 sel Bt GH%B?FO?WbEEBng EFrGBEEygéiklsoﬁf DQ£84¢%?input
2L 0% HAEUngl HE 8 BULuEULARDIER BUERUL! elbh ReiibaRLh 15 Lhe
anal g oi gnal STEtE Rt taahr S5 SbRe hebrsare B ouPEur P2 ERE o2, The
stream output"” of the input signal. The output of the output
switching circuit 411 is sent both to the decoder 405
10 and to the stream conversion circuit 407. The decoder
405 converts the compressed digital signal into an
analog signal and the analog signal is ocutputted from
the analog signal output terminal 402. The stream
conversion circuit 407 converts the signal into a
15 transport stream that can be transmitted through the
digital signal bus. The transport stream is sent to the
IF circuit 404 and then outputted from the digital
signal bus input/ocutput terminal 401.
In this manner, even the signal reproduced
20 from the disk can be transmitted to the digital signal
bus because the signal can be converted into a transport
stream by the stream conversion circuit 407.
The operation of the IF circuit 404 will be
described below with reference to Fig. 5. 1In Fig. 5,
25 the reference numeral 501 designates a stream input/
output terminal; 503, an IF control signal input/output
terminal; 504, an encryption circuit; 505, an

asynchronous transmission circuit; 506, a microcomputer;



conversion circuit 407 converts the signal into a 15 transport streamthat
can be transmtted through the digital signal bus. The transport str%qphwz
sent tothe IF circuit 404 and then outputted fromthe digital signal 2004
i nput/out put termnal 401. In this manner, even the signal reproduced 20
fromthe disk can be transnitted to the difital signal bus because the
signal can be converted into a transport stream by the stream conversion
circuit 407. J0e operasdoohrohothetrBEnshisgionggd r@ulilt ;b&08destriadte bel ow
with reference to Fig. 5. In Fig. 5 25 the reference nuneral 501

desi gnat es a Btoeessingucirout put SP8 nenklis 508trad ICR I3 ol1and ghed -

i nput/output termnal; 504, an encryption circuit; 50% an asynchronous
transmi ssi on &id&gltalsesgnal nPepodBRPGY eHEPYE ABEMIHEG4 -t 0- 507, an

bus. control ¢ reut: andhe18For§haRGE AR PURar M SN OGRS 1% nal .-
cont rol Gircurt Seecitegenys FharPYS BRECRRL FarCHie e ation i s execut ed
Gigi 1ol apparstusse Conndct CCt sATRETNETRG bREEATIPIY rsifeqf bds
doci ded, "the Ty CoaRRRptF of TR Caban T2 L iFor SaF o s 1 e L
circuits of digital apparatuses connected to the digital
signal bus. When the initializing operation is
10 completed so that the root apparatus is decided, the
microcomputer 506 recognizes information, concerning the
connection of respective digital apparatuses, through
the packet processing circuit 508. After the
recognition of information concerning the connection of
15 respective digital apparatuses, the microcomputer 506
performs connection for apparatuses permitted to be
connected and then performs authentication. The
processes of connection and authentication are carried
out as follows. A command from the microcomputer 506 is
20 converted into a transmission packet by the packet
processing circuit 508 through the asynchronous
transmission circuit 505. The transmission packet is
transmitted/received on the digital signal bus by the
bus control circuit 509 through the digital signal bus
25 input/ocutput terminal 510.

After these processes, the information

concerning the connection of respective digital

apparatuses is transmitted to the microcomputer 414 in




connection of respective digital apparatuses, through the packet
processing circuit 508. After the recognition of information conceerpgg;mm
t he connection of 15 respective digital apparatuses, the m croconputer 6
perfornms connection for apparatuses permtted to be connected and then
perforns authentication. The processes ofltonnection and authentication
are carried out as follows. A command fromthe m croconputer 506 is 20
converted intbig.t4ansthesimdnrpackptitby #Rd sapkpdiiesprideesyminpeetieuit 508
t hrough the asynchronous transm ssion circuit 505. The transm ssion packet
is transnitteoforsatied ba ahdidpdevanosi ghawnpus The tHePIAK contro
circuit 509 through the digital signal bus 25 input/output term nal 510.
After these pibdbcabes the FANPSLFHEASAONCBcSPRRFG HISE S Ithddts s oF
respective digital apparatuses is transmtted to the m croconputer 414 in
05 AUG 2004 -231t0rvBether TR APRRSESHIUCER BE4 CORRIGES (Fe HONMRRT ] on

i nformation t di spl t._shown. The displ i ndi th
cont 1 gur it ore 8 SApPar BhGeedEa FAb Hok - AETRE b i IR LS can be

connected or pot apd 5,03 10 WNELUSY Al 3ycaR G ARSI LIRS 10

appar at us The U I"Z€§ "t he "connect 1 on 1 nfornation

sel ection of ggpngeiLop; gh APPAKLARUSESon! Bel BB arERARYS. %, camnect i on

information is displraye o the user so that the user is prevented from
hesitating ovgL,ner, the connection information is displayed to the

user so that the user is prevented from hesitating over
10 which apparatus to connect.

There are some cases where the user can hardly
identify apparatuses, for example, because of the
presence of two digital VTRs as shown in Fig. 1, the
increase of the number of connected apparatuses, and

15 so on. Therefore, the respective names of these
apparatuses can be also defined freely by the user. For
example, the names of the two digital VTRs 103 and 104
are defined as "DVTR1" and "DVTR2" respectively and the
name of the digital tuner 100 is defined as "BS-D" on

20 the basis of its broadcasting service name. This
definition makes it possible to provide interfaces that
can be understood easily by the user.

After the completion of connection and
authentication, a stream is enabled to be transmitted/

25 received. A stream on the digital signal bus 102 is
received as follows. First, a transmission packet is

received by the bus control circuit 509. The

transmission packet thus received is converted by the




10 which apparatus to connect. There are sonme cases where the user, can,
hardly identify apparatuses, for exanple, because of the presen@éigwbzmﬁ)
digital VIRs as shown in Fig. 1, the increase of the nunber of connected
apparatuses, and 15 so on. Therefore, the respective nanmes of these
apparatuses can be also defined freely by'HTe user. For exanple, the names
of the two digital VIRs 103 and 104 are defined as "DVTRL" and "DVTR2"
respectivel y packeheproasesohgt hérdigict 308t widh IOE itsmgefinter el "BS-D' on
20 the basis of its broadcasting service nanme. This definition makes it
possi bl e to premfeducatebyatBs tRAEhreBAUSe LasasrdsEddesiasfy Ithe user.
After the conpletion of connection and authentication, a streqp1is enabl ed

to be transnit®cEPPro8UERcai GEANSROSE E4KFER -t he NG JEERSRAT A “HRA™ 102 i s

received as follows. First, a fransm ssion packet .is..r.eceived by the bus
control circut® %%@?Yﬁﬁﬁa %’Vaﬁbﬁi g?FSP{pﬁéEﬁ‘EFJ‘F & o84 &e‘{d Y e ted by

the 0 5 AUG ?n - 1 acket cessi,ng_ci.rcuit ith t [ | a
reproduced by>tHe® sgﬁﬁr8ﬁ85§96F§ﬁ9n385FS%ﬁﬁPfgggﬁﬂg%v 5%“%é%§8§ﬂ%§&%
transport stre The tr S ' r.ypt: cryption

Ci rcu!ot 504 b@éﬁ '_iﬂﬁgf?h%agggﬁg%gdkﬁggngg%a;gﬁ?%ﬁgﬁ L?l u?tj/t he tLﬂ'f:‘at?/gnl. The
decrypt ed St{&@rﬁlﬁélotﬂhﬁlﬂttﬁdsfc?%}nt he SEHeaMHtRPWOWiRiltal esidmal 501.

A streamis sent onto e digital signa

pus 102 as follows. First, a stream from the stream
input/output terminal 501 is encrypted by the encryption

10 circuit 504 by using the shared key established in
authentication. The microcomputer 414 in Fig. 4 makes a
judgment, on the basis of copy information recorded on
the video disk, as to whether the stream should be
encrypted by the encryption circuit 504 or not. The

15 microcomputer 414 is communicated with the microcomputer
506 to control the judgment. A time stamp for
reproducing the time interval is added to the stream by
the isochronous transmission circuit 507 and the stream
is converted into a transmission packet by the packet

20 processing circuit 508. The transmission packet is
transmitted as a stream output onto the digital signal
bus 102 by the bus control circuit 509.

When authentication should be executed and how

authentication should be executed will be described

25 below. First, description will be made upon the case
where a controller controls all apparatuses, that is,

for example, upon the case where electric sources of

apparatuses are turned on at the same time in the




bus 102 as follows. First, a streamfromthe stream input/output term nal
501 is encrypted by the encryptlon 10 circuit 504 by using the share§ AKEY00,
established in authentication. The mi croconputer 414 in Fig. 4 nmakes a
judgment, on the basis of copy information recorded on the video disk, as
to whether the stream shoul d be encryptedi3py the encryption circuit 504 or
not. The 15 m croconputer 414 is comuni cated with the m croconputer 506
to control therdidgitentthadt tthe siqnpalodispépryoddéi ng used iase thet erval is
added to the stream by the isochronous transm ssion circuit 507 and the
stream is caruerteldiemto a transm ssion packet by the packet 20 processing
circuit 508. The transm ssion packet is transmtted as a stream output
onto the digital signalAuhentibeabjorhéshsacbhtrBY &i FEGEL VEFY S iifen

aut henti cation should be executed and how authentication should be
execut ed wi | Iresmescr idreer28ingl yw. 1Fi £3R, PReSERFPERER MM R thé ifade upon
the case where a controller controls par at use that is for
exanple,5LWKNFQWEF%%%%Emﬁ%?%Se?eﬁ??méngoﬁ?cg rﬁFElgﬁgaFa?ﬁ?@§a§P§ turned on
at the sanme tinme in the 0 5 AUG 2004 - 13 co d|t| hat i gital

di splay 106 iEPLﬁﬁﬁF%E?t%%gh%%ﬁf?%gf%? Au?hgﬁglcaflén%lé s?ﬁgﬁed by a
receiver-side, requestss df%’ogﬁé‘gM 1{:5%C§?Rge16§n§hgerl%q”@ltethe >

control l er seltR*H Connan rec Iva appar at us
digital video disk 105 and the digital display 106

whereas transmittable apparatuses are all the
10 apparatuses except the digital display 106. After
electric sources of apparatuses are turned on, the
digital display 106 used as the controller sends a
command to each of the receiver apparatuses to control
the receiver apparatus to execute authentication for the
15 respective transmitter apparatuses.

The procedure of processing in this occasion
is shown in Fig. 6. In step 601, a transmitter
apparatus, for example, the digital tuner 100, is
selected. In step 602, full authentication is executed

20 for an apparatus supporting full authentication. For
example, in Fig. 1, the apparatus supporting full
authentication is the digital display 106. The digital
display 106 makes an authentication request to the
digital tuner 100. Authentication is then executed, so

25 that a key is stored so as to be shared. In step 603,
restricted authentication is executed between the
digital tuner 100 and each of receiver apparatuses

supporting restricted authentication, that is, each of



to execute authentication. In Fig. 1, receivable apparatuses ara}ybﬁgﬁ i
digital VIRs 103 and 104, the digital video disk 105 and the digita o

di splay 106 whereas transmttable apparatuses are all the 10 apparatuses
except the digital display 106. After electric sources of apparatuses are
turned on, the digital display 106 used a¢-the controller sends a conmmand
to each of the receiver apparatuses to control the receiver apparatus to
execut e aut herid chitgiore¥ ctismhbay 1506 espeet digitain¥iRet P 3appar d0fses. The
procedure of processing in this occasion is shown in Fig. 6. In step 601,
a transmtteranchppes adigi tabrvisieapiaskt h@Sdi gTRHE t 8n&EY166, Siteresh| ect ed.
In step 602, full authentication is executed 20 for an agpgrgtus supporting
full authentisata®i:o e Shakad Retvaeri ghe1dighEadpbaratud *SudPSting ful |
authentication is the digital display,1l06 he_di gi.t al, [ ay 6 nmakes
an aut hent i cR3Gh et tdiF tad gﬂ?éi?ﬁllP nngioé?gAﬁﬁﬂeﬁﬁkéaﬁﬁ h is then
executed, so 25 t a key is stored so.as to_be are I t 603,
restrictd atﬁ%rﬁ?‘ta&f’?%n%?% %&%b%?gdvbg?%egﬁsphéagdi glgpafreteg)ngeﬁ)clfoo and
each of receiver .apparatuse PQLtLNg L.C Utheati;cat i;qn, that
I's, each offf???ﬁf?%kﬁéﬁ %§4T$#§egéiS?tgﬁggﬁégléngg6%lthel§igﬁtal VTRs
103 and 104 f{@t%%gé &b Vé?fotghﬁgmigéerTﬂﬂﬁyr@c@@%eks stored so as

e

to be shared between igital tuner 100 and
apparatuses. When authentication is not terminated, the

situation of the procedure goes back to the step 601 and
10 another transmitter apparatus, for example, the digital
video disk 105, is selected to repeat authentication in
the aforementioned manner. Incidentally, apparatuses
with no authentication are put out of this processing.
Although the above description has been made
15 upon the case where electric sources are turned on,
content transmitted as encrypted content can be received
without a break alsc in the case where authentication is
executed when a new apparatus 1s connected to the
digital signal bus 102 or before content is transmitted/
20 received. Further, because the shared key is stored,
authentication is not required to be executed newly in
the digital display 106 even in the case where the copy
control information of content from a transmitter
apparatus is changed. Accordingly, the picture is not
25 interrupted. Since the key is shared between the
digital tuner 100 and each of the digital display 106,

the digital VTRs 103 and 104 and the digital video disk

105, even if content which requires restricted




each of the digital display 106, the digital VIRs 103 5 and 104 aaﬁ taﬁh
digital video disk 105. In step 604, confirmation is nmade as to e nhg
authentication is termnated anong all transmtter and receiver
apparatuses. When authentication is not term nated, the situation of the
procedure goes back to the step 601 and 10%not her transnitter appar at us,
for exanple, the digital video disk 105, is selected to repeat

aut henti cat i cmtment heationehentranegifinder thencoadendl 1I9an &fpar at uses
with no authentication are put out of this processing. Al though the above
descri ption rkgcﬁb@ﬁdn@ﬂealE5th90ﬂppﬁéa§§§ésmheﬁécémgﬁQQQYﬁ; 55 e
turned on, content transmtted as encrypted content can he received

Wi thout a bréa%e%J%%tiﬁe%heo%ﬁs@fwﬁéﬁ@eaﬁPWBﬁFPQaWPGRi%?aig&uﬁhﬁﬂFkWNﬂ1 a
new apparatus is connected to the digital signal bus 102 or before content
is transnitt &M FERR: ved. Further, because the shared key is stored,

aut hentication is not r ired tp he_executed new.y i t jgital display
106 even’in the case mhgggﬁ?%ghc %% a§8HFr8FOFﬁ$8%% tﬁgﬁ ggﬂggntent froma

fransmtter apbalAlual oo CLADOEDs o GARED Bobye ke ciGle J not 25

interrupted. Since y 1SS etween the igital tuner 100 and

gf'iC.h of the dé%&éﬁétgéégléanﬁgétedt Pe dhei baliYERS sidRaanthukd4 @ndatde
igital video dis 105, even I f content which requires restricted 05 AUG
2004 -15 authephé8abhonti nbrapssi tind, the eppheatusarndiering as the
controller can detect turned-on apparatuses to perform
10 processing for the apparatuses successively even in the
case where the electric sources of the apparatuses are
turned on separately.
Even in the case where a main electric source
is off, the connection state can be kept so long as an
15 electric source for the IF circuit 404 is supplied in a
standby state, or the like. Accordingly, authentication
is not required to be executed newly.
It can be further considered that an apparatus
is connected to the digital signal bus 102 after an
20 electric source for the apparatus is turned on. Also in
this case, the controller detects the connection of the
bus to execute authentication so that a key can be
shared.
Another apparatus than the controller may
25 detect these newly connected apparatuses so that a

series of operations from initialization to re-

connection may be performed after the bus is reset.




received by all the apparatuses. Accordingly, the user does not feeb qﬂ} ,
of place conpared with anal og signal connection. 5 Although the abo é & 2004
processi ng has been described in the case where electric sources of
apparatuses connected to the digital signal bus 102 are turned on at the
sane tinme, the apparatus serving as the cHtrol ler can detect turned-on
apparatuses to perform 10 processing for the apparatuses successively even
in the case where the eTbhetgi éssbbiecegdsef whegeappavatlise $NELYP ki@Thed on
separately. Even in the case where a main electric source is off, the
connection stke¥ Bah pRekbpensyipshgnashannelisis| v digddrdd WY the IF

circuit 404 is supplied in a standby state, or the |ike. Accordi ngl
aut henti cati ot FRifoEaFBquRRERCRE1E8TdRBC dfedefEMEd Fﬁaégn“gﬁﬂka?ﬁﬁer

i dered t hat t ' ted to the.digital sjgnal bus 102
after an 20 oFeRYrFERCHHFcAOfBFRARCOHRPAr APELSPS i HEATIRT Al s0 in this

it hent 1 at | QR 25Y Ehat CACKBI R ChaC SR BASCAABE RS AyRars: hE THAIET he

aut hentix<ati € Aot Ner "apparat us

controller my, 25.geteqt LheagnnewlyoconnaLed apRaLALUSedHRO dly

series of opers Inrtralrzation to re connection nmay be perfornmed
after the bus;j s ffR§eion0o? AMPL2A@4anébexecuting authentication and

storing the keys.
The case where no controller is set

10 specifically will be described below. Because a
receiver apparatus substantially makes an authentication
request, the operation of the receiving apparatus will
be described mainly. Processing of the digital VTR 103
as an example of the receiver apparatus in Fig. 1 will

15 be described. First, one transmitter apparatus 1is
retrieved. If there are a plurality of transmitter
apparatuses, one transmitter apparatus is selected from
the plurality of transmitter apparatuses. In Fig. 1,
the digital video disk 105 is selected. Then,

20 authentication is performed between the selected digital
video disk 105 and the digital VTR 103. If both
restricted authentication and full authentication are
permitted, full authentication is used here. Then,
confirmation is made as to whether the digital video

25 disk 105 is already connected to another receiver
apparatus or not. When, for example, the digital video

disk 105 is already connected to the digital display

106, what is meant by the connection is that




There is the case where only one encryption key per one transm ssion
channel is used limtatively. 1In this case, authentication is requilredU§ 2004
again when the copy control information of content is changed. 5 However,
the sane effect as described above is obtained by preparing transm ssion
channels for each copy control informatiofd-of content and executing

aut hentication and storing the keys. The case where no controller is set
10 speci fi caldutheidtidest idescis besrihshaned Besdusbat ar Begi wer adpgpadit us
substantially nakes an aut hentication request, the operation of the

recei vi ng apseatass. wiAdcohdinpbys i beel sanel yeyPidcesorag 60 fise tdi diq al
VTR 103 as an exanple of the receiver apparatus in Fig. 1 will is be
descri bed. Hahﬁqednwi&heﬁhﬁﬁ@%%ﬁtébp%?%t£§3is Whepr thgedigifadharidef e a
plurality of transmtter apparatuses, one transmtter apparatus is

sel ected frofiskhd Gt drainey FnRGHR%I Yekr ApP8FakB¥eds PRESE- 1,TP% he

digital video disk 105 is selected. Then, 20 aythentication_is r.f or med
between 3 he SAQKATEP HHFILIPIGFES HF SKEROREAHAUTHE  dPYERER WFREGE | f

both restricted authentication and, full au nti Lon.at pernittéd,
full authent ilcsa%‘?ﬂ“ﬁr’saqiﬁcgaalﬁ%?%.a eﬁfan%%%P??%aggéﬁgﬁgaﬁg é as to whet her
the digital video 25 di | § rea 0 : anaihere recei ver
apparatus or not. Whemﬁiﬁﬁéiggﬁ%ggy'tﬁ%y%iSE?gﬁﬁgiégo gisk 105 is al ready

tcﬁ”t”eCt ed to e g dal k&l A fYoe 198ar¥balinks HRAAENBYchRgogOARECtiON IS
a

performed. The encryption key is updated successively
10 at regular time intervals by a mutually decided
calculation method by using keys as a seed of encryption
key.
The aforementioned procedure is shown in Fig.
7. In step 701 in Fig. 7, first, a transmitter
15 apparatus is selected by retrieval. 1In step 702,
authentication is performed between the selected
transmitter apparatus and a receiver apparatus serving
as the controller. In step 703, confirmation is made as
to whether the selected transmitter apparatus is already
20 connected to another receiver apparatus. When the
selected transmitter apparatus is already connected,
what is meant by the connection is that authentication
is terminated and that a key is already shared.
Accordingly, when the selected transmitter apparatus is
25 already connected, the same key as used in the connected
receliver aﬁparatus is shared in step 704. When the
selected transmitter apparatus is not connected yet, a

new key is shared in step 706. The aforementioned




0 5 AUG 2004 - 17 authentication is termnated and that a key is already
shared. Accordingly, the same key is stored so as to be shared with Ghdls 200
digital VIR 103. Wien the digital video disk 105 is not connected yet, a
new key is shared. The 5 aforenenti oned process is repeated until
authentication is terninated anong all tfHrsnitter apparatuses.
Alternatively, keys serving as seed of encryption key may be shared when
aut henti cat i @récespet$ orapeatFdeunnélypurbankéygatd oipdst &¢ridcdss vel y

10 at regular tine intervals by a nutually decided cal cul ati on net hod by
usi ng keys asa®PrR@edlbf CEARPRHEFBA aRE?Fa¥H§e§féPe§§ﬁPiaﬁéd procedure is
showmn in Fig. 7. In step 701 in Fig. 7, first, a tranpsmtter, 15 apparatus
is selected by retrievaFl®| RTQERFS78D, Figut ReRePcRei 6 SPs US& %et ween

t he sel ected %ransnitter gpﬁaratuswsnd a receiver .apparatus servi.n as
the control | #1OFFREREHECRBS, PRBRFT r WBEPoR PEVNAGESAY =Tt 8PRRECHEY e

R R T e e AL S D TR e

er "apparatds 1s already connected,

what is neantta%?éﬁftggﬁggéggggng ggagoﬁgggﬁghigghgg@ergg el m nated and

that a key is eady S ccordi ng en t sel ected transmtter
apparatus is 2oribfesdyrEORNeshede bBersanBakey 25eUsed riefebita sternect ed

receiver apparatus Is shared in step 704. \Wen the

manner on the basis of detection of the transmitter
apparatus. Further, even in the case where the selected

10 transmitter apparatus is already connected to another
receiver apparatus and is transmitting content to the
already connected receiver apparatus, authentication can
be performed in the aforementioned manner.

As described above, the aforementioned process

15 is performed by each of receiver apparatuses so that a
key is stored in accordance with the copy control
information, even in the case where no controller is set
specifically. Accordingly, even in the case where the
copy control information of content from transmitter

20 apparatuses is changed, the picture is not interrupted
because authentication is not required. Further, a key
per a transmitter apparatus can be shared to respective
receiver apparatuses. Accordingly, even in the case
where content requiring restricted authentication is

25 transmitted, the content can be received by all the
receiver apparatuses. The user does not feel out of
place compared with analog signal connection.

Although the embodiment has been described



selected transmtter apparatus is not connected yet, a new key Qi ﬂ@%@d
in step 706. The aforenentioned 0 5 AUG 2004 -18- process is repedted until
authentication is termnated anong all transmtter apparatuses in step
706. The process in Fig. 7 can be also used in the aforenentioned manner
when a new receiver apparatus is 5 connect®d or powered on. Even in the
case where a new transmtter apparatus is connected or powered on,

aut hent i cat i onpeantbe papstorhede Bothe convrestan @rel admitrioatioR basi s
of detection of the transmitter apparatus. Further, even in_the case where
the sel ected apetpParsarmedr fappaddt epriasafiusesdy Wehrfeme e ieehdt her

recei ver apparatus and is transmtting content to the | ready connected
recei ver appaf@faEibadt ABRVECSBPoRSC 5°b€t5€¥F¥W4nﬁqu:h af orenent i oned

manner. As descri bed_ above,, the_afor.enmentioned proc 5 i f db
each of recei%@?hﬁﬁgéPBté?@sagghFﬁgﬁcg%lﬁéyaff gfﬁﬁgﬁgyﬁ}é¥%€¥8§%52rafth d

Lhe sopYgcont Lol chELGETELLGR:cBUEh U Lo iae SELE 10 capt L0l AT oo

specific vVenin ere copy contro

nfor mati on_of -cROLeUL; L oYL EARSWALLE 2Q:aDRal uassrd suihanged, the

picture is not interrupted because authentication is not required.
Further, a keﬁroesgséngr f0REI bhebraRP AR LeCANY hesfanaddi0sd aspect i ve

recei ver apparatuses. Accordingly, even in the case where content
requiring restphptediatt BenbinCakic@eniely large number of apparatuses,
or the like.
10 There is a further case where a plurality of
systems each having the connection form as shown in Fig.
1 are connected through bridges. 1In this case,
authentication is performed for apparatuses connected in
a bridge. The same effect as described above is
15 obtained when authentication is performed whenever
content is transmitted in the case where apparatuses are
connected through a bridge.
The case where authentication is performed
when the input is switched will be described below. The
20 digital video disk 105 has both an analog input and a
digital input. Accordingly, the digital video disk 105
may be designed so that authentication is performed when
the digital input is selected. In this case, a certain
processing time is required for switching the input.
25 The burden imposed on processing, however, becomes light

because connection is performed only in the case of

necessity.




25 transmtted, the content can be received by all the receiver {5 AUS 2004
appar atuses. The user does not feel out of place conpared wth anal og
signal connection. Although the enbodi nent has been described 0 5 AUG 2004
-19- upon the case where both connection and authentication are perforned
for all apparatuses, the same effect as Wdscribed above can be al so
obt ai ned when both connection and authentication are perfornmed only for 5
appar at uses regi st ered BFroeelvaing bn sShibfectedsiondasashowandm $5idon in the
past in the case where the processing tine beconmes noticeably |arge
because of dbnnebt iPrei8Gh, extierpsHitheyeapbabakusf WApphr &Buses, or the
like. 10 There is a further case where a plurality of systens each having
the connecti dirdroima Bsinhowpnienti 45 ratrievednhectedethr su§Arsttdges. In
this case, authentjication is perforned for agggratu onnect ed i a

bri dge. The SEFANEI¥ET APRRE2FEDed BBOYESPs oBFggEB LR&ton i's’
cpLhent1 ot o0 L BeL O TP MOSISURS | SBRLED Lok SOSHRLERT g Rt e cnse
e S B ALES LDEnbgULl s LR ) s peggpcr bed
0 o oo fFASE AL Yend el Sptalathdeo desndOSegRdhe desi aned <o
transmitter apparatus is already connected, the same key
as used in the already connected apparatus 1s shared in
10 step B804. If the selected transmitter apparatus is not
connected yet, a new key is shared in step 805. As
described above, the burden imposed on processing is
light because connection is performed only in the case
of necessity. Although this embodiment has been
15 described upon an apparatus having both an analog input
and a digital input, the same effect as described above
is obtained alsc in the case where the apparatus has two
or more digital inputs. Although the above description
has been made upon the digital video disk, the same
20 processing as described above is performed upon another
digital apparatus.
The aforementioned authentication can be
performed in the same manner as described above in the
case where it is applied to other information than copy
25 information and copyright information.

In the digital signal processing apparatus

according to the present invention, authentication is




the digital input is selected. In this case, a certain processing tiﬁ?‘i&
required for swtching the input. 25 The burden i nposed on processﬂﬁg,“ 00
however, becones |ight because connection is performed only in the case of
necessity. 0 5 AUG 2004 -20- Processing in this occasion is shown in Fig.

8. In step 801, a transmitter apparatus whekh is transmtting content is
retrieved to select a target transmtter apparatus. In step 802,

aut henti cat i oper §obmpdr fornmanakensndp o0 Zopgurifdhrinmnicrty | appadetases o

whet her the selected transmtter apparatus is already connected to another
appar at us. |fcoheestkrdcteda digndmlt sagnagpaust ushian fiveagpraorheeeed, the
same key as used in the already connected apparatus is shared in 10 step
804. |f the serecPederpanshi refoapsstadusdd Fheotdididietictngletbus- new key
is shared in step 805. As described above, the burden inposed on
processi ng i SACFPEALNEe¥aus¥eBonfledlifoRdSE WOEES NGy 154 HelRAse  of

necessity. Although this enbodi has .b is d b t
navi 9. bB1 . aFeShBr 56 SFnAULhSahd CACAG) ¢4 EABEL LR sarlle GRTRCEIRs o

descri bed aboye_ is gbtaine | sQ ji.n .t case where the apparatus has two
or nore digit%?ni%%ungeAFF%oﬁmﬁ% lgtEESVe description has been nmade upon

the digital video disk, phbe,sane20,an00essiing as dracdec apgye 1s
per f or med upon anot her i gital apparatus.
management of copyright among apparatuses connected to a
digital signal bus, when an input terminal connected to

10 the digital signal bus is selected. Accordingly, the
burden imposed on processing is light because connection
is performed only in the case of necessity.

Further, a key used among apparatuses
connected to a digital signal bus is stored.

15 Accordingly, even in the case where the copy control
information of content from a transmitter apparatus is
changed, authentication is not required so that the
picture is not interrupted because the key is stored.

Further, the transmission channel of the

20 digital signal bus is changed in accordance with the
copyright control information attendant on content.
Accordingly, even in the case where only one key can be
established for one transmission channel, authentication
is not required so that the picture is not interrupted

25 because the key is stored though the copy control

information of content from a transmitter apparatus is

changed.




The af orenentioned authentication can be perforned in the sane manner as
descri bed above in the case where it is applied to other informatl bAUSHEw
copy 25 information and copyright information. In the digital signal
processi ng apparatus according to the present invention, authentication is
0 5 AUG 2004 -21- performed for nanagenenfz%T copyright anong apparat uses
connected to a digital signal bus, when the apparatuses are powered on or
connected to the digitaFustyaal BQsﬂPRA@@ﬁWﬁ|%;§knaﬁuﬁhqerSR?%%%%emhere
content requiring 5 restricted authentication is transmtted, the content
can be recei ve@EfmBli aPRRY 2 tRFPEHhEPNIEGTREN T &ty % Gl FOrFRALE f or
managenent of_ copyright anong apparatuses connected to digital sjgnal
bus, when an PRput f‘@FﬁFﬁéFggé{nné& R eE TRES Wé‘d(ﬁrg?tt%dasqagﬂglygﬁé tle

sel ected. Accordingly,, the burden inposed on processing is |ight because
connect i on igsﬁﬁr86¥n98 BHPVlPﬁgrhe case of necessity. Further, a key used

anong apparatuses connected to a digital signal bus is stored. 15
Accordingly, even in the case where the copy control information of
content froma transmtter apparatus is changed, authentication is not
required so that the picture is not interrupted because the key is stored.
Further, the transm ssion channel of the 20 digital signal bus is changed
in accordance with the




copyright control information attendant on content. Accordingly, even_in
the case where only one key can be established for one transmi ssibh AUG 2004
channel, authentication is not required so that the picture is not
interrupted 25 because the key is stored though the copy control

I nformati on of content froma transmtter apparatus is changed. 05 AUG
2004 -22- Further, an apparatus defines the respective nanmes of apparatuses
connected to the digital signal buspzAccordingly, an interface understood
easily by the wuser can be provided. 0 5 AUG 2004 -23 WHAT IS CLAIMED IS :

1. A digi ' | Ar i ng apparatus connected to other digital signal
pr ocessi mgmmans of a digital signal bus to transmt/

receive a digital signal, wherein said digital signal processing apparatus
conpri sed. an i nt er adegitai signal poessing apparatusaodndetgd talotheir ghigitalpr ocessi ng

apparatus,is powered on, said interface circuit perforns authentication
bet ween §igngl progessng apparaiusss by dseanspiabigitat signalnbps taryansmitsai d ot her

digital sigmnal processin ar at uses_.power ed on si.mul t aneously with or
befor o pBudLch dutal 3fenaty Wtz wid dlital STanal orohs SRR 2PREAS and wher ei n
key inf ] ' irBYit RSt R R th | | :0r0cessi ng
et ween CoPgogs g FuEAEE Cirplit 6 U e O e B B r i ot al
signal pppaansiispoweped ahlswd intarfdcé biecult péifarms agthehticaticencr ypt ed or
decrypted on the basis of said key information. i

between said digital signal processing apparatus and [any of] said other

digital signal processing apparatuses powered on simultaneously with or

before power-on of said digital signal processing apparatus, and wherein key

information is shared by performing an authentication processing between

said digital signal processing apparatus and said other digital signal

processing apparatuses, and the digital signal is encrypted or decrypted on

the basis of said key information.

2. A digital signal processing apparatus connected to other digital
signal processing apparatuses by means of a digital signal bus to transmit/
receive a digital signal, wherein said digital signal processing apparatus
comprises an interface circuit so that when powering-on of said other digital
signal processing apparatuses is detected, said interface curcuit performs
authentication between said digital signal processing apparatus and [any of]
said other digital signal processing apparatuses, and wherein key information
is shared by performing an authentication processing between said digital
signal processing apparatus and said other digital signal processing

apparatuses, and the digital signal is encrypted or decrypted on the basis of

said key information.




2. Adigital signal processing apparatus connected to other digihﬁi wsh%pal
processi ng apparatuses by neans of a digital signal bus to transm % 9 4k
receive a digital signal, wherein said digital signal processing apparatus
conprises an interface circuit so that when powering-on of said other
digital signal processing apparatuses is detected, said interface curcuit
perfornms authentication between said digital signal processing apparatus
and [any of] said other digital siLggal processing apparatuses, and wherein
key information 1is shared by perform ng an authentication processing

bet ween %ai d di gi t Aldigitalsighalprocessiaigappapatas abnsccietitcsathdr digital di gi t al

si gnal processing  apparatuses, and the djgjital signal is encrypted or

decr ypt esignal proeessing apparatuses by resans of adigttalsignal uatestonemit/24- 3. A
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recei ve emﬂh 5&aln ftePRle cithift %tﬁﬂérg%ﬁﬁ&tﬁémﬁda%ﬁ'be%eeﬁﬁung appar at us

conpriseS ah Intertace circult ornms aut hentication between said
digital djgiankigaaberRessigg appataisumdaaid sthier digitab sighabptadessingnal
processing apparatuses wnen said interface circuit is connected to said

di gi tal sppavatuseswhen said intesfasicreitcayt is sponeaied tnsaid digitalsigna bysr f ormi ng an
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processi gpiRPREnal pRResdig gﬁﬁé}ﬁmésﬁmﬂl the deditad isipmal iPereryptetdraansm t/
receive a digital signal, erein said digital signal processing apparatus
conpr i sedeaypiedtar fhedwsis ofxaid kephindbrpatiémr s aut hent i cati on bet ween said
digital signal processing apparatus and said other digital signal
processi ng

4. A digital signal processing apparatus connected to other digital
signal processing apparatuses by means of a digital signal bus to transmit/
receive a digital signal, wherein said digital signal processing apparatus
comprises an interface circuit which performs authentication between said
digital signal processing apparatus and said other digital signal processing
apparatuses when connection of said other digital signal processing
apparatuses to said digital signal bus is detected, and wherein key
information is shared by performing an authentication processing between
said digital signal processing apparatus and said other digital signal
processing apparatuses, and the digital signal is encrypted or decrypted on

the basis of said key information.

5. A digital signal processing apparatus provided with a plurality

of input terminals including an input terminal from a digital signal bus and

connected to other digital signal processing apparatuses by means of said




appar at uses when connection of said other digital signal processbdlé 200l
apparatuses to said digital signal bus is detected, and wherein key
information is shared by perform ng an aut hentication processing between
said digital signal processing apparatus and said other digital signal
processi ng apparatuses, and the digital signal is encrypted or decrypted on
the basis of said key information. 5. A digital signal processing apparatus
provided with a plurality of inputsermnals including an input term nal
froma digital signal bus and connected to other digital signal processing
appar at ugigiabyighebns tof tradintlt/Gebei/a ARRAL sigtal, dheidiRbaididigRil bus to
transmt/ receive a digital signal, wherein said digital signal processing
appar at usigoapocessing appanitus isomprisescuit for selecting said plurality of

i nput termnals; and_aB i nterface Ci rcuit erf.orns aut hentication

: whi ch P
between said di gi & AVitehingtirgitittor selesing spid plurAlity 0§ 18Pty ot her di gi t al
si gnal s ocesslé,%l appar at uses when said input termnal connected to said
di gi tal S?F&H}fl ’ s(,i is selected by said switching circuit, wherein key

information is shaggthtbyfaResitaiirwhicipperfashd Athbaiddton BitRees shidd bet ween
said digital signal processing apparatus and said other digital signal

pr ocessi digitabgignhal proesssimmnapparetudiagidtsald sthgndigifab sigaabpyogessingr decrypt ed
on the basis of said key .information. 6. A digital signpal processing
appar at @Prasatises when saigiinput tgrginad consegiedito faid digital signab bus a3 uses by
means of lgital.signal. bus tq encrypt a digital signal and transmt/
receive i?cge(gh&sﬁﬁf%‘gmgmagtcéqwﬁi gnal, wherein key information is shared
by perform ng an aytbgifb ikeat [iBAGS SHPed B IpeRRPmiSShsl di gital signal
processi ng apparatt"g1 % sgi ot elr gfgitg? Zi gnal 8¢

authentication processing between said digital signal processing apparatus

and said other digital signal processing apparatuses, and the digital signal is

encrypted or decrypted on the basis of said key information.

6. A digital signa!l processing apparatus connected to other digital
signal processing apparatuses by means of a digital signal bus to encrypt a
digital signal and transmit/ receive said encrypted digital signal, wherein key
information is shared by performing an authentication processing between
said digital signal processing apparatus and said other digital signal
processing apparatuses, and the digital signal is encrypted or decrypted on
the basis of said key information, and said digital signal processing apparatus
comprises a storage circuit for storing said key information used in
transmission/ reception of signals between said digital signal processing

apparatus and said other digital signal processing apparatuses.

7. A digital signal processing apparatus connected to other digital

signal processing apparatuses by means of a digital signal bus having a

plurality of transmission channels to thereby encrypt a digital signal in




processi ng apparatuses, and the digital signal is encrypted or decggpai&Shmn
the basis of said key information, and said digital signal processing
apparatus conprises a storage circuit for storing said key information
used in transm ssion/ reception of signals between said digital signal
processing apparatus and said other digital signal processing apparatuses.
7. A digital signal processing apparatus connected to other digital signal
processi ng apparatuses by nmeans of _agdi gital signal bus having a plurality
of transm ssion channels to thereby encrypt a digital signal in -26-

accor dangeorddnie Goiy copyrightaontrol irfofraation ofsaidfdigitaldighadiandl si gnal and
performtransm ssion/ reception of said encrypted digital signal, wherein
said dipgrfarm tragsmissiond cessptiog of spit qtquxpt@drvﬁguw&m, whein saigl circuit

whi ch changes said transm ssion channels of _said digital .sjignal bus in
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digi tal itgRald &opyright @¥AleNRFoRnatim iviidn sidddital Wizablstotsd d di gi tal
si gnal processing apparatus conprises a circuit for defining a nanme of
sai d di girsrsimistednal processi ng apparatus and nanes of said other digital
si gnal processing apparatuses connected to said digital signal bus.

8. A digital signal processing apparatus connected to other digital

signal processing apparatuses by means of a digital signal bus to exchange a

digital signal, wherein said digital signal processing apparatus comprises a

circuit for defining a name of said digital signal processing apparatus and

names of said other digital signal processing apparatuses connected to said

digital signal bus.






