il , .
WO 99/ 15970Q
PCT/ I-B98/ 01510 " NETHOD AND APPARATUS FOR P R

RECORDED DI G TAL DATA Iyve n rel at e GHlIRN
and appar atus g ot ectlomoﬁ?"mmdggb@m&ﬁm for "v
protection of audio and/or visual da‘{"%{""éi’g*“?“?ﬂ‘orhwgerﬂ
di gi tal vINFEBNATIONALPPLICATION BUBKFHED PNDER TRERATENT COOP ATION TREATY (PCT)

i nt r odius inRfa@he dit@t ErdbischBehinol ogy | n te) RecliioNl SidRbuok Mgdnek: has by gés979 |/
consi der appsr pEHAMAIES tO t-hggdonsuner in conparison with analog W
techno ogi es, notably in relation tp tr@hfm#t@lylblbmfepla*mﬂuct | arpril 1999 (06§4.99)
sound [and Tmage and the durabi 1ty O port medr um The conpact dis

has al | Glipinternptiopdl Appliegtion Number: rad‘F’f’iBWIQ//isH?FS‘S‘p‘%g % gﬁbmg as. B8
IS expess ftkeibohd? FidiDatet r%%be@ﬂgﬂizoﬂﬁsw I g ﬁ'eﬂpéx@ Cir$ D, L, Is, JPEﬁl'z &@Cé{h%
t he rrultl medi a and hone entertai nnent ketsxgemsmam mol%tg%gt%) W%‘gﬁbf‘%
digit vi deo dj sk. A particul af pro Y
recordéﬂ’ Ry | N ds ESueRiBSiesr 0 od B 88 Jctlommﬁ! Ejmsjixjgg z e'o
for pif that arise therefrom As(ngV

% 2] Eltmhnpatac(ﬁMd&Zél %(Zkgeb &
make 3 S wthgﬁﬁ%“%\lg‘?“‘%[ i TR
qual i ti}*b?”‘éf@&'é—.‘%h&g%'g"m% Sl ex;ezﬁi&ﬁ 8% em  py, cr, cGl &, éx@rdAouﬁ va %gamﬁ
with the advémtll’oﬁ(mﬁ rdabl e di gital Pprpduct®™®.gaGeh as the m nidi sk or DAT,
and vl el uc¥ance entertai nrre7t conpanies to |icense copyright
wor ks vgﬁ&ﬂmﬁfwwwb}sem}) RERARDEAU) @fistiany PubtisndCt ed as a break op’t he

I ntroducti dFRleRﬂst‘G tikredeprByisetizn, BT17600Bpsseadt . pr oWitGHr@nation @arch report. < At pr esent
the only pr&e®sER W avai |l abl e sol ution pgai nst unauthorized reproduction

of copjytdd Sdedts: \FOZHNS, Paul, Dennis el b MaBARRNSqaire] BYRI ONE, and a nurrber of countries

i n Eurjope s ot Reedybaotop WERG AL (B oduced pnti - pi rac | egi slation to
conbat| t he increasi ng nunber of pirate f}jlnms, CDs wﬁﬁl d.obk m@ﬂ@

t he rket. For obvi ous reasons, p | egal soI u | ess t han

opti :;’I fromthe point of view of prevenfative actilohnv.25

Techno 3

| ogi cal anti-copying solutions proposed tojgate 'Eg'sual wor k$
have Pbeen extrenely basic, relying for exéﬂ%le gh b e?F Wg of wusing

sonme flormof digital [err] handshake [erf] bet
(54) Title: METHOD AND APPARATUS FOR PROTECTION OF RECORDED DIGITAL DATA 1/

(57) Abstract

A method of restricting access to
recorded digital data on a digital support
medium (2) using an integrated circuit
e.g. on a smart card (4) containing a
first decryption key (Kf) characterized in
encrypting with a corresponding encryp-
tion key (Kf) one or more elements of
the volume descripter (V) of the support
medium (2), recording the encrypted el-
ements of the volume descripter together
with non—-encrypted data on the support
medium and, when accessing the sup-
port medium (2), using the integrated cir-
cuit decryption key (Kf) to decrypt the
encrypted elements of the volume de-
scripter (V) and to supply a2 reader (5)
with these elements so as to pcrmit the
reading and/or writing of non-encrypted
data on the support medium (2).
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and support: nediumso as to.verify the origin of the the recording. Such
protection is, however, only effective against only the m)st | ow

I evel of copying actrvrty, si nce the handshake signal is not

protected in aMPRa$¥78nd nay be easily read and reproduced SOP%'IBPW‘éHhvert

an unauthorised copy into an apparently authorised and readable
copy. Corrputer system; usi ng secret keys stored in a
smart card to co ATHE EORPROTEC CORDED DIG{TAIKDA

known, for exanple, from S 5 191 611. Such systems possess the

di sadvant age t hat t he reader needs to be provided w th considerabl e
processi ng-and nenory capabilities in order to 5 decrypt and store the
recorded encriy plegdht itVenfidnselftbs tahidthod Snd\Wppdratiior proledtis of fedorddalinital 85, f@MS ar e
general |y inconveni ent when used to protect conputer data and are even nore
unsui t ablse fesample protectiompfipuidie ardiopyisuatdatalas regandedon compdct disksediaial vidéredisks or r eader

device typically has a much smaller capacity to , process and store
data in cont?H}ef?B'ﬁ'Wpf’?ftsa conputer, but where a real-tinme flow of data
needs neverthel ess to be maintained. 10 ' The ai m of the

present invention is to overcone the di sadvantages associated with the
prior art  Theintroduetidh iof digiteidecamibgy i ther aduibvisnaldieald dbd Ermig&hﬁnéidetahaadtvegiagealto

sol uti on agai nst the unauthorised reproduction of itally recorded
copyri ght w3Pacensupst ip coppagson yith ?PaPEF"-&'EWBH'ei gotakigip rﬁhﬂemfahemg ify of reprodugtion
According ta \V;
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medi um usi NGradifonbiVingiFéddtds Andd Siilar frenﬁiye&ﬁécﬁumme fntrécuttiol 61e W BigitaD prodiets
characterized in encrypting with a correspondi ng encryption key one or nore
el enents of anpd althe Wﬁ%f"ed'a and hopeeriaripipment matkets penemly, peietty theditahyides ddor di ng
the encrypted vol une descripter elenents together with "non-encrypted
data on the support medi um and, when accessing the support medi um using
the 20 i ntganBli&@robierGididcia@e with/dijitiyRedsid da ldz@ﬁhﬁ& Rhselobr@prodiGtion Bhdle

el enents of the vol une descripter and to upply a reader with these
el ement st5so passibilities s pirgcy thekrsise bergiamy Aaﬁmlecﬁlgﬁmcmdh‘g mey bawsed e malgWed dat a

on the su pp?\[ll’&"lber ofd pe#ect copies without any degradation in the quality of the sound or image. This problem

is serious, particularly with the advent of recordable digital products such as the minidisk or DAT, and
the reluctance of entertainment companies to license copyright works whilst this problem remains has

acted as a break on the introduction into the market of new media products.

20
At present, the only practically available solution against unauthorized reproduction of copyright works
has been a legal one, and a number of countries in Europe and elsewhere have introduced anti-piracy
legisiation to combat the increasing number of pirate films, CDs elc being brought onto the market.
For aobvious reasons, a legal solution is less than optimal from the point of vie\rv of preventative action.
25

Technological anti-copying solutions proposed to date for audiovisual works have been extremely
basic, relying for example on the idea of using some form of digital « handshake » between the reader
and support medium so as to verify the origin of the the recording. Such protection is, however, only
effective against only the most low level of copying activity, since the handshake signal is not

30  protected in any way and may be easily read and reproduced so as to convert an unauthorised copy

into an apparently authorised and readable copy.



For digital support nediunms, such as CDs, CD.ROVs etc, each recordi-ng, has
associ ated therewith an 25 introduction or header in the formof a vol une
descripter which sets out basic information regarding t he storage

| ayout and pwosessssé access of digital information in the mewiBasoisthe
amount of data stored in the nedium the date of creation of the
support nediumetc. This information, which occupies only a smal |
anount of nenory, is neverthel ess essential to the reading of the recording

and, without this information, the reader cannot access the recorded
dat a. 30 Computer systems using secret keys stored masmart card to control access to encrypted computer - >

B t f .
ht ogr ai ook et e kndeh B FEE Ror Of S0 P61 B M kBl sy B
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since the reader will not be able to access the stored data w thout the
decr yptsed detrgntanssiorgthe fagerded encrypted bipgks pfigata) ﬁﬂ'ﬁ%ﬂ@%ﬂl ssqhﬁtféemw key
necessary to I nt circu s of 5
course r e§F'§ef‘g'Y1't"°‘f"59"ée(9tswqu used%%:pe tec??""fpﬁtg% rn ool °rr1éclf Tie é?:ifc’bat ais
copi ed, thgp :&ﬁémnttﬂe%d@mm dmménl. whéte a reader devidd'ypRAFAES £mich RMBle RiBacitPloU e
descripter will only be present in an inconplete-or entirely encrypted
form The pcbeasyapdst@mdatamtchrepaasﬂnwmmaedm@nbgmaml-ﬁmrfhwewamedmsu de the
integrated circuit, that the key is never nmade freely

avai | abl e neverthejgss °b6rﬁ’fa?"@‘e? he prior art technique used for protecting
conputgr data, only the vol une descri pter or header data is
encrypted/ decrypted, avoiding the need to carry out cryptographic

oper at i onSheamiohibe prasent iavention is to overcoharive disddvatagpeassatiated wittithe prok &rt be
understood. this is particularl advanta eous where the invention
to be appl‘?"B’EﬁLFﬁaftdﬁ%p'PY"@aﬂeﬁ'f””ﬁé&“’\?\??'%%ﬂ ution-3gaipg e uppHtiiodsed FF@“’ﬂ?"'E'E’b%fsi ng and
MENDry cafpy ﬁéll%)éc ed%opyright works, 'bﬁﬁgﬁﬁy IH%haﬁo blic¥ishay ﬁérys smal | .15 I'n
one enbodi , e integrated circuit s embedded in a smart card
associated wth the support

15  According to the present inventién there is provided a méthod of restricting access {o recorded digital
data on a digital support medium using an integrated circult containing a first decryption key
characterized in encrypting with é corresponding encryption key one 6r more elements of the volume
descripter of the support mediuﬁ, recording the encrypted volume deséﬁpfer elements together with
non-encrypted data on the s@bpqrt- medium and, when accessing the s_upbort medium, using the

20  integrated circuit decqpﬁon key fo decrypt the encrypted elements of the volume descripter and to
supply a reader with these elemeﬁts so as to permit the reading and/or writing of non-encrypted data

on the support medium.

For digital support rﬁediums. such as CDs, CD ROMs etc, each recording has associated therewith an
25 introduction or header in the fonﬁ of a volume descripter which sets out basic information regarding
the storage layout and points of aboess of digital information in the medium, the amount of data stored
- in the medium, the date of creaﬁon of the support medium etc. This inforh:aﬁon, which occupies only
a small amount of memory, is nevertheless essential to the readmg of the recordmg and, without this
mformatlon the reader cannot access the recorded data.
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medi um the.smart: card acting to decrypt the encrypted vol une el enments and
to pass these to the reader so as to pernit reading and/or witing
of the recorded non-encrypted data. 20 In this context, a smart card
provi des a secWOMAMI® dur abl e neans for stocking the key nece%%"é(WS’?’éF”
decryption of the volume descripter elements. Equally, the cost of

production of such a card is . relatively small_ in conParl son with,
for exanple Bylepfgypﬁrpq t@gm{pfmqn%aqdéparpgcﬂtqﬂfcqyp@g K@y in an integrated cincyit gspqciated with
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M Cr opr oces smke tAé reE&PR@memé;bat:wsstﬁé S6iet Bla vitRuttRydecriptedeldnitnlsafiRel | N
this termare PCMCI A cards and ot her portable chip carrying cards or

devi ces havivelymeiaserptenendince the key negrsgasy todp thisds el by dhedmeailed direuitiichdsiped
devi ces often used in TV decader t ens. - . .

3 course Tesistant (6P YR iR iSO 1Pt et ORISR RIS coyyrie
housi ng the uhﬂataageetteéth&wrteueldtascaﬁter[vﬁxranly bstateeent flah Incéhiik drBntiréiEencrypted

i nvention, a smart card is not. the only solution available. For exanple,
in one real ifmt Neerdectyption kidle wotyme elements mayt hprcguied eut mside the istggratee dregit, sehi t
enbedded in the hou5| ng o gltal support nedi um 5
Incorporatlcyt?“ﬂi= & I$RexET ST 535?' Bt hin the housing of the support medi um
is a known techni que and has been suggested, for exanple, in the
case of DVHS cassettes where a set of netallic contacts may be
provi decioon Unlike@helpitr attitecBnique sl farfpradetingeammuedrideta only dtiervoiume descripten brarebder

| eading to an integrated circuit or chipin the interior of the -

housi ng. Th&3 isEBAYRIRYdECHiRISH. s\e'd@ﬁats@etﬂ gy °&W@§'BBPRJHPH’§"°§‘§P“ the entire
contacts in v& H’ﬁ &f%BPaBtdQ&' .Ss \ﬁ %J lﬂgﬁe ot QQ% pakgulg'ggrp\laﬁtagé%m&tﬂe fn%tt&% ween

t he |ntegrate circult eo recor
to be applied to the feld of audiovisual devices, where the processing and memory capacity of a

reader may be relatively small.

15
In one embodiment, the integrated circuit is embedded in a smart card associated with the support
medium, the smart card acting to decrypt the encrypted volume elements and to pass these to the

reader so as to permit reading and/or writing of the recorded non-encrypted data.

20  In this context, a smart card provides a secure and durable means for stocking the key necessary for
decryption of the volume descripter elements. Equally, the cost of production of such a card is

relatively small in comparison with, for example, the price of the recording itselif.

In this application the term « smart card » is used to mean any conventional chip-based card device
25  possessing, for example, microprocessor or EEPROM memory for stocking the key. Also included in
this term are PCMCIA cards and other portabie chip carrying cards or devices having alternative

physical forms, such as the key-shaped devices often used in TV decoder systems.



Such a solution avoids the need for the provision of a smart card ar the
like in conjunction with the recording and is thus inherently
sinpler fromthe point of view of the consuner. The need to include,

for exanple, wo®rserd card slot in the digital reader is al SeTassesd,

al t hough the cost of production of 15 the recording nediumw ||l of course
I ncrease to incorporate the introduction of an integrated circuit in -

t he housi nwhistysroviding 2 fasticaigriytconveriert way of lheusing tre imégrdtéuccircutarl @ chiphsésdd indhe ead

t he support | n. one enbodi nent. the key for encrypting and/or

decr ypt i ng"eRtienyFOFECRILE ettt oty sehlpgiable. For examplgnipope;eealisaliop.tye key is
diversifie A ] ' ; L enpre: ' ue associ at ed
bl o ERBHL S LR RS PR S350 etndd

with the ntrty o e support ne ed data, for
exanpl e a serial or batch nunmber. In this way ~a sinple encryption
al gorithm can be used, diversified by the manufacturing constant to provide

a 5 [leqornoraien ¢f @anigrenracpsspiithia e hausing ictthe suppast mgsiiuatds & kowprieckniaye pAdt er .
In fact, f t | . . K ted
for o gl veit SRR ehadbras s SRR D BEERB o1 OIS copsston urB 8 Tl coicstFE ' ©

per f or MaNC# provided on an exteridrBuriatof HeiftsEtfetholisiigthé EMtakie badgld®an iktBgritedaeuid N thi s
I nvention can be any one of a nunber of known symmetric al gorithnmns,

such as DE®chip irfig interior of|the kaysihg. aThesgseontapth may ihe epgagedby al eatmegpondinansek of/s can

D T BBl B B8 b s & TR BBl GRS el i s
10  thevideorecordet N One realisation of the nmethod of the invention, the
vol ume el enents are re-encrypted by the integrated circuit according

to a new key generated and stored in the integrated circuit, the re-

encrypted vol une el ements being.thereafter recorded on the nmedi um by the
oo 1 P Frlglon R the Rest B 10 BIARPG o HIH R T R ST e By ¢ he

security Qfcoldig aid &RBidhSredth SHrpRSRIh ALShidt BevidwAl? B chistmirl @Rk need to inciude,
for example, a smart card slot in the digital reader is also avoided, although the cost of production of
15 the recording medium will of course increase to incorporate the introduction of an integrated circuit in

the housing, as may the costs of the elements of the reader used to read the support.

In one embodiment the key for encrypting and/or decrypting the volume descripter elements
comprises a key diversified by a .manufacturing constant representing a value associated with the
20  identity of the support medium or the recorded data, for example a serial or batch number. 1n this way
a simple encryption algorithm can be used, diversified by the manufacturing constant, to provide a
« unigue » key and a unique encrypted volume descripter. In fact, for most practical purposes, the

same key may be generated for a given batch of recording supports or for one particular recorded

performance.

25
In its simplest form the key algorithm used in this invention can be any one of a number of known
symmetric algorithms, such as DES or RC2 efc. In such a case, the encryption/decryption keys can
be thought of as identical. Other embodiments are possible, using public/private key pairs, for
example,

30
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5 of the integrated circuit. with.the.recording in question assured.

The new key may be generated by the.integrated circuit using a random or
pseudo-random nunber generator, for exanple. Thus, even in the case
of a batch of MR¥W¥MNgs initially encoded with the saRETARR§O011, o
encrypted vol une descripter will quickly nutate with each playing of the
recording, such 10 that no two recordings will open with the sanme key.

I n one enbodm@ngtrealisation of felrasingg i dheainedtiqsy theprolume; gigregiscrle f5-¢epted Py the
diversified | g tlS SAF ' A6 d IteaQed tDE RETES
for exanple 'lt&ﬁ%;seé%"%ﬁ ar?tcﬁ%régr foaééglg k%{/E %Pn%%%%t eﬁ céi r}:éal?td cn&jlt’ from
the reader: Jdhtypted @bibiné Sieinbits beROhetbaligr REdried o he mediard bip Yhet faader, pepiacing tHear
reader. 15 I n one enbodi nent, the val ue associated with the
identity of predousygoksyptadvalyeso iris way, theseeniyshine system is incrgesgd e thgidenditndpair ed
by the integrated circuit wth the value read directly fromthe reader on
subsequen? r &304 '?t@g?w‘?ﬂrcgh‘éﬂh&'beéﬁ%dg‘?fno%?ﬁlf%gssrrﬁ?'egrat ed circuit may sinply
reject the value read from the reader if this does not match that
stored in the medium 20 However, in an alternative realisation,

t he syst em n¥he iew ey ogy degwerated by tHedntegrated giduit usingfa ransiors op p$eudo-random numbey
allow, for exanple, for the_possibiljty that the reader has been re ced
or broken do@#feraioh R REAMBIR Ths, sven k‘rfb%ésﬁé’ﬁ? ,ba@hg{ 'FFH'@&F@@EEY erded |"&L the
compares thesén%%%'tﬁé’en&g#&?voruﬁxa%gcﬁﬁémn ik RRAE WithB4Lh BiEgind o fe HE@rHin% such
read fromthe reader and, 1n the event of a msmatch or difference between
t he two, 1act thatro twleretordiigs wiimpert with theabmekeyel enent s usi ng t he previ ous reader
Identity value fromthe recordi ng medi um and thereafter to
re-encrypt the volune el enents using the new reader identity value fromthe
reader . | | ' - Q st iRd

t oget her wi tlﬁ' ?ﬂ%’e;ﬁb?’é’@‘%ui“%?%%'ééﬁ dﬁgger%]ttteiytbgqpﬁ %&JQE?JG &r@@hg Sr ﬁ%‘ir)g\{:ase, I n
order to preysBiatéd withihe igantip df theirsadar, farfexdnalies seridl hambes, Cead Y the intdgratedirsit,
the 30 integrated circuit can be programed to carry out this operation
only a predefrem the fragdern Tipipearmiithe recording only to be read by thatpatticylgsgeader: 510

15
In one embodiment, the value associated with the identity of the reader Is stored in the support
medium and compared by the integrated circuit with the value read directly from the reader on
subseguent readings. In one realisation, the integrated circuit may simply reject the value read from
the reader if this does not match that stored in the medium.

20

However, in an alternative realisation, the system may be programmed fo allow an update of this value
to allow, for example, for the possibility that the reader has been replaced or broken down. In such an
embodimenf, the integrated circuit compares the identity value read from the support medium with that
read from the reader and, in the event of a mismatch or difference between the two, acts to decrypt
25 the volume elements using the previous reader identity value from the recording medium and

thereafter to re-encrypt the volume elements using the new reader identity value from the reader.

The new reader identity can either replace or be stored together with the previous reader identity. In
" the former case, in order to prevent an unlimited number of readers from accessing the disk, the

30 integrated circuit can be programmed to carry out this operation only a predetermined number of



times. In the latter case the integrated circuit can be programed-to,
permt a predeterm ned nunber of authorised reader identities to be
stored, so as to allow the recording to be played on a nunber of

readers bel omm9oegswe t he user, for exanple. Wth a |imtedPeraBswoisnp reader
identities, the integrated circuit can safely permt-an unlimted
nunber of changes between the authorised readers. 5 The present

i nvent i on times Ihtheatteroges: thip dnparsteg \wiscult ganchel Pjogramed kooReMmey 2 AredeteringdmgMeEt i on of

pre-recorded . recordi pgs, . such a e-recorde et.c.
However , an‘{mWTedB%ad‘éfd%"{g@? g?%g&,toret%h%o ?i‘h‘ﬁ_{c’w me_rmdfngg%%%za Eé:cl’(::%ainE n%eﬁera%pl i ed
to blank reaatdablgfg Wihd Ssef R ekapRN Gvith @ditkiuingdt of laGdeP BRSS! theRitbgdtelt | S

bl ank prior ?o its first insertion in the reader, the presence of

t he assoc icinduit dan safely geraiit@ul undimitasinunbdy of ahgnged Between the @utherisgd readetsr der t o decr ypt
the vol une el ements before the reader is allowed to wite any data onto

t he bl &nk medi um Such bl ank units al so possess a set of vol une
descri pt eﬁ'h%h.%é“@?\?i%%nﬁo%%?b% dBlctibed ab¥Ri 1 kiGR FeidBin to the protecliBif 6rpRL BsbrdRS
descri bed above to ensure that the units can only be read/recorded on in

t he presemnsordngs, sidh astpheereided ©skEy RANE etci fHodvewr, rae avill herappregiated. the ssmeect ed
nunber of readers. In this way, protection can be. affo,rde%&aa ai nst
unaut hor i dastiniqug sarke applied facbiank fecordable upits and &y e fpaljialiqp thafyproftmedipg,! "?n
non-encrypted . . r Log | : : rdinpal vy,
Wi ot e ot pebBiThofe B! BESEEALRA S, Wbt pisored SHARMNGT, T,
devi cep CapRbiad if brderddecrypraiRtiongie plefentetiraine rediey istaidwed & write arty date oatb SO t 0

be understood to include devices capable of witing or recordi ng
di gi tal daredlaphmediythe support nmediumin those enbodi nents where recordal of
such data is carried out. I n one enbodi ment the present

I nvention extends to a nethod of restricting access to recorded digital 25

data, in \GirhadkhRitdaéapdssesd dbeofabidhe deseiigetalendnts,asombionel of whichscamibk | be
appreci ated, the invention may equal |y be a)opl ied to the protection
of conput encrypted@e desegbed|atioys to ensure that the pjis oy lyds reap/RraiHed W B9 PrE3ens® L xt ends

to a t hqd of nuf act ur.i el [ : LrRE egrat ed
rdd) miD 8581 1H iAW, protection cah B €9

Ci rcuinﬁ, . ﬁ'!?rs’%égia%f)?ned?gge%lr nt@?ﬁ%&a eega%dn a Eﬁcgha carﬂ, for pJ%eec ?nncat he met hod

of the pr afsidd agdifst uhdlinBitled Bdpies of the ultimately recorded work that is stored in non-encrypted

form on the recording medium.

Accordingly, whilst the term « reader » is used in the text to generally refer to devices capable of
20 reading pre-recorded digital data, it is also to be understood to include devices capable of writing or

recording digital data onto the support medium in those embodiments where recordal of such data is

carried out.

In one embodiment the present invention extends to a methad of restricting access to recorded digital
25  data, in which the data is audio and/or visual data. However, as will be appreciated, the invention may

equally be applied to the protection of computer processed data.

The present invention equally extends to a method of manufacturing a digital support medium and
integrated' circuit, for example as incorporated in a smart card, for use in the method of the present

30 invention.



6 : A preferred enbodrnent of the invention will now be
descri bed by may of exanple only and in relation to the attached
figures, in which: 5 Figure 1 represents the steps in the creation of
digital supporVof¥¥Mm in this case a CD ROV i ncl uddGTgBagOIE0

| east partially encrypted volunme descripter and a smart card containing the
decryption key; and Figure 2 represents the steps carried
out in the reading of the drgrtal support nedi um encrypted as per 10
Figure 1. A preferred eRBbdihdnt Bidhe ifveftlod Wll%ov]r be bdiErivel G)P‘Pafo?e%n@le%ﬁlg%@iﬁ%tﬁn of a
digital recording including an encrypted vol unme cripter are

shown. A fi rksthe atfachedfiguremyinlndich Kf i s obt ai ned and diversified at step 1 by a
manuf acturing constant Cf to derive a [err] unique [err] key associ ated
with the recording in question. The 15 encryption key Kf can be obtai ned

fromfroma t@rage;&ﬁs%ggggsrnq?eeag&%w BfkaP SBRaH O W deBe 2 oo ROMO"®

skilled P'n tHe art'suc e anat ac urrny
constant Cf igRéingsn & astgartiblly @fitripteduomne d@é‘cnﬁralames sm&b&ed cth@ringthe Riedriifion
recordi ng in question, including the serial nunmber of the recording

medi um for kekaMpl e. However, in a 20 sinplified enbodinent, the
manuf acturing constant Cf can represent a batch nunber associated wth
t he production of a batch of CD-ROMs, or even a serial nunber correspondi ng

to the cat a'F@G'éQ represents thE wepsared ol mfthé Bading\EP e Bl Kb rﬁ@f@:ﬁﬁen@&&ecf é?s(bgrr ded
on the CD ROM In the latter case, the sane digital key w

gener at dd f 6igualtl recorded versions of the sane

Referring to Figure 1, the steps in the manufacture of a digital recording including an encrypted
volume descripter are shqwn. A first encryption key Kf is obtained and diversified at step 1 by a
manufacturing constant Cf to derive a « unique » key associated with the recording in question. The
15  encryption key Kf can be obtained from from any standard symmetric encryption algorithm known to

one skilled in the art such as DES, for example.

The manufacturing constant Cf can be chosen from a number of values associated with the recording
in question, including the serial number of the recording medium, for example. However, in a
20 simplified embodiment, the manufacturing constant Cf can represent a batch number associated with
the production of a batch of CD-ROMs, or even a serial number comresponding to the catalogue

number of a film, musical performance etc recorded on the CD-ROM.

In the latter case, the same digital key will be generated for all recorded versions of the same
25  performance or of the same film, for example. Although less secure than the realizations in which a
manufacturing constant based on the recording medium itself is used (eg the CD ROM serial or batch
number) the level of security provided by this embodiment may nevertheless be sufficient for

commercial purposes.



25 performance or of the same film for exanple. Al though | ess secure
than the realizations in which a manuf act uri ng constant based on the
recording mediumitself is used (eg the CD ROM serial or batch

nunber) the lverslise® security provided by this enbodi ment ngEyraesqasiohel ess
be sufficient for commer ci al purposes.

7 The [err] unique [err] encryption key obt ai ned from

t he di ver ¢ k uriguearengsyptiomitey phiginad flomyheldivelsifcatioreod ﬂ“ﬁ@@tkeut(f isthegpusdd atstep3  t o

encrypt one or nore e of th Crj a ciated with the
e or B ng SharBSHRP fr o Haerts e vofme daebiiier VREHaRY Fin tn BoPiNG BHi Fon t ne

use of a.yglssie ASmehtioRddih thelinkdatetibh, fhedusafor @ \ﬂlan@ldescnpter in therﬁfaoafdﬁdws is a
concept vvel | -known in the art. Such a descripter contains a nunber

el enent s recﬁrdlngszlea:mnmphgelblmawramttm ast Buh a)ﬂest:ript;r certaprsch mgnb(elamfmlarrtenisf dat a

stored Iayout of %%Ital g rmat i lon in t he recording
etc) tHat 9pEEURING GhapRsterisicy of f3 §§§°§‘?"f9i farewy °6ydafah§°'f"% aept pfefigial blogks of

recor di ng; Watgﬁ i khgyr@&!)rdmg atc) thaz havy}@ bg%mnd$ssl;n dvl?}J Hg?egf;&%fo\'eofh?r for a

gi ven di gl Tal recordi ng medi um DVD etc usua

gover ned leacording tantbeplagdd onal standard or normin order to ensure
conpatability between different readers. In the case of CD ROWs, for
exanpl e, the format of the volune descripter is gover ned by t he

| nternat! ghtomid Qﬂﬁ@%ﬂﬁg}ﬁgsrcr%%%%r atg%f@/e‘blﬁr “ es#rﬁ%ﬁ@f Cl? RBMITOS | n or mat i on

application s

can beoenasuspt glerned Byan dtdarddnaedndart of ermpihesk@nto EriduR Noipdlability between
However, since a part of the information in the volume descripter-will be
ef fecti veldlfferﬁ‘?’f\ieadpﬁnt'" fhereash Pf CD ROMs, for ggmraledihe &t Sreciolygs descrigerds

efficient 8$v%{nﬁé by the " J%QnaP 3% tsg%% EW%%& RBaeP bt £ ';:.)ése%? Lo Ralion is

el enent s e over a escr
referred.

15 If desired, all of this information can be encrypted in one embodiment of the present invention.
However, since a part of the information in the volume deéscripter will be effectively invariant for all
standardised recordings a more efficient solution may be based on the encryption of only certain

elements of the overall volume descripter.

20  Forexample, in the case of a CO ROM, the data found at the octet positions 129 to 190 of the volume
descripter as defined in table 4 of the standard ISO 9660 may be encrypted. At these positions, the

following data is found :

129 to0 132 Size of logic block
25 133 to 140 Size of path table
14110 144 - Position of occurrence of path table of type L
145 10 148 Position of optional occurrence of path table of type L
149 to 152 Position of occurrence of path table of type M
163 1o 156 Position of optional occurrence of path table of type M
30 157 to 190 Recording of index for the source index



20 For exanple,-in the case of a CD ROM "the data found at the octet

positions 129 to 190 of the volune -descripter as defined in table 4
of the standard | SO 9660 nay be encrypted. At these positions, the

fol | owi ng dat 3¥¢ /¥8W¥nd: 129 to 132 PETARIZGISIP o g ¢
bl ock 25 133 to 140 Size of path table '

141 to 144 Posi tion of occurrence of path table of type L

145 to 148 Position of optional occurrence of path table of type L
149 to 152 As will be aptesdidd, QilsD the QRSHBEEE hBreesdiBidintradod 196 Ay REOMMisk, the

153 to 156 Posi tion of optional occurrence of path table of type M
30 . preseft7inyeption0§ equally applicalfigs dap iotivem fprrodts iof digital frenordinhe of eudiayisual e x

8 o WO, 99/.15970 Wl be appreciated, whilst
the descri gPe§media typg faia peliding el fesqipies such 6#%‘%*"5%% 4Pek, the

present 4 nvention is equally applicable to other formats of digital

recordi ngs of audiovisual or mul timedia type data including such
descri pt er SRetsnimgtodFigud 1 ithecdelevted elemefitsséftheovolunidadebdrister V arebread from the sbigbtir ni ng
to Figure 1, the selected elenents of the volune descripter V are read from

t he suppor tmedium 2 and eperypled At step 3 iy R diverpiieddken (. Skhe frsditing enenvpiedglemeptsiof hed key

Kf. The re ' r : . ' .
desi gnat edwﬁ‘gﬁ% '&%ﬁ;&% %’e@%&@eﬁ g%{Eﬁ g? (ZQ:\? Eeetﬁg}%sﬁgrdj s?%to 3 %%P%@gg?gr%gpeg{"} g{sﬁé{r
el ement's V thésupport 2. Thel suppostihisdiamt thid. fora@ inhifEs WhéncRPRY digitdl Bats rebREdTBSY the
i ncludes unencrypted digital data representing the 10 bulk of the

recor di Hg ibylkef, 88 recerding fiwesien toggther with § partialy p1 eptigly eaeryntedeplyme deseptare ds

vol unme descr.i.pter - i clear. the, recording cannot be read
wi t hout anq”e"!q%c\%'l" te"%?“ﬁ@é‘?%‘f’ wggﬁ?gﬁfthwta" equivalent ecﬁ?“&@”ey?o permt an

aut hori sed user to access the data on the support, it is necessary to
supply the
In order to permit an authorised user to access the data on the support, it is necessary to supply the
user with the key Kf and diversifier Cf. In the present embodiment, the values Kf, Cf are stored in the
15 EEPROM of an integrated circuit mounted on a smart card. The smart card is sold with the recording,
such that the legitimate user may listen to or watch the recording in question. The process of
decryption is described in greater detail below. Without the decryption key, any copies made of the
recording are unreadable. As will be understood, the information stored in the smart card cannot be
easily copied and any of a number of techniques known from other fields in which smart cards are

20  used (banking, telephone cards etc) can be used to prohibit unauthorised access to the decryption

data.

In an alternative embodiment, the key may be stored in an integrated circuit embedded in the body or
housing of the digital recording medium. Incorporation of a microprocessor within the housing of a

25 recording medium is a known technique and has been suggested for example in the case of DVHS
casseltes where a set of metallic contacts may be provided on an exterior .surface of the casselte
housing, the contacts leading to an electronic circuit, such as an integrated circuit or chip in the interior
of the housing. These contacts may be engaged by a corresponding set of contacts in the receptacle
of the recorder fo enable communication between the integrated circuit and the video recorder.

30



user with the key Kf and diversifier Cf. In the present enbodinent,. the
val ues Kf, Cf are stored in the 15 EEPROM of an integrated circuit '
nounted on a smart card. The smart card is sold with the recording,
such that thevoegiseionate user may |isten to or watch the reaam@osgision
guestion. The process of decryption is described in greater detai
bel ow. Wthout the decryption key, any copi es nade of the recordi ng
ar e unr eadvch an embodiment|is 3seequaliy] essisters delynauthaiséddopyingesince possdssiored therphydivel smar t
card cannot be . easi |y copi ed and any of a nunber of technigues known
from ot her®Pr4n9qe tqerf°Wn'f"é"ﬁ"°'§ r‘f“a"l‘# s8'§rt%lg‘eaﬂs@y's 3 decestRle PnBiRMRY Pf@",'"gt‘glﬂ??phone
cards etc)ekiiddBfgused to prohibit unauthorised access to the decryption
dat a. In an alternative enbodi nent, the key may be stored in an
integrated circuit enbedded in the body or housi ng of the digital
recordi ng medium | ncorporation of a mcroprocessor within the housing of a
25  r dcorefaTiieney i“h'?f?‘i"g 2. 3hssieRRrn v thg FEcreptien Fnd sSubsegieniyegarRetian P! ther
exanpl e i %mg eleierts Q%iu?w%e described. Ré‘n%érﬁi%e%?b&(\‘l&%f ef 6 nPLncploft by &

e provide ace of t

contacts may on an exterior sur e cassette
housi ng, tahe deesHienCE arelseadiiman infegrated ekdBic bMEdonQl sntkti card 45446dtiaRa WiR the
Integrated circuit or chip in the interior of the housing. These

contacts rugPoRanediigatyede 1A Brepriiag ShriIFmRIt et 4 BN GuRRprh @t ae ingeriefldn the
oy o et i AR 3 B PR SO el 58 1
9 10  or DVD reader, for eRikfiple, 2 indhite @QGMER Bird 516 wdGld BS14 Adidtively shididtéth teknhs of

unaut hori sed copyi ng since possession of the physical recording in
t he form ithe mdskiaeturing PiReess.sol d to the user is a necessary condition for
pl ayi ng of the recorded data. 5 Referring now to Figure 2,

the steps involved in the decryption and subsequent re-encryption of the
vol ume el QEihE edbryplidn mERIY dP Bigahe ACHE REKT i Giverdiidl b I GnanlFadtRing bdretamatrues of
the encryption key Kf ' ' _ _
stored in the smart card 4 at step 6 and the resulting diversified key used at step 7 to decrypt the
15  encrypted elements E1(V) read from the SUpport element 2. The decrthion process is carried out
within the smart card and the decrypted volume elements V are thereafter supplied at step 8 to the

reader 5 so as to permit reading of.the recording.

In its simplest embadiment, the encrypted volume elements E1(V) are retained in the support 2 and

20 the same key Kf and constant Cf stored on the card 4 can be used in all future readings of the
recording. However, in a preferred embodiment, the decrypted volume elements are thereafter re-
encrypted at step 9 to form a new encrypted value E2(V) written onto the support 2 over the initial
value E1{V). '

25  The volume elements V are re-encrypted using a key based on a random number R generated by a
random or pseudo-random number generator 10 within the integrated circult of the smart card itself.

" The random number R is stored in the smart card to permit subsequent decryption of the volume
elements at the next reading of the recording. In this way, the present embodiment permits the rapid
individualisation of card and recording, even in the case of batch of recordings initially encoded using

30 the same key Kf and diversifier Cf.

10



and diversifier & are stored in an integrated circuit nmounted on a smart
card 4 associated wth the support medium 2. To read the recording,
the smart card 4 and support 2 are inserted in the appropriate slots
in a reader 5. M%7%ard readers are wel | -known and the nodi PEFEROPBKIOF CD
ROM 10 or DVD reader, for exanple, to include a smart card ‘sl ot would be
arelatively sinple step in terns of t he manufacturing process.

As in the encryption nethod of Figure 1, the key Kf is diversified by the
manuf act ur i figa sre@HddVakiation, the random nBhidr RE) i Rsek BifersiftR at stépPf1disilg 8lalhd ef fonnd
the resulting diversified key used at step 7 to decrypt the 15 encrypt ed
el enent s E1he¢)readerdl for examplelite sesiairymber Ns| Emeediversifier VBlue Nd éscstopguit togethepwithtiesre- | S
carried out mart card_and the decr%@ted vol ume el enent s

V are ther e&?‘i”@’?‘*dé'ﬂ\ém'ﬂ% glﬁ'ge"g}:e@é’ﬂ the suppoft 3 In this embodimentybp vajue s is stored) indhs 1yj ¢

readi ng gof Emsrtéa%:%ggtmwﬁhthe random nu}ngeriRt.s_ Si rrp! est enbodi ment, the
encrypted volune elenents E1 (V) are retained in the support 2 and 20 the
sanme key Kf and constant Cf stored on the card 4 can be used in all future
readi ngs of the recording. However, in a preferred enbodi nent, the

decrypted vét ifeexreatdipg pfdheseeordinge the smark pard @ reads the seriabpumbpphieirraihe seader 5 t o

f : ' 2 h
ot o " BAGh R ey RS e W b GEbGob S, ARG s e8Pt e, e
using a key séiasainbenNg aferestd fiorh WEDREdeR 5B LsHoR 3, B¢ shart card ther’ GEAEYARE He

pseudo-random nunber generator 10 within the integrated circuit of the
smart cdfd Pecsyptign key from the stared randern mumbativale R 4nd diversifiercNs to deprept Seaydiumear d

' ion. of th | | h
reating o PRESPLE ol T8 pi Bfhng s S e . BraGRE ~eh C L8R e

rapi d genleRittid \ehdldiRdw Enarypted valib ofthd wbiLARQIeHRAHS héheRitd afiVirkteh M toldBpdor 28 Of
batch of recordings initially encoded using 30 the sane key Kf and

di versifier Cf. 10
WD 99/ 15970

If the smart card 2 does not read the same values of the serial number Ns from the support 2 and
15  reader §, this indicates a different reader is now being used to read the recording. Although this may
be indicative of an unauthorised or fraudulent use of the recording, it may also simply indicate the user

has replaced his reader or has a number of readers.

Thus, whilst the smart card may be simply programmed to reject the value Ns read from the reader
20 and to refuse to decrypt the volume elements, an alternative embodiment is preferred in which a
limited number of different readers may access the data. In one such embodiment the card is
programmed such that, in the event of a mismatch between the values of the serial number Ns, the
serial number read from the support is used to diversify the random key so as to correctly decrypt the

volume elements.

Thereafter, the new serial number Ns read from the reader is used to re-encrypt the elements and this
new serial number stored together with the re-encrypted volume elements on the support. in this
embodiment, the new serial number replaces the previous serial number. The card may be

programmed by means of a flag or the like to allow only a limited number of exchanges (for example 1

11



In a preferred variation, the random nunber key is.itself diversifi.ed at
step 11 using a value read from the reader 5, for exanple its serial
nunber Ns. The diversifier value Ns is stored together with the re- :
encrypted volwoes/msémnents E2(V) on the support 2. In this esdo@dbsimsio, the
value Ns is stored in the 5 smart card 4 together with the random
nunmber R At the next reading of the recording, the smart card 2
reads the oe) pfthe seriaiinemberion the suppbih cAfteethid@pmber has been pasogicthderd will tefusé bie

val ues E2( and Ns stored on.the s ort 2. Assum ng the sanme val ues of

t he subsapent exchAngRs, "WQHF@"F@HBP Yieghyse qEthe @&9!@'?9 istalpeplactpport 2, the
smart card then generates the 10 decryption key fromthe stored random
nunber value R and diversifier Ns to decrypt the vol une el enents V
SO as to pemanatermatddentgdinbnt] thecaremay b propranitedite kofe@he strid) @umbets st @ny newnber i s

t hen #gen_erat ed and a new encr(}/pt ed val ue of the volune el enments
gener at®d "affsip Aiistdnthe suRPAR A Aspbieadi »"‘e card checks fofsee {f the Sprig} pumbst of th® does

not read t nd 15
reader 5, %ﬁﬁeg&?ﬁ @Jgﬁt@a@?t&&%ﬁ %er?gaé réa np%%gﬁg%rrg%ﬁnnﬁaézg%%%%éﬁ t he
recording. mé\b&adaw@acﬂpm &t B Yast recording. IENdt N Sédal Menber usad eolmwhﬁg ik Or
fraudul ent use of the recordi n?, It may also sinply indicate the user

has repl ac¥snenisst thelgstcqading isFred fram Hig sERePrt ©F use éncdgeryriing the volume elemBitsis,  whi | st
the smart card may be sinply programred to reject the value Ns read from
the reader 20 and to refuse to decrypt the volunme elenents, an

al terngf i veQaiaQikotR&tks koSselEthe bdraChumBe ittt prasent reader cArﬂegpohd%Qo RUshRiper Of
different readers may access the data. In one such enbodinment the card is
pr ogr amme chireasy lstoret it the $upparth & netvanaw «euthgrisedl & serabivmbertismdded to he listaThisewof t he
serial nunber t serial nunber. read. fromthe Qrt is used to
i versi 1y iR nbERes Sifaneyred o 4N B sPHER plybe duomg e Emaeveier B the e

el ement's. qedmnts forthe nddtRa&Ad.t €r, the new serial nunber Ns read fromthe

reader is used to re-encrypt the elenents and this new serial nunber
stored together with the re- encrypt ed vol urre eI enment s on the support. In
this I.men

th | | i al
hunber 15 THRSE BB A Tyt s chrai esiad 1of g RS Rondiety BB AT 0
al | ow onl Yefaselth SdlRPfuthtr Bl ribax B RRNSQRd, &f RE sa?a&am,l remée to pass the decrypted

volume elements to the decoder. This comparison may even take place before the decryption step,
such that the card will refuse to decrypt the volume elements in the event that the reader number is

not found on the completed list of authorised readers.

20
In comparison with the embodiment in which the serial numbers are sequentially written over each
other, this embodiment passesses the advantage that a user may pass between any of the readers in
the list an unlimited number of times, as may be reasonably demanded by a user without any
fraudulent intentions.

25

Variations on the above described realisations will be apparent to one skilled in the art. For example,
while the invention has been desctibed in particular relation to a pre-recorded disk or device, it will be
clear that the same principles may be applied to blank supports such as blank digital disks or
cassettes, since such devices are nevertheless be provided with a volume desctipter which may be

30 encrypted in association with a smart card or the like as described above.

12
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or 2) of the serial nunber on the support. After this nunmber has been
passed the card will refuse all E subsequent exchanges, havi ng judged
that fraudul ent use of the recording is taking place. I n an
alternative enDRPHEN?, the card may be programmed to store tRerHB?fpIgL0
nunbers of any new 5 readers in a list in the support At each reading,
the card checks to see if the serial nunber of the r eader
corresponds to that of the reader last used, that is, to the reader serial
nunmber used AtGhedfingt inggtion of the mediurh inthe/didki e prdSshed bffitetissciatell intaghated icirdue GAlibEi NQ.
If not, the serial nunber used to encrypt the vol une el enents at

the |ast reaRfcPRgay & ardentp depryrhinetvalume pigpents Hedsre s eeariar ischllewed e fepryd ervaitaany une
el ements. Gdeagéoonto tl-'wﬁan(fc% iuf%! Sihe E%%%ngef of’ihoe irﬁgg?at%&{ ?rétﬁt?rﬁl?g rOI b% logﬂ:a'bgr?t%{]a l%mrg he

present rea corresponds to a ! _ y store _
support. 4f @adings 8f theMedieth 5d asb plaqint tHEGhiitnRéd dopyhfdf df ady iRtbHREI eléhtafldesdrde t he

list This new serial nunber is then used to diversify the random
nunber duri nap thérpedium.encr ypti on of the vol une el enents for the next
readi ng. 15 Once the list reaches a certain threshold, for exanple 2
or 3 authorised readers, the card may then refuse to add any further
serial nunbegsydidre, tifadciypled ¥liine @lscriphf el8AdMs hbyfBe re kMG 4d ARSI G the
decrypt ed vol une "el enents to the decoder. This conparison may even

t ake pl ace bsmpgortefot d@ampilecusjngta remiosityegenerated key, argitakingtilitaaccbime agyaghengas Itd the

refuse to decrypt the volume el ements in the event that the reader nunber
is ‘9 nd’i'f°"f'E'Eﬂﬁ‘o°°6‘ﬁ'"‘E41‘é t’l?dﬂ‘!l“ét"_%‘iﬁ"ﬂ‘?’_sele"‘ﬁﬁs aﬁt'ﬂt??otf ithecshangg ieomgositiop gf the
In conpari S} ;Wn{ J%r Eﬁﬁlpﬁmlamﬁ uﬁilntovghﬁleﬁcpdeghﬁ't 3P bdtideen gp&\rs&u%qecordin S

y B h . ot her, This e 3

sequenti al | ten over eac odi ment possesses the
advant age t hnddean theeapppidy pass between any of the readers in t he
list an unlimted nunber of tines, as may be reasonably demanded by a user
wi t hout any fraudul ent intentions. 25 Vari ations on the
above described realisations will be apparent to one skilled in the art For
exanpl e, whil e the invention has been described in particul ar
relation to a pre-recorded disk or device, it wll be : clear that the

same principles nay be applied to blank supports such as bl ank digital
di sks or _
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cassettes, since such devices are neverthel ess be provided wi.th a vol une
descripter which may be 30 encrypted in association with a smart card-or

the |i ke as descri bed above.
12 WO 99/15970\0 99/ 15970 At the first inserpépimogbisiche

mediumin the disk, the presence of the associated integrated circuit wll
be necessary in order to decrypr‘rﬁé”VBTUﬁ§~€réﬁ§%ts before the

reader is allowed to record or wite ' to the bl ank nedi um
The presence of the integrated circui Tﬂ!ﬂ“ﬂl‘}t’&@ﬁlﬂﬁl i gatory at all
It

future 5 readi ngs of the nedium so e unlimted copying
As

of any infqr I on eventually recorded - on the nmedi um
before, th ecrypted vol une descripter elenents nay be re-encrypted and
re-recorded on the support, for exanple, using a randomy generated

key, and taking into account any changes to the. 10 information contained

i n" t he %ol \ifemeliend of fepiticling gepesofecorded digiakdataron adighal syppertyaedium @4619837 t i on of
(0% e « MRk AT R 8 o | e Al
encryption key (Kf) one or more elements of the volume descripter (V) of the support medium,
recording the encrypted volume descripter elements togethér with non-encrypted data on the support
medium and, when accessing the support medium, u'sirjg the integrated circuit decryption key to

10  decrypt the encrypted elements of the volume descripter and to 'supply a reader (5) with these

elements so as to permit the reading and/or writing of non-encrypted data on the suppért medium.

2. A method of restricting access to recorded digital data as claimed in claim 1 in which the
integrated circuit is embedded in a smart card (4) associated with the support medium (2), the smart
15  card acting fo decrypt the encrypted volume elements and to pass these to the reader so as to permit

reading and/or writing of the recorded data.

3. A method of restricting access to recorded digital data as claimed in claim 1 in which the first key
(Kf) is stored in an integrated circuit embedded in the housing of the digital support medium.

20
4. A method of restricting access to recorded digital data as claimed in any of claims 1 to 3 in which
the first key comprises a key (Kf) diversified by a manufacturing constant (Cf) representing a vaiue '

associated with the identity of the support medium or the recorded data.'

25 5. A method of restricting access to recorded digital data as claimed in any of claims 1 to 4 in which

the first key (Kf) is usable with a symmetric encryption algorithm.

6. A method of restricting access to recorded digital data as claimed in any of claims 1 to § in which

the volume elements N) are re-encrypted by the integrated circuit according to a new key (R)

14
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13 . . CLAIMS .- —5 1. Ane of restricting access
to recorded digital data on a digital: gk \ “@W ) using an
integrated circuit containing a first \mml f) characterized in
encrypting w t WO2%2¥7t espondi ng xencryption key (Kf) OHf&A5P8/Hs10

el ements of the volume descripter (V) of the support medi um
recordi ng the encrypted vol une descripter elenents together with

non- encr ypt @enetRipdandstoredia the jiensted circult, the re-aagnmitervobima elefpinbelig deesfteig t he
support nediu si,ng t i L reuit decr L on.key to 10
decr ypt thereg?lc?{/loﬂtﬂ% ¢ ug‘n%ﬁegg%d?;' Feggg%tﬁ%?r%w%gggkr/% gpahgers\d to supply a
reader (5)-wth these el enments so as to permt the reading and/ or
writing of non-encrypted data on the support medi-um 2. A nethod
of restrict7némathedefgestrigting@eesseio cecarded digital datatas claiged tlaimaniwhich tee newikey (R) n
which the jntegrated circuit is enbedded {n a smart card.(4)
aosoci at Sd [OPMAEY NGRS PRI D PAmbet geneimey (CEN e agrgedlipyn g ¢ o
decrypt the encrypted volunme elenents and to pass these to the reader so as
to permt reading and/or witing of the recorded dat a.

8. A method of restricting access fo recorded digital data as claimed in claim 5 or 6 in which the new

key (R) ~generated by the Integrated circuit Is diversified by a value (Ns) associated with the identity of
the reader read by the integrated circuit from the reader.

10
9. A method of restricting access to recorded digital data as claimed in claim 8 in which the integrated
circuit compares a reader identity value (Ns) stored on the support medium with that read from the
reader and, in the event of a difference between the two, decrypts the volume elements using the
previous reader identity value from the support medium and thereafter re-encrypts the volume

15 elements using the new reader identity value taken from the reader.

10. A method of restricting access to recorded digital data as claimed in claim 9 in which the new
reader identity value (Ns) replaces the previous reader identity value stored on the support medium,
only a pre-determined number of replacements of the Identity value being permitted.

20
11. A method of restricting access to recorded digital data as claimed in claim 8 in which the new
reader identity vaiue (Ns) Is stored In a list of authorised readers on the support medium, only a pre-

determined number of readers being allowed in the list.

25 12. Amethod of restricting access to recorded digital data as claimed in any preceding claim in which

the support medium (2) is pre-recorded with non-encrypted digital data.

13. A method of restricting access to recorded digital data as claimed in any of claims 1 to 12 in which

the support medium (2) is blank prior fo its first insertion in the reader, the presence of the associated

15



3. A nethod of restricting access to recorded digitalr data as claimed. in
claim1 in which the first key ed in an integrated
circuit enmbedded in the housing of Hmm"“!!%"'}’gmort medi um 20 ~

4. A nethod Qﬁoﬁﬁ%ﬁbl cting access te recar al dat a reymebsoismwd i n
any of clains 1 to 3 in which the first key corrprlsesakey(Kf)
diversified by a manufacturing constant (Cf) representing a val ue

associ at ed imtedrited dievii bdidp héceysayfin drifee tole @i thie velEms dldents bbfbie theee@érded dat a.

25 5. A nmethod of restricting access to recorded digital data as clai-ned
in any of qulquﬁogrltfywaqa,qnmegﬁnkmedlum the first key (Kf) is usable with a
symmetric encryption algorithm 6. A nethod of restricting access
to recorded digital data as clained in any of clains 1 to 5 in which

the vol une gl AMMHoS ofrdbtricfiigtacdeSs © ieebied dditallditatal GaiBd iR Biyre@ebing clafiih which
according to a new key (R)

14 5  the data comprises y\gjogsyalidatay O generated and stored in the
integrated circuit, the re-encrypted volune el enents being thereafter
recorded on the nedium by the reader, replacing the previously encrypted
val ues. 15, Amethbe oftnd¥Erhdlg Qﬁngn&?s'isbédn%édﬂﬂ aﬁ&ﬁﬁaratea SrclifisrAkdR hefHetog al dat a
as claimed claim5 in which the new key (R) is generated by a random
or pseudo- riagoftizinsihirid ganmeisieg anryét@bt)e ar motehtemlents efdhreavblanie dascripter t

8. A nethod of tricting access to recorded digital data as clained in
claim5 or aésqc'ﬁteamﬂb e 4R jum by means|of3 firgtiey ad ﬁg?%dq%'eﬁtﬂ&‘“? fretex at ed
circuit,ls ity of
Che reaer ¥ SadDp CHRE ¥yl i RS A O stk G5B 1Y T
met hod of rmesitumi cting access to recorded digital data as claimed in claim8
in which the integrated circuit conpares a reader identity val ue
(Ns) stored on the support nmediumw th that read fromthe

16. A method of manufacturing a digital support medium and integrated circuit as claimed in claim 15

in which the integrated circuit is embedded in a smart card associated with the digital support medium.
15

17. A method of manufacturing a digital support medium and integrated circuit as claimed in claim 15

in which the integrated circuit is embedded in the housing of the digital support medium.

16
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reader and,-in the event of .a difference between the two, decrypts the

vol ume el enents using the previ ous reader identity value fromthe
support nedium and thereafter re-encrypts the volume 15 el enent s usi ng
the new readerWPa¥I®T% y val ue taken fromthe reader. PCTBISQ1Rt hod
of restricting access to recorded digital data as clained in claim9 in

whi ch the new reader identity value (Ns) replaces the previous
reader identity value stored on the support nedium only a
pre-determ ned nunber of replacenents of the lIdentity val ue being
permtted. 20 11. A nmethod of restricting access to recorded
digital data as clained in claim9 in which the new reader identity
value (Ns) Is stored In a list of authorised readers on the support medi um
only a pre- det erm ned nunber of readers being allowed in the |ist
25 12. A method of restricting access to recorded digital data as cl ai ned
in any preceding claimin which the support nmedium (2) is
pre-recorded with non-encrypted digit&-~data. 13. A method of
restricting access to recorded digitaliafta as claimed in any of clains 1
to 12 in which the support nediuml(2) is blank nrior to its first
insertion in the reader, the presence gf the gssociated :
15 i ntegrated circui't] being|necessary in order to Hecrypt
the vol une el enments before the reader ifs ' allowed to wite anyjdata
onto the bl ank nmedi um 14. A nethed df restricting access tp
recorded digital data as clainmed in anyl precedi ng claimin which 5 t he
data conpri ses audi ovi sual dat a. w
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15. A method of manufacturing a digital suppart nedium and integrated
circuit for use in the nethod of any of clainms 1 to 14 conprising -
encrypting one or nore elenents of the volune descripter associ at ed
with the supmargoiseei um by neans of a first key and stori ngcaassmusigal ent
of the first key 10 necessary to decrypt the volune descripter on an

integrated circuit associated wth the support medi um 16.
A nmet hod of manufacturing a digital support nmediumand integrated circuit
as clainmed in claim 15 in which the integrated circuit is enbedded
in a smart card associated with the digital support nmedium 15 17.
A net hod.of manufacturing a digital support nediumand integrated circuit
as clainmed in claim15 in which the integrated circuit is enbedded

in the housing of the digital support nedium

16
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