METHOD AND SYSTEM FOR UPDATI NG A REMOTE DATABASE C ai m For Priori nzmm
Reference to Rel ated Applications This non-provisional appllcathp clal

the benefit of U S. Provisional Patent Application No. 60/330,842, fil'ed
~Novenber 1, 2001, which is incorporated by 5 reference in its entirety, and
U.S. Provisional Patent Application No. 60/365,169, filed March 19, 2002,
which is incorporated by reference inits entirety. Technical Field

Enbodi ment s of the present invention relate generally to computer

dat abases. > %Agghod and system
for reliably . . vention Wth the

i ncreasing size and hlghly dlstrlbuted structure of databases, it has
beconme increasingly difficult to ensure that rel ated dat abases in a network

contain tdiﬁrrﬁ%‘?’r‘é?i’tﬁt%%ﬁ Referbi idHetnted f-\FélhﬁﬁSn@r e significant changes to
one dat ab SES nay nee € updated to include these

changes s S dSrollia Beail it boER At smoitsnd pushve [requent!y

nmoving | arge G&W e data ases The potenti al
conpl exi t yApplicaiorcNo. £0{i}3@@é%§ ileddNavemben 1. 80 WHiGR is 'W@@@CUEM emis further

Conpougdeqeﬂe%ngé/ RS TRirM AR @QW%[S@&I PaRf ﬁﬁéﬁcagign NBréddeahke, I n this case,

data may during transport. such rrrgst be retransmtted and
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reduces the efficiency of the systemand the extent to which the databases

contain Upftﬁ'%a]tﬁ !ﬁat a. Brief Description of the Drawings 25 Fig. 1 is a
system bl according to an enbodi nent of the present invention.
Fig. 2 is a hlock dia m of g.system hub accH r.din odi nent of the
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sendfile according to an enbodi ment of the present
Background of the Invention

With the increasing size and highly distributed structure of databases, it has
become increasingly difficult to ensure that related databases in a network contain
the same versions of the data. [f there are significant changes to one database,

15 other databases may need to be updated to include these changes as soon as
possible. Making these updates may involve frequently moving large amount of
updating data to multiple databases. The potential complexity of such a process
can be tremendous.

This problem is further compounded in systems where communications are
20 unreliable. In this case, data may be lost during transport. As such, data must be
retransmitted and the other databases updated all over again. Such repetition
significantly reduces the efficiency of the system and the extent to which the
databases contain up-to-ctate data. "

Brief Description of the Drawings

25  Fig. 1is a system block diagram, according to an embodiment of the present

invention.

Fig. 2 is a block diagram of a system hub accordang to an embodiment of the

present lnventlon




invention. Fig. 6 is an illustrative timng chart of sendfile ang g AEB
initializing sendfile generation according to an enbodi nent of the p s@Wﬁ
invention. Fig. 7 is a flowhart of an enbodi nent of the present invention

in which update 10 files of a | ocal database may be generated. Fig. 8 is a
fl omchart of an enbodi nent of the present invention in which a renote

dat abase may receive update files froma |ocal database. Fig. 9 is a

fl omchart of another enbodi ment of the present invention in which a renote
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Fig. 1 OAis EG NG B0En YRy bR drbeBBods “%?T%tgse{ﬁ A%t on i n whi ch
updat e fi | dgtabase th@ rempledigtebase aererding tam ¢mbadliréndetthapteset anot her

enbodi nent j@knfidne present invention in which wupdate files may be
validated. Fig. 11 is an illustration of update file validation according
to an enbodi nent, of 20 the present inventjon. Detailed Description
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15 Fig. 10A is a flowchart of an embodiment of the present invention in which
update files may be validated.

Fig. 10B is a flowchart of another embodiment of the present invention in which
update files may be validated.

Fig. 11 is an illustration of update file validation according to an embodiment of
20  the present invention.

Detailed Description

Embodiments of the present invention provide a method and system for reliably -
updating a remote database over a network. In the embodiments, a plurality of
periodic updates (hereinafter "sendfile”). based on incremental changes to a local

25 database are générated. Each of the periodi'c updétés includes atleastone
transaction. An initialization update (hereinaiter “initializing sendfile”) including a
version of the local database at a start time is generated. Additionally, an identifier
associated with the last periodic update generated before the start time and an- -
identifier associated with the last iransaction committed prior to the start time are.. -




conputer, such as, for exanple, a Conpaq ProLiantTm M.530 (including two
Intel Pentiun(r) 111 366 MHz processors) manufactured by Hew ett- Pébﬂﬁﬁﬁzmm
Conmpany of Palo Alto, California. System 100 may al so i nclude a

mul ti processing operating system such as, for exanple, IBMAIX(r) 4, Sun
Sol ari sT"" 8 Operating Environnent, 15 Red Hat Linux(r) 6.2, etc. System.
100 may receive periodic updates over network 124, which may be
concurrently incorporated into the database. Enbodi nents of the present
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database locks or access controls,

20 In an embodiment, system 100 may include at least one processor 102-1
coupled to bus 101. Processor 102-1 may include an internal memory cache (e.g.,
an L1 cache, not shown for clarity). A secondary memory cache 103-1 {(e.g., an L2
cache, L2/L.3 caches, etc.) may reside between processor 102-1 and bus 101. Ina
preferred embodiment, system 100 may include a plurality of processors 102-1 ...

25  102-P coupled to bus 101. A plurality of secondary memory caches 103-1 ... 103-P
may also reside between plurality of processars 102-1 .., 102-P and bus 101 (e.g.,
a Iook—through architecture), or, alternatively, at least one secondary memory cache-

" 103-1 may be coupled to bus 101 {e.g., a look-aside architecture). System 100
may include memory 104, such as, for example, random access memory (RAM),

30 etc, coupled to bus 101, for storing information and mstructlons to be executed by

plurality of processors 102-1 ... 102-P,

Memory 104 may store a large database, for example, for translating Internet
domain names ihto Internet addresses, for translating naimes or phone numbers
into r_te_Mork addresses, for providing and updating subscriber proﬁl_e data, for.

‘ - 35 providing and up'_c‘!ating user presence data, elc. Ad\iantageously, both the size of -




menory address on an 8-byte boundary (i.e., a nmenory address divi

eight, or, e.g., 8N using a single, uninterruptible operation. éﬁg ﬁﬁﬁ
the presence of 10 secondary nenory cache 103-1 nmay sinply delay the 8-byte
pointer wite to nenory 104. For exanple, in one enbodi nent, secondary
menory cache 103-1 nmay be a | ook-through cache operating in wite-through
node, so that a single, 8- byte store instruction may nove ei ght bytes of
data from processor 102-1 to nenory 104, w thout interruption and in as
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20  cache line, or the entire secondary memaory cache, is “flushed”).

1

Ultimately, from the perspective of processor 102-1, once the data are laiched
onto the output pins of processor 102-1, all eight bytes of data are written to
memory 104 in one contiguous, uninterrupted transfer, which may be delayed by
the effects of a secondary memory cache 103-1, if present. From the perspective

25  of processors 102-2 ... 102-P, once the data are latched onto the output pins of
processor 102-1, all eight bytes of data are written to memory 104 in one
- contiguous, uninterrupted transfer, which is enforced by the cache coherency
- protocol across secondary memory caches 103-1 ... 103-P, which may delay the
-write to. memory 104 if present.

30 However, if an 8-byte pointer value is written to a-misaligned location in memory
104, such as a memory address that crosses an 8-byte boundary, all eight bytes of
data can not be transferred from processor 102-1 using a single, 8-byte store
instruction Instead, processor 102-1 may issue two separate and distinct store
instructions. For example, if the memory address begins four bytes before an 8-

-35 byte boundary {e. g 8N — 4), the first sfore mstructron transfers the four most




5 (e.g., processor 102-P, etc.). Consequently, the pointer value resigdAPR 2008
in menory 104 will be invalid until processor 102-1 can conplete the

second store instruction. |f another component begins a single,
uninterruptible nenory read to this nenory |ocation, an invalid value wll
be returned as a presumably valid one. Simlarly, a new 4-byte pointer

val ue may be witten to a nenory address 10 divisible by four (e.g., 4N
using a single, uninterruptible operation. Note that in the exanple
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may be phyRaiedpitime&di stinct networks, while in another enbodi ment, LAN 122
and WAN 124 may be via a network gateway or router (not shown for

clarity). Al bpstaatioy elay aisbMiutida resconiihbriar (REM) bes, bheihgStatiame net work. 5
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servi ces. ) .
processor 102-1. A storage device 108, such as a magnetic or optical disk, may be

20 coupled to bus 101 for storing information and instructions. System 100 may also
include display 110 (e.g., an LCD monitor) and input device 112 (e.g., keyboard,
mouse, frackball, etc.), coupled to bus 101, System 100 may include a plurality of
network interfaces 114-1 ... 114-O, which may send and receive electrical,
electromagnetic or optical signals that carry digital data sireams representing

25  various types of information. In an embodiment, network interface 114-1 may be
coupled to bus 101 and local area network (LAN) 122, while network interface 114-
O may coupled to bus 101 and wide area network (WAN) 124. Plurality of network
interfaces 114-1 ... 114-O may support various network protocols, including, for
example, Gigabit Ethernet (e.g., IEEE Standard 802.3-2002, published 2002), Fiber

30 Channel (e.g., ANSI Standard X.3230-1994, published 1994), etc. Plurality of
network computers 120-1 ... 120-N méy be Coupled to LAN 122 and WAN 124. In
one embodiment, LAN 122 and WAN 124 may be physically distinct networks, while
in another embodiment, LAN 122 and WAN 124 may be via a network gateway or
router (not shown for clérity). Alternatively, LAN 122 and WAN 124 may be the: -

35 same network. - ‘ ' | ' ' o




resol uti on enbodi ment, DNS resol ution services may generally be digv g
between network transport and data | ook-up functions. For exanplg 5 @éﬂmﬁ
100 may be a back-end | ook-up engine (LUE) optim zed for data | ook-up on

| arge data sets, while 5 plurality of network conputers 120-1 ... 120-N may
be a plurality of front-end protocol engines (PEs) optimzed for network
processing and transport. The LUE may be a powerful nultiprocessor server
that stores the entire DNS record set in menory 104 to facilitate
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appropriate LUEs. The number of PEs for a single LUE may be determined, for

example, by the number of DNS queries to be processed per second and the

performance characteristics of the particular system. Other metrics may also be

used to determine the appropriate mapping ratios and behaviors.

25 Generally, other large-volume, query-based embodiments may be supported,
including, for example, telephone number resolution, SS7 signaling processing,
geolocation determination, telephone number-to-subscriber mapping, subscriber
‘location and presence determination, etc. | '

_ In an embodiment, a central on-line transaction processing (OLTP) server 140-1
30 imay be coupled to WAN 124 and receive additions, modifications and deletions
(i.., update traffic) to database 142-1 from various sources. OLTP server 140-1
* may send updates to system 100, which includes a local copy of database 142-1,
over WAN 124, .OLTP server 140-1 may be optimized for progeséing update traffic
~ in various formats and protocols, inc[u,ding', for example, HyperText Transmission:
35 -Protocol (HTTP), Registry Registrar Protocol (RRP), Extensible Provisioning - - -+




6 Protocol (EPP), Service Managenent Systeni 800 Mechani zed Generic
Interface (M3d), and other on-line provisioning protocols. A consg& |AERI 8935
of read-only LUEs may be deployed in a hub and spoke architecture to

provi de hi gh-speed search capability conjoined w th high-vol une,

i ncrenental updates from COLTP server 140 1. In an alternative enbodi nent,
data may be distributed over nultiple OLTP servers 140-1...140-5, each of
whi ch nmay be coupl ed to WAN 124. OLTP servers 140-1...140-S nay receive

addi tions, i.ons, nd del tlons trafflc) to their
respect i vePE? L(lgg,gi. Sfﬂ?ﬁce fanaggrpe Sé’ﬁﬁ'i‘vsg’%%qh?”&{ég%eﬁ?”? Pierfad®om 10 vari ous
sour ces. OM®l),sen wétes o drovisidirily Sotoeyls. Sk behstefislwhes réad-oslydUesn 100,  whi ch
may i ncl ud ' f . 4 4 al ly-created
dat a, "ot o, Mg 2Ll S IhAPIR Dol goecni ' Bl o TS, 10T O T
servers 14gap3btlltymaosedrmth hlskrgﬁnlvrae,urm@m@ta!matﬁatea:frcfm @mTBIS@‘M@sM@f renot e

sensorsg | p_another alternative enbodi ment, plurality of network conputers
120-1 ... 120- N 15 may al so receive additions, nodifications, and deletions

(i.e., updat f| ous source er WA r LAN 122. In
Lhi o enbods mdneh Slrike EPSOUmS AR TP ot BRTOHEY Svor SHUPE OLTRL 26/ N ey send
updat es, aserve@th4@s.. qumSI,ea;hwwhlcﬁmye%dedthMHz@N&mmetkﬂ|on

enbodi ment c rk conputers
120-1 .. 1%[8? 94635 n(a r@ ewe a%ﬁno Fﬁ%ﬂqgﬁggéié%?@}' @1%5 g%l%?y messages,
recei ved otraf C)ato memee@e@tae détabaﬁek 1¢21g.142-@Anpt Bhayn fof elady)drosi ngl e  Request
Super Pagkearfigsepask tdl@rp%@%&%oﬁupﬁro%gfg rli@pbidies b;ﬁstéﬁ. 4gp, System 100)

over a |ocal_  area_ network d%g nmbi ne, or

mul ti pl ex, WQ@t;mawmcmSca%w é@?@@é*‘?épm&@ PW?R)dyﬁa@Icﬁ’@’r"éeqi@sponse
Sﬁpeeraclketiata&tanﬁbeSWNN 1dae gemmun&wdemmbbeum&f;owpr%prl atte PE over
t he OoCa ner a egues or
hocponce. saRifs{der ey FRRRrgre s E cBR e R i tenpes B o O (W
of the physiaibér alienaivelemblodipnent, plarality of BtgaticomButbrsr12641)... 126N exanpl e,

typi Ca'lsDNﬁlag'é%BYec%ﬁ@aﬁﬁi%dé %&ﬁéﬂ&é%ﬁ&&lé&%né Gésuﬁdb}ﬁék élf@:?frg ytes and 206

bytes, respectively oW T or ' exed into a

singl e Reqi¥s %@W@k@ﬁ” 124 ol 134 'B\?éﬁ emyodiragit Rigalityof be nul ti pl exed

into a si nﬁé@omﬁ@t}@ﬂs f2oper Paokeiay ShaRiNGstes, as W8Rbé glierRyAer of  queries
(e.g., 20 gys? "?83 may be incl uded |n a single Request SuperPacket in

In the DNS resolution embodiment, each PE (e.g., each of the plurality of
20 network computers 120-1 ... 120-N) may combine, or multiplex, several DNS query
messages, received over a wide area network (e.g., WAN 124}, into a single
Request SuperPacket and send the Request SuperPacket to the LUE (e.g., system
100) over a local area network {(e.g., LAN 122). The LUE may combine, or
mulfiplex, several DNS query message replies into a single Response SuperPacket
25  and send the Response SuperPacket to the appropriate PE over the local area
network. Generally, the maximum size of a Request or Response SuperPacket
may be limited by the maximum transmission unit (MTU) of the physical network
layer (e.g., Gigabit Ethernet). For example, typical DNS query and reply message -
sizes of less than 100 bytes and 200 bytes, respectively, allow for over 30 queries
30 ~ to be multiplexed |nto a single Request SuperPacket as well as over 15 replies to
' be multiplexed into a smgle Response SuperPacket. However a smaller number of
queries (e.g., 20 queries) may be included in a single Request SuperPacket in
order to avoid MTU overflow on the response (e.g., 10 replies). For larger MTU
sizes, the hUmbeif of 'multiplexed:qugﬁes'and replies may be increaséd accordingly. ‘




order to avoid MIU overflow on the response (e.g., 10 replies). Fg; Igggﬁf
MIU si zes, the nunber of nultiplexed queries and replies may be i § é o6
accordingly. 7 2 0 APR 2000 2 8 APR 2006 Each rnultitaski ng PE may i ncl ude
an i nbound thread and an out bound thread to nanage DNS queries and

replies, respectively. For exanple, the inbound thread nmay un-marshal the
DNS query conponents fromthe i ncomng DNS query packets received over a

wi de area-network and nultiplex several mlliseconds of queries 5 into a

si ngl e Request ,Super Pack The inbound threa then send the Request
Su pgr Pac kgt f-: 8 “H@F‘EFJ%”%@% may "10[5’8‘3?” W@Wﬁéi‘aﬁg F‘E‘%‘Iﬁﬁwg &$adhe  out bound
t hread nmaymarageiDNS qUnaae:Ras:pemEe ﬁsqmﬁ@ﬂ;clﬂmt'eim titecintbddhd tiféad mul tipl ex the

lid
oty i T aEGeh AT DNs B8 bRl AR Rl NP ” Ganeral 1y,

10 as not é&C%YﬁS'\F@eT @Wﬁi@ﬁrﬂ%egwhmmtlplmmbmﬁedcmdboﬁlmw s may be
suppor tzd. undora@{gleqq&?ﬂbmmbrpabk& TeAHESUng BB Qﬂﬁsﬁ séfﬁgné' so include state
uc

informatio associ % Q)'}S each DNS query, s r exanple, the
source addRELEst SURErPaghaliies VR puer a'e@aéare?wetWE Gaayerselpitirie t he stat e
i nfor mat i omutbcm:ndthmmme&lv@h&%eéxﬁmbé 86perPhdkBi fibni A6 LBES®ANSe Super Packet .

i o mat 1 R PP of P e ediSb el %}%ﬂ@aae["“%éﬁggéq”ﬁaiﬁages ustng the
advant agede® gepbpwhiah erag dhea bettanshitled oven teiwids arba eetworkv @eingraNS repl i es may
be foryed {4 Rmddbeve, %ir%Hé?% nﬁeoa@ Begdd Hﬁlegé RS upptRET Packet .

eturn t

General ly, the LUE ray r ponse uper € PE from

whi ch the ingom n er Packet orjgi nated; however, ot her variations may 20
obvi ousl y beF%’s@'%&g ent, iheRequestupgitacket Bap alap insivbe stsiedwometingy nai nt ai n
the state assbaatedwittosachdNSQicH!, edchids| for eaeipld MR WuURE\ddask, itecl ude a

Super packef ot Wb iste. The'L I8 cid Ahdiarfe REEHO ARG ol Peteotedbhoes, and
associ at edepies Wit th@BeSWnS'h SuparPleckrle Sjaoh £E n2y iBup@nfiackand reliach PE nmay
then constyzyg DNEQ@’pIﬁ RlebdRey adin h%rﬁ@ﬁﬂrﬁ’tﬁﬁ@ﬁ@%@ﬁﬁm tﬁé’slrtllr@ the state

i nformation references transm fromt as the state
i nf or mat i oTPNIERUSIEY Raeh PR B1a% GvantagepysivonsrriR e EAleless machingzifmy return t he

Response SuafieDR8eksiEs iy bb Goltiedifoaithaiahatidheoh@fedinge Ruganiacket
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from which the incoming SuperPacket originated; however, other variations may
20  obviously be possible.

In an alternative embodiment, each PE may maintain the state information
associated with each DNS query and inciude a reference,.or handle, to the state
information within the Request SuperPacket. The LUE may include the state
information references, and associated DNS replies, within the Response

25  SuperPacket. Each PE may then construct and retum valid DNS reply messages
. using the state information references transmitted from the LUE, as well as the
- _state information maintained thereon. In this embodiment, the LUE may return the
Response SuperPacket to the PE from which the incoming SuperPacket originated.

Figure 2is a block diagram of a hub and spoke architecture according to an
30 embodiment of the present invention. Generally, the system may include alocal -~ -~~~ -
database 200 (which may be included in central OLTP hub 140) and one or more
remote databases 210 (which may be included in LUEs 100) connected to local
database 200 via any connection mechanism, e. g.. Internet or LAN 122, The
databases may send and receive update data.




30 enbodi rent of the present invention. Generally, the system may include a
| ocal database 200 (which may be included in central OLTP hub 140)2 8ndPRn2(gs
or nore renote databases 210 (which may be included in LUEs 100) connected
to |l ocal database 200 via any connection nmechanism e.g., Internet or LAN
122. The databases may send and receive update data. 8 Referring to Figure
3, in enbodi nents of the present invention, |ocal database 200 sends F
sendfiles 300-1...300-F and initializing sendfile 310 to renote database
210 in order I_};?? updat e renote database 210. The update files maybe sent

i ndi vi dual | y "5TeTR0 BEiere3 In eneadinaentsiof the plesert iwelitioh dscab@iabasae sendfi | e

300 and 5 0@@sénas Fisahdfikss300 €8I MadializAY ki dhleS16 &dhiolees 300 and one
ndfile 300 al one initiralizing sendfile

initializi fhle 31 or

310 al one. H%ﬁt?ags%%%ﬂ%{g%yp e iemotasiaiabase 21 kepgate filss Bok88or 104 may
recei ve seRiftindlyidugr anuitaes, suth bamuiple esdrRg 300 &nd Eendfircion@hag updat i ng
data frem Locak O, s 150 may receive sendfi 300 and
initiallzi n'?’@@%'%@%g@%f@t_ ile ﬁé%?éﬁ%sgﬁf]ﬁﬂig'@ 'ﬁ'ﬁﬁ'zﬁ?ﬂée'lcg'lﬁéjﬁi cation

i nterface 399file3P8alone o initplizingspntfied1Calomar e  updating data in sendfile
300 or initializing sendfile 310 agai nst corresponding data in renote

dat abase 210.n & embwiirtksH: of the P@s@ﬁt@ﬁv@ﬁﬁoni, BroE@s!gatﬁtl?lﬂaéqgégeﬁrgfs%ﬂée?ﬂest hen

pr ocessor 4 . Ly se i.le 300 or 1nitiallzi 10 to renote
dat abase 2%@. a"ﬁ?%ﬁﬁ%ﬁﬂ%q %ﬁ"g’ﬁ%%‘? iBClyding Hedatinpdada frarp lopalriatabaen2l0, have
updat ed 15Syiéara15haty reaticdsendtilb S00 podInitBiMAeAdid31 0% dmslat abase 200.
Fi gure S g LN n _enbodl pent of the present
i nvent il?)ln. &%%S??Z? {Qé C@?'_%g ﬁfégfa@%é&?ﬁg"?%cﬁﬁ?@?wf g‘ﬂ%ﬁ%ﬁﬁ’l‘ gomRAg § | o
i denti fi erursgting gata Infsendfil0fcar initiabizing sendfild 320 agdist narrdspendoly dataansact i ons N
inthe Iilinrdfide diaBadeiol iiHierdbta RIuioRit hrbotd WmndbechiBaliaym Of any such
ns -1

error-checki n(% | n®| cator 408, % 20 transactio -410- N (i ncluding
the transatPFERCT Yamay@paly sendipi00r kiliglising sendfile 3104 remele exanpl es neant to
i1l us'; r at edatabace @62. Adcoidinglyt mo@m@b _ a@ié 21@@@9@5@6&,(&@?@{ ﬁsa\,%g dét&st? 8; _eiseng 00
i nven n. .can be in ed 1.n sendfile . Sendfile

i ncl ud%ags) c%ﬁﬁgg?%?{g%sgﬁ%@%gﬁi%%%@I%gd%gq%gﬂo'tm points in tine. These

changes may include, for exanple, additions of newidentifiers (i.e., 25
i dentifiers 69Ut Ehows sendiits)300 getastingiosancimbmdinment ofghe presenit f i er s,

modi {1 cat | avention, HRaISRS of MBBOD HaY RolSS #rRaRFS APHE BRI S, el dontif i er,
renam ng ofll‘E a i g%int %,fl 26 a no-op, etc. One or nore o eése changes may
occur in a'sEYIFEAOR iR 40%de minkes Pl tepsagipanl itihe Blag04.Seaistal Siee 300 may
i ncl ude unifdhedilé 40 vichédkssm of aryesiterdransadyl ifdidator 408, and
20 transactions 410-1...410-N (including the transaction identifiers). These sendfile
fields are examples meant to illustrate, and not limit, the scope of the embodiments

of the present invention. Any useful field can be included in sendfile 300.

~ Sendfile 300 includes changes to local database 200 between two points in
time. These changes may include, for example, additions of new identifiers (i.e.,
25  identifiers of data records), deletions of existing identifiers, modifications of one or
- more dgta records associated with a identifier, renaming of a identifier, a no-op, etc.
One or more of these changes may occur in a sequence and may be called
transactions. Sendfile 300 may include unigue identifiers of these transactions.
The transactions may be recorded in sendfile 300 in the order they occurred in local -
- 30 database 200. Additionally, for transactions including more than one change, the”

changes may be recorded within the transaction in the order they occurred in local
database 200. '

Generally, transaction identifiers may be assigned to transactions in any order.‘
That _is,_the transaction identifiers need not monotonically increase over time. For. "




The transactions may be recorded in sendfile 300 in the order they ‘2%0&55&%%
in |ocal 30 database 200. Additionally, for transactions including -
t han one change, the changes nay be recorded within the transaction in the
order they occurred in | ocal database 200. Generally, transaction
identifiers may be assigned to transactions in any order. That is, the
transaction identifiers need not nonotonically increase over tine. For 9
exanpl e, two sequential transactions may have transaction identifiers of
10004 followed by 10002. Accordingly, the order that a transaction

occurred rmamble twd atquanitial @dndagtions snayl heee ramsbction identifieemof #0004 300-F or its

pl acement J%I o¥vegriB 8&%08\%?(%&%@& eO(?rdérE[ﬁ%t)a ir é‘b%[)l‘?#éo\ﬁrre& pact ions may not

span adj a 0 ete a not e dat abase
updat e wi tdetenmipad by dnpla¢anentip shirerd fileGRO-Fonits ph@ﬁ@wﬁtnsa pra‘%edrrﬁtf@rrupt i on of

an updat e ﬁUSFHP @er{é‘?éliPQHﬁsét%bﬁsymamt%BarPéﬂﬁc@ntrf%%@Ob in Bra6th Mg OUS data at

renot e dat abase’ 210 hows initializing send 1%%accord| ng to

an enbddi rRemplelta femote datahagn Bpdal Wittin ge sepdile PPRUFHONof I“?Hret"? i zi ng
sendfile %Qnt@ﬁhbt;bﬁ@fmdafewuewaﬁ@mm dRlayOwitie @uidcresuitiih beoneb@D, the file

generation er of transactions Nin the file 504, the
el Rrorpolp cpiabassit

total siz a checksum or any such error-checking
i ndi cat or 508, and the copy of the entire | ocal database (data) 516.
Initializi nangsxerﬁlopWe:rﬁimmzwm;,enﬂm BHbaccordingdelen embedimetef tghich is the file

| dentifier 6@5%9&1 v?rﬁagr‘? '|‘%Sﬁeids%?iﬂﬁ5hﬁlr?g st l&igﬂﬁhé‘} Reludy, FRlexdrdplé,ie generation

off|Ie31 dentifier of the | ast

transakt i dgie ’é‘@'ﬂﬁﬁ?‘t@@dthﬁﬂelg@ﬁ%ﬂat‘%t%%ﬂ‘?(ﬁ@mﬁ? Firapsactions Nigdifer ati on of
initiali Z'ﬂl@S@Bﬂﬁftbtbﬁsa%]@the'ﬁ%mh ahedqsdr@oeényauda greormheckihgt abases 200, 210

b |1 t di Dat ab 200,
210 my s e S0k e Faby\oFhe S isp (RRRERER S ndling Y e has
t abl es, |sundﬁlla81&magfwtéerdm0mcb letthﬁﬁayh!q:h"ls thedie iderttifien 400fopthedasth t abl e
| ndi cati ng.d lhgfﬂ(t-:- Q%Wgﬁ{eré?éd i oqfé@ééjr%regﬁﬁgfﬂéfgm Bnd i 582 Which lKahe €xanpl e, a

domai n nane |nc omal n table and a naneserver tabl e.

Hence, 1% ni idemifipraf e |§$§ﬁ'§f‘$ﬁ¢@“{ﬁé’9‘m"ﬁﬁ9 t psaldatabrgs 2P0 pi9r 0488 ng t he nunber of
records i ngén@%uéoaﬁhuﬂaﬁzaabwmm—la frh@bista imeies atd n@motduatamuedmo of records

in the nangserver ma Ci for ann the table
hame, a ke%ﬂod'@%yopetﬁm?ﬂﬁ%s?t?ﬁ%scfﬁﬁgmgW%la@g?efoéoé 21&}“&)3?%5 Aunder of records
in 25 the 2abhey supgolit b ebiratyynumiber ¢fitzties i Svgwbemalfiataleasd hes feblgsi ncl ude a

field indi %‘;\%\ﬁzﬁ% s%n&‘ le ¥ rﬁée)p Eci&{ Géirglé flo%é&l'tm? ﬁISI@Qn ltﬁe Me”}ﬁ ual 'y 1.0.

These init] 1"ZI°PNg Send are exanples ne to | strate, and
not |i 29t , records gcorsed @ﬁthe t@!eeﬁﬂgbenampiﬁ,gdgmamﬁ@me database may include

a domain table and a nameserver table. Hence, initializing sendﬂ!e may include a
field indicating the number of records in the domain table and a field indicating the
number of records in the nameserver table. The field may specify, for example, the
table name, a key used fo index records in the table, and the number of records in
25  the table. Additionally, initializing sendfile 310 may include a field indicating the
version of initializing sendfile 310, usually 1.0. These initializing sendfile fields are
examples meant to illustrate, and not limit, the scope of the embodiments of the
present invention. Any useful field can be included in initializing sendfile 310.

Initialiiing sendfile 310 may include, for example, a read-consistent copy of the
30 entire local database 200, as stated previously. Initializing sendfile 310 may
 become cohsistent with local database 200 ata point in time t between ts and ff,
where ts is the time at which generation of initializing sendfile 310 begins and if is
the time at which the generation completes. As such, the only operation thai may
occur in initializing séndﬁle 310 is an “add” operation. That is, as initializing sendfile
235 . 310is generated, copies of the entire local database 200 at time t may be recorded .
in initializing sendfile 310. Hence, an “add” operation may be performed to record . -

10




present invention. Any useful f| el d can be included in initializin

sendfile 310. Initializing sendfile 310 may include, for exanple, g APR 2006
"read-consi stent copy of the 30 entire |ocal database 200, as stated
previously. Initializing sendfile 310 may becone consistent with |ocal

dat abase 200 at a point intime t between is and if, . where is is the tine
at which generation of initializing sendfile 310 begins and if is the tine
at which the generation conpletes. As such, the only operation that may
occur in initializing sendfile 310 is an " add" operation. That is, as
initializideg detabdéé 2ao iBHitRlAnG sendtie 81t ideniifiespiaydestcorded ient i re | ocal

dat abase %}(&% d%ﬁg LR B Man ng%r({)ecmeq%qtvew nn{hgrptés@ﬂ‘dezdf ﬂge,?gndf ile 310.

Hence, peration record cal database 200
ininiti audeztafwge s@eremerdéia@lr@comfd@ﬁt be reéra@e%@fmﬁ@ f?f@@@P'B%Eiaﬁn initializing
sendfile 3JQdn any order. Alternatively, in the presence of foreign

i dentifiers, referenced data records may be recorded before a referencing

dat 5 The | ds 510. d |
Sendt i Pe. 3n0Mmmaciiton gl afbeld Bey SRty rRRLSGE TGN be conerated
and commi tsbrd avarenesmdf @endiites 0@ that @apbabéneeatéchand cammittaddo s i e 310 is
bei ng gen%%tjﬁ% Z@QM‘Ee\—fﬁ{ﬁah# @%s%ngﬁggﬁ@fs'bgﬂg tgﬁﬁer%@dltlétb&e?’% and initializing

sendfile om each respect to the |ack of
dependenc;geoératme obsendfile 389 red inflighzingGepdie? Brmatbe dsgeypled ' uct ure and

process. . n@ayh BheMAM resbecfid theihén &'d@ﬁ@ndérﬁl@r@&%n thé Bthekioch sendfil e
generation and _ application may sendfile

gener atd orfeReRtigle SRR strerire BQ‘fErBE‘?SiSﬁ“lﬂerée"teﬁt %]Eﬁe%qe@?a?P@ apply sendfiles
300 whi | e ig@hier séridfig genertatrcai andiapglicatiorcrhay 21sBdrdl, unfighe initiaizingnbodi ment of the

resent in e on r 300 be d
g s vel | Il 5S\é5§ e' %eétebafttgri rrﬁtg bgp&@é{e B? Q?rﬁ Kblﬂ@toceé enér%fé? X aggse 5 1gaye S one
uni que corsshdides A0 wivle génarating rinltieﬂiem sandale 339 w5 20 erpkodiman) olfBe done. The

Gat abage be b alakel i n renote
dat abase H %@ﬂﬂhg@m&; ?hé@ébn@%%rﬁﬁbcklﬁdﬁ skAiRg 306 hag be

sal'l trans %éq% é violate eltatlonal nodel s of
renot e %at%ﬁ%@a@i@o‘c QDBW S pipieao STQSIUP'QFWEO"S{@QSSF event the sane
key from bgieitgh-igdrifigtdond at bedaﬂEDTm? acit aﬁmmtmtsmeyﬁn@me 6 is an
illustrati e‘i;; [ O r;adrge% : d,[f 8% Z::h ,nzdh e | e generation
accor di ng %8 "b(ﬁ’gtﬂf. 1k r%?oeﬁga%esgggn yr nven &%nérﬁ gure 6,
sendf i | es BAfte (elatiohaltrhodeisgi ranczaylatabﬁe@é&ei:m@m@@. wneé;pﬂﬁtraﬁ’é i nterval s.
In an alt at irregul ar

r%é){ @%@engetﬁé%%t&%@l y\? frgr@ ?gﬂé Fﬂo?e?i irs Ao bFRY 206 nRRBEREIRA. g

time interv nera e generation does not take the entire

time interval. For exanple
20 Figure 6 is an |ltustratrve timing chart of sendfile and initializing sendfile

generation according to an embadiment of the present invention. In Figure 6,
sendfiles 300 (sf-1 through s-21) are generated at regular time intervals. In an
alternate embodiment, sendfiles 300 may be generated at irregular time intervals.
Generally, sendfile generation does not take the entire time interval. For example,
25  ifthe ﬁtes are generated at 5-minute intervals, it does not take the entire 5 minutes
to complete generation of a file. Additionally, if changes occur in local database
~ 200 while sendfile 300 is being generated, those changes will be captured in the
next sendfile 300. For example, if sendfile sf-4 begins generation at 12:05:00 and
completes at 12:05:02, then any changes to local database 200 that occur between
30 12:05:00 and 12:05:02 are captured in sendfile sf—5 {e.g., 300- 5) WhICh captures
 the time period from 12:05:00 fo 12:10:00. |

Sendfiles 300-5 and 300-19 are illustrated in Flgure 8. These files show, among
other fields, a file identifier 601 (sf-5, sf-19), file generation time 603, and
) transactron identifiers 605 (e.g., 10002) Note that the transactton identifiers may
| 35 | not be ordered monotomcaily As mentioned prevrously, the transactlon identifiers .

11




25 if the files are generated at 5-mnute intervals, it does not take t he
entire 5 mnutes to conplete generation of a file. Additionally,

changes occur in |ocal database 200 while sendfile 300 is being geneﬂgﬁeamﬁ
those changes will be captured in the next sendfile 300. For exanple, if
sendfile sf-4 begins generation at 12:05:00 and conpletes at 12:05:02,

then any changes to | ocal database 200 that occur between 30 12:05:00 and
12: 05: 02 are captured in sendfile sf-5 (e.g., 300-5), which captures the
time period from12:05:00 to 12:10:00. Sendfiles 300-5 and 300-19 are

i |1 ustr at echyihaveriagdore vauesT esevdr] the sssdviaigd teansargjonsdhereseMes gids, a file

identifier 60 (S q]e%e; ARaffae 0d transaction
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35 not be order ed nonot oni cal l y. As _nentione evi ous the transaction
i denti fi ers Sine infiatizpgsendiie 30 genpriovGng spagf ’Ettgq?éieP%\rﬁERS’?‘/H’Wat?eljes However ,

the asSOC'd@é&l‘éleﬁrlﬂtﬂﬁﬁﬁtb's@ﬁbﬁ“léﬂ@ﬁﬁ@béﬂ‘:jenarra%d d’t@ﬁ}pﬂrﬁked:draxf:ﬁ‘Wfl le 300 in the
order that occ téfal izing sendfile
e

310 geRer &t'taéﬁx%\?@dﬁ‘eﬁggma& b%@@'%@ﬁ@%%fgteo “rt?a rﬁﬁepchegg%ﬁ%q d, initializing
sendfile 3éﬁtjﬂtmoobe@ememmtmbsmmnyg sendéle atebelegamﬂmed sidvay ti al i zi ng

sendfile 31 or after generation of
sendfile %ngeeff rbeﬁ?'érgba %}dg@fsgégh?tl r1 I 2| g sendfile 310 being
generated m dway between the fourth and fifth sendfi]es Eﬂu% sf-4 and
sf-5). In aninamsodedisent, injtializingaendiilp g1ewayicipde smongabei 1sSide, anong ot her

fields, afd .uérﬁfférttﬁof(tsftt)eé f||§ﬂdénﬁﬂeﬁBtsldf,théilafstlsle&dﬂldi@mtetaieddtefcﬁéS of the |ast

sendflle enerate efore i Zi tion, and the
tr ansa‘@t i t‘ﬁ“ﬂ'@%ﬁ?rfdi?@rgeﬁ?'ﬁ Bk a'tdntb ?ra%ta"p(?t‘ ﬁ 2@ ﬁ%gﬁ%?t ted before
initiali z|tmsaﬁadéorhmlttgehﬁmatlmtmhzmg aertdlﬁiegeeatathﬂ én thisrexamplgsthe sendf i | e

gener at ed d%s% f%r%@%fdehgra lii¢'s Bl Etmaalﬁﬁtﬁ% Idsf %%ﬂfoh eommpElts ted is

transacti |2|n sen I NS eneraé n 611 at
12: 07: 29. trﬁﬂeactlbmﬂ@lmhénltfah@mg ternaﬁeéét begiis sewe'@e%@h 13862 f@% 5),

transacti gng ndPBrnsd@BRin séffiiedo0E0s), tréremuoaéu@mdywmeemndorrm tted to
| ocal dat abase 200 when initialjz ng{%ls ngf i "503]?5;\',3 hDs generati on.
Accor dthgl 1P007.4wve already Repryontis PReP W rll 858 of these
transacti mmaedmmegmgammmm hesardinglgisifigizing ssndfite 31@imaydievei ng  sendfil e
310. Hovever, [niti HBNE Gt bsequent
transacti o?’(%d ?ﬂfﬁ% ?183 %g%ﬁatgﬂ%td r@aeﬁcla g%qlr‘ar??% Ea I Zi r'tg %% dfile
gener at i onse@filh 8. nklowever, initializing sendfile 310 may not be aware of subsequent

transactions 10003 and 10004 that occur after initializing sendfile generation

20  begins.

While initializing sendfile 310 may be generating, sendfiles beginning with
sendfile 300-5 may continue to be generated at regular intervals. These files may
be sent to remote database 210 and applied.

Initializing sendfile 310 may complete generation at 1:15:29, midway between
25 generat;on of the 18th and 19th sendfiles 300 (sf-18 and sf 19), and may not affect
generatlon of the 19th sendfile 300-19.

After receiving and loading initializing sendfile 310 at remote database 210,
remote database 210 may not consider sendfiles generated prior to generation of -
initializing sendfile 310. This may be due to, for example, initializing sendfile 310 -

30  including all the changes to local database 200 that were_recorded in prior sendfiles -
| 300. In this example, remote database 210 may not need to consider the first
through fourth sendfiles (st-1 through sf-4). The changes recorded in these -
“ sendfiles sf-1 through sf-4 may also be recorded-in initializing sendfile 310. These
= pnor sendfiles (sf—1 through sf-4) may be deleted or, alternatwely, archived.
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While initializing sendfile 310 may be generating, sendfiles begr nning wt h
sendfile 300-5 may continue to be generated at regular intervals. ZT&Q&HQ 2005
files may be sent to renote database 210 and applied. Initializing
sendfile 310 may conpl ete generation at 1:15:29, m dway between 25
generation of the 18th and 19th sendfiles 300 (sf-18 and sf-19), and may
not affect generation of the 19th sendfile 300-19. After receiving and

|l oading initializing sendfile 310 at renote database 210, renpote database
210 may not, consider sendfiles generated prior to generatron of

i nitializi REVEEKJTPte detabaseBiP rayept enasidaiciransactibus copxaitignl wior foni ti al i zi ng

sendfile 3@;&1eﬁéhoh®€inuidlizﬂr@ sehdfi Iéé‘ﬁ]tﬁ&%@ﬁrclﬁ@ed [H%@Eﬂdﬁ’é%@% erafd] that were

recor ded | D D hi s exanpl e, renot at abase 210 nmay

not need tSﬁ n(r)v { r ﬁ?a“r'ﬂ%serfrdﬂ’eg’%mr Belee fhege fransselicns whesintighzing t hr ough
sf-4). Thesolifilegds iv gemertbeld Fonesahphs renst@ ddthb88 256 mby hirmeegly sf-4 may al so

Chr oughe f et Btttk PASGBR 1doPa, Fos. JBRE SR (o1 V.
remote dat H@%Ea@@dl%yﬂme tronsastiahs recordenismsdndoin 5f-6 oryrialst &d pr ior to
generati Onre@BrdeH'Iﬁlhlﬂéli‘z%gg&cﬁ%@lb +I%s§t1:9mrtn%¢l tr%ﬁsragtidérn%ay%g%e a sendfile

300 generat ecf rwar Initializin I'NC 8e t hese
transact i offs? W@H"E%?‘EGF%{W zi ng sendfl le 310 is generated. For exanpl e,
renot e dat abase 210 nay not need to 5 consider the first three transactions
10002, 10005 FigueDis adfowsleantifiah @nbbdimehast dhisResdnhiBeitibs ARGt i ons. These

t le,sf-5 d
it ol ) Ry oEdod R gl o8 berfertBd. Rislitem oy GROTHRY Bhadel et ed, o
al t er nat i vRIFRIY 8F periogdispdatesorsed on insrementabuiges to dife lacal datbimserent of t he
present i nE&dipaBteinay Wil o%@o%%ttz%nééétﬁﬁs Ofrheasiykty hafflobage may be

gener at ed nerate (705 periodi ¢ updates
based on |ﬁ§ﬁ%ﬁ?réﬂd' éﬁgﬁﬁ%? th%remée q’%@%ssa%ée@g@eno@amdar@pm e may
i ncl u(cjie oniwrraygem:aeed, trmrsyﬁemltnﬁay&e?fﬁfg@n@rﬁﬁdge(mmn :rﬁttéﬁihta%ﬁgﬁhatéeﬁéog the
peri o u abas eriodi ¢ updates are

 being gigsene?gltaggﬁ]e Tné n'ﬁ'a Z%H& fg era?yn'n‘g'éq?eq ‘é?ﬁ‘%‘g}?ﬁ@)t“%'ﬁcq nitialization
updat e at ‘iﬁﬁatﬁsgt%ih& Susteff’emaymﬁermmet 7w)|tlmhst@enmmniqidetergeyrenatwl ude a version
of the entpdortd { 720) the | ast

;br 19 A6 Star th@tﬁﬁ@% aSt?QI%aéyca" c%ﬂing@%ﬁ Fﬁl ne an%g'tﬁn'g last transaction

perl odi c dat.e %ﬁner at ed prior
commi tted prandhe tedTh'é‘aié’E%\’F’t(Tf%ﬁ e initiafigaliontundate josthe rmndy datelrege( 725) t he

initiali zaTheomtralizdﬁtn&JpHﬂeHw ifcRiB A udddte RRERIer as-EB&ﬁth'\nﬁth fHeiigRt i on update

may | nfd uq?er%&c '['1893% genera%‘t} emdI etrran%gc?tr%g Irdaent:f(r;aier associated with the last
transaction committed.

For example, OLTP 140 may generate (705) sendfiles 300 at some regular or
irregular time interval. OLTP 140 may then send {710) sendfiles 300 to remote
database 210. While sendfiles 300 are being generated, OLTP 140 may begin

25  generating (715) inftializing sendfile 310 at a start time 611. Initializing sendfile 310

- may include a copy of the entire local database 200. OLTP 140 may then

determine (720) the last sendfile 300 generated prior to the start time 611 for
generation of initializing sendfile 310 and the last transaction committed prior to the
ster_t time 611 for generation of initializing sendfile 310. OLTP 140 may then send

30 (725} initializing sendfile 310 to remote database 210. Initializing sendfile 310 may
include sendfile identifier 615 associated with the last sendfile 300 Qéherated and a
transaction identifier 620 associated with the last transaction committed.

Figure 8 is a flowchart of an embodiment of the present rhven’uon in which a
remote database may receive update files from a local database. Asystem may
335 recerve (805) a plurairty of periodic updates Each update may rno]ude one or more :
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20 perl od| o update gener ated and a transaction |dent| fier associ a§e§| %
the last transaction commtted. For exanple, OLTP 140 may genera ( )2938
sendfiles 300 at sone regular or irregular tinme interval. OLTP 140 may
then send (710) sendfiles 300 to renote database 210. Wile sendfiles 300
are being generated, OLTP 140 may begin 25 generating (715) initializing
sendfile 310 at a start time 611. Initializing sendfile 310 may include a
copy of the entire |ocal database 200. OLTP 140 may then determ ne (720)
the last sendfile 300 generated prior to the start tinme 611 for generation

of i niti altrapsamgorse nidkipedodic epdateg riayebel reeaived insiiviskialyi a5 in katepes+ TR prior to

the startgy, ﬂeﬁ?ma@]fécefn%r (SW%rnﬂﬁéh%’uoﬁfupdélébi é?eh‘lezth‘lég ﬁ@ﬂﬂfahia‘ﬂo@lo O-TP 140
may then sénd 30 °(725) initiallizi n senai e 31 {em)te dat abase 210.

Initiali zﬂ%ﬁ’ﬂa@é‘?*ﬂ}’f”i"}‘ esﬂl\@%{yofﬂfw IRfgC éﬂa?qsrae %I%Vﬁ MR 895 associ at ed

with the | (am) aSen gbiidote Laﬁategmmmraﬂd adustliransattionieatiler bomiteent i fier 620
associ

t t 8 fl har t
o “an chrbdbHERICGPoe R ToPGRRT FHaNa ORI o B8 45t PRSI e dat abase may
recei ve upsgdbie sssdaded witntha updetaidettificodradhe lagt trsay@t@mn arsyciate@with ve (805) a
plurality of DL G atl'ﬁé Peljr:ogﬁchrpd 42944 ﬁaﬁ%&loBWy%%&QQ ofgs More 13 2 8

APR 2006 transacti ons. Icu at es nma ecei ved individually or
i n bat chesgengréed %’@@@m‘ﬂ@&yreﬁlé@é‘{%D("M@)Jewtpﬂpftth%!“it@%ap% update at sone

fj i tmsb The latel a*heéﬁdtérﬁﬁqay@pﬁlﬂa%m& réd?ﬁhﬂ@%c@mﬁﬁfe‘alt@ﬁsagﬁ?ﬁsheden':I ][e local}l
at aba eri.Qdi c update, identifier an
a l astfq ratH‘%&‘c‘ff SBHn‘{nQ?eﬂﬁY'P‘F'? gpdq&g@?ﬁ% T‘?@Oge %&ﬁt{%ﬁ%l FtS ﬁg The system
may then deipbr(880)ehe BR@NINgHperibdis tpdatssigederated amtalp&alaawmﬂuamwidtam th'the
pat e ) SeBd oo tbuRe hSind hRRRRRENGRASBORAARAY Rardhe | ansact] on

identifier transaction my ast ones
gener at ed mwfer@rwmfe\mu@tyloategrpvémpd@ﬂeg prior to generation of the
initialization update. The system may apply (825) the remaining

uncoimi tttedblFbeéi@ﬁ@tei QlﬂE1b(1ﬂmé9rchi§e a0s) eHanesi3ongt pemné adular oipdat e to tge
r enot e, dat aba en ni ng periodic
updat el geﬁsg'i?ré@ed?tf’@%ﬁ Edflﬂgi:ﬁ&o S kgﬁ@e%ﬁ&ﬁvﬁuaﬁy Ortlrl’“ngaqgjbﬁbt g 8at abase.
Appl yi ng t H4E 00 miaypteceiue (8d0) lmpalarine saokifitnd Wt sess §meralkdds 100upay or any

previ ousl y@ég%& SPgén'dfﬂg 1o%n{l'frégaji§§1d tFe@%a&iéﬁf&B‘ntﬁier é—éldﬁrowﬂ:tlg& recei ve (805)

sendfil es nterv Sendfil es 300
n'ay be r ecsgngiid 3l %dUJE d%mayth@n detgrpjng @ﬁ@bsendﬁle 300 associated w;th

sendfile identifier 615 and transaction 605 associated with transaction identifier 620.

20 The sendfile and transaction may be the last ones generated and committed,
respectively, prior to initializing sendfile 310 generation. LUE 100 may apply (825}
the remaining uncommitted transactions 605 in the corresponding sendfile 300 to
remote database 210. LUE 100 may then apply (830) the remaining sendfiles 300
after the last sendfile sf-4 to remote database 210.

25 In an alternate embodiment, for example, LUE 100 may discard or archive
sendfiles 300 that have not been applied to remote database 210 and/or that have
a generation time 603 prior to initializing sendfile generation time 611. Sendfiles
* 300 discarded or archived may include sendfile sf-4 associated with sendfile
identifier 615.

30 - It may be understood that after initializing sendfile 310 is applied, any later
'sendfiles 300 that may have been already applied io remote database 210 may be
lost because remote database 210 may become read-consistent with initializing
sendfile 310. Accordingly, these later sendﬁles 300 may be re-applied.
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LUE 100 may receive (810) initi aI izing sendfile 310 at sonetinme. LUE 100

may read (815) sendfile identifier 615 and transaction identifier &$30APRo208

initializing sendfile 310. LUE 100 may then determ ne (820) sendfile 300
associated with sendfile identifier 615 and transaction 605 associ at ed
with transaction identifier 620. 20 The sendfile and transaction may be the
| ast ones generated and commtted, respectively, prior to initializing
sendfile 310 generation. LUE 100 may apply (825) the remaining uncommtted
transactions 605 in the corresponding sendfile 300 to renote database 210.
LUE 100 may 1h Be embirhynt ©BH8 prashet am\mn’mmsergiﬁlseﬁaﬂ anddeitigigng sefdfiier t he | ast

sendf il e L%mfbge S&Wér% Sl cga@o%ge %(ﬁto r@n%oﬂerda J1ahpbg enbodi ment, for

exanpl e, i scar es 300 that have not been
appl i ed tacmwtaﬂgemm,abawh@nen &ﬁ‘dﬂl‘é‘kc*‘ﬁ ﬁalﬂal F?dvf@cai%th@bth%ﬁ'sﬁ W8 ti me 603

prior to i ﬁ’écteés‘fi'ulw'édégeée@ﬂfs ba\%n%@@&ls%trb@lfbeé {HaRvérhdad thetnmf i 1 es 300

di scar ded ar chive I ncludé sendfile sf-4 associated wth sendfile
i dent i Pi e ACKINACISggnal ”ﬁ‘ﬁ?reé? understood that after initializing sendfile
310 is applied, any later sendfiles 300 that may have been already applied
to renot e dahahakansdembayimbet, an ASK/NAEKaaigal meyes sentizerakesesie 210 nay becone

read- consi s{?g Wﬁ%}foﬁfgln'pféétggg#eéﬁmi%ﬁ%%’3l”%s 3ﬂ1gm5é%5m,ﬁéﬁ}ghg these | ater

sendfil es 93 enbodi nent the present
i nvent i on AGKAYAIEK kigsal 360 basantimsysiems wihigreliablg cpmaunigaiignfray be sent from
| ocal dat abase 200 to renote database 210 wi thout acknow edgenent, i.e.,

wi thout an A&KL-NAGK, fidvithat oi éholHé%ﬁnBétﬁmbﬂ%? the pessbitlim@ntisviewhsiccessful |y

recei ved. This advant ces CK/ NACK
Si gnallorraﬁh%%@tﬂ'bmaW?g ET ﬂtgt %Séﬁ%émiﬁﬁﬁmgadﬁgkééa%ﬂ%%%eénm may be
sent fromat grnémotedatabbss dHe?d @ systemnnbmné(‘?@ﬁbws@ﬂwf perigdicpt of the files.

In this em@%{'ﬁﬁ”ﬁ[ﬁéc@aﬁngﬁe %e‘\lﬁ%ngbgrﬂ&le}t ssemé bribdity St em; Wi th

unrel i abl &P rons. ure 9 1s a owchart of anoog enbodi nment of
the presenpdateymay besentindiiduglly or imbatehess y5e eysiompey s ddadt% @ he update files

sent from |ﬁ;ﬁ£lz£t%ﬁ%gd£@bmnﬁ%dr®?@|tN@iﬁlt[aI@btldnhjbdétéI@the reladtabase. Here, a

system may send | uralit eriodic %1 &r oc%gch updat e may
i ncl ud® or@tﬁﬂas%ﬁ@ ‘@'P%‘ﬁ@&@t@%@ ”88 BiVEEee © E‘ﬁ&ﬁ &lhy be sent
i ndi vi dual dafatse.i metwst@hﬁﬁay rTmmwgt(m) Hayreparnids pOBen te locakandi al i zati on
update at so I8 ( renote 15
dat abase. "PH8 ec{#*ﬁ%ﬂ%@&?ﬁ@ﬂ% t@%?éetgﬁnégbgl T\ﬁelas&%tg%a%g‘%gn o%mhe entire
| ocal ~ whether the discrepancies are valid or erronecus. The system may then apply

(925) the periodic updates to the remote database in accordance with an

20 embodiment of the present invention. This embodiment advantageously may
ensure that there are no errors in the remote database as a result of receiving

updates from the local database.

For example, OLTP 140 may send (905) sendfiles 300 at some regular or
irregular time interval to remote database 210. Sendfiles 300 may be sent
25  individually or in batches. OLTP 140 may send (910) initializing sendfile 310 at

some.time to LUE 100 and LUE 100 may apply initializing sendfile 310 to remote
database 210. OLTP 140 may compare local database 200 with remote database
210 and identify (915) discrepancies between them. OLTP 140 may then
determine (920) whether the discrepancies are valid or erroneous. OLTP 140 may

30 then notify LUE 100 to apply (925) sendfiles 300 to remote database 210 in
‘accordance with an embodiment of the present invention. LUE 100 may then apply
sendflles 300 o remote database 210.

In an alternate embodiment, the system rmay apply both the sendfiles-and the |
initializing sendfile prior to identifying and validating discrepancies. Alternativelg_, SR
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dat abase. The systemmay first identify (915) discrepancies betmeﬁp ths

| ocal and renote databases by conparing the databases. The syste 339 R 2006
determ ne (920) whether the discrepancies are valid or erroneous. The
system may then apply (925) the periodic updates to the renote database in
accordance wth an 20 enbodi nent of the present invention. This enbodi nent
advant ageously may ensure that there are no errors in the renpte database
as a result of receiving updates fromthe |ocal database. For exanple,

OLTP 140 may send (905) sendfiles 300 at sone regular or  irregular time

i nterval the syeiemtreaykupithedethe sendfilss sad fheddtiagng penrfie %%Hf’efﬁ'@'ﬂgndi vidual | 'y

or in bat ghgalidAnbiskidandys. send (910) initializing sendfile 310 at
sone.time to LUE T00 and LUE 100 may apply initializing sendfile 310 to

t dat 210 TP, 140 I ith t
ot abase.216MaR R Persrrnaid e 6B PR B R BB Pt T ) oy
t hen det enmihamrité¢ @Ry awbmbheron heoutts oraegestivitios faithe PuEIGse obr erroneous. OLTP
140 na %%515?@918%%% e&hﬁa%@@ﬁtdgstﬁg y (925) sendfiles 300 to renote
an e

dat abase accordance w odi ment of the present invention.
LUE 100 may then apply sendfiles 300 to rennte database 21 In an
alternate enB@@fBﬁﬁﬁﬂS,aﬂ%’@h%@'@ft%W'%Pffeﬁqﬂ%aqqiﬁ'ﬁggm?FTC@L‘% and the

iNnit tial 't _Zi\ﬂa?ja‘ﬁ&ggédgkggﬂg iu@%%@ni il el YA smg\mﬂlnmdmy ohgpriddis cr eg%a_nlci es. |
ernatively, 8. .APR. e, system endfiles an
the initi é!pﬂgﬁeﬁﬁn%@'h‘ﬂ'lﬂélzgt'oé’fLlpg?‘tteiq‘a thWer‘i%%%a%g\? Sltgﬁgé'{)‘ly 5\’%'% %scr epanci es.
It may be thedapsitondEddhaipdath enaydididiatone or poedessadiens tsgfofeadiasr ned on any
dat a ansj r f StanRaddten for the
pur postd ofHelekl SEBAE! Ehof Falibtorlhel huRUGTR ol SieEs IR e T on
is a fl owhdatabage agliononpesumargs: oo adsitigamodiicaien. AlYNpz MY sendfil e

val i dat i Onegeerhhuian i dabBasd)r esent invention. After sending a plurality
of periodic wupdates and an initialization update to the renote database, a

¥ anaact | onsF i POFREM BRY FNES (BA5H Raur Dods oY apdbassmnals B 0 e
i ncl ude onmrrespomding reoatin the |écal datebrsei sTheaysiem atagenerete ((¥5a" occur rence,
Gofavels AT HEI s Bl i g pBlaclodsy 0 (1 (e
dat abase wiecdrds, where an éxception may be generated for each discrepancy. A
discrepancy may be any difference in at least one data value between two versions
of the same record. For example, a data record in the local database may be
(12345, xyz.com, 123.234.345). A corresponding data record in the remote
20 database, which is supposed to be the same, may be (12345, abc.com,
123.234.345). Accordingly, there is a discrepancy in the second data value of the
record. Thus, an embodiment of the present invention may generate an exceplion
that describes this discrepancy. An exception may describe a discrepancy by
simply indicating that the discrepancy exists; by specifying the location of the
25  discrepancy; by describing the difference between the two data values in the
discrepancy, etc. A data record in the local database corresponds fo a data record
in the remote database (and vice versa) if the two records are supposed to contain

the same data. .

1t may be understood that a discrepancy may refer to a difference between one
30  ormore data values in a record or the record in its entirety.

The system may associate (1010) an exception identifier with each exception,
where the exception identifier may be associated with an identifier of the record. For
_ ,_exémple, the data record (12345, xyz.com, 123.234.345) may have an identifier . .
d10. Accordingily,‘t'he exception identifier may also be d10. Each exception maybe - -
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corresponding record in the |ocal database. The system may generate (1005)
an 15 exception that describes a discrepancy between the renote agq] | \rpelgng
dat abase records, where an exception nay be generated for each

di screpancy. A di screpancy may be any difference in at |east one data

val ue between two versions of the sane record. For exanple, a data record
in the |local database may be (12345, xyz.com 123.234.345). A

correspondi ng data record in the renote 20 dat abase, which is supposed to
be the sanme, may be (12345, abc.com 123.234.345). Accordingly, there is a
di screpan@&amlﬁ‘redtaséwbeglonw atwtcnewhingey @xception (ordisspancyiybes: An enbodi ment  of

Lhe PreseBbodiPilt hB bITmBSRARGIE oRKARARS and hiloxeipasy | Des [hi s

di screpanc An exception escrib di s¢cre |y indicating
that the eﬁ&ﬁeéﬁ%lh%?x‘@ﬂ'% @8855'901 distsin- fWr%C%%" and ﬁhsﬁ'ﬁSEe“{Tﬁe 25

dthCF Span‘éb(eephdn QQ@WHI B G&dlb@d ﬂldéfaﬁraeéicﬂfheb@smema;t hieo bawocidiat a val uez in
the di_scr cor rresponds to a
dat a récor(goql%;]?ﬁ%‘ﬁ@ ’ﬁ%’ﬁ@?r W S\é@ in tﬁ% Iﬂge %\%F’?aﬁg&t wo records
are s upposnm;t uecasmratai with drhidersifiensof d@tracorcﬂ t meamlée dheidatatasord t hat a

di scr enangy Bk Bl 135058 3%{@.55‘{t‘?‘é@z‘e“én%%BHY%ﬁ@d’%oor%&g@ﬁh@@&e%tdat a val ues

in a recor recor ent temmay associate (1010)
an except ndmt!f”emmw iafsiode dipt ﬁa@h%ﬁmé&ﬂ@ptpﬂ@iﬁ maY\EﬁéqL@dFrHE' EHeYBPt i on

i denti fiem;digy @ﬁe\?e%m&b%trﬁ%wéhbua@ et W telavérits péridiied eremer d. For
exanpl e, the data record

Z.CO 123. 234, 345,
i dent i ¥0i erecomsgn thedecy @.ﬁ't?@sﬁ OV?"t‘?et %‘B?T&q %Vﬂﬁﬁts%‘aa‘ bggéscgﬁ%cg be d10.
Each except dgsil ey, be 16 2 8 APR 2008 cl assified as belonging to any one of
many exception (or discrepancy) types. An exception |list may be forned to

i ncl ude the 'ﬁﬁ%csglgfehﬂi?#t}ﬂ&‘?ﬁet@ﬂQné hﬁz@mﬁ@@d%% of'tt%‘?'@tt,dré ls&alQf the exception

classified t exception ferent gxcept I on types

will be dddaure b@&jtS.aﬁlow@ﬂaeﬁ¢fanﬂ@9dlmn@f§%‘ta&fﬁﬁhﬁwefgqn§@ﬁ 9365 ate 5 (1015)
an event Idé%infah&fmw BdRRER Rt Eddh dvBft miydatcempavaa (H22Neitrev ent

I dent i ated,.wt fier of th d. For
exanpl ¥ eﬁ‘éh 8%/“158 i@?a&h efﬁg%m%@f%dégﬁl ‘1 Toyent, §1h) eﬁgl@g%ave an
i denti fi ermall $2 dedigosted (108b)yas \aidamltba updstelmay bé applicdrinthalteswiche d10. Each

e e n | PR BRlIREDR LR foR TR RAEHER (102] B/ steniheRNT 1 S OTY

may be a |IS nt's e 10 records in the
| ocal dat ab;ds@ rwéue desighated ({ORBAS. :nvahréawérh@xqepmmamellqggaéaﬂescr ibed in

detail | at&fors. An exception may be justified when an event identifier corresponds to the
20  excepiion identifier and the associated event corresponds to a valid sequence of
events associated with the exception type. The valid sequences will be described
in detail later. If the exception is justified, the system may remove the exception
identifier from the exception list. The exception being justified may indicate that the
discrepancy is a valid one, e.g., the remote database has not yet received the
25  update, but will indeed match the local database when the update is received.

During validation, the system may identify latent errors or faults in periodic and
initialization updates. The system may ensure that these updates may be
structurally and semantically correct, that these updates may be applied
successfully without generating exceptions or otherwise halting ungracefully, that

30 comparisons between the local and remote databases may accurately detect
errors, and that high-profile data may not be accidentally deleted. The system may
ensure that the periodic and initialization updates may be successfully applied to
the remote database.

. 'Many errors may advantageously be discovered by attempting-to apply the
35 updates to the remote database during validation. -For example, data-centric errors,
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The system may then determ ne (1020) if the update of the record is valid.
Figure 1 OB is a flowhart of an enbodi nent of the validation 2 8 APR 2006
determ nation. This determ nation may be done as follows. Each event may
be conpared (1022) with 15 each exception. |If each exception is justified
(1024) by an event, then the update may be designated (1026) as valid and
the update nay be applied to the renote database. Oherwi se, if each
exception is not justified (1024) by an event, then the update may be
designated (1028) as invalid and the exceptions nmay be |ogged as errors.
An except ivamingahabaen phjsdt aféasig ewitsrin the r@v@ﬁﬂafﬁ'é@ﬁt¢Ff‘='iaé¢m§d"r‘ﬁ%esponds to the
20 except han. £ denbih iEhuRR o, ASPRCdSkacee Ry AapbpaRaAds o a valid
sequence 0 eventsS assoclated w t'h the exception type. The valid sequences
will be débes pirsperformingdbeyalidatipndgrocess ofapembegiasnt e Reselstified, the

syst em mayyERidRMBe bVRBrae Bidri to sspRithédd Wiatks @thé Renotxdatgitesan | i st. The

ti bei tified indicate. that t . dij i lid
one. P eb o The o iy pigh Ry gae o etk e R ATHER IR uae o hut Cwi 1
i ndeed naupdatésthat inaidateine abdstes. wheeordingly, nopldeier altemptanayibeeeideDur i ng

lidati th i i t faul ts i i odi d
val i da IOg‘{?%’,l}’ef[}%%ji{ogé?eg%hé%%t‘éI’é{aéa%'en errors or faults in periodic an

initializ e system nmay ensure that these updates may be
structurally and semantically correct, that these updgt es may be applied
successf ul | yinan aleioate gwhedimedtng) AlaswbiieyAe Made i apelat 88stivaf ff ng

ungr acef u kHe)ﬁilpdbt'a@bri&rQo S&TEPAInG S/Q[rdgti&ﬁtlmﬂ@ Bt féilf@,_ctlﬁén tga dalidationt e daL abases
may accurately detect ror n at. hi gh:profil. y not be

acci deflt amay b&e“ﬁ'@?@(ﬁn %”@%‘5 ‘ﬁ?ﬁaFP‘&Q b@ﬁ@%‘%}g&tq’?‘%’ Ifﬁillleegt%'g’ﬁvgdi c and

i ni tial i zatutcesdy) frebatiesvaidatiob enag be pedertal lkyd thppriidubdate keptaedthenot e dat abase.
Many errors,.r di scovered by attenpting to apply the 35
updat es t(')a’?@prgg%@eggﬁ%gteéa ursl' ng validation. For exanple, data-centric
errors, 17 warnings that an object al readkll exi stsdﬁgébge enot e dat abase,
or war ni ngs nieaExempialy embedigiepl PR A49 man¥3idntssetd 8% may be di scovered

duri ng an iafmkiNg 8dridaIeeB10 to Enbsre ek saidfilee BHman initalizing seralfled 810 on process of

an enbadi nent, of the presen i nvention, e systemmay attenpt to apply

t hese pdé'?aé’sbetsb'c’f%éfuﬁ’eﬁ?{?ﬁ%’ttﬂé‘?rﬁ%ﬁga@gﬁ?ﬁgaatterrpt may fail, which may

indicate that there are additional errors in the updates that invalidate

t he updat es. Inattemeigiempogiments, rafwerk epmaiters 181, L 109e0naide . to apply these

updat es t%o%ﬁxﬁﬁcﬁﬂ?tﬂfe&%Eiﬁ&@y%?ems'd?ayaﬂér@}rﬁﬁ‘dﬁaﬁtbﬂ. embodi nent, an attenpt nay
y a

be nmade to app east one of the updates prior to performng

validation. |f the atte fails, then the validation
Referring io FigurgI%E)A, &.TF’ 140 may compare Ioca'l gae%abase 200 and

remote database 210 to determine any exceptions (or discrepancies) befween

20 them. Exceptions may include three types: data may be in remote database 210
and naot in local database 200; data may be in local database 200 and not in remote
database 210; or, corresponding data may be in local database 200 and remote
database 210, but the data may be different. Of course, corresponding data may
be in local database 200 and remote database 210 and the data may be the same,

25  in which case, the data may be deemed valid, thus requiring no further processing
by OLTP 140. )

It may be understood that the discrepancy may refer to one or more data values
in the record or the record in its entirety.

Accordingly, OLTP 140 may compare (1000) corresponding records in local
30 database 200 and remote database 210. OLTP 140 may generate (1005) an
exception that describes a discrepancy between the record in remote database 210
“and the record in local database 200, where an exception may be generated for
. :each discrepancy. OLTP 140 may associate (1010) an exception identifier with_:. E
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10 may be skipped and the update di scarded. On the other hand, if the
attenpt succeeds, then the validation nay be perforned and the val§ &iPR 2005
update kept and the invalid update |ogged for discrepancies. In an

exenpl ary enbodi nent, OLTP 140 may validate sendfiles 300 and initializing
sendfiles 310 to ensure that sendfiles 300 and initializing sendfiles 310
15 may be successfully applied to renpte database 210. In alternate

enbodi ments, network conputers 121, LUE 100, or any combi nati on of the

exi sting systens may performvalidatjon. Referrin gﬁ ur.e r10A, OLTP 140
may corrpae@hleé@@lfmfda\ﬂ?&@ég%e%@t'%d@?“weémyé’e@ﬁ?% Wi g det er m ne any
except i ong tﬁ@Fec&HSﬁh%R@ébﬁb@l&} mag bevened lmdhmmthfmmepﬂqndypgsm i ncl ude three

t dat dat abas n dat b 200;
ypes: ol e e A TP g Ul 0SSR 218 AP Blch kot ot sbace
cor r espongmbetitaitAheaycebiion may modesigiatedbas disidbexpsatiandfbt e dat abase 210,
but th da%%ggaréwgﬁg% axcfeg &1%108% totReHi é@exc@ﬂfoﬁ %Boé‘q_rsﬁ‘g” d@émionmy be in

| ocal abase 210 ‘and ata _may, be the sanme, 25
in which i #wsexceriien Helpegsita {hetsecanaereaptionfyps, Ortah\:i'§tq @ﬁ‘i’ﬁpp‘?r}féhﬁo further
processi ”Qxce%n%ED 4 ¢Pne Hﬁrd'&ﬁdép’ﬁ& winslarigire ad shidvat antdxemgiagcr epancy may
refer to one or nnrg data values in the record or the record inits
entirety. exeepigndishhl4®: OLTP 140 nay conpare (1000) corresponding records in
| ocal 30 dat abase 200 and renote database 210. COLTP 140 nmy generate
(1005) an exgmpyf boindehadoddias tei frewnce disnexeapiine idepieneeiet he record in

d b
exccoptPon oHikg e} RRERE RS pieFeifo b F@ﬁ‘?@“@ﬁ%@‘“’ﬁ%@?ﬁ@féfa?%. ate

(1010) an sm@é@taxamplﬁd@iﬁbfeﬁ twees of expertions BaL 9@59@@&%908?{ ?e the exception

| dentifiegy rr!é%éla?%eﬁf%é%ha’al{geéito%dahdaﬂbabé 200 hrid @dates Bpplies to rermted An
except ion || st

med to incl 0 t he
except i on GPHERATY 3106,Supib$el@¥1l@a)é§&%lﬁ? hgﬁ%%g dn @ﬁg%/ g ceptl on type. In
an erTbOdlsEIEﬂt.rathahﬁlrﬂzsc@*ptnd@amesat}entsmfdeweegimcmﬂleaémﬁte"ﬁgnst 1" exception (or
5 discy epanCé%) {ahe exception belongs to the first exception type, a
"Li st FOBPI4® (Sjﬁ i f the exception belongs to the second exception type,

or a "List 3" exception if the _exception beI to th d exception
type. Fi gur eFariniigigog senifile,dd PR 4080y Pete ?‘%ig ﬁ%’fﬁ%(} C{TBy be

under st 00qgfBRtgatRSs I RF HReRoRfingBdbieirephlaul-table starf oreotton  t he
databases 200, 210. That s, all the data in local database 200 may be compared
against all the data in remote database 210. Then, all the data in remote database
20 210 may be compared against all the data in local database 200. This
advantageously provides an exhaustive comparison of databases 200, 210 to

discover all discrepancies.

For sendiile 300, OLTP 140 may compare only the data records in local
database 200 and remote database 210 that are recorded in sendfile 300. This
25  advantageously provides a quick query to discover targeted discrepancies.

Alternatively, a random sampling of the data in initializing sendfile 310 and/or
sendfile 300 may be conducted. OLTP 140 may then compare the randomiy
sampled data in local database 200 and remote database 210.

Exception list 1140 may correspond to missing events, for example, additions
30 (add), modifications {mod), and deletions (def) to local database 200 that are
iﬁconsistent with remote database 210. So, to identify these candidate events,
OLTP 140 may examine recent transactions committed to local database 200.
Generally, for each transaction committed, an entry, may be made in alog table
" stored in local database 200. The entry may include the identifier to the record that . - -
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10 exception list may not inply that sendfile 300 or |n|t|aI|Z|ng n
310 is Bad, si nce, fgr exarrprr})e, all three types of exceptions may g glgh 2648
legitimately occur due to a tine delay between changes to | ocal database
200 and updates applied to rennte database 310. Such delay may be caused
by network congestion, for exanple. As such, validation may provide a
mechani sm for weeding out legitimate from 15 erroneous data. For
initializing sendfile 310, OLTP 140 may conpare | ocal database 200 and

renot e databas 210 by performing a bi-directional full-table scan on both
dat abases 2’(?6 “i%&?nw’ﬂonatpwe\{en@) #at shanged the mcodde.gbasad200 may be

conpared agal, asd/oaa:lel evieh), Q@g@eqﬁné@ﬁmﬁ&r%kﬁhﬂ%ﬁteg% orﬂé?ﬁgof @kl the data

in reno e ggﬁ 0 210 may be conpared against al ata in | ocal
dat abase 28%‘;] (?'g %advant ageously provi des an exhaustlve conpari son of

dat abases 200, 210 to discover all discrepancies. For sendfile 300, OLTP
140 may conpaﬁ\fée@mpjﬂwhgtaimwme&:ﬁm in Riglrecal Indas abape, 264dfilend renot e

dat abasg Zhﬁoﬁﬁéﬁxﬁe@ﬁﬁzsé@&ﬂé dash1 4S80k rllg%ﬁag% 115@ giﬁsé ity d‘?/'l% tageously

r tar scr ter natively,
gr ?\élnggfn gélﬂqu ‘?‘T‘dh%ﬁ'r‘¥‘I~?Etf%l@%%g\rﬁ%|d@iae(nafz$a¢gleﬁéndlfandi 8288 addetf or sendfile
300 may bet@madfatat(egnaiﬁ?-a-dEEoclé%@c% mﬂz:d%ﬂﬂﬁﬁr &lomi&ﬁe& é@(@ﬁgﬁtﬁi(@)ﬂ? }5er iﬂgl ﬁgydat a

d renote da
lzgr Ir ZESLnd%E'%R%S“egﬁ% ﬂ“’ata%l?ﬁéeqﬁe&f:e BYRPRS 11586 gPimilaths secopd F@tﬁ’d)
modi fi cat i diA€2 indioalps that ih sbebret trameaction 109, datalneent nd aerlkEed B t gaé are
i nconsiggt e@hta\%sg&.at@dm{rﬁdmﬁf&%s @rhﬁglg rySH’O?:trgifcé%g%%hEr{fese candi dat e

events, am ne recent transa ed to | ocal
dat abase 2@'Gnsa°ﬁ§§hﬁr1é4 the datp gpsasiptasl withddriditiaridd was oieletedt Edyrtreentrgnt ry may be

mede in a HoWs inaibdtes s, 0BG ferkadih 1971, AAne a’s%gc|at€5‘®:tt‘?iaéﬁtéﬁgr“@1y | ncl ude
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del event) thaadate g6 sednwere midedertha\tits bsﬂoﬂidteaa\tulﬁsdégbl%r% d%r‘s&%r gf 1ELhe| ]
shown j.n u
{hogsads oftendabfon A1 SERTBNET Mo Bch B8 e hedid SsRe Wi e B Shown 1 1 og
tabl e 1100d4 s grodified foyemoiddtaed.cRY estrnt AT, in RH trhhsastiort idasact i on 1108,

dat a_(nameselcues St t k% A8 fuRHURfer dddimidia a (domin) associ at ed
with identifier dl. Hence, the identifier 1Is

Accordingly, as shown in Figure 10A, OLTP 140 may associate (1015) an event
identifier with each event in the update, where the event identifier may be
20  associated with an identifier of the record. Each event in the update may be found
from an event history. An event history, indexed and ordered by event identifier,
may be generated from log table 1100. An exemplary event history 1120 is shown
in Figure 11. Here, first and fourth entries 1101, 1104 in log table 1100 indicate
changes to the data associated with identifier d1. Thus, event history 1120
25 includes d1 identifier 1121 and two events 1126, “add” followed by “mod”,
performed on the data associated with identifier d1. Second entry 1102 indicates
changes fo the data associated with identifier d2. Thus, event hlstory 1120 inciudes
d2 identifier 1122 and an “add” event 1127. Event history 1120 includes d3
identifier 1123 and two events 1128, “del” followed by “mod”, indicative of third and
30 fifth entries 1103, 1105, which include changes to the data associated with identifier
~ d3. Sixth entry 1106 indicates changes to the data associated with identifier d4.
Accordingly, event history 1120 includes d4 identifier 11 24 and a “mod” event 1129,
R"entry 1107 indicates changes to the data associated with identifier d5 and event
-history 1120 includes d5 identifier 1125 and a “del" event 1130.- Identifiers 1121-
35 : ‘1125 are ordered d1 through d5 o v
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event is "add", and the | og sequence number is 11526. Simlarly, Z?m
entry 1102 indicates that, in second transaction 1109, data n8 a peg
added to the 10 data associated with identifier Q Third entry 1103
indicates that, in third transaction 1110, the data associated with
identifier d3 was deleted. Fourth entry 1104 indicates that, in fourth
transaction 1111, the data associated with identifier dl1 was nodified to
add data n5. For fifth transaction 1112, fifth entry 1105 indicates that

data n6 and n7 were added to the data associated with identifier d3. For
sixth 15 tranSgetingasan wosFigwe ioh, QiR %Olf&@ﬁjﬁfﬁﬂmlﬂééi@g)lﬂlilatupﬁa’ﬁ%lsdat a
associ at ed vafid. MTHiglgaWriviia@bn e bavps Qcﬂffdar%slaxhﬂer&m*dﬁ @42 N3. Rth entry

1107, Rt h .t t 4 t hat ted th
Sent i f1er GUGREAGTIRER 0 @&s&ﬁﬁ%‘f%é%swma%@?ﬁc@%""%}%ﬂﬁﬁ%‘%ﬁér?ﬁzzswand ]
"del " event11213d)25Wld'eeuoepﬁtloencmnﬁfsﬁmmaoddemgheywh[a’sldsﬂnmm in Figure 10A,
aTpP 14% e 9&'%r€‘ex§ﬁ1@ }.quﬁree%eﬂli e%éng%gﬁtggll ﬁ{g1m%v§n arye"e”t in the

updat e, ere e even an identifier
of the recotlg? cggﬁ,sno@@é@utﬂ pxrepliny ldqu&@r@ sy 2'bef ekaspiieh fisf & Afterevent

history. AWn@MQBtcoﬁés%bﬁélﬂgle\ieﬂfj&?ﬁe&c St WBI0 29 nl?éérc%}é‘?rﬂﬁ'xe ﬁ)?% Of ler, my be

generated f ? table 1100. An exerpol ary even I st or S shown I n
Figure 11. ﬁ%?‘@" Jﬁ?‘!‘”&% the cfceryen-« Ahe el Cé%"”l”l@lbe dpng s TQHOW%d:OIabI e 1100

ih ndi cate odaehgest tdlentlfble'l ﬂauagasmemaﬁs@éiy\gmmouﬂeﬂhm ifnla?ﬁeté'ﬂmlneThUS g\éent
|story | dent,i 121 ven "add"

fol l owec?lbé&erﬁr%{jé&% slég'?%gg% 11%?513& ]30 V\@& h; iéﬁt ifier dl.

Second ent r'?aYle(IiPnB,rfd‘ example, by éxamining ¢exoeptive listait40 Bsdeternait éoiwhictt h i dent i fi er

d2. Thus, eugsHtion é@ééh é&gﬂ:oh%ln ?Ee[oﬁ%gﬁé:igﬂ'\té w{d at!:ﬂn%@zl% an "add"

event 1127 Fvent |storey I ncl udes |er and two events
1128, "del "VA{iGT0YGRAE 9BV ﬂFﬁ)fa"f at; axgeriian ppe. avd thery searching et hislh entri es

1103, 1105, 1mmarmeaoﬁbspmd[ﬁ@ameﬁiemﬂmtmtﬂ@&@naﬁémméﬁééq:;éﬁc& Br i dentifier

d3. Si ndi ca es_changes to t socigted with
i dent i ;(flSZ‘I’ eé&%ﬁté’ }é@"g?eé‘“ﬁ%ﬁeﬁ Or«?@@h?xcg?t?f‘w V{’E]'ﬁ% @838’8‘%’ A jdentifier 1124
and a " nod"seavenge oflev2els 1188-h138rin pyent biSioni NidD catahss a halidgesudnoe,t he dat a

associ at ed jid BrbgdeRbi éqleg%(sgé&ﬁ%m@ﬁent%ﬁgs&%ﬁ s%rﬂl?en dg%%ghgilerthrough ds.

2 8 APR 2085 20 2 8 A . ererrin arn P 140 may
det er ni ne (SKEERYPN pgsofipied Wil deexpeption & enitfer mvbeﬂ:eiuf@dnﬂn@ttha)n may be

per. }; or med, cfoﬁés;ﬁmﬁ@ir@qsa@ﬁzbﬁqﬁds mglixgnié{!n?sﬁdm%twﬁldeﬁtlflgi g4re 10B. First,
% nqgglt?zgaqgone an%lno% |)ron%\c/>Ssn lnI thgr(]:aée OLTP 140 may remove the

exception identifier from exception list 1140.

A valid sequence of events for the “List 1" exception type may be (mod)* (del).
This sequence may include a sequence of zero or more *mod” events followed by a '
“del” event followed by anything. The “List 1” exception type may correspond to
25  data that may exist in remote database 210, but not in local database 200. In this
case, data may have been recently deleted from local database 200 and the
transaction not yet written to sendfile 300. Hence, sendfile 300 may not yet have
been appiiedl to remote database 210. So, the data may still exist in remote
database 210. This may be considered tobe a legitimate dfscrepancy because at
30  some point sendfile 300 is expected to be generated and applied to remote
- database 210. 8o, if any such sequence 1126-1130 is found in event history 1120
foran exception identifier in List 1 of exception list 1140, then the corresponding
~ transaction may be considered valid.

For example, in Figure 11, d5 identifier 1125 and its associated data have been
35 deleted from local database 200, as shown in Rth entry 1114 of log table 1100 and
" ‘indexed in.event history 1120. At the time of validation, d5 has been deleted from -

21




1121-1125 with exception identifiers 1140 to determ ne which identifjers.5
correspond. For exanple, in Figure 11, dl event identifier 1121 inzebeﬁﬁR 2008
hi story 1120 corresponds to dl exception identifier in "List 2" of

exception list 1140. After finding a corresponding event and exception,

OLTP 140 may determine (1024) if the event justifies the exception. The .
justification maybe done as follows. For each event identifier 1121-1125

in event history 1120, COLTP 140 rmay determ ne 10 whet her each sequence of

events 1126-1130,in event history 1120 is valid. This ¥ be done, for
exanpl e, biPcaRIROATERPOe RetERE Tgmramoalg dafabege 240. 24 exeAPHen s T8 ch  excepti on
type each mmewau@mﬂerdmﬁ Lt BrAdREIIMAGS evetehigofi NP0 GBveRatiaghoul d be a valid

A A M R RICH S A Bt
i dentifier Smt@aﬁﬁrﬂndbsb‘f' edéeplioretypss i.e adot)] (ded)agaiseds &vant €680lin excepti on type
wi |1 besdetaink ﬁigtoﬁ/eidlﬂ“ﬁ" Sint:e 316 ﬁ&qwﬁﬁ%eg&en%é(gl% éve%g%b%ia‘?& in event history

1120 matches a va res event 1dentifier
1121- 1125 Helgtion tﬂﬁaﬁcéio%éh\ﬁeﬁﬁé@'atﬂ%wﬁuéﬁwﬁf@ aautz,eeq@ml@ere@bglbmat@t ed with the

excepti on hAteRdtiah leRbr. MRoaRgly U8 itiféQS may reﬁmla\ﬁ‘edff‘o%éﬁéﬁfaﬁqlstng transaction
1108-1114 \MaAsOCh I ncl udes that event identifier is a 20 legitinate one and

not erroned In this case, OLTP 140 may renove the exception identifier
fromexception list 1140. A valid sequence of events for the "List 1"
exception ty[é’evaﬁdiyeq;enc(am‘cé)léntﬁ bethk. ‘List‘miemesm:ruemmaym@/(aﬂdl)cmée a sequence
of zerggorg TR " T=Taioe d by
anyt hi ng. T%gkﬁ?_e nql&é!’eiég{eaﬁi& %&ﬁ‘iﬁﬂw@'b aryﬂ‘ﬁl@s To%dﬁ%}z IZJ)EJ hgﬁ t hat may
exist in rgfﬁﬁﬁ@y&ﬁﬂf%ﬁﬂa%f@f thagpiis @ﬂoc;:ﬂ alffﬁ’éa¢2%bﬁtb‘é)§'§ rgoge In this case,

data may haa%@bé%eeﬂorﬁ?ﬁﬁiﬁbbsé dﬁha{a@%a\ferwéhlr&@ﬁ{'geétﬁa@amg@au d88h8d the

transactio 0 I.le 300 may not
yet have g%d; datﬁ?) F?FGCQO(S' %@Wﬁ%%éﬁ%ﬁe gl?o i S?T@E%ng‘%y still exist
i n renote nogebirrs bedidppligthiosemeip betabasesl10e Sedtht dataenay notgist inmat e

di scregancy, r@f&aag&ggtméo TRy R BRI £ b%%qeg,ﬁ?eﬁée‘é&agaqh&o be

generated a to renot any’s sequence
1126- 1130 b%cap%ﬁéonﬁ neipksaNdfle 309 isyexneciet to be genarates eepanplied fodent i fi er i n

List | of pepbtasbskiss. AéemngtW%nM%h%QciJeﬁé@m@ﬂ@o istibdHagRct i on may be
consi der ed vaIQd For ure dentifier 1125 and its

associ at ed ¥R STHQ’VQZB&,?“ exeepliRy] identierin b'ﬁﬁ efexrendan b¥dd40. 980, as shown in

Rth entry kbérredpohding traizhetiohhity berdndidiexegldi n. event history 1120. At the
time of validation, d5 has been deleted from21

20 Referring again to Figure 11, d1 and d2 identifiers 1121, 1123 may be
associated with data that was initially added to local database 200, for example.
Since their sequences of events 1126, 1127 begin with “add” events, d1 and d2
identifiers 1121, 1123 match the valid sequences for a “List 2" exception type.
Accordingly, transactions 1108, 1109 including these identifiers may be considered

25  valid and identifiers d1 and d2 removed from exception list 1140. Note that d3
identifier 1123 also includes an “add” event in its sequence 1128. However, the
“add” ev_e.nt is not the first in sequence 1128. Accordingly, sequence 1128 does not

© qualify as a “List 2" type. Additionally, since d3 is not 'deéignatecl in List 2 of
excepfion list 1140, OLTP 140 may not check it for the List 2 valid sequence.

""" 30~  Valid sequences of events for the "List 3" exception type may be (del) (add) or ~
(mod). These sequences may include a "del” event followed by an “add” event
followed by anything or a “mod” event followed by anything. The “List 3" exception
type may correspond to data that exist in both databases 200, 210, but is different.
in this case, data may have been recently modified in local database 200 and the

 35 transactlon not yet written to sendfi le 300 ‘Hence, sendfile 300 may not yet have -

22




2 8 APR 2006 | ocal database 200, but not fromrenote database 210. So
exception list 1140 includes identifier de in List 1. According {208 AR 12008
hi story 1120, event 1130 associated with d5 identifier 1125 is "del". OLTP
140 may conpare the valid sequence of a "List 1" exception type, i.e.
(mod)* (del), against d5 event 1130 in event history 1120. Since the "List
1" valid sequence and event 1130 match, deletion transaction 1114
associated with identifier d5 may be considered legitimate and not an

A ' t b d fr t list 1140.
oo o <SRRI o BOSLlie 2, B el Rl LTSRS e
This 10 deayushyst bempodifiad inrdeomniatabdst 216V efgaid, diis mapbe bynsidanetité ng. The
"List 2" %%ﬂé&nﬁrﬁﬁeh%&% W g&ruggatpsg)% ptoﬂ}tgéﬁoﬁ!etalaﬁﬁse {ﬁédﬁg%el ocal database

200, but not i'n renot I's ca have been
recent|y S§Bgted gnd aé%l‘ﬁd trerpiesiatabasn2 U d“\cmrémglnfah@wauﬂomqnancey et witten

to sendfi 11e280B0 itiRRGEIn é@ﬂdﬁét& 198 oPEY excBRonY@htift YRLIQeRR applied to

renot e datagba '2 not exist in 15 renote database 210.

This may t%ceg?%rb 5%8?1@9 g@?é’ﬁ’ Qogewngﬁgaaﬁ%apm@amwgsgﬁ@yar dpecause at sonme

poi nt sendfile 300 is expected to be generated and applied to renote

dat abase 21CForAszopleliimgigyre 11f dhenmd cﬂuddfntuﬁaqueme'lzzﬂ:aéy B @Rodistefiound i n

event his i i St 2.0 ception |ist

TYa0. thetr\{mhtﬁat%%;% r\n);ags Ong%%&%i aé%ébe}sg% ' ¢as® 8%@‘18'@\’"‘%%1 23 20

Ref er ri ng Y2dpentfier 4123 %ﬂﬂ"@ d@’@ wege ingiaty @ﬁietecu@m{then @d@dMQQWltthEEB may be

associidt edatal §uthanit as bépiendasT oldtitd 1 B8!n¥ayaskied “biar bbgaé JuPag ﬁ ?Ogd"for

gigme & ,%gg %‘fp%ﬁ?&%ﬁg@sﬁg@& %%gtﬁ‘%d%fé‘% gﬁe‘%‘%‘g‘i’ﬁﬁeﬁw@\é\nﬂbencgs for a

thl st 2; dﬁ@?@nmfteyg&s112mnmj|d¢l\u®l“m§d’t rmmanésemguek%@?of esuaragll nc:juglz ng
ese ide [ ol entifiers an

renoved f?tg)%n éi%%r&g?ﬁﬁﬂﬁe" (?Q%fgggegﬁ?o% L%ﬁé eg%%qdq q"l er 1123 al so

incl udes &AMespaRMingYRnsactions i 119, %H@ubﬁ@éﬂam@&m‘&mmwm apthe "add" event is

not thg fidenlifierddSaRUENCMoVAdM AeERIcHiBT14p, Sequence 1128 does not
qualify as a "List 2" type. Additionally, since d3 is not designated in

vai | d-sequensio b Be s et i e tpa e BY R EBNEER 03 except on
type rr]:catyI ll%ce@tim st 1 tddjave beer(jnsiifigd (ﬂlflhasb@ esatsla. gsr;] & sﬁf?ﬂon IRel 1ude a " g Slalr'u
1? \(;Flnz)weg by anyt 40:?%3/ qeﬁpﬁ%ié QDE@X% géﬂﬁl (S)lﬁ?yor lrg)?(a&;z|ﬂ%9er}gglp ?‘ég pond to data
that exis@ V@i'dt%‘ﬁ' WO ¥i-H5 488 & arply, sepdite 3Q§mr initializing $end8int310 to
20 remote database 210. LUE 100 may then apply sendfile 300 or initializing sendfile
310 to remote database 210.

Conversely, if all the exceptions have not been justiﬁed (1024) by events, i.e., if
exception list 1140 is not empty, then the remaining exceptions may indicate errors
in sendfile 300 or initializing sendfile 310. Accordingly, OLTP 140 may designate

25  (1028) sendfile 300 or initializing sendfile 310 as invalid and log the errors in an
error file.

In an alternate embodiment, for example, if sendfile 300 or initializing sendfile
310 was designated as invalid, after a predetermined period of time, OLTP 140 may
~_repeat the validation process on invalid sendfile 300 or initializing sendfile 310 to
30 ensure that the discrepancies are indeed errors. This predetermined delay altows

the network more time to transmit any slow sendfiles 300, 310 and databases 200,
210 more time to become read-consistent.

. In-an embediment of the present invention, the data in remote database 210
‘may-“lag” the data in local database 200 by a significant time period. Accordingly,
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In this case, data may have been recently nodified in | ocal database 200

and the 35 transaction not yet witten to sendfile 300. Hence, se 6 IAPR3 205
may not yet have 22 been applied to renote database 210. So, the data
associated with the identifier may not yet be nodified in renote database
210. Again, this may be considered to be a legitimte di screpancy because
at sone point sendfile 300 is expected to be generated and applied to
renot e database 210. Accordingly, if any such sequence 5 1126-1130 is found
in event history 1120 f r an ex tion identifier in List 3 of exception
st 2140, I orderte PR RetaBiinse iy o S deles SO BSeRAG: VR val 0. For

exanpl e, ibe ﬁi@er&d-ﬁlcbnsmténtamﬂhedéme@em infirersschltha3heyldd 4xavayophe associ at ed
with data i d base 200.. In th se of d3
identifier BP%W{:}% n@g{ rélf? qlg tngjﬁe c%%%se ?jc?a §)gbedgﬁ)%dfwé3 OE‘?CF ally del et ed
and then ad@ieBass0R, w%etrwfﬁeiatalmram‘tt@datelwsh 21 ey be srade gssenigally Ofe events 1128

may mcb_;udgamggéthefdg{a ,ﬁ)g@gﬁ dMabagdsho. |n the case of d4 identifier 1124,
the d4 data was m) I f to renove data, such that its sequence of events

1129 may i ncl ude dnce hese se uences of events, 1128, 1129 match
the valid seq“t?é?fé@g'vffarsp%ﬁ 5 elidagon. Ry Epranin denpraled iigfzinas6prdias pondi ng

t ransact i 06$0 aidlbsdqLigdt, sehdilts J08yig Hé@!mlledﬁb edinoi@tiatebR8A10 loritglent i fiers d3
and d4 re e Referrin o Fi ur 10B, if all
the except Potind ARAETATRL S8R, e Bty e Pep Shlen M pRalsb iy ot 1140° have
been j ust i feddeed. Tihd)atdmprespssiogof the @ndﬁm 3@l Stpmapbe refestediddd i s enpty,

QTP 1 t file 310
val 1 d and o SRk sl BRI 0. Slog AN Al SIBR Gr il e sl

to 20 remotod Ak erﬂq;ks,[qgge@(g@yn{@ﬁﬁm@hu%g@i&yzd@y@fuglp@ur@gg or
initializi ngyiendé initlizidgléentifle BENTOAIRhE aba RAGRs Lhfled teiivaempky, I all the
except | onsdgﬁyn%uggh%fgggﬁqr%gﬁb{)f| ed (1024) by events, i.e., if exception

list 1140 1S no ‘he renmai ning exceptions may indicate errors
in sendfile 300 or initializing sendfile 310. Accordingly, OLTP 140 nay
desi gnat e 25 Qnuplsiey mgwpigride for gowp yalidativn fatiier tham yalidetinnfin IselathO as invalid

and | ogst h@acedrdi I§ lf'a'ﬁ e?ﬂar szi@fe@lred i é Shunk, Qh@@ntﬁ% &rﬁ@?%ﬁg@ ‘E&Pt for

exanple, if sen itializing send eS| ghat ed as
invalid, afvad ﬁoﬁb‘fsgﬁ‘@ts@ﬂ‘#i'%g@’ %éﬂ‘tlaﬁﬂ‘%?fe“f‘ﬂﬁémM‘_qu"flﬁéﬁﬁmﬁﬁ‘iﬁ‘l”?‘épeat t he
val i dat i on process on invalid sendfile 300 or initializing sendfile 310 to
30 ensure t hdthenrehahiscs apanchass oheebididests ofths ﬁxreSentﬂviammﬁm&@ler m ned

O Y e b Wptertldec\RINY donlRi BurbbdlinibBplo 3 rbo el b SRNET ' | 5 300, 310

and dat abas
the teachmgs of the embodiments. The embodiments of the present invention thus

20 also includes a machine readable medium, which may include instructions, which
may be used to program a processor to perform a method according to the
embodiments of the present invention. This medium may include, but is not limited
to, any type of disk including floppy disk, optical disk, and CD-ROMs.

Several embodiments of the present invention are specifically illustrated and
25 described herein. However, it will be appreciated that modifications and variations
of the present invention are covered by the above teachings and within the purview
of the appended claims without departing from the splnt and intended scope of the
invention. '
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210 nore tine to becone read-consistent. In an enbodi nent of the present
invention, the data in renote database 210 nmay "lag" the data in O&aAPR 2006
dat abase 200 by a significant tinme period. Accordingly, 23 in order to
conpar e databases 200, 210 and detect errors, databases 200, 210 may be
made read-consistent at the same point in tine such that they are exact

copi es OMF%%ECIQ@B%%:General |y, renote database 210 nay be rolled forward
to | ocal . Where the data in renote database 210 may be nade
essentially the 5 sane as the data in |ocal database 200. Accordingly, to

stbsequent - senqt Mot Bgt GLNATH hmPROGKARE i d b BanSERE | 2, %10 "
begi nni ng val i generating aQ\Bm@JIWth r:tehedtnumbelresdﬂasetd enrre:pammteisc hangedle a

10N 1 CapEL salBaECthonThl Sn 0 S OCTAAY Bhotlenafielh! 85 30% 310 My

be referre e sen flles 300,
310 in thEamhmmN1nay be caIIed | ow and hlgh mater mar ks, respectively. The

first chunk, :{oﬁ%nunkgthHné) ?1’ H&{B;Hrﬁsnuﬁ 1 BEd Pé?ﬁotb“&étét%{s b2 grendfile

310. Al the ne hunks only
sendfi | esn@@Ork; @hdinki ng may provide for group vali datr on rat her than

validation in r,vm)é @%ﬂe?%nﬁépngﬁpag@;s&| bé(' uF&atg error i_s detected in a

chunk, the enti're nvarid, not just the sendfile
300 or initial genangtlr@ardmltlbhzam@ uptiate éndliringea Nerrsmocrfdine bdal detebasea@hani sns
and net ho éTbOdI ments of the present invention may be inplenented
using a genera| pur pose m croprocessor programmed according to the

t eachi ngs of tueieemrbmdla’rblﬁt periotieufedsie of thenpleralify of peripdie spdatesrbaeed | on t hus
20 also i QEL chi ne readabl e nmedi um which may include instructions,
whi ch use pr ogram a processor to performa nmethod according to
t he enbodl rrende,temfunmg@ lpstérapaaciion\baaed omtheBiarktimedandgm may i ncl ude, but is

not |imted t no?r%th%ylﬂﬁaﬁ)zfatlgl? %Fﬂétgcgqgét r.Bb.SR@)ﬁafé‘ |§5ntrfgptéréﬁ?% II 'tSk and

CD- ROMs. Sever a? pr ese rnventron are's cally
i |1 ustr at transaction @sntifies to th eemblerdsitabastiowevibe neiworkni | | be appreci at ed t hat
nodi fi cations and vari ations of the present invention are covered by the
above teachings and within the purview of the appended clains w thout
departing fron®tAbespethot efndaimtiendeaicincthpeserfdincghéne initiadinaticonupdat® APR
2006 24 includes:

associating the last periodic update identifier with the last periodic update;
and

associating the last transaction identifier with the last transaction.

3. The method of claim 1, wherein the plurality of periodic updates are

generated at regular or irregular intervals.

4. The method of claim 1, wherein the start time of the initialization update

generation is the same as a start time of a periodic update generation.

5. The method of claim 1, wherein the start time of the initialization update

generation is later than a start time of a periodic update generation.

6. The method of claim 1, wherein a periodic update includes a plurality of
transactions, each of the plurality of transactions having a unique transaction
identifier.
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2 8 APR 2006 What is clained is: 1. A nethod for updating a renote gate@t?ease_
over a network, conprising: generating a plurality of periodic up& 2008
based on increnental changes to a | ocal database, each of the plurality of
peri odi c updates having at |east one transaction; sending the plurality of
periodic updates to the renote database over the network; and while
generating the plurality of periodic updates, generating an initialization
update including a version of the |ocal database at a start tine,

determini ng a Fadmgied fodirdatipdatremete database gvet 4 ngtwork, gempdein@ updat es
based on the t I O r j he start
Cime. and send h e PereFEpr RIS UpdbysdBhedd FERRRAAIIRARGER 3

i dent i fi elocabdriabaseapyver the aefwads ieanh ioflthet pleiiably of petipdic updetee hadwnaledse over

t he netmo[eléstgnetr%@a&%hod of claim1, wherein the sending the
initialization update includes: associating the |ast periodic update

identifier w trecelving amsinitipigationupdats dedugingaderaion o that lopg) datebabast a
transacti i ik i,.Lh.the last transaction. 3. The method of claiml,
wherein t eﬂgﬁﬁ%‘{eﬂ@é% %‘lg(fi odi c updates are generated at regular or

i rregul ar i nt eraaging.a last peiiedigatpdate idéntifienirom the iniiekization tpdatet art ti me of

the initializatd r-af | j . SR art tinme of a
peri odi ¢ updat Iééagfe}]rqle%? %tggtgann.sggtsb%fﬁéeﬁtﬁ% fﬁ‘(ﬁ)-att%%em@?ggl%%gq}‘ deaié’r ein the start :
time of the indeteaniningtd lost pesiddicaipdgterfemmathedastipsribdic epdathadentifient said ti me of
a periodi I~Qn. Ti claiml, wherein a periodic
updat e ingfé&ﬁﬂ@h@ tg?%?% .r@'&o‘#p%a%erg%?ﬁ?’:"?@%?%é@c of the plurality of
transacti ons hdeterginmguai ipst transasticet ifiom theldasti frarsactios idedifigPRsgid06 7. A

met hod T ObeRtiRingite Rl GATRLENSIARAA Y Sadifiet vor k. conpri si ng:
receiving a plurdlity of periodic updates based on increnental changes to a
applying transactions generated after the last transaction to the remote
database; and
applying the periodic updates generated after the last periodic update to the

remote dafabase.

8. The method of claim 7, further comprising:
discarding the periodic updates generated at an earlier time than the start
time of the initialization update.

9. The method of claim 7, wherein the plurality of periodic updates are

received one at a time at periodic intervals.

10. The method of claim 7, wherein the plurality of periodic updates are
received in batches at periodic intervals.

11. The method of claim 7, wherein a periodic update includes a plurality of
transactions, each of the plurality of transactions having a unique transaction
identifier.

12. A method for updating a remote database over a network, comprising:
generating a plurality of periodic updates based on incremental changes to a
local database, each of the plurality of periodic updates having at [east one
26




| ocal dat abase over the network, each of the plurality of periodic E@%@Zﬂﬂﬁ
having at |east one transaction; receiving an initialization update

i ncluding a version of the |ocal database at a start tinme over the

network; reading a |l ast periodic update identifier fromthe initialization
update; reading a last transaction identifier fromthe initialization

update; determining a | ast periodic update fromthe | ast periodic update
identifier, said determning the |ast periodic update based on the start
time; det &AP3aslion a | ast transaction fromthe last transaction identifier,

said determ ngQrgerEt}ng: dér@?ﬁiaﬁia@iﬁﬁ%ﬁﬁét@qn&@cﬁﬁgga QQrsH?ieoﬁltu%rotcalt&d@das@%ﬁ’l ying

transactions géner at after the rast transaction to the renote database;

and appl yBrijart igep@ni undiate dpatifics misgeciatedtvdth aflastperipdic |updatepggriessied updat e
to the r : T, - e clalms f Lt LSiNg:

di scar di nggpta egtr%gért?@gf{e’ t?gglaat g?ﬁh@?gqeggﬂegt&gé%éﬁ I%ré]ﬁsﬁe%%dﬁéé he start
time of themmitiedkeforeshe garttipgaard 9. The nethod of claim 7, wherein the

plurality of periodi 25 ar .Vﬁglz e i L.odi c
intervals. 10. g%m%gﬁ%tg?ﬁgﬁalﬁpnqa%q\ﬁhe el %n@ﬁgﬂfﬁ?,u%gﬁ?é‘ﬁrgﬁ%ég@?odi c
updat es aidentifies tethegdmote dedzlkdseovar theeeivtkc i ntervals. 11. The net hod of
claim?7, wherein a periodic update includes a plurality of transactions,

each of the plurality of transactions having a unique transaction
identifier. 1213AThemnteiood of clapoldid, wiherein dhe tobirally ab asdodiv aipdatenatrewr k,
conpri si ng; J, 4 i rality of periodic updates based on

i ncrenment g?”%ﬁ%ﬁg%ﬁ”oméﬁ?@égl dat abase, each of the plurality of periodic
updat es having at |east one 26 2 8 APR 2006 transaction; generating an

initializationqyp ' [ Versi | i a start
time, an updat ghli gg‘%\ﬁ %tﬁéc_;dr Hgsc's%g%ﬁazf ?ﬁmaﬁ ﬁﬁé p}id{@{ty %g%ieggt?}%%@ggt%? Zéraener at ed
bef or e t hgergrated atirragulasitdersalsr ansaction identifier associated with a | ast

transaction conmitted before the start tinme; and

15. The method of claim 12, wherein the start time of the initialization update
generation is the same as a start time of a periodic update generation.

16. The method of claim 12, wherein the start time of the initialization update
generation is later than a start time of a periodic update generation.

17. A system for updating a remote database over a network, comprising:

at least one processor coupled to the network; and

a memory coupled to the processor, the memory including a local database
and instructions adapted to be executed by the processor to implement a method for
updating the remote database over the network, the method including:

generating a plurality of periodic updates based on incremental changes to
the local database, each of the pluralily of periodic updates having at least one
transaction,

sending the plurality of periodic updates to the remote database over the
network, and

while generating the plurality of periodic updates,

generating an initialization update including a version of the local database at
a start time,

determining a last periodic update of the plurality of periodic updates based
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sending the initialization update, the update identifier, and the 8 2068
transaction identifier to the renote database over the network. 1%. ﬁ‘@

met hod of claim 12, wherein the plurality of periodic updates are

generated at regular intervals. 14. The nethod of claim 12, wherein the
plurality of periodic updates are generated at irregular intervals. 15.

The nmethod of claim 12, wherein the start tine of the initialization update
generation is the sane as a start tinme of a periodic update generation. 16.
The met ho@ndhe $pRitime12, wherein the start time of the initialization update

generation is lafehintlg@Nast tdrRbtidn iRe@bn thdPhk @HlcCatpdat e generation. 17.
A system for updating a renote database over a network, conprising: at

| east one proc&8RARg fsuiitialization iUpdatee evigsikperighie wpdgisnsieptifieoupiced 1a$ t he

Pr 0CeSSOr yrah&le:ifk Hahfidr RGIHaGbRBtePudi AL et RBFRRworRNd 1 nStructions adapt ed
to be executed by the processor to i1nplenment a nmethod for updating the

renot e dat abase over the network, the nethod including: generating a

plurality of pegi q’ﬁé%yb‘ﬁ@ﬁﬁt)f%lamsﬁq vméréig%@r&%gaiﬁ tﬁgaﬁm&aﬁ& ubfge! ocal
e’p S I

dat abase, each of th urality of periodic updat aving at | east one
transact i §1¥ludggndi ng the plurality of periodic updates to the renote

dat abase over LagcidiRh Ut fast Yeflobl pRaBoRBhIe i B8 IBbdobickuRlgrer i 0di ¢

updates, generating an initialilzation update Including a version of the
| ocal dat 8Bdse at a start tinme, determning a | ast periodic update of the

plural ity of peciglifgWRIBLERNRASRR ddtRewilPReA9faRtdibE Start time,

R
determ ning a |l ast transaction %éatseci on the start tine, and sending the
initialization update, a | ast periodic update identifier, and a | ast

transaction idqptirhe ﬁ{sﬂeﬁ b @laln? M GuHERLIRRAS DIRAIRY IoFf %riﬂ&&%ﬁgtesleﬁ*e The

system of claim 17, ereln the sending the initialization update

i ncl udes: 98Be&ratadzat regylanes iregstar fdenvalgi c update identifier with the |ast
periodi ¢ update; and
20. The system of claim 17, wherein the start time of the initialization update

generation is the same as a start time of a periodic update generation.

21. The system of claim 17, wherein the start time of the initialization update
generation is fater than a start time of a periodic update generation.

22. The system of claim 17, wherein a periodic update includes a plurality of
transactions, each of the plurality of transactions having a unigue transaction
identifier.

23. A system for updating a remote database over a network, comprising:

at least one processor coupled to the network; and

a memory coupled to the processor, the memory including the remote
database and instructions adapted to be executed by the processor to implement a
method for updating the remote database over the network, the method including:

receiving a plurality of periodic updates based on incremental changes to a
local database over the network, each of the plurality of periodic updates having at
least one transaction,

receiving an initialization update including a version of the local database at a
start time over the network,
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associating the last transaction identifier wwth the |ast transagtédo&’ 19.
The system of claim 17, wherein the plurality of periodic update R 2006
generated at regular or irregular intervals. 20. The systemof claim 17,
wherein the start time of the initialization update generation is the sane
as a start tinme of a periodic update generation. 21. The systemof claim
17, wherein the start tine of the initialization update generation is
later than a start tine of a periodi c update generation. 22. The system of
claim 17, wher &3ading plasi ratiogiclpdateddenifiptiiers the pitighzatipn ypdate, t r ansact i ons,

each of the pl \Plia%lhdgté’lag’ftrérrs%m e QRS W't?@mﬁ‘tal#lﬁlgh'ﬁg&ét@nsacu on

identifier. 23 system aln a renote abase over a network,
conpri si ng: aﬂeﬂeéra@tngom@sbp@r@@lwmdat&)tﬁ@méae fast PW@%@W&ﬂeaﬁ@rdhﬁemry

coupl ed t st PEHIROGRERDS %né BEs JHEID: ¥sld?ﬂh1'1\9' ng the renote database and

instructions adapted to be executed by t &Socessor to inplenent a nethod
for updating t Heterraiingea dastalsenseciinre fromhthen@stuarsactipe identifierd thedastidi ng:

receivi ngtrﬁn@c%ﬁbénﬁ%{ngeQO&Hh%%'t&tﬁlﬂﬁat es based on increnental changes to a
| ocal dat abase over network, each of the plurality of periodic updates

having at | eagpplping ransastansi gwerafedeaﬁerntgweakast angadtion atoi the gserie e

i ncl udi ng yauesisng of the local database at a start time over the
network, 28 2 8 'APR 2006 reading a |ast periodic update identifier fromthe
initializati onappyiagdhe peredis Hedales aeneraiedrastec theolast prriedic upgets fodhet he

initiali Z?érh&@dé&gﬁéé determning a | ast periodic update fromthe |ast
periodi c update 1dentifier, the |I|ast periodic update being based on the

start tine, determning a last transaction fromthe |ast transaction

identifier, theslads s¥én@8§é’}£| | 29 fleePShhiR ﬁ.@d on the start tine, applying
S

transactions gener at ed af t e'last transdction to the renote database,
and appl yi ng tH@C@'é'ﬂgotﬂ‘ﬁcp&ﬁ@d@tlé@aéﬁ,snmlmr%tédzﬂttaé!reﬁrh%f lime tthareteostrd updat e

to the remRiRutAhARRASEon dfdatdne system of claim 23, further including:
di scarding the periodic updates generated at an earlier tine than the start

25. The system of claim 23, wherein the plurality of periodic updates are
received one at a time at regular or irregular intervais.

26. The system of claim 23, wherein the plurality of periodic updates are
received in batches at regular or irregular intervals.

27. The system of claim 23, wherein a periodic update inciudes a plurality of
transactions, each of the plurality of transactions having a unique transaction
identifier, the transaction identifiers being random in order.

28. A machine readable medium including program instructions adapted to be
executed by a processor to implement a method for updating a remote database over
a network, the method comprising:

generating a plurality of periodic updates based on incremental changes to a
local database, each of the plurality of periodic updates having at least one
transaction;

sending the plurality of periodic updates to the remote database over the
network; and _

while generating the plurality of periodic updates,
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time of the initialization update. 25. The system of claim 23, V\h&égl ﬁhﬁ][}ﬁ
plurality of periodic updates are received one at a tine at regul P
irregular intervals. 26. The systemof claim 23, wherein the plurality of
periodi c updates are received in batches at regular or irregular

intervals. 27. The systemof claim 23, wherein a periodic update includes a
plurality of transactions, each of the plurality of transactions having a
uni que transaction _identij fi r, t transaction ide tlf ers ing randomin
order. 28. A nﬁ%?ﬁrﬂté‘gr%@!i'ﬁ"@t'ﬁﬁd'ipaﬁt\el'?R!‘Fcﬂréﬁ AYeIBYT I%@k%ﬁ%ﬁsgﬁé adapt ed
to be exaegwregndy a processor to inpl errent a met hod for updating a renote
dat abase over a network, the nethod co i Si r;l?tﬁ %eneratl ng a plurality of

peri odi ¢ updat d&tepaiging 3 last RerislipHpdgte @Fl CRIEY Periggigiurdates 288d each of

t he pl ur abhthe thrt Rkl odi ¢ updates having at | east one transaction; sending

the plurality of FerIOdIC uE)ﬁrgtes to the renote database over the network;
and whi | e genePSie[Mngfdas iianspetiop hasedap thsustert tivdat es, 29 2 8 APR 2006

generating an hiddciaihg é@édt@@néﬂ?@aﬁ&atéi&hﬂﬁbr%&h&hé’%@ﬁp&ﬁd@fup%ié | ocal
database at a start tine, determ nj ng a | ast %esrlodlc updat e of the

plurality of p8FSASHtRg ajRettraesactien ifentifiervwils tae Etri‘rﬁﬁ‘ﬁtwr@éﬂ%r mning a | ast

transaction ba§éﬁ€Hnﬁ§Wthbhﬂta§izaf dn @;id% tlﬁ’éﬁa@%éﬁodi&%p@aieﬁééntﬂ@f acthe |agpdat e
identifier with t t{')1er|0|cu dat e, assomatmgalast transacti on

i denti fi efradfackon W@nﬁ‘fﬁéfo Fdﬁ@ﬁtﬁq‘%?\basﬁr?ders@ﬂ&ﬂ’@”f he initialization
update, the |last periodic update identifier and the I ast transaction
identifier to the renpte database over the network A machi ne readabl e

medi um i ncl udi ARG HFBGRRmMEIANISBEHIRSNEHAPRY BEpIFRHN B@tr“@ﬂ@étﬂdéﬂ egjo be
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network, the ne h d conprisin receiving a plurality of periodic updates
based on PAEf 8 e@{%@gy%@g | ocal dat abase over the network, each of

the plurality edceR@ig ®@iLtalitpdapesSodidVipiedbasdLas inclsifertalodhangéd ana

focal database over the network, each of the plurality of periodic updates having at
least one transaction;

receiving an initialization update including a version of the local database at a
start time over the network;

reading a last periodic update identifier from the initialization update;

reading a last transaction identifier from the initialization update;

determining a last periodic update from the last periodic update identifier, the
last periodic update being based on the start time;

determining a last transaction from the last transaction identifier, the last
transaction being based on the start time;

applying transactions generated after the last transaction to the remote
database; and

applying the periodic updates generated after the last periodic update to the
remote database.

30. An update generator, comprising:
means for generating a plurality of periodic updates based on incremental
changes to a local database, each of the plurality of periodic updates having at least
one transaction;
means for generating an initialization update including a version of the local
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receiving an initialization update including a version of the | ocal

dat abase at a start tine over the network; reading a |last periodic update
identifier fromthe initialization update; reading a |last transaction
identifier fromthe initialization update; determning a |l ast periodic
update fromthe | ast periodic update identifier, the |last periodic update
bei ng based on the start tinme; determning a |last transaction fromthe | ast
transaction identjfier, the |as transaction being based on the start
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start tinme, an update identifier associated with a |ast periodic update
generated before the start tinme, and a transaction identifier associated
with a last transaction commtted before the start time; and neans for
sending the initialization update, the update identifier, and the
transaction identifier to the renpote database over the network. 31
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